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firepower login:

ASA
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ciscoasa>
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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: *¥*¥kkxx
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Confirm new password: ***%xkxkkix
Your password was updated successfully.

[...]

firepower#
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connect ftd
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il

firepower# connect ftd
>

SR B FTD CLI, &M exit 2¢ logout fiv4. M2 H5 5 17 £ FXOS #R.
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>

> exit
firepower#
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Mini USB console

RJ-45 console

fE FXOS CLI "', B R IEAEIBATHIRA
scope ssa

show app-instance
il

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup Version Cluster Oper State

ftd 1 Enabled Online 7.6.0.65 7.6.0.65 Not Applicable

U SR HEA, AT IX D IR
a) FRIATHOL T, B EHR IR DHCP. W A 200 8 B v B 4 TP dtuhik, 1SR A DL a2

scope fabric-interconnect a

set out-of-band static ip ip netmask 56 gw [ 5

commit-buffer

AR

WAGE R LU AR, AR REAS B B 45 DHCP. A H BAF i 42k 25 H DHCP.

firepower /fabric-interconnect* # commit-buffer

Error: Update failed: [Management ipv4 address (IP <ip> / net mask <netmask> ) is not
in the same network of current DHCP server IP range <ip - ip>.

Either disable DHCP server first or config with a different ipv4 address.]

firepower /fabric-interconnect* # exit

firepower* # scope system

firepower /system* # scope services

firepower /system/services* # disable dhcp-server

firepower /system/services* # commit-buffer
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Mini USB console

RJ-45 console

$IE2 £ FXOS CLI "', 43 local-mgmt £

firepower # connect local-mgmt
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FB3 KRG
firepower(local-mgmt) # shutdown

T

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

PR RN RS R . RIAERA, BRI R R,

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]
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System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
MR B GIER, HERRY 3 e iR RE DK .
WIR 3 INAE ] LAAE 0 EENACT H i Sk DA 387 X TR AILAE 1 F i
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£ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
from CDO after onbearding. Learn more '

= (=] 2
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud
Onboard a device using a registration Use this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Depley an FTD to a supported cloud
on the device using the Command configured devices using their serial envirenmant: AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.24) (cdFMC: 7.2+, OnPram: 7.4+)

HIES  (FiEIE FMC (Select FMC) 1, MAIZERHiE = 4T FMC (Cloud-Delivered FMC) > B XS E IR > (Firewall
Management Center) , A J5 iiii F—% (Next).

& 9: 1% FMC

Select FMC @ For more details, Click Here

Select - |

Cloud-Delivered FMC

Firepower Management Center (Recon

o Connection On-Prem FMCs (7.4+) ©
FMC-Securex-Onboarding-1654149835633

© rPassvora reset FMC-Securex-Onboarding-1658238180734

o T — FMC-Securex-Onboarding-1681247022490

FMC-Securex-Onboarding-1681762232392
© subscription License FMC-Securex-Onboarding-1681830086235
Boulder FMC 740-48 1543

o ZORE + Onboard On-Prem FMC

$IE6 Eﬁ?&(Connectlon) Xk, #HNi&&F5)S (Device Serial Number) fili& & & #R (Device Name), RJ5 Hidi T
—# (Next).

& 10: %1%

o Connection Device Serial Number Device Name © Enter the serial number of the FTD device you want to
]
[ JAD253802G8 ] [ fp-1010-1 J onbloard. then CDO will attempt to connect to the
device.
Important: Only FTD 1000, 2100 or 3100 series devices

(running on software version 7.4 or later) are supported.

%
g
~

{EERIEE (Password Reset) ', sl (Yes...) o HIA B HH AR R, )5 1T —3 (Next).
T RN, B R 4B B E TR .

i

AR gk T WA P I E T, JF B S i i iy SO SO, W MAE RS .. (No...) IE I
AVFZ I E S ZE ARG RAC, IR R BOG w,  BRARE T 20X, gt B8R .
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Please review all the prerequisites for onboarding with a serial
number. Learn more (&'

@ Password must:
- Be 8-128 characters
- Have at least one lower and one upper case letter

=

Is this a new device that has never been logged into or

- Have at least one digit
- Have at least one special character.

configured for a manager?
- Not contain consecutive repeated letters

@ Ves, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Impertant: If you select this option and the device's
default password has already been changed, onboarding
fails.

New Password Confirm Password

sessnssnns

o)

o

o

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Important: If you select this option and the device's
default password has not been changed, onboarding fails.

FIR8 X T HREESEL (Policy Assignment), 151 1 3 F 00 LA EFE VT ) 2RI A0S o A RORCE SN, I FEEIATR

il 5l 5k B% (Default Access Control Policy).
B 12: kB 5B

o Policy Assignment

Access Control Palicy

[ Default Access Control Policy - ]

$H129 X TITHRIFAIIE (Subscription License),

& 13: 9T BiFAIIE

T R AN DBV IE. sl T —%.

e Subscription License @ Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.

Learn more about Cisco Smart Accounts.

License Type Includes

Base Firewall Capabilities

GTP/GPRS, Diameter, SCTP,

Cd rri 3+
@ carrier (7.3+ FTDs only) e

1PS % Intrusion Policy
Malware Defense

B urL

Cy File Policy
URL Reputation

RA VPN

Firepower 1010 BEARAHINIT: =313 BIBA MBI L
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FIEE10  (Ak)  MRAATRINIRES, LAEIXN 2218 & (Security Devices) TR THEF I Mg . MARRES, ARG EFE

(EVIREET R ] (.) RS AE VAN L R PR N B8 % .

B
[ 14: 52
@ Done Your device is now onboarding.
® This may take a long time to finish. You can check the status of the device on the Devices and Services page
Add Labels @

Go to Inventory

T—F 4

ER S (Security Devices) G, EPEERINEEGE &%, SR IERAL T4 M E
(Management) % #& 1 H R AT AT 326 10

1833 F 218 B NG NS

fEFH CLIVE M BB K s o

TEB1 1 Zenit SEsT, fid ' & (Security Devices), SR i i (N5 #24l () DI o
$E2  piidi FTD RENG.

P®EI EEERNAT, MREHEFTD .

$IB4  EPMER CLI SEMER (Use CLI Registration Key) 75 B0% /715

15: £ A CLIERR A

A\ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
— manager will not be avallable after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices

more ('
Firewall Threat Defense

[EF1o5] O romo ol o =
. Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

Onboard a device using a registration Use this methad for low-touch envirenment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD 1o a suppsrted cloud
on the device using the Command configured devices using their serial envirsnment: AWS, GCP and Azure
Line Interface. number.
(FTD 7.0.3+ & 7.2+) {cdFMC: 7.2+, OnPrem: 7.4+)

HIEE  HANIRZ R (Device Name), K5 it T—4 (Next).

Firepower 1010 BB HIN ). ZX e aogEs L ]
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Device Name

[ far ]
=

PIR6 X TREESE (Policy Assignment), 1548 473 504 s e 607 ) 42 I g o A ARORTIC &SR, 1L FEBAIA T
ia] 7 #l 5 B& (Default Access Control Palicy).

17: 3 B SR e

@@ Po Assignment Access Control Policy

l Default Access Control Policy « ]

$£®B7 X TITHIFATIE (Subscription License), i Aidi4I2 FTD i%#& (Physical FTD Device) Huik 44, 4Rk b 3 i
F ATV E. S TT—%.

& 18: T AT AIE

-
%fj@ Subscription License Please indicate if this FTD is physical or virtual:
@ Physical FTD Device
O Virtual ETD Device

License Type Includes

Base Firewall Capabilities

Carrier (7.3+ FTDs only) GTP/GPRS, Diameter, SCTP,

M3UA
IPS % Intrusion Policy
Malware Defense Cs File Policy
URL URL Reputation

RA VPN RA VPN

LIS W T CLIGEMESA, 2 n Pl o AR A AL S HOR A idr & o 1 Z0U S 1 iy 2 A8 B D5 A8 11 9
SRmCE A e
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Y
'-\.l.)' Ensure the device's initial configuration is complete before trying to apply the registration key. Learn more [

':z_;l Copy the CLI Key below and paste it into the CLI of the FTD

configure manager add cisco-security-docs.app.us.cdo.cisco.com
BanyI2oaT@ewlJTpCOP2w3xEBnVVkFZv x7R7dwcm43JCMzwGY3ZzCfoFmZhW97my cisco-security-
docs.app.us.cdo.cisco.com

configure manager add ‘4>z 5 #l_hostname registration_key nat_id display_name
1. CLI 5 H B8 P 58 MW A6 L
s WIGAMCE : CLI, %522 J-58ash A S, 75 BUbBid CLI th A2 il a4
c VILGHCE: WAEHEE , 16 T - KA1 scc_hostname. registration_key 1 nat_id #5435 1 £ & TR F s/
RERIEE EHANP i, FEPO/RERTH EMER L NAT ID PP,
il
CLI B 1 iy 2 7~ B -

configure manager add accountl.app.us.scc.cisco.com KPOOPOrgWzaHrnjlV5ha2g5Rf8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com

GUI B & (1 i & AL -
& 20: Be EE IR ER RN ar S LA
scc_hostname registration_key
I |

I Il I
configure manager add accountl.app.us.scc.cisco.com KPOOP@rgWzaHrnjlV5ha2q5SRf8pKFX9E
Lzm1HOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.scc.cisco.com
I I

nat_id

$IB R S AT —% (Next), LMETFLAEM B4
FEI0 (k) FRATRINARS, LI 28 & (Security Devices) W B THEE AT UE . MIAMRES, RISkl

s ¥4l (.) SRR AT LA P N )% 4 o
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Your device is now onboarding.
€ This may take a long time to finish. You can check the status of the device on the Devices and Services page.

Add Labels @
Go to Inventory

PATHIIRECE (FahiEE)

ST FENEAC, 354 Cisco Secure Firewall ¥ 45 & FEH% 8¢ CLI SRPATATHIZATL &

VIR E: REEIEES
XA, AR KRG, R B AN TR L R
« LK 1/1 - outside, TP Hihi->k H DHCP. IPv6 H sl &
* VLANI - inside, 192.168.95.1/24
o BRIAER - 385 AR AR L) DHCP 3RIR
o ofbBE I - (P WA T ELSE TP AOAT TR R

ASORE AR E, iR DHCP IRS5#5 U 45 i SR mk i 22 A X 48
g2

B KU ENUERR MR D (LUK 12 5 1/8) .
PR 2 TR E A

a) ¥ Z%https://192.168.95.1.

b) {EHH % admin FIER %65 Adminl23 k.

¢) RASPOREIILIFERZ AT FEE U I SR
P3RS
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i Configure Configure Smart License
DeV|Ce Setup o Internet Connection 2 Time Settings 2 Registration
) "
& Internet
1/1 1/3 1/5 1/7 PoE MGMT
ofolofo
L)
1/2 1/4 1/6 1/8 PoE CONSOLE o' Smart Lice...
m
iR

SRR o G B B T i T
a) RoEAMTE ORISR,

[ 23: J 15 A SE SRR B EAW

Connect firewall to Internet

The initial access control policy will enforce the following actions.
You can edit the policy after setup.

Trust Outbound Traffic Block all other traffic
This rule allows traffic to go from The default action blocks all other
inside to outside, which is needed traffic.

for the Smart License configuration.

Outside Interface Address

Connect Ethernet1/1 (Outside) to your ISP/WAN device, for example, your
cable modem or router. Then, configure the addresses for the outside interface.

Configure IPv4

Using DHCP

Configure IPv6

Using DHCP

NEXT Don't have internet connection?
Skip device setup

1. SMEREE AL - R RISEBL R AT I, S A A A TP bk BANBEAET U 1) B E PPPOE; T LA

Eany

TESE R 3 JE B & PPPoE.
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2. EIEQO - WS O AT BRI ), A B B B, Sl ISR LT AR
T AR BTSRRI 22 B 1 DNS e g5, A2 AM 4% 1 DNS JIk g5 #48## 4T FQDN.

DNS RR %588 - RS HH I DNS JIR55%5 . BRIMIE A OpenDNS AL DNS IR 45 %5 . IXLE 45 2R il e
TS FHJE W B AN #2101 DNS RS 2580 B e AT# e AR L U5 R 1

B KIS EH 2

b) FLEBTEIEE (NTP) (Time Setting [NTP]) Jf /i T —# (Next).
& 24: B} (8% & (NTP)

Time Setting (NTP)

System Time: 11:56:20AM October 03 2024 -06:00

Time Zone for Scheduling Tasks

(UTC+00:00) UTC NV

NTP Time Server

Default NTP Servers 7

Server Name
0.sourcefire.pool.ntp.org
1.sourcefire.pool.ntp.org

2.sourcefire.pool.ntp.org

NEXT

¢) EFEEEN 90 BiFfAEAmAEM .

Register with Cisco Smart Software Manager

vith Cisco Smart Software M unctionality of this device and to apply

What is smart license? (3

(Nj Continue with evaluation period: Start 90-day evaluation period without
registration
Recommended if device will be cloud managed. Learn More (2

Please make sure you register with Cisco before the evaluation period ends.
Otherwise you will not be able to make any changes to the device configuration.

AN 38 R K T BI04 VP RTASIE 5e b LT

o,
R —
It

it
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o X

The Device Is Up and Ready to Be Configured!

What's next?

Device will be Cloud Managed Standalone Device

Configure Interfaces E]

Connect inside ports to internal devices

Configure Policy 07

Manage traffic

GOT IT

e) KIKILFFIMIIILF (Standalone Device) Al AR (Got It).

SR 4 G0 RERE HAhR O, IR E (Device), ARG AiliiED (Interfaces) i B b 1055 4%

HIE 5 i kPR & (Device) . > RKIEE (System Settings) . > &£ &8 (Central Management) Jf: 2 il 74% 4 (Proceed),
) 22 A 4ahl]
Al EEE R O/RETEH FHESR

Firepower 1010 BB HIN ). ZX e aogEs L ]
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Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) MTERMEEERO/LEEES EANZE P #ut, W G LIE IP bl ok EHL4 Uik &R, 1E A
i (Yes),

LA 2K configure manager add 4. 1Sl Fa LB K, 5 13 TV 4.

Il Firepower 1010 ERABFEINIT: =R AT HIB ASEE IR L
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configure manager add _hostname registration_key nat_id display_name

-
27:EEER MG SEY
cdo_hostname registration_key
I I
|

I
configure manager add accountl.app.us.cdo.cisco.com KPOOP@rgWzaHrnjlV5ha2qSRf8pKFX9E
LzmlHOynhVUWhXYWzstmkj22W5N3Lb|uccountl.app.us.cdo.cisco.com
I

nat_id

b) ¥4 cdo_hostname. registration_key fil nat_id 4 & il 21 & 38 fp./CDO E#14&/IP thik (Management
Center/CDO Hostname/IP Address). & H:(/CDO ;% %H (Management Center/CDO Registration Key) i
NAT ID 7B

SIB6 I EEERE.
a) faCBRBEEEN A .
It FQDN ¥ T4
b) f5 DNSBR$34H.

HRE—ANIAAA, SE—AFdl. Bl DNS 414 CiscoumbrellaDNSServer Group, #1435 OpenDNS
JR g5 s o

BTG DR B AN DNS 55 de BB, R 2440 A B TP a0l e DNS 15 3.
) XTI L/CDO FHIEED, SilidiEiEDO (Data Interface), #RJ5EH outside.
FHET (iR AERMNEN7S DNS (DDNS) 73% (Add a Dynamic DNS [DDNS] method).
s BB A (1) 1P Mkl & AE AR Ak, DDNS KRR Ok & B G w5 ) 2L FQDN I i 4 .
FIR8 Hili%EH (Connect).
SEMHIRZS (Registration Status) XEHER BoR 22 = 3 M iR E.

Firepower 1010 BUAHBFEINIT: ZXRfTaaprasgEEse [
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Registration Status

Successful Connection witl

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

T EREEEP N LEREGEMEES R G, B wenyshl, RIGImpkEs. S0 iEE T3 R A by
KEBE, 13 T,

#iaBCE: CLI
P CLI B B 5 L TP b . T RIS AT

S EREREHE w0 I ) i CLI. S U7 n s i CLI, 28 3 T,

IR 2 SERE IS E Y CLI W A .
R
FRARERRICE, WA EE CLIERA (Fan, @t Eradrmig) o HiE, v LIRS S4E CLI H# ] configure
network iy 4 TG IX S E . 5% 7 Cisco Secure Firewall Threat Defense i3 %% .

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
Cisco General Terms

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

Il Firepower 1010 ERABFEINIT: =R AT HIB ASEE IR L
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f5E: R DHh MR Ay, BARATSA T B 1, (HA U E 1P ik, flin e bht.

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

e EREFED. MAHSMEE DU B IN, A SCEFDHCP. ORI E: O 5 B UG i DAL T A F M,
AR/ 1l HY B ) 7L

Enter an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17
Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]:

15E: K MOCBIEDY data-interfaces, BLUCE DR BT R BT L, AGEIE R AP 82 L AT o

Enter a fully qualified hostname for this system [firepower]: 1010-3

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220,2620:119:35::35]:
Enter a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.

Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35

Setting DNS domains:cisco.com

¥ERE: VOB BT DNS JIRdsds . XRS5 SR nT BE B R o Y E RO SR ER 11 DNS kg5 ds— 50 B eAiI#s 2
WA T D o

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

FE/: F\ no LU B EEL.

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: data on managementQ
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.

For HTTP Proxy configuration, run 'configure network http-proxy'

$5/E: A routed. AT 1B KRS R AN BEER VT IR o

Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

- add device configuration

- add network discovery

- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. 1In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1°'

However, if the sensor and the Firepower Management Center are separated by a

Firepower 1010 BUAHBFEINIT: ZXRfTaaprasgEEse [
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NAT device, you must enter a unique NAT ID, along with the unique registration
key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W3 WCE T EAR U I AN
configure networ k management-data-inter face
WG, RGP ANRIE OB AR MR R .
F o P thit

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

16E: EAEINLA PR B AN DNS Messds, 8 24E A B b0 AR EDHTIC S DNS P 5 ¥ .

DDNS server update URL [none]:
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

DHCP B4 IP ik

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outsidel]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://dwinchester:pa$$wOrdl7Qdomains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) [n]:

Configuration done with option to allow manager access from any network, if you wish to change the manager
access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

LA [ 24w H A configure manager add iy 4 i K5 57 FEL OB 1 22 A . WS AR T s Ed
N KRS, 813 LA RS .

[l Firepower 1010 BBABEBINIT: = 34T ROBE ASER IR L
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T

> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2gq5REf8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com
Manager successfully configured.

RS OCH] B, DUERHRE A8 R B FE 4 SN o
IEFOCH RA AR HE . AR IREE N TG e R BOUE R ERIN . WidfE, A2l —EAE
G BIBAT, P EOC A YRR IE K R G
a) i shutdown it 4.
b) MELHJE LED FURZ: LED USAEHUAR & Bl CR52) o
¢) TENUHI RIS H s S, 45 nT DAAE b B k1 5 Sk LA EE 5 5K T HLAR B FEL 5

Firepower 1010 BUAHBFEINIT: ZXRfTaaprasgEEse [
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fic B A ARG

A8 FH AT B0 I B A 2 4 g -
© WEBAAMREL 11 - O R D BORS S TP Hdik,  JRE DHCP JHAEAMR R
* DHCP Jla45-# - 76 e 1 bRy % 7 i ff 1] DHCP i s
o BRIARR - 30 AR ER IS I BRI 1
* NAT - 7EAh 2 1 B4 11 PAT.
o gl - SOV A AL A0
TEIE W LL A e 2 sng,  DLELEE S A A

s WlE IO, 27 I

* BiCE DHCP i %5#% » 5532 0L

o il'® NAT , 2533 0L

o WCE VT MR EEL 5 36 it

o FEANEFEE I )R SSH . 55 39 1T
o MENCE , 540 0L

BcE#EO
A8 AT B B A B RS AN CLI BT HIMA R BN, RGN E L R
* LUK 1/1 - outside, 1P Huhik>k |1 DHCP. IPv6 3L E
* VLANI - inside, 192.168.95.1/24
o BRINEE T - Gl A% 1 LK) DHCP 3RHX
B ERAE TR RO T BUAE B RS TP AT AR E TR G E, W R B IR E .
WS ] CLI AT IR VR, T 5 15 4 AT P 5

Firepower 1010 BUAHBFEINIT: ZXRfTaaprasgEEse [
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B ==:c
LEPRRG LR, S0 A M B4 Ja AT HoAth e S . BEUEAT CLI MIUR B E, 20k A AT 4t
ML I VLANT #2100 AR S0 FE AR P 77 ZOR A b Loty 36 40 B kR 10 B8 O e sy
A X IR DL R T O TP Hihk
PUR 7RI & T — A& i A bk 3 eh A Py 358542 1 (VLANT),  RLE—AM# ] DHCP 8% i = Ak
T (LUK 1/1) o ‘B AW Web RS #8E5 —A~ DMZ #:11,

SUE ]

FIE1 %58 & (Devices) > IR & EIE (Device Management), )5 Silik 4 H4EE (£).
$®2 5H4EN (Interfaces).

B 29: %0
Device Routing Interfaces InlineSets DHCP ~ VTEP  SNMP
[ Q Search by name ] [ Sync Device ] [ Add Interfaces v

Interface LogicalName  Type Security Zones  MAC Address (Active/Standby) IP Address Path Monitorin; PortMode ~ VLANUsage SwitchPo Virtual Router
Management1/1 management Physical Disabled Global Q<
Ethernelm outside Physical outside 10.89.5.29/255.255.255.192(. Disabled C’ Global 4
Ethernet1/2 Physical Disabled Access 1 [ o] 7
Ethernetl/3 Physical Disabled Access 1 [ o] o
Etherneti/4 Physical Disabled Access 1 [ o] o

PR3 WERAE CLI AT IR BEE, 5 A bl 1 .
a) s L ) 448 (£)-
[ 30: BRRH®IImA,

Edit Physical Interface

General Hardware Configuration

Interface ID:
1
Ethernet1/2

1 4 Enabled

Description:

| ]

Port Mode:

Access v

Protected:

O

Il Firepower 1010 ERABFEINIT: =R AT HIB ASEE IR L
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b) B R RIEHELUR R

c)

(AI3E) B VLANID; BRIAEA 1. $RK, A n-—4 VLAN $2 L RIUTEC L ID.

d) A E (OK).
T4 SN (BghiE) MER VLAN #0.

a)

b)

©)

AiliRniED (Add Interfaces) > VLAN ##0 (VLAN Interface); WU M4: O CAEAE, W iz 01 4Rig
().

31: %0 VLAN 30

Add VLAN Interface ®

General IPv4 IPv6 Advanced

Name:
inside
M Enabled
B )
Mode:
[ None v ]

' ecurity Zone:

l inside_zone b
|

MTU:

| [ 1500 ]

(64 - 9198)

| Priority:

(0 - 65535)

| Disable Forwarding
on Interface Vlan:

| [ None o ]

Associated Interface Port Mo...

M %% X35 (Security Zone) TSI HLEFE DHUAT IR 2 A X, B i@ (New) i In—ANBr ik 242
XAk

W, ZIn—A~4 % inside_zone (X dak . 8] UM X ke 2 [ 22 45 SFemss .
R VLANI B E, WHATFB k.
N B RO 48 N TR AFR (Name).

Firepower 1010 BB HIN ). ZX e aogEs L ]
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flhn, £z 44 inside.

d) k2R (Enabled) FikHE.
e) F&E3X (Mode) fr ¥} Tt (None).
f) K VLANID #E N 1.

mEfAER |

RIS T, P AL B VLAN 1 RS A3 R R I VLANID, 36 75 4 AAE A A Lo

[, {FHA7 T3 VLAN ID Bt N[ VLAN .,

BAAEED )G, TTHEH M VLANID; VLAN ID BE2 46 A% VLAN #rid, 2805 E F D 1D,

g) M IPv4 FI/E 1Pv6 I+ .

* IPv4 - N HIFIER T FE R ERTS IP (Use Static IP), SAJ5 LLRMT ok 1P Hidil - R HE i o

Wltn, i 192.168.1.56/24
32: 38 BHRER IP et

Add VLAN Interface

General IPv4 IPv6 Advanced

IP Type:

[ Use Static IP v ]
IP Address:

[ 192.168.1.56/24 ]

eg. 192.0.2.1/255.255.255.128 or 192.0.2.1/25

 IPV6 - A TRA AZINC B ik B 3B & (Autoconfiguration) 5 EHE .

h) AdHBE (OK).
HIRE S TN LUK 1/1 1 g (4).

REK B —Rk (General) %k .

[l Firepower 1010 BBABEBINIT: = 34T ROBE ASER IR L
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Edit Physical Interface

General IPv4 IPv6 Path Monitoring Harc

Name:
outside

Description:

[ |

Mode:

(s 5

ecurity Zone:

[ outside_zone| td ]

Interface ID:

Ethernet1/1

MTU:

(1500 ]

(64 - 9198)

Priority:
[ 0 ] (0 - 65535)

Propagate Security Group Tag: D
NVE Only:

O

a) MZEXE (Security Zone) N AL H—ANBUA AME 2 A XK, s fili#E (New) i In— A8k 24
Xk

Bilhn, Ihn—/~4 4 outside_zone X1 .
TEAN Y AT A HADEE A Y, DA SR Ao v I A B Pl 5 B
b) mMdiE (OK),

SIE6 {40, HlE DMZ 3 1 LIFER Web RS 25 .
a) il SwitchPort %1 E, 28T DMZ HIASH L L AAS Bl I (o) o

b) AUHEIT HEE (£).
¢) MZ 2R (Security Zone) FHIFIF Pkt ILAT 1) DMZ %A X B, i 23T (New) 171 %
e

filan, ¥hn—/N44 dmz_zone [1J1X 15
d) BINKEER AN 48 N FAFHIZHFR (Name).
filtn, ¥4 dmz.

Firepower 1010 BB HIN ). ZX e aogEs L ]
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e) &t BH (Enabled) HikHE.
f) ¥R (Mode) {48 4 It (None).
g) mithi 1Pv4 Fl/oy 1Pv6 210 JEAL & A 5 1 1P kit

h) sii#E (OK).
TR HEHRTF (Save).

Bc & DHCP Ak 55 =%

A E % P i Ad ] DHCP M5 k553K E TP Huhik, 35 )5 FHf DHCP %545 -

UK

$IE1 %R & (Devices) > & &I (Device Management), SR s i 4% (K 4R (£).
$1%2 ¥k DHCP > DHCP fR %28 (DHCP Server).

Inline Sets DHCP VTEP SNMP

Ping Timeout

] (10 - 10000 ms)

Lease Length

34: DHCP BR %5 25
Device Routing Interfaces
DHCP Server [ 50
DHCP Relay
DDNS [ 3600

D Auto-Configuration

Interface

[

Override Auto Configured Settings:
Domain Name

[

]

Primary DNS Server

Primary WINS Server

[ o+ ] &
Secondary DNS Server Secondary WINS Server
[ o+ v +
Server Advanced

Interface Address Pool

Enable DHCP Server

+ Add

$IE3 RS AR (Server) Xk,

RUTTERAN (Add) FFRCE BL R

[l Firepower 1010 BBABEBINIT: = 34T ROBE ASER IR L
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35: R INAR S %

Add Server ®

Interface*

[ inside v ]

Address Pool*

[ 192.168.1.2-192.168.1.55 ]

(2.2.210-2.2.2.20)

Enable DHCP Server

Cancel m

* 0 (Interface) - Ry ik £e8 A4 K.

* Hedkith (Address Pool) - B 1P Hdik Vi o 1P M 255 0k i # AL TAHIRI ) 19 E, - HANRE G #E 1 A
51 1P Hbhik.

* J3F DHCP BR% 28 (Enable DHCP Server) - 78T 11 L 3 JH] DHCP JIR45 %% .

FREA JFBE (OK).
FES RilHRTF (Save).

Bc & NAT

WA B Sy P % it 1 — 4% NAT RN, DUERRE Py S h-6 4 0 S0 11 TP Mtk b 1. 3%
25 NAT FUFR 42 15 1 Huh- 3636 (PAT).

i

W1 EFIRE (Devices) > NAT, A5 rii BT 5 EE (New Policy).
W2 AW A4, EEEATH RIS, AR5 AR TE (Save).

Firepower 1010 BUAHBFEINIT: ZXRfTaaprasgEEse [
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36: HiE SRR

New Policy

Name:

[ FTD_policy

Description:

[

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices and Templates

Selected Devices and Templates

[ Q. Search by name or value

] 192.168.0.124

192.168.0.124
192.168.0.155

192.168.0.155

Add to Policy

SRS R LS B AR Ly o
] 37: NAT 5585

FTD_Policy

Enter Description

TEATH AR e 0 SRS AL o

[ Show Warnings ] E [ Cancel ]

NAT Exemptions Policy Assignments (1)

Rules
[ Filter by Device ] [ Y Filter Rules ® ] [ Add Rule ]
Original Packet Translated Packet
Source Destination o - tl
i i Original Original Original Ti .
D # Direction  Type g‘;?erﬁ:e Ig;?;g:e Sources Destinations Services Sources Destinations Services Options

~  NAT Rules Before
~ Auto NAT Rules

~ NAT Rules After

PIE3 midiRInHN (Add Rule)

o

TRATHBEARIEEE L

Il Firepower 1010 ELRABEHINIT:
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PR A T EIEA NI

5] 38: B AR 1T
Add NAT Rule
NAT Rule:
Auto NAT Rule v
Type:
[ Dynamic V]
Interface Objects Translation

* NAT #10 (NAT Rule) - % B 51 NAT #1 (Auto NAT Rule).
« 28 (Type) - EFBh7ZS (Dynamic).

$IE 6 7F Interface Objects TiTH, ¥ Available I nterface Objects [X 35 1 ) 414 X 3575 i 1] Destination | nterface Objects

B 39: #EAOW KR
Interface Objects Translation PAT Pool Advanced
Available Interface Objects Source Interface Objects (0) Destination Interface Objects (1)
[ Q. Search by name ] any outside o

. Add to Source
inside
Add to Destination

2

$IR6 {riE#He (Trandation) J I 1 fic & LA T 2ET0 -

& 40: 3515

Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

Original Source:* Translated Source:

[ all-ipv4 v ] + [ Destination Interface IP v ]
— @ The values selected for

Original Port: Destination Interface Objects in

[ TCP v ] ‘Interface Objects' tab will be

used

Translated Port:

Firepower 1010 BB HIN ). ZX e aogEs L ]
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o BESE- S TR0 () T 1Pv4 Fi R N 25 %0 % (0.0.0.00).
a1 RS

New Network Object ®
[ all-ipv4 ]
Description

Network

O Host O Range

D Allow Overrides

O FaDN

ER
EANBEAT H R G052 LI any-ipvd X%, A4 E 3 NAT BUZEST %0 SCEREH S I NAT,  JF H IS ik &
455 X%

* $53AYIR (Translated Source) - &+ B#r1% 0 | P (Destination Interface IP).

PR S RTF (Save) DL L.
B R4 2 Rules %
PIR8 il NAT Ui LR TF (Save) LARAF .

B & 17 [0) 32 i) 250

U RS AETE MBS N QU T A (B S PT B ATE U SRS, U ) SRS A IR L AE VR R
M e o D ) 47 T SRS T AL FEAZ MU DR A ) 22 A B

SRR B a7 Bl PSRRI, A SRR AN PA 1 X 1 A1 B X P e A 0 o

Il Firepower 1010 ERABFEINIT: =R AT HIB ASEE IR L
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L1 EFREE (Policy) > i 181 5k B& (Access Policy) > 17 18] 5k B& (Access Policy), AR5 sty 70 Be 45 e 45 1) 7 ) 428 1) SR 114

gﬁ Eﬁ (".) °

FIR2 iR (Add Rule) JF3CE LU 24

$IE3

& 42: 7 X35

Add Rule

Name [ inside-to-outside] ]

Insert |into Mandatory v

Zones (1) Networks Ports Applications

A Users URLs Dynamic Attributes

Clear Selections [ Q Search Security Zone Objects

] Showing 2 out of 2 | Selected 1

& inside  (Routed Security Zone)

O

& outside  (Routed Security Zone)

+ Create Security Zone Object

1 e fir 4, i inside-to-outside.
2. X1 (Zones) Hidk$5 A s X ek

3. AR nIR X8 (Add Source Zone).
& 43: BFRX1H

Action e Allow v
@ Intrusion Policy | None

VLAN Tags

B Lc

Selected Sources: 0

Any

3 Add Source Zone

. Add Rule

Name [ inside-to-outside

Insert |into Mandatory v

Clear Selections. [ Q_ search Security Zone Objects

Zones (2) Networks Ports Applications A Users URLs

B :hinside (Routed Security Zone)

m i outside (Routed Security Zone)

+ Create Security Zone Object

4. )\[X13 (Zones) HiE AN I .

] Showing 2 out of 2 Selected 1

Action | @ Allow v B Logging

Dynamic Attributes VLAN Tags

Selected Sources: 1
Collapse All
ZONE | v 10bject

ol inside

Add Source Zone

5. miiii#n B#r X1 (Add Destination Zone).

F A e IR B JRE
CRIIED e e i L R T o P S S 2

LU 8 58 SAHICHEM o

Firepower 1010 BB HEIN T

P

Selected Destinations and Applications: 0

Remove All

Any

5 | Add Destination Zone

1
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PO IERS . AR AR REAN B0 SRS ALV PR BTN o AT 8 SOXSESRNE, (HAE T M2 AR
XSS AL P AR (SRR AR BRI LR DA B, TR 2 e

44; 1E 377 BRI Z 7T B2 A BUR

L' Packets » @ PrefilterRules » () Decryption » @ Security Intelligence » () Identity » @ Access Control ‘

* TS TERRAN - BOA PO JEAR SR Pr v i, DAEAB RIS AT AT (i) o SEmT LAOREERIA SRS EA T 1)
ME— S SCE PR FRE . I, T LGB P DE AR sk, DU W A (i) L PREgAE (48
B2 SN AN EST P H SR

T PR RE TR SRR BIE O 5 2 B, G A P B AR A B R, TSR PR RE . AR,
A AT LS I B 3 0 U0 P 08 e 0 o L BE RN, T DO IS (AR Bl BRI BEAT PRI R . PR
1B BREET 7 X o P P AU Pk A R iy e BH A TP Mk S VRS AR BRI U

Blhn, R ENE ERHAE 2% BRI BT FTP i, (EANPELE K B8 B 0 Pkl SSH it it, U] A In— S8
UL U A5 SRS o

© BB -BRATEOU AN Al . s R ik S s e S R PE R B i — PP v e KR EUS U0 T #AS EE I s AT
filgas, HAAERA AT T A REIXFE . A T R IR R 4%, 6 TR S B R 45 25 5ok A ANMEAT
W B b, R SRS T R e — NI R R

ZEERE - (FEIPS YL BINB 2R 6. 2B eI 0B ERAL 8 35 0] 22 5 g 34 7k — B Ab B
R IR 5 T ) S R v S ) R B A . 24 e Al A 2 AR P 1 FERHE R R 412X Talos
PRALHY TP bk, URL FUek42 2 (o] A de. 180T DUAR PR 75 B8 In o h i FoAth 1P Hhhk. URL s,

iR

W AT TIPS VEJIE, RIEUG [l 3 SRms b i i A . AN 3 B %50 .

© B - BOAEOU AN G o A5 SOVFUS ) I HEE AL PR T, AT DLESR A HEAT S SR

PR (AL IRINAEDT In) PRI 2 i I R N AR SRS o

MR HEME I — A 5 SRR BRI ARG R, TR A S T R e e .. RO G2 Rafe dtn
SR, AT LG SRR R T O SOX S5 . IR S AR GE SR AL I SR

a) Fi AR (Intrusion Policy) R4,
45: AR ERHNR R

@ Intrusion Policy [|Nome '\]

ags

Balanced Security and Conne
Selected Sources: 1

Connectivity Over Security
Collapse All

70NE | v 10Object Maximum Detection

& inside_| Security Over Connectivity
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b) MIR AL RGEFLAE N
PRSIk ASINAEYS )37 AR 2 J5 I ¥ ST A SRS o

a) KX HREE (File Policy) NHza1, SRJmIEFEDIAT S sl i L FEFT FF X SR B 51 5= (Open File Policy List)
I

46: 31 RS

Ee File Policy [Nune /\]

Open File Policy List” '
ns and Applicatio

ST B HNE, RGUE A RIS rh 4T T SRR (Policies) > BBERAFAH (Malware & File) Tk,

b) AHREERIERITELIE S, 155 (Cisco Secure Firewall 1% % & HLAS I EIEF ) »
¢) RERMFN (Add Rule) TUifI, M TFHFIE PS5 0 dE (1 5 o

L6 LA (Apply)o
FUUED 78 N 22 Rules %%,

PRT mdifRTE (Save).

E5MEREO LB A SSH

ASHRG S AR i 55 A0 B ) SSH i #z
BRGNS G mT DU AEA 465 098] O FLC B % A5 K admin HI

UK

BB R RE > FRRE , JOIEsgmi i sk
HIE2 HFF SSH ifia) (SSH Access).
HIE3 AR SVF SSH IEBE A LR 1P Mkl
a) AiiAan (Add) DO IET RN, 5 riiti gmiE (Edit) Lhgn e BA ).
b) PR e 1k
o |P #isib-F T HR IR SO VFEEST HTTPS M3 (0 BB 25 i 28 01 % 804l « AT g &bk — A4, 5
B Rl + LS I it I 40 52

AT A X13i/#% 0 (Available Zones/I nter faces) - ¥ N4 X 1k 5 4 78 BT 1% [X 381/4% O (Selected Zones/I nter faces)
B3R N B B IMNER L 1 2K, AR )E AN in (Add).
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[ 47: 75RO LB A SSH

Edit Secure Shell Configuration ®
IP Address*
[any-ipv4 v ] -~
Available Zones/Interfaces (65 Selected Zones/Interfaces
[ Q_ Search ] [ Add ]
DMZ
inside
outside

outside I Add
Cancel m

¢) miiHE (OK).
R4 HHRTF (Save).
SRR, AT LA R AR E > ERE I A IS B A B A . B E G, A AR

Rl B O B e AERRE AT, AP E S S A B R

TR siditi EJ7ERE (Deploy).
848

£

pepoy| @ & @ \

W2 BHSENE, TR R, AFATEE Deploy).
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[E 49: EREFTi%

Q

Advanced Deploy ‘ A D Ignore warnings Deploy

1010-2

(] 1120-3
i, nidi£#BERE (Deploy Al
[ 50: £ELEE

I Ready for Deployment

I Ready for Deployment

) DAHRE 2T B

Q Advanced Deploy ‘ A D Ignore warnings Deploy All

(7] 1010-2
(] 1120-3
(7] 120-4
D ftd-cluster1

(1) fta1

Ready for Deployment

Ready for Deployment

I
I
I Ready for Deployment
I Ready for Deployment
|

Ready for Deployment

® 5 devices are available for deployment D

R0, 0T ILARE LI, 3 A
& 51: SR ERE

1 device selected

imRERE (Advanced Deploy).

werz ]

v Q, search using device hame, user name, type, group or statu:

s

Deploy time: Estimate Deploy

Pending Changes Reports

(] Device Modified by Inspectinterru...  Type Group Last Deploy Time Preview
> (J fun rboersma, System FTD Feb 26, 2024 11:09 ... B | Ready for Deployment
> [:] ftd-cluster1 rboersma, System FTD Feb 22,2024 10:36 ... @ | Ready for Deployment
v 1010-2 rboersma, System FTD Feb 22, 2024 11:09 ... ® | Ready for Deployment
= ~ Access Control Group.
Access Control Policy: in-out R rboersma, System
®
Intrusion Policy: No Rules Active R system
R Network Analysis Policy: Balanced Security and Connectivity 2 System
~ Device Configurations
Interface Policy R rboersma
~ Flex Configuration
Template Policy: Unassigned R rboersma
~ NAT Group
Manual NAT Rules: interface_PAT R rboersma

v Security Updates
Rule Update: (Isp-rel-20240311-2013)

PR3 WIRIRE ). KSR ERE (Deploy) 4244 M EIFR 1T LL A& 2R A
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Deployments  Upgrades A Health @ Tasks 2 ‘ (D show Pop-up Notifications @
H 1running 6 success 0 warnings O failures [ Q Filter ]
¢ 1010-2 Deployment - Policy and object collection 10% == s
complete.
1120-3 Deployment to device successful. 2m 39s
1120-4 Deployment to device successful. 2m 43s
3110-1 Deployment to device successful. Tm 38s
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