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1) @ 3) @ € —
Configure the - Create the " ~ Search for*Clsco
Virtual Cloud . Create the Internet Create the Secure Firewall" in
= Network (VCN) Netwgk Soculty Gateway Subnet the OCI
roup Marketplace
Oracle Cloud
Infrastructure l
® & o :
l Launch and set up ) " Deploy the threat " Attach the
the threat defense —— [ rovidetheDay-0 __ defense virtualon — required
virtual instance configuration OCl using fe‘“P interfaces
wizar
(o
Management Managg threal.defense
Center virtual using
management center
4B
TE=08) g
1) |Oracle Cloud JERHi B | HCH OCT A5E: HCE Mzl 4% (VEN) (F4% (Networking) > EEHL R
— | 4% (Virtual Cloud Networks) > CIDR #t (CIDR block) > €l## VCN

(Create VCN),

5 Oracle Cloud FER %
i

B ML e A2 QI S 2 A IR M 48 (Networking) > FE
Bl =ML (Virtual Cloud Networks) > E#l = R 4&iE4 58 (Virtual
Cloud Network Details) > (g% £ 48 (Network Security Groups), %A
Ji i B3 W 4 % £ 4B (Create Network Security Group).

3 Oracle Cloud FEmiti ¥4
i

B HICM G BRI G, M4% (Networking) > BT M 4&
(Virtual Cloud Networks) > FE#l z= W £&1¥40{5 2 (Virtual Cloud Network
Details) > EEEM M X (Internet Gateways) > €| 32 B XM X % (Create

Internet Gateway).

4 Oracle Cloud FE4l %

Bl BT, M4 (Networking) > Bl = M 4& (Virtual Cloud

Jiti

it Networks) > FE I = M 4&i1¥4015 2 (Virtual Cloud Network Details) > F
M (Subnets) > £1I3&FM™ (Create Subnet).
5 Oracle Cloud £t 1% | 78 OCI I #(28 Threat Defense Virtual , 55 13 71: 7F OCI it &
it “Cisco Secure Firewall” .
6 Oracle Cloud F:Rl# | 78 OCI |- #58 Threat Defense Virtual , %5 13 7: B3I & Threat

Defense Virtual SE24

7 Oracle Cloud FE6H %
Jit

7E OCI _|:32% Threat Defense Virtual , 2 13 T1: 324t Day-0 it &,

8 Oracle Cloud FEmiti i
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{F OCI [ #F8 Threat Defense Virtual , 5% 13 0. A# & 7] 5 4F OCI

_F#5% Threat Defense Virtual.
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TE=(E] HIR
9 Oracle Cloud J&fili v | 1EFe4z 1. R4 1. & (Compute) > 3241 (Instances) > 2 f5li£4H
Jit {2 (Instance Details) > E#%HJ VNIC (Attached VNICS).
(10) (EELI NN A & B P HE threat defense virtual
CIES Jas
£ https://www.oracle.com/cloud/ I £l
o R EN

A OCT K)o
M/ o A DALE BRMAE R0 (https://software.cisco.com/) G —MIK J
* ] threat defense virtual.
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* IPv6

o A EHL L SR

o SCRFEAR 1O FERIL (SR-IOV).

FTDv & BE1F R B9 RELR 51

threat defense virtual SZ eI RE)ZVF AT, AZ N VF AT W] 256 T35 38 TR BRI AN [|) () 4 B 2 ) 1 VPN 3%
BRI

% 2: L F 121 EY Threat Defense Virtual 14 7] Th & PR

TEEER WEHE (BL/RAM) | EERH RA VPN < iE R
FTDv5, 100Mbps 4 1%/8 GB 100Mbps 50

FTDv10, 1Gbps 4 ¥%/8 GB 1Gbps 250

FTDv20, 3Gbps 4 1%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv100, 16Gbps 16 #%/32 GB 16Gbps 10,000

W2 (Cisco SecureFirewall Management Center B ¥ B FR R ) Th ¥y “iFn]” —&, THEAEVFV] threat
defense virtual 125 B FIHE
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R BT vCPU/N AR, W24 55 threat defense virtual 4% i HLIE .
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* Firewall Threat Defense Virtual (ASAv #AH1 DHCP ECE ) i35 1 SR i da #100)
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TEER T FEB P K REAT T 2 T threat defense virtual B3 4h, £F OCI 2 threat defense
virtual FCE T 4 T W CGEEL 2. WESFANED .

& 1: @& M4 VON BT M AY 0CIE8E 7=~15| Threat Defense Virtual

Managemeant QCI FW
Inside VCN
. Vfrun,.ru Eules OC! Route Table
1. 10.0. 10.10.2.0/21 J—Q :
Public IP Mgmt 000 Gig M0 _ | Destination 10.10.3.0/24
SSH *  Inside ) —Q Mext Hop IP of FTDv Gigh/0
OCI FW
Diag VCN Outside VCN
o L OCI Route Table
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. H{AT &2 Cisco Secure Firewall Threat Defense Virtual i% &

2: VCN F BB M ANF MR 0CIERE <15 Threat Defense Virtual

oRracLe OCI Region
Lo
VCN
1 OCI FW
Management Subnet Inside Subnet Rules
[=] OCI Route Table
10.10.0.0/24 10.10.2.0/24 %
Mgmt 0/0 Gig 0/0 Destination  10.10.3.0/24
Public IP Inside = NextHop IP of TDv Gig 0/0
sSH I I =
Cisco Secure Threat
Defense Virtual
" OCIFW
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= OCI Route Table
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N
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Threat Defense Virtual | Pv6 ZRE )
+ East-West Traffic Topology
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Eth0| Outside

Inside | Eth0 Gigoo | il |Gigon |
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FTDv
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-
)
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aN{a] &I Cisco Secure Firewall Threat Defense Virtual 1% &%
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Cisco Secure Firewall Management Center

U RS B A% BCEAT T SO B A SCHRF IR SE R I DU RERIC &, WA B AL (A2 4R
JRIR) PR AR ORC B A

[
EREW GABERIN AL B B A A B0 RS BE P Y. AR PR RS SRR BT fE
Jei s BTG RO SRR A Bk, R ARG AR A A BT T B8 O EHT G A H T e A
FEA A E G ST, R I BRI T R R R BRI, B B g N BRI 55
EIEE P

SE EE AR G MR SR AL E2 . S R RET
BTN, 5% X

Cisco Secure Firewall 1Z &5 &IE2E
W T AR A R L
Ve T RIET Web (URUE SLI, AL Ar7e e mubhpii Ve L. Wi o ey DS /N7 il 2
B P ST B 5B LIS B UL A B 1 PR T it 7R, T
B W TSR L SV 2 BT A kT

\}

AR AR WS ELE I BB AR, 1S (Cisco Secure Firewall 13255 FE2S L B 45
Y .

fii & 0Cl IfiE

f& AT LAY Threat Defense Virtual #2580 B AU = M 45 (VCN), HARUIT
* %/ VCN (Multiple VCNs) - /> # U/~ VCN, %EA™ threat defense virtual £z 11454, X U
VEAEAN[R] 199 2 22 6] 1A T B8 28 Pt S A

* T MAYEA VCN (Single VCN with Subnets) - s #, & n] LLELE 7 DY 1M (1) 54 VN,
A~ Threat Defense Virtual 32 12—~ ZELLRCE S, B K% AT DAE Y SQIDE R % 2 4G & A48 o) )
— VCN 1M 2 A i XA ] DAZEAE T SRS VON I A R4 4 387~ 99 [R) 3 o o

ST AR SR AT DL R R R S8 S BE VCN . SR 5 IR [P 2 P 2% (Networking), A2 Wiz, Pl
FahEsE A2 VCN,
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UK

PR Gk OCT HIEFE I X 3
OCT XI5 A1 MBS B I A Xtk IR B oRE BSR4 LA e — AN R A 2 B 5 — AN X kb, 153
SRS A LU DRSS AE FRUW R DX A

FB2 KIKEFE ML (Networking) > EEHL M4 (Virtual Cloud Networks), #&J5 s i 813 VCN (Create VCN).

B3 i\ VCN iR PE&FR, 4141 FTDv-Management.

$HIE 4 Hi\ VCN [f] CIDR k.,
a) IPHuhlf{) IPv4 CIDR Bk, CIDR C(JGRAIER] 1) & 1P bl & HEOGIBCRK e AT ) e k. filtul,  10.0.0.0/24.

7EIE VCN H1 4§ H] DNS FH144

b) IP Hulikff) IPv6 CIDR k. CIDR (BRI RS ) 2 1P bt fe JESCHERK i g R SR, i, [::/0].
c) JEFE IPv6 CIDR HfE N Oracle A FEFL 25 M 45 43 BL 1) IPv6/56 HiT4E -

$HIB5 Hdiifn 1Pv6 CIDR #R (Add 1Pv6 CIDR Block) LTI IPv6 Bk,

FIE6 N0 VCN [¥) IPv6 Ji4k, il /54,

HIE 7 1l VCN (Create VCN).

T—F Mt 4

AT LU NP LS B VON. SERUE B VON i, BOREAIZ I L s R AR 14
i VCN.

\ )

AR NSRRI PSS A, oS LR R RIS . B R T B AT, DU S A b 7
X BEYREITT I o SRR ) 1 Oracle 75 JAMCA I I b St o A5 BE 53 m] LUAE AR BR8] b 1k B 2 1)
SRJE AN IS ) LU A SRR L8 Y P m] AAE L A B MIATERAT . AT RTEAE R, 35S Oracle S0

B PR ]

I EM & T £LH

W 2% 27 4= 20 i —2H vNIC Fl—2H 3 T 1X 28 vNIC 1922 4= 2H A
puk

HIE1 R IRE ML (Networking) > I Z M 4& (Virtual Cloud Networks) > )l = M 4&1£ 4015 2 (Virtual Cloud Network
Details) > M4 % 240 (Network Security Groups), #AJ5 mithi M 2% 240 (Create Network Security Group).
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https://www.oracle.com/cloud/sign-in.html
https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingcompartments.htm
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SIB2 WML g P FEAERFR, #1W FTDv-Mgmt-Allow-22-8305.
P33 i T—% (Next).
SBA NI
a) WSHIENLL Ao TCP S 22 1T SSH Vil .
b) IO LA fEVF TCP i 1 8305 F-F HTTPS 15l .
w DL 4 PO 45 threat defense virtual, X 75354 HTTPS &4 T um 11 8305,
830 UK I 2 22 A ) . T4 BE4% 1 /VCNG

PS5 piditliE (Create).

1) 22 BB W Y 5%

TAEAE B WA AT ), U 2R R 5K
i

FHB1 KR IEFEM L& (Networking) > = M 4& (Virtual Cloud Networks) > 1l = M4 iE4H{5 2 (Virtual Cloud Network
Details) > BB M X (Internet Gateways), #XJr mii €132 B EX M M 3% (Create Internet Gateway).
LR 2 F N R IR SR YERFR, Il FTDw-1G.
PR3 it tIEEE MM X (Create Internet Gateway).
o2 L Ry EREN QTP
a) ML FEM 4% (Networking) > FEHl = M 4% (Virtual Cloud Networks) > E#l = M 4&i£ 415 2 (Virtual Cloud
Network Details) > ¥ H & (Route Tables).
b) s BRI R ph 3R A B DA I % R AU o
c) MR INEEEIN (Add Route Rules).
d) MB#RZEE! (Target Type) FHuglFr, EHEBKMM X (Internet Gateway).
e) i H#x IPv4 CIDR B, 441 0.0.0.0/0,
f) 4N H#b»s IPv6 CIDR £k, 140 [::/0].
o) MBHREBEM M (Target Internet Gateway) N 7412t 54 6 g 1y k9 ¢
h) mdARINEEEH N (Add Route Rules).

tIEF M

FAVON R AT GOl VON QI MEHL K. W VONIR T 22l 7K,
A VON T2 — AN EFI, SN VON F5 2 — AN o
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B =5 cloud Shell &2 1Pv6 W4t

WA H— VCN, NEAE VCN WEIEFHTFH . 2HTF™. WETFRFSNE T ™.
pUK ]

LB KRIEEEM L& (Networking) > FE#l = W 4& (Virtual Cloud Networks) > 1l = M4 iE4H{5 2 (Virtual Cloud Network
Details) > F M (Subnets), #AJ5 riiditlEFM (Create Subnet).

T2 BN F M REIERFR (Name), #1015 H# (Management).

$IB3 EPF MR (Subnet Type) (P LI BRIAE X33 (Regional))

$IE 4 %\ CIDR 3t (CIDR Block), #1401 10.10.0.0/24. FMIIAHES CIEAIL) 1P Huhk i Ak CIDR Be3kH .
a) WP 1Pve, WET B IPv6 CIDR 3 (ENABLE IPv6 CIDR BLOCK) & iz,
b) f£ IPv6 CIDR #k (IPv6 CIDR Block) H', %A IPv6 RiZ% i [l .

PIR5 MERHR (Route Table) Ty bk £ 2 wii QAR BR tH &2 — .

W6 MM ML FMTEl (Subnet Access).
P “4 7 (Management) -, IXAAZ0E 22 #F W (Public Subnet).

$IE T %P DHCP IEI (DHCP Option).
PB8 EHREZHEN R 2%,
FIE9 i3 FM (Create Subnet).

T—¥ it a

Ml A P VON B, 2. N 4hB) Ja, A8 1] LLJE 3) threat defense virtual. 5 5% threat
defense virtual VCN BC& 7], &S 0L K.

3: threat defense virtual [E3\ = [ &

Virtual Cloud Networks in ftdv Compartment
VIFTLER] Ciou MEtaoiics Ble vitual, pivass metedrks I you S8t up i Orack dala Centers It CROBaly esembles & ractonal REtwork, with Arevwall fukes and SPecing ypes of COmMmUnICation
Name State CIDR Block Detault Routs Table DNS Domain Name Created -

@ Avaitab

@ Avaital »

@ Aval

® A

{$£ F Cloud Shell E¢ & IPv6 [ < ithiit

L OCILH, AT MERAG —NME—TK) IPve WO, %S threat defense virtual AR & iZ ik,
IPv6 VA 2 1E W TAE. WMol v] MFE =4 5eHiaqT OCI ay & I F M R4 5 B TR R
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7£ 0CI 32 Threat Defense Virtual .

FE1 $% OCI > $TF CloudShell (OCI Z#if) (Open Cloudshell [OCI Cloud Terminal])
T2 PATLL M4 DT PRI IPVE AN B -

ocl network subnet get - subnet id <subnet OCID>

é‘%@% 3 y\ﬁé\%%mgfi ipvé-virtual-router-ip %o
IR A SR AR 7 2R

1£ OCI _EZ(2 Threat Defense Virtual

$IES5
$IE6

Bz Y

LIRS
$IE9

S0

TEN

TIE12

i Oracle Cloud 11i3% 9 [1] Cisco Firepower NGFW KEJUUF; Kk #i (NGFWv) 7= fib il o 7157 5451 4 OCIT
_-#% threat defense virtualo HRFHE CPU s P AT 5 A I 25 05 Y SR A R IR B fe A5 IE TR TS L AR

B OCI[I.
X 3 S s AE RS AT o R A T (R DX A

P HH (Marketplace) > [ F#2/F (Applications).
T H IR “Cisco Firepower NGFW virtual firewall NGFWv)” , 2R fFEFF =i

BB SAAAGAT, RFE T B iEFHEZ BIOraclelE A £ A EIEIKEZFXFEK A (I havereviewed and accept
the Oracle Terms of Use and the Partner terms and conditions) & i%HE.

M B B3I (Launch Instance).
i NI A R R ER, U FTDV-6-7.

S EBUZAR (Change Shape), 2R 5 ik #8105 threat defense virtual T/ CPU %05 . RAM & f1 T 754 D ¥z 1 B
W, BN VM.Standard2.4 GEZFIMGA , 252 70 .

MEIIZE M4 (Virtual Cloud Network) #7712 ik 45 7 VCN.

MF M (Subnet) FRIFIFPERE M CRKBZER) .

e A M 4% 22 £ 4RI 8 (Use Network Security Groupsto Control Traffic), 4RJaik$ b & # VCN & 1
AN,

mi B | P Hbhik (Assign a Public I p Address) #ik 4441 .

FEFRIN SSH %48 (Add SSH keys) v, sidithih % 4A (Paste Public Keys) fLik il IR SSH % 4.

FEF Linux (15251 H SSH 25BN 1M AN & 2 Aok o e ft FH P JEAT S B0AIE . BB L FE FARH A A L . T
DATE @) g S48 BN K RAGH OR B AE VSN R AE A3 8 . A7 OGHEN, 2 Y45 2T Linux S0 S HIXT.
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https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/managingkeypairs.htm
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B z:e0

$B13 LG RERESHET (Show Advanced Options) 4% DL T LI .

SEB14 VA LEIZA (Initialization Script) &, midithMG = #18E (LEIZA (Paste Cloud-Init Script) .1k 4% 8>k threat
defense virtual $2fit day0 MU'E . day0 MCE 375 15 (X5 F threat defense virtual 1[NV
DL R 7™ Bon 0] LAAE T MR LB ZR (Cloud-Init Script) B & ARSI i 7] dayO fic &
{

"Hostname": "ftdv-oci",
"AdminPassword": "myPassword@123456",
"FirewallMode": "routed",

"IPv4Mode": "dhcp",

"IPv6Mode": "dhcp",
"ManageLocally":"No",

"FmcIp": "1.2.3.4",

"FmcRegKey": "ciscol23reg",
"FmcNatId": "ciscol23nat"

}

* FmcRegK ey - X & — R MEAE A v EM 28], F T B M 31 4 Bt A%V E M S BT P e U7
RIS, ek 37 N

* FmcNatld - 32— AR E CHPE SO o WA B H . 2 [k NAT #4275,
WAL N ME— ] NAT ID FIME— 073 255

FIEE5 dEE (Create).

T—% it 4
7% threat defense virtual 524, £ ii 1% (Create) #Hl), IRE= Bl “IEAERC” (Provisioning).

| &

BEEEN  BERASAER ET, — H. threat defense virtual 5245 WL AR HIBATIRAS, 8 FEFEAE threat defense virtual
JA Bl 5E Bl HTAR P55 ZEIE 8 VNIC,

threat defense virtual & HE NI 1R IFIEH —> VNIC G521 8 (Compute) > L4l (Instances) >
SE¥ 415 2 (Instance Details) > #1%H9 VNIC (Attached VNICs)) . IXFA T VNIC, Ff2smisf 5]
HH VCN. 7F threatdefense virtual 5% 5 XA ) 2 7Y, B TEE 2 B g1 A HADL VEN T G2 HT.
P AN 3R VNIC, DUMEAE threat defense virtual b EAfiEY I VNIC.

UK

S PSS 811 threat defense virtualSZ ] .
$I2 K KEFEREER VNIC (Attached VNICs) > fi]# VNIC (Create VNIC).
L3 i VNIC A TE&FR (Name), #1401 Inside.

. 7 0Cl L#R3E Threat Defense Virtual
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$IE9

S0

_#EZ Threat Defense Virtual
smieszag vNic Emzsazn ]

MEEHLIZ M 4% (Virtual Cloud Network) #7513 FF i $ VCN.
MFR (Subnet) 751 R EFEE T
Verh{E M %% 2 4R HI R 8 (Use Network Security Groupsto Control Traffic), SR )5 E8 ki VCN B & ()
L.
& Bk R B AR A% A 4% 22 A 4 IR i (Use Network Security Groups to Control Traffic).
(Rl $REER IP il UYEE, VNIC PR E 1P I, A 75 BT LR AE

MR KSRE IP, OCL KN/ HCLS T M F) CIDR /3l IP Huhk.

AR EFEEX (Save Changes) LLAI % VNIC.
X B AR VNIC HAR SRR

A1 %R VNIC 378 hn e B AR

UK

S

K it th A NS W A AT SRS i T 2

WVUGEPEM 4% (Networking) > FE48l = M £& (Virtual Cloud Networks), #XJ5 i 5 VON KBRS . (N BB
AN

A RNEE BN (Add Route Rules).

M B #RZEE! (Target Type) Fhrglkt, EBHEEHR IP (PrivatelP).

M B 89252 (Destination Type) FHi41Z ik #£CIDR 3 (CIDR Block).

25 i NB¥r CIDR &, 41 0.0.0.0/0.

7E B#RiZF (Target Selection) B4\ VNIC (FAA TP Mk,

WK 7] VNIC B 40 Be 1P #udik, W m) LA VNIC #4045 5 (GHE (Compute) > 321§ (Instances) > L li¥4R1E 2
(Instance Details) > %&£/ VNIC (Attached VNICs)) 1 #k [ 5h 20 i) 1P Hudil: .

AR RN (Add Route Rules).

T SR I R R DG TC TPV ELIBE DT IR), AT L B

a) MEBFRZEE! (Target Type) FHryEF, EHFEBEMM X (Internet Gateway).

b) 7 B#F CIDR #ht, f&5& IP bk

c) MBEFRREBEMMX (Target Internet Gateway) FHzzFH, FEREIA EIHE R O b 1) B A1 EE BT 1) FLIE ) 9 5 b
8] o

Yo BT 7 AR VNIC R AR T

L SR A i DHCP (1) 3% t ) 5k TPve Huhk B 2% Hc & 11 IPve Hihik g /128, WJAAZIAE threat defense virtual 4 (13

RN L N H .
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. ZNZ Auto Scale fRR A E

ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>
ZN7E
® ipv6 route inside 2603:c020:5:5800::/64 fe80::200:17ff:fe96:921b

®* ipv6 route outside 2603:c020:6:ba00::/64 £e80::200:17ff:fe21:748c

I Auto Scale fRR A X

PLUF #5728 Auto Scale fift ok 7 L AL A W% OCI L[] threat defense virtual KZ3FEAEH o

Auto Scale & FHZ= 1

OCI I threat defense virtual H 23" & R J7 S BAE RIS G100 R B Praas e 1T 1) FLIBCI (14 R 4885 i i 4
A —AME ATV RS R A E PR 245 58 T FR) s 11 £ 236 TP ik

AT LUGE IS NAT R AT 2 o 020 o B SOREXT I REAT AR

4: Cisco Secure Firewall Threat Defense Virtual Auto Scale & Fi Z {5

Instance Pool

Repty of Outbound Traffic /| Reply of Inbound Traffic
FTDv 1

Inside M;b,m Outside

A

Reply of Outbound Tratfic Reply of Inbound Traffic

ILB
User FTDv 2
Applications | ?

: Fieply of Outbound Traffic Ingide + Outside Reply of Inbound Traffic
! Mgmt :
i :
1 1
1 1
I |

-— &) 1

<
] FTDv N !
i )
| |
| |
! 1
I 1

Outbound Traffic
— Inbound Traffic

i
ki
(ot
e

ASCRYAG T 355838 T OCI 1) threat defense virtual Auto Scale i ¥ 77 Z HITEAN L IR,
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| o

mesd

EEEM

AR

© TGP, RS FIT AR
 FETFUATE 0T, TEA ORI L BT 451
o VA DRI SY LEAR T (20 BRI T I o

PR FN 5K B
AT 2SIt R 7 ST 85 (¥ OCT A B SREME -

1

A\

A R%0e

iR

BZiE OCT I At P 4 B A A RE G T AN AL

Q% Oracle zu REAti Bt 7 W AU K™ BT J (4 A RAF AR BAT HEP K™ BOAR G2, 8
W AT . ACEIE AU, WS EIE M

KB

T AR, SRER G B4 . EAIE S, TS OCl > S FIR £ (Identity &
Security) > 5kBg& (Policies) > I 5k B (Create Policy). % LT sfem 4 HAs i 21 B i 1 4 v -
« A4 <Group_Name> ifiJTI i %X <Compartment_Name> H (14 hr

HR

* P4 <Group Name> 45 L[ 2] %X < Compartment_Name> 1 (%4

* 014 <Group_Name> & FILkE BS54 X <Compartment_Name> H1 (1 3 i

* V41 <Group_Name> 7 [ 25 4 [X. < Compartment_Name> 1 (147

* VP4l <Group Name> I 2% X <Compartment_Name> {15 F5

* 154 <Group_Name> {4 I Ff 254 X <Compartment_Name> H (15 i iy 4 2% 1]
* foF4 <Group_Name> 2HRSH 2 & X <Compartment_Name> 11 H &4
VP4 <Group Name> i F g 85 % [X. <Compartment_Name> (i) 52451t

* foVF4l <Group_Name> A #1111 Cloud Shell

* fSLVF4L <Group_Name> BZHCHL /™ v (R0 G2 A ifh i 44 47 1)

* P4 <Group_Name> & HUFL - Hh (1 A7 it 22

7€ 0CI L% Threat Defense Virtual .


https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionscreatinggroupsusers.htm

B ooz

A

7£ 0Cl - ZFZ Threat Defense Virtual |

iR

3.

T ] CUZERL P g0 AR S o 48] DL B AT o s W] 40 By A RR o
Oracle I BE AR BR

%Lk Oracle DIRERENS VT I 73— Oracle AR BTN, TRHZ LD AE L& LSS T, Ra 4
S A SR LA T %) AU IZ IR A U B

4. GIEHTH
BOIHSAN, S OCI > B#F1ZR £ (Identity & Security) > #17548 (Dynamic Group) > €l
#7548 (Create Dynamic Group)
LEQI B AL N 48 i AT L
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
ARENEHEL UG, HSM:
* https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm
* https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm
5. ARSI B
TERINGENS, 155 2 OCl > B Fn& £ (Identity & Security) > 5k E& (Policies) > €| 5k % (Create
Policy). LA SHEm& s in 2141 -
RVFENAU <Dynamic Group Name> FHEINIHLIX <Compartment OCID> HMFTA ¥E
M GitHub T #3014

FTDv - OCI Autoscale fi# ¥k /7 £ E4E N GitHub f7ffFEFE At . & 0] DLNAA il FE 32 I el N8 etk

Python3 L&

A LAAE 50 BE A7 $ 21 make.py SCF. BEREIY 20K Oracle DIREABARCCAE 40 Zip SCIT; K&
IR HARSCAE K. T HATIREEAES5, WRCE Python 3 F1J%.

\)

iR

I Python JHIA L BEH T~ Linux M55,

AR e E
WAZRC L LN AT

1

VCN

WHE FTDv W75 22602 VON. B8 BA BEM M5 VON, %M 56 22 /04— ANl 21 T HE
WA )i BRI T

. 7 0Cl L#R3E Threat Defense Virtual


https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm
https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/oci

| #E 0CI %R Threat Defense Virtual
miese |

AN VON K15 5, 52 [ https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm.

2. MREFTH

*E%ﬁﬁ%jj FTDv NG 519 o SRR A ] S 01 St k77 %€, FTDv SEGIRE 2L 4 S 1WA
S

ARANE T REE, Wl
https://docs.oracle.com/en-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview _of VCNs and Subnets.htm#,

3. SMERFM

TR ZEERIET “0.0.0.0/0” ERE H BN M . T WA BE FTDv f4hE: 1
R [7) 506 R 1R A7 50 7 2 o f A oy HE b 9 R N NAT K o

ARV, S PILL R SCR:
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingl Gs.htm

* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To create a NAT
gateway

4. HERFW
X5 B A BB NAT/ B R R 5G  R FREF7 1 R AL

N

ER XF FTDv i@ R GRI,  &mT BUIE o 1 80 K7 1) S HHn IR 55 4% (169.254.169.254) .

5. EEFM
EI TN AL, IXFEE A BESCRRXT FTDv 1) SSH Al ) 14 .
6. Function FX
7 H -+ Oracle Functions %

N

R TRAEA ) NAT GW (A2 BB GW) [ 0.0.0.0/0 B,

WAZ5i{E Management Center Virtual 1 Threat Defense Virtual[f] NSG (2% 4=41) 1 ;e b1 M (1)
NAT GW [ 3% 1P

7. ®LA-FTDv E=HIRME&ZR4E

Jy FTDv SZIfc & 244, LLASVF Oracle Zhfig (FE[A]— VCN H) $#U4TF] FTDv )4 BE bk 1)
SSH %4,

8. MRFHEWATIE

7€ 0CI L% Threat Defense Virtual .


https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/creatingnetwork.htm
https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/creatingnetwork.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingVCNs_topic-Overview_of_VCNs_and_Subnets.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingIGs.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NATgateway.htm#To_create_a_NAT_gateway
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NATgateway.htm#To_create_a_NAT_gateway

7€ 0Cl £ %3 Threat Defense Virtual |
. Cisco Secure Firewall Management Center:: & 5514

X G A7 it iy 44 2 (B THEEFR A M, B 7 configuration.txt SCfF. #EAZIA configuration.txt
SCAFEN TS Y B0 UE T K o BE TS G Bl URL R/ ARAR 8 28 SUT IR 456 11

A

ER A% FTDv S2 Al HTTP URL Vil & FAL R LL R iCE .

%'IFTDV Eiﬂﬂﬂ', E%ﬁﬁfu?ﬁﬁ/&'\$ copy /noconfirm <configuration.txt file’ s
pre-authenticated request URL > diskO:Connfiguration.txt

Iy A S FFEAT ] configuration.txt SCAERCE 1) FTDv JH 5.

Cisco Secure Firewall Management Centery: & & {4

14 0] LUE ] Cisco Secure Firewall Management Center K/ P threat defense virtual, 1X+&—IIREFF 4
M2 W& B 2E . threat defense virtual 1] % )45 threat defense virtual FEFUNLH)E FHH: L K FMC
AEMIES .

B % threat defense virtual it & FIE BLET T XS %, QUIRTEZ & B L& Sems R 2225 B i i 2% 4
BEAS AL N FH A BT A TE B AR gl 1% 2 threat defense virtual S

DUF #5715 A MR UE £ A B0 EEAOD . A OCRR P o 5 B, W& (Cisco Secure Firewall
Management Center it B 451 ) « #E B EPO I, LRGSR

* Cisco Secure Firewall Management Center /A F TP Hifi:

s U AR CInF R T 3T AR e, a2t 2 AN P AR
© GRRAFR

* Cisco Secure Firewall Management Center 15 ] S i 42 Fx

* Cisco Secure Firewall Management Center NAT i 42 Fx

s WARAHAIR

7£ Cisco Secure Firewall Management Center & €13 P

1t Cisco Secure Firewall Management Center 8% HAT Admin AL PRIHTHI 7, DUELHE Autoscale
Manager 1§ 1

)

IR I AL H T threat defense virtual Autoscale fi# ¥k 77 % 1) Cisco Secure Firewall Management
Center H1/7 I/, BABJ 115 HoAth FMC 23 A A o

. 7 0Cl L#R3E Threat Defense Virtual
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tieza ]

g1z
1E Cisco Secure Firewall Management Center F @15 EH Admin AR IFHTH 7. L RS (System) > AP (Users),
G it BA P (Create User). i /& 6 4505%) Linux £ %%
© % 32 MR, AMINETFRT () MR RIZ (O
« ENG
o ARPUETFARF (-) ks SO EFR/E ANBEAA () 779 (@) BRI ()
MR PRI T g e e . e B 5 L, 1S (Cisco Secure Firewall Management Center Bt B350 ) -
Sl i &4H
AT LM R A AR T L, FREZ B B e, WO — MRS, SRS DL R
Mo VA4l bR ) BT A I B A 441 2 threat defense virtual 52451 o
gz

TR EFIRE > REETE.

PR 2 RN (Add) FRE s IERERINZE (Add Group).
o RPN E S B i

$BA SHE (OK) LLEIEE B4

BIZEMEZFNEHN TR
B LU T threat defense virtual it & [H%] 2 o

UK

$IE1 A4 4 oci-metadata-server H IP iy 169.254.169.254 (1 E#HL.
$18 2 )i 4% N health-check-port HAE 4 8080 [ I, B4 75 61 F AT An] HoAdy s 11 o

PIR3 QIR PR, KRR ED (Interface) > R 2 X3 (Security Zone). ML E R (Routed) fEAHRAL, HfzI4E
PEAFR, #il inside-sz.

WA QRSN O, KEFED (Interface) > REX1H (Security Zone). EFEEEH (Routed) M. 4
L2 %R, 40 outside-sz.
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| LN

£ 2 NAT KB
B NAT s 00 b 2 NAT B, DUEDR R & AN L R BN AR, SR K It S ms i
BERHN Auto Scale Al EE 3 £ 4 .

pUR

FIE1 EFIE (Devices) > NAT

PIR2 NFREE FhyRT, R NAT .
PR3 (EBFR (Name) i AME— 45K,

$I% 4 i NI AR (Description) (TfiE) .

LIRS FLE NAT MU, A i G it NAT KUUATN H NAT SEBE1$a RS, 1520 (Cisco Secure Firewall Management
Center WATLETRF) T4 BB EINC & NAT. FELZ/R T BEE N JEA Ty vk
5: NAT 31 71)

- Directien Typa Bource Dastination Original Transiated
Interfecs Objects  Interface Objects  Sowrces Destinations Sarvices Sources
¥ HAT Rubes Bafore
. A
3 1
_1
1

& ratic 1, sutuise-rone 14 e -pone i

& Saaie b Malds-cone 1y tuide-zana bl S, L b it i B S b st S,

& - T §, cetaide-tane il och-markatplace tnakde-subm

* Auto MAT Rules +

- @ > )

¥ NAT Rubss After

FE6 lHRTF (Save).

13 NAT
BB R NAT F00) 2K P B b il A 4 ok AR R332 11 TP btk b g3 11 o 328 NAT R S 22 13 11 s ik
¥ (PAT). HRHFEAIMEE, 2 (Cisco Secure Firewall Management Center B 75t & F5Fd Y
A BB B AETC . NAT
Hic B NAT SRB&P Irdz I EAT 2 2wl 1 A )«

UK

P A ANTHISIPIRBUAS AL E LN NAT B
YD ARSI
o HARX . PYERIX
* JBUGYE: any-ipv4
© G HbR: Y 1P
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548

I 7£ 0Cl -EFZ Threat Defense Virtual

© JRAAYER s BRIA

* J5UUA H A% . health-check-port
o UEHROUE: HAREED TP

o QS HAR: oci-metadata-server
o TR . BRIA

o ORI H RS H: HTTP

NEER T H TSR A NAT B
B 6: NSEIE(TIRIR NAT L0

Interface Objects Tranulatlon PAT Pool  Advanced

SELLETN |

Original Packet

Original Source:* any-ipvd v 3

Original Destination: Source Interface IP v

U‘?‘he values selected for Source Interface
Objects in ‘Interface Objects’ tab will be used

Original Source Port: 9

Original Destination Port: oci=health-check v 9

P2 IS IR A E LR NAT S0,
o PRI AERIX I
o HARDK SR AR
* JUUHYR: any-ipv4
o JsR HbR: JEEE 1P
* JRAAYR ) BRIA
* J5U8h H ¥ 1 health-check-port
o R HbrED 1P
s CHEEHHAR: oci-metadata-server
o ORI G 1. BRI
© CHAHRI H ARSI : HTTP

FEER 7T s RO E ) NAT B

Translated Packet

Translated Source: Destination Interface 1P v

§§ The values selected for Destination Interface
Objects in “Interface Objects’ tab will be used

Translated Destination: oci-metadata-server v @
Translated Source Port: ~ O
Translated Destination Port: HTTP v @

7€ 0CI L% Threat Defense Virtual .
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B ozvazs

7: HIEEITIRRALE NAT S

Interface Objects Tunll.ltlm PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd bl + Translated Sounce: Destination Interface IP w
Q.The values selected for Destination Interface
Original O Sntion: Source Interface TP i Objects in Interface Objects’ tab will be used
w-"ﬂ! values selected for Source Inberface

Objects in “Interface: Objects’ tab will be used Translabed Destination: oci-metadata-server v
Driginal Source Port: v 9 Translated Source Port: v
Original Destination Port: oci-health-check v i< Translated Destination Port: HTTP hdll +

FIFE, Wrr DO SN NAT MU, FERHHEX 2 threat defense virtual % 4% .

BII3& 377 5] 3R B
B0 U ) 2 1 LA SRV NS B A B nT LAt BT i 06 75 SRS TR U In) SR, WY R i/Fis ATk
B U5, DME o vr b O _E R E BA R g FEU7 MEEHISRnE Uy iR E 2 S 5%
L AL AL B 0 45 B FRURE 40 7305 o R0 PRy L A I B R R o R A AR R R, 1S )
(Cisco Secure Firewall Management Center % & BC B 481 ) 11U 1] 428 i U] 3¢ 12 52 18 o
R AG S EOR Bee 4 (VAT IR ST EI D 20 Hees U ) 50 o

UK

W RIOE SRR > T EiE .
PIE2 SULFTEREE.
SR 3 EALH (Name) A (Description) (A Hhfiy AME—ZFRATH

LA NHERE LR E RN . XS E, W2 (Cisco Secure Firewall Management Center % #5AL & FR )
D7 Il o

&
&

iy 5

\}

E
E

AR ARG R, SRR PR .

FTDv (1265 H TRl E B 20 Al B (04 FTDy 5261, IF e iR T 2 AN E H (19014 Rest
APL I ER,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html#ID-2176-000005b6
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html#ID-2176-00000005
https://docs.oracle.com/en/database/other-databases/essbase/19.3/essad/create-vault-and-secrets.html
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mzwn i

DL, s HT AN AR A AR B i ol T B S SO 28 AP AR TR, DAL SE VR AU SCAS S 2
WA Y. B RER A I ks 5

LN B RS, AT BL T 5 4F

FE QRREE .

OCT fR [ R $R AL 22 A QAN RAT s T DI AR 55, AR T eI AT s Mg (K75 3% Ak, WAL Autoscale
iR T SRR B S AR IR K 8 B 1 DX PP G ORI AR (R AR QD

% OCl > B 1% £ (Identity & Security) > fREEE (Vault) > £ R 5 8| E #4R & (Choose or Create New Vault)

NI
g
N

O 3 2 5

it LA T 0 A5 B A BN B A SUAC T

¥4 OCl > B{pF1& £ (Identity & Security) > RE FE (Vault) > & 62 %40 (Choose or Create Key)
MAER G AT PR K .

1. AES-128. 192, 256

2. RSA -2048. 3072. 4096

3. ECDSA -256. 384. 521

8 BIEEA

Create in Compartment

<>

Protection Mode G'

3

Software
Name
My_key
Key Shape: Algorithm G) Key Shape: Length

AES (Symmetric: key used for Encrypt and Decrypt) e 128 bits

<

Import external key
Create a new key by importing a wrapped file containing key data that matches the specified key shape. For more information, see Importing Keys

LRI AN EE, .
1. ¥% OCI > #TF CloudShell (OCI =#i#) (Open CloudShell [OCI Cloud Terminal])
2. i <Password> 1E R E AR PAT LA R A 4.

echo -n '<Password>' | base64
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3. MIERERIRES R, A0S A M N # ] OCID. B LU M E, SR JAHAAT encrypt 4

* ¥ KEY_OCID # 4t b 5 (3% 81 1) OCID
* ¥ Cryptographic Endpoint URL 54§ 2 5 1) LR 2 1) in % % ¥ URL
o REEE R A B I A

s

ME <
oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

4. W\ Eabdar g b RS, AR EIRGE T R E AT

AE & threat defense virtual B & 34

J AR 7T fE 2 B L 2B v Rl T

UK

PR AEHE AU M A S AL

SH HIRALETY 15t AR

tenancy_ocid AT HR A BT BRI ) OCTD. 22 T o] £y 4k AL
OCID, iZ[Hutit.
FLF OCID W1 F o -
ocidl.tenancy.ocl..<unique_ ID>

region SEEE LR B DR ) DX A PR o — B TR
73] - us-phoenix-1. us-ashburn-1

Ib_size FRFH FH T AR P 38 A7 3 ) A 2% R IR AT . (N
FUIE D) R
YHFHIME: 100Mbps. 10Mbps. 10Mbps-Micro.
400Mbps. 8000Mbps
7~fil: 100Mbps

availability_domain FAF H 7] - Tpeb:PHX-AD-1. Tpeb:PHX-AD-2
FERIAT IR AL , TS IAL
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https://docs.oracle.com/en-us/iaas/Content/General/Concepts/identifiers.htm#tenancy_ocid
https://docs.oracle.com/en-us/iaas/api/#/en/identity/20160918/AvailabilityDomain/ListAvailabilityDomains
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#E% threat defense virtual i & 32 4 .

SH £ 6 il 15 AR

min_and max_instance_count SCASwNILIE] A A S 91t o R B 11 /N R B K S 4
1,5

autoscale_group_prefix TR 3 %o 0 oA R ASERR B 8 [ i A 0 s e 4 KT T . 491
w, WHREIEATLRA “autoscale” , WFTAT B EII%
2 N7 44 - autoscale_resourcel
autoscale_resource2 &5

mgmt_subnet_ocid FrF TS BT (1) OCID.

inside_subnet_ocid FAFH LI N7 M OCID.

function_subnet_ocid AT FAf 149 Function 1% 1] OCID.

outside_subnet_ocid FAFH LI AMHF M 1 OCID.

mgmt_nsg_ocid FAF R T B0 A FE 7 X P 4% 22 42 4K OCID

inside_nsg_ocid FAFH S (1 P9 31 X 9 44 4 4 21 ) OCID.

outside_nsg_ocid FrF S B AN X 0 4% 22 42 41 ) OCID

elb_listener_port oA T CLIE] BN S BRI A AT T R R84 ity 1815
ZN /B

ilb_listener_port 5oy bR P SR R R AV AR 1 LA i 1 B
ZN /B

health_check_port FrFH TBATIBAT ARG A (1 G2 25 1) i o IR 45 43 1
il 8080

instance_shape TR LERIRE ISR . TR AT 5 23 L4 S48 1K) CPU
Ko, WAERRIILAR .
TRFIER:  “VM.Standard2.4” Al

“VM.Standard2.8”
Ib_bs_policy FAF R FH T A BRI 900 S B8 A 25 I i ) B B3 4016 4% SR s

BT R A R A I A s AR B E 2 A, 1
Z [ ieAk

FHE{: “ROUND ROBIN” |
“LEAST CONNECTIONS” . “IP_ HASH”
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2% HiRER 17 BA
image name T H FIT G S5 e A i S AR R A4 R

PRINME: “Cisco Firepower NGFW virtual firewall
(NGFWv)”

AR SR AR 2 B SCWRAG, DU

custom_image ocid 4.

scaling_thresholds

FF Py 1 RSN TR CPU i FHL A LT
AN TSB43R B FE BRI

Pl 15,50
o, 15 2N MY B, 50 &AM FE B .

compartment_id FRFR BRI A A R R B X OCID .,
7~ ocidl.compartment.ocl..<unique | D>

compartment_name FRFH I 125 X 1) 44 B

custom_image ocid TR WA Mg, TS p i E 1 B e
%1t OCID.
custom_image _ocid & A %S4

ftdv_password A threat defense virtual KA %5 KR 26, FHF@ET
SSH %#:% threat defense virtual Bt & . 3 W N
SR, IES A E R, SR,

ftdv_license_type FRFHR threat defense virtual VFAJIE2EA, "L BYOL &,
PAYG. HHI>¥F BYOL.

cryptographic_endpoint T H Tins ety TR S I URL . & 0] DAFE LRI R
HeFl,

master_encryption_key_id TR FHT a8 260 (1 2 51 1 OCID. & nJ LAZE AR ZE b k.

o

Pk
master_encryption_key_id Fl cryptographic_endpoint
U T A — ORI
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#E% threat defense virtual i & 32 4 .

iRz

152 FA

fmc ip

1
=
iy

Cisco Secure Firewall Management Center ] IP it .
2V KB PR threat defense virtual SZ41fF) B BE AL
1P,

R

A 2 5 threat defensevirtual 47 - [f]— 1 M I, EFH
HUL P A L, A7 W20k 3 3 1P TP Hoth
T o

fmc_username

FHL KA P 4. SRCHTIF threat defense virtual
SEF I, S A R S A R Dy BT
Ho

fmc_password

I e A8 B L B A SR N A A R R
Fe, WS IEAL.

fmc_device group name

FHLRL A — AN A4, Ik Autoscale iR
ZEIP T threat defense virtual 373 #8247 N % 4
e, DU R DB R ) SR A Y T T X e
Ko

enable_memory_based_scaling

bool

M Cisco Secure Firewall Management Center Virtual /%
1ii threat defense virtual PN AEE TE M. Wi B b bz
&, WA DURSE A AR BT . BRIAMIE] CPU
A

fmc metrics_username

Ly Y44l oL 5 bRk enable_memory based scaling K
ERENAF R, W SNSRI A B e F
WP, PUOAZI P RS T WA IEEIZAT threat
defense virtual S HEH P A7AAE 15 0

fmc_metrics_password

I A RA B e B . A IS
HEMITER, TSI

fic & S 4 FR (Profile Name)

B2 OCTH [T BC B S A PR B m] AAE D (G
B FHE R

“oracleidentitycloudservice/<user> @<mail> .com”

WG ATk i 4 25 R B IE RO IO R ME— bR IR . B2 OCI> &
¥ (Administration) > 8 Fi¥4H{5 2 (Tenancy Details)
B4 P X H1E Docker & r) 30, #ZALFF Oracle-Functions

HEIEF] OCI AT M. % OCl > H3
(Identity) > Fi P (Users) > I Fi¥4A{E 2 (User
Details) > S IES HE (Auth Tokens) > £ X S hE
(Generate Token).
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. /% threat defense virtual B & X4

FIB2 [ LU A kA Configuration.json {4

{
"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv30",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",
"NatId": "cisco",
"fmcAccessPolicyName": "<autoscale-access-policy-name>",
"fmcNatPolicyName": "<autoscale-nat-policy-name>",
"fmcInsideNicName": "inside",
"fmcOutsideNicName": "outside",
"fmcInsideNic": "GigabitEthernet0/0",
"fmcOutsideNic": "GigabitEthernet0/1",
"fmcOutsideZone": "<outside-zone-name>",
"fmcInsideZone": "<inside-zone-name>",
"MetadataServerObjectName": "oci-metadata-server",
"interfaceConfig": [
{

"managementOnly": "false",

"MTU": "1500",

"securityZone": {

"name": "inside-zone"

by

"mode": "NONE",

"ifname": "inside",

"name": "GigabitEthernet0/0"

"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "outside-zone"
by
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetO/1"
}
1,
"trafficRoutes": [
{
"interface": "outside",
"network": "any-ipv4",
"gateway": "",
"metric": "2"

"interface": "inside",

"network": "oci-metadata-server",
"gateway": "",

"metric": "1"

}
IR 3 Al FH T E B E K BT Configuration.json.
WA REECE SO AL B G ATA A R o
WZBKE configuration.txt SCA AL S BN SARAE AR 0], T4 AL SOOI 7 4 B0 UE 1 5K

AR
FARAE HEAL T8 R 8 configuration.txt [T & 473 56 1F /5 5k URL.
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#BE Auto Scale IR 7R .

78 OCT " G 75 U 36 10F URL I 75 B R[], A RN T B B8, AN ATEME 7 ZEHAT IR 2.
RS A Zip U,

A LA v B A7 it P rh 44 2] make.py SCFF. AT python3 make.py build T4 LAEIEE zip 3CMF. HARSCARAE AT

.

Wed Apr 21 09:35 AM [sumis@PSUMIS-M-41KG target]$ tree -A

L]

Dracle—Funct%ﬁps.zip
README .md R

asav_configuration.txt
deploy_oracle_functions_cloudshell.py
templatel.zip

template2.zip

= 7 g

I Auto Scale R A X
LESE BB W% 85, TTRAIE OCI Hitk. %A LU Cloud Shell 3147 T8 8k fdi [ Cloud
Shell HB5E . 145 [ RRAS 358 38 A FIASEAR AT A GitHub A7t ZE 3R

FINERE

Uiy 2| Autoscale it 7 ZHE A =P IR %8 Terraform Template-1 #Ef% 78 Oracle Jjfig,
SR J5 %8 Terraform Template-2.

#R2Z Terraform Template-1 4%
UK

FE1 HFHROCI
X oA PR A A e B R SSAE T X A P o
$IE2 % HFFFEARBRS (Developer Service) > FiREIEEE (Resource Manager) > Hi#% (Stack) > 61| i Hi#% (Create Stack)

EFIAIBCE (My Configuration), R JFIEH H s A& H 1) Terraformtemplatel.zip SCA4% 4 Terraform BC & 5,
W B R .
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. ZNZ Oracle Th&E

Stack Configuration ()

Tarraform configuration source

Folder @ .Zipfile
3o Drop a .zip file] Browse

ternplate.zip

Working Directory

Mame Oobon,

templatel-20210420223815

Descriplion

Craale in compartmant

Manual_Test

L

Terraform vearsion

0.13.x

L)

Support for Terraform version 0.11.x ends in May 2021,

$IB 3 AR (Transform version) FHs &, 4% 0.13.x 5 0.14.x.
PB4 E N0, WALE L TIER A RS B

PR

NGNS, 5 WIHERE B ] e E G 2 b 2RI

$IBS £, % Terraform $24% (Terraform Actions) > Kz (Apply).
RIRE G, RE5HE Oracle i,

R 2 Oracle Ih&E
A\

AR A1 Terraform Template-1 #5258 ) o A Be AT A 3R

fE OCI ', Oracle i =11 Docker MR EA%, JFtox A7 £ OCT Fasmid Mk b . fEHERS, i 2
4 Oracle Hyfig#Eik 2| —A~ OCI A (¥E Terraform Template-1 H 4 ) 1,

. 7 0Cl L#R3E Threat Defense Virtual



| #E 0CI %R Threat Defense Virtual
#% oracle 118 I

i

#$IE1 77 OCI Cloud Shell.

Gat Startod Dashboard

Quick Actions Colagso

Create a VM instance Create an ATP database

S %2 1% deploy_oracle functions cloudshell.py 1 Oracle-Functions.zip.
M Cloud Shell IR, 1k +¢ E4% (Upload).

Cloud Shell

Download

Upload

[ > e

] File Transfers
+!) Restart

?;: Settings »

FE3 ] Is i RIUES AT

Deploy_Oracle_Functions.py

7';'%3% q Jé’ﬁi python3 Deploy Oracle Functions.py -ho deploy oracle functions cloudshell.py Hiﬂll&%%*%ifﬁﬁ)\%%ﬁ,

A AEH] help ZHERBILFEAE S, W KPR,

7€ 0CI L% Threat Defense Virtual .
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% python3 Deploy_Oracle_Functions.py -h

usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t

44 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seiek

Instruction to find values of required arguments:

Application Name: Mame of Application created by first Terraform Template

Region Identifier: OCI -> Administration —> Region Management
Profile Name: OCI —> Profile

Compartment OCID: OCI —> Identity -> Compartment -> Compartment Details
Object Storage Namespace: OCI -> Administration —> Tenancy Details
Authorization Token: 0OCI —> Identity -> Users -> User Details -> Auth Tokens -> Generate Token

optional arguments:
-h, —help show this help message and exit
] Name of Application in OCI to which functions will be deployed
Region Identifier
Profile Name of User

Compartment OCID
Object Storage Namespace

Authorization Token for Docker Login (#Please Put in Quotes)

BHEATIIA, B NS4

= I SHMEMER

2%

ek

LA & FR

‘& A& Terraform Template-1 #5& G1 & [1) OCT . H 1 44 FK
il ¥ Template-1 145 ¥ “autoscale_group_prefix”
RGZ% “_application” 20 &8 RIAT 3R 75 HAE .

XEARIRTF

DX IR TR A AEAN ] X 5 OCT Hp ] 1 X 3 AR A
s R RUBIIET “us-phoenix-17 BRI 2 /R AR

“ap-melbourne-1” .

BERWUITAT D H X SR IR IR 513, 1% 2 OCI >
EI2 (Administration) > X1 &I (Region
Management).

BB 2 FR

BAE OCT H (1) 1] FL ] I B S A R o
7~i:  oracleidentitycloudservice/< user> @< mail>.com

AR AR BBC ESCPEr 4E.

BEEX OCID

TAEBEE LXK OCID (Oracle Z=AriRAF) o H P
OCI N H k% B & X OCID.

% OCI > 517 (Identity) > B &% X (Compartment) >
FEEsE XIEH{5 2 (Compartment Details).

WREFE AT

AR I B R ME— AR AT

% OCl > &I (Administration) > A P IEHAE R
(Tenancy Details).
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#h& Terraform Template-2 .

S £ AR

b o X HAE Docker Bk WS, 2R ¥ Oracle-Functions
HERER OCI g M R . EMEMATH S SfE4
J,

% OCl > B4 (Identity) > FI A (Users) > Fl FiE4H{E
£ (User Details) > G436 iE < i# (Auth Tokens) > 4 X
£ J# (Generate Token).

WP RR R, RS EE R PG R, ek
Fr& A GRS (Developer services) > L€ (Functions).
4% 4 Terraform Template-1 QN . Aii FF36 (Getting
Started), #RJ5iEF% Cloud Shell & &, #FixLe b,
R B E G B0 UF 2 I BEE:, W R

Generate an Auth Token

ijﬂ% 5 @ﬂ{?@ﬁ%{miﬁ]\%ﬁﬁﬁf python3 Deploy Oracle Functions.py /IJLE'/\‘(\': %B%F)Tﬁﬁ’*]%%‘%%%*%ﬁlﬂ ° %E,
R nT AR 23011 955 ] Cloud Shell.

#R2Z Terraform Template-2
PR 2 08 AR QAR O BE YR, B R4 TR pR £ ONS 328, BAR 2 (1355 55 Terraform
Template-1 [ E S4B

UK

P G OCI1).
DI R AE BRHEI AT E A PRI AE TIU IX S5k A

$IB2 RHFEFEAFRIRS (Developer Service) > EiRETE2E (Resource M anager) > Hi#% (Stack) > 1| i Hi#% (Create Stack).
4% H bR SO 1) Terraform template template.zip 4 24 Terraform fic & 5 .

Y3 1 F—2Prh, diliTerraform ##4E (Terraform Actions) > FZF (Apply).

{£ A Cloud Shell Z3 2

Shy B G T A, T DA o i 7 R R iy 38 S S B AR & AwtoScale fi# )T % (Terraform
templatel template2 Fl oracle JJfig) -

7€ 0CI L% Threat Defense Virtual .
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B cins

HIE 1 K HFRSoE e ) ftdv_autoscale deploy.zip SO 4% 3 Cloud Shell A Hs 45 S0 14

Cloud Shell

sumis@cloudshell:~ {us-phoenix-1)% 1s -ltrh

total 152K
= FW=—F—=,

1 sumis oci 151K Jun 9 07:25

sumis@cloudshell:~ {(us-phoenix-1}% unzip ftdv_autoscale_deploy.zip

Archive:
extracting:
extracting:
extracting:

inflating:
inflating:
inflating:
inflating:

ftdv_autoscale_deploy.zip

templatel.zip

template2.zip
Oracle-Functions.zip
oci_ftdv_autoscale_deployment.py
oci_ftdv_autoscale_teardown.py
deployment_parameters.json
teardown_parameters.json

sumis@cloudshell:~ (us-phoenix-1)% 1s -ltrh
total 344K
-MW-r—r——.
—rw-r——r—.
-rw-r—r—,
—MW=Fr—r—.
=-MW-r—r—.
—rw-r—r—.
=rwW=r=—r——, sumis oci 2.8K Jun

—MW—-r—r—. sumis oci 151K Jun

sumis@cloudshell:~ (us-phoenix-1)%

2.7K
5.0K
7@
133K
7.1K
25K

87:19

@7:19

87:19 teardown_parameters.json

87:19

97:19 oci_ftdv_autoscale_teardown.py
@7:19 oci_ftdv_autoscale_deployment.py
87:19 deployment_parameters.json

@7:25

Jun
Jun
Jun
Jun
Jun
Jun

oci
oci
oci
oci
oci
oci

sumis
sumis
sumis
sumis
sumis
sumis

W00 W0 W W00 W WD

'I'fﬂ% 2 ?‘:Ej’}lﬁ]1 python3 make.py *@@ (i]5fs~g Z,HU , 1?15%1%&» E;E?ﬁ deployment parameters.json ':F' H’]iﬁﬂ)\%iﬁ
,v% 3 EF‘ Kj] Autoscale ﬁﬁ/ﬁ\ﬁ%ﬂz%’ lﬁf Cloud Shell J: 1T python3 oci ftdv _autoscale deployment.py ﬁ‘ﬁ/‘%o

SERURTT G ERE KL 2 10-15 23 Bl
WERAERR DT SR F R DT AT R R, U

RHE SRS

B UEERE

AE R EHE A %, JEH Oracle THEE R O 5 BMAFMIERE . BRINBFW T, LB A&/
FE RS R 2. 480 LIS BT 75 A e /AT e KB A OCT UL R i S gt . 35k BT ) threat
defense virtual SEZ4) .

FATE BB OUR B — AN LB A A TGRS, 90 UE AT A DU IR AT & T . SE Rtk fa, &)

DL 28 threat defense virtual FSEFRZE K.

)

ERE 0% threat defense virtual S (1) /NIRRT € 4 ZHBARIP (Scale-In protected), Ll OCI 4 )i

SRS M o
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AR

A2 I}

F4% Autoscale Hitk

WA SRR TV G0 W H T 8 A

F4% Threat Defense Virtual VM

HRRAA S FETHY threat defense virtual VM. WA I 75 [ threat defense virtual BRAZ K 55508 HE
o

it

1 SR i B N R s K SR, T AT BL T R4

miiFF & A BBk % (Developer Services) > I g€ (Function) > N FA & #R (Application Name) > (i@
id Terraform Template-1 1) EL&E (Configuration).

433 B2 min_instance count A1 max_instance count.

2. MER/Z A SRIAET N I R o an SRSt A PR A A S48 DR AN VR T Ol N ) 7 R # AR T 40
MHBR/ 2k, WsEEb2s B 20 8 38 Lo AT IR .

3. Max_instance _count & XMl H REFRAE 1) EAE PR, HA] LI UT S Sese ol it i SE 45 o ok
BRI AR UL R Sl vh 20 348 OCL W H A 1% & ¥ max_instance_count. 770, 1#AHN
i K B

4. T N ol St PR SE9 T AN S AT DA R 7 sCBCE RS AR . T X e v AN 23 A
WA T 8 i s TR FE AR, Wik threat defense virtual A7 V7R HIE, B8 %K.

5 W THLERA, Wi threat defense virtual SEIAE— B (o] Wiz A RGAEE . Tom i H Gy ik
SSH Vi), WS 2s gk am il W SERI s A BR, AT aliEER e AE 2% 2K,

Oracle ThgE

* Oracle Dy fg 52 fr L /& Docker MG . IX LRG3 TARAT 2] OCI 784873 M R AR H b . X sl
GBS, 7 W 2 MBS AF Autoscale fift &k 5 22 P43 FH I T HE

* 1L Terraform Template-1 €5 OCI N H L7 Oracle ThRE1E & TAEAT 75 M BB AR &, bR
AEom R, A AN N B SO S PR A 1 R RIS e BT A AT Ao B e B 25 s A BT S48 1

A E R R

fE OCI H, ANSZFHEHIMC & 4 threat defense virtual H7 R B4 1117 35 42 1 SR IE 32 21 S5 ) 41 201y
ek . DAL, PR I e R 8 P I AR A A ) S i B s AR I B RN AN A B T AR 1 S
Ui b o X8 TP ANy [ BN 0 305 i 46 nN i i B MR o AT Auto Scale fift 1k 77 %8 25 i %77 20
ALK PIAMTS o ABAEREATAE M AN A . dEd S HERR I, 7T BE AT 75 22T 30 58 U4 (1) 1
Do
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. M OCI = ffiF% Autoscale BLE

RS SESR, AT DU IO R Py A S AR AE S i AT 0T 58 2 3 1o BIRRE RS T RS9 TP 23 1 5l
AN E A s, BN TEhis B L4 1P,

S B ERE PRI iE

BRSBTS DI I A i U E A WTWTRE P, 15 22 OCI > M & (Networ king) > £ 23478 (L oad
Balancer) > T #2 /¥ (Listener) > G {iilT#2 % (Create Listener).

B EimEME Fin e

Tk threat defense virtual S M 3] 61 2 Y1l 2%, SOKf threat defense virtual S 4b64% 0 1P BC & 4
AN AR I i 2% Fr v AR P R R it . PN R O TP NG A N R S A i s S i AR TP B SR i . AR OE
LEAE R B 1 2 I B Wr R b

M OCI 2 fifif% Autoscale Bt &

FTLUE ] OCT A iy B8 ey BHLas LIAHTR] (107 UM BR AL Terraform H28 (RIMERG . I BRMERS S I BR LAY
BT BRI, JF HAS IX S BRI O B A £ B AR 2 B A MIER -

)

AR FEHERRMER AR OUR R BCRE SEEh P R d /NS BB B 0, RS SRR SEBI K k. AR BT
MERPTA 6], I HA B MMEMIRE .

En] LLAT T3l N ek Af A 3 F Cloud Shell SKHER Autoscale .

F =l PR

I ik 213 Auto Scale vk 7 ZREFE =D MIEE Terraform Template-2 #E4E . M5k Oracle ZhfE,
SR S5 & MBS Terraform Template-1 HEAL .

ffiB& Terraform Template-2 4%

ZIMER Autoscale FiL'e, &2 5E M ER Terraform Template-2 HEf% .
UK

FB1 GXOCI]).
DI R AR BRI A LA A ORGEAE U DX A
LB 2 EFFF %A AGBRS (Developer Services) > FiRETEEE (Resource Manager) > itk (Stack).

P$IB 3 1k Terraform Template-2 G 2 (I HERE, X5 EE Terraform #24% (Terraform Actions) 72 Hrf i1 $5 2% (Destroy),
WE PR
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Mz oracte g

Terraform Actions « Add

Plan

Apply

Import State

Destroy

K QIR BN, A BR DR U 2 — LS A) o BRI AR S AL 8 O I BR HERG . 4n B TR

"
Plan Apply Edit More Actions.

Import State

Stack Information Tags
Run Drift Detection
Description:
QCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56: Download Tarraform State
Time of Drift Detection (Last Run):
Maove Resource

J ObS Add Tags

: Delete Stack L :
A job is created when you run a Terraror[ - ]erraform actions tcj
L

IR 4 GRELMER Oracle Y)fE.

HIF% Oracle ThAE

Oracle DfEFE AN Terraform FMHEALTRE 11— %, & ZAE ] Cloud Shell Hpk AL, A,
Terraform HERAH 53 A 2 e HM s o S8 A2 BB 3T Terraform Template-1 G173 i) OCT N A A A
15 Oracle R 5.

B2

S BEF OCI ).
X35k S s AE BB A B e TR S AR T ) X A o

PR 2 IEFFFA NGRS (Developer Services) > LRE (Functions). ZEFEAERIAR 1 HEH QIR N T 44 5K -
PR3 AN, Ui A R EOR IR .
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. B Terraform Template-1 H#E4%

fiB& Terraform Template-1 4%
A\

AR HAEMERITE Oracle IREZ i, A REMENMBRBIAR 1 Hitk.

5 Terraform Template-2 JHBRAH A o
g3z

L1 R OCI] ],
X3 R AE BSR4 A o TR A T ) X 3

T2 RFEFEANRIRS (Developer Services) > FIREIEEE (Resource Manager) > Hif% (Stack).

$I® 3 1%4% Terraform Template-2 62 (I HEAE, SR)5 & ili Terraform #24E (Terraform Actions) N 47328 b ({45 2% (Destroy).
RGOV R AR, BAIER B2 U 75 2L LI )
HB 4 BB lR, A UNE L I24E (More Actions) Rz b IHERHEAR, 0 F TR

"
Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

: Delete Stack L -
A job is created when you run a TerraFcur[ * ]erraform actions tcj
“

M ER Terraform Template-1 HEAk )5, BEAAUSUE R TP SR TR, JF BRAEAT AR .

{5 A Cloud Shell P& Autoscale

ﬁﬁﬁﬂu?ﬁ? Cloud Shell ':F‘#h’ﬁt python3 oci ftdv autoscale teardown.py ﬁﬁ/ﬁ\’ QXL'ff%Hi‘HAﬂﬂU]%‘:
HER AN Oracle Difig. A RMEAIE F2NHB 1, 1 508 stackl Fl stack2 (W HERR ID, SRS ST
teardown_parameters.json SCHEH N H ID.
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{5 SSH %457 Threat Defense Virtual 2l [}

{£FH SSH 1%=3=Zl Threat Defense Virtual 3= 5l

B Unix KU 0 RS 3%E 83 threat defense virtual S25], 1518 SSH & 3 5249 .
pUR

S AL A4 B SCPBUR, LU A T BRSO P
$ chmod 400 <private key>
Horp:
<private_key> s CAFHISEBEBARTIARK, A L E U5 0] A S8 SRR o
FIR2 MAJULLT SSH dir 4[] 54491«
$ ssh -i <private_key> <username>@<public-ip-address>
<private_key> &I SERBARMATR, &IOS 207 In) (1 SL B R HR AL o
<username> St threat defense virtual SEH1 (1) FH /- 44

<public-ip-address> @& MNFEHI G R ISLH] 1P Mtk

£ F OpenSSH %3%Z%l Threat Defense Virtual 3251

T\ Windows F 48i% 447 threat defense virtual S241, 15 1% H] OpenSSH % 5% 5Z 441 .
gtz

L WX R E AT B DN, W20 v B SO, DUl A e s ot
AT LA 1A
a) {E Windows B HLAR T, SMURRYISCN:, A STz, RGBT (Properties).
b) {ERE (Security) LIk b, iS4 (Advanced).
c) HfRERFEE (Owner) AL Ik,
d) riiliZEF 447K (Disablelnheritance), R Jq ik HEIG I X & B2k R AR PREE 5 75 B VAR (Convert inherited permissions
into explicit permissions on this object).
e) IEFEAZREHII k) AR H, AR5 i il BR (Remove).
) BRG] ik (K07 ) AL B O 5 £ #2%) (Full control).
g) TRAFH

7€ 0CI L% Threat Defense Virtual .
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. {% A PuTTY i%3%%l Threat Defense Virtual 32451

SR 2 TEREFISEH], 15FIT Windows PowerShell 31217 L R iy 4
$ ssh -i <private_key> <username>@<public-ip-address>
Horpr
<private_key> s AR SEHEBRARTI A FR, % SCAFHEL & 5 205 1) B S DGR IR B«
<username> St threat defense virtual SEH1 (1) FH /- 44

<public-ip-address> @& MNFEHI G R SLH] 1P Mtk

{$ A3 PuTTY 3%3%£%l Threat Defense Virtual =45

B PuTTY M Windows 45 %E#: % threat defense virtual 21, 54T UL F#R4E:
pUR

P {77 PuTTY.
$IE 2 £43 (Category) FtgH, EFESTE (Session) F4 A LLR P2
« EHE (GIP L) -
<username>@<public-ip-address>
Horp:
<username> & threat defense virtual 341 ¥ FH J* 44
<public-ip-address> & MNEEHI G R LA AL 1P Hubik,

® ‘#Jﬁl:]: 22

s FEIEHEA. SSH

P$IB3 £ 3 (Category) G, EIFE D (Window), RJ5iESEEH (Trandation).
LB 4 (FiRIRFFFE (Remote character set) Nz, %8 UTF-8.

FTF Linux [F5201 (R 2RIA X I3 14 B0 UTF-8, IXFEL PuTTY BC & A48 HH AR 7] ) X S 1 B
$IB5 (2R (Category) Btk T, MKIKJETT%E$E (Connection) Fil SSH, 4R i S I&E (Auth).
$IE6 il (Browse), RJE kI .

S 1 ST (Open) LURBI 21T .

UERIGGE S R RS, T RE B R A E, RS S EIVE PR EAAEEM L. midiZ (Yes) LA

. 7 0Cl L#R3E Threat Defense Virtual
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IPv6 #{ = HERS

B8 SSH - 1 i} IPv6 [¥] Firewall Threat Defense Virtual A~ T {F
o fRRTE HOR SIS NI I FLIBE M M OCHEAT IPv6 22 L1 [a] R i o
* MR 753k Firewall Threat Defense Virtual & 3L & T A£7E 5 H IPv6.
* FRRTTE WAIE TR IPve AH OGS 1) 7138 N 21 #8351 Firewall Threat Defense Virtual.

o BRFE WAIFSE 8] “ipv6 address dhep default” 7E47HI4% 11 FRCE IPv6. W1 BAVE ] “ipv6
address dhep” , WUFRAHAIILL R % “ipv6 route management ::/0<IPv6_Gateway address>” .

* FRRTTE AR ARVFIERAT ssh Ao ATH BA T dr 24 47 “ssh ::/0 management” #¢E. ssh

access allow,
B8R JCi%HE IPve Hhll/rBesh A 1 .
© BERFTE WL TS ) VON 275 CUA T TPv6 .
© BERFTE AR ORALH] (42 IEH (1) TPv6 CIDR.
* fRRTTE T AR “/64” TPv6 CIDR HI4 .
B 7R AR VY ) U ANEAE A
© BRRFE AR AT CAEAAS LA
R F5 3% ipv6 route <interface name> <interface subnet CIDR> <ipv6_ virtual router ip>

#RFE R~ ipv6 route inside 2603:¢020:5:5800::/56 fe80::200:17ff:fe96:921b

o SRR E BRI Z IEAI ) IPv6 CIDR.
o FRRTE RSN IPve BCE T IERAIRUT i) 414 .
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