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FE /£ GCP &b, 18 VPC M4& (VPC networks), R riidi i VPC M4 (Create VPC Network).
HIE2 EZFR (Name) FEB, SAFTHIIARK.

$13 EFMEIEER (Subnet creation mode) I, Al BENX (Custom).

L4 EFHFM (New subnet) T [1JZFR (Name) =B A s (4 FK .

$®5 MWXiE (Region) FH AR, EPEA IS X FTA DA 28 # 200 1 [ — X35

WIR6 M IP HiESEE (1P addressrange) B, Hi A\ CIDR #1128 — N 2%-1 1, 44 10.10.0.0/24.
BB 22 LA v B BN RS, S5 51 (Create).

$1R8 HELE 1-7, EEN VPC PRI A=A VPC M4,

B 22 B3 A 3 R0 0

1858 threat defense virtual SEHIIN, 15 8 & 9 O N H BT KBS CPLARVHE 4 3 s 1 SSH
FOHTTPS %3:) , 153735 Threat Defense Virtual , 25 11 7. MRIBETER, BIETT LR N
AR AT W s B BT kB F]
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S AGCPEHIEG T, RKIKIEFEMLE (Networking) > VPC M #& (VPC network) > B At (Firewall), 2R i 8IIERT A
1E#N (Create Firewall Rule).

PSR 2 (EZFR (Name) FBcH, A KBS S N E 4 FR, #ilin: vpe-asiasouth-inside-fwrule.
FIE3 ML (Network) NHzzlerh, ERENHLAIHD; KBS VPC 24 PR, 64 fidv-south-inside.

PR A4 )NBFR (Targets) Fhzzlger, wHEEHH 7B KRN ED, Flin. Mg a9FrE £ (All instancesin the
network).

RS LR |PSEE (Source P ranges) FBiH, L CIDR #% U AN Y 1P Huhksi [, 440 0.0.0.0/0.
ISV I LE TP ke B A Y5 R 3

HIE 6 {EtASFAIR O (Protocolsand ports) T, KEF4E ZE BIHHYFRER O (Specified protocolsand ports).
WD A,
wIE8 fiilitl& (Create).
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T LUz DL PR, AT GCP i34 fiL 1 Cisco Firepower NGFW JE UL K 1 (NGFWv) {34 threat
defense virtual SZ41 .

B GCP 5416 .

MBS > WiF (Marketplace).

ET 2 “Cisco Firepower NGFW virtual firewall (NGFWv)” , SRk #6775 i .
i B3N (Launch).

a)
b)

c)
d)

e)

g)

ERE ZFR (Deployment name) - Jy S5 i 52 ME— ) S FK

XiF (Zone) - 1L FF LR threat defense virtual [ [X 35k

TTENZEE (Machinetype) - ¥l RGEK , 2 2 O EFEMPTFENEA,

SSH %548 (%) (SSH key [optional]) - A\ SSH 255 GHRE G 23 5 o

BN GCP A 1) — A I3 R AR 1) — AT S SO . I L R O e A e 3 5ol . 3
5 WK B H I RAT B AL, DA 352 2 75

TEFE FOVFad A2 FH A F I H 2500 () SSH. 26871 [l eS8 o 15221 Google SRS Fu Ve BH 148 FH 10 [ 25 531 (1) 2 3
SSH #4117 Linux S5

BEhBIZ (Startup script) - %0 LLA threat defense virtual SZ51 62 5 sh AT, DM ZERECSEG S 30 IS AT A 3
A%

PR 75 7R T 6 DayO Pc B 8 R 2] B 3B AR (Startup script) B :

{

"AdminPassword": "Cisco@123123",
"Hostname": "ftdv-gcp",

"DNS1": "8.8.8.8",
"FirewallMode": "routed",
"IPv4Mode": "dhcp",
"ManageLocally": "No"

}

RR

HBTIEAT R R, A JSON BiE 25 K56 UE Day0 it & .

M 4&4E 0 (Network interfaces) - BCE B L: 1) BHE L. 2) W0, 3) WEBEEL . 4) AR,
QIS R, 4 TCI ) SEA9) P s ity 11 o 2 SR FH AN L A P R s S, ) 200 i 2% SEZ 451 - FH I A
(R4 1 i 1) e S 48 o

1. AML% (Network) Tz, EH—4> VPC M4, #i4n vpc-assoso-mgmt.
2. MIMNER IP (External IP) FHIAIERF, HEPEE 1L .
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KT FRE I, K oMER I P (External 1P) MEFE 4 IIGET (Ephemeral). X% T P FIARN 422 1 02 nl k1) .
3. sTdFEM (Done).

h) BFA3E (Firewall) - N FH BT KB AR

s b 215K B Internet (SSH if7i8]) Y TCPim M 2237 & (Allow TCP port 22 traffic from the I nternet [SSH
access|) HIEHELL FLVF SSH.

P RIFRBEEBEMEB HTTPS RE (FMCifiE) (Allow HTTPStraffic from the Internet [FM C access])
SEEHE DA SO VF 7 Oy IR A B A AT SSL N85 3 75 3038 (SFTunnel ) HFATIEA
i) AidiE% (More) JETFHIE LR | P 3% (IP Forwarding) & 4 FF (On).
SEE 4B (Deploy).

pEd &
JRBHIN TR I R T2 AN R, AR HEI AT . iR P RER 2 7-8 P Bk SE I AIA L . TE 20 I RIAG AL, I
RE 5 ZEMI R B IFEHIT AR -

T—5#tta

M GCP 42 &5 1) VM SEG] U A A LB PEA(E B o OR3P 30 1P Mk, AR TP Mokl DL T4
BRSSP I R AT AR, A R 1 E Sl

{E FH5MER IP %35 Z] Threat Defense VirtualSZ {5

threat defense virtual S 43le G N 3 1P FIARNEE 1P, 8 A] LL{# FH 4h3E8 IP 2K 15 [ threat defense virtual 52
%l o

UK

FIB1 78 GCP G, %It E 5% (Compute Engine) > VM 324 (VM instances).
B2 i threat defense virtual SE 2 FR LA I VM SLHHELHE 2 (VM instance details) T
PR3 {EFMER (Details) i~ T, il SSH FB I N Rk,
WIR A M SSH T hr i B bk £ il e i .
AT LA LA 77 7E% 42 2 threat defense virtual 5541

o AT A SSH & 7 o 5 28 — 5 T H - A CHE4IME R, 1S M Google SCRIAL I 5 — 7 17 HLi%E#z (Connecting using
third-party tools).
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
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{£ A SSH %153 Threat Defense Virtual 2451 .

{&£ ) SSH %1%%| Threat Defense Virtual 2451

B Unix RS ) R 4834 322 21 threat defense virtual S24, 154# H SSH &35 524 .

P LT dr RO SO, DU A R m] BAEE IO

$ chmod 400 <private_ key>

Horpre

<private_key> s AR SEREBACTI A FR, 2 OCAHEL & Ly 07 1) B S DGR B R
FEFILAF SSH fir-4 v i 521

Sk
g
N

$ ssh -i <private_key> <username>@<public-ip-address>
<private_key> & MXANTHISEBHARMATK, 2SO S 207 In) 5L B QIR A AL o
<username> & threat defense virtual S 7 44 .

<public-ip-address> & NG G R MSLH] 1P Hubik,

(€ 21754 & 1%53% Z Threat Defense Virtual 32151
T2

HB1 7F GCP G, %It E 5% (Compute Engine) > VM 3241 (VM instances).
B2 i threat defense virtual SE 2 FR LA VM SLHHEHE 2 (VM instance details) T
P33 FMER (Details) L~ T, sidiZEEE BITIESH & (Connect to serial console).

HRVEAE R, 1S Google 3CFY S HAT# i 542 . (Interacting with the serial console).
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
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. {£ 4 Geloud %£1%%) Threat Defense Virtual S215)

{# F Gcloud %352 Threat Defense Virtual 52451

i

HIE1 fF GCP &G, %1+ E 5% (Compute Engine) > VM 3241 (VM instances).

$IE 2 sl threat defense virtual S #4 P LTI VM LAIFMIE S (VM instance details) 1L f
HI83 7EEARIER (Details) IR T, i SSH BN T HE.

$IE 4 i EEH gcloud 454 (View geloud command) > # = Shell F13Z4T (Run in Cloud Shell).

BEIN KT TT “ == Shell” (Cloud Shell) Z3i & 1H. A7 R TEAIME B, 15214 Google A, gcloud fir 24T L HAMEIA (gcloud
command-line tool overview) I gcloud compute ssh.

X T 7£ GCP L% E K i2 #73Z  BY Threat Defense Virtual

1F Cisco Secure Firewall A 7.3 S HAGHAS |, Threat Defense Virtual #5387 &/0 4 NMgEd - 1 M
B LA SR HR 2 R

M Cisco Secure Firewall R A 7.4.1 J¥4f, #&nl DU ER 2 O, JRATH 20 4 00 (1 AME BB O
13 A1) 5% Threat Defense Virtualo )R8 SCHFAE [F— T SR L3508 HA T0Ath o 2
I111] Threat Defense Virtual. %11, 7 c2-standard-8 TFEHLZEM I, I AT LGRS HAT 1 AN L
F1RT 7 ANl #2 T117) Threat Defense Virtual, 1A RS B 1AM RO 1 A28 0R 6 ML
P #2101 Threat Defense Virtual

M Cisco Secure Firewall liA 7.4.1 75, FATRBUEAER B 12Wi#E DK GCP L% Threat Defense
Virtual.

I HEIAE Google Cloud “F-& (GCP) L ¥l f) Threat Defense Virtual SE41 F 57 37 ¥

)

ER BTSRRI O 8, IR 2 AT LATRIAS I 4 AN ORI E Threat Defense Virtual, % 8 4>
B2,

IV IS #3E O AY Threat Defense Virtual B4 4 | F0FR &I

o MW OB ERE, R4 HEFR SNMP 3 H§d ] Threat Defense Virtual & BB EEE T, 1M
ATz W%,

o BRHRE SCRPARAEAT A 30T e
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https://cloud.google.com/sdk/gcloud/reference/compute/ssh
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false, Google PRI H] % ] 1P
ik,
withDiagnostic A SR Al YL g 58 1] Threat Defense Virtual
THAEf WO,
~f: true
W HLREE N true, TS E )
Threat Defense Virtual ¥ A2
Wi . WitV B false, IR
2 i) Threat Defense Virtual %6
S

INE Auto Scale fRR X

gt

TR K Git 774 5 v e BUA M SO
git clone git url -b branch name

12 ¥ gcloud CLI H 4 E A7 filiA
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. ZNZ Auto Scale fRR A E

gsutil mb -c nearline gs://bucket name

PR

1£ Google = & L #RE Threat Defense Virtual |

1E RS0 E 2255 1) Google Cloud Shell 5%, Google Cloud SDK iz 47 I AL H (AT gsutil 5% gcloud T4 .

e s 4 1 Zip £0.:

a) MK ftdv scaleout M ftdv scalein AL AN XA R4 Zip £

* main.py
* basic_functions.py
* fmc_functions.py

* requirements.txt

iR

?“mainpyiﬁ“fj T AR A3 TP ik, i ssh_ip=responsd] ‘networkinterfaces’ ][2][ ‘networkIP’ ]
o W ARAT AN TP Hudik, %%\ ssh_ip = responseg] ‘networkinterfaces’ ]1[2] [ ‘accessConfigs’ ] [O]
[ ‘natlP’ ] fivd. BbAh, RERECHERIN T Wi A B . @A LU fme.create static_network_route
(vm_name, ‘outside’ , ‘any ipv4’ , os.getenv( “OUTSIDE_GW_NAME” ), metric=1) F

fmc.create static_ network_route (vm_name, ‘inside’

metric=2) iy 215 ER S H

, 0s.getenv( “INSIDE_GW_NAME” ),

b) K E4EM Zip WHE @4 N ftdv scaleout.zip M ftdv scalein.zip.

pEd E

FESCAFIEd S, EPESCPE, AT, RJGIERE R4 | /7847 (compress | archive) PLAE % GCP A Az

1 .zipo

PR Zip B (ftdv_scaleout.zip Ml ftdv _scalein.zip) FAEB|RSwEAR T/EAH .

R B BRSO B LU SOF B AR B 2 G as TR .

* ftdv_predeployment.yaml
* ftdv_predeployment.jinja
* ftdv_parameters.yaml

* ftdv_template.jinja

YR 4011 Zip A HIBIAEGEAT .
® gsutil cp ftdv scaleout.zip gs://bucket name

® gsutil cp ftdv scalein.zip gs://bucket name

JNFB AN B ELRNZ W DA VPC R
B VPC v, BT 28 M, #iltn 10.8.2.0/28.
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FIE10

TEN

SIE13

LIE14

ZRZ Auto Scale R E .

LN ES AN ARSI DU B KBS RN  eAh, BRI BB S VRS AT IRGUR S PRI 1) B K s
R
i B BEAS GUI A LU R XTSI PN 4] . 15 2 i https://console.cloud.google.com/security/secret-manager

* fmc-password

* ftdv-new-password

B8 VPC EHias .

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

-

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

LEATfT B AT A H 1P EI’J//_\\ £V & L% management center virtual, A3 X UWHATAE &Pl AL 27 & % management
center virtual [ 7E4I{5 B, #5201 (Cisco Secure Firewall Management Center Virtual A JFRFF) -

iR

X 2.8 B management center virtual SEFIHAT P 12 & 16.

£F management center virtual 31 I - & management center virtual G )™ restapi, F HRAFAE fmepassword
b AR S . FRTEAFE R, WS

7t management center virtual SE45) b - QU A AL . U5 [l 42 SRS R UG [l 4 R0 . A OCTEANME S, 15 S RS Ik
A O v 28 1) SRS R €00 F R G 7 I RN

7 management center virtual SE49 I - G R 45 H I 4. A L WHATTE management center virtual b A EEX] 4 1)
AR R, WSS,

* ELB-IP

* ILB-IP

* Application-IP

* BATIROURL TP YEIE (4)
- TOHR

object network hcl

subnet 35.191.0.0 255.255.0.0
object network metadata

host 169.254.169.254
object network ilb-ip

host 10.52.1.218
object network hc2

subnet 130.211.0.0 255.255.252.0
object network elb-ip

host 34.85.214.40

7E Google = F & B Threat Defense Virtual [


https://console.cloud.google.com/security/secret-manager
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual/fpmc-virtual-intro.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/710/management-center-admin-71/system-users.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/get-started-device-management.html#ID-2242-000007cf
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/get-started-device-management.html#ID-2242-000007cf
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-policies.html#ID-2176-00000240
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/objects-object-mgmt.html#ID-2243-000000f2

1£ Google = & L #RE Threat Defense Virtual |
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object network hc3

subnet 209.85.152.0 255.255.252.0
object network hc4

subnet 209.85.204.0 255.255.252.0
object network inside-linux

host 10.52.1.217
object network outside-gateway

host <>
object network inside-gateway

host <>

IR 15 {f management center virtual SEB b - QU 224X (BEIXISD o ARTEANME R, 1HS b O i 22 4 DXCIURT LT AD0)
%o

* inside-security-zone

* outside-security-zone

1% 16 7F management center virtual SZf] I - G NAT SEIEFI NAT M. f55CHE4IME R, 165 5 N 4% Mk 4 46

nat (inside,outside) source dynamic hcl interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic hc2 interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic any interface

nat (outside,inside) source dynamic hcl interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc2 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc3 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc4 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic any interface destination static elb-ip inside-linux

Source Destination Original Original Original Translated Translated Translated

J # Diraction Type 'O";‘J’;'C“ée '(')‘;Te"':ée Sources Destinations Services Sources Destinations Services Options

0 o1 X D..  inside-zone outside-zone  Fg hel Ry ilb-ip Original Interface R metadata Oricinal Disfase W
T D... inside-zone outside-zone B hc2 B ilb-ip Original Interface fy metadata Qriginal, Drsfaise W
( 3 X Dix inside-zone outside-zone g any-ipv4 Interface Dns:false s
( 4 X D... outside-zone  inside-zone [ hel B eb-ip Qriginal Interface B metadata Original Dnsifalse 4 W
s X D outside-zone  inside-zone g he2 g elb-ip Of'a‘%?; Interface g metadata O”&.‘If'.?,', Drsifaise W
\ 6 X D..  outside-zone inside-zone By hed Ry elb-ip Onanal) Interface R metadata enal Drsifalse W
0 7 X D... outside-zone  inside-zone &g hca B elb-ip Oricinal Interface fy metadata Original Drsifaise £ W
( 8 X D... outside-zone  inside-zone Fg any-ipv4 B elb-ip Interface B inside-linux Dnsifalse 4@

SIE1T AT E A Threat Defense Virtual Autoscale 5% 587 Jinja F1 YAML SCF RIS 4.
a) F#IJF ftdv_predeployment.yaml CAFHHEH LI NS4,

* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>

* serviceAccountMaill d: <serviceAccountMailld>

. 7£ Google = & L #}Z Threat Defense Virtual


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/objects-object-mgmt.html#ID-2243-000009db
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/objects-object-mgmt.html#ID-2243-000009db
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
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* vpcConnector Name: <VPC-Connector-Name>
* bucketName: <bucketName>
* fmcl P: <& 2 HH.0»-1P-address>
* regl D: <registration-1ID>
* natl D: <unique-NAT-ID>
* grpl D: <device-group-name>
* policyl D: <acl-policy-name>
* licenseCAPS: <licenses>
* fmcPasswor dSecret: < # HH (r-password>
* newFtdPasswor dSecret: <new-threat defense virtual-password>
* fmcUsername: <username>
* ftdvPassword: <password>
* outsideGwName: <outside-gateway-name>
* insideGwName: <inside-gateway-name>
* outsideSecZone: <outside-security-zone>
* insideSecZone: <inside-security-zone>
* sshUsingExternall P: <true/false>
b) ftdv predeployment.jinja X/ KH ftdv predeployment.yaml XS4,

¢) 11Jf ftdv parameters.yaml XHFFFEHF LT S50,
VPC and Firewall Parameters

* mgmtVpcName: <mgmt-vpc-name>

* diagVpcName: <diagnostic-vpc-name>

* outsideVpcName: <outside-vpc-name>

* insideVpcName: <inside-vpc-name>

* mgmtSubnetwor kName: <mgmt-subnet-name>

* diagSubnetwor kName: <diagnostic-subnet-name>
* outsideSubnetwor kName: <outside-subnet-name>
* insideSubnetwor kName: <inside-subnet-name>

* mgmtFirewallRule: <mgmt-firewall-rule>

* diagFirewallRule: <diagnostic-firewall-rule>

7E Google = F & B Threat Defense Virtual [
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* outsideFirewallRule: <outside-firewall-rule>
* insideFirewallRule: <inside-firewall-rule>
* healthCheckFirewallRule: <healthcheck-firewall-rule>
* adminPasswor d: <initial-threat defense virtual-password>
* deployUsingExternall P: <true/false>
Instance Template parameters
* machineType: <machine-type>
* sourcel mageURL : <source-image-URL>
FTDv Health Check
* ftdvHealthCheckPort: <port-number>
* ftdvCheckInterval Sec: <interval-in-seconds>
¢ ftdvTimeoutSec: <timeout-in-seconds>
* ftdvHealthCheck ProtocolName: <protocol-name>
* ftdvUnhealthyThreshold: <threshold-count>
FTDv Autoscaler
* cpuUtilizationTar get: <percentage-in-decimals (for example, 0.7)>
* coolDownPeriodSec: <cooldown-period-in-seconds>
* minFTDReplicas: <min-number-of-FTDv-instances>
* maxFTDReplicas: <max-number-of-FTDv-instances>
ELB Services
* elbPort: <port-number>
* elbPortName: <port-name>
* elbProtocol: <protocol-name>
* elbTimeoutSec: <timeout-in-seconds>
* elbProtocolName: <protocol-name>
* elbUnhealthyThreshold: <threshold-number-for-failed-health-checks>
* elbl pProtocol: <IP-Protocol>
* elbPortRange: <port-range>

* elbFePorts: <fast-ethernet-ports>

[ 7 Google =F & F&FE Threat Defense Virtual
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ILB Services

ilbProtocol: <protocol-name>

ilbDrainingTimeoutSec: <timeout-in-seconds>

ilbPort: <port-number>

ilbCheckl nterval Sec: <interval-in seconds>

ilbTimeoutSec: <timeout-in-seconds>

ilbProtocolName: <protocol-name>

ilbUnhealthyThreshold: <threshold-number-for-failed-health-checks>

R
% threat defense virtual Auto Scale, & | cpuUtilizationTarget: 0.5 24, &0 LUARYE B i Z SRk Hgk
Frt. IWAEE/RPTA threat defense virtual K41 CPU 1 %4 50%.

d) ftdv template.jinja XffM ftdv parameters.yaml SCAFIRINSEL,
T8 A TE YAML L.

gcloud deployment-manager deployments create <pre-deployment-name>
--config ftdv predeployment.yaml

-

gcloud deployment-manager deployments create demo-predeployment
--config ftdv_predeployment.yaml

The fingerprint of the deployment is b'9NOyOgsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c

completed successfully

1219 4 threat defense virtual Auto Scale #55 .

gcloud deployment-manager deployments create <deployment-name>
--config ftdv parameters.yaml

5

gcloud deployment-manager deployments create demo-asav-autoscale

--config ftdv parameters.yaml

The fingerprint of the deployment is b'l1JCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6

completed successfully.

PUR20 4 ILB GUAREt .  DASER: Eoda € A A & % e BT

gcloud beta compute routes create <ilb-route-name>

--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>
il

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

7£ Google = & L #}Z Threat Defense Virtual .
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Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-ilb].

Auto Scale ;

e

* HETRERE H AR CPU A 3 KPR A SEG 20— BURHE N BT AT vCPU P24 4 e — 8

5

© WIS vCPU (KRR TR H AR A, W A Shy R S INEE 2 VM SEfle i
vCPU [FPIYRIHTZRAR T H AT, W A hd FERE 7 S IR S

* Blhn, BE 0.75 B H AR L 50 H Sh Y AR PR LBl 4L b BTy vCPU IR A R R AE
75%

PR R CPU A FE4x

o ZIZHRILT DU MR Sak i gk 22 E BT threat defense virtual 2 [R]85 0 Bl &R, — %
skt, JT A threat defense virtual N 35N

HE 1ok FE

LR T B U RER H S

* SR eR E H A
B 6:5h Y RES A&

Function execution started

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww FTDv Name: saaanwar-new-ftdv-instance-vxtc IP for Login: 10.4.2.217

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww First run of function

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww Trying to Login to FTDv

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Policies deployed on cisco-ftdv-vxtc

saaanwar-new-ftdv-scaleout-action  1p58z4quilsd Response body(rest_get): {"links":{"self":"https://34.86.149.90/ap

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Configuration is deployed, health status in TG needs to be checked

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Deployable devices:{'links': {'self': 'https://34.86.149.90/api/fmc

Function execution took 346329 ms, finished with status: 'ok'

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d

76 Figs sk ek H &, Function execution started i1 Function execution took 346329
ms, finish with status:  ‘ok” 45 H /3 ml 2R~ Dhfe HG I TGS o) . 4800 v] DU ELAh 3542
BN IR R ELEAT . threat defense virtual &%, SRMGHEE2E,

* PR R H
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saaanwar-new-ftdv-scalein-action  9d572q7v16f4

Function execution started

saaanwar-new-ftdv-scalein-action  9d572q7v16f4

Deregistration of FTDv: cisco-ftdv-vxtc

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = Getting a new authToken
saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 = Response Status Code(rest_get): 200
saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 = Response body(rest_get): {"links":{"self":"https://34.86.149.9
saaanwar-new-ftdv-scalein-action 9d572q7vi6f4 = |Deregistration Successful of cisco-ftdv-vxte
saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 = |Function execution took 50852 ms, finished with status: 'ok'

1E By A g Rk H &, Function execution started il Function execution took 50852
ms, finish with status:  ‘ok’ 4% H W& R II6E H R TR GRS . 8] DL B At B4
BN E SRR S B TOE MR A . FRIBUETHY authToken 2% .

MR HERR

DL R 235 T GCP [ Threat Defense Virtual Auto Scale [ WAL {215 S AR PR
* main.py ARKLE| - HHIRAUN AR Zip 3R . 180T LU 31 25 D REFFAL 2 SO . AN ATAE

Al LA o
o PREASRN A - B PR AL jinja AT yam] RS T “<>” WA SEUE, SR AR S OAER A
HIE

* Google FIFIGVA V1] threat defense virtual - ffi & OB VPC IEBES T YAML 28004 &
TAHIE A4

* SSH J%#% threat defense virtual I S 473 56 AIE RN - A PR A 3 BRI AL EH X IEAf TG 1%
o RELFN S IR R - #0258 H 1) management center virtual %65 [ ff .
* IBATIRGLAN IEH threat defense virtual FI & o] @ - Ay O 77 B0 AN 2% b o AT T i

* JCVETF )% 3% threat defense virtual - A SR IS R BT 30 . IHZ 0@ L A0 1) 3 e bR B3 T 5
.

* JGi%AE management center virtual FyF /545 - #i{% 7] A management center virtual 1717 threat
defense virtual. threat defense virtual Il management center virtual )% FEFZ 1 N A T [6]— 7

o T RBEEEIIRIARIE K, 7F ILB F threat defense virtual 2 [7) JE B 4% (K 4% B i e 4 S 350
CPU i 2. TG CPU A, LI DL MikIie —:

BT 1 - /£ management center virtual [, ZEHHAREED, EEISATIROERN NAT U, /5 H
B O, A KRB R NAT TEM5 S, 155 [ 4 VMR R o9 286 b hk i 46t

LT 2 - )\ management center virtual IV HIZ TR GLARI NAT BN f5, 55k # threat defense virtual
G, REMH clear conn ip 4. W CWEELRE, 1HTH cluster exec clear conn iy 4.
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-ifcs-overview.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html
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7t threat defense virtual ¥l & 4§/ show cpu #ir 241l CPU ffi ] 2.
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