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BG-GB R 28
6 Azure Cloud M Azure 1 ] VHD FIZEJEAAGTE: N VHD SR FEE WG 3R EZ
WAL 9 Y5 ID o
7 Azure Cloud M Azure £ ] VHD FUZEJEAAR T E A8 H L5 MG 2t YA AR 1)
threat defense virtual Bjj k3% .
g |AzureCloud M Azure {1} VHD RGBSR A5 (1] S 50850 A 5 SCISON 2
.,
9 Azure Cloud M Azure ffi ] VHD R JERAR 422 #B% threat defense virtual Bk
o
10 |EEAHLEEHF | threat defense virtual:
B o fifi ] &3 b0y R4S B Threat Defense Virtual
o I WA FESE SR BT Threat Defense Virtual
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://software.cisco.com/download/home
threat-defense-virtual-76-gsg_chapter15.pdf#nameddest=unique_29
threat-defense-virtual-76-gsg_chapter16.pdf#nameddest=unique_30
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M Azure 37 {E Ff#R 7T FEAEIRERE

I Azure Tt AR EEnnE ]

DL U6 BH A 488 e /s W] 35858 Azure 1137 R $4IE (1) threat defense virtual iR 7 ZAM « IX 42 1E Microsoft
Azure 554 E threat defense virtual T s FITRZOD BRAZR . Wi TR VELIR Azure it B0, 5SS

5 €Azure AT1Y o

1 Azure J 52 threat defense virtual IFf, 2 HzhA & FACE, #Hiun
IPv6) FIgk 3. ] DUAEE Gt — D X S i . il &)

PRI ERIAEL.

)

UL AFEIP HihE (IPv4 A
A 7 B W SO AR«

Note  %iffi ] GitHub £7fif A P2 ALK F 52 L ARM AR,
page 16,

2 5 M Azure {8 H VHD FI IR 552, on

Procedure

LI Gk B Azure THIHTHLAS (ARM) [])7

Azure |17 W5 ik AT AR OQICH B 2E 38, SR b O B

SIE 2 IR IRGESE Azure TH3% > BRI .

$E3 AR “Cisco Firepower NGFW Virtual (Threat Defense Virtual)” , EFFLALK =5, R )5 Al E.

HR|A REILARE,
a) WAKEBLIGS TR, B BRITE RS Azure 1T PR FLAIE—HE

Important

R HIA AR, B R
b) ERIEMVER] ik, L& BYOL 8 PAYG.
P BYOL (HAFVFAIE) LM Cisco FREVFRAITEIK .

HFE PAYG CRIATRIH]) VFnT DU A8 AT (7t 245K, JE sk Cisco £ REVFHT .

Important
8 R REEim L B3 Ay B3 threat defense virtual B {8 [ PAYG.

¢) i\ threat defense virtual & ¥ G /7 44

Note
AR “admin” & Azure PIITNEE ZFK, ANEEfEH .

d) HEFESMIUEER . ok SSH %4,
T RGP, B AL IR
I IERE SSH %4, Th e @ m R S5 A RSA AL,
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https://azure.microsoft.com/en-us/get-started/
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://portal.azure.com
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B rwre mimERRR S EERSE

g)

h)

),
k)

G2, DMERECETRE B Pk S 8 Sk ARG E threat defense virtual .
M FTDv &12 (FTDv Management) 74158 rHikPE 223} threat defense virtual [ #E .00,

WIREFE FMC: Firepower &2 (FMC: Firepower Management Center) 15 4 & 45 (K8 BE ALy, I L
TR IEIR AT DA A e A T A L

« fih 2 (Yes) IAN FMC i EMHER.
1. A FMC IP M,
2. ST M Threat Defense Virtual SZ451 () FMC JEMZE4A
3. [FTIE] H AL S Y A) 4 T 4 B PGy NAT 1D

TR B A RN LT E R, W) SR (3214t day0 B¥&EIE ) (Yes[provide dayO cluster configuration])
PLEIE o AFEAR ) day0 Be & PELIE S .

* 1t DayO & 8%ft & (DayO cluster configuration) ‘7B i A\ day0 B & VE401E E .

AN Azure QI day0 FCE IE B, WAL Azure L #2 Threat Defense Virtual £EREHE I TN Azure
£ Day0 fic & .

Note
B BERCE 4 day0 FL'E CEERERCED : "Cluster": {...} B{# "run_config": [...] TE4I{E & .

RS RT

A — B R4

threat defense virtual 472823 538 2FT IO BEIRAL . DCHBUA BHRALUN AT, 5535 2D BEIR 2L RILE 004 2%
ARk, SR ALE i S0 SR L ) 45 IR TR threat defense virtual Bt INE] 55— AN BI04 FEALM 45 .

GEPEH A E . T B A T YR, BR(E N ARTE] (f§140: Threat Defense Virtual. W46, A7fEIK ) o
M E (OK).

HIE5 fl'E threat defense virtual B o

a)
b)

¢)

TEFE RN

RN

Note

o] AT I Atk tnl CLAVESHT RAEEIK 7 o APk AR L RE R B /NS A REFET .
EFEAIL TP Hiuhik .

ST Lo Pk BT R, R R T R A 4L TP ik, thnr LS i .

BIEDET K A SE TP Mk, Kf A Microsoft #1451 IP Mk Herp A3 81—, PR oy B e kb o #a8mT LA
SR LU R A 3 TP ik B0 ke T 15 Azure 1T

Important

BOAHOL T, Azure B ZNARIL TP sk, BN IEFIE A, AL 1P wRe 8. ARG H LA
S 1P Mk, WS Gt A bt . Bt T DLE A S B oA 36 TP Muhik, R A A itk 58 5O i s i it

R VM T LA A 1Pve Huhik, 555 1Pve brvE IPve 2 1P HisikbriE.
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html#Cisco_Concept.dita_87cd5cab-47a8-4599-ba45-2a267c93c219
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html#Cisco_Concept.dita_87cd5cab-47a8-4599-ba45-2a267c93c219
https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/virtual-network-public-ip-address
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d)

g)

h)

I Azure Tt AR EEnnE ]

7hn DNS k%%,

Note
SE4 R e b 44 %5 T DNS #8251 Azure URL: <dnslabel>.<location>.cloudapp.azure.com

TR UL 2%

AT LR — AN Azure LS (VNet), sRE1E-—ANHT VNet, K5 A HE N 1P siht2sim]. BRSO
T, TRHIELERE 1 (CIDR) IP #ihik % 10.0.0.0/16.

WA IPve AL BN, BT AR o IR . sl BRIAESL R, CIDR IPv6 ikl
[ace:cab:deca::/48].

gﬁﬁ%mm%&@@ﬁ&@%\%Mxﬁm%oﬁM%%Tﬁ%mﬂ,%ﬂuﬁwﬁﬁmmoﬁ%mmm

WZAEE, WEZH Azure IPv6 HEk

“Jj threat defense virtual /4% 4% 1C & DY AN 19«
* FTDv B8, H8:H] Azure ¥ Nic0, 2 “2—1M”

e

“E=TH”

“ERIYFIM”

Pl

FD

* FTDv ¢ 1, E#3] Azure 11 Nicl,
* FTDv 4MER#E A, ZEFEF] Azure 11 Nic2,
* FTDv W&RE: 11, EH:3] Azure H1) Nic3,

hiu

Fm

Note
St B TR, SR IRATAE G T R I AR IPve Bl E, TR IPve MBI I b4 L lC & IPve M.
LA FE N SIH O (mgmt.interface) fii N, LAFR WIS 2 A ST UT i 1. ERINIEF TS (None).

* mitiJe (None) LLEIEE A Azure BRIA %24 R 19 2% 22 4 20 o LB RE R B 11 o e PRI 1] Sei/F
oK 1 (7] AU 9 2% 1 Azure 5133035 25 (R &

« Ml RIFIREIHROEE (Allow selected portsto view), #R 5 T AL HIBER D 1) (N St 1. k%
Auhif O (Select Inbound Ports) N4l & ik £ LL R AR H o BRIALEEE SSH (22).

* SSH (22)
* SFTunnel (8305)

* HTTPs (443)

Wit E (OK).

L6 DAENCEMLE, AR5 mdhE (0K).
P BEMHHLR, REaEEE.
R [A)ZE Azure WP TR . 1E 5%, HT Azure 45 threat defense virtual EHINLIFAEIZAT .
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https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/ipv6-overview
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B 4 Azure (7 viD oz ERIRSE

What to do next
RN R0 BRI T PR ) B

s WHh BAARHEIESE (Enable Local Manager) iEF:& (No), #&¥44lH Cisco Secure Firewall
Management Center 5 P threat defense virtual; 12 [ ff ] Cisco Secure Firewall Management Center
KA BE Cisco Secure Firewall Threat Defense Virtual

s W BRAAHEIESE (Enable Local Manager) EF = (Yes), KA H 4L Cisco Secure
Firewall % £ & Bl 2% 45 P threat defense virtual; 1&Z %1 Cisco Secure Firewall 1455 FLa% Sk
I Cisco Secure Firewall Threat Defense Virtual.

U IR B AR TR, 175 2 5 Wi 45 B Cisco Secure Firewall Threat Defense Virtual %% o

M Azure {E B VHD 05 EiEtRER =

BRI Cisco $efti)E4i VHD BU%, G 3 2 B € X Threat Defense Virtual BA% . ELAd H]
VHD WGIHATEE, B2 VHD WG FAL B Azure £E66DK 7 o AR5, B80T DU AL R
FEWRAT Azure U5 FEAS AR G T WS . Azure BB E A0S 78 U5 U AT 80E XIF) JSON 3

.
FiaZ /i
* Threat Defense Virtual % #2275 Z24f ] TSON FEAFIAH R [F) ISON ZH00 . & n] LM Github
LG8 R T 30X LS F

o JERE R 2 Azure TP IILA Linux REFINL. FeATEE A A IG I Linux AL (6401 Ubuntu
16.04) K5 45 VHD W% FAL 4 Azare. BEWGAEAR I 75 224 50G A7 2SRl T H, M
Azure F[¥) Linux fEIHL FAER] Azure fefif,  FARRRIH A B

R TR R, BRI AR —
i} Azure CLI 6% Linux UM
* Jfid Azure ] A0 Linux L

* 7F Azure VI FYP, ENVAZALEELES# Threat Defense Virtual (1847 & A5 0] F KA Ak 7 .
bUE

L1 M Cisco FEIRAF UL 4, Threat Defense Virtual H4g VHD B4 :
a) FHIE R > Re > S > T—HRBF IS (NGFW) > Cisco Secure Firewall Threat Defense Virtua.
b) Aidi Firepower BBHRAEIER 4 .

FZ IR B o
%1, Cisco Secure Firewall Threat Defense Virtual-X.X.X-xxx.vhd.bz2
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threat-defense-virtual-76-gsg_chapter15.pdf#nameddest=unique_29
threat-defense-virtual-76-gsg_chapter15.pdf#nameddest=unique_29
threat-defense-virtual-76-gsg_chapter16.pdf#nameddest=unique_30
threat-defense-virtual-76-gsg_chapter16.pdf#nameddest=unique_30
threat-defense-virtual-76-gsg_chapter1.pdf#nameddest=unique_2
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
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M Azure 18 vHD snzEeRnE [

S22 O E45 VHD WG I BI1E4E Azure ) Linux BERIHL.
53 EAE R Azure FIM Azure FESCAFINIERIRZ o ORBI TR )& SCP, Bl 2451l

# scp /username@remotehost.com/dir/Cisco Secure Firewall Threat Defense Virtual-7.1.0-92.vhd.bz2
<linux-ip>

T3 GxF Azure F 1 Linux ERHL, FESPMEEH T K48 VHD BAE 1 H .
HI 4 R )EYE Threat Defense Virtual VHD BR{%
TR SO IIE PR 2 o Rl 27s 142 Bzip2 SEHRE, (A D H —L43E T Windows 155 FHFE T

# bunzip2 Cisco Firepower Threat Defense Virtual-7.1.0-92.vhd.bz2

FIRS K VHD EALEIE N Azure FEAEIKT RIS R80T UG BUAT A76f0K ™ R mT LLEIE BT (A Ak 7 o A7 6k
PR A BRSNS TR

FH % VHD AL B4R kR 2, B4 AzCopy. Azure 171 52 1] Blob API. Azure {7 fif % i &5 H
2%, Azure CLI 5% Azure [])/7. X T{% Threat Defense Virtual IXFE ) A, BATIAEIAFH Azure |1/

MR T A Azure CLI (#3572

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

$6 M VHD BT E L
a) 1F Azure [ ], £ (Images).
b) iR (Add) A HE AL .
o) REELIFHER:

* iTA - W g PEsITH .
* BHRL - PRI RN ELB AN B BE YR 4L
« AR - NFTE UGB E U AR
o DXig- TR PR ALY X Ak
BIERGHEB- EF Linux 1 BRlE RG22,
* VM SRR P 5 1K
AIFFE 24 .
* ##fi& Blob - I b5 247k ;7 LA £ B AL VHD.
MR RE AR ZR, W FRgR Pk Pebaitt HDD. A5tk SSD B2 SSD.
PRI B MR 1K VM /NI, TR VM RN SR TR K 1 288
« ENEF - NTFRAIERT®EE “By5” .
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B 4 Azure (7 viD oz ERIRSE

10
SEN

SIE12

« BURHLAL - REBOAREE . VIR IS R

d) riiditlE (Create).
SE4FIRA (Notifications) LT+ T 1 B BTN 6132 A& (Successfully created image) ¥ 5.

ph s
QIR 2 )5, AT DUIMER EA% (¥ VHD A1 _EARAE R

SRECHT B g P FE T WA ) B2 1D
FEWTR, Azure RN EIES — N WY ID AHOCER . MIZFTE WA 7 1) Threat Defense Virtual [J5 K55I, 875
PR 1D
a) 1E Azure [ 1)1, LR (Images).
b) EF LD AT UL
¢) HiilhiA (Overview) A& WS Bk .
d) ¥ Resource D & i 28 AR .
Resource ID R LL FHEA:

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider §Microsoft. Compute/<container >/
<vhdname>

A FH B W% F 25 Y AR A% 33 Threat Defense Virtual By K 3% :
a) LR (New), RIS RIBEHERE (Template Deployment), H 4 n] WL ih e #¢ .
b) EFEIE (Create).
c) EHFARIERPAE KA CRIER (Build your own templatein the editor).

18— Ak | o SRR« A AR, 15214 Github,
d) BRI A E L JSON BEBARIDRE GBI b, AR5 AUHARTE (Save).
e) M THFEHiE£EIT A (Subscription).
f) LEHEHAEIRE (Resource group) B G —AN Bk 4
g) M FHFR P IEFALE (Location).
h) # B R WHE IR 1D (Resource | D) Al 2] EHIHIEEBIK 1D (Vm Managed Image Id) 7B,
Fii B ENXERE (Custom deployment) T T B 1 4a48 5 8 (Edit parameters). &H Al it B & S Hok
R o
a) AinE S (Loadfile), #RJF I3 [ %€ X Threat Defense Virtual ZH 0. 43 MRS, 152 Github.
b) KR H g L ISON ZEAI R B & 1 vh, 385 AR TF (Save).
Ry B SGRE VRN B . E IR Basics Al Settings 1 145 B 5 S UK AL (455 Resource ID) A7 .
PR e 44, ARG 1k h R B & bk &30 F1 544 (1 agreetothetermsand conditionsstated above) & £ HE .
MK (Purchase), A HHEE MGAN F e SUBLAR 8 Threat Defense Virtual Bj K5 .

IR RN ZHOCAF R AP, WS A% 2 ) o
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
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K F7£ Azure L ERE Foi2 Wik O &9 Threat Defense Virtual .

FEAEWAR AT T [ — AT AR RN 1) 22 AN %

T—5 Mt 4
* 7& Azure T 53 Threat Defense Virtual [t IP it & o

X T 7£ Azure £ 38 J£i2 it O BY Threat Defense Virtual

{¥ Cisco Secure Firewall JiAS 7.3 L HA LA |, Threat Defense Virtual #3820 4 MO - 1 ME
FEE L 1 AW LU 2 AN .

M Cisco Secure Firewall [t 7.4.1 F¥4f, #&nf AR 0, IR 20 3 M0 (1 AVE BB
2 AN ) % Threat Defense Virtual. M) A8 S RFAE [F]— S0 8201 A FH LA E b 42 11 302
Threat Defense Virtual. %41, {EARifE D4 v2 VM 2] b, EELAE W] DLAE B 1 ANME B 0/ 7 A
HAl#: [1 Threat Defense Virtual, MANEHRE A 1 AMEBE O, 1 MSBE DA 6 MR D1
Threat Defense Virtual,

M Cisco Secure Firewall B A 7.4.1 JFh, FATEEAERT 2Wr: D1 Azure %5 Threat Defense
Virtual.

WAL Azure 3368 (1) Threat Defense Virtual SZ{5) A4 7 3¢ I fE .

\)

ER TSR IR OO 8, REAE R Threat Defense Virtual Ji i % rJ LRI S AN H, AT %
% 8 NI

7£ Azure Lt ERE 2 ¥11Z 0 8% Threat Defense Virtual B4/ ]
FA PRl

o MW N BRI, R H ER SNMP 37518 ] Threat Defense Virtual & B o Eds#: 10, 1M
AR 2 k.
o PLERE SCRHEERER A 30 R

o RN FER B A 12 WrE: O3 119 Threat Defense Virtual S249) F1AS B4 12 W22 3% 111 Threat Defense
Virtual S£41 434

A

R ALK Threat Defense Virtual 324514321 JE 7 Azure [ RIH U (VMSS)
FR)SEAR] 434 . 1% 5 Management Center Virtual I f] Threat Defense Virtual
S A3 TG K
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. NIC ZJ£EIE O BORREST, LIE7E AWS EERE JTiS #ifE O #Y Threat Defense Virtual

* AN3FF CMI

NIC 2| #iEFE O RUBRET, LU{EE AWS EERE T2 iz O /Y
Threat Defense Virtual

T4 T NIC 2 8dE: D mst, HTAE Azure F3EBE T2 W4 1 8 Threat Defense Virtual.

Net-Interface Vnet/Subnet Port

NICO mgmt-subnet Management Threat Defense
NIC1 inside-subnet Gig0/0 Virtual-3-NICs
NIC2 outside-subnet Gig0/1

7£ Azure L ERE L2 B3Z O AY Threat Defense Virtual

HAT PG B RPE, ERF 2N DR N #2E Threat Defense Virtual,
TiE

SRR RPN, T LU DL R k2 — SRR R D RE

* Solution templateinthe AzureMarketplace - 7F Azure #5551, #% Cisco Secure Firewall Threat
Defense Virtual - BYOL #1 PAYG, #R)5 M iifliE (Create). 7EEZK (Basics) {5 B & I, ARG
KL, RGN ER R AR (Softwareversion) 441 hik £ 7.4.x. EHEIEIS BT D (Attach diagnosticinterface)
UM E (No) &l . ERNIEHR.

HIAE Azure T35 P AE IR LT BAMAE Azure 3% Threat Defense Virtual [f)5¢#8FE /7, 152 M Azure 17
WAl F it v 7 S 2

. 1 Azure L %[Z Threat Defense Virtual
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1€ Azure tE3E Ji2 ##% O A9 Threat Defense Virtual .

* Custom Template using a Managed Imagefrom aVHD - # 3 E#I# (Virtual machines) > + £ (+ Create)

> Azure EE#I#1 (Azure Virtual Machine) > 54 (Advanced) % H, #RJ57E Custom data 7B i A\, & Bl
X} Diagnostic: OFF [ day-0 L&A . LN B T LIE Custom data 7Bt H 4 AP day-0 Pc B A
NP

{

"AdminPassword": "E28Q@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",

"Diagnostic": "OFF"

}

pEib

BEEX) "Diagnostic": "ON/OFF" X 43 K/,

TRAE T LALE T8 i B ARM BRI Customdata B TS cU A . BRI T, B0 3 E A
Diagnostic: ON, JFHZHZNEWIHIT. ME{IX X E N Diagnostic: OFF I, HEWGAERA L Ei#E
FHRE SR A 3l

HoAEH VHD F B FEE MG H B e R Azure [ #28 Threat Defense Virtual f 52327, 5SS M
Azure 13 VHD Fl ¥ P55

PR 2 ERPTFHENED 3 NIC. KA Azure FIERAL TR E S, TS AE Azare LI REIIAL IR 2445 11 B

$IE3

HRORI S X 8 4
1: Azure £ RIM483% O %

Management Gig 0/1

}? Feedback

ftdv-2745 inside2  outside2

IP configuration O ‘\" G|g 0/0

ipconfig1 (Primary)

@ Network Interface: ftdv-2745 Effective security rules Troubleshoot VM connection issues Topology
Virtual network/subnet: test-ven/mgmt NIC Public IP: XX.XX.207.11 NIC Private IP:XX.XX.0.8 Accelerated networking: Disabled

ART AWM, HSEE OB

(n[ik) fefsddil & BATH show interfaceip brief 4 il /s D R4S B #83E n] LLYE Management Center Virtual
EAEEEOVAGEE, QPR

$2 I {F Management Center Virtual I @7~, W1 iR,

7€ Azure E#3E Threat Defense Virtual .


https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-vm
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-vm
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-ifcs-overview.html
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B #au=

Interface Logical Name Type Security Zones

® Management0/0 management Physical W‘th D ‘ag nostic

Interface

GigabitEthernet0/0 Physical
GigabitEthernet0/1 Physical

Interface Logical Name Type Security Zones

. . . Without Diagnostic
@ GigabitEthernet0/0 outside Physical
Interface
@ GigabitEthernet0/1 inside Physical

AR 3=

0] DUMHE DL R 3 8t 71 4% Threat Defense Virtual SE451 .

* J)ifi Cisco Secure Firewall JxAx — 0] LI HE T 12 W42 1111 Threat Defense Virtual S T2k
HAT£ Wi ) Threat Defense Virtual S247 .

* Cisco Secure Firewall 7.4 [ 3 S RA - 48 0] LUK AT 12 W82 1111 Threat Defense Virtual #5141
T+ V%A 12 Wz 1 1) Threat Defense Virtual SZ45

ASCRFEL N T g5

* I Cisco Secure Firewall MiAS - Joik 325 1 12 Wi I ) Threat Defense Virtual 451 FH2% 3%
512 W 11 ] Threat Defense Virtual 52471 .

* Cisco Secure Firewall 7.4.1 [ S FSRA - T8 A 12 W82 1111 Threat Defense Virtual 375 52
BT+ 2%k B A 12 Wi T 1) Threat Defense Virtual S2441

)

B FHR, NIC SRR A A
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EBE A HS WTHE O B9 Threat Defense Virtual £2¥5% Auto Scale FR A5 E .

B A H 2 132 O 89 Threat Defense Virtual ££2£5) Auto
Scale fR R A=

MU HERR

FLAEAY FH 2 Wr: T &L B X% Threat Defense Virtual 22 #8% i Threat Defense Virtual SZ4514H A% %)
B R BPATHIEE, IR day-0 Fic & JE A o 8 e X Diagnostic: OFF/ON ¢ & >k OFF.

WIRAE % Threat Defense Virtual I AN ER 12 Wiz 0, 15K A 8EE X Diagnostic: OFF/ON &1 27
day-0 AC B WA P E Sl OFF.

i& T Azure _8Y E(BhFH1E EE LAY Auto Scale R AR

1tz

Auto Scale fif )5 SESHFFGEBINAC, DAL TEREZSRIFFRARSAS . WERBEIRTSRIT I, RGO PR AR
ot BB o W SR BRI SRyl D, S I 2 e BE U AR REAS o

threat defense virtual Auto Scale for Azure & 5E 3 I TR S 25 LI, E A H Azure 324t 1 TE IR 55 25 JE Atk
K GEHN . Azure BREL. ZINHTS%. 4. BRIVUIIEES) |

threat defense virtual Auto Scale for Azure SZH ] —LE F Y Th HEALFE .

* 5£F Azure Resource Manager (ARM) R4 1) 355 & -

* CRFEET CPU N AE (RAM) 9 FEFRFR

N

B HREEE R, S Auto Scale W, 5 60 UL,

* Y FF threat defense virtual #5EF12 nJ JiI X 3.

 FHPL g4 HEILH) threat defense virtual S AT 1 St o

« BN FISMAY R threat defense virtual X5 ) NAT Helg . 1 1] SEus F1#% i o
o RO ACIA T g M 22 ) T DX ) S A

« LR HAIEEH Auto Scale ThfE.

 AUEH T B RITLy AR WA AR .

o WHHE M PAYG B¢ BYOL 4 a] #2528 threat defense virtualo PAYG {¥i& T threat defense
virtual ARRCAS 6.5 FNEE @A . 1S SRR &, 56 24 T,
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B =5=msnsmi Auto Scale A%

o JERHEML Auto Scale for Azure 2 AL UL {HEBE

Azure I[f) threat defense virtual Auto Scale fif ¥R /5 Z& ~C A5 P FR S AN [R) 4 FEC B 1 48 FH 2= 490) -

o I =W¥A 44K Auto Scale - ‘B0 threat defense virtual FIAEAE & T Azure PN HE 7 25 16 2%
(ILB) 5 Azure 7}t #3145 (ELB) 2 [H.

* {fi ] Azure M #4725 (GWLB) [ Auto Scale - Azure GWLB 522 4= kBl . 2 M Ar 3 34 1l
PRANP RS A FE i, DATRT AL KGR0 BRI Je

XERYR ST A

threat defense virtual Auto Scale figH /5 Z3E T & BP0y & PEHY threat defense virtual, 5 #BA4IRAS T
K. Cisco Secure Firewall Threat Defense # 75 'L 15 Ha P& AL AR A RTBE( R HE A0, QIR EAE RAERILE IR
o WAL EIIERSIH T management center virtual FYSEZPER S RIFCE IS E K,
* Threat Defense Virtual & 1E£ S T Azure I threat defense virtual 3 25 1 A1 g FULFE 5 PR 15 54

\}

IR A Azure Auto Scale BT RS, Azure F [ threat defense virtuald % 32 Fr KR AS 2 A 6.4,
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P

AN3EH]

memoryScaleOutThreshold

WAFFREbR IR Iy e B (BLE
IR .

%W)JE 0

24 threat defense virtualfghr im T
BEAER, Ko A R .

“memoryScaleOutThreshold” [
[E NN

“memoryScaleInThreshold”
12 [ Auto Scale ZH , Z 60
W

minFtdCount

LS4

TEATA 45 52 B TR), AR Fa]
H) % /)> threat defense virtual SZ45)

w2

maxFtdCount

L3

FUREE Fh R VF I B K threat
defense virtual S5

~l: 10

R

WHE S SO FER
il o

Auto Scale WA A AR H
FIvEE, FIEIHARIAS .,

ANIEH]
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IR os T SRR
) CEAa 8 iifr) .

QR AR R E A 5 CHPS 43
B, MUK Auto Scale
Manager Itf, BRI % 5 5
BN bR AE,  JF HAE T
PIE M R YO .

PR 3

T Azure PRI, 1 1. 5. 15
H130 A BT

SH2 SVFRYE/ZEL | 5ERR HRGIEER
metricsAverageDuration W M T pr )bk £5., i
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wrss [

S84 SEVFRME/EEL | 5LRR HRGIEER
initDeploymentMode BULK/STEP FEGH TS —UGRE, sliEH

FRAENALZ AT threat defense
virtual SEBIH

BULK: Auto Scale & H #5355 2%
WK HATHE “minFtdCount”
¥ 517 threat defense virtual 52

.

iR

AR IATIA, Al T
b BRI, FF SR
2] L,

STEP: Auto Scale i 2315 1%

THRITAI BRI AN 2
“minFtdCount” #(= 1 threat

defense virtual ¥ %% .

iR

STEP 13 A I R K S5 5
“minFtdCount” %3 52451 5F

A L HTICE, RS

SEIEAT, ARAE IR A

.

BULK &0 2 sh G
“minFtdCount” %=1 threat
defense virtual B4 2% f ) ) 5
— K threat defense virtual J& z1#H

[ CBAERIFTIBITHD
BB MR T AT
Mo

HB# “minFtdCount” )
threat defense virtual AT £ 2% [ &L
B = (JE3—) threat defense
virtual Jr I IR IR) + 33 /50 &
— threat defense virtual T I¥)
I 18] * minFtdCount)

*Azure XPBT BRI AT A4 Qe AT R ARG, BGE BRI NG 7R, FREERSEESE
T E A FF R T -
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. ZNZ Auto Scale fRR A E

N2 Auto Scale fR LG ZE
THEBEREE

18 =M VA ¥ FP T 1) Azure [ threat defense virtual Auto Scale ff 4k 5 Z5&— N IET Azure %5 &
2% (ARM) BRI E, e aAIH Azure 3L TCIRSS sy 26ttt CEAENH . Azure AL 13535
firgs RBRIMVLY RBES .

threat defense virtual Auto Scal with Azure GWLB fift g /7 & — LT ARM PR A58, Al DL g
GWLB. MZgIEatviti. B bl Ashd el Joliss 2% 4l A H A BT 75 9 9

PAT B R Ty RR B i PR AL

N# B BN [ Azure [ threat defense virtual Auto Scale fift 4k /7 T T SO o SRR RIAS FR) 306 8 B A
BT M GitHub £76% 12235 o

AR UEER Cisco Bt A B0y AR BIARIUBR AR TREUR B3R AL, AFER B Cisco TAC CHF[H
W E WA GitHub LA T i SR B 3R SO o

I ASM_Function.zip G UL, 1S b IE YA R 2 Azure BREL , 26 63 Tl

B2 Auto Scale ARM 1E4y

1% FH = BRSAHR$MNI BB B 8 B2 L Auto Scalefor Azure - 1l ARM #kazure ftdv_autoscalejsonsi
¥t 38 threat defense virtual Auto Scale for Azure ITF5 1% IR, fE4ERIFA N, ARM BEHRE 03
DL #-30 -

* REAUBLAER (VMSS)

© SN S A%

© BRI A AR

* Azure RREUN H]

BN

« A4 OB T8 H: DR B D

BB BA 10 & i Auto Scalewith Azure GWL B - i 1] ARM ##i azure ftdv_autoscale with_GWLB.json
el 28 threat defense virtual Auto Scale with Azure GWLB iR 7 LT i & U . e B B IRA N,
ARM A B 2 ) gt DL #4300 -

* JEFHL (VM) BUBFIPURLE (VMSS)
o RSB

* Azure HREN H

* RN
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#8 Auto Scale ARM #2157 [l

o PZE LA B
o IS T R 2 A R LA &R 2 A

FFi6 Z A

* M GitHub 1745 F 3 ARM FEH (https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/
azure).

FIE1 R EFEAELZA Azure X I B threat defense virtual S, 7555 T340 38 D 4 o v FH 1) X 3 2 4 ARM 4554 .

51

"zones": [
nyn,
"2"’
"3"

:I!

ARG T 3 AN “SEFE A X

Y AR I A gy TP BT AR R RO . T LUE Y L “json” FH RN AT = AR ) . X 3E A
= B¥EFR I Auto Scale 15 241 .

%
g
N

AN IR
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables('elbName')]",
"location": " [resourceGroup () .location]",
"apiVersion": "2018-06-01",
"sku": {
"name": "Standard"
} 4
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"

] 4
"properties": {
"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',

variables ('elbPublicIpName'))]"
}
}
}
] 4
"backendAddressPools": [
{

"name": "backendPool"

7€ Azure E#3E Threat Defense Virtual .
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B = Auto Scale ARM 2R

}
] ’

"loadBalancingRules": [
{
"properties": {
"frontendIPConfiguration": {
"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers', variables('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"
}I
"backendAddressPool": {

"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables('elbName')),
' /backendAddressPools/BackendPool") "
}I
"probe": {
"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers', variables('elbName')),
'/probes/lbprobe') 1"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I

"Name": "lbrule"

it
RIS ARG R SO, BT AAEEREJ5 A Azure [])7 G HHILTI .

HFIE3 il A K Microsoft 1K 7 F F' 44 F B35 HD % 5% Microsoft Azure [ ]/ .

FIA USSR 1 BEIREE (Resource groups) AT i BEIRALARAIEIR . B0k A BZIAE IR 81 HH A KT A
T B A .

BT IR A BUEPEIAT 2 B2 64 9, threat defense virtual_AutoScale.
[ 10: Azure I 1A

E Microsoft Azure

ROV Ausstenle

{is] FTOV_AutoScale

& oecamt ame Trpe T4 Lomon 4
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LS LHEIERIR (+) (Createaresource[+]), AMMGHE QIR ZHIH. BEAPE o R “OIE ¥ JH41” (Create Resource
Group) =L+~ .

P$EB6 (I ERMIH (Search the Marketplace) H', HAEREE ((EHBEXIRREBE) , )5tk Enter.
& 11: B E XiEHRERE

Template deployment (depiay uting custom templates)

Template deployment (deploy using custom templates)

Template deploy t (deploy using custom templates) = <.
{ﬁ} Mirosoh
e |

Overview  Plars

Applcations nusnng i Micredah Azere usually rely on 3 combination of nesowces, Bos databases, SIS, nd wab pPE. ATure ReScurck Mansger bemgplates enabhe you
10 deploy 53 MINBOE hELE MESCUTCRS 31 3 Grovg, uiing B ISON SESETiption of the FesouCEs and This deploymint semngs

£t your template with IeliSense b deplory i 10 & fitw Of EXIHIING FESOUCE GFOUR.

Usafd Links

FB,T  HEEE (Create).
PIR8 QIR AL, EETEREE R PR EMEE B 2 RY4R4R (Build your own templatein editor).
12: M2 18 B 2RISR

e T

Custom deployment

Custom deplayment

Learn about template deployment

& Build your own template in the editor

Common templates

P/ {LYRIEEIRIR (Edit template) % 1, MR P B 8 23 BB I azure_ftdv_autoscalejson Sl 7%, ARG il
R1F (Save).
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. ZBZ Auto Scale ARM 11}

13: SRERIRAR

i L - - m

N

TR0 2T, WIS AT SEINTEAE R, WESHMAZE, 83700 RJE mhig3% (Purchase).

RN

[E 14: ARM #5455 31

pE s
T Ll dRAE S 5 (Edit Parameters), AR5 il ISON SO ml A% PRI Y 75

ARM BEAR (KI5 A BAIE DI AT PR, R T B A ST A -

YR IR B G, B A threat defense virtual Auto Scale for Azure ¥ 7 ZAIE G L ER R, HESH N
B “IRAL” (Type) FUHGE TREAS TR, QWFEHMN . VMSS, M. AJL 1P Hihk55.
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#BE Azure i 35 .

15: BB B2 451 Auto Scale 1R ERE

FTDV AsnaScale

4| FTOV_AutcScale

ZBE Azure oK £ A
2 ARM B, Azure AT FRENH, REEFENLTHMFINE Auto Scale
Manager 3 J 75 [ 2R 25 o
FFa Z Bl
« gt ASM_Function.zip . W52 il ol AR i Azare BREL, 55 63 Tl

PERN R EAENE ARM BN QI R R BONHT, RIS TAAFAEAE T s . AN AT, B2 LUK URL:
https:/<pk B H 4 Fr>.scm.azurewebsites.net/DebugConsole
X T Auto Scale ARM Bk , 55 44 T 19741
https://ftdv-function-app.scm.azurewebsites.net/DebugConsole

LB 2 AR ST, AR sitefwwwr oot .
$I2 3 $ ASM_Function.zip i 503 ST 98 Y5 BEAS A7 0 o
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16: 1% B ABA{EE YL Auto Scale 11 &
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Iwwwroot + Oitems &

Hame

PR NI B, N%es BRI R S5 A pR L

17: R BRI EE L JC AR 55 28 SR 3L

~.Iwwwroot + 21items & @ A

Name

= [+ [+ [+ [+
00O0O0O0
LB LB LN L LR

0
N

$IB5 % PuTTY SSH %)™ ¥t .

Modified

872472019, 12.19:56 PM
Br24r2019, 12:19:56 PM
8/24/2019, 12:20:08 PM
872452019, 12:20:08 PM
8/24/2019, 12:20.06 PM
872472019, 12:20:08 PM

B/2472019, 12:20:00 PM

Use old console

Azure PRE T TLE L SSH V) |4 threat defense virtual. {H)%, TR 23R A A H B0 FF R RS JZE A S FF threat

defense virtual T ) SSH 4 fe bk, Nk, BT 5 N A& SSH % )7 b o
M www.putty.org ¥ PuTTY #r-247 A M3 PuTTY J&¥ (plink.exe).

. 1 Azure L %[Z Threat Defense Virtual
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18: & PuTTY

&P Download PUTTY: latest release | X

“

C ]

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta

(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)

putty.exe (the SSH and Telnet client itself)

32-bt: Rutty.exe (or by ETP)
64-bit: Rutty.exe (or by FTP)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: RECR.EXE (or by FTP)
64-bit: RECR.EXE (or by FTP)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)
32-bir: psfte.exe {or by FTP)
64-bit: peftp.exe (or by FTP)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel exe (er by ETP)
64-bit: Ruttytel.exe (or by FTP)
plink.exe (a command-line interface to the PuTTY back ends)
32-bit: plink. exe (o by FTP)
64-bit: plink,exe (o by FTP)

(siznature)
(s1znature)

(siznature)
(s1gnature)

(siznature)
(s1gnature)

(siznature)
(s1gnature)

(signature)
(s1gnature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

PR 6 K SSH %) i vl $1AT 3CAT plink.exe Hifiy 44 4 ftdssh.exe.

PERT F ftdssh.exe i N SCPFBHE BLASAOA N, R B2 b 4% ASM_Function.zip {475
PYR8 Uik SSH 7/ b by R AN I RE P — A7 AE o LI IRHr D1 o

MRBCE

wiams [

A —LEELE v H T 580 Auto Scale Manager BU7E IR ] o IXLEIE DA FE ARM BAR o, 2

FLAAE B HON T T G e AT T

FHIa Z |l

\)

ER AT DABEIN G . DL U g AR I

o SRR ] o

o SRR I THRIME S5 58 B

* G AR IF ORAFICE
* AR ANV ] .
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B wom=

LB E Azure |17, R IIEFE threat defense virtual BREN .
& 19: B BRI &R 35 R

80T -S4 ERE0BALBARITES  Coneral US

{ DeletetinBagistersdFID 1
Configured features

# DeployContiguiation

§ Disablersealthbeots
§ Fitsoaein

§ FidScaleOut

f GeeFidpubicp

f inirreamConicierification
f Waith o Deployeret task.

§ WaitfoeFraTolemelip
=L

="

FIR2 W] LIESE AR Al 1 ARM BN A& (L& . A2 A AR BEL ARM BN, (T AR R I ML A4 B i o
EAT .

20: AR E

T — [rer—
Configuration

Rbeu
Application witing Fanetion runtime eftngl Garueal sattogs

Application settings

ADpECHTO SEILAGS ire SCTYDUR A1 THST A0 TATSIVIIED Sver B0 #1CFYAed ChASEL Tl S (RS 10 Capiay e I LA 180 ) J0ur bepmst By Lsing Th CoATATS Diow, APEACton SelTings e evposed 45 Sovrnament vasulbies for SI0HSS by yOur apgication a1 Funtime, Lewr mane
+ New sppicaton wiing @ Sowviles 7 Advanced est 7 Fater

Hame - ey Dapisymast ot samng s ™
] &
 BHSTRAENTEPICHOEY B &
TS ] &
[ p——— B 7
e [ ] &
anemm e B &
DRLETE FAATYFTD ] &
DRV SROUP AL 1} F
DO S0 ] &
[T 1} &
PG PASSWORS ] &
P s ] s
[ e i i e 8 72

i

REHORIN LA T B Hill:
s iLE 4 F: “DELETE FAULTY FTD” C(ERiAfi: YES)
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wepmmpernEavmae ]

EAMA Y R, K2 I B8 threat defense virtual SE K Ly M 21 A # A0 n REM KRG U Auto
Scale Manager 7 H-41 (26 T0 ke 52 £ B % threat defense virtual SEF SR LR . (YES: MHIBRES 1% threat defense
virtual/NO: {4 threat defense virtual SE41, B ARGEEM 2] EH LD o

« LR HBCE T, A0 Azure VTR B o) DUR BB SOk T2 &8 (A & 22/ B AR &=,
R )
WU PO A 2 AR (an, WERAEA 2L BB - 2 i3 Azure iTHD , AT LA Azure 1) Key
Vault il 25 KR4 % . BB IS, FH P 2 A7 fifh 85 000 10 25 AH DR PR AR B 22 bR RAT, TITAN A2 pR B

BEE W SO .

HE Azure SCR, AP ORGP N R 7 A0 1) do S Bk

EEEMAEEFRE IAM &
Azure G437 K Ui A BE (IAM) 1E4 Azure 224 F5 Rl F 80— 00, T8 SRS 7 5407
Azure BIRHIFLE G100 K Azure R 55E24t Azure Active Directory H' H ZI3LE 5177 o
TR AVF RN P25 I AR AR (VMSS), TG w35 0 Bk R i .

UK

L1 1E Azure [1)7H, % VMSS,

$£122 SdiifiEisE (IAM) (Access control [IAM]).

HE3 HdiRm (Add) LA o5 id

S 4 NRIMAERSE (Add roleassignment) 4% 1iE#H5 5% (Contributor).
PIRS5 NS ECiA IS (Assign accessto) 74K ik £ E A (Function App).
SIR6 EFF threat defense virtual BREN .
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B =vzsa

& 21: AIM fy 2 53 BL

—r1

Access contral (LAM)

ot tpedtack?

T Overim Checkacoess Role amsignments  Deny ssgrments  Clatssl admnatraloes Rkt

-
Rt e bevtd 1 300K 3 WS, QPON, 3HTCH Principal,
* T o7 manaped aestity hat 10 the. re1owTe, Les et

& Buagness and ol probiim nd

9 st

eeed et

Retencton-app

TR HHRTF (Save).

e

BeAh, BN A S BT threat defense virtual SZ45 .

EHred

ARM MR G AS 224, — DT RO, TR O . B A SRV threat
defense virtual & PGS PTG O . AN, Bl D 224Uk ST i E.

AR 5 88 A PR AN A PR P K Bl 2 AR

a2

Bl e 1 22 A 22 /0 N FRVEoR A R T 4% 1K) SSH LR

5B # Azure 12485

N 78 Autoscale DI BEIT P 4% . ARMASHC S BAE — A TIZARN T, AR5 1 28T BT

S0 Auto Scale B s A HE AT HI T 5 (45 &L
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## Aure 2385 A I

TR NAAEA R S LogicApp.xt K BIASHE R S8, AR A Wi K Fras b4 T 4 -

EEEM
TEGRSEZ T, B F BEAR I A X LD IR

REETFHDBRA AL ARM BCF AsiAT, LUERSE R AEMA T UL N .

a) Wit BT “SUBSCRIPTION ID” 54 h 43T 1] ID 135 o
b) W BHITH “RG NAME” J1&# k110 %5 4 44 7K
c) M. AT “FUNCTIONAPPNAME” J-4: i oy 4 1) ok BN 2 75

PAF 7Rl 27 T LogicApp.txt S ) JLAT

"AutoScaleManager": {
"inputs": {
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft.Web/sites/FUNCTIONAPPNAME/ functions/AutoScaleManager"

}

}7
"Deploy Changes to FTD": ({
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAME/providers/Microsoft.Web/sites/FUNCTIONAPPNAME/ functions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft.Web/sites/FUNCTIONAPPNAME/ functions/DeviceDeRegister"

}
}!
"runAfter": {
"Delay For connection Draining": [

d) CRMIE) gt I, sOR i ERIME (5). X2 Wi Autoscale (1IN TR MR . LA R 7Rl w75 T LogicApp.txt
A LT

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {

7€ Azure E#3E Threat Defense Virtual .
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. B2 Azure 1B55 7

"frequency": "Minute",
"interval": 5

}I

e) (H[ih) HWHEEHEAT AR IR ], sORFTERE (5). X2 W I 4 EARARIIND, 72 I ER B % i M threat defense
virtual "R BUA RN TR . LR 26 2R T LogicApp.txt SCAFH 1 JLAT -

"actions": {
"Branch based on Scale-In or Scale-Out condition": ({
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

f) (A SRy AN Ia], o OR BB (10)0 IXRAEST Y 5 15 APFATAE PRI ). LU -l s T

LogicApp.txt SCAFH (1 JLAT
"actions": {
"Branch based on Scale-Out or Invalid condition": {
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"
}
e

XLEP BB ] LU Azure [T/ 58 A RTELNE R, 1525 Azure U,

SR 2 B EEN AR (Logic App codeview), MHFRERIAN N 28 IR S0 %R /5 1Y LogicApp.txt SCAEINZE, SR )E iR
17 (Save).
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$IR3

T4 A, eIt

22:32 58 M RS E

E=# Awre 280 A ]

e Riv-HQ-app | LOJgH 2P code e
¢f» fidv-logic-app | Logic app code view

# g
& Diagaarie and sobve peoblems
Cuveiopment Took
A Loge mop deiigrar

nesisns

Jrp—
o ok st e s2n
B Rreane motes
Sattings. {3t
© Weorkfiow seting:

L

w
B rempi e .3
(X ]
60 F70- 4040 - 4407 - Bad0- BAEORLITES rasourt ebroupa FTOV_Austeteale/ providersimlersnsft e/ sites/ Fdv- fusstion- sppi fusct Lons fadninusConf igverifics

TRAFZ N A, AT “ZEH” RE. M2)H3) Auto Scale Manager B, i siidi /B (Enable).

[ 23 ERZEEA

o Novlopeae
) frdv-logic-app

B avarion

‘Access conrol ()

*
£ Clageoe ind solee problems Summary
Development Bk Trigger

& Loge agp degner RECURRINGE

i
§

© PO T - G LRI TS

B clome & Expont

11 rigger, 34 besicas

+ Contral US.  Ciabled

2 heers 10 swtoestiul, © taed

147, sl “IFAEEAT” (Running) AP AE D)
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[ 24: BAE N RIEITIRTS

] Rums history % Logic app ren

Commmiea
Bl o
T — |
= d
e
!
P
!l
u Cranch  Scaterny o Buduned of bt
=
-]
[~ e B B s s i

SRS RN RBIE, P S8 A D SRR 52 1k o

LB 6 7 VMSS HHIGE & 15 IEAEG4E threat defense virtual SE4]

[ 25: BRAR G EE I SEBIETT

me v | instances

0 fedv-vmss | Instances

--------

Mame Status

® ng O revmess @ Creating (Runeing)

o
L]
i

& Diagnose and sobve problems
Sattings

B instances

i Metworking

# Seating

= sworage

1£ Azure L #BZE Threat Defense Virtual |

EMRBIR, /e ARM AR HoKs 'minFtdCount' BEE A “3” JE4 “initDeploymentMode” % H oA “Hb&” ,

KR ) T =A threat defense virtual S .

F2% threat defense virtual

threat defense virtual 1 2 A S #7 K FH BN LRSS (VMSS) UG e, Il 8752501 Azure

REST API #: 1 J| 2% threat defense virtual.

)

R B0 LU FAE{T REST %7 uii >k 4 threat defense virtual.
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FH4R threat defense virtual .

Fria Z 8l
o FREX T B TP 3L 8T threat defense virtual BUGRCA (F21:  650.32.0) .
o SRIBOH T30 8 R UG AR 1) SKU - (f51l 4 :  ftdv-azure-byol)
o SREUTH YRR AN LS 24 R o

i
PR WA, #ELUR URL:

https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0

TR 2 AR A VEAE B

26: 74K threat defense virtual

imeters rerver el mphane’  FiA

: Body

I T pan—

$IE 3 75K (Body) #5404 AL 58T threat defense virtual WUERAS . SKU Ffil &% 28354711 JSON #HiA .

{

"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference": ({
"publisher": "cisco",
"offer": "cisco-ftdv",
"sku": "ftdv-azure-byol",
"version": "650.32.0"
}
}I
}
}
}

PSIB A Azure NN KA VMSS B85 M
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. Auto Scale 1248

BIAGHSAE BT 1 threat defense virtual SEBI AR AL, X LEPTSCHIRAESN A3 R SRR IR R 30
« BARNL TRl — e, (ABLA 1Y threat defense virtual SEAIKE 4k 248 H THE ARG

o WA LLE % FiRAT R, TFEhTHIAT 1 threat defense virtual S240] . SEPUATIGERAE, 37 A5 VMSS 1 FHER
(Upgrade) 4241 . e T35 3 5 91 TH0% 52 1) threat defense virtual SE . 450645 T2 T 0y M F 5 0 B ix L
TH2% J5i 1) threat defense virtual 3261 1&EE, NEWERILLAE.

Auto Scale iZ%E

I Bistr
fn] LLE FH ARM A5AR 35 28 threat defense virtualAuto Scale R4 J7 AT KW UR . 76 ARM FAR 51
W], A LU NI T R b

« CPU
* CPU. WIE URA 6.7+)

A

AR CPU SRR Azure AR AAFFRER AN A7 B 1A

ShEYRIZEE

* POLICY-1: %4{F1f] threat defense virtual [#]1-35 1 270 P 0 B (A0 4R 2 6] 7] Ay B sk A0 i) 97 AL
N, Bl Ay . A “CPUL WAR” §7 EFRARES, &M P i B B B AE 1 420 threat
defense virtual [¥°F3¥) CPU st N AEF FH

* POLICY-2: 4Ff A threatdefense virtual ¥ & T3] 67 45 A6 BT C & (1) RS (7] Py R L A0 ) 47 i 1
fHEy, Kk sbmy . M “CPU. WAE” ¥ EIaFsIT, A e B USEEE T BT threat
defense virtual %&£ [1°F) CPU st N AEA FH %

A= RiZ4E

* WIERERA threat defense virtual &) CPU A A5 i BC E (14 1552 18] A IR T 150 22 1) P 1) 97 B
fEH. G “CPU. AAE” §ESRFRI, WIS H BT AT threat defense virtual 4 [ CPU FAA
A A AL BTG B AR SN TR AR T ECE Y R 9 FEBIMEL, PR E R 2811 CPU $iddidne /M1 threat

defense virtual.

15 BB
s WY AN UL T A R A (RI— AN R /AR a4 & 1 4 threat defense virtual) .
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Auto Scale HEIEEFAFIR .

o B R N AR FEFRAR A AN ) T SR I M8, oA Ik SR R A . BRI, 7R
MR FEDLE I ANREFAANE FE WA bR FEME LIRS, BTCiRIE R LA 7R TR .

Auto Scale H &2 = FAiER
MRS B A A L 00 AR LR, AR, SR A8 H s BB R i 2.

* M LLEFH A Azure BRI EH H
[&] 27: Azure FHE H &

[ S ——————
fedv-function-app - AutoScaleManager # %

R hamcticn-spg” I+ L ] Imvocation Detads

Jommta Ry | D Grramaities | 1% i itcim oo

st s
vty e cabdinspr’ Pansons Thit s i ooy el i1 Infpamion
St ik b b B e, St (A3 Vet VD51 Wby

Sttt M o oo

 ATLLEE R AR N ] &S AN AR AT ISR H & .

282N REITAR

R R T R
2| Runs history = #  Legicapp run
U e nDetals () Besnbmt
= = "4 -
T = | o "
B !
L]
Atn'aehanage 13
S Sec O
ucmakm-fmwmaw i3
S50 5
: Cameted.
] -]
[ [y il e e u

L]
L]
®
L]
®
o
®
®
®
L]
®

o GIRTEEE, A DABE RS (/2 LI H AT (EAEBAT TS EE, BR300 1 A ETsT
threat defense virtual ¥ &4 T A —BURAS .

o FEZEN AT UG BRI AT/ BIAE S5 B e 28 (R I 1)
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. Auto Scale /NI FAFR &Y

o I EALBK zip, AT CLBEIN TR BN T o AETH R BN 2R, S s AR N T OF A T AT
55 5E

Auto Scale £ 1| 70 PR I
#%% threat defense virtual Auto Scale for Azure I, 1R L TR
o WA 6.6 LHEARMA) §7 R pe T CPU R,
o UBA 6.7+) FJdke n MEFIX CPU R 2, sl WM CPU K A2 26
o TR EBIRL BEL, ANCHE BRI RS
o EELhLL MR AL IP M.
* threat defense virtual # 4% UGB A HAT 238 TP Mtk
* INSZHF IPv4.

* Threat Defense Virtual Auto Scale for Azure {XSZFF U7 M) 5% . NAT Mg, “Fod E%ERE, T
B I 2% 25 2H AL R B A B & threat defense virtual 5249 . 48 H e/l T & 88 b0y A8 ik 4%
HAMCE . SRR i E.

* ARM Bt A NS IEDNREAT B, PSR B0 Se s e A S A R IE .

* Azure i B 03T AYE BN A EE T oE 20 SOB A I RUR S Clns B8 AR o 4&mr
DU Azure Key Vault JIR 45 (- 37 BBURECH

o FCE AR SE AN A B RIS AT P IS b SRR U BRAEAROR B % B T3
K B T RIS B BUAT B 45 o

o WREAEBA S TS HOH G A B R, A BN AL A N BRI L S R L
AT

=
W PEHERR
PLF 42 threat defense virtual Auto Scale for Azure [f)H WA 5 LA RIS
o FRER] AL Je M KA PR IPAEIF; KR B 2 e/ TEEE T ]

o Jovkilid SSH & F| threat defense virtual: K6 75 & 75 0 i FAOKE 52 2R B 1 4% 3 3] threat defense
virtual; A 24T AU SSH &

o G HT S ATIR IS B . KT threat defense virtual J& 75 76 B3R 8 11 i % SSH; ko v 2¢
SHEE,

o VRN KA RIS EEN) . threat defense virtual HRE (1 NAT /R A s A 2RI
2420 AL Azare FEFLN 2%/ 1~ R/ ETEAN M5 S o

* threat defense virtual Ty E M B B A0 R A B HPUL B8 LAY HNY threat defense virtual
P WEFAT; F T threat defense virtual FRASHEAE .
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« W HLEVI ] VMSS: # 7 VMSS A1 IAM Al E 26 IER .

o N AT IR KNl £E4b R @ threat defense virtual 4% FAGTE SSH 7 1); #r 7 & B A0
R A AT AT ), FAT Azure VMSS 7 threat defense virtual %45 R A

* 5THI ID AHOCH) Azure AR AT 1R SR UEREIRMK /b Ak 4% T BRATIGT .

© WIRY AT R AT Azure SXAE SRS AR SE B, AEIXRPG DL N, 3 AT g
SOBIN R, (H R A SR BIER .

* FEMCTATATIC B S SO H, ORI N I RERY, S8R P IE AR AT AT 55 S e

W RAE threat defense virtual Auto Scale 55 Azure GWLB #525 BAH) 38 BT o) 81, 580G DA Wk HE
FR¥erN:

* Kt ELB-GWLB XHK.

* K1 GWLB H I AR AR IR .

* 150 1E threat defense virtual #JEEFZ 4R M E R EKE AT VXLAN BLE
o KA A

BRI IE Azure BB £

* Microsoft Windows 5 [fii/Z& 10 4 Fifivi

* Visual Studio (fif ] Visual Studio 2019 A 16.1.3 ZE4T0150)

N

IR Azure BREUEMH CH W50,

» “Azure Development” T/ 612 75 2 %¢4F Visual Studio ',

{# A Visual Studio 193

1. # “code” AP T EBAM T FAHL

2. SMEISCIEYE “FTDAutoScaleManager” o

3. 1E Visual Studio "4TJFI H 3 “FTDAutoScaleManager.csproj” -
A8 H Visual Studio brvHEREFREA T AR .

o
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B Eonrmiaz awe @

[ 29: Visual Studio P&l KR A

O Fe Edt View Project | Buid | Debug  Test Andye  Took  Edensions  Window  Help

% | VT ;
f0-0|@-a | | budsouson 13
Rabuild Sohution
Clean Sohution
B FTDAutoScalManager Fun Code Analysis on Solution AeF1Y
=using System; - P =
Build FTDAutoScaleManager hift+F6
using System.Threading = DL S
using Microsoft.Aspiel Febuild FIDAutoScaleManager E 21 Schution FTDAuteSealeManager' (1 &
using Microsoft.Azure,  Claan FTDAutoScaleManager 4[] FTDAutoScaleManager
using Microsoft.Azure) -
% Pack FTDAutoScaleManages b 25 Dependences
using Microsoft.Asphel ] .
using Microsoft.Exteny &  Publish FTDAutoScaleManager i ke
using Microsoft.Rest.f ; . “giignoce
Batch Build.. . o
using Microsoft.Azure, : S AoRs Dpemting
using Microsoft.Azure, Configuration Manager_.. b €% FMC Operations.cs
ing Mi - = fidssh
using Microsoft.Azure, Configure Contiwosss Delvery fo Az . B8 dss. e
using Microsoft.Azure &7 hostjson
using Microsoft.Azure, Managesent.Monitor; b o Managercs
using Microsoft.Azure.Managesent.Monitor . Madels; b oo Unses
using Microsoft.Azure.Management . Network;
using e ntClient = Microsoft.Azure.Managesent . Hetwork. Netus at;
using facAuth;
4 13
=/* scaling Logic:-
* If current Scale set capacity = 8, Start Scale-Out (increase VM count by 1 or by "MIN_FTD_COUNT' duration based on "INITIAL
* POLICY-1 : ScaleOut : If any WM°s average usage goes beyond 'SCALE_OUT_THRESHLD' for °SAMPLING_TIME_MIN' duration and curr
* POLICY-2 : ScaleOut : If average usage of scaling group goes beyond 'SCALE_OUT_THRESHLD® for 'SAMPLING_TIME MIN' duration
®* Srale-Tn @ TF all the VM s averare usase enes helow “SCALF TH THRFSHIN® for ‘SAMPI TNG TIMF MIN' duration and rurrent scale o E n‘ ﬁ
Mo issuses found PR > g

5. WIgmEN A G, SiE] \bin\Release\netcoreapp2.1 L4k .

6. EEFTAMNE, il &i%F (Send to) > [E4E (zipped) 3443k (Compressed [zipped] folder), %k
Ja ¥4 ZIP SUAFHRAE ) ASM_Function.zip.

[& 30: “£ i ASM_Function.zip

» ThisPC » Mew Volume (0) » gt repo » cloud autoscale » Azure » FTOV » Code » FTDAutoScaleManager » bin » Debug » netconappll »

Name Date modified Type Size
L2
. AutoScaleManager 13-05-2020 07:56 PM File folder
bin 13-05-2020 07 Fila folda
4 o CenfigureFtdinterfaces 13-05-2020 Pin to Quick access
* CreateStaticRoutes 13-05-2020 & Addto VLC media player's Playlist
* DeleteUnRegisteredFTD 13-05-202007| & Play with VLC media player
DepleyConfiguration 13-05-2020 07, o Move to OneDrive
ScaleMana DedccDeRegister 13-05-20007  T-Zip >
DeviceRegister 13- 20 07 CRC SHA b3
DisableHealthProbe 13-05-2020 07 ; ;
i n:;; = L b= ‘> e ° Cisco AMP For Endpoints >
al 05-2020 07 :
FrdSealeOut nosa00r MR > B Bluctooth device
GetFtdPubliclp 13-05-200000  Cut 1 Compressed (zipped) folder
MinimumConfiglerfication 13-05-202007  Copy I Desktop (create shorteut)
WaitForDeploymentTask 13-05-202007]  Poste i Documents
05-2030 07 =3 Faxrecipi
e | WaitForftdToComelp 13-05-2020 07 e =] . w-em
[ FTDAutoScaleManager.deps.json 13-05-2020 07, Dot 4 Mail recipient
| hostj 0-05-2020 02 T
e L,.flwﬁ.gwn 3
4 Properties
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£ Azure [E3] WAN L% Cisco Secure Firewall Threat Defense Virtual .

1£ Azure E# WAN _Z[ 2 Cisco Secure Firewall Threat
Defense Virtual

Azure £\ WAN 7 A9 Threat Defense Virtual {37\

Microsoft Azure HEFL WAN SRH] “H oAb 284 7 SRR A L5 Tl k2 40 194 268 R 43 SCHLAG A7 B 22 TR) PR 3L
. fF Azure Bl WAN ', ¥4 Threat Defense Virtual 5 Azure B4/ OEE A BY T2 1 poCs )%t
TEAAL AR R Mg (WSS, 2 KRS D AT A 200 & BN 2 U7 )
Azure M %% 11 Vnet. 4 RE T fd ] Threat Defense Virtual By k55 (1K) % I E L0, 128k M 4t &
FIEEL, A, TyERIEE .

N

IR Azure B WAN SCERMULA = AN 11 Threat Defense Virtual 37 457

1F Azure EL WAN .0 #E2 Threat Defense Virtual H G 23y, A5.
o THRAEEERIH O IR 0 P S B K B i v T %o
* FIH Azure N EB MBI T8 (ILB) B9 N B IhEE .
o FEE IR A e SCECE Y R S .
AL R, WAN H0 2 Threat Defense Virtual 115 5, 1S R7E Azure FEfl WAN _F#52 Threat
Defense Virtual,
183% Azure [E#1 WAN L Threat Defense Virtual i# 1T E 88 A
Azure £l WAN FEIEEHRE X

Azure L WAN $&4L10 5 W S0 (BGP), X & —Fah& s i, nl 3 Bhifi & 7EA A Azure 4%
Z IR RIE TR R A, RIS SR R 3R . B WAN Fo i fit—41 BGP & (T
SEHLR AT PR RTEVA RG9S (ASN), RS ZAE S B A0k L B A Threat Defense Virtual [ BGP
LB ) o

SR /T DUAE 5 S 5% 713 4F Threat Defense Virtual 9 T2l & 54 o
2k Azure T HITEAE R, TS Azure SRS 95T BGP Al VPN 5%,
KHEE

% A B2 Azure FEFL WAN A0 9 — Rt Zhag, Al fai A5 B 56 46 2 A& ot B3 & 31 o
325 1) Threat Defense Virtual [57 K 354746 25 B F2

ARVEGE R, 1S5 Azure STR IR H 8
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https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-bgp-overview
https://learn.microsoft.com/en-us/azure/virtual-wan/how-to-routing-policies

1£ Azure L #BZE Threat Defense Virtual |
B 7s=x

TRET
SEPR B KA R T T B8 R B T AE Azare HEADL WAN o100 #5585 1] 0] i £ B i &' 1) Threat Defense
Virtual 5241 (NVA) [ SE4] KNI

Blan. Wi KNk D3 V2 HPA Threat Defense Virtual 5241 1] L7 £F 2.8 Gbps, I NVA Fit & 5E X
“J Scale-Unit-4: 2.8 Gbps.

= 3 BT LHIZEBHY Threat Defense Virtual &0t 225 5

VRET Threat Defense Virtual 52 | S2{5 258 Bt 8 HFRA
i

4 2 Standard D3 v2 3.2 Gbps

10 2 Standard D4 v2 4.8 Gbps

20 2 Standard D5 v2 12 Gbps

40 3 Standard D5 v2 18 Gbps

60 4 Standard D5 v2 24 Gbps

80 5 Standard D5 v2 30 Gbps

BRI

#®O

Threat Defense Virtual SCFF =AM E LI TEE, B4 Azure R NVA £ HEES R =AM,

\}

R TR =R ORI Threat Defense Virtual 7.4.1 A B B RAS 578 Azure BT WAN 303896 4% .

Threat Defense Virtual X £%4% H 1 =ANF W UF -
o BIBREO - E T A IP Mkl Threat Defense Virtual 38 245 BE O — MO,
« SMERIEO (W FE) - TN Threat Defense Virtual A ZELHIA M IP bk = 4ME0.

s WERED (LE) - B 2% Threat Defense Virtual 3422 fE L WAN HE2k 25 F1 P4 358 =ML 2% 1) 52
EHFEH IP i E=1EQ.

Threat Defense Virtual 1£ 7 P48 11X & (NVA)
PLF S Azure £l WAN 1 [#) Threat Defense Virtual 1F 4 NVA ¥ W 28 it B A7 C (1K ETE T g
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PR 4%+ F

mesmit |

* 7F Azure B WAN | #28 Threat Defense Virtual (7], Azure <>7F N #5618 VNet F117- M, [Xl
U, FEEE SEUE TV B s A e AT, (B2, AT DRSS R A A IER R S EI R FTE 1P H
k.

o TEICIEAE M 422 A gl FR O RN F 1 Ik PR 1, R Sty 1 703 8 IR Tl . ez b
LA VF TCP 5 1 443, 8305 Fil 22 425 HIER o

© W DX S VRAE Azure FEL WAN HGCN RSy JLIE4 (0 P 350 199 0% P EAT 308455

Azure £ WAN (> _ %t Threat Defense Virtual 59375 15] BR 51

TS T BRBUA He vy M AE PO _EAE R T N FH 58 38 29T W8 YR 2H A 1) Threat Defense Virtual SZ41
AT DB T 50 AT SRR A B B 57 R 15 ) A PR o

Azure FoE N ARALSIRT OIT) V5 R BhiE, e R e OB N MR . B2 T BE S,
152 Azure SCRYH ) Azure FGE N MR FO R B o

IP ¥
* N SZEF IPv4,

AXIFRIThAE
« RIFFE I Day 0/ & CEHREAT S F
* Threat Defense Virtual A SRR FEbri AL 4 2] Azure.
o INSCRRIE F R AR RGBT BB .
« NIHFFHT SSH %416 5% 3 Threat Defense Virtual.

* INSLFF PAYG.

]
1 F BB G814 AR S ) BYOL

VEH Azure B, WAN H0H ) NVA, Threat Defense Virtual 2380 i3t H0a f1f) 9 248 v 2 2% b SR il >k
AANFIA ML GREARD (B EEE 432 [0 A] 8E 8 VNET) [ 45 5 o

PO 2 e 3 T PRI LA e 23 2R BA R b
* R PSCENINSL
* Z:74: VNet # VNet
s Bdb: P CEIHEK
* §dk: VNet 2 KM
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https://learn.microsoft.com/en-us/azure/azure-resource-manager/managed-applications/overview
https://learn.microsoft.com/en-us/azure/azure-resource-manager/managed-applications/request-just-in-time-access

1£ Azure L #BZE Threat Defense Virtual |
| BEEEED

\)

iE®  Cisco Secure Firewall JRA 7.4.1 A3 #5i# i Threat Defense Virtual M\ E B 2 VNet {4 ZBIFHE .

\}

ER BT LLES Azure IR E 2 AL, JFIER BB WAN. BbAL, SR nT OB REAS O AL E S IE A
LK) Threat Defense Virtual, [ 4< 75 F1 w5 b i A6

BN EH WAN # 0> 3% Threat Defense Virtual X9 B9 R5 LR 24 AT
HAH 451 Threat Defense Virtual 25 17F LA T 1% 45 2 18] SR X 28 9 1
* SPSCF VNET (JRZJMR) EFHE R WAN Hul,

31: Azure 41 WAN 01> R Y Threat Defense Virtual B34t S 46 M#R M

North-South (Branch to Internet)

2 Internal Load
o Balancer (ILB)

o/
Pl . L [p—
Private NIC Private NIC
3 \;-O B 1\
Public NIC Public NIG

Threat Defense Threat Defense Virtual

Virtual instance 1 instance 2
4 (VA T) (NVA2)
: 4D
@, s
. ’ Site-to-Site IPSEC, ExpressRoute or Peer-to-Site > . ’
4
7
H

Web Server (Internet)

Virtual WAN Hub
On-Premises Network Azure Gateway

PR IR 28 T R AL A 1 it e R

1 ARHL SRR R I% S Azure MK

2. WOCHRF ILB.

ILB %% Threat Defense Virtual (NVA)

NVA SNAT #5245 PIP Jf & i 2 B K

5. Web JIk%%#%[n| 5 5245] PIP Threat Defense Virtual (NVA) 23 #0018 SNAT J-4% % 31 W %
6. WHICHE K BIACHL M 45

A W

BN EH WAN #:0> 3% Threat Defense Virtual X4 B9 < P85 244 AT
B3R F 51 H Threat Defense Virtual £ 25 7F DL 2% 2 7] 5 AL ) Y 48 0 2«
* PSR VNET (JRZIRSRD IEHZ BB WAN il
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o CHLIBC M 2B B FE AU WAN S0 73 3 8 VNET.

[ 32: Azure (3. WAN = (> i) Threat Defense Virtual Z= 78 5% 2 14 14R 30

mesmit |

U4 4h 2 $i7 Threat Defense Virtual A 77 1 £ 31 HE 400 WAN HO sl s 2056 550 (3 3CF153 30 1 VNET

F| VNET Z [A] T 9 25 i o

East-West (VNet to VNet)

F 3

Balancer (ILB CA)
2

Pann

Internal Load

w

Private NIC

Public NIC [.EI

instance 1
(NVA 1)

Threat Defense Virtual

Privata NIC ['EI
— [.EI

Threat Defense Virtual
instance 2
(NVA 2)

Virtual WAN Hub

LAUR BB 41 T 2R U IR o U R

1. VNetl $#iEKiZS ILB.
2. ILB R A —ANIG B 541

Threat Defense Virtual (NVA) B 4% &% 2] HAx (VNet 2).

3
4. VNet Bt & ki%2| ILB.
5

ILB ¥ it 8 58 4 %% K B AH Y./ Threat Defense Virtual (NVA) R4,
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. £ Azure 3l WAN %R Threat Defense Virtual

6. Threat Defense Virtual (NVA) $# 3l & A& 240 VNet 1.

1£ Azure £l WAN _E#B32Z Threat Defense Virtual

T LUE H Azure T3 _E3RALH)IE H T Azure HEH) WAN ) Cisco Secure Firewall Threat Defense Virtual
e, AE Azure FEHL WAN 1065 Threat Defense Virtual.

AR &1
* Microsoft Azure Tk F* » % 7] LL{E https://azure. microsoft.com/en-us/ il & —4>,
« fERERL WAN _EAIEE—A . A7 5HE Azure FAIEEIITOME R, 1S Azure SR 1K
L
* PR RERL WAN Hoo btk 23 fB) /N 3055 /23
D
Note  Microsoft Azure foVFfdiH /24 Hudik 2% 1] (K1 2P WAN . HiZ, HT AR
KA R IIRE, Microsoft ANELUGHE ILE it e ANSCREAEHLIE ]2 /24
I RE L WAN 03 Threat Defense Virtual o
o MRHEREIK . R LATE Cisco B LMl —A .
S
Note 8 Threat Defense Virtual SZf i, 8 R] LAAE A FIN 213% 5261 (TG A SLAE T 1P,
BERE
o EBRAE T - TR U 7 A R U0 R R B o
o BRI CRAFE) - FH TR sl Wi 7 10 i 03242 2] A 8 - AL o
o SNSRI CRAFED - FH TR iy 7 10 i FOLZE 2 21 8 SL I 4 o
iy 2 i 42 PR
DLR iR B30 T A I 7 AR AE Azure M4 WAN |31%8 Threat Defense Virtual [ TAE7FE .
! ate a 2 Create 3 “onfigure 4 onfigure 5 eview
VI\?[[E:Z:H the Resource Group > C\u'irrtl?al > FMg rc;itrzﬂion —_— 3'::; deploy
Azure Cloud Azure — co:f:‘:ure hub for Threat details Threat Defense
Marketplace Managed Applications Defense Virtual Wirtual
|
i
6 Register 7 8 9 Configure 10 ]
ot | coware | Comwe CoowrCamey | Cotom
Canter De’aﬁ:n“;‘:”a' Interfaces Interlaces or Static Probe
Routing
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https://azure.microsoft.com/en-us/
https://learn.microsoft.com/en-us/azure/virtual-wan/how-to-nva-hub#hub
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{EFfRR 5 EARHRAE Azure [E31 WAN _EZBZ Threat Defense Virtual .

TAEZH) L
iﬁ/i B Azure Cloud i B 7 EAAE Azure HEH, WAN 3528 Threat Defense Virtual:
~ 1F Azure TR “3EH T Azure VWAN ] Cisco Secure Firewall
Threat Defense Virtual” .
(2) Azure Cloud A F A R )7 RAHRAE Azure FEH. WAN 328 Threat Defense Virtual:

QU PR P B IR N

(=) |Azure Cloud

1 B e 7 BARAAE Azure FEH) WAN 3538 Threat Defense Virtual:

L 3 ) >

W B R AL O R NVA PR R

4 Azure Cloud 8 FA AR w5 ZREBAE Azure JE$ WAN |32 Threat Defense Virtual:
fid & FMC FEMHELE B

::,,.-5-..\_] Azure Cloud A FH R R 7 ZERARALE Azure FEFUL WAN | #% Threat Defense Virtual:

% J4i2# Threat Defense Virtual,

6 EH AL EGR R | B S 0EJIT Threat Defense Virtual 2401 : 73/} Threat Defense Virtual
P S o

7 EHPLE R AE | RERO, ’EINSAAN RO,
biilE

8 FHALERAE | RO ERH: HEMSCIP Mk, AT A R O RCE E
PR

9 EHPL B AAE | B R RS S E T M e (BGP) AR A th
FH g

B RO B A
HEEs

10

BC B IS TR ORI T fig «
Defense Virtual §E1§'J3L}MTE

BIBITIRERI LA ILB, LAY Threat
Wiz TR 2

{E AfRR G Z1ERIE Azure E$L WAN _Z82Z Threat Defense Virtual

DL BB
Virtual.

487 U A% F Azure TH 23R AL W RABMAE Azure L) 18 M 352 Threat Defense
X FEAE Microsoft Azure HE 4L WAN PR35 % 8 Threat Defense Virtual T 75 [ T2 0 BR 51 % .

K Azure W ELENTENGE S, 1ES

Z i (Azure AT .

Azure [ 177 o Rk MAT FIAORIBR I B ILEEZR, 8 i O B e K

Procedure
PTIE1 FRFH Azure HFF L (ARM) [T/,
$2  RIKEEE Azure TiE > BRI .
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https://azure.microsoft.com/en-us/get-started/
https://portal.azure.com

7£ Azure £} Threat Defense Virtual |
. {5 AR 75 RAZMRTE Azure [EH1 WAN L E3E Threat Defense Virtual

$'B3 iy EERTF Azure VWAN B9 Cisco Secure Firewall Threat Defense Virtual, &85, SR siditliE
(Create) UL il /mE 7K (Basics) ULl

= Microsoft Azure O Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © [ cisco-secure-fw-virtual-dev v ]

Resource group * O ‘ v l
Create new

Instance details

Region * O East US v

Managed Application Details

Provide a name for your managed application, and its managed resource group. Your application's managed resource
group holds all the resources that are required by the managed application which the consumer has limited access to.

Application Name * l l

Managed Resource Group * l mrg-test-cisco-tdv-vwan-nva-preview-20231207100744 v ]

Previous ‘ Review + create

L4 il Basics W
a) JEFIERITH
b) B ERIRA.
c) RPN WAN HO F A B B X ek, 0F T B R A T BT A R (8 i R FL WAN Aoy Threat Defense
Virtual. W%, (R, e ROAEA R
$E®5  EEENAIEMEE (Managed Application Details) ¥ &
a) AN ZAEILHUE Threat Defense Virtual SEHE2E 8 NVA BFIFEE SR FIFLE N H B4 Ko
b) EFHHE Threat Defense Virtual S 1FEE T U4

$£1E6 fiiliT—% (Next), fx Cisco SecureFirewall Threat Defense Virtual - NVA Ffi .
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{EFfRR 5 EARHRAE Azure [E31 WAN _EZBZ Threat Defense Virtual .

Microsoft Azure 0 Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA  Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create
VWAN Hub @ [ V]
Cisco TDv NVA Name * © | ciscoTDvNva ‘
Scale unit * © I 4 Scale Units - 2.8 Gbps (2 x Standard_D3_v2 instances) v ‘
Virtual Appliance ASN * © [ 65222 ‘

LB el rhuCy Rl NVA 4015 L

a)
b)

¢)

d)

M VWAN > (VWAN Hub) 7513 ik PEERL WAN Ho0y, BLEZE Threat Defense Virtual 491
BB Threat Defense Virtual SZ401%5 A GG 24 (11144 F5

18 CEHIZE 1Y) Threat Defense Virtual S50 4 & 19 & FLIG.

AT LRI 75 (04 A,  DASEILITT 1) NVA &kt . flin, &£ 4 3 BE# T - 2.8 Gbps (4 Scale
Units - 2.8 Gbps)(2 x Standard_D3 v2_instances) =% “i BBATHE - EHERH (EBELBIRKER 2
N Threat Defense Virtual) .

Note
PRI E IEAE F 0 3525 /) Threat Defense Virtual SE41] S H S BESZ 41 28 7Y i 5 1 o

N EEILIZ&E ASN.
Note

NI ASN {H A0 64512 - 65534 VTGN

M TF—% (Next) LU R Threat Defense Virtual - B & (Threat Defense Virtual - Configuration) GU[fi

7€ Azure E#3E Threat Defense Virtual .
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. {ERBERT RAEIRTE Azure [E1 WAN _EEBE Threat Defense Virtual

FER10

TEN

= Microsoft Azure £ Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration ~ Tags  JIT Configuration Review + create

NVA Software Version * © ‘ 7.4.1-139 v ‘

Admin Password * © l l

Confirm Admin Password * © ‘ ‘

Do you want to enter FMC registration @ Yes
information * © O No

FMCIP* © | |

FMC registration key * © ‘ ‘

FMCNATID © [ |

I F RS AT NVA 3R J A

Note
7 BRI SR E AR 2 I AH Y. Threat Defense Virtual IRAIEZ ) NVA BAASIF . R NFIFR Pk FEEIE
IRRAS o

B AN R 6L 75 Threat Defense Virtual S (G5 B IR AL AT o5 104 BE 53 %504
fili2 (Yes) i\ FMC iEMHE 2.

a)
b)

HBIN FMC IP #uhik.
i N T73: 0 Threat Defense Virtual S24 ) FMC £ 248 «
Note
* FMC P H IS KN 1 2 37 DN ERF AR 457 o 7R8I Threat Defense Virtual B, %05
EE ML A% 4] .

[A]2E] % N FE S5y A 350 1) 43 FH 4 5 2 A0y NAT ID.

Note
* NAT ID UKL 1 - 37 N ERFZ AR AR/, ANAE—J7 AR 45 1P Huhbry, 7E57 8 HhaLl
PG Z B PEM R PR . NAT ID A5 Eog—AN— R ES0E, Rk oEmME—R, 1 B A gE b HoAth
SRR M RS . AR ), 1B S5 AEAS N Threat Defense Virtual B 7E FMC L5 e 40 [F]
NAT ID,

$£B12 AL T—45 (Next) UUCEFRIE (Tags)o

. 1 Azure L %[Z Threat Defense Virtual
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{EFfRR 5 EARHRAE Azure [E31 WAN _EZBZ Threat Defense Virtual .

= Microsoft Azure 0 Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags JIT Configuration Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same
tag to multiple resources and resource groups. Learn more about tags

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name © Value ©® Resource

l : I Microsoft.Network network virtue

FIB13 S T—4 (Next) LLE R JIT BE (JIT configuration) Bijfii.

= Microsoft Azure A Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration  Review + create
Enable JIT access © (® Yes
O No

Customize JIT configuration

Previous Review + create

BUEG R, B JIT i7iE (Enable JIT access) MEI X E =2 (Yes), XFER S T I Vi), DL PE Threat
Defense Virtual SE1 H AT H 55 HERR o

7€ Azure E#3E Threat Defense Virtual .
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. 1 AR 75 AR 7E Azure [E 1l WAN _EEBE Threat Defense Virtual

LB LT —2 (Next) L2 /nEH+E|E (Review+Create) Uil

= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Cisco Secure Firewall Threat Defense Virtual - NVA

VWAN Hub
Cisco TDv NVA Name
Scale unit

Virtual Appliance ASN

Threat Def

hub-eastUS

ciscoTDvNva

4 Scale Units - 2.8 Gbps (2 x Standard_D3_v2 instances)
65222

NVA Software Version

Admin Password

Do you want to enter FMC registration i...

FMCIP
FMC registration key
FMC NAT ID

JIT Configuration

Enable JIT access
JIT approval mode

JIT maximum access duration

Previous Next

Virtual - Configuration

7.4.1-139

kAR AR

Yes

xyz
651234

Yes
Automatic

8 hours

| et |
SIS (B R, BT EITH. NVA. Threat Defense Virtual £l JIT Be BV E40f5 8, #5245

KA AT, SR i

£)# (Create) LAZEERL WAN A0 L #2E Threat Defense Virtual (NVA).

F$IB16 F 2 ETT (Home) > &£ (Security) > =714/ (Third-party providers),

SR il 4G LR 8 (Network

Virtual Appllance) %%E%&%ﬁiﬁﬂﬁﬂ’] NVA.

Hame tward-vWWan-Da

- AN | Huks:

Aan-Demo-HUB

gpatwe

= gpatward-vWan-Demo-HUB | Network Virtual Appliance  #

al HUR

W Overview
Connectivity

F°OWPN [Sie to site)

L Expressfoute

& User VPN (Point o site)
Raouting

B Routing intent and Routing
Falicies

) BGP Peers
® Route Tabies
BB Effective Rouwtes
Secunity

i Azure Firewall and Firawall
Manager

Third party providers

i Metwork Virual Appliance

SE17

T Add Metwork Virbual Appliance

Metwiork Virtual Appliances

Mame Provisioning Sate Oifering Insiance

W cisco-ngfe-mva-eaT6Tjkpusisc Succeaded ciscofidtest Click he:

il_:. NVA DI E CHE 1 T4 Threat Defense Virtual <2471 .
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7E B IR 0 AL B Threat Defense Virtual .

fon] DU FH <249 ()4 B8 TP ik 1y 7] Threat Defense Virtual, F54# /] SSH &% .
Note
fAE 0 FEBE A Threat Defense Virtual SE4 (120 F TP kb -F- 70 457 38 Lo A S48

What to do next
VM I B SR B B PO K OB B Y Threat Defense Virtual SE4

EE1E P ELE Threat Defense Virtual
Fs ] DL o A PR O R AT O BB I BES Threat Defense Virtual SE4 .

{7 Threat Defense Virtual Fit & A EF AT H A X%, BREE&A, DUEEEEWHMAAEZAE
% LB NS R A T T . W A N (P BT A TC B AOHE Bl HE 6 3] Threat Defense Virtual SE41

AR TR EMEIAYE B B RO A AL E Threat Defense Virtual SE] HIFEA DR,
HRHEQEE, S04 (Cisco Secure Firewall Management Center ¥ 7L B 45 ) -

EEIEA L E AR Threat Defense Virtual 32451
T ZAE A BE RO 38 T 25 21 R E L WAN A0 28 1 T AT Threat Defense Virtual SEf . & A]
DL By S o SR s R T 2 X 251 )
Before you begin

o FFIE Azure FEHL WAN H0H 538 1 BE Threat Defense Virtual SEW 14 B0 A 1P #ohik. ‘& T
FEAE B U AT S

o LEFHAPLOEIE AL ES RIS YL.
o BT R SN o 15 S ) ) S Ay n) 3 11 SR
o LEH LT 558 Threat Defense Virtual 3 [8] 612 i) FMC 1E M4

Procedure

P11 EREH L.

P2 KRERRE > BREERE.

FHIE3 AR (Add) > &% (Device)

LA AP OIS E ) Threat Defense Virtual S 28 F 1P ik,

$I1E5 3 Threat Defense Virtual SZ41 ¥ 5 7 2 75 -

FIE6 M ANBALEP LT E Threat Defense Virtual 1 7] 61 23 i85 2 A0y 5 E AR 2R SR

7€ Azure E#3E Threat Defense Virtual .


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/get-started-device-management.html?bookSearch=true#ID-2242-000007cf
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/access-policies.html?bookSearch=true#ID-2176-00000240

1£ Azure L #BZE Threat Defense Virtual |
B =s:0

$T M4 (Group) FHFIFRH, EPEE SN Threat Defense Virtual SE4 115 45 4 o

S8 NIFaIEHISKEE (Access Control Policy) 4136, ZEFFE N T Threat Defense Virtual S5 ) S A
WX T A S R (E R

P$E10  pidiEM (Register).

TEN EELE 1 2P 10, FMIAL Threat Defense Virtual 524 .

What to do next
It & Threat Defense Virtual SZ49 )42 1 o

BeERENO
T Threat Defense Virtual SEG1 )5, A Z0E A BEA O LB LA .
Azure B4 WAN SCZRF=ANEN, HORCE R
< EHEO, BAM PSR
< SMEERD, BAH P RN S ARO
s WEBEEE, M IP AMESE A ED TR .
Procedure

BB BREH L.

$IB2 2% (Devices) T .

HE3 L5 S EM A Threat Defense Virtual X7 )3 B 4R48 K45

PB4 AULESEBEON N gREE R 1 GigbitEthernet0/0.

$IES i outside fENE - MEOMATK.

$£1E6 %krh 2R (Enabled) SEHELUS %% .

$IE1  ARLXIE (Security Zone) Nz, %+ Outside.

HIB8 il IPvA SRR, D TP R,

$IE9 M IPEE (IPType) Nfusil&k, 1E#{ER DHCP (Use DHCP) 442 L& i )\ DHCP 3RE TP Hutik .
FIZ10 kP {ER DHCP FREXELIABE H (Obtain default route using DHCP) &% HE
$EN HBINKH (Default route) F5Fr A 1.

FIE12 il OK DURAFLE .

L3 HEEDER 1 22T 10 LIECEN O,
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wpnrans [

What to do next
g IO %
AEAOBEKE

AL G P 20 043 L R OC TP Hiudik, DA AR P S B VG A B
o AN 1 % o A 19 G TP bk Dk Jr A Al L ) BRI 6
o PRI 11 it ey G A D0 0% TP St A D A IR DU I e A A0 LA v 465 90 B D A ) St £
(RIER A £ o

Ao FHIAREAN12 EV) TP BN R HE AL b ik v 53190 5C TP ik

THESNERFN RN ERIE O AY MY < IP Hhtit
AR R BT “ANEE” R “ R 45 DR 5 TP Mk (Rl R

Procedure

P G,

PR 2 3K E& (Devices) > 1 EEIE (Device Management).

HIB3 Ui I IEAEH L5 11 Threat Defense Virtual S

S 4 £ > Command B3, %iX\ show interface GigbitEthernet 0/0 LIZRHIMR: M E, &%\ show
interface GigbitEthernet 0/1 DIREXP#E: ORLE FEGNME R

$IES HEDR RO 4, DUEREUA L L BAME L L) 1P sk A R i bl o
L6 il Far g R 1) 1P kA AL L
P FHCL R Rk 5 ) ST 199 G TP Mk
o BFSLANERE LR RO TP dik, S PAT L R R
f5lan: XFT GigabitEthernet0/0 (AhEB#EIT)
IP M} - 15.0.112.136
T MR - 255.255,255.128

Rk, MOCTIP kv R M 25— 1P Huhl) 15.0.112.129.

o TR O TP Mkl T BRAT DL ERAE:
f54n: X+ GigabitEthernet0/1 (P EBEEID)
IP Hihik: - 15.0.112.10
T - 255.255.255.128

7€ Azure E#3E Threat Defense Virtual .
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B oomzEnmEsies

Fk, PSP 1A (RIBEF R RIS —A> IP Hbhk) 15.0.112.1.

What to do next
A N AN 1 B o

A5 ERE OB & B H

Procedure

B EREH AL,
IR 2 # R E (Devices) > % &E£EIE (Device Management).
18 3 515 Threat Defense Virtual SZ451
S 4 L% H (Routing) > F&7SE&H (Static Route).
WS LR INEEE.
S 6 7630 (Interface) Nz g£F, % Outside.
W T e M4 (Available Network) 47 LR any-ipvd, AR5 midiiRin (Add).
LR 8 H MG 1P Huhil:
a) iy + EIARDAA I B 6 5
b) I LN G A R F UL o
¢) MFEMN (Host) M4,
d) A ORI AN F G TP k.
e) MiliR7E (Save).

A1 R ERE O BC & BRI S H

Before you begin

AR FEZR 2% 7528 Threat Defense Virtual ff) CIDR IP Hulik. #8552 (5 B A Befc & W dsie 10 .

Procedure

B EREH L,

$IE2 2% (Devices) > %&£ EIE (Device Management).
18 3 515 Threat Defense Virtual 52451

$IE 4 S E (Routing) > E&7S#H (Static Route).

WIS midiRInERE.

. 1 Azure L %[Z Threat Defense Virtual
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CEPY T |

$IB6 763N (Interface) FHuglEF, %EFE Insde,

BT WIS, DMEAISEL A5 CIDR IP MK iC & P % .
a) miihi + BIAR DA I 9 25 0 42
DREIPNCE:SOE TR v IV
c) midiE#M (Host) M.

d) HAHULE CIDR TP Mubik L HIHuhbZS )
e) MiifRTE (Save).

W8 INIMML TG, L S8 i 2 as A TR BUERD 1P Ml >k P & 42 1 o
a) i+ EIARLAA I %6 5
b) i NP ZE 0 G 1) A4 FR AU
c) miiEHM (Host) M45.
d) H SR EIS A TR GG TP Hotik. il 168.63.129.16.

U TP sk s v il ] 5 bl o

LI H N IC 1P Huhk:
a) i + EIARDAA I %6 5
b) HAXT A RRRIUEA .
¢) MFEMN (Host) M4,
d) AN CUHER AEEE  E OC TP M.
e) MiiR7E (Save).

| === E

fic & it = BX
ST DARC S i A 8 sl A 52 i (BGP), H T Threat Defense Virtual SE451 -5 /0 2 18] i A2
oo BSR B ATPAK RERL WAN A0 A 1 R 288 3 T B ) R R A (R 8 el i v o
BGP & P& hipidl, EM4i 05 Threat Defense Virtual 18 < [A] B SIS I 5 A #2462 1B 1%
FH o 11 A B ER A FOUC B 1 B e B SORAS e
K Azure JEFL WAN FITELN(E B, 1S Microsoft Azure U WAN 3CHFY.

P E ARSI

Procedure

P FREE L,

LB 2 #4218 % (Devices) > & & EIE (Device Management).
S I8 3 i Threat Defense Virtual SE4 .

$1E 4 5 (Routing) > 327585 H (Static Route) .

7€ Azure E#3E Threat Defense Virtual .


https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-bgp-overview

1£ Azure L #BZE Threat Defense Virtual |
B =mscrum

LIS LR mEER.
S$IE6 FiZO (Interface) FHrFEAF, EH Outsde.

T R N ERE L, i EEE Indde.

ST ININMMZEN % 1P Hidk:
a) ity + BEIARLAA IR B0 5 o
b) HINNS G A FRFN L .
c) mithEM (Host) M4,
d) #A IP Hbik.
e) milifRTE (Save).

/2 1 BGP &

Procedure

HE BREFE AL,

LIB2 KIRIEFGHE > HEEE.

£ 12 3 575 Threat Defense Virtual 5245 .

$®4 5 A (Routing) 2.,

HIBS i EMIRE (General Settings) R BGP.
$1% 6 %1 /2 A BGP (Enable BGP) HikHiE.

P MBI 0N AS 4T .

$E8 LTHRTE (Save).

What to do next
fid & BGP 4F )& .

fi. & BGP 4B /&
Procedure

FE1 BREHP L.

$IB2 %k BGP>1Pv4> 4BE (Neighbor).
$IE3 ik Enable | Pv4 IEHE,

LA FANERITLT R RS (AS) di's .
67 RN (Add) BLgs ik .
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sif BoP i E [

HE6 AT R BGP &[5 —A> 1P ki,

$£1E7 b2 BRI (Enabled address) & iEAE .

$£IE8  7mIE AS (Remote AS) FEBUTHIAN AS 45 .

TR EP SR (Advanced) S I ZE A EIZIIE (Disable Connection Verification) & iEAE.
B0 LGHRTFE (Save).

BN EEDR 1 EDES, 0 BGP Zutiff 5 A 1P Hilik.

What to do next
Y0UF BGP 4% FHACE
15 E BGP (&AL E

Before you begin

il & BGP % fm, WAL 215 Ll L BGP £ fE Threat Defense Virtual F1REFL WAN H0 2 (1] g
NERE

Procedure

PR FxEH L.

IR 2 KIIEPHZE (Devices) > % & ETE (Device Management).
183 il Threat Defense Virtual SE4 .

$IE 4 8% (Device) > E# (General) #4E 1) CLI.

HIBS £ _Command FEt, %A show route LL&F IR IFERSIRAS

Note
15 B 7~ BGP i 5 Threat Defense Virtual fiEHSIRE .

Bo B IZ TR ERN I e

ZLfif& Threat Defense Virtual fRFFF RS, B0 1% 42 1) A 348 £ 38 25 (ILB) 1 4 34z 1
(ZAG1E) o ILB ik TCP ufi 1 443 $UAT e PSR X8R, LLSGIESK B Threat Defense Virtual
T Y

Procedure

FE1 GxEIHDPLO.

7€ Azure E#3E Threat Defense Virtual .
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B osesns

Rk P& % (Devices) > &A1& E (Platform Settings) > #7155 #& (New Policy) > BB E1i& & (Threat Defense
Settings).

}j Threat Defense Virtual SIS EE, DUZEHZ 2| (8348 .

SRt CLVAN N R SRS

HP AR HTTP BRS5 2% (Enable HTTP Server) SEHE, SAJ57EiwE (Port) FBUHHmA 443.

il + A0 (+ Add) DLECE HTTP Hhbk,

RS RGN 2% 1P Mtk 4455

MAT F X 13i/4% 0 (Available Zone/Interface) HEFR T 75 10 1P Hutik, AR5 fidhidvan (Add) Lo I n 213E & X8/
0 (Selected Zones/Interfaces).

MiHBZE (OK).

WL R % (Devices) > & &£ & 12 (Device Management).

s B R AR EE (Applied Policies) 41 it 4 Bl b .

W& E (Platform Settings) 7413 FP ik R 5 mg

A 5 S I Y 22 4 S

AR E HTTP Ui M VELIE B, 1S HACE HTTP.

AR HERR

PL R A& H242 WAN ' Threat Defense Virtual ()5 WS 21 AR $E R -
o St EAS I HH 3 Threat Defense Virtual.
* IIF Threat Defense Virtual X 20z AT R BRI AS 25 1) 10 5. o
o JAIE Y IR AR IR AL YOG TP Mk IR
R ATERASER .
* AKJ%$% Threat Defense Virtual [f]9F RFC RFC 1918 #fi (-  4 th =  vh A4 i o 4 F k1) =l
RFC 1918 iz [l .

o BB AR B R . U SR AE B 28 Threat Defense Virtual B A8 24515 . S FJ{EITBRKEEN/NFR
ZF 23, M HUB Huht==[8]ff) CIDR /) F5%% T /23,

7E Azure FERZE 351y IPv6Cisco Secure Firewall Threat
Defense Virtual

REENFUA M Azure 17177 325 32 KF IPv6 ) Threat Defense Virtual.

. 1 Azure L %[Z Threat Defense Virtual


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-platform.html#task_2133E7672043462081102935A3042AB3

| 7 Azure L &3 Threat Defense Virtual

%F & Aure LasB 3510 1Pv6 [

X F7£ Azure L3R E S #FHY IPv6

Threat Defense Virtual 7= 5 M 7.3 EL R B S8 IPV4A f1 IPv6. {F Azure 1, %07 LLE TGP W5

“% threat defense virtual , IXAE QIR RERLNEE, (HIEHHET, Azure HIE PR DK 1537 N FH 7= b B
AL B 3L T 1Pv4 1) VNet/ 1M o BAR AT LLF-3 0 I VNet BL'E [Pve Hitil, (HIGVN 8T
1] threat defense virtual SEFIAS INEIECE T 1Pv6 T[] VNeto Azure X H AR 7L BT 58 =
PRI T SRR, AN T T I R R

JURHH Ar AL PPy k528 Threat Defense Virtual LSz FF IPve FHik.
PRAELLU T PIAOARIRI A E 2 L IPv6 #if, Forb:

BEX IPV6iEIR (ARM 1#E#R) - fi ] Azure PR HL 2 (ARM) FASGH I IPv6 FE E K 41 threat
defense virtual , ZBAR 2 AEP BT H Azure IS . ERTHCEL 5 E IR AT S 40E X1 JSON
A, AT DL B X e YRR S HL AR B SR IPV6 (1) threat defense virtual o 48 LA, i
A A S TR 2% 1 B 2 X TPve BN Azure 3%, on page 86,

YRFE TR B R T X Azure T L) VM U F) U5 W AR, LLE T PowerShell. Azure CLI. ARM
TR B, APT SRS H i AR AR o B BEAE VM L EBE X e e AR, 1T G 7 3 A4k}
VM FI95 AR . IR 2R E VM _LEBE 2 B e O, W4 BoR LR S R B

W ARFSZIELT I AR H I ke BRI A+ JF o “Tlidg ™ T H OB R AL A

AU UL R vk —7E Azare W A I gm RSS2, DUEHE S| T BAE 1 B & L IPv6 (ARM)
PR«
« Azure 1P - B Azure 1113 FAEEEE threat defense virtual 7 fb AH XTIV (1 4 R 5B 2 18 10,
FHT- 3028 € X IPv6 #5kit (ARM ARk

* Azure CLI - 1217 CLI iy 4 LS FHH T3 A e L 1Pve (ARM k) 1Igmfe i .

BEX VHD BRIEF0 IPv6 #R1R (ARM #&4%) - 7£ Azure LA/{] VHD MR ARM Bt R G
FEEWUR . MO R TE A VHD F3E R R 2% threat defense virtual o JASTHR 7R HE5 JH 1R 5 |
HFEE IS, I AT LAAE Azure b AR FIFECE ¥ ARM BISOK I SCRF IPv6 1Y threat
defense virtual . 12 [ VHD F1 H 5 X IPv6 B M Azure ¥, on page 91.

FRAE T 37 WAE B A7 H 2 X IPv6 AR 1K) VHD W%, A B e X IPv6 Bkl (ARM #EbR) K&
threat defense virtual T & B A2 .

#35 threat defense virtual FTi K HI TR U0 R

Table 4:
¥ |3z
=

—_—

LEvHXIER 8 S FF IPv6 Y threat defense virtual B Azure F1 6% Linux VM

7€ Azure E#3E Threat Defense Virtual .
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B sreasmmnigssina s PG EITA Aure 555

448 B A TG 5 G H e X IPv6 R 8 threat defense virtual B, 7 H[7E Azure |']
J8% Azure CLI I FH4m R 50 5 1 .

FRAE B, NELLN B OB
o HAT Azure 139525 WUZ 1 B 52 L IPv6 A
HA A E X TPv6 (ARM) B () VHD W,

SEHT H o X IPv6 (ARM) B H1 ) TPV S50,
Note

N 148 A TTHWUE 5 | FIRY H 22 X IPv6 BRI 3E threat defense virtual B, 4 F5 5T
LA R AS () 25 50 WA A S H . (SIS AT iy 2 KA R AF A PEH A5 B .

i3 Azure 7788 Azure CLI K #B32E ARM F5AHR .

FHEEMIZMRGESEZE B EX IPv6 fZHR I Azure &

Procedure

S G52 Azure [177

SR B X IPv6 Bkl (ARM #itR ) 5% threat defense virtual FTi% & i FE .

Azure [/ B 5 Y0k P AT ARSI BRI E 2, S8R O E TR,
$IE2 Wi Azure 1788 Azure CLI B #B82, W FAis:
1F Azure ]/ g B HET

a)
b)

c)

7t Azure BR %% (Azure Services), fiddiiTF (Subscriptions) LAY F i1 A% 3 30K Ui i .
TE ST, RUHIRE (Settings) L5 K 1 4RFEERE (Programmatic Deployment).

B Bon VM EFE I I SR 0 s, DL ACORTRIRIT F ™ o
MRS (Status) 41 threat defense virtual /= 5 M (1B (Enable), LUIREH & X IPv6 bR F 4 252 -

W3 Azure CLI i3 FH 6 1

a) ¥ % Linux VM.

b) EfTLLF CLI 4, NiBE B X IPv6 (ARM) Bk )i H e % .

FEATHATIIN, REWABAT FIRER R IR Ak

az vm image terms accept -p <publisher> -f <offer> --plan <SK U/plan>

. 1 Azure L %[Z Threat Defense Virtual
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#ERBEREWET (flan, BIEF =true)

az vm image terms show -p <publisher> -f <offer> --plan <SK U/plan>

Hrh,

* <publisher> - 'cisco'.

» <offer> - 'cisco-ftdv'

* <sku/plan> - 'ftdv-azure-byol'

EAE AT EMmES 2 EEY P SR Azre 5E ]

PUR 2 e R AL B35 Al BYOL 11 JH TH-RI 2 threat defense virtual )Mt & AR .

* az vm image terms show -p cisco -f cisco-ftdv --plan ftdv-azure-byol

PRI BT a4, DU R 5 i MR RAS S5 2 AR A PRI B

az vm imagelist --all -p <publisher> -f <offer> -s <sku>

Horp,
* <publisher> - 'cisco.

» <offer> - 'cisco-ftdv'

* <sku> - 'ftdv-azure-byol'

DL 2R R 55240 T threat defense virtual [T 3% BAG ISCAS (P 3R AF A VEAI S B — AN 2 A R 691

az vm image list --all -p cisco -f cisco-ftdv -s ftdv-azure-byol

S A4 BRI H TG IR A R HhiEFE— threat defense virtual A .
*FT threat defense virtual [f) IPv6 SZ4FulE, MEOABIIER: 73* B8 51 A K] threat defense virtual o

SIS MIEEL GitHub 474672 F 311735 A 52 X IPv6 Btk (ARM FAR) .
HIB6 M S HACCE (JSON) tr R AL H8 B8 Sk vE 4% S BT

TR T 1T EAE threat defense virtual H & B 1 B X IPv6 B S E i N (13508 2 H -

S 2 RVFBYE/EBIRY R 15 BB

vmName csf-tdv 1 Azure 1K threat defense virtual
VM i 4.

softwareVersion 730.33.0 T 3AWAG R A TR AT RRAS

billingType BYOL VFRI 714 BYOL 88 PAYG.
5 PAYG b, BYOL VFrJiE 5
H ARG, HIbE s FE
BYOL 1] H B .

adminUsername hjohn FHF-% 5% threat defense virtual [¥)
M4,

7€ Azure E#3E Threat Defense Virtual .
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g e

RVFRIE/ZERTRBI

L RA

AR IR 45K “admin”
BRI HG B

adminPassword

E28@A40iUrhx!

CERAE TR

Y A AR KN 12 3 72
N FRFF R B
B NE RS FBE, $F
RV IR TR 2L o

vmStorageAccount

hjohnvmsa

&1 Azure A7 o EATLLAE
BT Ak, AT LB By
WIAE AR o AEREIR T FAF I
LRI T 3 B 24 AN FAFZ 1] o
A S KRt & ANE TR
Fo

availabilityZone

fE F 8 T PR, 2
SEIP MR LR AE S 2 K] I TR
Dl Bl i

USRANT ZER] PR B &, 335
K HWER “0” o WIRPTIEX
WS RF AT IR D, JF LR it
MMEIERC R, GREUAUE0-3
Z I HIREHD .

customData

{\"AdminPassword\":

\"E28Q@40iUrhx!\", \"Hostname\":\"cisco-tdv\",

\"ManageLocally\":\"No\",
\"DHCP\"}

\"IPv6Mode\":

HEYE Day 0 it & 7 7] threat
defense virtual F2 LI FE . BRIA
B, ©fA LR A ERE R
BRAE X

e “admin” H 1L

* management center virtual §=

L

* T 211 management
center virtual F-H1 44 5%
CSF-DM.

"ManageLocally : yes' - X ¥t &
FLHIAE threat defense virtual & #
2511 CSF-DM.

#7] LUK management center
virtual it & 4 threat defense virtual
EEEE, WA LY 7E management

. 1 Azure L %[Z Threat Defense Virtual
88
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EAE AT EMmES 2 EEY P SR Azre 5E ]

g e

RVFRIE/ZERTRB

L RA

center virtual I #EATAH IR & By
7 Bt .

virtualNetworkResourceGroup

cisco-tdv-rg

A0 R AUA ) 285 (1) B YR 2 ) A4
43R virtualNetworkNewOrExisting
ST, W AE Y 5 A AR 2
R BRI AH F] o

virtualNetworkName

cisco-tdv-vent

JEAV W9 45 1) 44 K o

virtualNetworkNewOrExisting

new

VR 2 KR A 5 2 IO 61 3B 1) K 4L
W2, AL 1 R
%

virtualNetworkAddressPrefixes

10.151.0.0/16

REFLA 2411 TPv4 s hERT SR, (04
“virtualNetworkNewOrExisting”
WHEAN “new” I hhIH,

virtualNetworkv6 AddressPrefixes

ace:cab:deca::/48

RERUR 2% () TPv6 HLhERTZR, 104
“virtualNetworkNewOrExisting
WHE AN “new” W ALAH,

Subnet]Name mgmt N TR
Subnet1Prefix 10.151.1.0/24 BT IPv4A BTSE, 1Y
“virtualNetworkNewOrExisting”
BB “new” I NI,
Subnet1IPv6Prefix ace:cab:deca:1111::/64 FHL M IPV6 BTSSR, 1Y
“virtualNetworkNewOrExisting
BCEA “new” I hy I,
subnet1StartAddress 10.151.1.4 FHBE O IPv4 Hudl,
subnetlv6StartAddress ace:cab:deca:1111::6 B IPve Hihl .
Subnet2Name diag BAREEO 1 WA
Subnet2Prefix 10.151.2.0/24 B0 1 A IPv4A TS, V24
“virtualNetworkNewOrExisting”
BEEA “new” I NI,
Subnet2IPv6Prefix ace:cab:deca:2222::/64 B 0 1 A IPv6 §T4S, N4
“virtualNetworkNewOrExisting
WEAN “new” W AhIH,
subnet2StartAddress 10.151.2.4 Bl #e 1 IPv4 sk,

7€ Azure E#3E Threat Defense Virtual .
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SHZ TV RYME/ZE B Ry IR 1 AR
subnet2v6StartAddress ace:cab:deca:2222::6 RO 1 1Pve Huhik,
Subnet3Name DR B 2 T A HK.
Subnet3Prefix 10.151.3.0/24 Bz 10 2 7 IPv4 HTSE, 104
“virtualNetworkNewOrExisting ”
WEHN “new” INAHLIH,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 O 2 T IPVe HI4E, 14
“virtualNetworkNewOrExisting”
WHEAN “new” I AbIH,
subnet3StartAddress 10.151.3.4 HyE O 2 IPv4 ik,
subnet3v6StartAddress ace:cab:deca:3333::6 ¥HEdE D 2 1Pve Hulik,
Subnet4Name BB B 3 T AHK.
Subnet4Prefix 10.151.4.0/24 B0 3 P IPVARTSE, U4
“virtualNetworkNewOrExisting
WEN “new” INALIH,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 R 3 TN IPVO 7T 4:, X4
“virtualNetworkNewOrExisting ”
WHEAN “new” I AbIH,
subnet4StartAddress 10.151.4.4 HyE O 3 IPv4 ik,
subnet4v6StartAddress ace:cab:deca:4444::6 D 3 1Pve Huhik,
vmSize Standard D4 v2 threat defense virtual VM [ K/,
Standard D3 v2 A ERIAE.

HF1E 7 i H ARM FE T Azure 1) 8 Azure CLI #4528 threat defense virtual [5 k5% . 45 CH4E Azure _E3B3 ARM Bt 1K)
SR, WESHE LT Azure S0HY:

« ffifH] Azure ] BRI E ARM FAR
* ik CLI 8 A ARM AR AR

What to do next
BN OR 120 BRI e T 18 PR 1) BEAR

. 1 Azure L %[Z Threat Defense Virtual


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

| 7 Azure L &3 Threat Defense Virtual
f£F VHD %13 2 X 1Pv6 stk Azure 52 [

o O B A E IR 28 (EnableL ocal M anager) 7 (No), zWif&#4i F Cisco Secure Firewall
Management Center K% B threat defense virtual; 152 i {# i Cisco Secure Firewall Management
Center K4 ¥ Cisco Secure Firewall Threat Defense Virtual.

o RN B A ETESE (Enable Local Manager) iL# 2 (Yes), MIH4d HI4E ¥ Cisco Secure
Firewall ¥ £ 5 P28 K42 PH threat defense virtualthreat defense virtualthreat defense virtualthreat
defense virtual; %2 % H Cisco Secure Firewall ¥ £ & PR 3% 1B P Cisco Secure Firewall Threat
Defense Virtual.

I AMA] B BRI T MEIR , 152 R W1 5 B Cisco Secure Firewall Threat Defense Virtual,

{3 VHD 0 &5 £ X IPv6 1R M Azure Z[E

AT LMd ] Cisco $2 it A0 45 VHD W%, €)% 3 i) B 2 X threat defense virtual BSR4
T VHD R AAR %628 threat defense virtual .
Fra Z Bl

o BEFT 4 ISON BEMRHAH Y. (FJISONZS A,  LLEASA] VHD Hil ARM B8 (AR 7E Github |36
% threat defense virtual , & 7] DLAE TR B 48 26 S dn] #4) AR S 20 M 130 .

o R EAE B Azure I Linux SERNL. B 1@ B AH A G I Linux EEHHL ()40 Ubuntu
16.04) &4 VHD MR AL S Azure. LRGSR E I 7522 50G WIAEaE=S 0. TH., M
Azure ") Linux BERINL FAER] Azure 1745, FALRI At 23 bR,

R TR B, BRI AR
* fifil] Azure CLI €% Linux JEFUHL
o 1T Azure ']/ U7 Linux MEFUNL

* Y& Azure VY, 1B NAZALETLESE threat defense virtual 47 B EAG v FH BIAEEK 7 .
bUE

L1 M Cisco FEHAKATF LT (Cisco Download Software) T 2% threat defense virtual Jk4i VHD BRAZ (*.bz2):
a) SHE @ > 'E > S > T—RB5 A (NGFW) > Cisco Secure Firewall Threat Defense Virtua.
b) i Firepower BLAREHIER 4.

LML AR
Cisco_Secure Firewall Threat Defense Virtual-X.X.X-xxx.vhd.bz2

S 2 PATHE A VHD AR YR Azure #5538 5 IR 2 RHEE 8,
T3 LT BENXERE (Custom deployment) UL [ T 1) 448 S 80 (Edit parameters). &4 Ak B XIS HH

7€ Azure E#3E Threat Defense Virtual .


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-ftdv-azure-gsg.html#id_82702
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B 5 VD A X 1PV RS AR M Azure B

a) AhinE s (Load file), #RJ5 I E] H % X threat defense virtual S5 . 2  Github F{F ] VHD fl H
5E S IPv6 (ARM) B4 1] Azure threat defense virtual #2875, 85 R] DAEIX HL 4R 2143 O Wl 44 8 AR RN S 504
e

b) IR E L ISON ZEABSRG B 5 L, SRS s AR TE (Save).

TRNE T IBTEEAE threat defense virtual #8251 H 52 X IPv6 AR S £ FH 4 N 3 8 -

SH A S BIE/RE R R 154 BA

vmName csf-tdv 1 Azure 124 threat defense virtual VM
(e

vmImageld Aoy S fenesony femegupras poids/| 1155 S ) ID. 75N,

Microsoft.Compute/images/{image-name | A yyre KA YE 5 — N JE ID M6

1K o

adminUsername hjohn JHT-% 5% threat defense virtual [F) ] /7
Ho

AR AR 2K “admin” , 1%
RO A E TR .

adminPassword E28@40iUrhx! (ERLRE N

ARG DAL N 12 3] 72 7
R A o N R T ARSI/ =
INERUREFBE B TR R A4

o
vmStorageAccount hjohnvmsa &1 Azure £AAfMKR T o ST LAAT IR

AAEREI T LB 77 R
Fro AEREIC PR AEO K B AA T 3
8124 MELI. BALA I
NG TR

availabilityZone 0 fia e T B e PRI, AL
BB AE 45 5 1) AT P X s )
.

WA TR ZEn] PRI, RS
WHEN “07 o WHERITIEX IS R ]
XS, IF BBt e I E A G
o CGLIHLIE 0-3 Z (7] 4

0 .
customData {\"AdminPassword\": BI{E Day 0 fiL & (7] threat defense
\"E28Q@401iUrhx!\", \"Hostname\" virtual %{/ﬂ\:m%ﬁg&o Eﬁu\lrﬁ{ﬂ“ﬁ‘, 'E’

:\"cisco-tdv\", \"ManageLocally\":\"No\", LA FjAg—ﬁaﬁE@%fﬁXﬂ’

\"IPv6Mode\": \"DHCP\"}
e “admin” F /50

. 1 Azure L %[Z Threat Defense Virtual
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P VHD F1E = IPv6 ik Azure 558 [

g e

RVFRE/ZRERTRB

152 A

* CSF-MCv ¥ ¥4

o T CSE-MCv M4 5%
CSF-DM.

"ManageLocally : yes' - I i & % H
{E threat defense virtual & 223 ]
CSF-DM.

0T LLKE CSF-MCv it # 4 threat
defense virtual & ¥ 8%, AT PLATE
CSF-MCv F#FA T AH [ e & 75 1) 7B
PRI

virtualNetworkResourceGroup

csf-tdv

A5 REAU I 2% (R B IR AL R A4 PR 2R
virtualNetworkNewOrExisting 2 ],
D SHbAE R 55 DA A 2B e 3 1) B VR 2
AHIA o

virtualNetworkName

hjohn-vm-vn

AR 25 K1 44 F o

virtualNetworkNewOrExisting

new

LRSS R A 2 i I 1 T ) R AL A
2%, IR HIEUA I R I 45

virtualNetworkAddressPrefixes

10.151.0.0/16

R LI 2% 1) TPv4 Mk RIS, 124

“virtualNetworkNewOr Existing”

BH “new” B AILIEH,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

FEFUPI 25 (1 TPve HUhERTSR, 1024

“virtualNetworkNewOr Existing”

BN “new” WA,

Subnet1Name mgmt-ipv6 T AR
Subnet1Prefix 10.151.1.0/24 N IPv4 BTSE, Y
“virtualNetworkNewOr Existing”
BN “new” IN LI,
Subnet11Pv6Prefix ace:cab:deca:1111::/64 BT M IPv6 TS, 1Y
“virtualNetworkNewOr Existing” %
BA “new” I A,
subnet]StartAddress 10.151.1.4 R IPv4 HubE,
subnetlv6StartAddress ace:cab:deca:1111::6 O IPv6 Hitl,
Subnet2Name diag BB 1 T4

7€ Azure E#3E Threat Defense Virtual .
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SH A SRVFHIE/ZE B R TR it AR
Subnet2Prefix 10.151.2.0/24 Bz 1 7 IPv4 BTZR, AN
“virtualNetworkNewOr Existing”
BHA “new” I RyAhiH,
Subnet2IPv6Prefix ace:cab:deca:2222::/64 e 1 M IPv6 §iiZ:, X4
“virtualNetworkNewOr Existing”
BN “new” IhIAIHE,
subnet2StartAddress 10.151.2.4 om0 1 1Pv4 ik,
subnet2v6StartAddress ace:cab:deca:2222::6 ¥ 1 IPv6 Hilik,
Subnet3Name A B 2 TR,
Subnet3Prefix 10.151.3.0/24 B0 2 7 TPv4 BTZR, 1024
“virtualNetworkNewOr Existing” ¥
BHA “new” I yAhiH,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 BndE D 2 M IPv6 §iiZ:, N4
“virtualNetworkNewOr Existing”
BN “new” WOhAAIHE,
subnet3StartAddress 10.151.3.4 im0 2 1Pv4 ik,
subnet3v6StartAddress ace:cab:deca:3333::6 ¥ 2 IPv6 Hilil,
Subnet4Name AR Bm0 3 TR
Subnet4Prefix 10.151.4.0/24 Bz 3 7 TPv4 BITZR, 1024
“virtualNetworkNewOr Existing” ¥
BN “new” WAIAIE,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 e 3 M IPv6 §ii%s, 04
“virtualNetworkNewOr Existing”
BN “new” B hAIH,
subnet4StartAddress 10.151.4.4 im0 3 1Pv4 ik,
subnet4v6StartAddress ace:cab:deca:4444::6 ¥ 3 1IPv6 Hilil,
vmSize Standard D4 v2 threat defense virtual VM k7N,
Standard D3 v2 M ERIME

HE 4 i ARM FAE T Azure ]2 8 Azure CLI #4528 threat defense virtual [55 k5% . 45 5H4E Azure _E3B3E ARM FAR (1)

SR, WS LT Azure S0RY:

* f# 1] Azure '] QUL AT E ARM Fiti

. 1 Azure L %[Z Threat Defense Virtual


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
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Threat Defense Virtual BR{5 % 3 .

ik CLI 8 A ARM AR

T—5 Mt 4
* 7& Azure T 5 threat defense virtual £ IP Bt & .

Threat Defense Virtual B /% R BB

0] LULE Azure [7])7 045 B 8 mIe% 60 R 348 threat defense virtual.  RZUER B 2 A RS EIR K 2
1 threat defense virtual BRA% SE4

Threat Defense Virtual 'R B2 {4

{17k threat defense virtual S B WL Rt RIS 2 threat defense virtual A1 FSIC $WAT A0 ¥R )2
e, AW oK PR M 4 S A0S RS AA A I Ta) o PR R G A0 T T 78 (R B8 AT threat defense
virtual FJUGJE SIS FE, IS FRAE WUR RE 68 FT AR S I O BT SLA A ER O R 1 R S A
KHE— ID (UUID. J74%5) o it FEAT B T4 % threat defense virtual [f1)3 8l 1], IXTE Auto
Scale 8- 2 G H L,

MITE 1% 617 Threat Defense Virtual [t BBBR (&

Procedure

Threat Defense Virtual W% G 2 4F Azure |17 & 1 threat defense virtual SE45] B IUA FE & A%
HIEFE

Before you begin

TS ZRIE 1K PR/ ) VHD WU FA% 3] Azure 171/ Linux VM ) Azure /760K 7 I 284% 01
& threat defense virtual JiAS 7.2 55 @ FRAS B WUR . A7 0B/ VHD VRS R, 3
Z[{ M Azure {8 ] VHD FIE JEA MG E, on page 16.

AR EHE T TR AR PR R 1Y) threat defense virtual SEEVF T BT B35, )40 & B b0y B 34555
BLIER N

S 3 Azure [])7, AP AIE T threat defense virtual S HFLE LAE

Note

RIS THRIE HI Y threat defense virtual SEGIARTE M 2] 45 HAy, RECE PUE T HABA AT BLES,  oRIE AT iC

KEWDAEE P

SR 2 #HEIRAE (Resource Group), #AJGIEFE threat defense virtual SZ4 .

7€ Azure E#3E Threat Defense Virtual .


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
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B =555 128EE Threat Defense Virtual 5275

WIE3 il threat defense virtual S 1) ST UL FIFEBITIESI & (Serial Console).
FIRA A LL N ALK shell Is AT PR IRBERE -

> expert

admin@FTDvbaseimg:~$ Sudo su

root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

TEIAFEH] prepare snapshot A I, REEBAR—4&TIHHEE, FREHNPATIEA. 12 Y ST
EE??y %&ﬂjgl%Eﬁtﬁﬁ4%ﬁ§%§ﬂu—f (@utﬂroot@firepower:/ngfw/var/common#prepare_snapshot -f) , QL@EfIFH}h
AT B I AT A
PEIIA 2 R 55 threat defense virtual SEBIOCHRHI T AATHCE . CHAE MHENE . CRCE RS BLES A UUID. AbF1 58
J5i, threat defense virtual SZ41%5 2]

LS i3k (Capture).

$IE6 71 0IiZMR& (Createan image) Ui, MiZiEZE (Resource Group) #4114 b BEI0 A7 %5 Y 2H B ) B A Vs 41

LB mlREHEMER (Instance Details) #7301 1IE, {(NIHIXIEEBE (No, captureonly amanaged image), XA +E
EWZ .

WIE 8 NI H threat defense virtual SE{51 FFE T WUG A BB BIME S it 4 TR
LTI HEHEE + 612 (Review+Create) LA 4 threat defense virtual SE451 1757 PR I L%

What to do next
Aef FH o JHE A5 3515 282 threat defense virtual SE4] . 175 2 [l 48 F 4% 4 351 28 Threat Defense Virtual SE44

{& F 1% R BB ZF 2 Threat Defense Virtual 32451

Before you begin
Cisco # I LA N EAE:
o B\ PR (% 0] H] T threat defense virtual SE41 .

Procedure

LB BB Azure |17,
PR 2 S A T LR K 2R 1D
Note
Azure 2N FEATEYE CPURBLEGD KBE— P88 ID. 355 threat defense virtual SE451 75 2L FBLE 1) 755 1D
a) TE Azure [ 17, EHERE (Images).
b) EFEEAL T WG O i ) PR R AR
c) iR (Overview) g WG &M

. 1 Azure L %[Z Threat Defense Virtual
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SRR {% TRIBERE Threat Defense Virtual 251 [

d) ¥ ResourcelD &l 38yt . ResourcelD WHEERN:
/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider M icrosoft. Compute/<container >/

<vhdname>
IR 3 PR 4R Z5 2 threat defense virtual SEH . 1523 N Azure 7 H] VHD FIFE IR, on page 16,
Note

s LA threat defense virtual %1l 51247 CLI 14 show version 1 show snapshot detail, DL T fi#8i25 [) threat
defense virtual S5 )RR A FIPE4R (5 L

7€ Azure E#3E Threat Defense Virtual .
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