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threat defense virtual ¥ £ A HA $17) H 21 [ 7

* BICTTFAEH 42 10 4> threat defense virtual #2115 % TREAFTEAT A 80, X FH1E threat defense
virtual Be & R AR H R AT .

IR, FERRE S, BORRER T 2 AR S IR EAUN L. WURAEMN R AR 21,
WA 2B R AU LT B T4

AT AR O B O OB A e 1, AR R . R LR S L A E A TR A
DAL G S AT i BEAE R G e PO L AT B o W, R s vl R T, AN SR NS 4 1 gk
AT BB Pria) . A SR A B AL T ) C B O LI TEAIAE L, 1 21 Cisco Secure Firewall
Threat Defense 742 2% (] configure networ k management-data-interface #74>

3

* 1t threat defense virtual P FS % 1 sl D45 e w1 i o 43 FH ) ESXC i 11 AL FR) YA RESULRY
(PRI, 20 A — AN R R A TS S EATRER, 55— M A EATEER . X
LA BRI LAH H. ping B Threat Defense Virtual = 7] VL (HA) 88 E 12T B b 51

2RiARY VMXNET3 3 0

|

EZEZEI  Threat Defense Virtual 7F VMware [, WURGIEBLIES, WERIAY vmxnet3 820 . SCHT, BRAEN
€1000. WIEREEAE M 1000 F2 11, FRATSRZUE WG . vimxnet3 B4 XS 45 F1 1 2% 4b B 5 ESXi
RERINLNEFERE P AL, DRG0 (4 08 S B A3 o 4 1) 0 288 P it

* vmxnet3 IKBFEFHE A BEFE O . AU LR MG RC s A nie & B #iE 0. — M+
FE BN, MR TN
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| # VMware %3 Threat Defense Virtual
grensrs [

o X1 vmxnet3, SERMECEAT IO DL vmxnet3 2842 IR B VMware vCenter & 3 1) 3=

Wlo FEAEMAr 0 BSXi by, LA 4445 A28 n 21 2 A7 i 4
i VMware vCenter & H# E LI, A LLMAL'E CDROM ) XML 1 $R B E A Y o
Bl T3 LA A threat defense virtual 55 3] MAC Hulik 5 M VMware fic

Py

M7 ESXi iF, HE

BT HERF MAC Hihl, E M 442 1 1R .

T RAHIR T threat defense virtual i

i@ HF vmxnet3 FT ixgbe # 1 H W 451G AL 28

PCI Rtk () e ML 3

PSR Z% AT H A 4 25 1 —

k.
& RN S BTG HIRRST - VMXNET3 #1 IXGBE
P 28 32 i 3% iR ) 2% B R M 4% ThgE
I 2% S T % 1 Management0-0 Management0/0 e
90 £3% T A 4% 2 DR B PE Py RAE A DR B LA DR B LA
) 2% S T oS 3 GigabitEthernet0-0 GigabitEthernet0/0 AN E R
X 2% 3 Tt B2 4 GigabitEthernet0-1 GigabitEthernet0/1 oA 3 B
W 2% 3 T 28 5 GigabitEthernet0-2 GigabitEthernet0/2 ¥R (k)
P 45 TG 2 6 GigabitEthernet0-3 GigabitEthernet0/3 B E (ATk)
X 25 3 TiC s 7 GigabitEthernet0-4 GigabitEthernet0/4 ¥Ry (k)
P45 G 2 8 GigabitEthernet0-5 GigabitEthernet0/5 B E (ATk)
W 2% 3G T 2% 9 GigabitEthernet0-6 GigabitEthernet0/6 ¥Ry (k)
EESTREAR) GigabitEthernet0-7 GigabitEthernet0/7 B E (ATk)
IXGBE #: 0
* ixgbe WXANFETAEFH PN B4R 10 AT PCL A& ARG B o I 1. — AN Tl A B/
WM —ANRE T AT g
 %FF ixgbe, ESXiF& %K ixgbe NIC % £F ixgbe PCI #£45. IHt4h, ESXi-F& it HAT 5 HF ixgbe
PCI B4 BT (145 € BIOS AL E 2R A7 R, IS B Icks d\ﬁi**%}%

« X T ixgbe R, RGANSHF “HeH” A1 “ERSPAN #3)” PIAhRAL, iX & i T % MAC

Hodik i ) VMware BRI TS
o IKFNFE P AN HF threat defense virtual (K48 (HA) ¥ .
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B s vmnens o

E1000 3210

| o

EZEZEI  Threat Defense Virtual 7 VMware [, WURGIE B LIES, WERIAY vmxnet3 820 . JCHT, BRAEN
e1000. WIREAE 1)L e1000 8211, FRATBZUEWE DI . vmxnet3 ¥ 5 KB 45 AW 2 4b 2 55 ESXi
FEFUNUIR A FE P EE R, DR A P B 2D (1) W0 905 - B A B e 1 9 285 2 i

o W RN threat defense virtual T2 F) 6.4 I 1000 #2110, NN e1000 22 10 B4 4 vmxnet3
o ixgbe #10, PASZILTE KA PI 4 A &

TRAEA T threat defense virtual 37 H T 2R 1A 1000 42 11 1H) P 253G o« VR X280 H b X 28 1) — 20k .

R 6: R 45 5 B AR 45 BIBRET - E1000 4% 0

P 28 & Fic 3% R P 2% B R 2% DgE

oA £ 3 TiC e 1 Management0-0 Management0/0 T

POH) 2% 3 TiC 2% 2 GigabitEthernet0-0 GigabitEthernet0/0 BN

I 2% 3 i 22 3 GigabitEthernet0-1 GigabitEthernet0/1 R

o) 2% 3 T 2% 4 GigabitEthernet0-2 GigabitEthernet0/2 AR E (LFE)
W 4% 3E Hid 22 5 GigabitEthernet0-3 GigabitEthernet0/3 HiEmE (k)
W 2% 35 L 2% 6 GigabitEthernet0-4 GigabitEthernet0/4 ¥R E (Arik)
I 4% 3 Fid 28 7 GigabitEthernet0-5 GigabitEthernet0/5 HiEmE (k)
W 2% 35 Bl 28 8 GigabitEthernet0-6 GigabitEthernet0/6 ¥R E (Arik)
W 2% & Fid 22 9 GigabitEthernet0-7 GigabitEthernet0/7 HiEmE (k)
W 2% 3G T2 10 GigabitEthernet0-8 GigabitEthernet0/8 AR E (k)

B & VMXNET3 1
| &

BEEFRWM O 6.4 WUATFR, A BRI &, VMware [ threat defense virtual il Management Center
Virtual BRI\ N vmxnet3 #210. SER7, BRIAME e1000. 1R AEAL I /2 1000 #:11, FRATFREIEIN
&Y . vmxnet3 B#F UK ) 5 M1 R 2 A0 3L ESXi AU LIS PR P A i, DR HASE F 5/ 1) 3 5 4
PETE LT 1) W9 2 1k e

0 1000 4 1Oy vmxnet3, AZUIERITATEZ . SRR AEH] vmxnet3 XEHFE ) BB 24
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wmzn ]

BT DAEAE PR SN 0 (Plne 4 B0 BAEHT 1000 211, 7EILS2 4l i a4 B AEH]
vmxnet3 #£1) , HAREAE R — BB TRG TR O Balist BRI PTA 1B DR B 1
WA RIS

g2

S 1 WiJT threat defense virtual Y Management Center Virtual v & H1HLJH .
BUH S, 20K P R A5 HL IR
SR 2 A4 5 G P 1) threat defense virtual B, Management Center Virtual T340, SR 5% #4418 E (Edit Settings).
PR3 IEPEH I MEERC RS, ARG IEF IR (Remove).
A SUER (Add) LT IR INEE 4 el S (Add Hardware Wizard).
HIE 5 LUK MIEE 28 (Ethernet adapter), #RJ5 fidi T—3 (Next).
LR 6 EFE vmxnet3 IEHLAE, RS ILEFEMIEARAE
S I8 1 X threat defense virtual T # 0 =L _FikiEE.

T—¥#ita
* M\ VMware # il 5 #2318 threat defense virtual 5 Management Center Virtual HLJf .

NhnEO

HE threat defense virtual ¥ 85I, 2 T ABCE 10 ML (L AME RO, 1AM B0 DALy 35
AR 8 NIRRT o WRAINESMNA IR O, 150 TR M & L B EA Y B R4, T HAE
A B AL B AN — (17 I B VLAN,

A

TR BABRS RN INZ A BRI, ARG threat defense virtual 2 H BRI EAT. 45 ERNLE N
O, B E5E4 5 threat defense virtual Bl & . B & A ME—1R B ANZE 105647 78 5 PR 10 99 OG5
Ho

WIS T 24 threat defense virtual ¥ %10 B 5 2 W EEHE LI 454K, ABSEAR b7 SH P IZM L
BT DL B I RE ML, T Id FH (Cisco Secure Firewall ¥ 45 & BLAs i B 45 /) A “HE
L e ” #)7.

%F VMware £#3E
AT LI threat defense virtual 3755 BT ) ESXi R4S 8% W34 vSphere vCenter, U HJ LA ]

vSphere %% ' iy 5 vSphere Web 2% ' it AT 38« B T)H % threat defense virtual, #&N1Z#7& VMware
A1 vSphere, {445 vSphere M. ESXi FHLEEMECE, LA RN & E
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7£ VMware B Threat Defense Virtual |

Threat Defense Virtual % T~ VMware i  FFBUE A 0 (OVE) JEAT40 K, X2 —FhT QORI % 1
UL RRAE 77 . VMware 3412 PP I vSphere MEAUNLI J5 i Bl o IR AT (W) 5 v e T- 2
DRIZR, 4] 2 Bl Tt ) RS R 2 28 DL R AR ST H bR

VMware vSphere Web %5 )7 it Il vSphere %% J S # i 4% vCenter JIR 55 4% ESXi EMUFIHEFUALIK £2
. il vSphere Web %% iiii fll vSphere %% /7 %ifi, 1] PLZEFEIZE L2 vCenter JIR 45 4% . 1H 1L vSphere %
Frig, 0] LLMATAT Windows R 48 FLE:IEH: 2 ESXi. VSphere Web %% )7 i Fll vSphere %%/ Jifg 2 B 2
vSphere T J7 K LG . SN TSR A SIS G U ) B .

]I vSphere Web & /7 i {ff H T & BELNRE . W It vSphere %5 7 o A FH HL P (035 0 DO RE

i £ i F2 7

PUR AR T 7E ESXi ML L2 threat defense virtual ) TAEHAE

@ Downlqad
Local Machine O\E,,S:)?ille
Template
® ® o @
ESXi H (O_p tional) (O\;;élroifga/) ) Deploy the
st Hypl?elrstﬁkrj;:dng T cpusupot 7 threat defense
(5)
Complete the
Threat Defense initial
Virtual CLI configuration
Management @ Manage threat
Center defense virtual with
or the management
Device Manager center or device
manager
TE=[8) FIR
(1) AR N3 ESXi OVF #iit: M Cisco.com N IFBURE LA X
&, (OVF) A4
> ESXi F#L (M%) RGESK: NIZAT threat defense virtual ¥ R & 2% A
3 ESXi F4l (k) A& ER: i Linux fy 417 3KH CPU f¢F (AR
RAER.
4 ESXi F#H1 [n] vSphere ESXi T-H1#% Threat Defense Virtual: £ A
ESXi FHL ¥ threat defense virtual ¥ 4% .

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6


http://software.cisco.com

| # VMware %3 Threat Defense Virtual

I 23

HO
;ﬂ.
H

G

=l
El

TiE= (8 LI
{fg\-} Threat Defense Virtual | i [f] CLI 52 i Threat Defense Virtual ¥ : 15 4# ] ESXi
CLI OVF Fti i, WAZiffi ] CLI k¥ threat defense
virtual .
(6) EHPL BB A LSS | B EE threat defense virtual:
bR

* {# ] Cisco Secure Firewall Management Center 2K & 2
Cisco Secure Firewall Threat Defense Virtual , 2 409 11

* fiFf] Cisco Secure Firewall 1% £ & P #% K4 Fi Cisco
Secure Firewall Threat Defense Virtual , #% 427 UL

PN AL B8] T 7E vSphere vCenter |3 threat defense virtual [ TAEJiFE.

@ Download
\Y|

Local Machine OVF file
Template
0 3 (@)
—/ ? >/ P _/
vSphere (CD)QZ%E y (O’Jgﬁfgal) Deploy the
vCenter Hyperthreadng CPU Support B Ihree\llthfj;ense
@ Manage the threat
Management defense virtual with
Center or Device the management
manager center or device
manager
TE=08) PR
1) AU THEHL N4 VIOVF #54i: M Cisco.com &I HUE LA 2 (OVF)
= B
2 vSphere vCenter (AIIE) RGEK: NIZAT threat defense virtual [ R4 4%
FHBLZEFE
3 vSphere vCenter (ATIE) ARG AEA] Linux fr 473K CPU A1 )4
KAw Bo
4 vSphere vCenter ] vSphere ESXi =ML % Threat Defense Virtual: 7E A
ESXi TEHL_L#83% threat defense virtual W45 .
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7£ VMware L %FZ Threat Defense Virtual |
. 4% Threat Defense Virtual £ || vSphere vCenter

TiE=08) PR
(5) EHPLE A E S | B2 threat defense virtual:

* {# Ff] Cisco Secure Firewall Management Center >K & 2
Cisco Secure Firewall Threat Defense Virtual , 55 409 1T

* ] Cisco Secure Firewall 1 £ FE 2% K4 i Cisco
Secure Firewall Threat Defense Virtual , 55 427 71

1% Threat Defense Virtual Z}3:Z Z!| vSphere vCenter

IR L 1] threat defense virtual B84 5% ] VMware vSphere vCenter. & 1 Ll | VMware Web
Pt (8 vSphere 2% P i) #B5E FINCE threat defense virtual 11541,

FHia Z |l

* 3% threat defense virtual Z {if, % AZI(E vSphere HRLE 2/b— MWL (HFEED o

oK
LIF %55 2] vSphere Web %} % (5Y, vSphere %5 )7 %) o

1
SIE2 N X > EE OVF 484, {liH] vSphere Web % Fuiii (B vSphere 2 i) #2E Z Wi 4 OVF Bl SC 4
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— vSphere Client O\

¢ B s32s01v032-datacenter ! ACTIONS

1] @ @ Summary Monitor Configure Permissions Hosts & Clusters
v $32s01 Actions - s32s01v032-datacenter Hosts: 1
v s32 = Virtual Machines: 4
0 s - Clusters: 1
1] Networks: 24
] Datastores: 3
& New Folder >
©  Distributed Switch >

.| &% New Virtual Machine...
b Custom Attributes A
& Deploy OVF Template...

h Recent Storage >

v Details v Initiator

Task Name Edit Default VM Compatibility... Status
& Migrate VMs to Another Network...

Move To...

No items found

Tags & Custom Attributes >

BEEPRE B “350°8 OVE Bkl ” 17 5
$IB3 WS RG] OVF BREALE, KRG T —.
¢ threat defense virtual VI OVF B :
Cisco_Secure Firewall_Threat Defense Mirtual-VI-X. X. X-xxx.ovf
LR, XXXexoox o ) N B AA RS SCAF P RRAS T ) SR A S
LIEA4  {EAFRFALLE (Nameand Location) GLH, HIALTE AR, SRJE (RS P I B2 8 threat defense virtual [
(B CENLEERD) , ARG AT —3% (Next). ZFRTENG S0 b ah i —, 2 Al LI 80 N 74

1 Select an OVF template Select a name and folder x

Specify a unique name and target location

2 Select a name and folder Virtual machine name: Cisco-TDV-TEST|

3 Select a compute resource

Select a location for the virtual machine.

4 Review details v $32s07-vc.cisco.com
b (1] s32501v032-datacenter

CANCEL BACK NEXT
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. 4% Threat Defense Virtual £ || vSphere vCenter

VSphere Web & 7 diig 71 AL B 2R FEE R R ALUZ . 52 vCenter IR 55#5 8 EHLH T-HEFEE XS
IrEEER . BEIREERIETE vCenter IRS528 BT 2 M6 5

LIS FHIRIFEPIEMIZIT threat defense virtual () 7550, SR 5 & T—H.
1 Select an OVF template Select a compute resource X
Select the destination compute resource for this operation
2 Select a name and folder v [ s32501v032-datacenter
Y (] $32501v032
——
Compatibility
+/ Compatibility checks succeeded.
Pk s
POYEREQ S BRI, REA & Bon b i .
PB6  Ah OVF BMRIEME R I IFRAE OVF B R G744, WA, HERIRT . FEOU/N BN |

Wa i =%

Deploy OVF Template

1 Select an OVF template
2 Select a name and folder

3 Select a compute resource

4 Review details

Review details

Publisher
Product
Version
Vendor

Description

Download size

Size on disk

No certificate present
Cisco FTDv
7.7.0

Cisco Systems, Inc.

Cisco FTDv

Cisco Systems, Inc.
170 West Tasman Dr
San Jose, CA 95134
USA

1.5 GB

1.1 MB (thin provisioned)

29 B 2D rthisl aravicianad)

CANCEL BACK NEXT

B LBEN 2 BoR R Z B PIFRIIMNOAE . AAKE OVF BRIV B (X VIO | i Z RSV ]

ik, AR T—%.

SRS

T BLE Ui, A BLE EIUP K SRR vCPU/WAFE IR A, RE AT T—5.
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Deploy OVF Template Configuration X
@4 Core/8GB Description
1 Select an OVF template Use this option to deploy an FTDv
O g core /16 GB with 4 vCPUs and 8 GB of memory.

2 Select a name and folder O12Core /24 GB

3 Select a compute resource O16 core /3268

O32cCore/64GB
4 Review details

5 License agreements

6 Configuration

CANCEL BACK NEXT

EEEW
B ) threat defense virtual EL A5 7 ) vCPU F A7 %
PR EFEAAR RN AL E

1 Select an OVF template Select storage %

Select the storage for the configuration and disk files

2 Select a name and folder Encrypt this virtual machine (No encryption policies available)
Select virtual disk format Thin Provision v
3 Select a compute resource VM Storage Policy VAN

Disable Storage DRS for this virtual machine

4 Review details

Y | Storage Y i Y isi Y Y Y
) Name Compatibility Capacity Provisioned Free Type Clust
5 License agreements
| B 532501n032-lun0 == 1,023.75 GB 376.25 GB 875.23 GB VMFS 6
6 Configuration O E 5$32s01n032-lun1 - 1,023.75 GB 185.16 GB 985.26 GB VMFS 6 s$32¢
O | B scratch - 395TB 3511 TB 4387TB NFS v3
7 Select storage
m 3items
Compatibility

+/ Compatibility checks succeeded. ‘

FESE T b, T DU H AR SERFE N COECE (A A Rk B . R UL B SR B PRGBSO At A
Datastore o #EFF—NEWRIEIEFAG, IRV TE B RS St .

PR N RFEBEEARN T oL iess #EEN A RIUNUEMNLE, R)5 il T—5.

I Rk $ 2 & B ED (Thick Provisioned), 23 r RIS BC TG A% . 0 b £ 45 BT AES (Thin Provisioned), 47t
B 5 N M RGBS I B 3% 75 Tl o G 1] R T 3 T 4 R A 8 5 1) 3 S8 N 1) o

PEEN AL RFMEE T, K OVE BB E 1 W 25 s BNR5 b g R 4%, SR i T—4.
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Select networks X

Select a destination network for each source network.

1 Select an OVF template

2 Select a name and folder

Source Network Destination Network

3 Select a compute resource

Management0-0 $32s01v032-1501 v

4 Review details Diagnostic HOLDING v

GigabitEthernet0-0 $32501v032-1502 v

5 License agreements

GigabitEthernet0O-1 532501v032-1503 v

6 Configuration

GigabitEthernet0-2 $32s01v032-1509 v

7 Select storage GigabitEthernet0-3 $32501v032-1509 “

GigabitEthernetO-4 $32501v032-1509 v

8 Select networks

GigabitEthernetO-5 532501v032-1509 v

CANCEL BACK NEXT

ififRF Management0-0 42 1 e R ] DL BRI U7 ) 1) VM 4%, B8 O n] ) &
B, FARE T R B

EEEM

Threat Defense Virtual 75 VMware |, WHRGIHE BRI, WELIAK vmxnet3 #2111, J6H7, ERIMESN 1000, U
AT R e1000 82 1, IRAT1FRZIE S, vmxnet3 3£ IR S 4 F1 0 28 4b H 5 ESXi LIS R P45 1R
DR e LA FH 8 D P 5B B 4 R P 5 1 i

GiaabitEthernet0-6

nnnnnnnnnnnnn

Brpuly B B BLAS i

W25 i e B #  BE P HE R . W SRR MEFR RIS I LR, nT LIRS G E SRR B THIE T Mg . ElEE, A
i 5 it threat defense virtual S, 2R)GEFEHRIBIRE . H2, ZbEm A< BN threat defense virtual ID (Y 7<)
LRIEHL RS ID)

15 &5 T H T threat defense virtual #2 I LL T PIZEGE AL S YR M SR H AR R 28— 2 (R X 22 BOA R
menet3 D .

& 7: R4 5 B AR M HIBRET - VMXNET3

. %l Cisco Secure Firewall Threat Defense Virtual \[J$555,

W 4B 2% il P 2% B R ) 4% The

A 2% S TIPS 1 Management0-0 Management0/0 e

P 2% I L 4% 2 DR GEP IR AL - DR AL IRAL I DR B QLR AT I
A 2% S TIPS 3 GigabitEthernet0-0 GigabitEthernet0/0 AN E R

X 2% 35 B 8L 4 GigabitEthernet0-1 GigabitEthernet0/1 e

W 2% G 2% 5 GigabitEthernet0-2 GigabitEthernet0/2 ¥iRmE (k)
RESE AN GigabitEthernet0-3 GigabitEthernet0/3 BT R (Alk)
o £ 35 e 28 7 GigabitEthernet0-4 GigabitEthernet0/4 ¥R E (k)
) 265 1 BT 2% 8 GigabitEthernet0-5 GigabitEthernet0/5 BT R (Alk)

g7 7.6
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STIE12

4% Threat Defense Virtual 33 £ vSphere vCenter .

W ¢S e 25 iR 2%

SR TS LigE

o 4% 45 i 2% 9 GigabitEthernet0-6 GigabitEthernet0/6 BPEmE (k)
W 2% &G I 28 10 GigabitEthernet0-7 GigabitEthernet0/7 AR E (k)

2 threat defense virtual I, S ILWTPAA 10 MR WSS INASNEEEE O, 1A CRUR X 2% s 31 15 A Y B
FRRE%, T BAEN BE R O A B — N ME— K T M B VLAN. IG5 18 ] BT threat defense virtual 21 ; X}
AATHAS FHFIB: 10, K FEALE threat defense virtual it & R ELAA I RIWAT .

fE BREXARIR S LI, Bkt OVEF A (O VIBARD SAEHIH] M w] Ao E s -

a) #hG

1 Select an OVF template

2 Select a name and folder
3 Select a compute resource Password
4 Review details

5 License agreements

6 Configuration

7 Select storage

8 Select networks

9 Customize template

W H threat defense virtual & # 03 15 7] B %05

b) M4

Customize template

Customize the deployment properties of this software solution.

v 1. Password 1 settings

X

admin password

Must meet the following criteria:

- At least 8 characters

- At least 1 lower case letter

- At least 1 upper case letter

- At least 1 digit

- At least 1 special character such as @#*-_+!

- No more than 2 sequentially repeated characters

- Not based on a simple character sequence or a string in password

cracking dictionary.

You can provide a password that does not meet these criteria, but on

initial login you will be forced to change your password to meet these

CANCEL BACK NEXT

B M E R, B4 E R4 (FQDN). DNS. R MM % Wil (IPv4 5 IPv6) .

c) EIE

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj



7£ VMware B Threat Defense Virtual |

. 1% Threat Defense Virtual 33 £ vSphere vCenter

d)

1 Select an OVF template Customize template

X

v 3. Management 1 settings

2 Select a name and folder
Enable Local Manager Firewall mode will be changed to routed and local manager will be

enabled.
3 Select a compute resource

No v

4 Review details v 4. Firewall Mode 1 settings

5 License agreements Firewall Mode Initial Firewall Mode
[routed ]
6 Configuration )
v 5. Deployment Type 1settings
7 Select storage Deployment Type Jumbo Frame will be enabled with Cluster deployment type
Standalone v

8 Select networks

Vv 6. Registration 3 settings

9 Customize template 01. Manager Managing Firepower Management Center

WEEHEX, A BRAAEIRSEN Nk, ARGIERR ML T Web 1) & BEARACE T Ho.
EFEER (No) DA ] B EELy SR B & o A WAl 5 B BRI MR, 1525 [ Wi B 2 Cisco Secure
Firewall Threat Defense Virtual %4 , 5 1 Ui,

By KSR
BOEMIUAP KB i Bh ISR TRk, RGP RS R —; B eiERR.

WEX B AR EIREE R R, WAL FCREE T K. AR A W45 BEA% 1C B35 W B K B
P

ERE A

Wi BRIV IR ST S EERE . K UG PR EERE (Cluster) LUS BT, X 2B RERs e RS T 06 75 (0. A
L ] VR AR 1L BB ST (Standalone). VR, WORAVE WML B AR, DR R AL (HAE, 7
B e O SR ARE R T EL ORI R R e B R 3

A

1 Select an OVF template Customize template X
|
2 Select a name and folder Deployment Type Jumbo Frame will be enabled with Cluster deployment type
[Standsione

3 Select a compute resource

v 6. Registration 3 settings

4 Review details 01. Manager Managing Firepower Management Center

5 License agreements

02. Registration Key Registration Key

6 Configuration 1. Must be between 2 and 36 characters

2. Must only consist of alphanumeric characters [A-Z][a-z][0-9]

7 Select storage and special character "-" (hyphen)

8 Select networks
03. NAT ID NAT ID

9 Customize template xyz@cisco.com

CANCEL BACK NEXT

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6



| # VMware %3 Threat Defense Virtual
4% Threat Defense Virtual 33 £ vSphere vCenter .

W gx B A A EIE S (EnableLocal Manager) &£ (No), U Ty ZEHL AL B (X AR 4IE UK e 138 25 v it 31 41 5%
EHLY) Cisco Secure Firewall Management Center. #&{it DL £ T0i:

« GIREBAIBEE O - N B0 1N B IP HhE.
< SEMER - NP YL M R IR AT, KA 37 NPT AT AT O TR
(A-Z. a-z. 0-9) HIETFFT () RORIRARINE] & B Oy, 5 2c i .

* NAT ID - 4R threat defense virtual F1 & FrpuCs &8 b FE e (NAT) & &0 0, JF H &8 i1
NAT & &G 77, TN M) NAT ID. 302 i P 2B ) — IR 358, KA 37 /M7
e AMFEIET T (A-Z. a-z. 0-9) FAEFFH (-).

g) Riit—%.

PR3 AE BETER Ui, EEJFRIES /R SRR E IR, Pl m. HrE, AliER U
T L VRS

1 Select an OVF template Ready to Complete X
IP protocol IPV4
2 Select a name and folder IP allocation Static - Manual
Vv Customize template
3 Select a compute resource
Properties 01. Hostname =

02. DNS1=10.0.0.0.0
4 Review details 03.DNS2 =

04.DNS3 =

05. Search Domains =
. 06. Management IPv4 Configuration = Manual
License agreements 07. Management IPv4 Address = 192.168.0.0
08. Management IPv4 Netmask = 255.255.0.0
. X 09. Management IPv4 Gateway = 192.168.1.0
Configuration 10. Management IPv6 Configuration = Disabled
11. Management IPv6 Address =
12. Management IPv6 Netmask =
Select storage 13. Management IPv6 Gateway =
Enable Local Manager = No
Firewall Mode = routed
Deployment Type = Standalone
0O1. Manager =
02. Registration Key =
03. NAT ID = xyz@cisco.com

o

o

~

©

Select networks

©

Customize template

10 Ready to complete CANCEL m

R, kP ERE R B EhiETE 5 threat defense virtual, 2R )5 S diTe M.

SE% IS5, vSphere Web & i AN BR B RUIML; AT IAE 2 BE R XIS RIEES G+ &2 “YIdhik OVF
R IR

SERE, BEER HE OVE BN SERCIRES .

76 “WH 5.7 (Inventory) H 148 € £di 0 T 25 i271 threat defense virtual S5 JHZIET VM 5 2 W e 75 42 30 4
B,

Py &

LA JERHA AT 1 R WL B EhTE M threat defense virtual, threat defense virtual T 2545 o] BIEM . B2 5, W RET

PEPATILABEC A, DASEIE I 7 i) R S A P IE

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj



7£ VMware L %FZ Threat Defense Virtual |
B renstz0gy0mEs

T—%#ita
PR ORAD BRI R T e P 0 4 B

« WA B AR EIRESE (Enable Local Manager) E#& (No), SOkl & Firb0 & B threat
defense virtual; 1% Z [ {# ] Cisco Secure Firewall Management Center K% P Cisco Secure Firewall
Threat Defense Virtual , 2 409 U1

1 IS e B PR RE TR MER , 375 2 {7 & B Cisco Secure Firewall Threat Defense Virtual % %%
1,

M EEFRE % Day 0 B & XX

E J1 3 threat defense virtual.Z /i, % 1] AE£—> Day 0 L& SCfF. eSO — AN SO S, o f
BT AEHE AL 5 N A I s o AR R NI B TAE s 2R
“day0-config” HISCASCAE, HHE N KGR A LI day0.iso S

| o

EERI % day0.iso S AFLATE H UOR SR AT .

W RAE ] Day 0 Be &SR TR, IZRER SCVFEHAAT threat defense virtual 25 RN HI LGB
LA E «

o B (AR VEA ML) (EULA).

* RGN T4

=LAV QRN s AR TR

o EHR; WES W EE Cisco Secure Firewall Threat Defense Virtual %75 , 2 1 T,

BN BRI T B (Fmelp. FmcRegKey il FmeNatld) (45 B o T4 R Al 0 3R =,
TR F B2

o Al VA T DAY BE R0 45 AT AR ) R 45 TR

o FREIIN s n] LAEH A 35 5 2 threat defense virtual /E A2 BEES B IR 2 T 35,

\)

AR ARG Linux, (X Windows AT ALK S HIRE R«

IR B SR PR threat defense virtual B Linux FH1.
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| # VMware %3 Threat Defense Virtual
[z) vSphere ESXi F #]&B& Threat Defense Virtual .

$ I8 2 Jy threat defense virtual Bl 2 44 4 “day0-config” HSCA A . (R SCASC M, AR IR B WS . MK
B LA R B RO E R
-

#Firepower Threat Defense

{

"DeploymentType": "Cluster"

BN G ER B (Fmelp. FmcRegKey #1 FmeNatld) o G T4 ARAE T A8 BRE I, #rix sy B 4%,

IR 3 R SRS e i 1SO SCARA ik #U CD-ROME:
w51
/usr/bin/genisoimage -r -o day0.iso dayO-config

PR 4 G Hir ESXi 4.

SIS FIFEAEERRE T8 threat defense virtual Fo BRI

L6 (LSBT, WA T day0 ISO WG S FFK b n 2 #E 4 B & (Har dware Configuration) % & [
CD/DVD 3Ezh8E 1 (CD/DVD drive 1) F-E.

ST B ERNLLIE SR T 2 threat defense virtual .

[a) vSphere ESXi £ #/1Z}Z Threat Defense Virtual

J R PR P AT /e B ESXT AL 33 threat defense virtual W55, 8 0] LUEFH VMware L% v
(8% vSphere % F' i) A ELERAS ESXi EHLHHATE RS, FlUnsEA B RLEAE  Clnil & ik &
threat defense virtual 1+5&H1L)

N

SR TR VMware 1015 155 vSphere Web %6 i (69X IR T EE, LS AT AT AR S . 45
] LU vSphere Web %5 /' i iZE 4% 21| vCenter RSS2 B BEZ AN ESXi ML, [FBFH VMware T4
& i FLEAS ESXi FE L.

5 U % threat defense virtual %% %5 45 58 21] vCenter A EZ LI, %S 4% Threat Defense Virtual 3
2% vSphere vCenter , 5 20 7.

FIRZ B
* {E#E threat defense virtual Z [, #AAZ0{E vSphere FHACE 22 /b — M4 (HTEED .
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. [=) vSphere ESXi E 4]l ERE Threat Defense Virtual

$IE1 M Cisco.com F#i&E T VMware ESXi [¥] threat defense virtual 22355040, 34 HARAT B A H 1t 2 3 4S50
https://www.cisco.com/go/ftd-software

ihi 2% Cisco.com X3 f5 BAEARR 55 517 .

i tar ORI 2 TAE H 3o 21 R 1% H s AT SCfF . Horb ds DU SofF:
* Cisco_Secure Firewall Threat Defense Virtual-VI-X.X.X-xxx.ovf - & FH - vCenter B

NI
g
N

* Cisco_Secure_Firewall Threat Defense Virtual-ESXi-X.X.X-xxx.ovf - i& H{ 7= ESXi {i& .
* Cisco_Secure Firewall Threat Defense Virtual-X.X.X-xxx.vmdk - VMware J& LRSS SCAF
* Cisco_Secure Firewall Threat Defense Virtual-VI-X.X.X-xxx.mf - i& 1] -T- vCenter {1 2& [{17# #3CA): .

* Cisco_Secure_Firewall Threat Defense Virtual-ESXi-X.X.X-xxx.mf - i F T ESXi &5 i #5304

Forb, XOXXxox o 2 I B A7 R SO R RRCAS AT A B RRCAS 5

HI3 Ewlget, 4 http://host-name/ui BX http://host-1P-address/ui #% X4 A ESXi H Az LA EL IP Huhik.
R R

PTIRA  WMANEE G AR,

STS AR RKL.
S B ED 28 S B H AR ESXi FMLo

PE6 AT VMware AL i L EML, AR STEPECIRGEM VM.
BRI AT I

FIBT e FHGEREIEER N, EHFM OVF 3 OVA XHEBERN, RFHTiT—5.

$IE8 (L FIMEE OVF #1 VMDK T Ui :
a) H SR threat defense virtual T ML A FK

RN ERZ A5 80 NFRF, I HAEREAS ESXi 54 v A JiE—

b) A EAS, W RIEOR threat defense virtual tar SCEEAR A R B 5%, AR5 EFE ESXi OVF MR 1)
VMDK 344

Cisco_Secure Firewall Threat Defense Virtual-ESXi-X. X.X-xxx.ovf

=)

Cisco_Secure Firewall Threat Defense Virtual-X.X.X-xxx.vmdk
o, XX X-xoc 7 U R BEHIAF R SO B RBCAS A A FS R A 5

ik ESXi OVF,
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https://software.cisco.com/download/home/286291275

| # VMware %3 Threat Defense Virtual

$1E9

TEN

FER12

[z) vSphere ESXi F #]&B& Threat Defense Virtual .

mdi T —
BIAH R GAF R AT T

NGRS priz= e DN N7 TR Cap e v I e i vk S b6 R ER T L

B A7 ot P2 DRAF RE SN LGB S AN T A RESMRE RS o BN B AR IO . TERE L vl A HC A P T
EEIENGE

B T—

it & B 15 FH T threat defense virtual [¥] ESXi OVF $2L &R & 1 :

a) MZEBRET - K OVF B FH 5 g i W 4R L RS A rh g 2%, SRR FR T~ —
i R Management0-0 2 111 G 21 0] UM ELIE R U7 7] Y VM 28 o R4S B4 0] AN 457 B B 8 90 8 BE AR
MeE, HARD TR AR

BEEEW

Threat Defense Virtual /£ VMware I, R G B %, WERCH vmxnet3 $#:0. SEHT, ERIAMESS 1000,
R ) 10002 1, FRATIRZUE LTI . vmxnet3 ¥ £ UK S 28 H1 W 25 Ab T 5 ESXi BRI I R
SRR, DRI A FH B /D (14 8 Y B A B 4 1 P 245 e

W25 A BESCA T RHFHE R . In SRR B I R4, mT DAFE S e SRaB IR B TR HE P T o 4% 7EE
Ji, AR threat defense virtual S, RJGEFRBIRE. (HiE, %552 IR threat defense virtual ID
UER M ZE R ID) .

15 & T T threat defense virtual 2 A LU T PURIGE AL A« YR M ZEAN H AR M2 ) —20rE (R 2 BARY
menet3 B .

% 8RS BRI ERIBRETS - VMXNET3

P 4% 3 e 2% il ) 2% B R M 4 Thie

[ £ 1 T 2% 1 Management0-0 Management0/0 g

W) 245 38 P 4% 2 TR LN A o TR P AL FBAEHT o TR P AL AL
) 4% 35 TiC 28 3 GigabitEthernet0-0 GigabitEthernet0/0 AN H R

o 4% TG it 48 4 GigabitEthernet0-1 GigabitEthernet0/1 A S

[ 4% 1T i 28 5 GigabitEthernet0-2 GigabitEthernet0/2 BIERE (k)
W 4% 3G it 2 6 GigabitEthernet0-3 GigabitEthernet0/3 HAEmE (k)
) £ 1 Tic 2% 7 GigabitEthernet0-4 GigabitEthernet0/4 BIERE (k)
P 4% 3G it 2 8 GigabitEthernet0-5 GigabitEthernet0/5 HAEmE (k)
[ £% 1T BiC 2 9 GigabitEthernet0-6 GigabitEthernet0/6 BIERE (k)
o 2% 3G L 2 10 GigabitEthernet0-7 GigabitEthernet0/7 HAEmE (k)
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7£ VMware %3 E Threat Defense Virtual |
. {# A CLI 5E /X Threat Defense Virtual 1% &

# threat defense virtual I, AL AT DA 10 N2 . U SEVR DA AN (B0 E 11, TS A {5 U o0 2% Bl 5 380 T A 1)
FIbRMZS, Ty HAE A Eths 2 AR 1) — AN E— 0 5~ M 80 VLAN. %6754 HI T 7 threat defense virtual $ [ ;
ST AITEAT 4210, T4 threat defense virtual Bl & g 28 FH B AT,

b) HEEIBEC - PR RS LRl RSN LR A o

R PR RN, W SZE D RCPT A A7t . W RIEREABEIMAC, S /280 5 N REAUUA A I R 4% 75 20 TE A7
i o N ] 8PS T 4 REL R DA 8L 5 ) S 2 T )

T3 OB UML) T RIS e R U, A ML G
a) (AL iR B LR [P A sis i 3 B E
b)  CAIE) mdiBUGH USROS AR S5 I F G M 1) 7
¢) miliTE A A TE BT 55 R A 1] 5 .

SERGZIA A, ESXi BHURHACEE VM AT DI RIS B i oA BRIk . FB ke iion, SR T

B R B 58

Rt 5 BESXi EHLEIREFINLIE BT 2 BB threat defense virtual JERINLSEZE] . o BN LR 2 1] he 5558
30 434

ERE

L ) FERMAE AT 00 R A LA S ShiAs I threat defense virtual, threat defense virtual 75 2205 0] BRI . #8E 2 )5, AlfE
TR PAT AR RS E, DU e U 1) R R S A TR

e S A

o ] CLI SE i L 25 IR B o IX 28T ESXi OVF #4515 threat defense virtual I {25,
B2 H CLI 58J% Threat Defense Virtual & & » 55 32 Ui,

{£F CLI SE X Threat Defense Virtual 1 &

i F] ESXi OVF M &2, i ] CLI % & threat defense virtual. Threat Defense Virtual ¢ #57%
7 Web . WERAEH VI OVF FBGER & HAE SR E L rh e e & n S, ] LU CLI 2k
BLE RET TR E .

\)

AR WERAH VIOVF BBGRE I HALH TBEE R T, BB ORE, JF HAR ZEHAT A 5 S i & .
FER R 2D BB T R e 5 10 B S

ST E & I, 2 852 EULA. SRS, %R v B4R o0 O B 01 %50, R
LA R 2% BRI KBS R

RN BRSO, M2 ®m i, EMSVIER SN, Bl (yn). BRIMESHIETTTE SN,
BN [yl. 4% Enter BEAfIAIEHE .
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| # VMware %3 Threat Defense Virtual
{#F3 CLI 52 % Threat Defense Virtual i = .

i

HEE1 {TIF VMware #5416
IR 2 71 firepower login #2/R- 75 T, HFHERIAESE (/4 admin, %69 Adminl23) ¥k,
IR 3 Y threat defense virtual RIS FNNT, 22410 P AR EPAT LU N EAE, AR E RGP H N FHIER:
* %2 EULA
o HUEE R AT
* IPv4 5L IPv6 L&
* IPv4 5% IPv6 DHCP % &
o G L IPv4 bR X HERY, B 1Pve Ml FITHTEE
* DNS ¥ &
« HTTP fLE
 EHEB R R A A .

LA KARE N SIRE. BIMISCIATM AN ES BoREf S . B 2 A MIME, 15 Enter B
SR N, VMware ¥4 A B8R B

PES WIR R SR ASANE .

L6 Uil &R0 2 firepower # FERFFIT,  HIA R E A KT
AR
B ) JEARHA A0 R WU [ DE M threat defense virtual, threat defense virtual 75 217 i) HEER . #0382 5, AR &
PATHADECE, DAL I0E ) U5 1] R0 S 2 o] E

T—5 4
P TR0 BRI T Rk 1A A BEARE S

s W B AR EIESE (Enable Local Manager) & (No), KA & HH0y & HE threat
defense virtual; 1&5Z[{ {1 H] Cisco Secure Firewall Management Center K3 £ Cisco Secure Firewall
Threat Defense Virtual , f 409 7.

1 AT 3 P BRI R, 152 [ W] & FE Cisco Secure Firewall Threat Defense Virtual ¥ 4% ,
1.
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7£ VMware L %FZ Threat Defense Virtual |
B == esximmmna

= - == \H- &6
125 ESXi B & By EaE
A ESXi EHLEY CPU Mo & i, A LI E ESXi P8 h [ threat defense virtual Pfig. 1814

JERWRIET, W] LI RESUNL CPULE LA BAZ L CREBZRE, Wk OB LR el Wi A
T AEHIEIhRE, ST DURFAREAS REAUNL 3 HE 204 58 SGIBRAL ) AR B s

ARVEME R, WEWZHELT VMware SCRS
* (vSphere B EL) F) CPU BEUHE B 7.
* {VMware vSphere 1)V RESAESLEL) -
* vSphere 2/ St AL ) o

NUMA 0|

BNV ] (NUMA) s&—FAL s U AE 480, FIR T 2 A0 BEE8 R 40 T W AE AR T A BEAR 1)
PLE . WRACPRES VI M I NAEAE B T AN GERERNAL) , WEHEE T NUMA &7 DUE T4
PWAE I n) T 2R AR 4T
X86 M55 s 2844 i1 22 A R RS R ) 1 2 A WA AL R4S CPU Jikl A SE N A7 AT 170 39FK A
NUMA 1 fio EENNAF s B0 B 6, ks RSCHBE /B % % (Bl NIC) A [A]— A1
J=e
kS B AE threat defense virtual {4 fE :

* threat defense virtual VM A ZI4E B — NUMA T &5 Fig4T. WIS T 5 threat defense virtual

PLES 2 AMdERE T, WPERers B2 N

* 8 1% threat defense virtual 3K T4l CPU LIS NMER T /DH 8 M. A% EIRS 28 LisfT

A B HELL o
* 16 1% threat defense virtual Z3K FH CPU LIS NMEME T /DH 16 M. DAEERS & L2
AT Al B UL

* NIC 5 threat defense virtual VM 4/ F[f]— NUMA 5 4 F.
HRAE ESXi _f#FH NUMA RGERIEEANME B, 1ES B VMware ESXi JiCAS M ) VMware SCAY
vSphere BRI . AR ML SCRYAN HAAN S SRS O B BT hiRAS, 1S

http://www.vmware.com/support/pubs... .

SR-10V 3% A Ac

R VO BRI (SR-IOV) RVFIEIT &R FHEE R AN 2 VM HLZ B HUIR S48 W 154 PCle
ML IE LA . SR-IOV SLVF VM 15 M 25 38 Pl th Zeisd SR 925 F5 7 1 B Nl £, AN
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https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-60-resource-management-guide.pdf
http://www.vmware.com/pdf/Perf_Best_Practices_vSphere5.0.pdf
https://pubs.vmware.com/vsphere-50/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc_50%2FGUID-3D5F6146-5F9C-46BC-B1D3-DCA856E98137.html
https://www.vmware.com/support/pubs/

| # VMware %3 Threat Defense Virtual
srlov EOmsiess |

B g B L PGS 78 CPU f13H ., 51 x86 R4S #e AL P 25 AL F5 05 Fr 4H 5B Th 8 (91 Intel
VT-d HiR) , BTl fEidk SR-IOV JiT i 1) B 12 P A7 A M oAt 354
SR-10V Myt & ST P Fh i &2
 WIBIIHE (PF) - S5 EJE T#8 4 NIC, PF J&52 34 PCle % 4%, 3% SR-IOV IhfE. PF 4%1EH
PCle % & 17 BT RO, B BURBCE . A3 5A PF ] — 20 BRI ThBE (VF) $24t 8 BLURIAD
Ho
o ARINEE (VF) - BT84 vNIC, VF J&5edali % il PCle % 4%, % /D3Rt L 32 (3 i 2)
WIR. VF FFAEEEIHTE R, W& PF TR B, v —6 VM it — A
VF.,

VF £ EAE RGHEQL T, fesinT LL 10 Gbps [f138 % 7% 82 threat defense virtual T35 41, AT /4
WHATLE VMware #1155 FHCE VF.

SR-10V %= O B s 1 35K %

SR-10V = #EN

VMware vSphere 5.1 5 5 = MASYAE AT R € L& R S 30 FF SR-IOV. JiH SR-IOV i, vSphere
F L Th e To VL EH LAk

BT threat defense virtual f1 SR-IOV ] RS R ZAb, BB ZAEH VMware SRS RS2 F7748
SR-IOV MM E, LT A RESR. SZFHINIC. ZhEgn] FIPE & VMware fl SR-IOV 2% 3R J7 T HY
FEANME B

VMware 4§ 1] SR-IOV 3 [ 1] Threat Defense Virtual 3R -S8: 1288, &0 LUK SR-IOV B,
VMXNET3 F P& #E:1, 3% SR-I0V [ THda% 11,

AR AAE VMware 248 EARL SR-IOV 42 F )& RSB FIEC B AP BR . AT o 15 22 TR e S
FIE B AIE, XAl 92 VMware ESXi 6.0 A1 vSphere Web % /7 3. SRl UCS C %&
Y553 M Intel LK M R 55 25 1@ L 2% X520 - DA2.

SR-10V #& [ Ay PRI

J5 7)) threat defense virtual I, &7 2 SR-IOV 32 01BN 0] B 5 ESXi 3 SRR TAR ) » 3X0]
eSO B 1R, S E R threat defense virtualMLIC M 4% 34 45 .

>

EE JTUBAE threat defense virtual ERCE SR-IOV MR A 2 07, JeiiFE: DM JE 5 B3, Xl
W £ 2 G & N A 21 VM ENL B IE# I MAC shht4z 0 .

threat defense virtual J5 215, 0T LARRIAMENS MAC Hohikmessh 200842 11, 3548 FH show interface #i
LAEFETVEM PGS, AR 0 MAC #idik. ¥ MAC Hilik Y5 show kernel ifconfig iy 4 (1) 45 4L i3t
AT L DA ER I B2 T 2L

T

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .


https://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.networking.doc/GUID-E8E8D7B2-FE67-4B4F-921F-C3D6D7223869.html
https://pubs.vmware.com/vsphere-60/index.jsp#com.vmware.vsphere.networking.doc/GUID-E8E8D7B2-FE67-4B4F-921F-C3D6D7223869.html

7£ VMware L %FZ Threat Defense Virtual |
B &zesxizmsios

£ A ixgbe-vf 3% O BYPR &
] ixgbe-vf #Z TS, I 2 LT PR -
o LU VMK VE W EDR AR, Rk, T ixgbe-vf I A SCERE W

A IEVI% VM LE VE L3E MAC Hulib. [RIt, 78 HA RS54 76 HoAh threat defense virtual *f
& R A T 2R AR AL B MAC Bl . HA Wi 3 3m ask M3 FH 158 4% 1) 4% HH 15 4 A6 3% 1P
Huhk i 7 BT

N

AR RS T i40e-vE B2,

R UCS-B %54 AN FF ixgbe-vf vNIC,

EME R R E T, Al threat defense virtual (Fi&4) KAMEN, £ threat defense
virtual BT TRA MM T, Fi % ] threat defense virtual % £ [F)35T MAC bt 58 3857 H
HIP Huhk. ML)5, threat defense virtual £ [a) [F]— R4 2% b 7 HAh ¥ £ A i A 2 B AEATT B (ARP)
SOHT, LLOlAEE2 0 1P Huhk ) MAC HihERE . (R, BT 5IX SR M 8 LU, A&
59 ARP BEHTRIE BT TR 11 1P Huhib e #0425y TP MLl FY) NAT 5% PAT 351 P T L)
4 J5 1P Hiuhk,

2 ESXi =4 BIOS

FiaZ |l

HAE VMware 353875 SR-IOV 21111 threat defense virtual, 772 2350 HERI L. VMware 32k
T LRI eI S B T3, AT 24 SR-IOV S Erafe 235 m LU AT R 2R CPU iR 5 s FH 72
Jr BRI AL T 8 IS S 25 FPIRAD

JiAh, ik v LU 6 B ESXi EHURAA E 2 15 7E BIOS A I T AL .
UK

W AEH Tz — 5% 2] ESXi Shell:

o WURGEAT DA E U7 ) BHL, 35 IE AIE2 3TN B I G 18 5% i .

o W IEAE AR ML, E T SSH s H Az B4 ) 5 e EHL B B
LR 2 F N NG 4 F R
P/ 3 eiTll s

esxcfg-info|grep "\----\HV Support"
* HV Support iy 2 (14 FE 7~ T 0 BRI IR 288 . AT ReE M e Wi F
* 0 - VI/AMD-V £ /R0 I AN AT o
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http://www.vmware.com/resources/compatibility/search.php
https://my.vmware.com/web/vmware/details?productId=136&downloadGroup=CPU%20IDENTIFICATION%20UTILITY
https://my.vmware.com/web/vmware/details?productId=136&downloadGroup=CPU%20IDENTIFICATION%20UTILITY

| # VMware %3 Threat Defense Virtual
wxmmmEng ram shiov i

* 1-VT/AMD-V %7~ VT 8 AMD-V a[f¢n] H, {HUbEA LR S,
* 2 - VT/AMD-V %7r VT 8 AMD-V ], {HH §i7E BIOS H AR JHH .

* 3-VT/AMD-V #7r VT 8 AMD-V 7 BIOS " OV E ., - H il LAME A .

~ # esxcfg-info|grep "\----\HV Support"
|====HV SUPPOTrt ...ttt ittt 3

{H 3 RonSCRFIF A MR SLAL -

T—5Hit4
EENFIE RS ) A SR-IOV,

AEEVYIEEECEE LS SR-I0V
LA AL B B U DD e Z 87, 6L T] vSphere Web % P31 JHl SR-IOV,  JFBEFE AoHL 1 11 40l
FFoa 2§
IR C B SRIOV MM ZH: 1R (NIC); 1ES M RGiEk , 555 Ul

i

11 {¥ vSphere Web % /7w, SHi%IE )3 H SR-IOV ) ESXi FHL.
$IB2 (EEIE (Manage) T b, Al M4 (Networking) Jfik#493I2iE AL 28 (Physical adapters).
T LA E SR-IOV J@ Pk, DL T i B Bl 2% 2 15 S FF SR-IOV.
YB3 EPYBIERCA, ARG AU REIERC SRR E (Edit adapter settings).
FIE4 /£ SRIOV T, MIRZ (Status) FHE & $ A (Enabled).
HIES EEITIAESRIE (Number of virtual functions) SCAKEH, B N A 1Z3E fic s FC & 1Y ERIThRER H -
PR
AT A O VE R AR E RS 1. RS 2 A ERThRe L= e 1, nTRES LT RE T 1%,
HB6 HEBRE (OK).
FBT TJg ESXi EHL.

MEFUT) REAE I PG FC 28 DR 7R 1 NIC By 1 AR IS SPR &S . BEATE RE IR E (Settings)iE Wi~ “PCI %
£ (PCI Devices) %3 H .
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B o2 vsphere i

T—5Ht4
o B —ANbrvE vSwitch K45 FE SR-IOV THHERIC & .

1132 vSphere 3Z 4l

B3 —A vSphere A #H K E B SR-IOV $#: .
pUE ]

PR 1 {r vSphere Web % P, ‘FHi% ESXi F 4L,
$IE2 & (Manage) I, HLFEMLE (Networking), #RJGk#eERIZ## (Virtual switches).
$B3 SdRMENMLE (Add host networking)ElAx, B IS (+) M4 R B 5 o
FIB 4 EPRROME A A B EEHIHLE% O 4R (Virtual Machine Port Group for a Standard Switch) #8287, K5 i T—4
(Next).
$BE EPFFIEFRAEZ AL (New standard switch), A5 fSdi T—4 (Next).
IR 6 KA HE ) 2 T T AN N BT AR HEAS BB
a) TETRHIERCAS T, gk ey () LURIn&EEsE .
b) MFIFH K SR-IOV IEREAHN 12582 1. Bl Intel(R) 82599 J7 IEA7 X 1 4 4% 3% 4%
c) MEEEEREIRFLE (Failover order group) Rz, EHEFNIERLEE (Active adapters).
d) siilifE (OK).
W1 Hi% SR-IOV vSwitch AN —MMEIRZ, AR5 i T—2% (Next).
$IE8 EHEZTEM (Ready to complete) TUTH A A MIESE, X5 Ad5EMK (Finish).
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samEpnnisas I

2: B SR-10V O BYET vSwitch
Geting Started  Summary  Mondlor | Manage | Relaled Objects
Semngs | Networking | Siorage | Aarm Defntions | Tags | Permissions

a Virted| swilchs

| vitalswiches [N PPN

Vilerme adaplers

£l . e
Piwsical adaplers £ vawstcho
TCPAP configuration £ vowilcm
Aubranced
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adaptars :
WVLAM 10 = = vymnic0 10000 Full i ]l

* Virtual Machines (1)

T—5HHtta
« BRI AL

TR E P B RS Rl

MR e v] T RERNL R, eSS EAL LT AR FAE A% R . threat defense virtual
VM RE 25 50 75 IR B 10 B = 2] o X FEA BERS SR-IOV Pl I fig 7% % 45 threat defense virtual .
DU B E R 7] ST B0 threat defense virtual FH2% 31 5 35 =7 45 1 R SOV A2F A

AR RERNUE LR AR AP B, 152 % vSphere REFINLE BESCRY
puK
11 I\ vSphere Web %% /7 uifi 5k 3] vCenter IR 554 o
IR 2 R FEAE M) threat defense virtual T M.

a) EPRER L SOfEYe. SERE. BBECENL, AR5 AU XA R (Related Objects) KL+
b) MEERIML (Virtual Machines), J£ M\ 513 HiE$ threat defense virtualffl .
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B sr-10v NIC 57244 Threat Defense Virtual

PB3 KHPTIER RN
PB4 A S threat defense virtual, JFKILEFHRIE (Actions) > BT vCenter #2{E (All vCenter Actions) > & 1%
(Compatibility) > #£k VM F&Z& 1 (Upgrade VM Compatibility).

$®E SR (Yes) LIfATH.
$IB6 by RN HE AL ESXi 5.5 RE S MA (ESXi 5.5and later )it .
P (R EFRNEEEHFIRERGERFARHS (Only upgrade after normal guest OS shutdown).

JITIZE R AN LA TH 28 O S e 3 POAR A A RROAS IR St AR PR B, O FLREAUUM LA R A& 100 < mhos EOHT D B (K A R AR

T—2Mit4
* Jl i SR-IOV Fi P48 & Bt #3145 1% threat defense virtual 5 BT BERHE,

1% SR-10V NIC 4 Fic 25 Threat Defense Virtual

A T Wi fR threat defense virtual LRI NIC R] DAAZ# i ds, & N2 threat defense virtual 55—/ EE
Z/NFIAE SR-IOV B M 4438l 25 1 R L Sh e A OCIC . DL N BRERE U B Wi { ] vSphere Web %
Jits SR-IOV NIC 7Bt 4y threat defense virtualfl..

UK

181 M vSphere Web % F' it 2 5% 3] vCenter k5525

SIR 2 RPN TE MY threat defense virtual v 541
a) EPEER L SO, ERE. WBEECENL, AR5 A HEXIT R (Related Objects) £
b) A ERIN (Virtual Machines), J M 313 FPE$¢ threat defense virtualdl.

PR3 BN EE (Manage) L~ b, KIIEFIRE (Settings) > VM &4 (VM Hardware).

L4 YR (Edit), AEIEPERIREM (Virtual Hardware) L5 .

LIS MFIEIEE (New device) FHirf, EFME (Network), 2R midiARan (Add).
RYNG B HIZ M 2% (New Network) il

HIE6 JEIFFIEML (New Network) #45, R J1ESE T FH ¥ SRIOV JETH

LT NIEEIEZEE (Adapter Type) 7 ik +¢ SR-IOV Hil (SR-10V passthrough).

PR 8 NIERINAE (Physical function) RSy, LEHE L B AR S LG BC S0 Y. (11 B IS O 45 -

W9 FEE RN

PE AU RS, ESXi EAURE AP BLEFE s ik £ — DT T RS LD E, IR JLBH 21 SR-IOV
FLEERCA . EHURIG UERE S LE B & R 2 RS BE A T A e
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18 SR-IOV NIC )44 Threat Defense Virtual ]

\)

AR R TRIVEGCR G, LA SR-IOV WK FEF 1 Intel PIZSIERLSS (5114 Intel X710 B¢ 82599) A
SZFFAE threat defense virtual ¥ SR-IOV 2 D ER B2 0. fEMLIBO T, 1SRRI ThgE I ™
RIENLAS . A RIFIR MG AS TR E B, 155 R ek /K UK P o
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59 =

£ KVM =R Threat Defense Virtual

AZEA K4 threat defense virtual 352 21 KVM M55 (IFE T
o W&, 243 1L
s RGESK, 44
o WEMFIPRA] , 26 45 01
* U{a] & #E Cisco Secure Firewall Threat Defense Virtual % 4% , 25 49 T1
* WUERAAE . 2 50 1T
o Ui BT, 55 52 0T
» £ Day 0 fiC' & CfF, 5553 L
* JA3)] Threat Defense Virtual , 5 55 71
o WBEHERR , 2 61 T

KVM J&3d 13T x86 i) Linux BB & BRMLY R (FIndkE /R VT KI5E BRI T &,
HA g mrngdn  WEEE kvmko HTHEMAZO BRI B F1— /N Ab BSR4 e B (4
1 kvm-intel. ko)

AT LMEH] KVM SRIZ1T 2 AMEIT RAE A E R G UL ERINL . AN ERNLAAE L F i AL
iy WA, BisL. EIBIEN gL,
Threat Defense Virtual & 81 A B[4 6E R

threat defense virtual SZFrPEGEJZVFAT,  AZZONVE AT W] 35 T35 38 TR BRI AN [B] () A B 2 3l VPN 3%
PR

= 9: ETF#21HY Threat Defense Virtual 1 7] T 8 R I

MERER REMAE (FRL/RAM) | R PR RA VPN 1% R
FTDv5, 100Mbps 4 1%/8 GB 100Mbps 50
FTDv10, 1Gbps 4 1%/8 GB 1Gbps 250
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1£ KVM Lt ERZ Threat Defense Virtual |

8= WEMIE (BoL/RAND | RERE RA VPN £ iE BRI
FTDv20, 3Gbps 4 ¥%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #%/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv100, 16Gbps 16 #%/32 GB 16Gbps 10,000

1§21 Cisco Secure Firewall Management Center 111 “VFr] R4 —%, T #AEVFNT threat defense

virtual % £ I HE ) o

F 2% threat defense virtual 2 57 F R I BEAR P BB 5 &, 1524 (Cisco Secure Firewall Threat

Defense FE2PEFRFE) o

YR T 3530 B S B A 2K, threat defense virtual 3522 Bl FH (R 2 ARG 1] G AN A
4 threat defense virtual SEFIESTE B IR S 2SR IE S DR IEAC S, XEFEAGAEE. CPU BRI

2],

3% 10: Threat Defense Virtual 1% & =R E K

wE

&

70 REShRA

threat defense virtual SZ FFPERESOAF 1T, 114 A] ) 36 T30 5 ER
PR AL B 2 A VPN 32 PR

* FTDv5 4vCPU/8GB (100Mbps)

* FTDv10 4vCPU/8GB (1Gbps)

* FTDv20 4vCPU/8GB (3Gbps)

* FTDv30 8vCPU/16GB (5Gbps)

* FTDv50 12vCPU/24GB (10Gbps)

* FTDv100 16vCPU/32GB (16Gbps)

124 Cisco Secure Firewall Management Center Jit ‘& 1 “VF]
R —&, THHAEEA] threat defense virtual ¥ 4% 5 BIEN] .
AR

TN vCPU/WNATAE, 2561 threat defense virtual 15 £ [1
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snFms [

wE

=l

T LT A7 KL

Mi7ZK 6.4 ZRRZA 6.7

threat defense virtual A7 7] i ) vCPU AN AE %R YR . 325K vCPU/
WAEIEA =

* 4vyCPU/8GB (ZRi\)
* 8vCPU/16GB
* 12vCPU/24GB

ET M vCPU/WAFHE, 2GR ] threat defense virtual i 4% H,
o N ZFF LIR=FIH 5.

6.3 R E{RkRA

threat defense virtual B [iil %€ ) vCPU FIN A& . L) vCPU/
WAFRHE A

* 4vCPU/8GB

ERR
AR AV vCPU RN AE .

(UEENTLIIVESS s

* 50GB

o AIPTRCE . SCFF virtio BRI

vNIC

KVM _I[f] threat defense virtual 3745 DL fE 40 X 2845 Fic 25 «

* VIRTIO - Virtio /& KVM 1 10 ERIMLI R34, 10 R
UL BRI R e Ot E I HE AL, EHLSit e 2
] gemu H, B EHFHA T EIKSFELF .

* IXGBE-VF - ixgbe-vf (10 Gbit/s) WX FL 7 3 F5 H REAE S FF
SR-I0V W% LIS 1 BRI ¥ . SR-IOV T2 IE A 1)
PERERAE RGCCEE: AOCHEAER, WS X SR-IOV
S HE” .

JE U 0 PR )

o it AN L RS B 12 KR JR 3
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A

IR threat defense virtual BRIAFC EORE A HLEE ORI 34 0 & TR — 1M L

* SCFF virtlO BRENFEY
* ZkF SR-IOV [ ixgbe-vf BN FET
o SCREIGUE 1AM
* threat defense virtual [ ER DA T B B B 0K LR LRI 4% 1 8 TR —F W, JF HA #hbkAf
PN RS M kA S U 1) LR R R OC (R MR D

* threat defense virtual B A 80, 408 HZ2DTUANME O . Wi BA AN A,
i

* threat defense virtual 37 EF3ETt 11 M ED -1 ANEMEE D, 1 AMEREEA A HBED, UAES
9 M THIRR BRI ML D o 320 3 W 2% i A 0BG LL R BT«

« FRREE (1) (T

BRARZ LI

A

ER T RLIERE N R BRI E A L, AR R . R 2
el b VB B RTSR AR, DRI e AR A0 B B oo LTI . 1
TR, e IR b, ASSCRE A2 LTk AT A B i) . AR
hy A E LD U ) ECE B R VRIS S, TS FTD fr 2% i)
configure networ k management-data-interface iy 4.

« DREPEIBAEH (2) (2T
* SN I (3) (Abit)

© WIEBHEE (4) (A

o HEREIT (5-11) (Al

W5 A threat defense virtual £ 11 LA R PIZSIEFC A%« I3 W9 2% R H A W0 48 (R0 W 6 2R -

= 11: R 4% 5 B R R 4% H AR ST

P £ 3 i 3% i P 2% B R M 4% T RE
vnicO* Management0-0 Management(0/0 g
vnicl TR AL R A o TRPE AL AL TR B P R H
vnic2 GigabitEthernet0-0 GigabitEthernet0/0 A
vnic3* GigabitEthernet0-1 GigabitEthernet0/1 N 3
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senisames I}

P 28 3 Bc 3% R P 2% B R M 4 LigE
PR BRI T

« NSCFFTERE AL
« XTIV, I telnet SCHFE I RS54 -

© B7E KVM LA HAT IPve SCRERCE (1) vNIC, LA MU IPve FLE S 58 1 Bl —
A XML S0 #0a] LU FH fir4> virsh net-create <<interface configuration XML file name>> K%
% FLAT IPV6 M 45 BT B 1) vNIC.

WAL, ALl L XML S
o I - mgmt-vnic.xml
* WM - inside-vnic.xml

 #NER4E D - outside-vnic.xml

w15l
{EH 1Pv6 Bt & & HE A0 XML 3.

<network>
<name>mgmt-vnic</name>
<bridge name='mgmt-vnic' stp='on' delay='0' />
<ip family='ipvé6' address='2001:db8::a111:b220:0:abcd' prefix='96"'/>
</network>

IR, R as 20N JAtb i L A XML ST
Rn] DL REZ AT LR i R IIE KVM. b 2225 1) R 00 ) 2 S T s

virsh net-list
brctl show

CPU &3

KVM A I EZ ANFE ) CPU 288, % T VM, 8% Nk £ S THLRZEK) CPU %5 VUG ) Ak 7 2%
KA, RIX R AL CPU Dhfg (BFRA CPU Ani&) KA VM mhaf il #NF CPU 28R E
EH, EXFER T, BRI ERE S EVLRSEEEMIE R CPU Frik.

- §ic:
£ KVM #3811 Threat Defense Virtual SEFISZFHERE. B RTFEAME R, ESHAHE =+ Threat
Defense Virtual [RIEEEE,

TEREMLIL

2 threat defense virtual (3 EMERE, AT LAKT VM A AL T, A0t 4ii5 5, iH 35
KVM _E 1AL R -
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html-single/virtualization_tuning_and_optimization_guide/index
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FEUim R - threat defense virtual 2 FFFE WIS B (RSS), WA 4537 it #3 A FH 3 I 457 A 9 25 B 0
DRE DA NIZ . 757.0 S RRA L2328 ARG R, ES R T 0mY E (RSS)
124 RX BA%1).
xf SR-10V &3z

SR-IOV I RE FH A E MRS HRUR . [R30H SR-IOV LRI PCle &G il g 2 4, 75T SR-IOV
IR 2% o

KVM LA H SR-IOV #% 1111 Threat Defense Virtual SZ #2288, 0] LK SR-IOV 5 VMXNET3
AT, IR SR-IOV T8l

TR T AR LA P R I
o ANFBER A4 1) SR-IOV NIC DhREA T AN, A48T HIH) VF 8. SCRFLLT NIC:
o SRR LUK IR 2% 25 I e 2% X710
* Intel LK 45 2 BC A X520 - DA2
* Intel LUK IR 5545 iE il 25 E810-CQDA2

i NVM SZHFE P T HAE Intel® WLIERL S ES10 LB 4F (NVM Bifg) Fl 4%
XKL o AR5 Itk N AE (NVMY) G AT 2% IR S R S — 2 e A i 2i A, Js ] LA
Intel® MLGIEHCAT E810 FAEAAGATE B A8 NVM R A AR RE A5 S
W2 Intel® UK M54 E810 HidiiaR, LATEFrovhi /R @M 4G ALAs E810 11 IEAf
[ {1 SR BN 2T o

* JFAERTA PCle #HAEHS 2 F: SR-IOV.,
* 3 HF SR-1I0V [¥] PCle ikt n] G A A H I D i
* x86_64 £ CPU - Intel YoMrEl B S ilA (HEFE)

A

AR A4 Intel (1) Broadwell CPU (E5-2699-v4) E LA 2.3Ghz (K454} threat
defense virtual 4T T I3k

s B
« £}/ CPU 4t 42/ 8 AN EEAZ Ly

© 8 MELLINL T ARG

N

AR dUGE CPU [ ke Se Bl se B At

 TH AU R SR, LU TR RGN SRIOV S FFE L. X T KVM, A LUK E SR-IOV
ORI CPU A TE. iHEE, X T KVM LY threat defense virtual, AT 3 x86 fifif4:,
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https://www.intel.com/content/dam/www/public/us/en/documents/product-briefs/ethernet-x710-brief.pdf
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x520.html
https://www.cisco.com/c/dam/en/us/products/collateral/servers-unified-computing/ucs-c-series-rack-servers/intel-e810-cqda2-ethernet-network-adapter-product-brief.pdf
http://www.linux-kvm.org/page/Processor_support
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{32 Cisco Secure Firewall Threat Defense Virtual 1% #& .

1 FH ixgbe-vf 3£ O HIPR )
] ixgbe-vf 2 LI, i = LA PR :
o LU VMK VE wEDR A, Rk, T ixgbe-vf I A SCERE W
« 2R 1LVi% VM TE VF B3RS MAC sk R, 78 HA BRI S 41 0 Ath threat defense virtual

£ AL FH LA 1 B R ISRE AL MAC ko HA Wb A% i M 3 FH 8 4% i 26 FH 8 45 A532% TP
Huhik 1y s 2EAT

N

AR RS T i40e-vE B2,

« [0k} UCS-B %5 % A FF ixgbe-vf vNIC,

o fEWMEFEE R E T, 4B threat defense virtual (¥ %) KAMEE, %% H threat defense
virtual WA T WA A (0, FHEFT 45 1 threat defense virtual 1% 45 [¥135T MAC Hhil 58 5 Hifz
HIP k. ML)5, threat defense virtual £ [a) [F]— R4 2% b 1) HAh ¥ £ A 3% 5 2 B AEATT B (ARP)
SOHT, DOl E: 0 1P Huhk ) MAC HihERE . (R0, BT 5IX SR M 8 LA, A&
59 ARP BEHTARIE BT TR 11 1P Huhib e #0425y TP MLl fY) NAT 5% PAT 351 P T S
4 J5 1P Hiuhk,

Snort

o QRIS TR AT R, BIUD Snort 75 BARACHS A A4 GESCH], BiE VM B 2218, s EHdT
FEAHEFERY, 175 M threat defense virtual F1 VM AW H & . WS & CPU HAH L. WA
1/O A FH s DA/ 5 3 B H AE A Bl 156 ) A T S B

* 4 Snort IR, MELHE CPU A VO IR . R AE NAEA L A5/ CPU AL E
BI%E T K1 threat defense virtual 25|, W] Snort 5 75 BRI ) A e, XK S EEIZE Snort
o

aN{a] &I Cisco Secure Firewall Threat Defense Virtual 1% &%

A PN ISR B IY) Cisco Secure Firewall Threat Defense Virtual,
Cisco Secure Firewall Management Center

SR K e A T B A SCRF I S R R D REATIC R, A B A2 AR
) B RS ORI E R4 .
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. Cisco Secure Firewall i& & &858

EEEM

TEAREIRIN AR ety BRGS0 AE BH b R B U B8 BEo% . AR DO B A SR B fE
Jeis RETCVEAR T A B b0 SR B OB A B, BRARRSEE A A s A P D) RE I EOBT NG B BE L) g LA
A A H e ST, R ) BB R R R BRI, e B g N BN 5

25

FAT, JORIANGEAURE Bt Bl as NOEITR 2 8 B b0 AT, 2 JROR. B8N B e i

BRI, 5% &K,

Cisco Secure Firewall i &% &858
S AR S B
TS LIE T Web FORCEIN, AL (50 S 1 b e B 1 L A P o

I VAR RE . o™ fh T s — S BUL G BRI KSR B, X R s, o]
SRS S S Ll ONREE VT I &P N T

\)

AR AR WA HLE I BB WA AIER, 1S (Cisco Secure Firewall 13755 FE2S L & 45
[EZD

AR

* M Cisco.com %k threat defense virtual gcow2 3L I8 HBCAE Linux FEHL L

https://software.cisco.com/download/navigator.html

A\

B FEE Cisco.com & xf5 BAUERRSS & F

o ARG T oRWIERE B (K, R84S Ubuntu 14.0418.04 LTS. 7E Ubuntu 18.04 LTS EHl2 I
RPN AR

* gemu-kvm

* libvirt-bin

* bridge-utils
* virt-manager

* virtinst
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* virsh tools
* genisoimage
o PERERZ N ILECE B2 . L3 01, #8007 Pl R4k KVM B[ threat defense virtual &

o AREM TN S, S MEIRERAML: A% Linux A1 Intel S48 1 58 HriZ 275
1) Hl 55 % R R 55 o o

* Ubuntu 18.04 LTS F55 AL HE LU 2510

* macvtap - = PERE Linux PIFr; 0] DUE ] macvtap, TIANE Linux PO, #8506 2000 B4 13
B A BEMH macvtap, 1A E Linux A,

* IR UL - BN AE BURNER /DN, 75 Ubuntu 18.04 HHERIAIT A .
o« BTG - IR A vCPU b B — A .
* txqueuelength - JT] T-KFERIA txqueuelength 5 1115 4000 At 0 3 yak /b E 4%
o [ 5 - 7K qemu FI vhost JEFE [ i B4 5E CPU W% AE3ESetE ol F, [l vl i e mtk
fit.
o HXRARALIET RHEL 04115 &, 152 (Red Hat Enterprise Linux6 FE UL BRI AL TR
HE) .
* HKKVM FRGHEE, #5250 (Cisco Secure Firewall Threat Defense H A7)
o BT LS BUR 7 iR B UE AU LE 5 IEAEIZ 1T KVM:

* 21T Ismod LA Linux PAZH AL . @it KVM IEZEIZAT, W4 Bos PR it >k de 7w
KVM:

root@kvm-host:~$ Ismod | grep kvm

kvm_intel 1236750
kvm 257361 1 kvm_intel

s WL HFR VM AL Is-l [devikvm , WIS ATREIEAEIZAT gemu, 13 FIH KVM 4 B)
LhRE.
root@kvm-host:~$ Is -l /dev/kvm
Cr W------- 1root root 10, 232 Mar 23 13:53 /dev/kvm
< IBATLUR A, KA EHUE R SR KVM:
root@kvm-host: ~$ sudo kvm-ok

o St AT LAE T KVM G
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BRI

PLUR VR 36 T4 H Day 0 Bt & SCHAE KVM 3241 3% threat defense virtual [ TAEViFE .

(1) () ) )
(1) Download (2) (3) (4 ) Launch the threat
- - . —/ Prepare the R/ )
. and save the (Optional) Day 0 defense virtual
Linux Host threat defense — . Install Support ——p configuration —» using deployment
vmual‘ qcow2 package (day0.iso) file script or
file open-source GUI

5 Y Manage the threat
defense virtual using

Management
Center or Device the management
manager center or device
manager
T1E= 8 LB
i/’i"\: Linux F#L BIEE4E , 45 50 T1: X threat defense virtual qcow2 U4 IR HAR
Ly /—[,?%E Linux H‘EHU: °
o) |Linux 41 HERAEE 9050 00 A FHRAL.
;"’é\-, Linux FA1 HEF Day 0 it & S0
,:-"'4"\-:, Linux A1 JE 3l threat defense virtual:
o AT R E B AS S B)
o A EDEH - S (GUI) #:47 J5 3
5 EHIL {§i [f] Cisco Secure Firewall Management Center K/ # Cisco Secure Firewall
Threat Defense Virtual

LAR i RE B ] T AE A EH] Day 0 BCESCPFRITE DL R AL KVM S _E#B 2 threat defense virtual ) TAF
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wzoayomEt [

[¢ 1 ) Download (2 )
8 and save the ’/I (Ofljlt/ona/)
Linux Host threat def ntall Support
file
3 Deploy the
threat defense
Threat Defense virtual using the
Virtual CLI setup wizard
N
” (4/‘ Manage the threat
anagement defense virtual using
Center the management
or center or device
Device Manager manager
TEZE) 2
(1) | Linux 341 HIFEScAT 5 5 50 T1: N4 threat defense virtual qcow?2 SCAF IR FLAR
7 HAF Linux EHL L.
() |Linux T4l AP 25 50 1. 223 SR
3 Threat Defense (B Day O it & SO IG R a8l fd B [8) 53025 threat defense
Virtual CLI virtual.
:/’_"\-: R {# ] Cisco Secure Firewall Management Center K& 21 Cisco Secure Firewall
S Threat Defense Virtual

\Y 2, oo 3
% Day 0 BEC & 30
1£ )4 3)) threat defense virtual Z [, &7 IHES—A Day 0 e & SCF. LSO —ASeAR o, Hrp g

BT AR AU U 75 BN R GA O A . AR RO B N R TAE H b Aok
“day0-config” [SCAICAE, IFE N E KA SN BEA BT day0.iso 3.

o

EEET % day0.iso SCHHBAUE YR FHI AT I

AR AEH] Day 0 OB SCPFEAT S, I R SEVFISIIAT threat defense virtual B 3 HIAH R
AL E -

« B2 (IR P VFRT 3L (EULA).
s RGN ENL
= SNAY QRNINE TS TAR I TN

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj



1£ KVM Lt ERZ Threat Defense Virtual |
B csoaomzExs

o BRI, 1S Un{a & B Cisco Secure Firewall Threat Defense Virtual 4% , 25 1 T

DL AR E R R GO &, BEmA FHEd0 7B (Fmclp. FmcRegKey Fll FmeNatld) [
FE. WTEARMH M, 2B,

* BB KR BEEAIAP KR B EUERR.

R TEAL A Yo i Bl s B, T LALDOA B K A BB . ANREMET e
LG IO EE IR KA

o (HBEAS T AR BN 4% F AT IRAS 1 P ER W .
o SRERA, ] DR R e A AR R UL S T B SR 2 threat defense virtualo

WERIEAEBAT Day 0 BCESCHFRIE DL M REATEE, WA AHE )R 3 a i E RS fa s fAREZ
R, WS AEBCA Day 0 OB ST OL T 3, 55 59 1T,

\)

AR RAEATRGI PRI Linux, (XS T Windows A7 JAASEHIRE T o

SUMMARY STEPS
1. £44 “day0-config” FISCA SO F % N threat defense virtualf?) CLI it & o 30 M 4% 15 & 15T
B E RO FER.
2. JE DRSO SR R 1SO SCPEAE R BBl CD-ROME:
3. NEAERREMN WA PR A A i — BRI S
DETAILED STEPS
puk:S

PSB1 EH44 “day0-config” HISCASCAEH i threat defense virtual () CLI FC & o« V8 I 2% ¥ B A T4 BE A&7 # o0 (1)
5B

.

£ Day 0 it & {1 Managel ocally H 4 N\ Yes DM Ak %4 FRgs, fp N\ B FErP0 7B (Fmclp. FmcRegKey
I FmeNatld) {E . X TR I BRI, X e B B 4%

TR SCASC A % 1SO SCAEAE U 48, CD-ROM :

i

/usr/bin/genisoimage -r -o day0.iso dayO-config
o

Al

/usr/bin/mkisofs -r -o day0.iso dayO-config

Ny
g
N
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/25 Threat Defense Virtual .

PR3 RN EEE K e By B A ME— A ERA L B

T—5Mt4
o WIHAE ] virt-install, if7E virt-install 77280 TF AT

--disk path=/home/user/day0.iso, format=iso,device=cdrom \

 WIRAE A virt-manager, 7] LA{#E ] virt-manager GUI 1) fE L CD-ROM; i 2 [l 4 ] K T
JrHif (GUT) BEAT/A 3, 5 57 UL,

251 Threat Defense Virtual

[EREREBRIA S

{f LT virt-install (1728 A< S5 3)) threat defense virtual.
THE R, 0] DL R RIS S I R R A U R AR A ORI A e e . IEAEAT T IR A AN 4>
MR RAEREE R, SRR RE.
FEA KVM U5 B D7 n] AR 2 LA R 2 AeAa2 —: writethrough. writeback. none. directsync
ok unsafe. writethrough 22247 . writeback $2 LIRS NZE 47 . directsync 285t F LTI
iAE. unsafe W BESRATITA WA, FF 2K B U7 & KRBTSR o
o M EPLB ISR LIS, cache=writethrough A B T F#% KVM U5 %0 H ML BB SCHERR . AT
AU writethrough 45 C
* {H)&, T cache=writethrough [FIf 4% /O 5 NIX%L =T cache=none, Tt LAzt & 52wt
EPERE.

o WIRAHER T --disk I _E ) cache %L, WERINE A writethrough.

o KIR 8 AT IEIUEA ] BER MR G 2 RT3 (IR, IR 2R, 2845 IH 1) RAID #5741
PRI AT e 2. L, AT WA 9247 (cache=none), M BRI writethrough, 45
W T i R A s s ek

* WA 6.4 FF4fi, threat defense virtual Bfi A] I [¥) vCPU I A7 95 5285 . 4F 6.4 W2,
B ] threat defense virtual E. G [E £ it & 4VCPU/8GB % . & N3, T4 threat defense
virtual *F- & K/NIJ --vepus Fl --ram ZEU SZFFHIME

% 12: virt-install 3515 vCPU FAIHN 7548

--vcpus --ram Threat Defense Virtual - & #4&
4 8192 4vCPU/8GB (BRIM)
8 16384 8vCPU/16GB

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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--vcpus

--ram

Threat Defense Virtual 3£ & #1&

12

24576

12vCPU/24GB

S QIS N “virt_install_ftdv.sh” ) virt-install A

threat defense virtual lEEfUAL (VM) [ 4 FRAEIE KVM ML L8 B oAt B SN LR A Z50& ME—[¥) . threat defense virtual
A CRFZIE 10 MM g4 R T DA . M4 NIC 242002 VirtlO.

iR

threat defense virtual [FJERIABC E O BB S B . 2D AMN SO ETR—FMW L. KGR/ DFHE 4N

AR REN. B B2 45 BRSSO LA TG

(D) BRI O CBTED

© () TREBENIBEER] ()

* (3) ShERER LT (AT

© (4 NI G

< (5) (AR HdEEN - E 64

-
virt-install \
--connect=gemu:///system \

--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio

--name=ftdv \
--arch=x86_ 64 \

--cpu host \

--vcpus=8 \

--ram=16384 \
--os-type=linux \
--os-variant=generic26 \
--virt-type=kvm \
—-—import \

--watchdog 16300esb,action=reset \
--disk path=<ftd filename>.gcow2, format=gcow2,device=disk,bus=virtio,cache=none \
--disk path=<day0 filename>.iso, format=iso,device=cdrom \

--console pty,target type=serial \
--serial tcp,host=127.0.0.1:<port>,mode=bind,protocol=telnet \

-—force

SR 2 JE47 virt_install A

P
/usr/bin/virt_install ftdv.sh

P
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ERErRARE U e |

Starting install...
Creating domain...

BEIRRE L AN, R s BUBLIEE R 6« o] DG BUBNLEE RS0, o sh BBl 2L phi e, —
HEANUSE IR, T LS B ) CLI fir 4

T—5#ft4
PR ORIV 2D BRI T R 5 10 A BEAR S

s IR AARHETE (Manage Locally)iEF: & (No), B & H A0 253 threat defense virtual;
12 [ {#H Cisco Secure Firewall Management Center K5 ¥ Cisco Secure Firewall Threat Defense
Virtual , 5 409 U,

1 I n] B BRI MR, 152 [ W] B B Cisco Secure Firewall Threat Defense Virtual W 4% ,
%51,

£ ERA PSR E (GUl) #1733

H 2R H Tl GUI KR KVM ERINL. LA N FEFAEH] virt-manager (HFRA B SN
FHE) JH 3l threat defense virtual. Virt-manager +& F TG A1 B & BRIV B AL T .

\)

IR KVM WUV Z A CPU 8L, %1 T VM, I ML #E 5 N R ST CPU B DILAC i Ab B 2%
KM, PUONIK A EHL CPU ZhfiE (AR CPU bR KEAE VM Rl il #NH CPU R E
EH, LRI E, RN RA S PR E MR CPU ARk

SIE1 A3 virt-manager (N > RS THE > ELHEES) .
FR 48 N] BB SRAEIE B SN LM 45 R e A/ s AT root 114
P2 piahAl AN, IR R (New VM) 7] 5.
PE3I BAERHL G S
a) X THAERSG, EFESNINE M (Import existing disk image).
U VIS 1 SE e NGRS (RS T dE (M n] JE SR E R D) «
b) AidigksE (Forward) 4k L34t .
T4 N AL
a) Al .(Browse...), EEEWLG L.

b) EFEIEH (Generic) fEARIERFLEE! (OStype).
¢) ridhaksE (Forward) 4k SE454F .

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B srEmmssE G stEEs

PERS  ACE N A CPU LT

EEEM
threat defense virtual SCRFPERES VT, 1%L A A] A] S350 38 B SRS AIER [R] (R & I S 40 A VPN JEHZ R il

W0 N, TR threat defense virtual -5 1) --vepus M1 --ram 225007 S HF (1)1 B8 )= FIME

R 13 BRI EIRE IR vCPUFINTFS K

CPU ke Threat Defense Virtual < & 1 1%
4 8192 4vCPU/8GB (BRIM)

8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

a) %X} threat defense virtual V- & K/ E A TFE (RAM) S 4.
b) %l threat defense virtual *F- & K/N G E XN CPU 4.
¢) Fidi#ksE (Forward) 4S54T .
$IE6 kP RERHENEE (Customizeconfiguration beforeingtall) #E, $57E AN &H#R (Name), AR5 L5/ (Finish).
PAT IR AT I 0 — AN, AT DR s, IMBRATAC & R LR 5
SW|T 5% CPU LT
AR, kP AbIB S (Processor), 4R ik#FECE (Configuration) > E#lE4] CPU EL& (Copy host CPU

configuration).
XYL CPU A5 FIEE N ] T4 VM.

HIES  JE R
a) MM, P 1 (Disk 1),
b) EFERIET (Advanced options).
o) KR RLEV N Virtio.
d) FEfEERh goow2.
PEI  EHRATERSG:
a) MZEflinrt, EPEH & (Console).
b) EFEMIER (Remove), MHERERIAMIFEHIE o
¢) AdiRMEEH (Add Hardware), #RI1—& #H47% %
d) X% & LA (Device Type), ¥EF% TCP net il 4 (tcp) (TCP net console[tcp]) -
e) M THEX (Mode), LIRS HAA (YFE) (Server mode [bind]).
f) XFTEH (Host), %A 0.0.0.0 44 IP Huhik, ARJ5HAME—K#HO (Port) 5.
g) ET1{EF Telnet fE.
h) FCHE RS
HEI0 IES IR, 76 KVM Vi &R i i [ 3 il & 51 .
a) FdnRniEH (Add Hardware), #In—&& T 1% %
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$EN

TIE12

SIE13

TIE14

wan ey REHnERTay I

b) X TES (Model), ZLFFERIME (default).
) X THR4E (Action), eI E V% (Forcefully reset the guest).

P f 2 /> 4 AN R R 2 1

sl R InEE 4 (Add Hardware) DO I 11, 2R )5 16+ macvtap SR @ L=k s 2 (REHI MR 285D

paib 4

KVM L threat defense virtual SCRFHLTE 11 M H - 1 /AME BB DL 1 AMRBREAFMAHMED, UAEZ 94
FH T $i e () P 284 11 o 2% 11 B 0 48 9 L L 250 A LA IO«

vnicO - F T (AT

vnicl— R AL EAEH] G

vnic2 - SMEREE T (b i)

vnic3 - W (L)

vnic4-10 - F ¥ 1 (af k)

EEEIM
IH I vnicO A1 vnic3 MRS B[R] — 1M .

W R AL Day 0 Bo & SCIFEATHEE, W4 ISO € fE L CD-ROM:

a) ridiRINaEH(Add Hardware).

b) EFETENE (Storage).

¢) MBS HMINE F1#E (Select managed or other existing storage), 4R/ i % 45 ISO U B
d) X Fi&&%E (Devicetype), i+% IDE CDROM.

BeE RN RESE S, s N A (Apply).

A TR RS (Begin installation), LA virt-manager fiff JH #5485 & IOAELE 3 & B BB UL .

T—F 4
P ORAD BRI T e P 1 BEAR S

o R A AR ETE (Managel ocally)iE & (No), %okl & #r.C &P threat defense virtual;
15 S [H# A Cisco Secure Firewall Management Center 2K 2l Cisco Secure Firewall Threat Defense
Virtual , f 409 L.

1 ICINr] B PR VL TR R, 375 2 [ {7 & BE Cisco Secure Firewall Threat Defense Virtual ¥ %
T

%A Day 0 BCE AT R TR

T threat defense virtual 45 Web Ftifl, WHREEAEARA Day 0 fie & SCAFRG O N AT HE, o
ZiAE ] CLI KB B R A 45

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B =csoy0mEcswmr TR

OSSN E MBI, U I3 EULA. 2R)5, I B R S s i &, JFAC
N ST S il P e B

P M B SEORERERS, QB R RE @, RIS AIAERE SN, Bl (yin). BRIMESSITE TR SN, #l
Ui [y]. 1% Enter BEAfINIEFE.

\)

AR BHESERIIA BRI U B R AR AR E, AU CLI.

UK

121 §THT threat defense virtual ({13515 .
SR 2 {F firepower login #7575 F, HAERIAES (username admin, password Adminl23) &g,
I8 3 Y threat defense virtual RGUH I, 2234 M S SPOREHAT UL T EAE, FFMARCE REHTTH K TG R
* $:% EULA
o HTET L DY
* IPv4 5% IPv6 Bl &
* IPv4 %, IPv6 DHCP &% &
B O TPv4 HbE R~ X HERD, 5% TPve Huhl FTHTERE
* RELFR
« BRIA K
* DNS & &
* HTTP L3
o EHIAR A (T B TAM A HE)
TEA RABE N PRBRE . BRAES AR A RS SRR . B2 2 i N RIME, 1i5$% Enter .
LS RPN ARLANE
SE6 UG IR F] # $LRFFN, UG E S ).
LT LM CLL

T—F 4
PR ORI 2D BRI T Rk P 10 A BEARE S
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HUEHERR

ey

« W B AR ETESE (Enable Local Manager) i #& (No), R FH & H .0 B HE threat
defense virtual; 1#§2 [#{# ] Cisco Secure Firewall Management Center K/ ¥ Cisco Secure Firewall
Threat Defense Virtual , #f 409 T,

U] IR B AR T AR, 15 2 5% Wi & B Cisco Secure Firewall Threat Defense Virtual % 4%

o,

AP REAUBL L0 KVM A DRI — S A b 2D B
EWIEEMERN R B EEIEIT KVM
AT LU LR D5 ORI BN A5 IEAEIZ AT KVM:

* 3247 Ismod iy 4 LAFIH Linux PR . Witk KVM IEAEIZ1T, W4 8o bR ke s
KVM:

root@kvm-host:~$ Ismod | grep kvm
kvm_intel 1236750
kvm 257361 1 kvm_intel
* WERHFR VM _EAAEAE Is-| [devikvm i, T BEIEAEIZAT QEMU, 1A FH KVM fififf
HiBhI)RE .
root@kvm-host:~$ Is -l /dev/kvm
Cr W------- 1root root 10, 232 Mar 23 13:53 /dev/kvm

 BATUL F a4, MAENET IR KVM:
root@kvm-host:~$ sudo kvm-ok

o St AT LIS KVM ik

#8E Threat Defense Virtual BB /3 sh1ER

W R ) AU LB RS SRR, W 2508 DR L 05t
* MORE B A 20 8 GB WAFI) VM.
s ORTE RA 20 4 MEOT VM.
* WPRESE AT %2/ 4 4> vCPU 1] VM,

* KE QEMU HEFEJE 7 IE /R4 FH k452528 CPU, #4141 SandyBridge. IvyBridge. Haswell 5. ffiH]
#ir4 ps-edaf | grep gemu KAG A 3EFE S5

#RZE Management Center Virtual BHBEI 3 sh1EIR
WA B BRI E 2 JE S IEER, )20 Ok LU T S0
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B osesns

* TORERE T VM 2/ HAT 28 GB A7«
 BORESE G 20 4 MR VM.
* Bl A 2/ 4 4 vCPU [ VM.
* KE QEMU HEFEJE 17 IE /R4 FH k45 #5 28 CPU, #4141 SandyBridge. IvyBridge. Haswell 5. ffiH]
#ir4 ps-edaf | grep gemu SKAG A 3EFE S5
B R MPEHERR

R& AT LALE threat defense virtual F3zA7 DUF dp &Kk 25 o), DAl H S AT system
gener ate-troubleshoot <space> ALL

o, {§i] system generate-troubleshoot <space>, iR iH]*5 (?) B¢ Tab $%4 LA A& ] fi (3 10 5l iy

%,
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£ AWS I Z82 Threat Defense Virtual

KBS FUa ) AWS ] 555 threat defense virtual.
o BEi& , 263 1L
o U B FE T . A 65 L
L[5 ¥ Cisco Secure Firewall Threat Defense Virtual 5% , 25 66 UL
* AWS U7 ZE MR, on page 67
* A 4T, on page 67
HENUFTPR 1, on page 69
* B E AWS 5%, on page 71
* AWS 7 Threat Defense Virtual ft) 54 G485 ik 45 (IMDS), on page 77
* % Threat Defense Virtual, on page 78
o A L% B IR (Y] Threat Defense Virtual , % 81 7T
* 2£1% Amazon GuardDuty k45 F1 Threat Defense Virtual , f 83 TU
« BEiA , 2 84 1L
* % Amazon GuardDuty 5 Cisco Secure Firewall Threat Defense %% , #f 89 Tl
o BUMILA YU B RCE . 5 101 0L

HE iz

AWS JE—Fh AL SR % . threat defense virtualZE LR SEBI2R T ) AWS I35 R4 1 %1247 o

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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* 14 REEK

£ AWS L ZBZE Threat Defense Virtual |

S5 e FY Threat Defense vCPU M7 (GB) RAIZEOL
Virtual
c5a.xlarge 7.0 SR ik |4 8 4
cSa.2xlarge 8 16 4
cSa.4xlarge 16 32 8
cSad.xlarge 4 8 4
cSad.2xlarge 8 16 4
cSad.4xlarge 16 32 8
c5d.xlarge 4 8 4
c5d.2xlarge 8 16 4
cSd.4xlarge 16 32 8
cSn.xlarge 4 10.5 4
c5n.2xlarge 8 21 4
cSn.4xlarge 16 42 8
m5n.xlarge 4 16 4
m5n.2xlarge 8 32 4
m5n.4xlarge 16 64 8
m5zn.xlarge 4 16 4
m5zn.2xlarge 8 32 4
c5. xlarge 6.6.0 BREERA |4 8 4
c5.2xlarge 8 16 4
c5.4xlarge 16 32 8
c4 xlarge 6.4.0 B A |4 7.5 4
c3.xlarge 4 7.5 4

\}

iR

ANIF) 5245 K 7NB) Threat Defense Virtualo

Threat Defense Virtual A~ 3z $7 i i 17 238 52451 /N SR B8 e sz 491 25 Y,

R
I

SR AT i i ok i Ry
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HO
‘_T4|.
H

i 8 3

=l
El

9 aws 11737 EATH ) NGFWv SCREIR) EC2 SEBISR LIS B, 15514
https://aws.amazon.com/marketplace/pp/prodview-p2336sqyya34e#pdp-overview

i £ i F2 7

PUR AR T #F Amazon Web IR %5 (AWS) 3% threat defense virtual H LAEFE .

@ Create AWS
Account
AWS Console
P @ © O ®
Dashboard g?;;itgeu\r/eéc — éi?el‘;;met Add Subnets Roui{; table
’ 9
AWS EC2 @ © eaale @ Create Create Elastic Q Deploy the
Dashboard Security ——» Network ~——p IPs ——» threat defense
Group Interfaces virtual
instances
Magagement @ Manage threat
enter defense virtual with
or management center
Device Manager or de?lice mtanag:ar
TiE=d) B
;'/i h AWS #iil & www.amazon.com: fE AWS ##| & TP A H Pk - .
\\ -_/-'
5 AWS VPC il i Al VPC: QARG E AWS Ik % 1K VPC.
3 AWS VPC # il iR VIS0 ECIDE D 099 G s AN N ELIBR 14 194 O A i VPC 55 HL I A (1)
.
4 AWS VPC # il IT M K7 MAInEl VPC.,
5 AWS VPC il ik S INES A R ARIERE R VPC ML R

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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£ AWS L ZBZE Threat Defense Virtual |
. H{AT &2 Cisco Secure Firewall Threat Defense Virtual i% &

TiE=Id) TR
(6) AWS EC2 #= il [ Qe Gl 2, I e a T MR E 1t
VFIBR L ity VRN TP kb .
7 AWS EC2 #45|Tik B P24 1. 8 nT DM i TP Hulil 2 threat defense
virtual Gl 2% 45 1
(8) AWS EC2 ¥ Hi B QISR PE TP 0 TP k2 H] -3 2 U i) threat defense
T virtual Az ARSI I fR BE 22 3 1P bl
(9) AWS EC2 #45Hik il %% Threat Defense Virtual: M AWS ]/ {i%5 threat defense
Sy virtual.
10) P R T A% T B 2 threat defense virtual:

* /] Cisco Secure Firewall Management Center > £
Cisco Secure Firewall Threat Defense Virtual

* f# /] Cisco Secure Firewall %45 & Fi 48 >4 B Cisco
Secure Firewall Threat Defense Virtual

N & IE Cisco Secure Firewall Threat Defense Virtual 1% 3%

AT WA e B 45 PR ) Cisco Secure Firewall Threat Defense Virtual .

Cisco Secure Firewall Management Center

U R B A% BB T SO B ) SCHF IR SE R I DU RENIC &, WA A B AL (A 25
JRIR) PR AR R C B I A

| o

EREN GOABEIN AL B i B A AT B KA BE PP Y. AR YR RS SRR P RE

Jeis RETCIEAL T A B b0 SR BE OB A B, BRARRAE A A A PELT) RE D EOBT I B BRI g LA
FEA ARG ST, ) BRI VR R R BRI, B B A N BRI 55
M.

A\

AR OHA, ERIARAOR B B RCEIT AR B B0 IR, R IMR. SR U BT

BN, %R0,
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Cisco Secure Firewall i& & &858 .

Cisco Secure Firewall 1% & &1822
e T A AR PR

BERE BLAS ST Web IUBCE SN, QS ERLE BB et b BRI BELAS T ARG E /N R 45
ARSI RE . b L it — S BUL GBS RSB, X fpgerh, Joil i
[EUIE A & g Eer S an [ ONeRtE A g s - PN

)

R G OOSCRE WA S 1 B A B3R, 1S (Cisco Secure Firewall ¥ £ 55 P25 I & 5
M) .

AWS R 77 EHEA

AWS S i1 Amazon.com $&MHEIF A K 2 TG I — RIS (BFR Web d5) o 1X4E
45 AG 4Bk 11 NHX . 8%, {EHB# Cisco Secure Firewall Management Center Virtual (Z FFK N
Firepower Management Center Virtual) Fl threat defense virtual I, RN 1%2#&K LI T AWS R %:

* Amazon FPETFL 2 (EC2) - e IRl A AT RE AU HSEHL, £ Amazon Hdls 005 S A BE
CHIRY FHAIIRSS (Bt k55D 1) Web JIR55 .

* Amazon JEHIFAE == (VPC) - I GEME I E Amazon A 3L 2 WP FE B & 48 1Y Web 5. ]
LAfE VPC Wiz4T H 2 EC2 9451

* Amazon fi] FAFARE RS (S3) - BB A7 At RE Al Bt ) Web IRk 55

AT LAZE AWS BRI, #E VPC FIEC2 414F (fiH AWS [ RELFAIALE ) » Hi%EFE Amazon
RAEWUG (AMI) 5L AMI A& —FIiR,  Hor a8 e sh 8 i s BT 75 A RPE TG

\)

Note  AMI BL4LAE AWS FREEZ AMANH] R 3.

AIHE

o — A AWS K7 . &R BLLE http://aws.amazon.com/ G5 —,

o =1 SSH % P (0, Windows _F [ PuTTY B¢ macOS _F[%5) A f&1j 1] threat defense
virtual #2H]65 .

« AR . AT LA Cisco #r AT H 0B https://software.cisco.com/

* Y] threat defense virtual.

Secure Firewall Management Center

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
http://aws.amazon.com/
https://software.cisco.com/

£ AWS L ZBZE Threat Defense Virtual |
B ooz

o AT LA RS OVE PTUE BB AE 4 B AL L

o HIRUWAE RV IERE 245 K, 1550 (Cisco Secure Firewall Management Center Jit. & &
MY T “REVFATT

Cisco Secure Firewall 1 £ & 2%
* Mid'& Cisco Secure Firewall % £ & FR A% 222 k55 1M BE R VF T #5248 o
o HIRUMA A BRVF AR VE4EMS S, 152 W Threat Defense Virtual 7 .

* Threat Defense Virtual 2% 155K .
« B O (2) - — /N T threat defense virtual EFEF] B HIFPL, F—EENESMHE; I
FHTHERE.
sy LR £ A B0 B BRI ARRE BRE  E TR R 1 B i
AT, IR F B AR B PO BT B . TR, e s T PR B T, AR
EHEH OEAT BB Y. Ak B U G E R RS R, 1ES
FTD #1422 9] configure network management-data-interface #iy% .

WER O (2) - T threat defense virtual 7482 21 P 38 LRI A JLRI2%

o T A I/ TP Mk 1) threat defense virtual .

XERNBRETE

threat defense virtual Auto Scale fif ¥k /7 Z3& F T 45 FR PO 45 PRI threat defense virtual, 5 #AFRAT
K. {Cisco Secure Firewall Threat Defense A PEFERI ) P4t BBHRAEFIGEFFE AL, BISEAE RS
GIESRERZS - E
* (Cisco Firewall Management Center Virtual #2145 r) K51 AWS | Management Center
Virtual [F15 25 PR RE FUFCE PR 220K .

* {Cisco Secure Firewall Threat Defense Virtual 2 1EFE /) £ 71 H AWS | threat defense virtual
1) e 25 B FUFE B IR B 2K

\)

Note - 78 AWS Auto Scale fif ¥ 77%, AWS I threat defense virtual [KIIAIC S EF A IRA 6.4, &3
Fly WA /DIBATIRA 6.6+, A BefFHEET NIERT JE.
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https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-license.html#Cisco_Reference.dita_5177ee5f-371b-4019-8b81-66241afb3897
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/management-center-compatibility.html#Cisco_Reference.dita_6386eb23-e8fa-4fc4-93ab-6b69ac94547a
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_37873

| 1£ AWS %R Threat Defense Virtual
snFms [

8 U 0 BR il

XFFRIThAE
* BRI = (VPC) P&
o BEEEAEE M (SR-IOV).
* M\ Amazon Marketplace ¥}
* L3 M2 R .
© B (BRI .
* ERSPAN # )i
 BRHE (72 RERRAD) o HRVEMGER, 1S A2 Threat Defense Virtual 14 HF .
* Amazon CloudWatch itl 5 (18 TR0 5 i
* B2
s PRI (7.2 S oA

* [Pv6

PFRRIThEE
i NI 2 e
* AWS Eff) Geneve HUE B EANSCRAERZ 24 (TLS) 55 #s S0 KB

YEAT
« SR Cisco B AEVFFTIEN ) BYOL CH#VFATIE)

* PAYG (RIAFRIHD VFnr, —FpE AT o 28, VPR P AEANE 3 Cisco 2 REVE 1T ()1 50
"NIZAT threat defense virtual. XTI PAYG threat defense virtual ¥4, F5)8 H T A VAT 11
Dife CERRAFEM/URL i 38/VPN 45) o XESVFr] DR e Oy M & sirbn B A ghtsid A
WEl. VPRTIhReCiE M B EHD g elifE . (AR 6.5+)

N

Note 7 7445 Lg% A5 N BB 81 threat defense virtual ¥ 4% A4 PAYG ¥F
.

H RV 1] threat defense virtual B2 I FIHEN], ESTY (B K EE O BIERT) Ry “HFarie”
3
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/device-ops-cluster-ftdv-public.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

B evmms

£ AWS L ZBZE Threat Defense Virtual |

Threat Defense Virtual & &E1F 7] B[4 GEZR F1

M Threat Defense Virtual fiRAS 7.0.0 K AT IR, threat defense virtual 2 £ BERF AT, %2k 74 0] \]
FeAFERE R IEPEAN R A =0 A VPN & B2 BRI .

Table 15;: - F1% 4289 Threat Defense Virtual iF 7] I RE R %I

THEE= WEME (BU/RAM) | IRZE PR RA VPN % iE BRI
FTDv5 4 1#%/8 GB 100 Mbps 50

FTDv10 4 1%/8 GB 1 Gbps 250

FTDv20 4 ¥%/8 GB 3 Gbps 250

FTDv30 8 1%/16 GB 5 Gbps 250

FTDv50 12 #%/24 GB 10 Gbps 750

FTDv100 16 #%/34 GB 16 Gbps 10,000

TEREMIL

A 52 threat defense virtual ()5 fEE RS, BRI LLXH VM MR T IR EE . FTEER, 1ES 0 AWS
SRR AL .

EUim BB - threat defense virtual SZ FFFENCEGS B (RSS), WA 4533 it #8 A FH 3 047 A 9 25 B 0
BRE DA NZ . 7E7.0 SHEERA 2308 ARG R, SR T 0mD JE (RSS)
12 A RX A%,

Threat Defense Virtual iR |
* c5.xlarge /EHEFE A 3.xlarge SLBITEAN ] AWS XIS Ry AT FIHEAZ B .
o SEDAZIAE 3 B 30 1) T A R
o DA AN IR S RIS B LA RS 8, BTN .

)

Note ¥ PU/NE:IT, threat defense virtual ¥4 A2 350,

* fE AWS FRECE R N, AR S G H b A R

* Gl CLI 8 & HE Ly SERUAAERT IP Hudilk (IPv4 F1IPv6) FCHE MY AWS FEibil & Gl gt it iy
B AR E IR S RO

* VM threat defense virtual J&, DAZIAE 4B A0 EguiEJfn IR SR 115 W57, TP HuhikaZi
5 AWS Jic & i3 L LR

© HETASCRRE W]/ IR B
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https://docs.aws.amazon.com/lambda/latest/operatorguide/perf-optimize.html
https://docs.aws.amazon.com/lambda/latest/operatorguide/perf-optimize.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/enhanced-networking-os.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/enhanced-networking-os.html
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mEaws iz ]

s BHMENGE I, BEHEN AWS RGBT H S AE AWS RIS B, DB L BUNTENHE

N

SRIG 1SR AWS AMI 7 SR SE6 . ARG, 403 B o o D R E R e 1 G,
ST B AN B RN HE U GE R 3D o BUAE, 3 BhsSe il It B i 8 A B P,
ML gn AR, R)SE TP Hiulik (IPv4 R IPve) FHAB S %L, DME ik AWS
P30 & B A S g VTR

Note

IPv6 HAELEXUHERE (IPV4 + IPv6) R R4 .

1E A B G TCiER Iz o

Qo RN 54Tk, BIUN Snort 75 BARACHS (8] A4 GESCH], BUE VM @B 2218, s EHdT
FEABERERY, 35 M threat defense virtual A1 VM TEHIUEE H . WEE SR CPU /ML A
1/O A FH s DRI/ 5 3 B H AE AT Bl 156 ) A T S B

* 24 Snort KM, WELF] i CPU M VO . WAL NAEA R B4 % 1 CPU A 4L E

BIEE T K1 threat defense virtual S251], W] Snort $5 75 BRI ) A e, XK S EEIEE Snort
o

S T EIR EUE BR 55 (IMDS) AR 55 B4 Threat Defense Virtual PR 1
« BRSO R, HBAE IMDSv2 A R kAT .

Blan, IMDS A5 A] LB B X

FEVIH 3] IMDSv2 Required B2 T, TR ™ A SCRFZAR S, A5 MO T IMDS )3
JIR 55 AT RE 23 R

KT IHMAR (ANSCEE IMDSV2) , HLAEA# ] IMDSv2 Al bt 0tk 1135 3%

ST BT IMRA (328 IMDSv2) , T {E IMDSv2 1] e AT IMDSvV2 Bk B T b 47302 .
(AT “IMDSv2 i sk,

fic & AWS IRiE

PE AWS i35 threat defense virtual, 77 2R 8 104 8 2R A1 B R IL S Amazon VPC. 1K
ZHE T, WEN KL e E TR . AWSHRAEEL Ry, Hoh BT LR B 5 RS N
MBI EIhEe) MKRARER. A5 R, 15 S Hhttps://aws.amazon.com/documentation/

gettingstarted/.
AL AWS WE, BL R PR 9 5 3 threat defense virtual S22 {i i Aic & VPC i
EC2 H4574

* % VPC, on page 72
* WS INELIBE M 5K, on page 73
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https://aws.amazon.com/documentation/gettingstarted/
https://aws.amazon.com/documentation/gettingstarted/

£ AWS L ZBZE Threat Defense Virtual |

B oszvec

* YN I¥ M, on page 73

* YN N R, on page 74

* Q7 224241, on page 75
QUM 454211, on page 75

* QIS 1P, on page 76

HEETIE
* G AWS K )7

* ffil ATt threat defense virtual SZ414# FH A AMI.

£1)#& VPC

RERFAE 2 (VPC) & AWS K L I 4 . %P8 % 5 AWS 2 A 1) oAt 2 40, 99 28 AH g
2. EATLIZE VPC W R 8l AWS %85, 41 Management Center Virtual fil threat defense virtual 3£ .
WA PARCE VPC, R IP MhhbvulEl, AlgrM, HFER R MG Z 2N E .

H N VPC FI-1- M JH H TPv6 CIDR HR 15 B, 1S AWS SCRYAE HA A JLERIE 17 M VPC H 3
HH IPv6.

Procedure

S 5% http://aws.amazon.com/ FFE TR BT AE R X 38k

AWS RII5r T BUBg B 1 22 N Xtk e XIS R e BRS04 B e — AN DI BN S HERAE 5y — AN X b . T

SRS A LA DR IS AE SO DX A P

ritiBR% > VPC.

A VPC #45IHEm#R (VPC Dashboard) > #&#Y9 VPC (Your VPCs).

riidi#l# VPC (Create VPC).

TERIEE VPCHHEHE T A LU R 5 & :

a) HTHRI VPC [ A e LB FRIRE

b) IPHulEf)IPVACIDRER. CIDR (TEEMIBRIHER ) J2 IP Mkt S oG ERE T4 1 S . Biltn1, 10.0.0.0/24.

c) IP HuhEf¥) IPv6 CIDR . CIDR (ka2 1P Huhb S HOCIERE T4 M B Kos. #ln, [:2/0].

d) 7 IPv6CIDR # (IPv6 CIDR block) 1% Amazon $21##Y |Pv6 CI DR # (Amazon-provided | Pv6 CI DR block),
CATE REFUFAR 2= T H TPv6.

e) PR E, DUACRTELL VPC a3 (15245 J5 2 s $i e A P e 1k

$1B6 SR, £ (Yes Create) L& VPC.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html#vpc-migrate-ipv6-example
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html#vpc-migrate-ipv6-example
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| 1£ AWS %R Threat Defense Virtual
smapmmnx [

What to do next

\)

Note  rfifhfii FHl IPve CVEGIA AL, . TR B4, BRSO NAE T 1Pv4, FF 7T LLEIN S ) IPv6.

ISR R 2] VPC H, FEIL R 8.

pyEREITNTPS

AT A I ELIEE R 9 56 AR A VPC L5 LI (3445 . 5T LCKE VPC 22 11 TP k37t e ity 28 TLJK
RIEES

HEEIE
* 4 Threat Defense Virtual 2451 6]t VPC.

Procedure

1 AliBRE > VPC.

P2 il VPCIZHIEMR > EEEAMMK, A5t @EBEMM K.

3 WA A2 L BIRARE LRI G, AR5 MTE, SIEEAIEM G,
FEA EPE Lb PG,

$EE NERES| VPC JFEF 2 BTG VPC,

$B6 SR, % (Yes Attach), LUK KCIER S| VPC.

BOATTOL T, ECIEE M IR HOERE S VPC 20, £E VPC R BN Stk B RS .

What to do next
HEIN TS VPC R, PR E 4

i A

&0 Lt Threat Defense Virtual 5249 A 3821 VPC IP Huhikyis AT 20 BE . 18] LURYE 2 s 3
FAEFR, CLASZI Sl 4540 . %) T Threat Defense Virtual, & 55 E 41— N HLF M A — MR =
T

HEEIE
* “Jj Threat Defense Virtual 5217 61 & VPC.
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B ez

Procedure

PE1 SRS > VPC.
P2 il VPCHEHIER > FM, AR5t tIEFM.
IR 3 (EEIEF RO R i A LU N A R
a) MTARR T B E LRFRIRE
b) TIFLEN VPC.,
¢) MWTPAIER AT XE. EFETTEIRT, 1 Amazon SKIEFE X
d) 1P ik (IPv4 F11Pv6) 1 1Pv4 CIDR $R. 1M IP Huhkyu [H 2420 % VPC [ TP Huhbyu [ i 748 . HuhkEoK i
ST 2 HERYS /16 1 /28 Z 0], T K/NAT LAY VPC A4
FEA Sdi=, B (Yes Create) LLAIE 7M.
PRS WHZA M, EEU PR, BRGSO SRR A 2 A T

What to do next
g R 2 VPC b, PEIL R 4.

NI HER

T LUKE i AR B VPC LB I MO . SBIE W] DISCIRZ S 1 5 N 3, B R — O]
PRI — AN R

Procedure

$B1 SidiRE > VPC.

PR 2 piih VPC ITHIEWR > Bl R, A5 shelEKdk.

W3 A AR R P B LERRE .

IR 4 TR R PR B e & 1) VPC .

$B5 SR, fIE& (Yes Create) LLAIAE K £ .

WIE 6 RN B

PR T st (Routes) i K, DAETEAN(E EEA% 1 SOk thiE B

IR 8 niiidmig (Edit), )5 iR mEMEEH (Add another route).
a) f£B#r (Degtination) #IH, HFTH 1Pv6 s A 0.0.0.0/0 B¢ [::/0] .
b) fEBRYIY, EREERM K.

PR iR F.
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tigzsa

What to do next
flE a4, PRI —59.

tlE% £

AT A, JF A A PR R E SR VR B S A TP bk . W] DAGI s AT
AT 2 A 2425 n] LLREX LS 23 Fo 25 g4 54401

Procedure

1 pidilRE > EC2.
$IE2 fiili EC2 5HImR > 2 4.
$E3 filitlEReH.
$E A4 FEEERESEITHE A LL N E R
a) HTHRIRZ 24 A XREEAR.
b) AR .
o) Lt gl CEL VPC,
PES LERSHMRN:
a) i AN (Inbound) IET R, AR5 slidRAn#N (Add Rule).

Note
WIFE N AWS FRHE P Management Center Virtual, JIFF2E HTTPS F1 SSH 17 B %55 52 AH IV (1) 1P Hb
Hk. BbAh, GnRAE AWS VPC W [RFTC # Management Center Virtual 1 threat defense virtual, [ oL H IP &

PR~ R 5 1) SRR

b) sl HubIETR, AR5 A AR LAAS I ki O, slR PR AIRE (A EED NEEME (FAE
ORI ENINT SR

PIER6 sl L EE 2 a4l.

What to do next
BRI, FEIL N —#5.

B M &ED

fn] DUE FH S TP ik (IPv4 FIT IPv6) =% DHCP 24 threat defense virtual 614 P45 10 . fRFE B A%
TR, G E O (AR .
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B ozane

Procedure

P11 AiliRE > EC2.
P2 il EC2 IEHIER > M4EZO.
L3 AHEIEMERED (Yes, Create).
FB A {E 832 M4 IE O IEHE R LL R 5
a) FMZEOMHT HE SGRE (ATED .
b) M FNHAIER T ILEFEF M (Subnet). AifRIZEEEAIEE threat defense virtual SEH T VPC B+ o
¢) MINER P Huhl, Ay DU E A 1P Hbl (IPv4 I IPv6) BR 1 3h 4 /% (DHCP).
d) EHE—AHEAREE. PR O T L FH .
HIBS i MLKIE D (Create network interface) LA M 45 4% 1
HIB6 EPRIGI ANz,
BB A IR R ERUR B R e .
IE8 U IE IR/ B AR (Source/destination check) SZIEHE 1B (Enable) FIiEHE, K5 miidifRkE (Save).

What to do next
G s TP Mok, T —8#%

B IP

BlEESZEI, SEHEICBE—ANASE TP bk Z1ERUS B SEBIR, %A T IP Hulik (IPv4 1 IPve) £
A0S, Bt 8l, v A3 TP bk by S 43 e — AN K AR A SL TP Motk 559% 1P bk
S M TR f1)y in) threat defense virtual Az At 5245 (4% B8 A 4L TP Hhhik .

N

Note 25 /D% threat defense virtual F7E 3 G0 2B 1P itk

Procedure

L1 NERSE > EC2,

W2 piddi EC2 ¥THIER > 31 IP.

$IB3 S E b (Allocate New Address).

HIE 4 WS/ AIL 1P bk T B, R ML,
$£EE SR, 9B (Yes Allocate) LLAIZLFTE TP Hudik,

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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AWS H Threat Defense Virtual #9327l 7T £(4E AR &5 (IMDS) .

P M AE T, TH LD RUAIE I ALFE 1P Mkl

What to do next
#2E threat defense virtual, TEWL T —#B4)-

AWS & Threat Defense Virtual 8935215 7T #03E IR % (IMDS)

S TCEHE B A4S AIMDS) #2445 S E AWS L) Threat Defense Virtual S 505 (045 Bl X
LofE BRI R I 4 A A ILA S e A5 B o XL vl F T 11 sl A I e
(Day0 FL'E) FUR RSEEIME R, sefima, XIREE,

IMDS API 7 %% #% Jii 2 1 [3] N AWS Wit £E Threat Defense Virtual S24] () e 8, R 5 B & 92460, H AT,
Threat Defense Virtual SEZ{5144 1] IMDSv1 API KSR UE S 1 70 E A « A 7.6 S S A T4
SCFE IMDSV2 JeEHE RS, X — MR 4. Eal KRR

7£ AWS 5 Threat Defense Virtual 32512 & IMDS

AWS T ¥ Threat Defense Virtual 224 (¥ LA R P 5 IMDS A=

* IMDSV2 A[%k: % A] LL#58 Threat Defense Virtual 5241, UL H IMDSv1 8 IMDSv2 B8] i/ H
IMDSv1 1 IMDSv2 API.,

* IMDSV2 WA 5E: EAAE Threat Defense Virtual S 3055 # (A4 & | 1B B AR L.
N

Note  “IMDSv2 2475 ” RAEBIHE, HAP X E IMDSv2 AP .

TR LAAE AWS H1 0 LR #2837 5 ) S E . IMDS :

FhERE . Wi E Threat Defense Virtual SEFIRY, B PAKC & IMDSv2 D iAal. G5, el
LT k2 —K 3 H IMDSv2.

* AWS EC2 £l & - BRI LA/ AWS EC2 5l & 1) “ =RV EAN{5 57 (Advance Details) #5737 4 il
SLSEBIRRE R R V2 (FESK) (V2only [token required]).

* CloudFormation 5 - #& AT LA H ik 1 M etadataOptions | [t HttpEndpoint: enabled F1
HttpTokens: required JEVEKHH X V2 (FESK) - IMDSv2 DA Xi&EH T H )45
LR

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj



7£ AWS R Threat Defense Virtual |
. £BE Threat Defense Virtual

=12 Threat Defense Virtual

Before you begin
Cisco ZEWL LA N #4E
s WKCE AWS 58, on page 71T Tk, & AW VPC Il EC2 JGEH.

* B\ BT threat defense virtual SZ44# H # AMI.

Procedure

L1 HI{E https://aws.amazon.com/marketplace(Amazon Marketplace) H- & 3%
SIE2  F3 Amazon i3 )5, i 4 threat defense virtual (Cisco Firepower NGFW Virtual (NGFWv) - BYOL) $2 it )85 $z .

Note
W Z AT sk AWS, Bl Re BRI IR g ok, DR L.

3B

sl R, RS RUhFRIREETR.

MTiiES & 7K (Accept Terms).

78R 1 X 3 i 188 EC2 #5241l & JB 3 (Launch with EC2 Console).

1L+ threat defense virtual SCHRFISRBIZERY, H9Y c4.xlarge.

MEPEARBI T —4: BLEXHFMIES (Next: Configure Instance Details) 44 :

o PRLR, LLULECSGRTEIE R VPC,
o FEFM, LLIVCECCRTEIE A E M. Bl LR TP bk ek fl A B sh A4 k.
BB HBhER A B IP (IPv4 1 IPV6) .

o FAEH] IPve JCVREIEE RIS . R, 804, BRUVFO R IPv4, JERTLLRRS B A IPv6. 5 3% IPv6
TIBHELZEE, ES0H AWS IPv6 #EiRF1 AWS VPC,

© FERIZEE IR S AR IR &AL HL LR N ethl PIZ842 1
© WFW, S Z AT G ]T eth0 4 BE 1 W ILHC .

8

G S Y
$ B
~N OO o AW

B

Note
threat defense virtual 75 % P AN S BB .

il FERRFEMIER TBOPMALSEN, AT 2SO . R MR A8 E A1 AE R, T ORI LA SR
FEAXE R WERKGAT AT Unicode Kidfls (L4573 RHIZISHIFMIER TBL WRERIEHESLBIBUR, K5 &bz
2 b S A F R R S

A8 A0 SR B threat defense virtual 118 Bl & 7~ :
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| 1£ AWS %R Threat Defense Virtual

FIR10

TEN

$IE12

$IE13

ZR2 Threat Defense Virtual .

#Sensor

{
"AdminPassword": "<your password>",
"Hostname": "<your_ hostname>",
"IPv6Mode": "dhcp",
"ManageLocally": "No",
"FmcIp": "<IP address of FMC>",
"FmcRegKey" :"<registration passkey>",
"FmcNatId":"<NAT ID if required>"

18 1 VA TS S B B threat defense virtual B skt B 711 :

#Sensor

{
"AdminPassword": "<your password>",
"Hostname": "<your_ hostname>",
"ManageLocally": "Yes"

cTEEPBIFEMRER T, WINBRAERAG R B LR 7R ], DA 2 B 4R 3 P 2K

s IEERIEMIE R (Advanced Details) ~, i IMDSv2 Jeidh: :

a. MTTHEEEAIFIE] (Metadata accessible) | 741 Fhik B A (Enabled).

b. MTHIEIRA (Metadataversion) FHFlRPEFE X V2 (FESH) (V2only [token required]) .

k] LUE IS AT BL N E4ER A AWS CLI 3 H IMDSv2:

* fT7F AWS CLI #iil & I LA N 28 LUE H “IMDSv2 4757 B\ --metadata-options
" HttpEndpoint=enabled,HttpTokens=required”

R IMDSv2 B & :

aws ec2 run-instances \,
--image-id ami-0abcdef1234567890 \
--instance-type c5x.large \

--metadata-options "HttpEndpoint=enabled, HttpTokens=required"

){—:—'\l—j-:l—lt——"f u]\\jmrﬁ% (Next Add Storage)
] LAk AT TR INE

M T —%: #RiE3Ef] (Next: Tag Instance).
FREE X 53 K/INE FIE X AL . i, R8T LU “Key = ZFR” Fl “Value= BEA3E” ke Xhr%s,

EHET—: BERELH (Next: Configure Security Group).

MHE R I 2 H (Select an existing Security Group) JEiEFJG AT & 10 22 4L, siBIESR 24, A0
Lii HIPEAE R, WS AWS 3R,

M EF A F (Review and Launch)s.
M Bl (Launch).

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B 505 Threat Defense Virtual 52651 B IMDSv2 FF B

$IE14

SIE15
$IE16
SIE1

$IE18

LIE19

FIR20

TEAN

TEPEIRAT 1R 2 0T B A1 8T (1) 23 5%

Note

T] LR PR IAG R 2 BT B G BT IR 2 B o S50 F AWS A7 T — A A L3 B R 2 A6 10— AN H %58
PRI PSRRI R G A e ISl 5 05 AN B IR AP DB T, AR BUSE 2

i BE1EH (Launch Instances).
NiTEER, REIEEIG R TIRE,
Mili EC2 = HIE#R > M4gHE0.

B AIAERLE AWS 855, on page 71 QI R EFE L, AR5 S TERE. X8k threat defense virtual SE) L
) eth2 11,

B ATERCE AWS IA5E, on page 71 BN MR EE O, ARG fidiiEE. iXH A threat defense virtual SE41
(1) eth3 #2111,

Note
DAL E VAN, B threat defense virtual Y4 A 2s 58 8 50 72 .

st EC2 =% EHR > L5l
AT RS, IR IE SR BIRE > FRIAR R B R U AR RS

Note
RG] RE o WoRIER R BB . XAETORLZ A, RA ethO 2 H1 75 EULA 56 B B AN 20T «

20 438 E, ¥ threat defense virtual 35321 & 3 oty .

What to do next
e R R ID BRI e TRk PE A AR

s MR N BAAHEIES (Enable Local Manager) £ #E (No), R 45 B b0y £ B threat
defense virtual; 152 [ {# H Cisco Secure Firewall Management Center K/ 2 Cisco Secure Firewall
Threat Defense Virtual, on page 409.

s IR B AR EIESE (Enable Local Manager) i F% =2 (Yes), BB AR i) w445 PEaS &
H threat defense virtual; i 2 [ fiff ] Cisco Secure Firewall % 25 # 2% K4 # Cisco Secure Firewall
Threat Defense Virtual, on page 427

B Il LB BIETNIMEAR , 1S AU 5 B Cisco Secure Firewall Threat Defense Virtual 1% %, on
page 1.

} 1A Threat Defense Virtual S2{5|fid & IMDSv2 FrEE R =

Al LA AWS _F LB ) Threat Defense Virtual SZ 9Bl & IMDSv2 W FZ .
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| 1£ AWS %R Threat Defense Virtual
15 FARR{% 1R BB &Y Threat Defense Virtual .

Before you begin

{V Threat Defense Virtual iAS 7.6 M2 5 i A S H: IMDSv2 58558 76 0 #8BH L & IMDSv2 il 2
W, AR AT S A 5 IMDSv2 #E 3 ss (TR BIRAS 7.6)

Procedure

S 1 5% http://aws.amazon.com/ FFIEFIE BT R X 35k
PR 2 ritdi EC2> 3£l (Instances).

HIE3 AL, SRIGIEFESRBRE (Instance Settings) > 182 32451 T &3E £ I (M odify instance metadata options) .
RGUK B S SSE ) T AR I (M odify instance metadata options) X454 .

S 4 FLRBITHEIERS (Instance metadata service) #4> ~, mii/B A (Enable).
PI®S T IMDSV2 I, fiiieed (Required).
Kk BT S T “IMDSv2 57 B

TIE6 MR TF (Save).

{5 F AR 1% |2 BB &Y Threat Defense Virtual

AT LAZE AWS ] H 4] Amazon Machine Image (AMI) Pt R G I35 3% threat defense virtual, Hit
AR IR BAT IR HE 1) 2 52 threat defense virtual BHZ 5245 o

Threat Defense Virtual /[ BB #f 14

14 threat defense virtual SR FE WG (1) FE I A threat defense virtual A1 FSIC $0AT ¥ 7 X5 sh ##
P, AT KRR B M A W) UG R G TR) o PR BRG0P 70 () 2580 B2 R threat defense
virtual FJ45 5 IR, I R R RE 8 FOEr AR RS B B O BT A A O P IR R G A AT
KIME—ID (UUID. FPal'5) o Bhid B B T4 % threat defense virtual (15 20N i), 1X7E Auto
Scale #li%#& h 2 R H EL,

N\

Note [y, {fi[f] Threat Defense Virtual f) bk F i (5 55 28 (1) 5251 AN S FF B B (PAYG) VFAT . PAYG VFH]
PGE T HE TS s2p] . s n] LUB R BEVE T T A5 PAYG VFr] 1381 1) Threat Defense
Virtual &3 .

£1) 2 Threat Defense Virtual R EZ AMI

threat defense virtual L% PR JE 61 2 /& 5 HIFLFT threat defense virtual S24 LAAE AWS [7] 77 HH 61 13
threat defense virtual SZ 5] {2 .
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http://aws.amazon.com/

£ AWS L ZBZE Threat Defense Virtual |

. 172 Threat Defense Virtual 52 AMI

Before you begin
o FEAZ L threat defense virtual 7.2 B S RAC . 47 JCHRE threat defense virtual FIf5 B, 155
[ E AWS %% Threat Defense Virtual, on page 63.

o AR IEHER AR B G R I threat defense virtual SE1E M 2IATAT 4 2L, 9] W1 Management
Center Virtual B¢ %45 H8% .

Procedure

S

1 3 L3528 threat defense virtual SEH) AWS =514 .

Note

PRIV &I 1 G PR B FY threat defense virtual SEAF)AFE M2 &5 BE A0 sRC & 2T HAD A AT, oRE
AT & Y .

AT EL T A NG 5K shell 384T TR HEE R :

> expert

admin@FTDvbaseimg:~$ Sudo su
root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

EH%I]ZISEMEPH prepare snapshot /IIILE/?\FH" ??ﬁ/{:\ﬁ/ﬁ*%qﬂl"ﬂ ﬁ%’ 1%’ %Rf@ﬁﬁy\%ﬂﬁfﬂiﬂﬁo TE Y J\éﬁfﬂfﬂjic
EE?%y %ﬁﬁTEi%Eﬁtﬁﬁé§E§%§bﬂ—f (WUﬁHroot@firepower:/ngfw/var/common#prepareisnapshot -f) , Ei@EfiFﬁfﬁ
T I AT A

WAL M ER 55 threat defense virtual LI SCHRIM P AHATRCE . & ANE . CRCE K B UUID. A3 58K
J5i, threat defense virtual S|4 5< /4], threat defense virtual SZH517E AWS |1/ f)SE451 (Instances) 72 i H .

& 3% http://aws.amazon.com/ FE% BRI BT E 1Y X 1.

AWS KI5 R e Bg 25 1) 2 N Xt X R AR VA B e — AN ) B AN S HIRAE 5 — AN Xk . R
SE SRS A DI, DA DR S A U IR X SR A

What to do next

8 FH PR AMI ¥ 38 threat defense virtual 261 . 155 [ 4# H Pt AMI #4538 Threat Defense Virtual SZ4),
on page 83

)

Note  fswu] LL M threat defense virtual 2| 1547 CLI -4 show version 11 show snapshot detail, LL T fift#&
B3 (1) threat defense virtual BAGPHE S (I RCAS FIFEAN 15 S o
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| 7£ AWS Lt ERE Threat Defense Virtual
{3 F 158 AMI 5 Threat Defense Virtual 251 [

{22 AMI RZ Threat Defense Virtual 32151

Before you begin
Cisco A1 LA N HEeAF:
* WIACHE AWS #1555, on page 7191 iTik, HLE AW VPC 1 EC2 L.

* TN ATt threat defense virtual S48 I Y AMI.

Procedure

S8

HI{E https://aws.amazon.com/marketplace(Amazon Marketplace) J-%5 % .

miii EC2 = #IHE#R (EC2 Dashboard) > 245l (Instances). #5441 23 i 4% bk B 1T %828 () threat defense virtual SEZ 45
s R S (Instances) LT -

Note

FAVR MG, WU ARAIERIEATIRE (RHPKTS (Instance Status)) A E1=1E (Stopped) [ threat defense
virtual SEH o

Sk Sk
S
N =

$IE3  EEBI (Instances) B F, UM IFEREHAH B EBIK S (Instance Status) 5 7~ 4 B 1% LE (Stopped) 1) threat defense
virtual S£41

T4 IRME (Actions) FHL3E PR 17 BRIGFIMEAR (Image and templates) , X )5 niili €I 28R %% (Create | mage).
$IEE  {EEIEMRE (Create Image) Tl , $RAEM G BRI (1) 42 FR AT B .

$IE6  IEPARER (Noreboot) #4 FHIEH (Enable) K iEHE,

ST S f % (Createlmage). ZGuF 1% threat defense virtual B P AMI,

P8 LUK (Images) > AMI. 0] LIZE il b A B B g YRt i AMI.

PR EFEBRIIE AMI.

S0 S BE1 (Launch) DUEFTWUZ R AMI K528 51 ) threat defense virtual 245

LN 4REHE threat defense virtual SE49] . 115234 5% Threat Defense Virtual, on page 788% X1~ AWS I [fY] Threat Defense
Virtual Auto Scale fi# 4k /7 %, on page 106

£ i Amazon GuardDuty AR 55 %0 Threat Defense Virtual

Amazon GuardDuty #&—HU ¥R 5%, ATALEER B S RkIE 2, 1 VPC HZ& ., CloudTrail 3 5
fEHE . CloudTrail S3 £ dli s fh Hik . DNS Hi&%, LLRu AWS 8B 7R I R 22 BB =S
s
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£ AWS L ZBZE Threat Defense Virtual |

SURHAL T — R vl gy %6, F Tl 4 B b O AR 4% B2 F Amazon GuardDuty /il 5% 5 Cisco Secure
Firewall Threat Defense Virtual £/ .

IR P 7 A H] Amazon GuardDuty M3 S8 BREE A G AR BV B A5 % TP, Il
L P2 Cisco Secure Firewall Management Center Virtual 1 Cisco Secure Firewall ¥ £ %5 BL2S Hf1X Lt
GE CEEIP) W4 Cisco Secure Firewall Threat Defense Virtual, PR Z PIEE AN FHFEF %%
ARk Hix sk CBEIP) B

i £ i #2 Fr

DL i A AR R (1 AR il fft v 75 Rl T B T % Amazon GuardDuty 5 Cisco Secure Firewall
Threat Defense Virtual A% /%

FRLLE8EMLEIES Cisco Secure Firewall Management Center Virtual £ BX

N TAERAEE 7R T Amazon GuardDuty 55 Cisco Secure Firewall Management Center Virtual 1 ]
G HEM YR URL 5 RMR O )T %o

Amazon Amazon AWS Amazon Cisco Secure
GuardDuty CloudWatch Lambda S3 Bucket Firewall Management Center
1 2 3 o
C\Q T ------------------------------- (o)
r--*--1
ok
4
Amazon H H H H
SNS - - - -
- - - -

457809

(1) | GuardDuty 45 2 76 Ko S0 B IF SN [ CloudWatch A% B MK I 45 4L o

(9  |CloudWatch HifF 2 ik AWS Lambda b3
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| 7£ AWS _E#R2Z Threat Defense Virtual
{FRAM%K 5 4E 5 Cisco Secure Firewall Management Center Virtual £ .

(3)  |Lambda BB SR S3 AFRRATTTRAS SOPF T OB RCENL, JRBIL SNS Kikil

(1) Cisco Secure Firewall Management Center 1 [ 45 il 5l F5 7~ I H A 152 28 M3 I 2 11 B/ A
B, BIanBE ISR B GuardDuty $45 A)EE EHLAI I & .

I ) S A FH 22 4 B GE P 2% 5 AT Lambda pRECHE AL R0 2 TP HiHE4R 15 SR S3 % %
URL.

ERAMKI & LA S Cisco Secure Firewall Management Center Virtual £/

T CAERFEE 278 T Amazon GuardDuty 55 Cisco Secure Firewall Management Center Virtual f§ H
W £ 0 G2 2H TR B BRI R T 56

Amazon Amazon AWS ] Cisco Secure
GuardDuty CloudWatch Lambda Firewall Management Center

3 l..‘lll

5

a L] a h
L] - - -
- - - -
- r - ¢ ]
Managed Devices
@k
| ________________ A
Amazon Amazon | |
S3 Bucket SNS | |
|| App1 Appn | |
|
| |
‘_ _______________ -

457811

1 GuardDuty JIR452:7ERIN E13% 2 7G S H [7) CloudWatch 7232 g W il 45 S

(2) | CloudWatch H# £k AWS Lambda b4

(3)  |Lambda PRECZHURT S3 AFMAT - SCPF R AT AL, JRBIL SNS Kk .

{-"'4"\} Lambda e %f# ] Cisco Secure Firewall Management Center Virtual H 135 241 IP Hihik >k
P E5° B Y 8 e R 4

’5\, Cisco Secure Firewall Management Center V7 w45 fill Sl 4575 1 H bR 5 28 AR C 5 1) 3 Ak
: HELE, IanPHIER 1 GuardDuty #85 % & ML E .

S ) 45 0 A s 20 R 48 6 % 40 55 Lambda BRI AL (0% 2 1P Huhik e &4 1] »

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .



. {FEAM%E RS Cisco Secure Firewall 18 & & 1828 &5

EHAMZ&XT %A S Cisco Secure Firewall % & & I82E &£

£ AWS L ZBZE Threat Defense Virtual |

N TAERAEE 578 T Amazon GuardDuty 5 Cisco Secure Firewall B84 PR s il FH 9 2% %61 % 41 1)

MR TT 5
Cisco Secure
Amazon Amazon AWS Firewall device managers
GuardDuty CloudWatch Lambda

1 C\ 2 4 gl p a/cEm a
»>u - = -
{0) Q £l 22
- - - -

5

a ] a a

L - L) -

- - - -

- -~ - e ]

Managed Devices
@k

| ________________ A
Amazon Amazon | l
S3 Bucket SNS | :
|| AppT Appn |
| !
: !
l_ _______________ -

457810

( 1 GuardDuty }k45 & ER I EE RGBS [ CloudWatch A% g B il 25 5 o

(2)  |CloudWatch Fiff 2 Wi AWS Lambda %t

(3) |Lambda PRECZHURT S3 AFMAT R SCPF R AT AL, JRBIE SNS KX .

I

(2) Lambda 01 H] Cisco Secure Firewall B 758 FRas H %R AL 1P Huhik SR & 5l 58 57 M

,-/'5"\'] Cisco Secure Firewall % #5/& FE2S U o) 4215 S & 5 7~ FE
4R B 1K B GuardDuty 1 55 (3% 2 EHLAI T E .

S ) 420 A s 2 R 485 6 % 40 55 Lambda BRI AL 1% 2 1P Huhik e &4 1

B AR & R AL B

It 8 A RY K< 2 4E 1

IERGS it AR

S8 AR E R

Amazon GuardDuty | —Ii Amazon IR, 137 AR X IR & F AWS &3 (1 EC2. S3. [AM
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| 1£ AWS %R Threat Defense Virtual

Lty o |

Amazon Simple

Storage Service (S3)

— I TA7 Ak 5 R T S ORI %5 PR (¥ Amazon [R5
* Lambda &% zip (14
* Lambda JZ zip U1
* Cisco Secure Firewall 7 Hf 0o FIAE £ 7 BEAS 0 & 4 A SO (ini)
* £ Lambda 8 %0HR 5 1O TP Mokl 3 A% H I 75 500 (xt)

Amazon CloudWatch

T LU DL Amazon IRSS -

* 9% GuardDuty R 552& SATEMRE LR, JHilk Lambda e KOk AL
SiEEE

* 7£ CloudWatch H &2 " id %5 Lambda p&EUH IS5 5

Amazon Simple

(SNS)

Notification Service

FH 426 H I PF IR 011 Amazon R %S o X 26 B 7 HSPFTE K07
* Lambda PR A8 A0 HL 1Y) GuardDuty 45 I VE4IME &
* Lambda B{ 3%} Cisco Secure Firewall 55 FLa% AT 10 5 B PELI £ B o
* Lambda F 508 51 (14T 4] TR 5%

AWS Lambda

—F AWS JCIRSS A IFE RS, wEAT R AR L N A, I E B PR
JEV % YR . Lambda %L HFE T GuardDuty 45 811 CloudWatch S5 444 ) fih
Ko EMAER, Lambda A&7 TT:

o LbFp GuardDuty i, DURAE RS AT A, W ErE . S
. SRR TP kA,

o (HW-THEVE) fHH%E IP Hblik 5533 Cisco Secure Firewall & a8 1K)
PR 45 6F G2 2H

* BB S3 AFAf Al SO SR TP Huhik .
* J# 4N Cisco Secure Firewall & HH 5 8% /& T4 28 T 0 AR 45 1 .
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£ AWS L ZBZE Threat Defense Virtual |
B somurs

CloudFormation #& | FJ T-4F AWS P &8B 4 5 I 7 1) &5 RPgs 5
R CloudFormation FAR 27 DL %5 -
* AWS::SNS:Topic: 1% B 7~ BB 40 (1) SNS =8

* AWS::Lambda::Function, AWS::Lambda::LayerVersion: Lambda B£%{
Mz At

* AWS::Events::Rule: F - T#4li GuardDuty 45 - /il & Lambda &%)
CloudWatch FAF RN,

* AWS::Lambda::Permission: CloudWatch ={4#1ljfisli % Lambda 8% (1)
PR 6

* AWS::IAM::Role, AWS::IAM::Policy: 1AM fAEAIKIE %I, HT R
VEXT Al AWS ZEJ5f) Lambda bR 5125l il BUPR »

SRR RS2 ] NS LA E SRR

SRR A

* GuardDuty ££ i fif 11 75 2238 FH -1 H Cisco Secure Firewall Management Center Virtual 5% Cisco Secure
Firewall W £ & 4% ¥£45 (1Y Cisco Secure Firewall Threat Defense Virtual.

* Lambda PR %] LLSE B i B AEATE M R & LR B b R £ B FRES T I 8 X 52 1. TR
Lambda PR A] LU T A 36 TP Mk & 3 i e F 8%,

JHE U] 0 PR o)

* Lambda PR 61 TEill i 3% s 1P Huhil- SR ¥ 3 Cisco Secure Firewall 45 FE8% I BIZE X %41 .
BE, TR A DR I 2 B T B R SO B BT e % o

o BCARRPAE T AWS RS BT RE e DO BRI, o SREEAE AN [ X FY) GuardDuty A3,
WU S LX) S

 Lambda B4 % I REST API 5357 Cisco Secure Firewall B Higs . Kk, AN BeAl F AT (o] FoAth 7 v
B, Wl BRb skl

AN R L LR Y N S R (LB (X AT PR
o W RAEHE NSO A I A, B AT
o HSFER DO AR KMS 25830517 I »
© P A HR A Z5AE ] Lambda bR i m] s il K 52— KMS S PIEAT I
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| £ AWS L ZRE Threat Defense Virtual

1% Amazon GuardDuty 5 Cisco Secure Firewall Threat Defense £ 5 .

1% Amazon GuardDuty 5 Cisco Secure Firewall Threat Defense

EE L

PATLLU A4S, # Amazon GuardDuty 5 Cisco Secure Firewall Threat Defense 42 /i

AWS Q Enable (@ Upload @Deploy the
Management ~ Amazon ] ;:I‘:S"t‘c‘]eAgrrsgggn ~ integration
Console GuardDuty S5 buekot solution
Local Machine ‘:2; Download the (a) Prepare the \/@ Collect input
~ scripts and ~ Amazon ~ parameters
template from GuardDuty for the
the Cisco integration files CloudFormation
GitHub for deployment template
repository
Secure Firewall (3 Configure your
Management ) g’ar.‘aged
Corr
Device Manager GuardDuty
TAEZE) LIE
T AWS & E 4 £ AWS I3 H Amazon GuardDuty fIR%% ,
~ 90 1t
2 AL "M%k Cisco Secure Firewall Threat Defense Virtual
F1 Amazon GuardDuty 5 5 fift vk 7 AT
5 90 T
:.’"5\':' Cisco Secure Firewall BUEALE WA LMITS Amazon GuardDuty Bt &
~ Management Centeri{Cisco fHH, #5910
Secure Firewall ¥ £ & 25
4 N R =N e H T8 1Y) Amazon GuardDuty #3953
, 594 L
(5) AWS FHEH & A AL %) Amazon Simple Storage Service
, H 97
6 AR 4 CloudFormation BEAR I AN S50, 26 97
il
(7) AWS EHEHIG B . 2 99 T
N
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B % Aws -2/ Amazon GuardDuty B %

7£ AWS _ /= F Amazon GuardDuty AR 5%

AT WTAE AWS L5 Amazon GuardDuty %5 -

FHia Z |l
FERITA AWS BT T[] — X

Bz

B 1 HI1E https://aws.amazon.com/marketplace(Amazon Marketplace) Jf 5% o

$IB2 KIEFE RS (Services) > GuardDuty.
$IE 3 1F GuardDuty UL A5 i FFEE (Get Started) .

124 7B A GuardDuty (Enable GuardDuty) LA 2 il Amazon GuardDuty 55 .
A KA GuardDuty B 215 5, 162 AWS SR H ) GuardDuty A 7.

T—%#ita

£ AWS L ZBZE Threat Defense Virtual |

MIEFEL GitHub f74# % T 4% Amazon GuardDuty fif ¥ 5 304 (BIRCRTEIA) o 20 R4k Cisco
Secure Firewall Threat Defense Virtual f1 Amazon GuardDuty 5 fift ¥ Iy A7, 55 90 Tl

T~ % Cisco Secure Firewall Threat Defense Virtual #01 Amazon GuardDuty £

PR R 7T AR

"% Amazon GuardDuty fi# R 15 Z g 34 %5 1 Cisco Secure Firewall Threat Defense Virtual iR 4

FRY S B2 D AS AV P MJERE GitHub A7l FEER I, Mk A2 -

https://github.com/CiscoDevNet/cisco-ftdv
PAR 2 JE A} GitHub A7 ) B 55114 -

Xt 1L AR

READ.MD AR

configuration/ Cisco Secure Firewall Threat Defense Virtual 45 Bl #% e B SC {45
o

images/ 'BE# Cisco Secure Firewall Threat Defense Virtual A1 Amazon

GuardDuty £ flfift ¥ 75 i ]

lambda/ Lambda B8 %1 Python 31t

templates/ T35 38 ) CloudFormation HEAR o
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https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://github.com/CiscoDevNet/cisco-ftdv

| 1£ AWS %R Threat Defense Virtual
B E &% & U{E 5 Amazon GuardDuty &2 & 1E F .

B & E 1 & LUES Amazon GuardDuty Bl &5 1{F

Lambda R ZAL 3 Amazon GuardDuty 45 331 IRlfil & CloudWatch 544 ()% & IP #iil. Cisco Secure
Firewall Threat Defense Virtual K 1] LA T /5742 —ifiid Cisco Secure Firewall Management Center Virtual
F1 Cisco Secure Firewall % £ & #1325 FUC b s 24k «

* MLEXF LA T - Lambda pREE S TP Huhl ok BB BEAS TH I 200 . AR, fsmlinT
AT A5 FH 12 190 28 6o S 20 b B 6 (1K) U I 455 ) 5K o a6 J7v3& HI T+ Cisco Secure Firewall
Management Center Virtual Fl1 Cisco Secure Firewall ¥ £ & # 3% .

* REFEEMLIR - Lambda pRHU S 1P MUl 7 Amazon S3 A7 A Hh 1) 4 BT R 55 S0
TERT LU IR A5 ST URL ¥ B 22 AR REVE, AR i 50 80 P AP st Ack 0 8 1) 7 o 428 T S o 17
A& T Cisco Secure Firewall Management Center Virtualo

FRREXH URLEER S B M KR

ARATA-EH A FE Cisco Secure Firewall Management Center Virtual 1L 22 4% 58 W 4535

FIAZ Al
* WiRIE T LE Cisco Secure Firewall Management Center Virtual & i3 BUM/FATIE . 1 2 54 J@8Uh/F
CIRTTES

o IR EANE ITC N Amazon S3 FEAERT P A AT R & S04 URL.
* ffif# 1] M Cisco Secure Firewall Management Center Virtual 17 1] Amazon S3 £7-fif # - fI3R 25 S04

UK

I 1 E % Cisco Secure Firewall Management Center Virtual
P82 fiH] Amazon S3 7 il R 5 SO URL B 2 2R e 20 . A X T8 Bl 2 2R e M4t IR B, 2 A E
PER3 A A REMI SR URL 6 sl SEOFT U il 2 Sems sl () e, AR BRI . 12 [ T-5)) URL L yg ik 1A
B AN G B ] 4 R o
Pk
T T LAAE BT 2 T B e B3 2 4 RE R U5 BB U7 17 47 TR SRS 1 (9 URL. - W1 2R 2E4E Amazon S3 A7 fifi i b €122
AR SO, 0T DLAE R 8 2 WO e R RE R 2 U . A R B G A e R R M A R, T S BRI Rk
H Amazon GuardDuty 55— AN45 RAHBAFE AT, SR 5 A8 HZ AT 38 A b SR 4R 1K) URL e B 224 3 Be I 45

I8 4 7E Cisco Secure Firewall Management Center Virtual _ ¥5 B 0 & 8 5. 152 )30 5 0 5 4L
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/licensing_the_firepower_system.html?bookSearch=true#reference_C38742BBC6364CA7BA6F6DA4E3A8C6F7
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/licensing_the_firepower_system.html?bookSearch=true#reference_C38742BBC6364CA7BA6F6DA4E3A8C6F7
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000278
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000278
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/url_filtering.html#ID-2189-0000027e
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/access_control_rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/policy_management.html#task_75E181687ECF4EFC8EB6AF4509C20C0B

£ AWS L ZBZE Threat Defense Virtual |
B oemnsxza

T—SMta
2% F T35 28 ) Amazon GuardDuty Y5 SC2F . 15 2 VS H 38 70 Amazon GuardDuty % Y5 3044,
5 94 WL,

BI 3 W 4% XF S 4H

£ Cisco Secure Firewall Management Center Virtual A1 Cisco Secure Firewall % %5 Blgs 1, A Z00N
Lambda pF £ & 5O M 28 0T 24, LLEE B Amazon GuardDuty £l 1) (12855 1P Hulik

WA Lambda BECRACE M40 %41, W) Lambda ML O — N ERIASZFRA
aws-gd-suspicious-hosts [ 48 X % 41, LB FEE 1P Hitik,

£ 32 7 £& 34 5 28 Cisco Secure Firewall Management Center Virtual
AATAHUWATLE Cisco Secure Firewall Management Center Virtual -1 61 53 (4 2% Xt 52 241

UK

I 1 5k Cisco Secure Firewall Management Center Virtual .

IR 2 FH R IP Ml G PR R AL T S 20 5

U3 QU s ORIy e 75 ) SR 7 W PR, DA AE P20 SR AT AL BRIt 15 25 DR 4 B ) 7 1) SR gt R 1) S T
B IR 2 A o

R
L AT LIESGAIE Lambda bR E0EAE( HTE G 1P Mkt BB 200 2L )i, G sSE T Uy 1) 42t Sk~ s il 47
A

PR CRICE S AGRE B B S IR E A

T—5Hit4
£ H11-#8 2 1) Amazon GuardDuty Y5 SCIF. 52 [ E4 H] 1 #8725 1) Amazon GuardDuty %% J5 A,
594 71,
£ Cisco Secure Firewall i& & 51228 M EXTHRE
KT B[ £E Cisco Secure Firewall 1545 5 B 28 o 4 2 X 28 6F % 4

puR
$IE1 %% Cisco Secure Firewall % 55 & Hil s .
SIE 2 TR TP HhhE GRS G2 . 15 S T I B R 2% 0 G F 4 .

PR3 QU STy 1] 15 ) A0 e 4 I, DU AR P 260 R AL AR PR R o 5 2 B T D i) 2 5 SRS AN G 7 1)
FEHIRE o
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/getting_started_with_access_control_policies.html#ID-2176-00000349
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-v61/access_control_rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-v61/access_control_rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/policy_management.html#task_75E181687ECF4EFC8EB6AF4509C20C0B
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-objects.html#task_49CC5243743F4921AAF00CF6AB0264BE
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-access.html#id_11408
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-access.html#task_68A29B520CFF46608A8E88D8DFE7AEC0
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-access.html#task_68A29B520CFF46608A8E88D8DFE7AEC0

| 7 AWS LB Threat Defense Virtual
7 Cisco Secure Firewall Management Center Virtual & 2 Lambda & £5i/7 i) 13 FA P ik P .

RR
T IAESAIE Lambda bR ECEAE SRR 1P Huhit SR 280 R 41, QU s BE0gT U in) 42 skems s« el 4%
IR

TR A KN E G BT B . IS L

T—%Mt4
HE24 H T35 1Y Amazon GuardDuty Y5 3. 152 [ HE % H 1382 1) Amazon GuardDuty %835 SC 1,
%594 T,

7£ Cisco Secure Firewall Management Center Virtual 7 24 Lambda & #5377 18] 81 32 A P ik A

Lambda B ECER TP K FAT Y B OIBCRR, - DA SEOT 57 B Ao ML 25 RS Hh (R I 26 0 R 4
b, BN B AL B A B A P N AT B DB T K o AT AR AT R 2%
G TFTTER, A LR

HRBIEHH K s S, 153
o &3 FDM F1 FTD JH 2 5 i) A PR
* FMC ) g

R, T ARSI ARG B SO AR i a5 i . 048 ] AR et SCARE K 3 1

{1 F] Lambda & %RV [] ) A KMS 255N T % 14 . {1 H] awskmsencrypt --key-id <KMS-ARN>
--plaintext <password> fir 4 LLA BN it . S 0A 25 225 F il & AWS CLI A figist7 i 4.

)

ER MR AR KMS S S A0 AT s

1K AWS CLI I Z 5 E, TEZ00 AWS fr 2T 5. A R EEHMINE FTEAE R, 1HSH AWS
SCRY (AU ST N A A KMS 1) AWS CLI i 4575 .

i

$ aws kms encrypt --key-id <KMS-ARN> --plaintext <password>
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUUTHQRNCAFWEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
G9w0BBwagWzBZAgEAMFQGCSOGSIb3DQEHATAeBglghkgBZOMEASAWEQQOMA5ATkTg ) SekX2mniAgEQgCcOaveHhol
+wxpWKtXY4y121d0z1P4£fx0jTdosfCbPnUExMNJ4zdx8=""

}
$

CiphertextBlob 25 £ 1) 8 F 1F 284
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https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-get-started.html#task_BEE4E37389B64E518EE91FF3824476A9
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-mgmt.html#id_73790
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/user_accounts_fmc.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html

£ AWS L ZBZE Threat Defense Virtual |
. % B T 802 i) Amazon GuardDuty 3535 04

& TR 2 # Amazon GuardDuty 355 L4

Amazon GuardDuty fif #h /5 5 555 B SCAF R M Cisco GitHub £7fiff 2 FH R .
7E AWS % Amazon GuardDuty iR T 2 1, IS ZHE & LUF S

* Cisco Secure Firewall Threat Defense Virtual 7 H % it & iy A S 1

* Lambda #A${ zip SCAF

* Lambda )% zip 3CfF

HEEFEEMAXH

fﬁﬂﬁ*"ﬂ‘ﬁ* TR AE XY Amazon GuardDuty fift £ 7 G852 1 A B BB 4 B BEAS IR PRI 15
o SR TUIEANAE VIR S5t 194 4 o G2 20 S8 773 LA Amazon GuardDuty 5 5 B HP U FTAE £ /B SRR A 1
HTE?‘)?EEEI#F

FHia Z |l
o BORFERC E SO AR AUk RIS R 1T, e A B g IR HLP 35T B G S U AR

o R EAERC B SO E 2 AN B P O B A L, T R B O B A TR S
HAERCE SO H U — I, HBCH R A

o ROAZIEC N A B NI BE A PLER 1K) TP U MIA4 R

o 25K Lambda BRECEEE— AN AT BE ARG A I P, AR5 A BEAE A BE 00 R0 v £ 2L
28R ) B BT IX A Y 45 Xt S 2H

UK

L1 F5% N4 Amazon GuardDuty %5 SO ALV AL
$£I22 W% % ngfwv-template > configuration 3013,
SIE3 AR SE T AP IF ngfwv-manager-config-input.ini 44,
TESCSCARA, B2 N TERIAE BB 2 Amazon GuardDuty fif #it 5 28 1787 B AL Bl 245 B A I RIS B .

PR A AT SHON A B O B A PR K LR RS R

SH 1% AR

[ngfwv-1] DRI LUV & T SRRt

public-ip (E£2 LN A& R SHIE AT o i

device-type T I B PO BB A B AR 48 Amazon GuardDuty fif
PJ7 FMATE B RA. AVFIN{EA FMC 5 FDM.
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| 1£ AWS %R Threat Defense Virtual
4 Lambda E s et I}

S 15 FA

H P 4 T8 E B L E i & B B P 4.

password 18 B L el & BEAS M %00 . g mT L2 4l
A, WAL KMS B s 2455 4 .

object-group-name Lambda p& £ FHW R ML TP BT IR I 26060 S 4 (R 24 R
WHREE N Z N G AL TR, B e e LLE S
an CHEIEN

SIS R M ngfwv-manager-config-input.ini {4,

T—% Mt 4
QI Lambda bR EAFRICAT . TS UHER Lambda pREAFRICHE 5 55 95 T,

A% Lambda & #7744 3014
AFAHUATAE Linux I35 774 Lambda B850 .

\ )

AR AR T BE AR SO AT LA R ST 52

UK

HIB1 762 N4 Amazon GuardDuty ZEJ5 A THEAL_EFTHF CLI #%iil & «
HIE2 FHiF /1amoaa I IFARI A
PL R 2 Linux ML~ A

$ cd lambda

$ zip ngfwv-gd-lambda.zip *.py

adding: aws.py (deflated 71%) adding: fdm.py (deflated 79%)
adding: fmcv.py (deflated 79%)

adding: main.py (deflated 73%)

adding: utils.py (deflated 65%)

$

BB B 46 3 ngfwv-gd-lambda. zipo
FE3 IR RM CLLZEHI G .

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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. Y% Lambda B304

T—H it 4
(RS S0 ng fwv-gd-lambda . z1ip KA Lambda J2 AT SCMF. 12 BIHE# Lambda J23C1F |
%596 11

% Lambhda B304
AATA LR 7E Linux 3504784 Lambda J23C1F.

\}

AR (PR T e AR SO A T LR RTINS

ST £ N4 Amazon GuardDuty %85 A T EHL_ T CLI #5546 »
I 2 1F CLI & 3T LN E1E.
PAR A& %4¢ T Python 3.9 [#) Linux 4L (41 Ubuntu 22.04) 7114

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3.9 install cffi==1.15.0

pip3.9 install cryptography==37.0.2

pip3.9 install paramiko==2.7.1

pip3.9 install requests==2.23.0

mkdir -p ./python/.libs cffi backend/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r ngfwv-gd-lambda-layer.zip ./python

RO O O ) O O 20 O B O

JE4E A ngfwv-gd-lambda-layer.zip CUAIE .
R, O)H Lambda 242014 %¢ Python 3.9 S HLAKS I
PAF 7275 Ubuntu 22.04 %5 Linux 41 F*4¢3¢ Python 3.9 7= 1A

sudo apt update

sudo apt install software-properties-common
sudo add-apt-repository ppa:deadsnakes/ppa
sudo apt install python3.9

sudo apt install python3-virtualenv

sudo apt install =zip

sudo apt-get install python3.9-distutils
sudo apt-get install python3.9-dev

sudo apt-get install libffi-dev

PR3 BRI CLIfEHI G .

v v vy
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| 7£ AWS L #3Z Threat Defense Virtual
1% 3214 5% Amazon Simple Storage Service .

T—%#ita

7E Amazon S3 f7-figAfH, #2420 4% Cisco Secure Firewall Threat Defense Virtual fit & 3£ Lambda
BRI zip SCAAT Lambda J2 zip SCfF . W52 K SCAF EAL 2] Amazon Simple Storage Service , 5 97 1

18 3214 %% Amazon Simple Storage Service

e UF TS Amazon GuardDuty 477 & T4, 20k SCF EAL 3] AWS 7] 1) Amazon Simple
Storage Service (S3) FA il SCF3k

i

1 [ https://aws.amazon.com/marketplace(Amazon Marketplace) H- %% .

FI2 §1JT Amazon S3 ¥l .

$IE3 6J&# T 4% Amazon GuardDuty #J44:1f) Amazon S3 f4itikf. &2 4 Amazon S3.
L4 KLU Amazon GuardDuty #41F 4% 2] Amazon S3 F7i il -

* Cisco Secure Firewall Threat Defense Virtual Bt & 3 f4: ngfwv-config-input.ini

PR
TEAE B oAl 22 A e N 4508 75725 % Amazon GuardDuty fi# ¥ 77 E0S, AT AL SO

* Lambda JZ zip 3 ff: ngfwv-gd-lambda-layer.zip

* Lambda pR %Y zip X F: ngfwv-gd-lambda.zip

T—%#ita

W25 H T3 %% Amazon GuardDuty % 5[] CloudFormation #4R . i Z [ W4 CloudFormation F45% /1]
WS, 97 T,

Wi .2 CloudFormation &4 AU NS

JRHEME T CloudFormation #54, FT-7E AWS H1iB38 Amazon GuardDuty fif ¥ 77 T is (%8 . 7
IR CE AV e (L

Template Parameters

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj


https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

£ AWS L ZBZE Threat Defense Virtual |
. Y%= CloudFormation 1£1R A9 A S48

S 15 B aN L]l

e e FE UL SN (0 44 Fioks i 1 = 41 | cisco-ngfwv-gd
(Rl ki) T S RART Y TR

GD 45 R A ™ B i) 552% Fe b P Y] Amazon GuardDuty 45 |4.0

SR B ™ B M 0 A ZAE 1.0 21 8.9
ZIRE R o AT ™ AR AR T e
T Bl ) 45 SR A5 4l 2286

FEE SRR
* fi: 1.0 £ 3.9
. 4.0 £ 6.9
f: 7.0 & 8.9,

HL T R4 ID* BRI L, I TAE Cisco | abc@xyz.com

Secure Firewall Threat Defense Virtual
IS EH O B O R AR
HEEH Y Lambda bR 2058 B SE B (1
5T

R

0

S3 fFAifi il 44 PR £U7 Amazon GuardDuty #3041 | Flan: ngfwv-gd-bucket
(Lambda pFi%{ zip. Lambda JZ zip F!
Cisco Secure Firewall Threat Defense

Virtual At & & FEEE 0D 1) Amazon
S3 AR A4 PR o

S3 AT AT/ B A T4 A7 R S 1Y) Amazon S3 A7-fig i | . " B¢ “cisco/ngfwv-gd/”
RECA A FR . W BT Sk,
il A s githntt

Lambda JZ zip X 1F44* Lambda JZ zip X144 . Bt
ngfwv-gd-lambda-layer.zip

Lambda %5 zip 0 F 4 * Lambda PR %Y zip SCAF44 Hlt: ngfwv-gd-lambda.zip

Cisco Secure Firewall £ FPUC Al 4% | 075 Cisco Firewall Threat Defense | #]41: ngfwv-config-input.ini
EELAS EEARACE 44 Virtual 57 # A5 ALE RN B *ini
. (nFEIP P AL ML K
R, MR RALTRE . D

pait =

A2 FH 9 28 % G 40 B 3 g VR AT
Amazon GuardDuty £ il 4 755 It
B

W SRAE IS 2 A el i, AT
DAk B gt A 2D 3R
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| 1£ AWS %R Threat Defense Virtual
mewi ]

ZH 15t AR Gt

F T35 65 02 1) KMS %81 ARN | BT KMS 1 ARN T30 s 1 | 4510t -

AWSKMS %4]) . 15 Cisco Secure | @narskms<regam<ansaoortid>keykeyid>
Firewall Threat Defense Virtual fic. & %
NSO AL T gl SO RS, AT LA
FIESHE A SR, Wz
2% Cisco Secure Firewall Threat Defense
Virtual it &5 A SO R4 2 I 3%
o B DA ZRANAE FH 45 2 1) ARN 1
TN, AN % : aws kms
encrypt --key-id <KMS ARN>
--plaintext <password>

Je /2 IR H & & 8225 ] CloudWatch A ) Lambda | 4 201: enable &%, disable
PR H &,

*: ﬂ‘iﬁ%:?i

T—% it a
/] CloudFormation B i HERG . 1S [ MEHER , 55 99 W

ERE R
5% Amazon GuardDuty fi#t it 5 ZHEE T A i i Jo, A0 AWS CloudFormation Hik. {H H

b HR P IR SO templates/cisco-ngfwv-gd-integration.yamltemplates, JF#
HEAEIE CloudFormation FEAR (15 AN S 40P IR B I S50

UK

P Gk AWS 5l 5
P2 %% “HR5” (Services)> CloudFormation> “HE%” (Stacks)> “ I HEFL” (Create stack) (fFHIBIZEdE) > “HERA
B ” (Prepare template) (BEARTESCAFIHERML) > “4REBiti” (Specify template) > “Hiff kY5~ (Template source)

CMH AR B X TR : templates/cisco-ngfwv-gd-integration.yaml) > “GIEHEF” (Create
Stack)

HRAE AWS _EHEHRATENE R, S AWS T,

TSt 4
WAFE . HSWHKIEE , 4 100 7.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.html

£ AWS L ZBZE Threat Defense Virtual |
B aerasam

BAh, 0] LT Amazon GuardDuty $1 15 1B B U 56 8T e 7 MR AF T 40 o 3 33T [ HL 1 R 424 20 40
, 25100 T,

VT 15 B8, BB 44 188 ZN

7t CloudFormation #AR 1, —/NMHLFHIELE ID I & N F0OC T 1 Lambda #8410 5¢ %) GuardDuty £t
HHEHr A . 75 AWS _E#2E CloudFormation Bififo, Z&i<xiiid Amazon Simple Notification
Service (SNS) k55 [a] R4 1D X M F IR,  SESRBRTT [ 380 %0 5T o

UK

- AREABIN LSRR
W2 IS AE &0 AL T A (Subscription) B .

T—5Hit4
WUFERE . TS A, 26 100 T,

AT
WHEERE
7 AWS 1, f8 0] LUEFEKUE Amazon GuardDuty fif# i 7 56, WIATFTiA. 7E CloudFormation ¥ 5¢
B, T DL BRI B I8 UF U B A TR
FIAZ Al

R 22 ZE RN E AWS 24T 40 (CLI), LU T2 KiEisE . ¢ AWS CLI X IfE S, iE
Z:i AWS iy 247 A

PR Fx AWS EHEERIG

SR 2 3RS (Services) > GuardDuty > i B (Settings) > X F GuardDuty (About GuardDuty) > #3028 |D (Detector
ID), #RJ5id FEMZS 1D,

A2 i Amazon GuardDuty £l 45 S AR i 75 2248 H LRSI 28 1D

LB 3 1T AWS CLI =il &, llidizd7 LLF v 2 4 i~ 9l Amazon GuardDuty 25 5

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

| 1£ AWS %R Threat Defense Virtual
sxmamrrzEnses |

W IE 4 7t Amazon GuardDuty 5l 5 1 45 R AR h & B AL
A2 AL B TS [sample] o ] DL A Ry )y A TP HuhE A5 & 1 kA A 45 R A R
$IES S AF Lambda R E0E1T .
filz Lambda pREUR, BAELL T AR
o BRI AN, b S IR Amazon GuardDuty 45 R A1 Lambda b8 057 1) Cisco Secure Firewall Threat
Defense Virtual & #L8% $OH ITE41(E B
* BUEE Amazon S3 fEAEA R S AR TS SO B FEA Amazon GuardDuty 45 5 4R 5 1% = 1P Hililk.
AT LR AR RE LR S S 44 : <deployment-name>-report. txt.
o 0T IR E30E B A BT 71 - BRE S 1 CUAS ] A 18 5 SR BT IR R TP Mk ST UG LA BE RS (Cisco Secure
Firewall Management Center Virtual 5% Cisco Secure Firewall % #-45 BE#% ) LI M ZE XS G 41
o X AR EEIE T - BRSSO URL 215 O/ B B D L E 308 8] DAZE R B PO i LR B 42 rh
B SO URL B85 5 58T I )38
* X% (Objects) > X & EIE (Object Management) > 2 £ £ ¢ (Security I ntelligence) > M 4% 51| & 0 (Network
Listsand Feeds) > i A & HIIR
o 0, BRTUATB SR, AR A R RTINS TR 5 n] LU BN SR DL A b IR -

X8 (Objects) > XF R &1 (Object Management) > & £ & §¢ (Security I ntelligence) > W #% 51| = FRiE (Networ k
Listsand Feeds) > E#fif (Update Feeds)

HIE6 5] AWSHEH|E (AWS Console) > AR (Services) > CloudWatch > B (Logs) > Hi54H (Log groups), #E#%H &
H LA UE CloudWatch #5415 71 1) Lambda H ko &0 LR LR R 2UkR IR CloudWatch H & 4144 55
<deployment-name>-lambda,

LR ERUEE S, @R LU P BRE PR 45 5 i i -

a) 3| AWSHZH] & (AWS Console) > AR $5 (Services) > GuardDuty > 458 (Findings) > i£ %45 R > #21E (Actions)
> 7544 (Archive), LAEr Al 25 A d

b) MR R Z8 X G 2 S IS TP Hbdik, DA Cisco Secure Firewall Management Center Virtualii [ 2247 54k -

¢) VEH Amazon S3 AEAif Al RS SO Ry DU I N R 79 45 ST (R R 1P bk R SR SO

EHNEERAEMERE

FRVUBANEAE 3 5 S8 S3 A7 A A BX S3 A7Aidi A SCAF IR B AT A SRR - H Tant SR 75 S B 3 i S 8 At o
JTEMIBCE, 5 AWS #2744 % CloudFormation T I E#HEH (Update Stack) T,

T USRI g (R AEAT 25

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj



£ AWS L ZBZE Threat Defense Virtual |
B =rusmarznsns

2% 15t AR

Cisco Secure Firewall Threat Defense Virtual & # | £F Amazon S3 /A Al HH s I sl S0 8 il & 0. &
ZRACE 4 ] DU 5 2 J SO AR R R S Bk S8 s AE .
HE T HE S SCPEAFR, AT LS AWS $3 56

AP E EHER (Update stack) 323551 58 571t 2

.

GD 45 S i)™ F 1 2 1) * ] AWS #2451 BB #iiE% (Updatestack) i
Tk o B 2 50

P 5L IR AE ID* ] AWS ¥l & (1) B #T A% (Update Stack)

IR PE ID 280 {H . L nT L@ SNS i
S5 5 S N BB HL T

S3 AR 4 R A5 38 4% B S B Amazon S3 A7fi 4 1) zip SCAF,
SRIGAER AWS #5546 & 1 [ B #i % (Update
Stack) &Ik H S 40

Lambda 2% zip ff44* 18 3B 4 FREE 8T Amazon S3 £#6# 5 ¥) Lambda
J2 zip U4, ARG AT AWS #E il & Hh I BB Tk
#% (Update stack) 2615 K 55 I 2 50 (H .

Lambda B %Y zip SCHE4* 1 FH 387 44 FR 55387 Amazon S3 £ 7 1] Lambda
BRIE zip SO, ARJE AT AWS 5 & i S Tk
¥ (Update stack) 3237 K 58 5 i 2 51

FHF 30 02 1Y) KMS 255711 ARN fi ] AWS #5556 o (1) SEE#i R, (Updatestack) 16
T SE 2 A

Ja FH/ZE PR H & 1 FH AWS $24i) & v (1) B TR (Update stack) ik
TR T 25U

UK

S 3] AWS EREHIG .
S22 R TFE, IR AR SR,
S 3 HIORAEE N 2SR B A7t A 2 2158 i A A o

* Cisco Secure Firewall Threat Defense Virtual Ft & 3 f: ngfwv-config-input.ini
* Lambda Z zip f}: ngfwv-gd-lambda-layer.zip
* Lambda PR %L zip 3XF: ngfwv-gd-lambda.zip

» Fr RS SCF: <deployment-name>-report.txt
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sxmamrrzEnses |

L4 EHEHSHUE, 5% Services> CloudFormation > Stacks > > Update (Update Stack) > Prepare template > Use
current template > Next > <update parameters>> Update Stack .
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B =rusmerzners
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29 =

£ AWS I Z82 Threat Defense Virtual Auto
Scale fRIR X

KCREAN- B U LE AWS _E 3528 threat defense virtual Auto Scale fi# vk 7%,

* T AWS [/ Threat Defense Virtual Auto Scale ¥ 7% , &5 106 1L

* f§i [l NLB K Auto Scale fi#¥h 5%, 5 107 7L

* {1} NLB #% Auto Scale ff ¥ 5 S 1) 2o i fe , 25 108 1L

o AT 90 S G A A0 T 2% (1) Auto Scale ¥R T %, 55 109 1T

* i ] GWLB % Auto Scale fift ¥ 7 Z W 2imim e , 28 110 1T

* Threat Defense Virtual 1 AWS {78 U FTFR i, on page 111

« ¥ E Hf5 GWLB B NLB ] Auto Scale fi# vk 7 s 4HA4E , 45 112 1T

* GitHub _I*f] CloudFormation ##%, on page 115

o WG T SCERT CFT M GitHub R#EIA L L, 45 129 1T

* {f{] NLB ] Auto Scale fi# 77 % - /& Amazon CloudFormation 5l & | 1 12 A NLB Jfili
BOARAR , 25 130 1L

* fii [l GWLB [#J Auto Scale fi# ¥k J7 % - 7f Amazon CloudFormation #H]4 F H & X% GWLB
FERBBOMERRR , 55 131 1T

o FEEHIHUOECE SRR, 2 131 1T

* B0 configuration.json (A4, 55 137 7T

 ffiFl AWS CLI it & SLat i i 4144 . 26 138 7L

Gl B AR SO, 26 140 1T

o 304 4L S Amazon S3 fEREHR . 45 140 1T

* 3 ¥F NLB 1) Auto Scale fif# ¥ 77 % - #1383 KF NLB 1) Auto Scale #7758, 5 140 UL

* 32 GWLB [f] Auto Scale ik )5 5 - #1735 S GWLB [ Auto Scale 7%, 55 141 1T

* JJ VPC BLE T , 55 142 10

* Ym%E Auto Scale 4H , 5 143 L

o BUFERE . 2B 143 1L

s Qe AESS . 2R 144 0

IAT E S AL S L B IMDSV2 JT 745 5K, on page 147

W HERR , 26 148 1T

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .



7£ AWS 32 Threat Defense Virtual Auto Scale ##'R A % |
. 3£F AWS &) Threat Defense Virtual Auto Scale SR 75X

o fFH %4 - 3& ] T Threat Defense Virtual ¢ Auto Scale ¢k 7%, 1] AWS i GWLB 1 A5
e, 5150 UL

%F AWS L # Threat Defense Virtual Auto Scale 2R /5 %=

FREAE AL ZIAEE (Bt AWS) i threat defense virtual S5 57 708 /R 18 21 /9 24 i 1 i AR A3 1Y
N . WiE AT fEes S EEBE ) Threat Defense Virtual SE 5 E AL LIS A K E .. HiE FFE
A fE 2L Threat Defense Virtual SE] 25 A, MIM-T BOAS L ZE IS ALA

Auto Scale fi# Hl 5 Z n] 35 B A 2370 H IR & = e ) 1 244 L5134 0 Threat Defense Virtual S5 [144
B, FEE RS R % e 4E N ST B o IXRE AT DU R b A B X 4% 8 R S AR I S A

AWS 1] threat defense virtual Auto Scale J& 523 TR S 25 S2EL (ULIhRER) B AL AN K i B i 421
PO, ERLUE AshY R IR ] AWS #1385 1] threat defense virtual SZ41 .

MRRA 6.4 TTUR, 285 FEARCVE FLIY threat defense virtual [ 37 FF3LT W 4% 1 311 2% (NLB) 1) H 5
PR TT R . WRRA 7.2 FFUfR, IO SCREIET WG T3 8 (GWLB) (W A 8y R 77 %

Cisco $2fit CloudFormation AR A A, FIT1E 24 AWS B4 % threat defense virtual [55 K 15 1)
Hahy RE4dl, {45 Lambda. Hzhy k4l #0051 3535%4 (ELB). Amazon S3 f7fififfi. SNS Fl
CloudWatch.,

threat defense virtual Auto Scale fi# ¥k J7 %€ & %5 T+ CloudFormation #1755, AJf2ft.
o EELUL o4 H BB threat defense virtual SE 451y HFER 4 0t -
* AN HEISM P JE threat defense virtual S 1) NAT S0 1 In) 28 1 55 0 AT o
oSS A A B A R0 22 T R X ) S
s DOEH T B L: ANSCRE WA R

Auto Scale &52Th 8¢ (hRZA 6.7)

« [ AP EATTT — Bl lambda pRE0AE 2 A3 BhES DIk B EL LLIREX Auto Scale 41 BT
threat defense virtual S 1) N AATHFETG B0, SRS RHE K AT 3] CloudWatch $845: A CU], 152
5 o

o PRAE T LT AR AR RESKNE .

o HTi%ER: BHAL [ Threat Defense Virtual % F SSH Fll‘zc 4=l 1P %8s,

o L B E IR .

* SCHF(E ELB AT IFBE 2000 1

AEECH RHERGEE . 1A lambda BREURT AWS TEURES B MERR AT H0E, MBS
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| 7£ AWS _t 332 Threat Defense Virtual Auto Scale 2R 755
{2 F3 NLB A9 Auto Scale iR 775 .

{£ F NLB £4 Auto Scale iR X

T AWS gt as R RV NG R HER:, BRI R R VEANEAE iR il i Cisco Threat Defense
Virtual Bj K345 A S

TH] ) 106 DX F18) 67 23340 1 2 mT LA DX 8% B 28380 flir o Bl N FH R e R 2R3 T B o FEPRPS LR, T AWS
BORMEMER .. W NET I RBIFTRS, BEA M Threat Defense Virtual BARIEATHE . A
i e FH e S

\}

ER N R AR A R R AN 200 Threat Defense Virtual

BT DR R YOS T AER . X AT LB R NAT B SEEL; 5 S AR B O R B0 U0 5. i
hnseg4l. KH NLB [ Auto Scale fift ¥ J7 5 - FLE RIRE W 4% ik #64 (NAT) Semg AL AU )
PRI , 2 136 U1, AIEEFEAS S ) IS . B, T HBECR Y LB DNS. i 1. 80 i
AL BN R 1 i 88 Vi nl % i BN R 2.

EZE NN
3: {8 NLB 14 Threat Defense Virtual Auto Scale &R 773

-
Management Center !

Virtual -
—

Availability zone - 1

Threat
Defense
Virtual 1

Internet Internet
Facing NLB

Threat
Defense
Wirtual 3

Inside Outside.

Threat Defense Virtual
Autoscale Group

Application Infrastructure Cisco NGFWv Autoscale Solution
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7£ AWS E#3Z Threat Defense Virtual Auto Scale iR /53 |
B 5 B 52 Auto Scale R EmiBTI T

{3 NLB ZF2 Auto Scale R 75 X aYis 2l il 5 72

DL N AL B T #E Amazon Web i (AWS) il NLB % threat defense virtual [ 24" FEfif ¥k

T7 S ARG .
1 4 5 onfigure 6 7 "
. Download Update Inﬁas:rg:turc Create Uploat(dj Flles
. Local Host the required files — ngﬁg;;r::;on — con:::wcms —. F;g:‘r —  awss3
l e C?L! Bucket
. 2 ) Customize 8
Amazon and Deploy the
CloudFormation Deploy Auto Scale
Console Infrastructure solution
Template
-
oo ek |
Infrastructure
®
Amazon Edit
cCo Auto Scale
Group
10 Configure
Amazon Routing
VPC Console for
VPC
TAE=[g TR
() A AL BT SCIER CFT M GitHub R 258 A EHL
!/
5 Amazon CloudFormation % | {{i/{] NLB (1Y) Auto Scale fi# 477 % - /& Amazon
& CloudFormation %1l 5 | H x& RIS NLB JAili B i
, 55130 5L
(3) (ESIL I LR BRI P 8 B 0t 5 5 131 1T
(4) AHhF AL BB configuration json SCPF, 2 137 UL
\_/
(5) A AL il AWS CLI i LAl BEMELLT , 55 138 0T
(6)  |AHEH BUFE FLARSCHESR . 365 140 5
/7 AHb ML B E FAL 3] Amazon S3 TR, &5 140 L
b Sl
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TE=1E $IE
8 Amazon CloudFormation ¥ | 32 #f NLB ff] Auto Scale fift ¥ J5 5 - &% S+ NLB [¥] Auto
pilks) Scale fif ¥R J7 % , %5 140 BT
(9) Amazon EC2 #Hl & Yt Auto Scale 2 , % 143 7L
isiesin
10) Amazon VPC 565 23 VPC BCE R ik, 5 142 T

15 FH W >< £ 2 1918788 AY Auto Scale FRIR A E

AWS WA I AT a (GWLB) RVFA SR S, Rk, ARVFNEBRTSMNBE A i /il i Threat
Defense Virtual [ k5% .

GWLB Zimos B B Ri%T] GWLB, #RJ5 & 1% % Threat Defense Virtual AT/ . ZEPIFRE LT,
FIT AT AWS ZERFSAFLIER « Wl FHZBIE s, g J& it Threat Defense Virtual AR
2 1] Threat Defense Virtual GWLB Autoscale itk 7 %, AEMse4 B P L.

NN
4: 1 GWLB &Y Threat Defense Virtual Auto Scale #1773

Created and Configured by
Managed by customers Cisco CloudFormation Template

Security VPC
Application VPC |

e o
Ei"‘ < » & » Threat Defense Virtual
@7@ - i “’I‘;:g Auto Scaling Group
aig

= Management Center Virtual
-

Application GWLBE GWLB

Mgm

Internet | Subnet | Security Subnet Serverless Storage
Gatew: Groups Component §3
il Pl |

Groups resources probes distribution

| Route
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B =5 oWiB 52 Auto Scale R R BT AE

(& F§ GWLB =2 Auto Scale 2R /5 XY Bl i 7 T2

DL R VAR B U6 T 75 Amazon Web JIlk%5 (AWS) EAEH GWLB i threat defense virtual H#h4" JEfi#
YT E W TAE R .

1 4 5 anfistng 6 7 )
. Download Update Inﬁas:rg:turc Create Uploat(dj Fles
Local Host the required files — Cig'g’;f?:fn — C‘,Dn::?:;cnts — Zf;g:lr — A;:fkif
l AWS CLI ’
. 2 ) Gustomize 8
Amazon and Deploy the
CloudFormation Deploy Auto Scale
Console Infrastructure solution
Template
-
vansgement | oo —|
Infrastructure
(9)
Amazon i Edit
EC2 Auto Scale
Group
0 Create the 11 Configure
Amazon GWLB — 5  Routing
VPC Console Endpoint for
VPC
TiE=(E TR
(1) A A AL BEFT T SR CFT M GitHub R 2 21 A L E 4L
.
5 Amazon CloudFormation ¥ | i il GWLB [1] Auto Scale fi# ¥t /5 % - #£ Amazon
& CloudFormation £l &5 I & CAIERE GWLB HeAili ik i i
B, #5131 0T
(3) B FEAE B AP G B I S . 5 131
(1) A H FH1 FHT configuration.json SCF, 55 137 T
M
(5) A EHL ] AWS CLI it B IER B L1, o6 138 1T
(6) R OUEE EARSCIEE , 45 140 T
(7) AL ¥4 34 FA% $] Amazon S3 A74#HE , 45 140 5T
Ay
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Threat Defense VirtualF1 AWS &/ U 71 R I .

T1E=8 62
8 Amazon CloudFormation ¥ | % #f GWLB [{] Auto Scale ¥ 7 % - ##38  H£F GWLB [()
& Auto Scale iR 75, 5 141 1L
:-"é'\- Amazon EC2 #5414 Zw’E Auto Scale Z4H , & 143 T
Q)
10 Amazon VPC 6 W GWLB [1] Auto Scale fift ¥k J5 % - 13 GWLB %
5141 7T
11 Amazon VPC #il & J VPC BCE B, 3 142 T

Threat Defense VirtualF1 AWS A4 NI 0 BR #1

P A]
* SCREEH] Cisco FREVFRTUEMK 7 Y1 BYOL (A VFATIE) o
* PAYG CHIATEIAD VFnr, —FpE A 28X, V& P AEAIE K Cisco B REVF AT 1915 L
FiZ4T threat defense virtual. 7T VM PAYG threat defense virtual ¥ 5%, B8 FH BT VAT 1)
Thiae CBREBM/ B /URL i$38/VPN 55) o W IZhaEToE N B H PO i siE . (iR
6.5+)

N

Note  7p 4% 487 P g% 45550 T ¥4 B+ 1) threat defense virtual %% A HE PAYG 1
1S

B RVF 1] threat defense virtual B4 I FIHEN], ESI (B kI E L AH.OEHIRET) Ry “HFnrie”
—2,
Threat Defense Virtual & &E1F 7] B[4 REZR F1

M Threat Defense Virtual B4 7.0.0 &K AGJFUf, threat defense virtual SCFFEBERF AT, 1% A 0] AT
FEFERE RGP R A =0 A VPN & B2 BRI .

Table 16: = F 131X #Y Threat Defense Virtual i 7] L 4 BR &I

4 EE= WEMIE (BO/RAND | RERE RA VPN £iE PR
FTDv5 4 1%/8 GB 100 Mbps 50

FTDv10 4 ¥%/8 GB 1 Gbps 250

FTDv20 4 1%/8 GB 3 Gbps 250
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7£ AWS %3 Threat Defense Virtual Auto Scale 2R 5% |

B 2=5% owiB =5 NLB ) Auto Scale 3R 5 RFT B R04A

TERER WEME BO/RAM) | TREPRH] RA VPN < i BRI
FTDv30 8 1%/16 GB 5 Gbps 250
FTDv50 12 ¥%/24 GB 10 Gbps 750
FTDv100 16 #%/34 GB 16 Gbps 10,000
BRIEKEL
* i fR S CAE Management Center Virtual G B i FIALIE. A RTRAME R, TES AR B LI
" P % AVt
* #fifR7E CloudFormation Btk AR A PTH ISHUE . A %TRA1E R, 152 GitHub [
CloudFormation f54% .
AR &

o /N AWS Ik . AT LAZE http://aws.amazon.com/ Bl

o =50 SSH &/ it
Virtual #3516

o HRMERENK . 18
o T T3 E SRR K] GitHub B .

* Threat Defense Virtual 422 1 225K .

o B (2) —/NH T 1%$% Threat Defense Virtual FIEHHL,
THIE

o ST LR N e L SRR 1, TR
BUAOE, DB 037 eI I B R A

T

TS

MBS VB T B O o A R0 B RO Uy 1) B B AR B2 L I RS R 16 S

A S22 T IR I D 4% A B i 2

« WEZ L (2) - 1% Threat Defense Virtual 3

WAIZ A% - T 150 threat defense virtual B2y 3 /55444 1P,

(Fltn, Windows [ PuTTY 8% macOS ¥ %&i) A4 6

RPN EHIAA

Jj 7] Threat Defense

1] LALE Cisco #A4H1.0» https:/software.cisco.com/ il EE—.

BT S B

B 1 R B 1 A BRI
B, e AT IR T, A SRy

Z W FTD

L%

% & B4 GWLB =i NLB A9 Auto Scale )R 5 T ERYHELE

PUNAH R T Auto Scale it 4k 7 %
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iR BB GWLB 55 NLB &Y Auto Scale e 2pr B |

CloudFormation &g
CloudFormation FiAR H T-#5 84 AWS T & Auto Scale R4 7 KT T U o I%FMTE LT &
Iij;]‘:

* Auto Scale ZH . HEIYHIRS . A AIHAD K FIH 1
o BOAR T L PR e X E .
A

AR BRI E T N T PR, PRk, N A B A ) 6 U A
Ao

Lambda &£ %4

Auto Scale fift ik /7 2 /EAE Python " P& —4] Lambda pR%L, 1T DU A= i B 344 1. SNS.
CloudWatch FF/ &R F il . FEA D REALFE:

o [ S N/ ER Diag. Gig0/0 Al Gig 0/1 #2171,

o [ ST 1K) HARZLE M Gigo/1 B2

o Ja] EELL B threat defense virtual o

o I EE BOE FEEENT threat defense virtualo

o MCEFEL G U OBIBRD T4 JE ¥ threat defense virtual
o MBI RAT AR

Lambda §#{ LA Python fLHIEAATA R o

& AT
o A YR 1 ARG T 501 10 A i e 390 B A

o BB SEIN, Ay B 7 H Tt % Lambda R, 7K S INE) threat defense virtual 52
B, FEA 1 TP YR H bR .

o (EZL LSBT, A B 7 F Tk Lambda B4,  DUE M H ARZHEH FE M threat defense virtual
SEAR

Simple Notification Service (SNS)
* K H AWS [ Simple Notification Service (SNS) F T4 % Fi 44«

© T AWS PR SS %F Lambda pREGRATIE & 0GRS, IAIIZAR B AT SNS A0 —
Toft ol Kl DAGEIE T A FoR S Lambda bR 4L
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B 2=5% owiB =5 NLB ) Auto Scale 3R 5 RFT B R04A

VPC

AR N FH R P SR B VPC o Tt VPC HAT — AN HIBEM I, iy H 22 2D A7 AN 1 3k 281 35 ) 1)
BB TN AR aedl. FMERER, 1ES AN

g A

TESEHEIY Auto Scale 4R 1 RVFAT A&, 75 LN IERRI Tl Auto Scale fift ¥ 75 R R IEAEH o

im0 FRAAR FM

8305 0Bl Threat Defense Virtual ‘22 4% | & 3 1M
ERINpLESR

IBATROUER M o 11 CBRIA: | I ) TLIC A (1) R B3 i s IS A TR OL R | AR08 87 I

8080)

NGRS AN N FH AR P B s i AR S

St LSEFRY R LA ACL

T ELIX A A AL lambda R RORI A B b0 2 WS HTTPS 42, 1t lambda B8 0K CR A7 7T LA
NAT WA R BRIAES HH I lambda TR, [RIEAY, FRF 7 BP0 NAT W56 TP Mk 24T HTTPS A
SRR .

M

] DU 75 A AT & N R P SR )7 M . Threat Defense Virtual 75352 3 A~ 1M A fEE1T .

)

AR WERTEZ A NEX SR, WA XIS E 9, BT RS AWS 2 X s 1

SNERF

AT RN Z B A BEIE €0.0.0.0/0” R BB PSS BN o IXF542 7 Threat Defense Virtual
(AN EEE 11, T T 1) LB X9 ) NILB KAV Tt T e

RART M

naEL BA EE NAT/EH%HH?%H@ﬁHﬁEJ?%H*U HIERE, X T Threat Defense Virtual iz
ATIRBLERI, N Zn] Lk i 1 80 ik AWS JEidhi 5548 (169.254.169.254)

)

ER /EIE Auto Scale R T7 R, AN HT RIS AT IR LRI 25 210 1 inside/ Gig0/0 2 11 H € 7] 1] AWS
TCEAR RS A% . U2, SR LU B R D AR 838 i 4% 2 1% 21| Threat Defense Virtual [1i24T
PROCERMIEBHAT S AEXFMGOLT, BTEER AWS JCEHE IR S5 48 6 25458 N 1P Hidik, DA
FEAAZ AT IR Wi )3

EIEF M
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GitHub A9 CloudFormation #£4% .

U7 P $5 Threat Defense Virtual & HHL 1. dn SAE ML 7R _L A HE B A0, W4 Threat Defense
Virtual 73 FL#LPE TP Mkl (BIP) S ml3EM . 2 Wi i T b7 L.

Lambda F X

AWS Lambda pf 505 2248 1] NAT B S BRI R SCIIPIAS 199 o X145 Lambda e 0K % ] T VPC.
Lambda 5~ P ANFE EARILAL 1 B —FER A1 98

Rz 32 51 ™

Auto Scale fif PR 77 SN 1% 5 A AT IR, (HOUR N IRE P52 VPC DLANA I sk, W NAEZ 5
ERCEARN K . ORI e ORI R A S TR A As . ARTEAE R, WS (AWS
SPE R BT T R D .

TohR 55 AR LA

S3 1@

Amazon Simple Storage Service (Amazon S3) 5 Wl n[ $£ AT e nT 4 et . B vl F itk 24tk
HMPERERIR GAFNR TS o S5 7T LUK BT 0 15 B SO TREE S3 A7fidi A

B, K5I S3 AR zip SCAF A% Lambda pR%t. DRI, S3 FEAERIN IZAETS AL Pk
Jr5 i) o

GitHub _ £% CloudFormation #&fy

H SR Auto Scale fif Uk 7 ZEHAE T AR - — 20 T H X 4 S T e (NLB) K3 'E Auto
Scale itk 75 %, J1—HHTATH MG B 28 (GWLB) K & Auto Scale fif 1177 %
155 FH M 48 £ 55 15 18785 B9 Auto Scale FER 5
GitHub 4t T BLU PR -
* infrastructure.yaml

* deploy ngfw autoscale.yaml

=17 B SHET%

¥ RVFHIE/ZEEY 5% RA
PodNumber TR SCVF AR X JE pod 5. IXFAFE N Auto Scale 4144 R
i "Md{1,3}$' (threat defense virtual-Group-Name) ff) 5 4% .

w, WARBEA 17, WA ALFRR A threat
defense virtual-Group-Name-1.

BN RN AN, EAEE 3 M. B
WMHE: 1.
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B M sz Ao Scale R E

7£ AWS %3 Threat Defense Virtual Auto Scale 2R 5% |

RVFRYE/ER

1L FA

AutoscaleGrpNamePrefix

TAF R

1XJ& Auto Scale 4L A FRHTSE . pod T KAE M5
28I
ok 18 MEFF

754 Cisco-threat defense virtual-1.

NotifyEmaillD

Auto Scale FAFR Bl A 1% 2 i FEL - B sk
TS BT H I K

7~ admin@company.com.

Vpcld

TE A VPC ID. B NARY AWS 2
KL E

. AWS::EC2::VPC::1d

WIS “infrastructure.yaml ” SCke i 8

AR, HERS AR f EH P K AT A TR A
fH.

LambdaSubnets

IS

K338 Lambda BR BT T M o
2. List<AWS::EC2::Subnet::1d>

WA “infrastructureyaml ” SO #5585
fh 2L, HEAR R S HA el . E A
ZlH.

LambdaSG

LIS

Lambda &2 (1) %2441 .
KA List<AWS::EC2::SecurityGroup::1d>

R4S “infrastructure.yaml ” SCK 2
A ZEAE, AR A S HAT . A
%AH

S3BktName

SCAFR) S3 AEfEAm A PR . MR AWS SR
VAN ORI Sl

WIRAE ] “infrastructureyaml ” SC2FSR 5L
fih 2y, AR g 3 s AT Ml . A
ZfH.

LoadBalancerType

THT i) ELIP O PR A B8y i e 2R, ] DU

“application” B “network” .

7~: application
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RVFRYE/ER

AR

LoadBalancerSG

TR

OIS A . WA W 2 SR A
aw, WAL E . (HENRI— D2 ed
ID.

FA: List<AWS::EC2::SecurityGroup::1d>

WA ] “infrastructureyaml ” SCESR 5L
i Ahey,  MERR IS H B A . TE A
ZAH .

LoadBalancerPort

B

TR AT 28 L o i EUKEE LB R A
HTTP/HTTPS B¢ TCP/TLS 1E A,
BT I ) S B A i 2R 2R A FT T

T T A 2% TCP 3 11, e Tz
I A T T

TRIN(E: 80

SSLiF

1l
=
i

FHF 224 b &R SSLAE1S ARN. WA
fre, WIFE At as BT R rem R A
TCP/HTTP. 45, WIEH B
JF A (3 124 TLS/HTTPS.

TgHealthPort

kLS4

e R H AR T IR GUERI . 7F Threat
Defense Virtual | 2158 i 1138 1R DU
FE4 s B3 AWS T RS 4%, IF HANH
T, ENIZEH AN TCP il .

T RIS BN A 5 R IS ARG, I mp
L& Threat Defense Virtual AHM 5 2 NAT
R, AEIXFPEOL R, AN AR, Threat
Defense Virtual ¥ Fric A I T ROUAS IE W,
o T SRS AT IR DEA AT B B -
il 8080

AssignPublicIP

WEREEE “true” , WK ECAILIP. Wi
BYOL 2£%![¥] Threat Defense Virtual, W75 %
"B A B R https:/tools.cisco.com.

~l: TRUE
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B M sz Ao Scale R E

2% RVFRIE/EE 15t AR

InstanceType FREER Amazon Machine Image (AMI) 32 A [ [ 512451
RAY,  IXLESAGI SEALRE e S KNI
1) A A B o

JUNA$ FH 37 #r Threat Defense Virtual ) AMI 52
ESicH

7wl c4.2xlarge

LicenseType I Threat Defense Virtual ¥ A uF28Y, ] PL&
BYOL & PAYG. #ifRAHICIH AMIID HA7AH
[ VR 288

s~ BYOL

Amild s Threat Defense Virtual AMI ID (%) Cisco

Threat Defense Virtual AMIID)

<
2

KA AWS::EC2::Image::1d

TR AR s DRI T 75 (R WG AR S B 1E 4 () AMI
ID. Auto Scale LJRESCRFRUA 6.4+
BYOL/PAYG W%, 7EPIRMENL T, SH AT
AWS Marketplace 13552 4 1L

WAt BYOL, iH{EHI# W “BASE” |
“MALWARE” . “THREAT” .
“URLFilter” “5ZHETE Hr Configuration JSON
H) “licenseCaps” HEAH -

NoOfAZs T Threat Defense Virtual MY i 8 (1] ] FH 4 X 4804,
T 183 208 Wi ALB #5%, Rk
AWS 2K, f/MEHR 2.

e 2

ListOfAzs MR | B S IS W BB
AR
CEATRB IR 20 T2 . N A2 AH [R] P
BT MR,

WA ] “infrastructureyaml ” SCESR 5L
fhZEAE),  HEAR g e HAT el . A
AR

7~ : us-east-1a, us-east-1b, us-east-1c
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RVFRYE/ER

AR

MgmtInterfaceSG

TR

Threat Defense Virtual & ¥4 102 44
A List<AWS::EC2::SecurityGroup::1d>

WIRAE ] “infrastructureyaml ” SCH: i 58 2k
b 2R, HEAR R 3 AT (. E A
ZlH.

InsidelnterfaceSG

Threat Defense Virtual P #5452 1122441
A AWS::EC2::SecurityGroup::Id

WIS “infrastructure.yaml ” SCAK 2
AR, HERR IS o A . A8
ZfH

OutsidelnterfaceSG

Threat Defense Virtual 454 11 %2 440
. AWS::EC2::SecurityGroup::Id

WERAE ] “infrastructureyaml ” SCESR 5L
fliZRHe,  HERE A A R HA . T
2.

il sg-0c190a824b22d52bb

MgmtSubnetld

SCASEI PR S

SRR M ID FI3 . IRAIZR N 5 A
IS FRY TP XS A 7] o

A List<AWS::EC2::SecurityGroup::1d>

WA “infrastructureyaml ” SOk 58 ik
TlAERE),  HERR A K B A (e . 1
A

InsideSubnetld

RPN IIES

E 54y R /Gig0/0 T ID 413 . IEAIE
IS 5 A I R AT A DX S A [+

M List<AWS::EC2::SecurityGroup::I1d>
WS “infrastructure.yaml ” SCAK 2
AR, HERR IS R B . 48
ZfH

OutsideSubnetld

SEASFINEYIIES

BRI AR /Gig0/1 T ID % . IhF1 &
IVASEISACIPE RS T IIE S I CIR

A List<AWS::EC2::SecurityGroup::1d>

WIRAE ] “infrastructureyaml ” SCESR 5L
fihZEA), AR g 3 - AT . A
AR
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RVFRYE/ER

1L FA

TAF R

WA KMS I T-# 0 1 AWS KMS #8)
(1) ARN. WiAdEeE, &0 Al Threat
Defense Virtual 2R [ I o 55650 s A AL
J4RE ] ARN ZEAT

RN E S 7R F]: “aws kms encrypt --key-id
<KMS ARN> -2l 304 <#t>" 5% PR
N

7~fil: arn:aws:kms:us-east-1:{ AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2f6468¢

ngfwPassword

A7 Threat Defense Virtual SZ41| #RH2 AL —N 2R
INENY, %R LE A BIEAR (Autoscale 41)
) Userdata 7B H AN .

— H. Threat Defense Virtual 7] Jj i), A<
o R B ORI R AR I

WK AFFH KMS ARN, 1548 FH 45 e A 2544,
WERAE I KMS ARN, US4 P 1) e o

7~ Ciscol123789! 1k
AQIAgcQFAGtz/hvaxMtIvY/x/rfHnI31PpSXU

fmcServer

JHT % 3 Threat Defense Virtual i IP Hihik,
Lambda PRI Threat Defense Virtual 15 ¥4z
FI8m) 1y ) i k.

Pl 10.10.17.21

fmcOperationsUsername

1% P Threat Defense Virtual I 1) 73 (1] /Y 2% &
PR B S BR e 1550 (Cisco Secure
Firewall Management Center ¥ % it & f5 74 )
AORENE A PR B rE R

7~: apiuser-1

fmcOperationsPassword

IS ARHE M2 KMS ARN, 34 4l S A< 25 1,
WS CPE R, WA 3 1 2 0

7’: Ciscol23@ Y
AQICAHgeQAZzhvaxVIEV Y AmKI3IFPpSXUHQRNCAB

fmcDeviceGrpName

B AFR.
7~ AWS-Cisco-NGFW-VMs-1
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RVFRYE/ER

1L FA

fme PEREVE AT IEJZ

TR

{F Management Center Virtual i/} threat
defense virtual B2 IS H 1K) PE REJEVF AT

pZRIIEE
FTDVFTDVSFTDvIOFTDV20FTDV30FTDVSOFTDVI00

fmcPublishMetrics

AR ME

WMEE N “TRUE” , W¥4AIE—4 Lambda
PRBL, ZRRBUEE 2 3 pEAT IR, KRBT
REMR 24 233 Threat Defense Virtual 1%
TSR N AE TS FERE I

ARUFI{E: TRUE. FALSE

~l: TRUE

fmcMetricsUsername

i}
2
b

FIF 1] AWS CloudWatch 32176 & A (1 —
EHP.OH 4. 120 (Cisco Secure
Firewall Management Center ¥ %It & 57 )
AORENE A P A ERIE R

Ui “fmcPublishMetrics” B E A
“FALSE” , NIERARPEILEIN .

7~fil: publisher-1

fmcMetricsPassword

i
=
i

FHT 1) AWS CloudWatch #4748 b & A (R4 34
FROCNVERRS B R L KMS ARN, 754l FH 4
AR, RO K, AR i )
5,

Ui “fmcPublishMetrics” & A
“FALSE” , NIEARPEILEIN .

~: Ciscol23789!

CpuThresholds

N
\

-

W 8

(Rt
Jo

NBE CPU BI{E A PR CPU Bl . &/ ME R
0, T KIEHM 99,

2RIANE: 10, 70
R, R RBEN N T R B
w30, 70
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S RIVFRYE/ZE 5% RA
Memory Thresholds 1557 R H TR TR MEM H{E AT FBR MEM I, /MR

0, & XMEH 99.
¥RINE: 40, 70

EFERS, FRBIEN/N T ERREE. a5
“fmcPublishMetrics” 2%l “FALSE” , M|
EARIEH .

R~ 40, 50

SEA e A B R 45 Wi AR Aii JRE 54 Threat Defense Virtual S2451 i3 JH #5245 56
B B I % (AIMDS) FiiAS

* VI V2 (&Rik) - J8H IMDSv 8
IMDSv2 B¢ IMDSv1 #I IMDSv2 API i H

HIH G .
« V2 CGREAMD « {UH ] IMDSv2
Ko
ERE
Threat Defense Virtual JiAs 7.6 S 5 Ei AN Y
Y IMDSV2 IR %% -

R 7.6 LLHT R IRCAS 3 H] IMDSv2 JiRk45
MAZREFE IMDSV1 F1 IMDSvV2 V1FAV2 (7]
SR SHAG.

pa b4

WA A e B CHERRHRID
R, IR MetadataOptions
U7 HttpEndpoint: enabled 1 HttpTokens:
required &, RJ54 B8R T IMDSv2 @A
B,

15 FH W 5% 1 55198728 A4 Auto Scale iR AFZE

GitHub LR {# 7 LI T 424

* infrastructure_gwlb.yaml

* deploy ngfw autoscale with gwlb.yaml
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https://github.com/CiscoDevNet/cisco-ftdv/blob/master/autoscale/aws/templates/infrastructure_gwlb.yaml
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= 18 BB HT%

{5 P 3% $1 2529528 0 Auto Scale 2 7% ]

28

SVFHIE/LER

1L AR

DeploymentType

755 Bh Ab ¥ M threat defense virtual 3] GWLB 58 51 P i
oI E R,

o FUREE, IR 8 ] threat defense virtual PLAE
R Jo b R [P 2] AWS GWLB (f3k) o 2R
BT, R RSEE, WARHSRM S A

.

XU & AT threat defense virtual REfE A
17 PILEH LR A (NAT), 85 H 3 e LA
R E T NAT WO R 3 M

PodNumber

T
FOVF IS
K Md{13)8

XSE pod 5. IXWE N Auto Scale 41 % #R (threat defense
virtual-Group-Name) ({5 4. 1, 5 EA

“17, WIZHAFRF A threat defense
virtual-Group-Name-1.

ENEDN 1T, HAEY 3 AT, BOAME:
1

AutoscaleGrpNamePrefix | 5245 th IXJE Auto Scale HAFRHTEL . pod T RAE N G LA N«
WK 18 DNFRF
7~fil: - Cisco-threat defense virtual-1

NotifyEmaillD THTH Auto Scale FAFKFH AR IL B T B LML, R4
AT L7 IR 5K
~Bl: admin@company.com

Vpeld ERNEE i B EH A VPCID. B W ARYE AWS 2R E .
JeAl: AWS:EC2:VPC:Id
WIRAE ] “infrastructureyaml ” SOk i B Rl A
R O R BT AR . AT AE .

LambdaSubnets kS F 58 Lambda pRELIT T .

M. List<AWS::EC2::Subnet::Id>

WERAFH “infrastructureyaml” SR EE SR AL
HER g E R B AT DB A P A
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B Ermxnsmesse Ao Scale R E

7£ AWS %3 Threat Defense Virtual Auto Scale 2R 5% |

SVFRYE/LER

1L FA

LambdaSG

HIES

Lambda BREL 1) 224241 .
A List<AWS::EC2::SecurityGroup::1d>

WIERAFH “infrastructureyaml” SC{H S E RIS
HERR (0% LR ks FL AT B . 1S AT A .

S3BktName

SCAFIR) S3 AP A4 AR . ARSI AWS ZERAELE K ™
R

WERAFH “infrastructureyaml” SR B SEATAER
MR % R ks AT AR . 1S AT A .

LoadBalancerType

T [r) EL IR D ) £ 88 i s 20, W LLJE “application”

5 “network” .

7~l: application

LoadBalancerSG

R a2 . I AE M T g, A
SAEHIE . (HENSR 44l D,

A List<AWS::EC2::SecurityGroup::1d>

WEARAFH “infrastructureyaml” SCAKETE SEAT AL
HER g B R B AT DB . W A A

LoadBalancerPort

AR AT S0 o b FOREE LB A HTTP/HTTPS
o TCP/TLS A A HMSL,  FFAR$i BT I 1) 61 48 38 1 2§ 25 Y
T,

iff P 1A 80 TCP ¥ 1, e B0 st 4 4838
BTV FE T o

BRIME: 80

SSLilF-P

FH 2240 I H2 1 SSLUETS ARN. Wik fe7E,
Ve SR A s 1T IR ) F1K 29 TCP/HTTP. A2k
R, IR ae TR 1 1R
TLS/HTTPS.
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| 7£ AWS _tZFE Threat Defense Virtual Auto Scale 2R /55
{5 P 3% $1 2529528 0 Auto Scale 2 7% ]

2% SFRIME/EE  |RHA
TgHealthPort A b G AR T AR OUEN . 7E threat defense

virtual b 213K i IS TR GCER IR Bl 2% £ 21 AWS
JTUEHR RS, FFEANH TR E. ©NIZER T
TCP ¥ o

GRS E N ARG I Z 2 TR GG, e B
threat defense virtual #H i 5E 2 NAT FUU . AEIX i
UF, RN AN, threat defense virtual ¥4 45
WHIBIPIRANIE S, FEEa BT sLfs iR oA
R BER

7~ 8080

AssignPublicIP A IRAH WERIERE “true” , WA BCAIL P, WIRJE BYOL
7Y threat defense virtual, W52 'E A AL
https://tools.cisco.com.

~: TRUE

InstanceType 5 Amazon Machine Image (AMI) > 357 AN 7] i S 51| 28 7,
TX LS 2 RO e s SIAG PR /N R 5 () AT B

HWA# 37 15 threat defense virtual f) AMI SE4 257

~l: c4.2xlarge

LicenseType TIFER threat defense virtual VF ] iF2E%, w L& BYOL B
PAYG. Hif#AH5<H AMI ID B A A R i n] 2578

;. BYOL

Amild R threat defense virtual AMI ID (5 %4 1) JE 5} threat defense
virtual AMI ID) .

FA: AWS::EC2:Image::1d

TR AR i DX R P 75 1R BB A JE R IE A ) AMI D 6
Auto Scale DI fig L HFIAS 6.4+, BYOL/PAYG Wf% .
EPFENR, EHNAE AWS Marketplace H1 3252 1VF
k.

Wit BYOL, MW “BASE” |
“MALWARE” . “THREAT” . “URLFilter” %51J;
f& TE BT Configuration JSON 1] “licenseCaps” i .

NoOfAZs ey threat defense virtual 3 %58k i) ] FPE X 3805k, /T 1
B3 200 gt ALB 8, MRHE AWS 2Kk, 5
MBS 26

il 2
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7£ AWS E#3Z Threat Defense Virtual Auto Scale iR /53 |
B Ermxnsmesse Ao Scale R E

2% SRVFRIE/ERE | iR

ListOfAzs SORRIITARE AL S IE S 7 B X R

IR

EATRIZN LN oy . N R 45 519
I

WERAE “infrastructureyaml” SCAK B SEATEEH
MR 1% R ks BT B . 1S A A .

75P: us-east-1a, us-east-1b, us-east-1c

MgmtInterfaceSG FRF R threat defense virtual & #HZ )22 424

FHY: List<AWS::EC2::SecurityGroup::1d>

WA “infrastructureyaml” SCPESRHE SERIALR,
HERK F0 a1 P8 A A A A

InsidelnterfaceSG FR threat defense virtual P #8202 441

. AWS::EC2::SecurityGroup::Id

WERAFH “infrastructureyaml” SCAKH B SR EEH
HE R i R R B LA DB W A P A

OutsidelnterfaceSG R threat defense virtual #h33% 022 422
FKA: AWS::EC2::SecurityGroup::1d

WA “infrastructureyaml ” SOk i B LRl ,
HERR IR A H 3R A e . T A

7 : sg-0c190a824b22d52bb

MgmtSubnetld WSR2 R BT R ID B3R . AR N AT N AT
I DI A1 7] o

FHHY: List<AWS::EC2::SecurityGroup::1d>

WA “infrastructureyaml ” SOk i B LRl 4R A
HEM IR E B R AT IR B . T A8 T A .
InsideSubnetld BEakRAIER [ES BRI /Gig0/0 T ID B3 . MEHIERN 54
I FR) R R 2k DR S A [

KA. List<AWS::EC2::SecurityGroup::1d>

WHRAEH “infrastructureyaml ” SCAFRE JEAE 224,
HEAR ) H o oF B . A8 A
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{5 P 3% $1 2529528 0 Auto Scale 2 7% ]

SVFRYE/EE

AR

OutsideSubnetld

SCASEI TRIES

255 BRI AN /Gig0/1 W ID S BRI 5 A
2K AT PR D AU A TR

A List<AWS::EC2::SecurityGroup::1d>

WRALH “infrastructureyaml” PSR BSR4,
HERR R R o A e . TE A

KmsArn

A KMS H THES I AWS KMS %41 (1)
ARN. W dg5E, & H g0 fil threat defense virtual 25
RN NS . B0 0% AT FHFi8 %2 1) ARN #H47 .
AN SR “aws kms encrypt --key-id <KMS
ARN> -2 SCAR <3500 {5 B8 By Al A 2R o 2%
i,

s arn:aws:kms:us-east-1:{AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2f6468¢

ngfwPassword

T threat defense virtual SZ{| FRFLE— A ERIN TS,
B LE A B (Autoscale 41) [ Userdata 7B
A

— H_ threat defense virtual 7] V0], M NS0 2500 5
BRI

R AKAFH KMS ARN, G4 A, R af
FI KMS ARN, U ASE N ) 244

/5l Ciscol123789! ok
AQIAgcQFAGtz/hvaxMtIvY/x/rfHnl31PpSXU

fmcServer

AT & 17 1P #ubik, Lambda 2% %0CF! threat
defense virtual & P42 0] Jj [ 1Z30 Ak

7~ 10.10.17.21

fmcOperationsUsername

FEAE BE A B I QI A 19 2% A B 3 B i PR
J'. & (Cisco Secure Firewall Management Center
WANCEIRE) A QU] A 15 B

7~fl: apiuser-1

fmcOperationsPassword

W R AR M KMS ARN, i 4l oA %15, i e
PR, WU AE F 0 2 ) 26 0

™l Ciscol23@ B
AQICAHgcQAtz/hvaxMtIvY/x/mKI3clIFPpSXUHQRnCAajB
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http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

B Ermxnsmesse Ao Scale R E

7£ AWS %3 Threat Defense Virtual Auto Scale 2R 5% |

S SIFRYE/ZEE | iLER

fmcDeviceGrpName 5 P WA H LR
~: AWS-Cisco-NGFW-VMs-1

fme PEREVFTTIEE SRS 7t Management Center Virtual I3 /it threat defense
virtual A A AR ME B =V AT HIE
FVFIIME: FTDV/FTDv20/FTDv30/ETDv50/FTDv100
AR
FTDv5 1 FTDv10 P GGV vl iEA SRR S AWS ¥
KA 2RI A AT o

fmcPublishMetrics A1 SR AH W E AN “TRUE” , MPKAEE—> Lambda PR 1,
ZBREURE 2 A BE AT BRI R A () e g A
SV M threat defense virtual 1% /828 B N A2 FE 15
SR TRUE. FALSE
~fjl: TRUE

fmcMetricsUsername FAF R FHT 17 AWS CloudWatch AT F bR K A [ i — 45 2
Ly 4. 5 (Cisco Secure Firewall Management
Center WA HLEFRFE) A CBIEH A (15 o
R “fmcPublishMetrics” % &N “FALSE” , N
Tt b
7~fil: publisher-1

fmcMetricsPassword FEEE FHT- 11 AWS CloudWatch SE4T 545 & A6 & H s
G, 0 R M KMS ARN, 54l 4l SeAR %1
QO K, AR n 2 1) 2
A “fmcPublishMetrics” % &N “FALSE” , W
Tt b
7~ : Ciscol123789!

CpuThresholds 25 BRI % | NBR CPU BIME A LR CPU Bi{E. f/MEN 0, K

fEh 99

BRAME: 10, 70

PHER,  FRRBER N T R BE.
A~ 304 70
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AR Esc 0 OFT M Gitub T3z A4l ]

S RIFHIE/ZEE | iHEAR

MemoryThresholds SRR | TR MEM B{EA E R MEM BI{E. H/AMEHR 0, &
KAEH 99
¥RINE: 40. 70
EEER, FRBEN/DNT EREE. a5
“fmcPublishMetrics” Z#(4 “FALSE” , NI'EAL
EH -
R~ 40, 50

SEA e A B R 45 Wi AR i IR AE %% Threat Defense Virtual SZ46 Ji FH 1152461 70 B4 %k

RS (IMDS) JiAs :

s VI V2 (ARalik) « 5 IMDSvl. IMDSv2
B IMDSv1 F1 IMDSv2 APIL i 414 -

« X V2 (FEARD « U IMDSvV2 Fist.

pEp
Threat Defense Virtual 7.6 & 5 i A Y 5237 IMDS V2.
WEREE Ny 7.6 LLRTIFARAS 3 FH IMDSv2 ili%s, MjhZit

%#% IMDSv1 F1 IMDSV2 V1 F1 V2 (&S S5
M5,

PR

ﬁu%‘“ﬁ)ﬂﬂﬁmﬁiﬁwﬁ*ﬁ CIEERHAL il
=, TR AR [F) M etadataOptions ML 7
HttpEndpoint: enabled 1 HttpTokens: required J&
PE, SRJG A BEJH H IMDSvV2 25 T

G ErE S 4EF0 CFT M GitHub T2 At 471

M GitHub F# lambda-python-files U3¢ . b SCEJe A5 DUR S0

* 1 76 Lambda )2 1) Python (.py) 34

* —> configuration.json 3CAF, FH AR 75 L8N DA 6 BH A B 08 SATAT I 28 40

M GitHub F#LL K CloudFormation 54 :

* {fi ] NLB 1 Auto Scale fift 4k J5 2 AT -

* Infrastructureyaml - 1+ B & X AWS S5 4144

* deploy_ngfw_autoscalelyaml - H T-#5% 14 | NLB [] AWS Auto Scale fi# k75 % .

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws/templates

7£ AWS %3 Threat Defense Virtual Auto Scale 2R 5% |

. {% F§ NLB Y Auto Scale #2275 % - 7£ Amazon CloudFormation 155 & £ B & X FNEFE NLB £ i M tE4R

* {fi[l GWLB 1] Auto Scale it 4k 7 ZEAR IR -
* Infrastructure_gwlb.yaml - FH T H & L AWS 55 414
* deploy_ngfw_autoscale with_gwlb.yaml - H- T8 245 GWLB [ AWS Auto Scale fif ¥ J5

e

\)

ER SRR S B . X LLTE AWS B BRI 6 b B AR I B A PRk i A\

{$£ F3 NLB HY Auto Scale #2175 2= - 7£ Amazon CloudFormation
124 & B e XFIEE NLB E At iEisEiR

$IE3
TIE4
$IES
$IE6
PE1
$IE8
$IE9

S0

U RS AE ] NLB SKH 2 Auto Scale fiftk 77 %8, AT AT PR AL IR,

4 AWS FHEHIG F, HHIRS (Services) > EIRFN;AIE (Management and Gover nance) > CloudFor mation,
SR A B3R HERR (Create stack) > ERAFTEIE (Fr) (With new resources[standard]).

Y _E RS (Upload atemplatefile), & E30 (Choosefile), SR M R3S ) So e rpidk %
infrastructure.yaml.

M T—%,

1E4E EHERIE RIS 2 (Specify stack details) T I, S AFERL LK.

iy infrastructure.yaml BEAR H 15 A S22 HEHE .

M=%,

7B B HERKIRIR (Configure Stack Options) & L1 i ili F—# (Next).
#HEE (Review) TUHI L, EHEIFMHNKE.

M Bl HER (Create Stack) LAEEE infrastructure.yaml B 61 it HEAL .
B E R, #3HH (Outputs) Jfic N S3 S3 Bucket Name.
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| 7£ AWS 212 Threat Defense Virtual Auto Scale iR 755

{8 F GWLB A Auto Scale fiZ3R 75 % - 7£ Amazon CloudFormation 1% & B & X FNEBE GWLB E A& HEIER .

{$ F§ GWLB A% Auto Scale #2757 %X - 7£ Amazon
CloudFormation =% & L B E X F1E3E GWLB E AL iZiE iR

1R

PR
$IES
$IE6
P17
$IE8
$IE9

S0

R AEAE ] GWLB K5 Auto Scale iP5, THHATAIT IR TR,

7F AWS FHifdl G b, H3IBRSS (Services) > EIBFN;AIE (Management and Governance) > CloudFor mation,
SR i B MR (Create stack) > EFAFIEIR (ARAE) (With new resources[standard]).

WFf BRI (Upload atemplatefile), 5 ilii %32 (Choosefile), 4R J5 MR E ST S e h ik %
Infrastructure_gwlb.yaml,

MTiT—%.

EIE EHEMRIE RIS B (Specify stack details) i b, S AHERR IR

i infrastructure_gwib.yaml FE4 H ff 4 A S BRI

M=%,

7 Be B HEAIEIR (Configure Stack Options) % 17 it T —4 (Next).

EEE (Review) ulffi b, EHIFMINEE.

Al B2 R (Create Stack) LLEEE Infrastructure gwlb.yaml AR 16 2 ik o
ER B E, HF)ME (Outputs) 3Fic K S3 S3 Bucket Name.

EEE P ORE M EEAR

TEE H RN B T Threat Defense Virtual B AL B R & E 5. W5 iR &5 0. NAT
SRR ] SRS

T LU A7 38 0>k 45 22 Threat Defense Virtual, f7 2 207 T 045 #5 LIhRES 1) 2 W &5 11
#%. Threat Defense Virtual [1] #8745 Threat Defense Virtual fEFIALKIE 42 0 _F 1) Threat Defense
Virtual {EMIE S 2 B

HREAME R, TS50 T4 2407 s & B rbC i R 3L 22 4= 7 R gl JUb 975 18 o
T~ Threat Defense Virtual Bt & /) T X0 % 22 3t - 61 3t .

|

BEED O NVAIE NS, RGN RN, R4 N R T T B % 21 Threat Defense
Virtual SZ41 .
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html#id_105951

7£ AWS %3 Threat Defense Virtual Auto Scale 2R 5% |
B snizsa

A e
LD VPR AL AT DL 3 8 R W S R 2 T, ST LR PR
B B

oL

T EFIRE > WEEE.

$IB2 AR (Add) Rz, EREARmeE (Add Group).

HIB3 BRI 4L, E A BN “aET (EERRR) .

SIE 4 i\ Name.

$IR5 (A g & (Available Devices) T, W HulZ 2R INBERAH RS, s MENATH Ctrl 5% Shift %
R

PO AR (Add) KTk AR SRR AL

P$IET LHEBE (OK) LU INngl.

EEEIPSER

FiaZ Hl

i H] AWS P25 58 i s (NLB) I, b2 G TN G, (BE, B MR8y 4% (GWLB)
I, JoiifE AWS HEE NN S, BIoY GWLB S B W IR S5 i o

UK

B HEREH AL,
PB2 EERR > WREHE.
L3 MW ZRRUYIEL P LFEMLE (Network).
IR 4 NRIELE (Add Network) 73 L ik £ERINXT &R (Add Object).
FHIES5 Hi A\ Name.
FE6 HAVH
PBT {EML (Network) B, EFEM (Host) 4N LL T,
a) MR AL FR, i aws-metadata-server .
b) HHE EHLERASER, N IPv4 LU TP Hihik: 169.254.169.254.

FR8 HlHRTF (Save).
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| 7£ AWS 212 Threat Defense Virtual Auto Scale iR 755
azmnyz |

B im O X &R

FHia Z |l

I AWS P24 71 35 a5 (NLB) I, S8 A2 st X 5. (EE, 7EAEH MO Z38 725 (GWLB)
B, JTCFRAE AWS Fr gt %%, B25 GWLB 3ALE I RS .

Bz

P G,

PIR2 LR > WREHE.

PR3 NN GEG R PR O (Port).

S 4 JRMEED (Add Port) FREEH RIS (Add Object).

FIES5 KA\ Name.

PR 6 ILFEHIY (Protocol). REDAZIERE oA TAUN SR AP AREEPE ML, $Zim O (Port) BEAT RS, 2
HEFE ICMP 28! (Type) AXE5 (Code).

WIRT Hi\ 8080, THVIAL, HAT LIS 755 H 0 AR AL SN )3 5
past 4
WURE RS P ) UL, W25 fdi F Bt (Other) 413 4 H BRI 52

PR 8 AR TF (Save).

= & XEFiEOBAN R
iz

PR EHENR > WREE.

PR 2 WZEML R ESEO,

$£1B3 SR (Add) > £ X8 (Security Zone) 7 H0 (Add) > #0048 (Interface Group).
F$IB A i\ BFR - insde-szoutside-sz.

HIE 5 EPIEOZLER (Interface Type) - L% (Routed).

PIE6 nilifRTFE (Save).

MIBITIRREERN R B Rin O

$5 0] DL IZ A PR UAS A 3800 J5 ] 9 11 22 (SSH) 23 11 443 (HTTP).
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7£ AWS E#3Z Threat Defense Virtual Auto Scale iR /53 |
B »EirnnesmnEEmBs0 2 (SsH)

ABITIRARE RN 2 /B im0 22 (SSH)
i K3 1 22 (SSH) P T8 APARBURY BERI,  WFBIT DA F R 3 A AR UL K A b TS 1

UK

T EFIRE (Devices) > F AR E (Platform Settings) > SSH ij719) (SSH Access).

P2 i+ R,

PR3 N H AR PR HAT R | P et

$1B 4 NATAX1E/4ED (Available Zones/Interfaces) % I, EFRIER:F] GWLB I4MHH: L 8 MBI
HES RN (Add) DU %% D N 2 Bk X 1842 0 (Selected Zones/I nterfaces) % .

PIR6 AHHE (OK).

PRT mRTE (Save).

ABITIRREEIRNZE B Bim O 443 (HTTP)
WL 1] 443 (HTTP) FI T2 AR R BRI, S5 BAT LA F S h iz ATk A 2 R0 e FH s 11

UK

$IB1 & & (Devices) > T A& E (Platform Settings) > HTTP if5[a] (HTTP Access).

$IB2 P B HTTP BRS 28 (Enable HTTP Server) Hik#E.,

$B3 {Eum 0 (Port) FB P 443,

P4 il + R,

PIE N NHFIR P IERRARDC 1P Hedt .

126 MAAXIE/# 0 (Available Zones/I nterfaces) & 11, #8485 GWLB HI4MIEE L 8L B 17 o
LT A (Add) BB ZE: DA i3I Frnk X 184 0 (Selected Zones/Interfaces) i [ o

FIE8 midifBE (OK),

PR nidifRTFE (Save).

% i NLB #Y Auto Scale 2R 77 5% - BL EFNERE M 45t 1t 3545 (NAT) SRR

TR NAT WU 265 P S bk 36 B ok ARz 10 TP bk b i) . 3% 28 NAT FEIFR 4 2 E v sk
it (PAT). % NAT HRIEHIE S, 1524 H Cisco Secure Firewall Management Center & B! Cisco
Secure Firewall Threat Defense Virtual H it & NAT .

TS0 NAT S A A2 — ANl . NAT B0 an F
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html#id_105944

| 7£ AWS 212 Threat Defense Virtual Auto Scale iR 755
. NLB &9 Auto Scale #2375 % - B B R4 8 Mkt etk (NAT) 2505 ]

o URDCIE: ARERIX sk

o FIFRDCIE:  PYHeIX

* JRURYR: TR ipv4

o JRAGUESR 1 JRAR/ERIA

* JRAG HAbR: 0

o JRdh H bR 8080/5H] 7 C & A ATAT IS AT IR D0 St 11
o WA S YR any-ipv4

o BEARE PR SR AR/BRIA

« WS HAR: aws-metadata-server

o OV HAR 1 : 8O/HTTP

FIFE, A LA AT R 2 e v 5 NAT BN, DAEKE JEEC & #Ei% 2 Threat Defense Virtual B2 45 o

| &

EERI QUM NAT SIS N T3 4. >k A Lambda bR EUK R B IG TE 20 B BEAT B0IE .

1 X Cisco Secure Firewall Management Center .
$IB2 &% (Devices) s, il NAT.
P33 A HIERER (New Policy) > BiRBATE NAT (Threat Defense NAT) LLAIEE BT 5n .
FEA N NAT 500 44 FRATRA .
$ES iR TE (Save).
f&n] DUR 3 NAT G0 E R nItgm 77— s .

FLIE6  pidRMAN (Add Rule).

LT M NAT B (NAT Rule) FHzgilkhik$: Fah NAT £ (Manual NAT Rule).

HIE8 M “HEN” (Insert) |74 R P IEFI=RZER] (In Category) FZETAY NAT 0| (NAT Rule Before).
W9 MEE (Type) NREHHIEPEERZS (Static).

L0 AU

FE1 FEOXNR (Interface Objects) S, IR S A H AR % o

$IB12 AR (Trandations) 2, NS INMEL N E.

2% (|

HEURYE any-ipv4
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7£ AWS E#3Z Threat Defense Virtual Auto Scale iR /53 |
R L

BH &

546 B bw Hiik (Address)

J 5ty 11 HTTP

J5tdfy H b 8080

e 15 any-ipv4

e T U JS AR /ER N

ed H by aws-metadata-server
FeA e i H A 11 80/HTTP

SIE13 LR TE (Save) ARAE R L) .
T4 EF DA HT N P AE Threat Defense Virtual % £ L.
LIE15  fERE (Deploy) > #RE (Deployment) H4 W& & B TC Ik 5. FEE E 2 )5, HeliA 434,

S AL ] A
B3 E AR )42 i SRR
T U7 e 42 o LA SR VF AN S B AR R B P LAG A FLAT T AT 0 75 SRS TR U7 ) S, WY ARV AT AR
Dl XS5, LA SEVFIsm B Rk . A RU7 R SR A5 S, 1§ Z A ] Cisco Secure Firewall
Management Center 5 #f Cisco Secure Firewall Threat Defense Virtual H [¥)C & 7 in] 25l o
BUEB I V) i) ARG I, B S BOABRERCE . GIESRIS S, R A R o ih, DM
AT AT SR LA A TS P K

UK

P KKIEPEREE > i a2 .

W2 RS .

FE3 FAME— A FRAUL .

FIB 4 15 EVIABRINIRIE (Default Action) - FEIEFTA & (Block all traffic).
PBS LNiRTE (Save).

PIE6 LU SO R s ) dRAE K b

LB SERMHN (Add Rule).

$E8 WHEL TS

* X FF: inside-to-outside

s flA: E5RE
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html#id_105945
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¥ # configuration.json XX 4 .

* Action: Allow

o I IR DI F FR X I

FB® A

58 37 configuration.json 3214

configuration.json SCAEAL T-#E M GitHub R 21 lambda_python_files SCFJer . il #2287 B0
WCE S HCKH 8 configuration.json SCAH IS4, TEER, AN JSON Y.

configuration.json S R EIA T s .

{
"licenseCaps": ["BASE", "MALWARE", "THREAT"], //Management center virtual licenses
"fmcIpforDeviceReg": "DONTRESOLVE", //Management center virtual IP address
"RegistrationId": "cisco", //Registration ID used while configuring the manager in the
Threat defense virtual
"NatId": "cisco", //NAT ID used while configuring the manager in the Threat defense
virtual
"fmcAccessPolicyName": "aws-asg-policy", //Access policy name configured in the Management
center virtual
"fmcNatPolicyName": "AWS-Cisco-NGFW-VMs", //NAT Policy name configured in the Management
center virtual (Not required for GWLB-based deployment)
"fmcInsideNicName": "inside", //Threat defense virtual inside interface name
"fmcOutsideNicName": "outside", //Threat defense virtual outside interface name
"fmcInsideNic": "GigabitEthernet0/0", //Threat defense virtual inside interface NIC Name
- GigabitEthernet for c4 instance types, and TenGigabitEthernet for c¢c5 instance types)
"fmcOutsideNic": "GigabitEthernet0/1", //Threat defense virtual outside interface NIC
Name - GigabitEthernet for c4 instance types, and TenGigabitEthernet for c5 instance types
"fmcOutsideZone": "Outside-sz", //Outside Interface security zone name that is set in the
Management center virtual
"fmcInsideZone": "Inside-sz", //Inside Interface security zone name that is set in the
Management center virtual
"MetadataServerObjectName": "aws-metadata-server", //Host object name created for the IP
169.254.169.254 in the Management center virtual (Not required for GWLB-based deployment)

"interfaceConfig": [
{
"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "Inside-sz"
b
"mode": "NONE",
"ifname": "inside",
"name": "GigabitEthernet0/0"

"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "Outside-sz"
b
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetO/1"
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B =5 aws cu g Rz ieas

}

1, //Interface-related configuration

"trafficRoutes": [
{
"interface": "inside",
"network": "any-ipv4",
"gateway": "M,
"metric": "1"

}

1 //This traffic route is used for the Threat defense virtual instance's health check

}
& n] LR & St SO Y trafficRoutes 241, 5 Threat Defense Virtual A & &AM th o FAEs b

Be B s an b .

{
"interface": "inside",
"network": "any-ipv4",
"gateway™: "M,
"metric": "1"

& F3 AWS CLI it B EE5i8 e 4R 14

FEH AN 4 A Threat Defense Virtual F15E 2 A0 G Lambda JZ N %6 . AHH 04 B ORE P ic &
XU fE, A8 AWS CLI 25, 1S5 AWS 217 5t i .

£ Lambda /£ Zip XL EBITERIR

i

7F Linux ML A python U9, 2R 5614 Lambda 2 .

FHIE1 7E Linux EHL (11 Ubuntu 22.04) 81 python U35,
$IE 2 1t Linux FHL %3 Python 3.9, "R [fi$& it T 2¢%% Python 3.9 (M7l A

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

v vy

apt update

apt install software-properties-common
add-apt-repository ppa:deadsnakes/ppa
apt install python3.9

apt install python3-virtualenv

apt install =zip

apt-get install python3.9-distutils
apt-get install python3.9-dev

apt-get install libffi-dev

HIE 3 7 Linux I35 FH 6] Lambda )2 zip {1 autoscale layer.zip. A4 % Lambda PR AL AL EL ) Python JE .
BATLL R IA LG 2 autoscale layer.zip S 1.

#!/bin/bash

mkdir -p layer

mkdir -p python

virtualenv -p /usr/bin/python3.9 ./layer/

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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(A%

AJi%) kb Threat Defense Virtual F1&I2 /0 8| E INZE 250D .

source ./layer/bin/activate

pip3 install attrs==23.1.0

pip3 install bcrypt==3.2.2

pip3 install certifi==2022.12.7
pip3 install cffi==1.15.1

pip3 install chardet==3.0.4

pip3 install cryptography==2.9.1
pip3 install idna==2.10

pip3 install jsonschema==3.2.0

pip3 install paramiko==2.7.1

pip3 install pycparser==2.21

pip3 install pycryptodome==3.15.0
pip3 install PyNaCl==1.5.0

pip3 install pyrsistent==0.19.3
pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install six==1.16.0

pip3 install urllib3==1.25.11

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

P
T TR £ 255 A 1) 38 BT R 5848 % (914 urllib3 5D , @B SR a M B URA, 2, &
A RIBAT 2R v v 58

7EfI % autoscale layer.zip SC/F)5, ¥ autoscale layer.zip SC{HE # % M GitHub %) lambda-python-files S 4
Ferr,

) 7 Threat Defense Virtual F0&TE b 6 E N2 2485

WS 7L Infrastructuregwlb.yaml BEAR SO 4 A KMS ARN i, W24 20 il % #& 7 Threat Defense
Virtual B O R D, 150 A 4% 1D %DTZ!EH ARN, LU AWS KMS #23 5 5K 147
S EEH ARN. fEAMEHL E, 18470 F AWS CLI fir 4 in#

$ aws kms encrypt --key-id <KMS-ARN> --plaintext
'MyCOmplIc@tedProtectloN’
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJIvY/x/rfHnKI3clFPpSXUU7THQRNCAFwEXhXH
JAHL8tcVmDgurALAAAAajBoBgkghki
GI9wOBBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZOMEAS4wEQQM4 5
ATkTqgjSekX2mniAgEQgCcOaveHhol
+wxPpWKtXY4y121d0z1P4£fx0jTdosfCbPnUExMNJ4zdx8=""

}
$

“CiphertextBlob” [PJELA& N %M . K5 b2 45 H 1 Infrastructure_gwlb.yaml {4 NGFWv %5
(Threat Defense Virtual #14) B¢ AutoScale B &1L 89 FMC %85 (FHIH.0%0E) SEWE. ik
Al OB LS AR 18 38 R & 75 2] CloudWatch B9 FMC B8 (1{H .
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B ozemrax

EEASETR RS

FEAM BN L, AEH T s g i 60— HARSCPEJe, L 2l A% ) Amazon S3 £ fifi i
APl

python3 make.py build

BAEAM T EAIE A4 “target” (K32, target SCAEIEAL 53408 Auto Scale fift vk J7 T
T Zip SCEERT yaml SCA

1% 314 _E £ Z1 Amazon S3 TR(iE 1§

TEAMENLE, ATH T s i 25 B Ax H s T SO EAL 2] Amazon S3 £#4ifi 1 o
$cd Jtarget

$aws s3 ¢p . s3://<bucket-name> --recursive

> #5 NLB HY Auto Scale ##:R 75 E - 302 3 #F NLB £ Auto
Scale fRR A ZE

AR AEALE ] NLB K% Auto Scale fif k775, W HAT A P LIk,
g3z

£ £ AWS HHEHEG B, #2IRS (Services) > HIRFN 4 %E (Management and Gover nance) > CloudFormation > HE
¥, ARJE S BLRR AN Y HER .

PR 2 pihfIEML (Create stack) > BIFERIRE (ARAE) (With new resources[standard]).

PR3 1L+ LEHRIR (Upload atemplate) S0, fiidii&#E (Choose) LI HFESCH, AR5 M H AR SO bk £
deploy_ngfw_autoscale.yaml ,

PB4 ET—5.

$IBE (LI EHKIEMIS 2 (Specify stack details) Ui b, AR 4 HK .
$ 1B 6 i deploy_ngfw_autoscaleyaml Fb 7 4 A S B A

$IR T FE B HEIEIRN (Configure Stack Options) & 17 i F—#4 (Next).
$IE8 EEF (Review) T |, EHIHINKE.

PR sl BZ K LUAE deploy_ngfw_autoscale.yaml FAR I i HEAL -

XFERLSER T I NLB [ft) Threat Defense Virtual & B s AL 7 5 AT 75 PR 1) 38 32
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Sz GWLB & Auto Scale 2R 75 5 - ABE S ¥F GWLB #J Auto Scale iR = .

3 #5 GWLB HJ Auto Scale fi# /R 77 5 - 8 & 32 #F GWLB B9 Auto
Scale flRIR A ZE

IR AEAE ] GWLB K55 Auto Scale iP5 5, THHATAIT IR TR,
UK

HIE1 7E AWS FHEHE [, % EBRE (Services) > BIEFISE (Management and Governance) > CloudFormation > HE
¥, ARJE AR G i Ak .

PR 2 pihfIEMEL (Create stack) > BIFERIRE (ARA4E) (With new resources[standard]).

PR3 L EEIEIR (Upload atemplate) SCf, sidii&#E (Choose) LLILEFESCAE, KRG M H bR Je ik %
deploy_ngfw_autoscale with_gwlb.yaml .

PB4 LET—5.

$B5 (LI EHKIEMIE R (Specify stack details) Tl I, AR 4 FK .

$I6 4 deploy_ngfw_autoscale with_gwib.yaml B o ()% A S Hc A

$IB T B MR (Configure Stack Options) % 11+ i F—# (Next).

IE8 EE (Review) Uil b, &FHIFHINLE.

HIR9 i B HEAL (Create Stack) DL deploy_ngfw_autoscale with_gwib.yaml Fii -1 g HE L

KRR T A4 GWLB [¥) Threat Defense Virtual 15 & F 247 JE Al ¥ 77 5 BT ISR 1502«

14 GWLB £ Auto Scale f#R /7% - €1/ GWLB Zim

AR BEAEH] GWLB K728 Auto Scale iR 75, THPAT AT b3

Y1 A AWS FEEESIG b, R BRSS (Services) > M4EFIA &F 3214 (Networking & Content Delivery) > VPC > & AR
%% (Endpoint Services).

PIE2  pidit)E4%i%RS (Create Endpoint Service)

$®3 7 “HIIYERE” (Load balancer) 25 R, %M ¥ (Gateway).

24 AR R EISEES (Availableload balancers) T, EFAE A Auto scale 3558 (11— 73 B ) 9 5% T 4R B 8 4%
TEEKIZEFZ &5 (Require accepting for endpoint) ~, EFFHEZEIER (Acceptance required). X ] ifi R AT
BN AT AR 283 IR 55 R K

$IB6  /rsiEHY IP Hilk 3B (Supported | P addresstypes) I, i%$% IPv4.

w1 it (Create).
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B »veemszs

WIR8 S i 2o R 25 IR IR 45 44

LRI HRPRE (Services) > MLEFIA AR X T (Networking & Content Delivery) > VPC > #&i (Endpoints).
FIE10 5 E)E &R (Create endpoint).

TBN FREZES (Servicecategory) I, EFHEBLLIRRSS (Other endpoint services).

P12 X TARFZ AR (Servicename), AR ILHK, SRIGIELIIERRSS (Verify service).

PR3 £ VPC FEh, IEFREAE H A 2501 VPC.

P4 /EFW (Subnets) T, LEFEEAE I b G m (11

HIAS 0T IP HuhESRAY, 5L HE IPv4 IR LUK IPv4 Mk o) e 4 20 R 45 1 11

$IE16 i) E LR (Create endpoint),

77 VPC Fc & B |

UK

HIE1 75 AWS FHEHE [, #3BRSE (Services) > M4 FIAZA (Networking & Content) > E#IFAE = (Virtual Private
Cloud) > #&H 3 (Routetables).

IR 2 RPN N OGPt R AT DL D IR
1. Ailig4E (Actions) > #RABEE H (Edit routes).

2. XFFIPv4, i mERINEEE (Addroute). X B¥r (Destination), i AN RS 2% T ™ ¥ IPv4 CIDR Bt. XfF
B#R (Target), L+ VPC Ziij.

3. M RTFEE M (Save changes).

P 3 RPN RSB T R HE, JFHITELU R PR
1. riiliR4E (Actions) > #RiEEEH (Edit routes).

2. AT IPv4, 5 ATRINEEH (Add route). X T-B#R (Destination), #iA0.0.0.0/0. T B#x (Target), L%
VPC i

3. MiHRTEE M (Save changes).
IR & ILFEAAT W IS TR i A 2 ) T I A, SRS PATBL N DR
1. SSTHIRME (Actions) > 4R4EE&H (Edit routes).

2. T IPv4, VS TERINEEH (Add route). XF1 B#RF (Destination), #iA0.0.0.0/0. *I+ B#r (Target), EHH
I I ) K o

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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4%%E Auto Scale ¢H .

3. M RTFEE M (Save changes).

‘R4 Auto Scale 2H

BRI, Auto Scale 2L NS UM A HE A0S 15050 BB M 0 1 2. AR o 0 i e
fi1.

g2

PR £ AWS BRI G b, 2 BRS (Services) > it E (Compute) >EC2, A it B #h# FE4H (Auto Scaling Groups).

IR 2 EFEQIEN AP R4, R)E AT (Bdit) ARSI ERIE ST E R £ (Desred capacity). &/NEE
(Minimum capacity). B KA =E (Maximum capacity) FB P IE . IXESAET N 7254 B 3h3 e Dy A8 1 Hi ¥ Threat
Defense Virtual SEfl[# % . HTERE (Desred capacity) & kA T8 /N Fl s K 25 58 2 1A R4

$E3 LERH.

\)

AR RATEBIENE ) A Threat Defense Virtual S24, JFUUERLSEG] AT A 2 B AF ST K5, &
A LU B CL SRR 3 B 2 5L

B UEERE

JRIBERG e %) Amazon CloudWatch 45 il & AR R IEAE MR H IR QI TP (K24

H kY
n°eN
\\[%E{ll‘\j‘t{q:i [y\?‘:”i ZQ/E'.\WIEI:P‘LJ\:@ j%jjﬁlj’(]’f "fﬂ I‘D IEEFI:O

FIB1 /£ AWS BB G , HERRS (Services) > EIBFIISE (Management & Governance) > CloudWatch.
$IE2 Sl BELE (Log groups), #RJG miidithad Wos AT H G4 LA A Hik .

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B o=
w45

ffi{’ ©.7F Amazon CloudWatch #5545 & 61 BT 7 IR .
TiE

L1 £ AWSERBENG L, 2R (Services) > BIRFNUEE (Management & Governance) > CloudWatch.
FIR2 HHER (Alarms) > FrEE3R (All Alarms) LLUE 7241 513 DL fil & A8 37 R R0 a4 i R 50 464

HIPES
I REidiE

AR AL AT . SRS R Auto Scale 41— NELE AN RIS R

FHIaFEILY RIFE
FTTAAUE LA A/ YT R, HRATEL T D ER.
« XF AWS A YRE - SR LU, TR T R BG4
Hold MR Y e fe

BITIRREE
4 60 73%f, CloudWatch Cron 1ENV2xfilt K IB 1T IR L BE ALK Auto Scale & 2§ Lambda:

o WA B T RL threat defense virtual VM AN IE S 1P, H. threat defense virtual ik T —/Ni,
U2 SR B T o

o QLK B TP R 2 sk B 2K threat defense virtualdl, WA M HFrZH AR IP.

IEATIRGUR AR AIE S0 UE T2 4T U7 1) SRS FD NAT B ) bl Bl E . WidR IP/SEflis AR A
IR, B B IR UE RN, WIS AT IR DL % & 25 0] HT P A s

a
IS

ZREITIRR iR
R IR I PS8, 14 constant.py HOEF R BN “True”

B

ﬁ

illy

RZITIRR is 38

JAHIEAPIRM 13 2%, 17 constant.py FHB B “False” .

W
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zateRnaT |

RS wEMHT

FERR D HCTT AR A i R A IS 0 R, WERAEH, A S SR I RAME: . eI RES
— &%) threat defense virtual SE 32 .

% F Auto Scale &3H 22

FEAEH] Auto Scale Manager, AN [¥) CloudWatch S “notify-instance-launch” I

“notify-instance-terminate” o 2% IX AL AT Hr FAFfil & Lambda. {Hj¢, S/EHAT I Lambda
HAEK 2% 5. Auto Scale Manager N2 S AR5 1E o 3 3k I B4 0 G B0 I S U S ik S Rk 4t 1 b T e
FOREAE -

TR HAR

T AWS g 77 85 A SOV AT AN W 24543 11 (K Sl Pl sl 28 8 H b, [RIHEK Gigabit0/1 22 11
IP & Ky HARd I Hbr. B2, #EHAT, AWS Auto Scale I& 1R IUKS A 6 S22 H bx (ify
AP AR UbAh, XU 1P A2 A ) HArgisi A Hbs4l gk . Bk, BATH Auto Scale
fif o TT o LA 7 sUE B IX AT 55 o AHAEREAT b sl B HE BRI, PTRE S T5 22T 3 58 i 4
FEITE L

#EREME Bird

FEN4 threat defense virtual SEBVE M) G838 67 3%, 1L Gigabit0/1 3241 IP (AMBT- M) NI H AR
R EbR. S P T% 1P Huhb e s B it H A

M B FREBGHEM B R

BN AN I M A5 HUH M threat defense virtual S, 1 Gigabit0/1 SE41 1P (AR M) NAE K H s
R H AR . &S0 TP by i s O 7 F A o

51 H

AWS A FEVFAE Auto Scale ZH U8 A sS4, AR ARVFH PR S E T2 FRES HPUT IR R EHAE . 1
A, IS B AR SIS, XK R IFERAAEROR . (HaE, HTEAMEKEO, threatdefense
virtual AL TGVE S B ok SERI A H bR

BELBEFERRE

RSzl E T2 FPIRA, I H AR 10 TP AEIZ A IR BRI S Mo 22 B )5 4k S b T AH RPIR S . IR
U, EER S E TR RS ZET, MHEARAIEEM S B IP; FRENERE, 1ESH &Y
s EHAR . 55 145 11,

B 1P J5, WS UE I M Auto Scaling ZH H M B 5241 .
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7£ AWS %3 Threat Defense Virtual Auto Scale 2R 5% |
| T

M & RRZSHIFR LB

AR, AR AT LR SE A a FPIRAS RS s P IRES . W ATIRZSMIER 5, s 1 TP W ik 21 H AR 2 H
bro WSS HbR . 5 145 10,

A3 RN RE S B 48 RS DA AT SRR R s B 37 B VRN B, 15 2 5 AWS S [ 12

M Auto Scale A 1#IF&/ 5 2 32451

TN Auto Scale 41 IR SEMB, N E SR LR Bl FLRAS . WS RSB E TR APIRE” o 45K
B2 FPIRAS S, ol LU ek 70 B . %S M Auto Scaling 207> 2 EC2 524 .

B S AN AT T BT B AT ZE B

&1 S

L], B IUE TR RA SIS . 5 145 T, HSeBl T4 APIRAT, BT

SKBIA R R ARTF

A N Auto Scale 41 REAMBIERATIRE 2 S, T LUG HEHEAT P9 g™ R DR A SRS 32 2 N 17)
PIELRY WIS 3 S M £k

WS, MRS & T N g AR R
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html

| B

BEET AUCKOIRG R A1 B/NECR I SEE] CHAR P B IEHIEAT, MASUE EC2 5281 ¥k N g LR

BoEE M

P AR AT SE AN 2 A B SBRAEEAT A SEG] B SRR U BAEAOR (e o B T2l ik

R SHEIL B LA Ve
RSB S b T2 SR R B B, FRATTER SO R AL I X 2 S o R 4 A
Ll

By EEPL AR BT

EHESCEB PO IP. P A BT R, N Auto Scale Manager Lambda pA%0F1 H 5€ L Fa R A
Ai /7 Lambda BREA R EHATHN T M. 5SS H AWS Lambda 54 5

* Lambda N JGEATIN, R 5] B UR PR AR i
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https://aws.amazon.com/blogs/aws/auto-scaling-update-lifecycle-standby-detach/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/detach-instance-asg.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html
https://docs.aws.amazon.com/lambda/latest/dg/env_variables.html
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wiagminat g |

\)

AR MR E S EEGEN Lambda MEL. EARANKS A A 5

¥ M Threat Defense Virtual &IF & 243

Xt FI2AT R sE%], B threat defense virtual 2R I Bk H P AEREAN R & B TR M. ST TEBEA
3T threat defense virtual 4%, ¥ M Lambda 335545 542 threat defense virtual %85, 155 414 H
AWS Lambda f45 4% &,

SEUEMAN NATID

X T AL AN R A7 JEAT NAT ID ZA 8T threat defense virtual B, AEREAT &7 B0 VRTINS,
7t Configuration.json 3CAFH B BUX 845 B o 7] LL{E Lambda %% Y5 01 7 #k 1] Configuration.json 3CAF

177 (8] R B& A0 NAT SR EE 5B o4

Tk B 2 AL BRI B, U In) SR B NAT SR (14T A] 58 2ot H s H B AR s pl . Aid, 25
FIILAT Y threat defense virtual 54, T BT HELEC B G AR5 M B O 8 X SE R 4,

AWS 7% 5 5 2

W G ] LAAE AWS 2 N, W1 Auto Scale 4l A EIACE . CloudWatch 24}, ¥ B SRng 4%,
BT LUK %5 5 N CloudFormation MERE, BRI T B B U5 G2 B O HEAL o

AR AT PN AWS BEEHAT (0T O PR A5 S, IS IR B B85 I CloudFormation 7 P,

g E£F04> %7 CloudWatch B &

KT CloudWatch HERIE R, WES A AWS CLI# H G EE T 1 2] Amazon S3.

HIMA B ehFamA L HIEC E IMDSv2 FrEHRR

AT LA AWS | 3B (1 Threat Defense Virtual 4> [ 45 540 S5 C & IMDSV2 4 Ffk oL,

Before you begin

{¥ Threat Defense Virtual 7.6 M 5 5 it A 32 fF IMDSv2 DA diat . F il Bl S IMDSv2 2 /7,
LRI SEBIRA S IMDSv2 F LR A (FFRBIRA 7.6)

Procedure

HIE 1 sk http://aws.amazon.com/.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3ExportTasks.html
http://aws.amazon.com/

7£ AWS %3 Threat Defense Virtual Auto Scale 2R 5% |
| T

$I12 fidh EC2, ARGk E I R (Auto Scaling) > E #1# B4R (Auto Scaling Groups).
HE3 MWFIEPEF AT RA, ARSI E IMDSv2 2 T
R4 pidiBEhEM (Launch Template).

$IB 5 7F B ENEMR (Launch templates) Tiifii |, MIR{E (Actions) FHua & Pt S8R (BIZFHARA) (Modify template
[Create new version]).

PR 6 SR IMDSV2 [BUER BE# AMI D,
$B 7 ESRIEMEE (Advanced Details) , & IMDSv2 o
a) MITEHEATIAE) (Metadata accessible) T 4741 % k% A A (Enabled).
b) MITEIEREA (Metadataversion) FHz oL k£ X V2 (FESRE) (V2only [token required]) -

8 i ML TCE A KR SRR 38 3 ] IMDSv2 Required FE3CH) B 24 e 415241

B R HERR

AWS CloudFormation 155 &

0] LLAE AWS CloudFormation #24 & FP I6:3iF CloudFormation HEF KIS AN SEL, 1ZIEH 6 RV H
I RSO IR ORI BR A .

SR PR A, REE D SHOET R . I 0T LR Lambda BECA S AR SE IR R Lambda
BREKH AN . A, B AT LLE Auto Scale Manager Lambda bR #A & | #F configuration.json.

BLT fif#A7 % AWS CloudFormation il & 1 215 5, 1EZ 4 (AWSCloudFormation H F'#8r) -

Amazon CloudWatch H =&

A DL E %) Lambda BEUF H . AWS Lambda A& Hzh Wi 4% Lambda Thfig, MIM#E I Amazon
CloudWatch R 5 ¥atn. A O EEHERR Thfedkfs, Lambda 2xic sk ThEEAL R T 1K, @
Amazon CloudWatch H 7 H s F AT AR i) H 2%

e LU H Lambda #5355+ CloudWatch #5557, AWS CLI 8¢ CloudWatch API 7 Lambda ¥ H

Ho BT OCH ELIIFE L CloudWatch #54i & Ui il H AL 245 5, 152 (Amazon CloudWatch
e PR RS, MAHAA & X H &

GEHEREITRRREXRK

I F A TR A AL P ping i 1. ping B4R W0 R IS RS A IR BURS: 2 7] B 455 K o
ARSI PE IS AT RIS A ()5 Py A (9] 200 Mo SARAS,  TUA2 SEA9) 25 B A0 R ds AT IR L 1

U R 0 23 BT AT SE B M DIRAS A outofservice, FHLN W] T Bt 718 520 4503 8 K WOZ A FIR DU A
ANIEHB{EREINK T (Instance has failed at least the Unhealthy Threshold number of health

checks consecutively), WJZRBSZHAM I 78I H a2 e TR 2

TERAE B RO T E PR A AT ROLRI NAT . A OCTRAIE B, 52 A% Gt 0l 4 i o b
HEER: BTG A
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ey |

R 8] RR
TEHERS threat defense virtual SE K& ) /8, A A 7 2 T 283000 . NAT FR AN threat defense
virtual SEF G B AR ARG o

A A A B B AR P R BE I AWS FEFLIN 2%/ 1 R/ e PEAN A S, G 22 A A4S . fRis T LS
i AWS SCRY, 4 EC2 S i b HER: .

5 &8 dul FEERN

n G FE R T, )N A G R AEAIE . 21 ( Cisco Secure Firewall Management Center [t ' 5
MY I R R BRI AR .

WETER EBAD M

IR B ARE ] A B /iﬂﬂﬁiﬁ'ﬁ( IS e R e A R AV ), B R
L R BH BB S . HS0 <<C|sco Secure Firewall Management Center it B 1R 1) 1) “¥Ks
WA IR L7

Joi£i@id SSH %1% % Threat Defense Virtual

AR Ievam i SSH Z%E 2 3] threat defense virtual, T £ /& 751l 1 BRSO &2 2% 5 1044 34 3] threat defense

virtual.

S TR AL B B HERR
threat defense virtual EC2 L4 Jc 3% B & BUE N EL R B - & 1IETBIR.

S IGAETE S il % B B R4 (Autoscale Group) > B &1 E4E (Autoscale Group) > &
1 (Activity) > JEF A E 18K (Activity History) LLIF 4 1.

AEI s IR R AMI 25 26 F Lambda PR EEAT 45 %
* MR AMIAFAET AWS K/,
o R AIERE. BUE RV,

¥t} 15 threat defense virtual EC2 SE XA, LISKIR B4 MAERARAS . RUFDIRA . VFrDIk
AR .

* K7 CloudWatch H &
* B/ Lambda #8207 H & ] 7E CloudWatch Logs H &5 «

o WRARIERER I B R A IR B ) L, 1R S A E Lambda BRI CloudWatch H & DL T AR
A

o B54F Lambda PR H 54 .
AWS mimifAit: RERET

* KB PT AWS T fOe S SRS E R E 12 Rl 0 (e EAAAE RV R
Hi
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html

7£ AWS E#3Z Threat Defense Virtual Auto Scale iR /53 |
B 575501 - 5558 T Threat Defense Virtual & Auto Scale 232753, £ AWS #) GWLB B/ LA E

* WERS BT B H LU DGR 1) AWS 22441 A vFpiui ) 1P Hihik v el

(& FH 2151 - ;& B F Threat Defense Virtual A Auto Scale fi# /&
FZE, £ AWS LA GWLB e EFitiR=E

AAE FH 5 SR A G WHATAE AWS FREE A A8 I D¢ 47 235 T 2% (GWLB) ¥ & Threat Defense Virtual 5
B A R, DRI R b ) i .

4n{ali% & Threat Defense Virtual Auto Scale #iZ2)R 75 = LU{EFH AWS 8
GWLB i & /Ribii=
B A3 B T %, nTLLEE . ¥ RAE BLE H T  EA f—2H Threat Defense Virtual 5k
Blo Vi EARHE I GE ml AT FH 2B AF BN £ /M Threat Defense Virtual SE412 [8] 5341

GWLB 78 45— N R O A, DU B RSN A s vt 2, AR 4 U 5 S s i K Bl /s
Threat Defense Virtual SZ41 B 50 & .

)

AR AR SO AR S A R B MR 5 2 UK

tZeE NN

BEFRF 75 356 W 4] 3l i GWLB B A b AL H 3l X 2597 B 43 & #1] Threat Defense Virtual 5241, 4R Ji5 F
# BN H VPC 3R 1A,
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I 7E AWS _E#12 Threat Defense Virtual Auto Scale iR 5%

wivre [

[& 5: 1% Fl GWLB 1 Threat Defense Virtual Auto Scale fi# R /7%

Internet

—aD

p——————— Outbound Flow

ﬂ B —— Inbound Flow
App VPC (10.0.0.0/16)
Destination Target
10.0.0.0/16 local
10.0.1.0/24 vpce-1234
(GWLB endpoint)

Ingress Route Table

Security VPC Auto Scaling group
emm—————
] i
13 | i
App subnet (10.0.1.0/24) Egress subngt|(10.0.2.0/24) 8 !
1
i
H

; v @L\ m '»:‘ i

r—0
N >0
\/ GWLBE Endpoint Swils —a
| ? f vpce-1234 H
1
| i
1
4 |
EC2 Instances i
1
1
— [FESTR ST ot
Destination Target Destination Target
10.0.0.0/16 local 10.0.0.0/16 local
0.0.0.0/0 vpce-1234 0.0.0.0/0 Internet
Gateway
Application Subnet Route Table Egress Subnet Route Table

NS E R

HIBF M O¢ (IGW) HIOK I ELIBR (F 9 4o

H

TR SR N T % v R i B e 28 R G S B 1 2 2% 3 (GWLBe)o

GWLBe iE# 32 4 A 25 (VPC) & ik 4. GWLB BRI, kIt
9% F| Threat Defense Virtual H3h¥ A IATHR A

8 a

Hahy AR A2k b3 GWLB, A5 k13 GWLB %5 .

=

GWLB iRt i 5 K BN VPC, SR PR IE 2 it e 1 5 (R g

ki E A

oK R 7 R B AR 3 e s R 21 R VPC ) GWLBe.

GWLBe i 3]22 4> VPC PRI L0 R5S . GWLB B2 B (i &, B R B Ash
JEHIATR A

B %! Cisco Secure Firewall Threat Defense Virtual N[ 13575, A7 7.6 .




B :aes

AL

ik

2]

1y

¥

Az

F

7£ AWS 32 Threat Defense Virtual Auto Scale ##'R A % |

bR 24

H sh R4 A I 2 i R 2 IR [F] 3] GWLB, 4R )5 iR [F 3] GWLBe.

B REYE VPC Ja, oMU 7 i e 2 rhoe SO % e A 21 IGW

IGW Jiit i A% B H B

LR 360 T 76 Amazon Web It %5 (AWS) 4 GWLB {7 Threat Defense Virtual 34 JEfi#
PRI R AR

1 4 5) Configure 6 & Upload Files
Dewilaad Update Infrastructure reate to
Local Host the Pt e ——* Configuraton —— Components ——» Target —>  awssa3
PR JSON file using Folder B
ket
AWS CLI
2 ) Gustomize 8
Amazon and Deploy the
CloudFormation Deploy Auto Scale
Console Infrastructure solution
Template
3 l
Management Configure
Canter MNetwork =
Infrastructure
(9)
Amazon I Edit
EC2 Auto Scale
Group
Create the 11 Configure
Amazon GWLB  ____, Routing
VPC Console Endpoint for
VPC
= 1t
TAEZ ) IR
. N DL
1) AR IS L
Ne s
. Doy . . N o NS e
2 Amazon CloudFormation #5 | Amazon CloudFormation 51l & - H i SUFN & FE A i A
P2y
gilks e
— A S5 pes 3
(3) L EHLLL - R HL UL LR Threat Defense Virtual B 45 55 fil
b Sy ML A
153l
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AR &1

mesd

TiE=18) PR

(4) A ML AHE AL - HFTACE JSON LA

) A HEHL Ubuntu FA4L - 8 F AWS CLI It & Ll 15 it 28 £

6\ A b AL AHE AL - G H ARSIk

7 AHb ML AHTEHL - ¥ AWS GWLB Auto Scale fiff gl 7 23455 304

L/ 1% 31 Amazon S3 f7fif il

8 Amazon CloudFormation 4 | Amazon CloudFormation 7| & - {{i /il GWLB 4 Threat

HlE Defense Virtual 8 Auto Scale ik /7 %

(9) Amazon EC2 ¥l & Amazon EC2 ¥l & - %% Auto Scale ZH 5491 (1) H

10) Amazon VPC #iil & B GWLB ZJiij

11 : Amazon VPC ¥Z#lG SN 7 VPC i e %/

* M GitHub 5% GitHub 5 .8 A R EHL. HAFHFER S cisco-ftdv/autoscale/aws R
LR 3

* JHTfi4 Lambda ¥ Python (.py) X ff»

* —/> configuration.json S, T T S Ik A B d1 A1 B € AT M2 S 4
* JUT AR zip XA ) make . pyo

« HCETEAMEH * . yaml 3.

* /templates XAFJE 12 B AR :
* Infrastructure_gwlb.yaml - J T [ 5& X AWS F485 i 2 45
* deploy_ngfw_autoscale with_gwlb.yaml - H T2 H4 GWLB ] AWS Auto Scale fi# ¥t /i

%

o [AFE]R VT BRI S HUME . IXRETT DAYE AWS 35 B 513038 AR T B 4 PRk e iy A
fH.

Amazon CloudFormation =% & - B & X 150 E E A& iE 1R

PATAAT PP R, LU B R SONTSE RE Al AR .

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .


https://github.com/CiscoDevNet/cisco-ftdv.git

B Amazon CloudFormation #2351 & - &7 X ANELE KA HEHEHR

$IE3
TIE4

LIS

7£ AWS %3 Threat Defense Virtual Auto Scale 2R 5% |

E AWS FHIEHIG B, HRIRS (Services) > EIBFN;ATE (Management and Governance) > CloudFor mation,
SR A B3R HERR (Create stack) > FERAFTEIR (Fr) (With new resources[standard]).

et EFEREAR LM (Upload atemplatefile), sidii# 3 (Choosefile), #RJa AT &SRS ik

Infrastructure_gwlb.yaml,
M TT—%.

1EHE TEHERRIELRIS B (Specify stack details) Ui -, i AHERR 45K
i infrastructure_gwib.yaml #E4 H fdi A 2 B E

SH B
Pod B &
Pod % FK infrastructure
Pod %5 1
S3 {7 fiti i 44 B demo-us-bkt
VPC CIDR 20.0.0.0/16
AP X 2

e

Threat Defense Virtual 2 S35 = AN Al I X I, G SR A48k ¢
5 =S n] PR B B A &, TR R . N
FORAMNR O 5IE B AT M.

ListOfAzs (n] F X 1413%)

us-west-1a,us-west-1b

B R R A4 TR MgmtSubnet-1,MgmtSubnet-2
MgmtSubnetCidrs 20.1.250.0/24,20.1.251.0/24
BT X R 44 R InsideSubnet-1,InsideSubnet-2
InsideSubnetCidrs 20.1.100.0/24,20.1.101.0/24
A [ 44 FR OutsideSubnet-1,0utsideSubnet-2
OutsideSubnetCidrs 20.1.200.0/24,20.1.201.0/24
Lambda P[] 42 B¢ LambdaSubnet-1,LambdaSubnet-2

Lambda ¥ CIDR

20.1.50.0/24,20.1.51.0/24

Rl T—%.
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I - FEIR LB E Threat Defense Virtual s 2atizie [}

$1B7  AEEHEKIZIN (Configure Stack Options) % 1117 it T —4 (Next).

$IE8 (EF (Review) ilTH I, AFIFMHINLE.

$£1E9 it B R (Create Stack) LL#EE Infrastructure gwlb.yaml Bk 6 @ Hidk .
S0 7EHE UG, #R)ME (Outputs) Hid  S3 S3 Bucket Name.

EIEth - ZEEIEd AL E Threat Defense Virtual [ 48 B A%

LEE AL B H Threat Defense Virtual SUFEFIAC & X % W& EFE IBATIRGOS &b O A

IF1) SR o
I EHIT R
iz

W G E L,

P2 EHERR > HREHE.

HIB3 MGG K kML (Network).

LA )IRIMMEE (Add Network) g Pk £4R 3T &R (Add Object).

HIE 5 i N &R - aws-metadata-server .

FE6 HAVH

$IE 7 7ML (Network) FE, Sk EH (Host) LI 34 A\ IPv4 Hilik - 169.254.169.254.
PR 8 AR TF (Save).

Bl im AR R
g2

P FEREI AL,

PIB2 EERER > WREE.

W3 MGG R EPRHO (Port).

L4 NRMEmO (Add Port) MR P EFERINXT &R (Add Object).

HIES G\ &R - test-port-object.

IR 6 LR (Protocol). B ATIERE O NN SN I MRHIEREEMY, H2um O (Port) FEAT R
W N 8080, 1R, MnT DU 522 1 e AR MLAR S A R i 1145

iR

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B cezexEmznass

WAL RSB (AN P ULREC, WA 2L Eofth (Other) "1 414 #223 11 RIS 52 o

FIE8 iRTF (Save).

i % £ X EOAXR
iz

PB1 EERR > HREE.

P2 MG TR P IERED.

$IE3 iR (Add) > 22 X (Security Zone) 5370 (Add) > #0048 (Interface Group).
$& 4 i\ B - inside-szoutside-sz.

$IE 5 EPFHEN LR (Interface Type) - % 1 (Routed).

$B6 LHHRTE (Save).

g &R
I SV R A AL, T LATE 2 £ A ERHA OB ORI 2 T . 45T LR TF AR Rl
OB IR

fuLE:

TR EFRE > REER.

PR 2 RN (Add) FREFH, B INLE (Add Group).
PRI LHRIA N, W AR REE (RS .
LB 4 i N\ATR - aws-ngfw-autoscale-dg.

FES fILBE (OK) LRl

ABITIRARE RN 25 /5 im0 443 (HTTP)
IS 11 443 (HTTP) FFAEATIREUR BRI, ST LU R RE A8 APARBURY EEpi e I3 1«

UK

$IE1 %Ki & (Devices) > FE &R E (Platform Settings) > HTTP i8] (HTTP Access).

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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T Ll |

$E2 T EAHTTP BRSS 88 (Enable HTTP Server) Zi%EHE.

$£18 3 frig O (Port) 7B 443,

LA Ul + R

PIRS W NHFIRIERRARDC 1P Hedk .

6 MAAXE/A%EO (Available Zones/Interfaces) & 1191, EFRIERS] GWLB HIAMEE L ELAMEF M o
LT A (Add) B8 DS 2 Frnk X 184 0 (Selected Zones/Inter faces) i [ o

P8 LUAE (OK).

PR mdifRTF (Save).

32 B AR 17 [e)4= HI SR

QUEB D7 = s I, B EOA R R E . QIS , B L A A2 il LU
AT DL B DL L S K 2R

PR KR EESREE > i p)EHl.
P2 L HERRE.
$IEI M4 FK - aws-asg-policy R .
B4 5 EWIIEERIAIRIE (Default Action) - FEIEFRF AR E (Block all traffic).
LIS L RE (Save).
W6 Sl uiA LA BERZE (Targeted Devices) BA23Ae 5 o
PBT WA HR & E$E aws-ngfw-autoscale-dg.
PIR8  HIARINEISEER (Add to Policy), #XJ5 ridifixE (OK) LAV N2 S0 o
IR AR S (1 g A
S0 LRI (Add Rule).
PEN WEL NS
* # %K. inside-to-outside
< JEA: FEH]
s BRAE AU
o S INYR DX ST H BRI

$E12 ALNA

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B &b - =mms sson

A EH - EFHECE JSON 324

configuration.json LA T4 M GitHub R3] lambda_python_files U3, i 484 & BP0
BB 2 B0k B configuration.json SCIEH 3%,

configuration.json A4 BHIAS I R o .

"licenseCaps": ["BASE", "MALWARE", "THREAT"], // Management center virtual licenses
"fmcIpforDeviceReg": "DONTRESOLVE", // Management center virtual IP address
"RegistrationId": "cisco", // Registration ID used while configuring the manager in the
Threat defense virtual

"NatId": "cisco", // NAT ID used while configuring the manager in the Threat defense

virtual

"fmcAccessPolicyName": "aws-asg-policy", // Access policy name configured in the Management
center virtual

"fmcInsideNicName": "inside", //Threat defense virtual inside interface name
"fmcOutsideNicName": "outside", //Threat defense virtual outside interface name
"fmcInsideNic": "TenGigabitEthernet0/0", // Threat defense virtual inside interface NIC

Name - GigabitEthernet for c4 instance types, and TenGigabitEthernet for c5 instance types)

"fmcOutsideNic": "TenGigabitEthernet0/1", // Threat defense virtual outside interface NIC
Name - GigabitEthernet for c4 instance types, and TenGigabitEthernet for c5 instance types

"fmcOutsideZone": "Outside-sz", //Outside Interface security zone name that is set in the
Management center virtual
"fmcInsideZone": "Inside-sz", //Inside Interface security zone name that is set in the
Management center virtual
"interfaceConfig": [
{
"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "Inside-sz"
}I
"mode": "NONE",
"ifname": "inside",
"name": "TenGigabitEthernet0/0"
}I
{
"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "Outside-sz"
}I
"mode": "NONE",
"ifname": "outside",
"name": "TenGigabitEthernet0/1"

}
1, // Interface-related configuration

"trafficRoutes": [
{
"interface": "inside",
"network": "any-ipv4",
"gateway": "",
"metric": "1"

}
] // This traffic route is used for the Threat defense virtual instance's health check

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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Ubuntu =41 - 578 AWS cul 2 g atigiean [

\)

ER B L M IP ) Management Center Virtual V3 /it Threat Defense Virtual, #5124
cisco-ftdv/autoscale/aws/lambda-python-files/ [ constant.py XHFHHLLT
i7:

* USE _PUBLIC IP FOR FMC CONN = False

Ubuntu = # - {£ /A AWS CLI fit & £ it i& e H 14

FEMAN £ oA Threat Defense Virtual F15E B A0 A Lambda )2 F N %68 . AHH 04 B R P ic &
XU fE, ¢ AWS CLI FE 25, WS AWS 217 5t i .

$IE1 {4 Lambda JZ zip S0
7t Linux FHL EGIEE python LA, 4R 5614 Lambda JZ

a) fF Linux AL (#]41 Ubuntu 22.04) A% python A4,
b) 7 Linux FHL 423 Python 3.9, N IfI#L T %%¢ Python 3.9 /=Bl JHIA o

sudo apt update

sudo apt install software-properties-common
sudo add-apt-repository ppa:deadsnakes/ppa
sudo apt install python3.9

sudo apt install python3-virtualenv

sudo apt install =zip

sudo apt-get install python3.9-distutils
sudo apt-get install python3.9-dev

sudo apt-get install libffi-dev

¢) 7F Linux JA85+H 6] Lambda S zip /4 autoscale layer.zip. I CF>4 Lambda bR 53244506 2] Python % .
AT L N IA LI autoscale layer.zip SC1:.

#!/bin/bash

mkdir -p layer

mkdir -p python

virtualenv -p /usr/bin/python3.9 ./layer/
source ./layer/bin/activate

pip3 install attrs==23.1.0

pip3 install bcrypt==3.2.2

pip3 install certifi==2022.12.7
pip3 install cffi==1.15.1

pip3 install chardet==3.0.4

pip3 install cryptography==2.9.1
pip3 install idna==2.10

pip3 install jsonschema==3.2.0
pip3 install paramiko==2.7.1

pip3 install pycparser==2.21

pip3 install pycryptodome==3.15.0
pip3 install PyNaCl==1.5.0

pip3 install pyrsistent==0.19.3

Uy A A i i i i i i
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7£ AWS %3 Threat Defense Virtual Auto Scale 2R 5% |

B #tim-omamcss

N

38

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install six==1.16.0

pip3 install urllib3==1.25.11

echo "Copy from ./layer directory to ./python\n"

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

d) 7EQ# autoscale layer.zip SCHF ), ¥+ autoscale layer.zip SC#:52 |5 GitHub | %% (1) lambda-python-files 3
R

(A[i%) & Threat Defense Virtual S B b 61 33 125 #3505

WIR CUYE Infrastructure_gwlb.yaml AR SO A KMS ARN i, 24250 il % f& 7E Threat Defense Virtual 155 #1
O ERCE W, HSHAREY] D Y] ARN, DU AWS KMS #2546 &5 K - % 5] ARN. 7EA TR L,
1Z4TLL R AWS CLI 34 n 2 264

$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'

{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUU7HQRNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
G9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZOMEAS4wEQQOM45ATkTq]) SekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y1Z21d0z1P4£fx0jTdos fCobPNUExmNJI4zdx8=""

}
$

CiphertextBlob WEE M E L. FULB M HAE Infrastructure gwlb.yaml JC/FH NGFWvV 53 (threat
defense virtual %) B¢ AutoScale H LI FMC %65 CEEH %65) SHN . Bk n] DK b %60 A 1 e bx
%752 CloudWatch & FMC Z8B[1I1H

AR EH - €2 BIR3X R

SR A EN F e EAAEE ) cisco-ftdv/autoscale/aws/, RGBT FIHEEALN 46
A Hbr e, HpaS A2 FAEE] Amazon S3 AR AT K S0 .

python3 make.py build

XA EAL AN “target” BISCAFH. target SCAF AL H 8 Auto Scale fiff U7 ST
7 1) Zip SCEFRT yaml S

Kt E #)1 - 1 AWS GWLB Auto Scale #7215 ZEBE 324 L 5% Amazon S3
£

R TR A ) i 2K H BR H sk B BT 3OO LA B8 A Vit HE A 25 301 1R) 612 ) Amazon S3 47
fifi Al o
$cd Jtarget

$aws s3 cp . s3://demo-us-bkt --recursive
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https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html

| 7 AWS LB Threat Defense Virtual Auto Scale #2755
Amazon CloudFormation 15 & - {8 Fi GWLB 5 Threat Defense Virtual £ Auto Scale 23R 5% .

Amazon CloudFormation =% & - {€F GWLB 3 Threat Defense Virtual 3}
2 Auto Scale fRRA A X

UK

HIE1 /F AWS FHZEHE E, LIRS (Services) > EFIMAE (Management and Governance) > CloudFormation >
¥, ARG RGP HEA .

L2 IR (Create stack) > B FEIE (FrA4E) (With new resources[standard]).

LR3I e EEIRIR (Upload atemplate) SCfF, sidii#¥ (Choose) LLIEFESCAF, ARG A H RSO R rh k4%
deploy_ngfw_autoscale with_gwlb.yaml.

PB4 SUET—5.

HIE 6 (F5 EHEKIEMIS B (Specify stack details) Tif ., HAHERR I FKR.

#1126 4 deploy_ngfw_autoscale with_gwib.yaml A H )% A S B A
HEAR A FK: Threat-Defense-Virtual
R
fEnT DO OB Al B it HE AR TP 3 B VPCID S3AE A FR . IR . iR B O S EU S AR
SEFr FMC IP Muhl. &40k AP SERE AN HoAth 2 B0 DT

S &

Pod EL &

Autoscale ZH 2 FRAT SR NGFW-AutoScale

Pod %5 1

Autoscale HBF1E 41 i e H T HABOE & H 7 MRk 4514 -
user name@ci sco.com

ERZEIEMER

VPCID vpc-05277f76370396df4

S3 fEf#tf 44 FR demo-us-bkt

Lambda p& /1)1 M4 subnet-0f6bbd4de47d50c6b, subnet-0672f4c24156ac443

Lambda & 1) 2% 441 sg-023dfadble7d4b87e

A PRI S 2

iR

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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. Amazon CloudFormation =8| & - {£F GWLB 4 Threat Defense Virtual 32 Auto Scale fi#:R 5%

S &

Threat Defense Virtual £z 2 SCFF =Nl X k. Wi R4
TEFEEE — AN F I DX 308 L 5 0%, T A DR R
F PR ORISR D51 B =1 M.

Af A X us-west-la. us-west-1b

NGFWv & B8 L)1 M Z1) 3 subnet-0e0bc4961de87b170.  subnet-0c285f960d165b1fc
NGFWv A #1114 subnet-0f6acf3b548d9e95b.  subnet Obc6d89f5d34e806b
NGFWv #1119 3713 subnet-0cc7ac70df7144b7e.  subnet-0237113d433c416fc
GWLB it &

N T NGFWv S22 47 bR BUAS 7 1) 3 1 22

BERl NGFWv S=Ii 8

NGFWv SEfi 241 c5. xlarge

NGFWv SEHIVF af uE R 8 BYOL

M AWS IP it ) NGFWv 2 Ht 2 H TP true

NGFWv SEHi #2242 sg-088ae4bc1093f5833

P NGFWv S 224 41 sg-0eOce5deded9cd4f3

AP NGFWv SEHI (1) 22 4220 sg-07dc50ff47d0c8126

NGFWv AMI-ID ami-00faf58c7ee8d1lel
pEab

LT E AWS K P HPAEAE R IE# NGFWv AMI-ID.
Y Z AMI-ID, THHAT LA T A

1. ¥% EC2>AMI.

2. A3 AMI T BESS.

3. #& aws-marketplace/ftdv. fifigEikmih

B RS AMI ID.
KMS 124 ARN (PSS )
NGFWv #5 Wich3sterBrOs

FMC BsitELE
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| 7£ AWS _tZFE Threat Defense Virtual Auto Scale 2R /55
Amazon EC2 #231 & - 448 Auto Scale A pipsis [

SH &

FMC T4 1P Huhik 3.38.137.49
AutoScale HZ{LIK FMC I/ 44 autoscal euser
AutoScale 12141 FMC %4 Winch3sterBrOs
FMC @ s 4H44 PRk aws-ngfw-autoscale-dg
FMCv VFr] (1 e 2 FTDv20

FMC g &Bisir A HhECE

M FMC KA B E XFabx TRUE
T H b5 K A #1] CloudWatch [¥] FMC 1/ 4 metricuser

T a5 R A #] CloudWatch [¥] FMC #15% Wich3sterBrOs
VREE

TRL B CPU BIfH 10,70

R R BR AR EE 40,70

$18 7 (B EHKIEIN (Configure Stack Options) % 1171 15t T —4 (Next).
IR 8 (EEF (Review) T I, AFIFHHIAKE.
$£IE9 il @R (Create Stack) LA deploy _ngfw_autoscale with_gwib.yaml #5461 g Hi g o

XFEL ST A48 H GWLB [¥) Threat Defense Virtual B¢ 5 H 24 AR 1R 7 5 i 75 R W AMSTRR 1K) 36 2 o

Amazon EC2 I=#| & - 4%%E Auto Scale 2B P LY E=
BRI R, Auto Scale 2L/ R AU 60 H2 30052 905040 B 3 O 1 2. ARLHE 7785 o i e
.

UK

L1 7 AWS FHIEH G 1, # 2RSS (Services) > i+ & (Compute) >EC2, R J5 it BEh# R4E (Auto Scaling Groups).

IR 2 EREAIEN Ay R4, AR5 AT (Bdit) ARSI ERIE ST E R £ (Desred capacity). &/NEE
(Minimum capacity). s A& = (Maximum capacity) “FEB I . IX LN 254 B 8h8 e ThRE 1 H F) Threat
Defense Virtual S (5. KT ERE (Desired capacity) ¥ b/ T /Nl K28 A 22 1) 4R «
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7£ AWS E#3Z Threat Defense Virtual Auto Scale iR /53 |
B Amazon vPC iz mE R & - 15 GWLB 23360 % /2 VPC B4

FB3 RUHER

\}

R EEUBR B Threat Defense Virtual 2241, JFIAIFIZSEEIZE B sh 41 AT iSRS I Bn:
%] Management Center Virtual. X5, %80 EURHE A 2K 5 3l 5 2 524

Amazon VPC iZHIERIZHI & - €& GWLB &ixF A% F VPC B B IKH

LEFE PN CloudFormation Al 5, &A% P VPC 4% GWLB 2 uf I He & % th

£I17& GWLB i

S fFAWS FHEHIEG L, SRS (Services) > MKZFIH AR 3Z 1 (Networking & Content Delivery) > VPC > £ AR
% (Endpoint Services).

$E2 T2 %&iRBRS (Create Endpoint Service)

$IB3 5 EI9%58 (Load balancer) 25 K, E#%M % (Gateway).

TE4 (AR &S (Availableload balancers) ', EFAEN Auto scale H3E 11— HB 2061 4 1 W9 OC 2 341 T 4
PIRS5 At (Create).

W6 S ) 2 MR 55 I IR 55 44 PR

$IBT  HEPRS (Services) > MKFIH A 1T (Networking & Content Delivery) > VPC > £&if (Endpoints).

$8  HlifE L& (Create endpoint).

TIE9  ERRSZES (Servicecategory) |, EFEMLLIRARSS (Other endpoint services).

10 X TAREBFR (Servicename), AR 4K, RIGEPIGIERRS (Verify service).

PEN (L VPC FE, kP rp el &t VPC W VPC (App VPC).

W12 {EFW (Subnets) I, JEPEELEIL b i 2 ¥ 7~ B9 H 117 9 (Egress subnet) »

FIE3 T IP HhhE2RAY, iHEFE IPv4 ST LUK TPv4 Mtk 5y Fic 4 o I 48 B2 11

$IE14 5L EE %R (Create endpoint).

S5 HERRRE (Services) > MLEFN AR X (Networking & Content Delivery) > VPC > &R 55 (Endpoint services),

Rl 22 %$E (Endpoint Connections) JET 1+, LRI Z I 145 1D, AR5 fiIR4E (Actions) > 15 &
HEFEIE K (Accept endpoint connection request).
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| 7£ AWS 212 Threat Defense Virtual Auto Scale iR 755
nzrvecEEns ]

AEF VPC EC &R
iz

HIE1 75 AWS FHEEHE [, % 3BRSE (Services) > M4 FIAZA (Networking & Content) > E#IFAE = (Virtual Private
Cloud) > #&H % (Routetables).

P2 QIEANBRMLER, REHITLIT D ER:
1. ARME (Actions) > #R4EE&H (Edit routes).

2. X IPv4, i RGHRANEEE (Add route). I B#R (Destination), fii AN IS5 45 7 F9 ) TPv4 CIDR Bk
10.0.1.0/24. X§ T B#x (Target), L4 VPC £,

3. Mt fRTFEE L (Save changes).

4. {rin% KBk (Edge Associations) i~ H, siii#miEIA% KBk (Edit edge associations), #A )5 £ EEL I 5%
(Edit edge associations).

5 N RTEE L (Save changes).

PR3 EPFA GRS SN T EEE, JFHITUUT D
1. #iHR4E (Actions) > #RiEEEH (Edit routes).

2. W IPv4, iR InEEE (Add route). X1 B¥R (Destination), #iA0.0.0.0/0. %I B#x (Target), #E#%
VPC %,

3. M RTFEE L (Save changes).
PB4 R A WO A KT W B th 2, SRS HAT LA T
1. riiliR4E (Actions) > #RiEEEH (Edit routes).

2. X IPv4, 5 AHRINEEH (Add route). X T-B#R (Destination), #iA0.0.0.0/0. %I B#r (Target), wLFEH

3. MiHRTEFEE M (Save changes).

Amazon CloudWatch - 3§ iFER 2
B HRS, #5] Amazon CloudWatch 5514 LRl (i IE 75 AR F A JF 0L T F 02 4.

O LGSO, DAHRRR A BE O I R 5 T AR ] 1) e
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7£ AWS #R2Z Threat Defense Virtual Auto Scale f#'R 7 % |

UK
$IE1 £ AWSEBIEHIG 1, #EBRSS (Services) > EIRFIIAE (Management & Governance) > CloudWatch.

P2 i BELE (Loggroups), AJE miditbAb s AT HAE4 LA F H .

1R ©.7F Amazon CloudWatch #5554 & 61 T 7 102291

TEB1 £ AWSEBEHG L, %2R (Services) > EIEFNLE (Management & Governance) > CloudWatch.

P2 HdER (Alarms) > BRI EIR (All Alarms) DL ERA R LK Sl K SR 147 e FH I 1) 47 Ji R 2501 4 A1
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50 =

1£ Azure _EZ[Z Threat Defense Virtual

AEEAH UM M Azure [ 775828 Cisco Secure Firewall Threat Defense Virtualo

* MEI&, on page 168

* HiHE4AF, on page 168

HENFNBR I, on page 169

L] B Cisco Secure Firewall Threat Defense Virtual % & , 25 172 70

Azure I Threat Defense Virtual [ €545 45 7~ 45, on page 173

TEHBE SR B K 95 , on page 173

T4 (AN) , 5 175 7T

* Azure #H , on page 175

JEFIN 285 R AULML ) % G, on page 176

* [P Hiulil:, on page 176

* 38 Threat Defense Virtual, on page 177

S PR . B 177 3

M Azuare T35 A% I fif ¥ 7 EAHGH 2, on page 179

M Azure ] VHD FIZE SR , 55 182 1L

FKTAE Azure B TG2 W% 1Y Threat Defense Virtual , 28 185 T1

7F Azure 325 G2 W% 111 Threat Defense Virtual [FJVEFIFRE] , 55 186 TT
NIC ZHda £ R, LMELE AWS _E#IZE G2 W 1) Threat Defense Virtual , 275 186 1T
£F Azure 38 T2 W% 10 1) Threat Defense Virtual , 2 187 JL

TS5, o 188 I

B2 Wi #E 1 # Threat Defense Virtual £E#£ 8¢ Auto Scale fi# ¥k 7%, 55 189 T
SRR 5F 189 T

EH T Azure L8 JEr BRI EEFUTT Auto Scale ¥ 7% , 55 189 L

1F Azure JEH) WAN _L#2 Cisco Secure Firewall Threat Defense Virtual , 2 232 71
1E Azure 335 S HF 10 IPv6Cisco Secure Firewall Threat Defense Virtual , 25 251 1T
* KTAE Azure EHIE SCRRIF IPV6, on page 251

o AT IS S 2511 3 i X IPve B Azure 355, on page 253

* { /] VHD M1 5E 3CIPv6 B Azure F2E , 5 258 1

* Threat Defense Virtual B ERE , 55 262 TT
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1£ Azure L #BZE Threat Defense Virtual |

Cisco Secure Firewall Threat Defense Virtual £ 5% £l Microsoft Azure i, SLHFLA N 525|258
* brE D3 -4 4> vCPU, 14 GB, 4vNIC
* br#E D3 _v2 -4 4> vCPU, 14 GB, 4vNIC
* brUE D4 v2 - 8 AN vCPU, 28 GB, 8 /> vNIC (KRZ 6.5 fhgfig)
* br#E D5 _v2- 16 4> vCPU, 56 GB, 8 > vNIC (hR7Z 6.5 i)
« Standard D8s v3 -8 4~ vCPU, 32 GB, 4 /> vNIC (7.1 fR#E1ZIhAE
* Standard D16s v3 - 16 4> vCPU, 64 GB, 8 /> yNIC (7.1 FR#ii8IhgE)
* Standard D8s v2 -8 > vCPU, 16 GB, 4 /> vNIC (7.1 kg #i1&Ih&E

* Standard F16s v2 - 16 > vCPU, 32 GB, 4 /> vNIC (7.1 kR #T&Ih&E

AT S

* Microsoft Azure Ik F* » % 7] LLZE https://azure. microsoft.com/en-us/ il 4>,
7 Azure EAIEEMNK 2 5, BATLLE SR, ETT5H R Cisco Firepower Threat Defense, #X i %
$ “Cisco Firepower NGFW Virtual (NGFWv)” i,

o EURHE Rek o BEATBLLE Cisco B BIEE — A
VFAlthreat defense virtual; 7 <R KEG R G REVE AT LR CRLHRATIBERS) , 1S Cisco
Secure Firewall Management Center JfE ¥ 1] il .

* 4K threat defense virtual FIRZEH AN, 1524 Threat Defense Virtual FE4E .

BERE

v

EHIE O - H 1K threat defense virtual 823 Cisco Secure Firewall Management Center o

N

Note /¢ 6.7 FIsH mhi A, ] LUEHE ok A B b0 A B0 B Al e 11, ifg AR
Bl o B RIRE o B B LV PR AT SR A1, DI 7 SEAE VIR B e b
X HATHCE . AN E R Ui BRI E R, TS
Cisco Secure Firewall Threat Defense v 42 2% H1 (] configure networ k
management-data-interface iy 4 .

Wi - T2 WA, AsEH T EE R .
o BB (bFE) - H T4 threat defense virtualiZ 32 21 PN &8 EHL
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https://azure.microsoft.com/en-us/
https://software.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-licenseroadmap.html
http://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#id_37873
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| 7 Azure L &3 Threat Defense Virtual
senisames I}

o AMERBEEID () - T threat defense virtualiZE 2 81 AN LR 2%

* M Cisco Secure Firewall iR A 7.4.1 JF4f, &nT UIHBR Sz O, FHEH 2D 3 A0 (1 AMEEE
BOR 2 NIRRT 7F Azure 3% Threat Defense Virtual. AT EALE T Cisco Secure
Firewall fZA 7.4.1 (A2 Wiz D 15 0 FAE Azure b 5% Threat Defense Virtual. 5 %< HE40105 &,
EZ K TAE Azure 855 012 Wid% 1) Threat Defense Virtual, on page 185,

R U 0 BR )

XY BE
o A% B A AR
* Azure JIIIE M 4% (AN)
s BRI, AR

* %0 L Cisco Secure Firewall Management Center >K 5 ##4 [ threat defense virtual, 2
[543 FH] Cisco Secure Firewall Management Center 2K ! Cisco Secure Firewall Threat Defense
Virtual, on page 409,

o f& ] LIg 4k Cisco Secure Firewall ¥ 855 Fl 28 K4 FRIE Y] threat defense virtual, 155 |7
1 F} Cisco Secure Firewall %75 # 2% 2 Cisco Secure Firewall Threat Defense Virtual, on
page 427,
o BERE (73 NEERA)  HREAGEE, ESH A IL AT Threat Defense Virtual ISR .
o AL TP Tk - [ FR 0/0 F1 GigabitEthernet0/0 43 it A 3L TP Hidik.

n] LUK 75 2504 FoAtb e 1 0 WE AL TP Ml 52 [0 AJLIP ik b Azure 5C T2 3L TP (VEN,
CAEAT A S R 3L TP ki

* [Pv6
PUR 23058 1Pv6 S 7] threat defense virtual B} 40525 % & A v DU PR 451«

« BUE I H T IPv6 SCHRFIM Azure CLI J7v A g Fe il F ik I, AN ZET 2 threat defense
virtual 5241

« TIIEI Azure 173745 threat defense virtual s INEIE EF 3N 1PV4 THKE] IPV6 -4k 1 [
— Vnet.

* Interfaces:
* Threat Defense VirtualZRA 5L B 4 4> vNIC — 5558 .
o B SRR SEE], B 5% 0] LUK threat defense virtual B 8 /) vNIC —AZ ¥4 2

* 317y threat defense virtual #BEN M AE vNIC, %52 [ M AU N Y 2% 32 11 5 B HIALRS
I3 D0 % 4 T R A R o

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/device-ops-cluster-ftdv-public.html
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-vm
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface-vm

B evmms

1£ Azure L #BZE Threat Defense Virtual |

© B VNIC MRCE, sREWRFL P FA, WS TSl bR 2% 1t

= H

H./Gho

o ST DU FH A5 S B L threat defense virtual 210 . 5 9S8 L S HF AL B O 78385

WS G GEBRO B0 B 0 R B -

VFAE]

* {§iHl] Cisco B HEVF A UEMK ) ) BYOL (4 Vvl k)

* PAYG CHUAFRIADD VFmr, —FpdE Ao 28X, R P AEAIE K Cisco B BEVF AT 115 &L
NiB4T threat defense virtual. T CE ) PAYG threat defense virtual % 4%, 4 5 FH ATE 4 n]
e GEEBAMA/EMURL ¥/VPN £5) o YT RIZhREICEMN B BP0 geigaisol. (IRAS

6.5+)

A

Note  7; 4 -5 B A FE50 N #5581 threat defense virtual ¥ £ A4 PAYG ¥F

LI

524 (Cisco Secure Firewall Management Center B FI45Fg) W) “Vrn” —=, T#AEVF threat
defense virtual 1545 i PR HE

Threat Defense Virtual & £ AT R BER
threat defense virtual SCRFPEREJZ VAT, 14 n] n] BE T30 2 B SR S A R 1R Bk 524l VPN &

PR

Table 19: & F 1% &Y Threat Defense Virtual i 7] I §E R

8= WEMIE (BoL/RAND | RERE RA VPN £ iE BRI
FTDv5, 100Mbps 4 1%/8 GB 100Mbps 50

FTDv10, 1Gbps 4 #%/8 GB 1Gbps 250

FTDv20, 3Gbps 4 ¥%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #%/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv100, 16Gbps 16 #%/34 GB 16Gbps 10,000

TEREMIL

3523 threat defense virtual () B AEYEAE, 48 0] AKX VM M TR, HREAER, 520 AWS

R TR AL .
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https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=azure-portal
https://azure.microsoft.com/en-us/blog/how-to-optimize-your-azure-environment/
https://azure.microsoft.com/en-us/blog/how-to-optimize-your-azure-environment/

| 7 Azure L &3 Threat Defense Virtual
senisames I}

FEUim R - threat defense virtual 2 FFFE WIS B (RSS), WA 4537 it #5 A FH 3 0047 A s 9 25 B 0
NRGZANRIEEENAZ . 75 7.0 LB FRA B2 306 ARVEANME B, 5SS WA T Halomy i (RSS)
124 RX A,
A FFRIThEE
* W‘ﬂ:
* PLR GKAVFA[IETEE)
* PAYG CHPAFRIFHD  (RAS 6.4 M B AGAR A

o W2 (AR 2 B2 Microsoft Azure PR -

=L
* 802.1Q VLAN
o BB SRS 2 JRThRE: )ik oA
* M\ Azure [ 51 BEAR T4 BT 16 TP Motk (R EE ARP (CREm Ll NAT Thg
s AR CAlZR PR E) .«
* Wk BCER L, Bl

“

Note  Azure 5M&PH I[- threat defense virtual 1537 B 7 1% 8% Py oA =0 R is 4T,
HEAN R DR S I21T,

* ERSPAN (f§f JH7E Azure TANE 5 K 1Y) GRE)

* Azure ['J]7 “HEEEM” Difg
s BETEHIE MBS BT PR SNV RS MBR, PTG . ek
JA BB AR . MR Ip702 B T ¥ threat defense virtual MEFUML.
s mATHYE GEBh/ERD
* VM G A/
* Azure LfR5E 2 A8 VM A
* BT R VM KD
* K VM (K3 RGERLAE T Azure £7f SKU A i MU A% 50E BT BIARUERR SKU, R ZIRK
© BRGSO S (6.4 BOEARRRAD
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https://docs.microsoft.com/en-us/windows-hardware/drivers/network/introduction-to-receive-side-scaling
https://docs.microsoft.com/en-us/windows-hardware/drivers/network/introduction-to-receive-side-scaling

1£ Azure L #BZE Threat Defense Virtual |
. H{AT &2 Cisco Secure Firewall Threat Defense Virtual i% &

Azure DDoS BH3P I &E

Microsoft Azure F1 /] Azure DDoS [ §/"J&1F threat defense virtual % B Uit S it () — TR TN Lh S . F 42
Mg, 8 UL REA Bl AR 4 AR Y 48 FOUTAR A G R R Y N R e s i L 48 )2 Xk
SR DUAR HE R 28 o i ok B e Lk Rg.

X Azure DDoS B ¥ DERIFEANE B, 5S4 Azure DDoS By bt .
Snort

o GRS R TR AT A, BIU0 Snort T BARAKH 8] 4 BE e H], B3 VM IBH 2219, B AT
FEANTEFERS, 185 M threat defense virtual F1 VM LS A& WSS 4& CPU L. NAE
/O A FH s DU AR5/ 3 B H A AT Bl 106 ) AT WS B

* 24 Snort <M, MELEm CPU F /O 3. 4B e N AAA L B35 CPU H A EHL I
GI#E T K7 threat defense virtual S261], W] Snort ¥ 75 AR H A A eI A, 1XF S EEIZEE Snort
o

N & IE Cisco Secure Firewall Threat Defense Virtual 1% 3%

AT A e Bk 45 PR ) Cisco Secure Firewall Threat Defense Virtual .

Cisco Secure Firewall Management Center

AP SRR B e A% R T SO B 1 SCHF IR SE R I DU RENIIC &, WA A B L (A 22
JRI) B AR R E A

| o

EREW GABEIIN AL B i BLES A A B SR B PP Y. AR YR RS SRR B RE

Jeis RETCVEAL T A B b0 SR B O B A B, BRARRSEE A A4S PILD) RE I EOBTINC B BE L) g LA
A A E G ST, R ) BB VR R R BRI, R B g N BN 5 Y
M.

A\

AR OHA RO B B ROEAD A B A B0 BT, IR S UM BT

BRI, 5% &I M.

Cisco Secure Firewall i &% &858
B AR B

BB LAY R T Web [BCE S, A 7ERLE BB et o e i Bl s w) LAC 2/ R k) 2%
I AT RE . ™ s T s — S BUL G BEA IS B, XM s, Joi i
IR 2R PGSR AL B VE L BUP A B iR R 45
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https://docs.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview

| 7 Azure L &3 Threat Defense Virtual
Azure I Threat Defense Virtual &M 4&#h31 =151 .

\)

AR GO WA ELE I BB AR, 1SR (Cisco Secure Firewall 13455 FEAS L & 45
D

Azure _t Threat Defense Virtual B9 M 2&3RF N7~ 15)

TEER TIEH T Azure N 4 H B K50 R 1 threat defense virtual (LR FE b, 2 LIPS — AN
FHRZOEE FR 10, JF HAL AT Y& 0/0 A GigabitEthernet0/0 43t 24 44 IP Mkl

Threat Defense
Virtual

PublicIP

Traffic
(inside)

Traffic (outside)

Customer Premises

EREHE ) E B TR

{F Azure T #B2 Cisco Secure Firewall Threat Defense Virtual i), <> DL &
* threat defense virtual 11454 (VM)

© BRI

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
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* threat defense virtual 45225535 BT IR . AL, AT DB LR i3 o) — AN YR 4L
A REHAIN 2%

Vg4~ NIC, 451444 vmname -NicO. vmname -Nicl. vmname -Nic2 £ vm name -Nic3

Note

3

3

A

FRHEELR, AT LA A 1Pv4 BN SRR (20 H TPv4 R IPv6) (1)
VNet.

IXLE NIC 73 5l sff 21 threat defense virtual 2, 12 W7 0/0. GigabitEthernet 0/0 F1 GigabitEthernet
0/1 ¥ 11,

—AN4 4 vm name -mgmt-SecurityGroup [ % 4241

Uz AR B I 2 B RAHLIY Nic0, J7# iy 2 threat defense virtual 2 #1821,

AL SAVE SSH (TCP 35 1 22) A EL LG 820 (TCP 3 1 8305)  FAE BRI HE AN
Mo A8 0T DAAE 8 5 18 2AOX S8 AE

AL TP il ORI IEAESS B AL B Ew 2D -

AT DU A e — AN A 4L TP itk 15 S5 A 3L 1P Ml Azure CTA3E 1P 1HER,
FEUMAT st . B CE R 2 L TP Huhik.

WRIEPE T “CHEEMLS” EI, SRR S PUAS T ) RE ALY 4%

AT R CR EAFAE, WA 5E 3T

XEER KB IR “ T MEFR” -FTDv-RouteTable.

N TS ETHAL =T MR H, threat defense virtual IP Hulib/E N F—Bk. W mE
e BRI E Al T B BB, AT DL RS I RO H .

FITIE AT P A 1 312 W SCA

S W SO AE Blobs ( HERIRR) .

FT i AEAig M P A 47 T Blobs FIZE#% VHD RIS, 444 vm name -disk.vhd F11 vm name

-<uuid>.status

AT (BRAREIESE T O A AR )

Note

FEMER REAUNLIN 2R IR REA BEI (DR B IAEAT BEMER SN
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses

| 7 Azure L &3 Threat Defense Virtual
mizmzs (An) [

JIN3EE P £ (AN)

Azure [ IIE M 4% (AN) Zhfext VM Ji H #AR /O E#IML (SR-IOV), A VM NIC it ERIHLIE 2
JPIF BB NI PCle K, DUIGE M &R, AN B VM (AR PERE, B4 b5 A% 114
I AR E VMDY .

AN ZEERIANTE UL F 25 o Azure SZRFZETIOEC I B FUNL LG H AN 18 L TEAE Azure 4511 VM JF 5
B JErE, Bk enableAcceleratedNetworking 240 & 4 true. 112 % Microsoft X A%: 7EILf
REAUAL LS N 4% . SR 5 FHT 5 3l VM.

£ A ixgbe-vf 335 1 84 R 1
{1 ixgbe-vf #E IS, I = LU PR -
o 2LUIR VMR VE & B R AA. k, H ixgbe-vf I A SCERE I

V5% VM £E VF _L3EE MAC Mk, R, 48 HA W) AR5 4E HoAh threat defense virtual *F
& FRAE ] HoAh 32 O 28 BB REAL 4 MAC Hihil . HA HBEEE 20 M 32 FH 4% 1) 85 FH B A% A& 3125 TP
otk 7 BT .

A

AR REIIEH T i40e-vE #2110,

R UCS-B kg5 #8 A SCHF ixgbe-vE vNIC,

TEMBEEE RS B, H{AC XY threat defense virtual (9% ) RAMEERS, £ H 2B 1%
#Hffth, FAEH % H threat defense virtual 5225 (1118 MAC Hulil g oz 0 1P bk, b,
threat defense virtual 2 ] [/ — ¥ 4% 1 1) FLAh 152 28 ik O ol UL AR ATT D10 (ARP) BE 8, DLl 258
F1IP HuhEf MAC $idik S0 . (2, T X SRR I AN A, RIS 208 5 9% ARP S8
FROLEBNF T4 10 TP Mok FE 46 g 4 )=y TP Huhik ) NAT B PAT 8 &) BT o2 L4 )= 1P ikt

Azure 3% H

Azure HEAPL 251 W4 R R ER G T I IR RO R AR . A3 R il e N B R S e AR o U
(UDR) & (9 % H1 20 45 11 %o

\}

Note #wLI{E VM NIC &Pk &A% k.

fsn] LU Fgm i o s iR . a0 ST Rt th R & th KRG th 5w X Al &, R
S B AR B, PR e X R . ARG R TGS 17 Azure FEFULM 4% FL I Y
W e A BRA % 1 (0.0.0.0/0) TPv4 BY, [:/0] IPv6. ZR 48 % i 230 (0 530 4 2o 2 5 X7 Wi AR % i
CF—Bk¥8 1 Azure A REFL LR FERE BRI L)«
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https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms
https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms
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B =vmssEnmmmmns

FE N Azure % M threat defense virtual SRALFIR &, WAOHE S EANEEE T- WIS e ik &R
RN/ . NAT I Z T R _E P threat defense virtual TP HublAE b F —BRAEFAHN TR E.
A, IR FFEL, TR 0.0.0.0/0 IPv4 ZX [::/0] IPv6 FIERIA S i N I threat defense virtual IP K K —#k.

T RSl bR P AR A 1 AR, DR S b 2006 HL AT s s in 21 P e U &, LAFR )
124 S — Bk threat defense virtuale 771, FH /5 SCR P IBRIA RS B L2 T R e ik bl 28 b 00 BRI
e, F A ERSL threat defense virtual,

FE 0L 4 Fp 2 $UATL RO 2 FR B &

IP ithik

Azure FEFLIN L8 1) p R T ROt 2, AR i R E MO RE . RAETT il DHCP
R 25 IS AT R P b i i, RIS T B e — 0 1 sl X — AN A, AU
TR B A 125 B B A0 W9 2% ) St B Bt R L G . — HLEIGI AL B T B RINL, R AR 2 h &
CEHH P SCRIE SO 8 Gk T . A R ifioe T —Bk, L&)/ AR EN 11k
J& threat defense virtualdihik (1 k9 55

Azure EFUNL ARP 2444 P O 01 FHL = AH R MAC Hidik (1234.5678.9abe). IX W LR FT A & T
Azure FEIUNLIER (0K 2108 Azure OG, FCrR 2308 s 6 H T e Edils L A%

LR E BIEH T Azure H 1) 1P Hubik:

* Y14 H threat defense virtual )55 —A4> NIC (Bt £ Management) $&445EL B n 21 (15 M HH )
FAA 1P Hidik o

N FE TP MU T RE S 0L TP M HEAHORIK,  Azure TLIBERY R A HE NAT #4t.

FEH 3% threat defense virtual J&, 0 DLEE—ANA S IP Hobk 5 —ANEdEE: 10 (i,
GigabitEthernet0/0) KEk; 1S AIL 1P Hulik, T A CAIL 1P 1) Azure HEN], A4 Wifif 4]
. O E i R A 3L TP Hhk .

0] DUAEIE R 3 R RN UNALE (VMSS) F1 [ threat defense virtual BE45 1M 2582 O b )5 T 1P &%
Ao WL DR L AT AN S R A Y 2 11 AR AT A U TP kil U FH UM 3R 02 e LG A Y 86 9
B B R LA L TP Mk LA FLAD TP Motk . A SCanfal 72 M43 b g H 1P #6k - Ja H
SAEH 1P R, TSR Azure SCRY .

AP Hilik (IPv4 1 IPVE) ZEhASI, 7E Azure 15 10/8 S0 A AT R R A48 4k . (H2, iX
et W 7E Azure 5357 5 B0 (6] A1 threat defense virtual BB 2R WA BRI ANAS . iES 1 IPv6 A
IP MhhikFrife.

o FRASIAIL IP HuhbEA S KA, FRAEIETE Azure TS .

* Threat Defense Virtual 4% 0 n] i [l DHCP ¥ & £ 1P Hblik. Azure FEREViE Al Hf{# 4 threat defense
virtual#Z 4Bt Azure WP & 19 1P Hudik .
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=network-interface-portal#enable-or-disable-ip-forwarding
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=network-interface-portal#enable-or-disable-ip-forwarding
https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/virtual-network-public-ip-address
https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/virtual-network-public-ip-address
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ZR2 Threat Defense Virtual .

=12 Threat Defense Virtual

] DUd AR AE Azure T B8 threat defense virtual. Cisco $24LE PRl 2 Y AR «

* Azure i ¥ BIRRIR 73 AR Azure 1737 PR BEII DT AR,

threat defense virtual i

H Azure 177388 180T DI IAT BEIRATRIA7 gk - CERENEE T 1) B YR ARk P ks
BRI A . BAE IR T B, 150N Azure T37 48 FH fif U 7 RS2, on page 179.

* £ E VHD (A M https://software.cisco.com/download/home 3R HL) FIFLE WL 1) B 2 XARAR
-BRTET TS, Cisco b —N R4 B FUEAL (VHD), #&n] LUR L EAL R Azure DAfA
1t Azure 111f] threat defense virtual #5E o AT HFEE BGAIE A ISON S (AN
M—NZH0c) , BT DU — IR Pp A3 585 IF M threat defense virtual 1) . %
{1 A SUBAR, 3EZ 5 M Azure ffH] VHD FIE JEERRH S, on page 182,

i 2 i 12 7

DU AR B DR T 43 iR 7 A6 AE Microsoft Azure |55 threat defense virtual ) TAERFE o

Q> Search for @ @ @

Cisco Firepower Create the Configure the Deploy the

T N
Marketplace
5)
Management \”'/dgzgzgevitr?s;lhtﬁ?
Center the management °
or center or device
Device Manager manager
TiE=id) PR
(1) Azure Cloud M Azure T35 18 U7 ERENGHE : 75 Azure T ER “Cisco
haed Firepower NGFW Virtual Firewall” .
(2) Azure Cloud M Azure T35 AR T EREAGERE . QIR K
é} Azure Cloud M Azure T340 H i e 5 ERHGR 2 : L& threat defense virtual T o
f/-t!.l-\'l’ Azure Cloud M Azure T8 I fE L 7 A0S 2 . #0°5 threat defense virtual,

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .


https://software.cisco.com/download/home

B sases
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TE=(E]

£z

X

A

PRI DA
R

 H threat defense virtual:

* ffiH] Cisco Secure Firewall Management Center >k ! Cisco Secure
Firewall Threat Defense Virtual

* [ Cisco Secure Firewall 1% 7% & s >k 2 Cisco Secure Firewall
Threat Defense Virtual

PLUF VAR E LB T 48 VHD R Y5 AR 4 Microsoft Azure & #(5% threat defense virtual ) TAEVFE

71

(3) 2
W) Buid a 3) Downiod th (4) Copy the threat
ownload the defense virtual VHD
Local Host JSONitemplats, threat defense priviy
and parameter — g
file virtual VHD Linux VM in
image Azure
2) [©) (6)  Createa (7) createthethreat  (8) (9)
— Existing Linux VM ~=/ Unzip and L2/ ) b \C/ " Customize JSON
required - If not upload the managed image de'efnse virtual firewall parametsrusingtha Deploy the threat
Azure Cloud availiable, create threat defense  —p fomVHD ~ — using the managed — parameters defense virtual
Linux VM virtual VHD image to and aquire the image and resource lemplate firewall
a container resource ID template
(10) l
U Manage the
Management threat defense virtual

Center or
Device Manager

using the management
center or device
manager

T1E=8) T
1) AU TN M Azure ] VHD FIFE SR A2 : #4058 ISON BN ZHC .
2 Azure Cloud M Azure {i | VHD FUEEJERGT % : 7524 Linux VM - WiATTH,
15614 Linux VM:
* ffi[l] Azure CLI 6% Linux EJUHL
* Jlik Azure 177 Q4 Linux B RIAL
(3) | AHLENL M Azure 1 ] VHD FUZE PR E . AWSERE N Bk (i g w7 &
~ RN Azure TT37558) TUHT F % threat defense virtual VHD BRAZ
(a) |[AHEHL M Azure f§7 ] VHD FIZE AR 3 . 7E Azure 1K threat defense virtual
VHD W% 53 11%] Linux VM.
5 Azure Cloud M Azure ffi H VHD FIFE I S fif L4 threat defense virtual VHD
RGP B R 2%
6 Azure Cloud M Azure fi ] VHD FI B JERAREE : N VHD B G MG I 3R 0%
R ) B 1D
- Azure Cloud M Azure {H] VHD FIBE S5 A FH B8 WUGORN B U5 AR ) gt
threat defense virtual Bfj k3% .
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://software.cisco.com/download/home
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I Azure Tt AR EEnnE ]

Tz B2
8 Azure Cloud M Azure fi ] VHD FIZEJEALMG S Al S AR 5 & X JSON &
9 Azure Cloud M Azure ffiJl] VHD FlZ VG 2. #12 threat defense virtual Blj K

.

fo | L

pezen

£}

B threat defense virtual:

* ffiH] Cisco Secure Firewall Management Center >k # Cisco Secure
Firewall Threat Defense Virtual

* fifi ] Cisco Secure Firewall & £ & FE 2% SR # Cisco Secure Firewall
Threat Defense Virtual

M Azure T iF{E A BRR T EZIERERE

DL R U8 B A 48 o AT 34558 Azure 1173 L ALK threat defense virtual fif ek 7 ZZ850K . 1X & 4F Microsoft
Azure S5 threat defense virtual JIT 75 TGP RS . WIF THEVEANT Azure W ED IR, 1S

5 ¢ Azure A7) o

1F Azure H1 583 threat defense virtual N, <> A4 S M S, HlIngEygE. 3L 1P #ihlk (IPv4 F1
IPv6) FI R . 0] LAEEE G — D FX el & . lan, 180 B 75 20 o M Bk pY « =%

VRN BRIAfE.

\)

Note  9iffi/i] GitHub £7fif A= PR AL F 52 L ARM B, 1152 A Azure ff ] VHD R J5RHH E, on

page 182,

Procedure

L G F| Azure THEE LA (ARM) [1)7,
Azure [T/ B85 2 HTIR P AT AR SCER I BRI 2L 58, B s hO Bk

P2 RUGEFE Azure Tis > REHUHL

SIE3 FHT R “Cisco Firepower NGFW Virtual (Threat Defense Virtual)” , JEFFRUEA= M, R SLEIE.

PR 4 MLEIARE.

a) HAREAUBLIIAAFR. SR PRNAE LK) Azare 1 HIH HATE— 1%

Important

WA B AR, BRI

o

b) JEFEESMIVFRIIIE, AL BYOL o PAYG.
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https://azure.microsoft.com/en-us/get-started/
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://portal.azure.com
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B rwre mimERRR S EERSE

d)

e)

g)

h)

)
k)

W BYOL CHATVFAIIE) LAMEH] Cisco B REVFRTUEMK )™ .
HeFE PAYG CRIATEIHT) VFnT DU AL T AT AT 2500, Jo i3k Cisco B REVFIT .
Important

e A REAETR T B E A0 B HE threat defense virtual I ] PAYG.

i\ threat defense virtual B EE R %,

Note
R “admin” & Azure FITINEE ZFR, ANEEE .

P e R ek SSH 2% 4]
W RGP AN, TN I
ARIEFE SSH %8, WS i 2 I REXT S (1) RSA A JL# .

sy, DMEERCEIR R K S sk DANLE threat defense virtual
M FTDv &12 (FTDv Management) ~7515& rHikPE 2273 M} threat defense virtual [F15 EE 00

WRES FMC: Firepower B2 (FMC: Firepower Management Center) 1 4 %45 & B A0, JUME R BA
N AT DA A T L

« 2R (Yes) HIAN FMCEMER.
1. N FMCIP Ml
2. S JH T M Threat Defense Virtual S5 f) FMC EMZE4A
3. [FTIE] i AAE S WY 4 TA) 4 Y )4 B ARLy NAT 1D

TR B UL R SR, M AE R (324 day0 BE&EECE ) (Yes[provide dayO cluster configuration])
PLEIEE F 4 A LAY day0 e & VENS S .

* {£ DayO & 84f¢ & (DayO cluster configuration) ‘7B i A day0 Bic & iE4015 M.

HIN Azure B3 day0 Bl 'E IS B, 1S HTE Azure [5B%8 Threat Defense Virtual 2£#FF5 I "1 0 Azure
A% Day0 Bt & .

Note
B BERCE 4 day0 FC'E (BEBERCE) : "Cluster": {...} 8{# "run_config": [...] TE4IE & .

PRI .
QAP

threat defense virtual 25 2% 25305 BIFTIR TR IRAL D o ACHIAT DHIRAL A A5, 058 BIIAT DHIR A (R IR A 17 2L
Ak, BEA] DULE G 2220 B rp ic B Y 253 T+ threat defense virtual BREINE] 55— /N2 URZH (KB RE LRI 2% .

PRI B o 0 TR A I RO B85, BLAEDNAHTA] (Bilhn: Threat Defense Virtual, FI%5. AEAHIKFD
M E (OK).

HIE5 il E threat defense virtual WH o
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html#Cisco_Concept.dita_87cd5cab-47a8-4599-ba45-2a267c93c219
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html#Cisco_Concept.dita_87cd5cab-47a8-4599-ba45-2a267c93c219
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a)
b)

d)

e)

g)

I Azure Tt AR EEnnE ]

EFEEPIHLR N

ERE— AR

Note

BT A B fefitmk =, o] DLBIEEH A itk = o AFfEik P A4 e & /NS A BERIEF .
RS 1P Mtk

T DOk ke (3T REANAE ELEFE T T~ 38 TP stuhik, B AT DLl .

IR A SL IP HuBIE IR, Kf A Microsoft #1471 IP Mk B b A3 31 —AS, DRk oy B e kil . #m) LA
I R A6 TP Ml Ok T8 1Y) Azure 1T

Important
BOATEOL T, Azure X QUEBIAASL IP bk, MBAUNUS I BRI, AL IP ATRE AR SR f 1 e [
JE TP ik, WIS EEE S bl . ] DR RS 5 18 e 36 TP Mk, R A Bhas bl 38 o0k A ik

R VM T E il A 1Pve Mk, 1524 IPv6 brifE IPv6 24 TP Hulibbrit:.

S DNS Frss,

Note
S4B E K 4 55T DNS 280 I Azure URL: <dnslabel>.<location>.cloudapp.azure.com

JEFFREAURI 25

AT LR — NI Azure ERLZS (VNet), BREIEE—ANHT VNet, SRJ5 4 1P sihb2=(m]. BRIAIE 0
T, IRt (CIDR) IP Hudik 4 10.0.0.0/16.

U 1Pv6 LT EREAUML, SH EAE R M 2 TR R e sl BRATEOLR, CIDR IPve ikl
[ace:cab:deca::/48].

?%@%mw%&@Lﬁﬂﬂ% T O, BRI SR A 1Pv4, I T LLRI S T IPv6. 42K IPv6 HY

WZEE, 120 Azure IPv6 Mk

i threat defense virtual %2545 i & PUAN 1% «
« FTDv &1, %3] Azare T Nic0, J& “H—TM”

T

CH =T

“ERIY R

Fm

* FTDv 20, ERF] Azure 1) Nicl,
* FTDv MR D, iEF2E] Azure H11) Nic2,
* FTDv RER#: 1, &ER:3) Azure F1 ) Nic3,

FD gD

hiu

Note
XFF L7 R, i RERATE G T M 552 IPve Al'E, 15 EFE IPve BTN IT A O & IPve .

LA FENERIR O (mgmt.interface) fi A, LRI S ZEN A ILTF UM 5 . BRIAEFE TS (None).

* 1L JC (None) LA R AT Azure BRI 22 AN 1199 2% 22 4 20 DR JLRE R R BEPE 1o SEPEIERETIUA] SLVF
oK B Al — REFA R 45 F1 Azure B34 15 s RO

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .


https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/virtual-network-public-ip-address
https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/ipv6-overview
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B 4 Azure (7 viD oz ERIRSE

s i kTR OEE (Allow selected portsto view), SR FE T I BRI U5 1] (KN il 1. A IR
Aiuhif O (Select Inbound Ports) 741 Pk £ L N AE—ui . BRIAESE SSH (22).

* SSH (22)
* SFTunnel (8305)

« HTTPs (443)

h) mdEBRE (OK)-
PIR6 ORI EMLE, AR5 diiE (0K).
PR BFEMNFH, RE iM%,
B ) AE Azure P IANE . 2%, HF Azure 45 threat defense virtual ML IEAEIZET .

What to do next
BN OR 20 BRI TS PR 1) 4 PR

« IR A BAARMEIESE (Enable Local Manager) £#& (No), %K # ] Cisco Secure Firewall
Management Center i #! threat defense virtual; 152 [ ffi 1] Cisco Secure Firewall Management Center
KA Cisco Secure Firewall Threat Defense Virtual, on page 409.

* W B RAAHETESE (Enable Local Manager) EFE = (Yes), KAl H4E ¥ Cisco Secure
Firewall ¥ £ F12% £ 71 threat defense virtual; 152 %1l | Cisco Secure Firewall %452 P2 ok
¥ Cisco Secure Firewall Threat Defense Virtual, on page 427

B RUN) L P LTI, 15254 Ui & B Cisco Secure Firewall Threat Defense Virtual ¥ £, on
page 1.

M Azure {E 8 VHD FR:&RiEfREpE

B A LUEH Cisco $efti B4 VHD Mg, G 5 21 H E X Threat Defense Virtual BRAZ . Z A H
VHD BRAGHATERE, A0 VHD MG BB Azare AR 2R )G, I&0] DT _EAR 1)1
FLIRAB R Azure 5 S T 28 ROAR G BRI . Azure B 24025 % U5 U B A S 850E XK JSON 3¢

.
FiaZ |l
* Threat Defense Virtual FA% 52275 Z24# ] TSON FEHCFIAI N [F) JISON ZH0C 4. #n] LM Github
TEAE T 3R L6 SCF

o W EAE B Azure I Linux SERNL. B 1@ 348 A G I Linux ML (410 Ubuntu
16.04) &4 VHD ML AL S Azure. BERIMGAEME R I 7522 50G WIAEaE= . TmH., M
Azure ") Linux BERINL FAER] Azure 7745, FARI At 23 bR,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
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M Azure 18 vHD snzEeRnE [

R T AR, EHEHUL TN AR
* i Azure CLI 6I|%E Linux EJUML
ik Azure ] 0% Linux ML

* 7F Azure VI WP, ENAZALEELES# Threat Defense Virtual (47 & A5 0] FH I AE 8K ) .

M Cisco NEHATUUH T %K Threat Defense Virtual Jk4f VHD B4
a) SHE =M > 'E > g > T—RB5AE (NGFW) > Cisco Secure Firewall Threat Defense Virtua.
b) it Firepower B{RMRH &4 .

T U] R B AR

#5411, Cisco Secure Firewall Threat Defense Virtual-X.X.X-xxx.vhd.bz2

B 45 VHD UL S 62N AE Azure H 11 Linux SERIAL.
153 EAL R Azure FIM Azure FESCAFINIERIRZ o ORHIE /R )L SCP, Bl 245 il

# scp /username@remotehost.com/dir/Cisco Secure Firewall Threat Defense Virtual-7.1.0-92.vhd.bz2
<linux-ip>

X3 Azure ) Linux BB, JFSAUREH] TR VHD BRI H K.

fift I 4 Threat Defense Virtual VHD B4

SO IIE S IR . . MORBI B2 Bzip2 SEHIFES, (Hta] DUAEH]— 2225 F Windows 1S HIFEF -

# bunzip2 Cisco Firepower Threat Defense Virtual-7.1.0-92.vhd.bz2

# VHD AL R 1) Azure fAEIK 7 R 5 AR . 0T DA ILE AAAEIK 7, nT LAIEE BT AA Gk - o A7tk
LR R Re SN PR

FHT% VHD AL B AR kSR 2, 45 AzCopy. Azure 171 5 1] Blob API. Azure {7 fif % i &5 H
2%, Azure CLI 5f Azure []/7. X T{% Threat Defense Virtual IXFE X 04, ATIAEIAFH Azure |1/

MR T A Azure CLI (#7572

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
——account-key yX7txxxxxxxxldnQ==
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

M VHD Gl e FE 5 g

a) 1F Azure [ ], £ (Images).
b) iR (Add) A E g .

o) LT HFER:

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .


https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
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B 4 Azure (7 viD oz ERIRSE

N
g

« ITH - W FRFIR P L LT H

o FIRL - R IAT VR AL B0 EE — AN HT AL
© AR - SRR P SR AR

o DXigf- PR ALK X Ak

IRIERGELEEL- L Linux 1 W ERE RG22,
* VM & B- ik HE F 1K,

R
AIFFE 2K -

* 77fi# Blob - % W 2 f7 itk ) LAk $% A% 1) VHD.

o WP AR ZR, RS PIEPEbRE HDD. ARvfE SSD 5lmi4k SSD.
TEFEH R T3 B UL VM K/, TR VM K/ SCREFT K 7 82

« EHETG - N FhslRPIESE “BE” .

« BURMAE - R EDACE WS INER A -

d) riitl# (Create).
SEFFIBEN (Notifications) 3T K 5 B BTh 8B 1% (Successfully created image) ¥ 5. .
Py 3
CIEFLE WG 2 5, T AR FAR ) VHD A EAE AR S
SRIUHT A1 22 0 FE A WU 1 228 1D
TENES, Azure RN TEEE —ANTEUE ID AHOCHK . MRS WUE 855 8T (1) Threat Defense Virtual B7 K351, 475
SR 1D,
a) fE Azure ']/, EFERRIER (Images).
b) EFE DA R U .
¢) AidifhA (Overview) A HWEEVE.
d) ¥ Resource|D & | BIEH .
Resource ID K H LA FEA:

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider yMicrosoft. Compute/<container >/
<vhdname>

A5 FH HE T WG R T JEAR AR F4) 52 Threat Defense Virtual 5 K 55 :

a) JEFEENE (New), ARG RIEMERE (Template Deployment), B4 ] ML L E
b) L#£EIZ (Create).

o) EFAERIESREPEKB 2 BIHEMR (Build your own templatein the editor).

A At B SRR . A7 BRI, 121 Github.
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
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X F 7 Azure LEBE Fi2 Wii% O #Y Threat Defense Virtual .

d) BHIERH E S JSON B ARG 2 11, AR5 AR TE (Save).

e) M FHFIEPIESITH (Subscription).

f) P ERIELE (Resource group) B G & — N B sz .

g) MW THdE ik #4IE (Location).

h) ¥ LD LR 4 3RIR | D (Resource | D) A5 2| EHRIANFEE % 1D (Vm Managed Image Id) “#BtH .

SIE9 L BENXERE (Custom deployment) T IHHE A 4RiE £ 41 (Edit parameters). EH —/ a4t A & X SE

.

a) s NESCH (Loadfile), #AJ5 XY E] A 2 X Threat Defense Virtual Z4C 1. A MRS 4L, 11204 Github.
b) KN A2 X ISON ZHAUE KNG 2% v, AR5 s dH R TF (Save).

FE0 K A B RS . {5 Basics M1 Settings 5 B S TN B E (445 Resource ID) M4
TN PR, KRG HRE ik &FRF0 %14 (1 agreetothetermsand conditionsstated above) & EAE .
P$B12  fiiMXE (Purchase), i FHFEEBUEH A & XBRGH#E Threat Defense Virtual [J7 K3

RS BN S HOCA T AEAE S, BB %2 ) o
FEAEWAZR AT HI T [ — AT HPRIIX N 1) 2 A%

T—5 Mt 4

* 7£ Azure 55T Threat Defense Virtual [ IP Bl & .

X T 7£ Azure £ E3E Joi2 it O BY Threat Defense Virtual

1F Cisco Secure Firewall A 7.3 L HALIAS =, Threat Defense Virtual #5352 /0F 4 NMgEO - 1 M
BB O, 1AW DR 2 AN #e0 .

M Cisco Secure Firewall it A< 7.4.1 J145, Rn] IR 2 W% 11, R 220 3 M0 (LM R
2 AN idz 1) 5538 Threat Defense Virtualo M) B8 SCHFAE [ —SEAFI 1A ] I A Hic b 2 1350 %
Threat Defense Virtual. 41, 7EFRAE D4 v2 VM 524 b, SEILAE W] DGHE HAA 1 AN HEEE R 7 A
542 1Y) Threat Defense Virtual, 1ANEHZE BA 1 AMEBEL . 1 MSWER 6 AN 111
Threat Defense Virtual,

M Cisco Secure Firewall fit4 7.4.1 JT4f, FATEBURLERGZWEIO 1) Azure 38 Threat Defense
Virtual.

HAHEALE Azure i #BE I Threat Defense Virtual S5 4 3 b Bh g
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o W R HERE, R4 H &R SNMP 271 Threat Defense Virtual & #EEEHR £ 1, 1
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o BLHRE SCRPARIEN A 3hY .

o R B A2 W92 113 111 Threat Defense Virtual S FIAS HLA 12 W2 1135 11 f¥] Threat Defense
Virtual S0 4341

N

R ALY Threat Defense Virtual S5 43 2H f& 45 Azure [ EHINLIAREE (VMSS)
HR S 434 . IX 5 Management Center Virtual I ) Threat Defense Virtual
S A3 TGO

* ANSCFE CMI,

NIC ZIZ3EFE O RYBRET, LUEE AWS EERE iz iz /Y
Threat Defense Virtual

FHEZH T NIC F5EREE: Oy, FHT4E Azure _F353E IC12 W3 1 [#) Threat Defense Virtual.

Net-Interface Vnet/Subnet Port
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NIC1 inside-subnet Gig0/0 Virtual-3-NICs
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£ Azure tEBE JTi2 i O AY Threat Defense Virtual .

1£ Azure L ERE 2 ¥11Z O 89 Threat Defense Virtual

PAT FTHEGH IS, ERA2WE: D00 T 32 Threat Defense Virtual
pUR

TR RIS EE LT, T LM AN ik K8 sk fig .

* Solution templatein the AzureMarketplace - 7t Azure 5|4 1, % Cisco Secure Firewall Threat
Defense Virtual - BYOL #1 PAYG, #AJ5riilifli# (Create). {EEZAK (Basics) f /B L, MIATTHEE
B RGN EFRE A (Softwareversion) T Hz4IR HEFf 7.4.x. EFEEREISWTIZ D (Attach diagnosticinter face)
FAME (No)fZil . BRINIEFES .

HRAFE Azure T3P iR U 7 ZAM5HUAE Azure |58 Threat Defense Virtual 523527, 15 S M Azure 117
Wyl At 7 SRR 2

Custom Template using a Managed Imagefrom aVHD - #2|E#I# (Virtual machines) > + €3 (+ Create)
> Azure EE#I#1 (Azure Virtual Machine) > 54 (Advanced) % [, #RJ57E Custom data 7B A & il
%f Diagnostic: OFF [f] day-0 FLE A, PLF Wor T # A LLI{E Custom data 7Bt P4 A 1) day-0 it & A<

ZN/IR

{

"AdminPassword": "E28Q@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",

"Diagnostic": "OFF"

}

paib

S "Diagnostic": "ON/OFF" [X 73 K/NE

AR AT DULE T 45 il B 1 ARM BERR (1) Customdata 7B S EIA . BRI UL R, e W E A
Diagnostic: ON, JFH&HaNZMiEI. M % E 4 Diagnostic: OFF I, {ZK /Ll AT 12
HE LR R3).

H A VHD F B FCE m g H B ' X E Azure 328 Threat Defense Virtual 52352, 1ES M
Azure i ] VHD R8P AAR 5835

P2 HRITH IR 3 A NIC. A RAE Azure FHERSE HITRANE R, ES AL Azure LI REAUBL AN 09 25 42 11
IR R 452 1
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& Attach netpvork interface ¥ Detach{network interface P? Feedback

ftdv-2745 inside2  outside2

IP configuration ® ‘\]’ G|g 0/0

ipconfig1 (Primary)

Network Interface: ftdv-2745 Effective security rules Troubleshoot VM connection issues Topology

Virtual network/subnet: test-ven/mgmt NIC Public IP: XX.XX.207.11 NIC Private IP:xX.xX.0.8 Accelerated networking: Disabled
AR LTS R, 15 S b .

PR3 (k) EEGlE i show interfaceip brief iy 4 il Wond N VE4H(E B . 834 0] LLYE Management Center Virtual
EEFEEOVEAGER, PR

¥ O4F Management Center Virtual I F7R, 40 F TR,

Interface Logical Name Type Security Zones
® Management0/0 management Physical W‘th D ‘ag ﬂOSUC
Interface

GigabitEthernet0/0 Physical
GigabitEthernet0/1 Physical

Interface Logical Name Type Security Zones

. . . Without Diagnostic
@ GigabitEthernet0/0 outside Physical
Interface
@ GigabitEthernet0/1 inside Physical

AR 3=

] DUHRHE DL R 3 5t 71 2% Threat Defense Virtual SE45

* J)ifi Cisco Secure Firewall JxAx - 0] LI HE T 12 W42 1111 Threat Defense Virtual S T2 4y
HAT£ Wi ) Threat Defense Virtual S247 .
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* Cisco Secure Firewall 7.4 J2 B imihiAS - #850] LLRE AT 121452 T11¥) Threat Defense Virtual #12 SZ 451
FF2 VA5 12 W2 11 ) Threat Defense Virtual SZ451 .
ACFRLLUT A st

* FTH Cisco Secure Firewall MUA - JGyEKG 25 T 12 Wik 1) Threat Defense Virtual 451 2% 2%
12 Wiz 1) Threat Defense Virtual S .

* Cisco Secure Firewall 7.4.1 XS RRA - 8 TCIEW %A 12 Witk D B Threat Defense Virtual 558 5K
1728 Rk B A 2 W42 11 B9 Threat Defense Virtual S244 o

N\

AR JHUE, NIC B AP R A

B N E 2 BT3E O BY Threat Defense Virtual &£ E£5) Auto
Scale fZ R A=

AR AN 2 W4 1) 45 00 T X Threat Defense Virtual 45 B£8k f1 Threat Defense Virtual SE41 20 & 1 B
P R ZPATHE, 15 IRE day-0 BC & JHIAS 5 8B X Diagnostic: OFF/ON 1 & >k OFF.

MR HERR

W RAE 3 Threat Defense Virtual B ARMIBRIZWHEE T, 15K & BE{E X Diagnostic: OFF/ON & 75 LW 7E
day-0 i & A %54 OFF.

i& AT Azure 8 EBH A E FE U180 Auto Scale FRR FE

iz

Auto Scale fiff tR 7 S SCFRFGRIR AL, LA AL PERE ZORIF PR AMA . WER BRI, R DR
Ha T BV o AR BRI SR T2 B 20 IC B L BRI REAS

threat defense virtual Auto Scale for Azure & 5E 3 TE RSS2 5230, B Azure FLAL A TC IR SS HS SR
By (BN Azure BREL. AN LAl BRINUBES) .

threat defense virtual Auto Scale for Azure SZHL—LtL F T T RE B FE .

* 3£+ Azure Resource Manager (ARM) 4 A5
* T CPU RIAATE (RAM) B8 EFRbr
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B =5=msnsmi Auto Scale A%

A

IR HoRVEgIE R, 55U Auto Scale Wi , 5 227 1L,

* S F¥F threat defense virtual i % F1 22 o] HI 1 X 3.

« FHIHL F5E4 F BT threat defense virtual SE 451 M FTHCE 7 M o

« HBIN ISP threat defense virtual X1 NAT Hels . 1 il SEms R i
o WS A 22 ] P R AR S

o SR FRIZE T Auto Scale Tk

< AUEA T EEL: RICRE WA S

o Y PAYG 8t BYOL 4 a] 45 5(#E 28 threat defense virtualo PAYG {¥i& AT threat defense
virtual A IRCA 6.5 FIE SRR . SRR 6 . 55 190 1.

o JARMHEML Auto Scale for Azure 355 UL {32

Azure | [ threat defense virtual Auto Scale fif ¥R 77 & ¢ 5 P RR s AN [R) 40 F EC B 1 4 T 22450 «

o [ =WV 4 4K Auto Scale - ‘B4 threat defense virtual FIAEEE B T Azure P55 17 2 Y 17 2%
(ILB) 5 Azure #M 11 347 %% (ELB) Z [H].

o fii 1l Azure %17 3417 %% (GWLB) [1) Auto Scale - Azure GWLB 522435 k5%, 3t a4 4
AN R S AR AR R, LATRIALBI KA . A BN R

XFMRHETE

threat defense virtual Auto Scale f#¥ 7 Zi& H T & ¥ Pl B B threat defense virtual, 5#AATE
J. Cisco Secure Firewall Threat Defense #t 2% 1E 36 Fa $#2 L a4 Rt - S 5k, L F5 A RS RFEE TR
o P IR T Management Center Virtual (1) 3 250 Fl RE 02 3085 oK
* Threat Defense Virtual FE 751 £ 51 H T Azure | threat defense virtual )3 A A B IUFE B I 15 5

)

ER EE Azure Auto Scale VLT EM 5, Azure 1] threat defense virtual e S F7 (AR A Z R A 6.4

(£ FH = BE;48 4R $MAY Auto Scale £ A1

i H T Azure ] threat defense virtual Auto Scale & ' ALK T4 JE AR R TT %, B4 threat defense
virtual MUBEEE T Azure P9I 8341 4% (ILB) 5 Azure ZME 61831 &% (ELB) 2 ).
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TR R B H M
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1
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1
1
1
-
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1
1
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App Subnet 1 —y—
L3 EE Internet
Workload
UDR - > ILB (VIP) Internal External
Load Balancer [~ ~1 | Load Balancer
(ILB) (ELB)
DB Subnet

L @

Azure Fuction &

g — Logic APP
UDR - > ILB (VIP) ! Azure Autoscale

i aE [ i - -~ Manager

Auto Scale 5 Azure ¥ < $2 £ 14 1&1 23 {5 FH =451

Azure WK I 8 (GWLB) Wi P2 42 5 KIS A ik H Azure VM (1T S F IR SS-2% ) TR LG )
W, M S ST B . Azure GWLB 5 22205 KRR IRAR R AL T B KB . BRI i
IXPPEE R AR T HAE R A%, IR 0B ks Erm st T s — N ORI 11 . N F RS Al it
A DUGRHFIE TP bk n P, T IX AR R BRI vh 32 G

1F Azure GWLB Auto Scale ¥ FH 245, threat defense virtual F {8 FH PN EE L B FEE: OO — ML
P,

\}

iR © WAREE Azure GWLB, AT LM 45 Huhil- 3% 3 (NAT).
* {USZHF IPv4.
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B Avtoscale 5 Azure W% 1 SR i A

as)
7 #E PAYG Fll BYOL.

Nt 2 E R EBIFIFIN
TR TR

@ Gateway load
Public load balancer

balancer @
< @ >

B) jol
e - -°
Internal Servers
(VMs or VMSS)

Cisco Secure
Firewalls

a7 B 1 A F= AN

TR T R R

Inbound flow uses public IP of
@ public load balancer

Flow is forwarded transparently
(2) from the public load balancer to
the gateway load balancer

Flow is inspected by a firewall
and returned to the gateway
load balancer

@ Flow is returned to the public
load balancer

@ Flow is forwarded to an internal
server
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Auto Scale 5 Azure P g sz mzEnl ]

@ Outbound flow leaves the
internal server

. I ® Gateway load Flow is forwarded transparently
Public load balancer (2) from the public load balancer tc

balancer ‘ ) . the gateway load balancer
@

T Flow is inspected by a firewall
and returned to the gateway

I (@tI load balancer

° Y s @ Flow is returned to the public

T
o

load balancer

Internal Servers Cisco Secure

(VMs or VMSS) Firewalls G Flow is forwarded to the
Internet by the public load
balancer

N

AR BB NIECE B, 1S (Cisco Secure Firewall Management Center & % HC 5 H57 ) HIFE
Foo AT O30 28 1 A 3 O SR A 3 B I 1 e 4L =2 45

[z VPC #1%& £ VPC Z [ HiR 2

AETNEY, WA RN EE MR kB, UAE RN st it rma. Ri5, ek
HEH 02 1) GWLB. B H 3 ELB AT B #R 23 i #  5) GWLB.

X5, GWLB ¥ VXLAN B3 i 1 7% K& 3] threat defense virtual SE41 . #8020 61 @ PH A threat defense
virtual KIC, Ko GWLB 23548 N VAT 9 e FH P AN B ) VXLAN B%IE . threat defense virtual
SR VXLAN B R, MHBHTR A, R e GWLB. K5, GWLB Kl &%
&3 ELB.
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- I
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@ VXLAN tunnel
>

Security VPC

1£ Azure L #BZE Threat Defense Virtual |

Created & Configured by Cisco ARM templates

TDv Auto
Scaling Group

gig 0/0

GWLB
Security vPC/ Serverless
groups Subnets components
Health
IAM role
Probes Storage

| Management center I

ARG/ 3B 25 threat defense virtual Auto Scale for Azure fi# 4 /7 % LA M Auto Scale with Azure GWLB

DT ST IR 55 AL E R VRN 2D 3R

S

EEEWM © THSERY AN SO, RS FEIT AR R -
* FETFURTRE 0T, W ORI L AR A
© THH ORI ST AL DT K 22 AT IS o

THMERHEE

18 = B YA 30 HP THT 1) Azure [ threat defense virtual Auto Scale f# vk 5 Z 58— PN IET Azure WY T
2% (ARM) Bt 55, © A Azure $AEFI RS sy 3Lt CEANH . Azure REL. 13535

fires EUPLY REBLESE) .

threat defense virtual Auto Scal with Azure GWLB f# ¥ 7 2 — /N E T ARM BAR (M358, nl LGz

GWLB. ML IRt BB e B3y Al TR S A8 4L A LA i 5 B85 o

PRI R G IR B T RE B2 AL

T #3301 7] Azure Y threat defense virtual Auto Scale fi# 4 77 2 BT i IS o 165 FO RBUAS PR 708 258 R A

R AT M GitHub 1768 ZE 3R o
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure
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Auto Scale f# )R 77 R4AH .

)

AR VAR, Cisco PN A I REME ARSI AT A TR B, AER B Cisco TAC SZH5u [
W EWIR A GitHub LA T ST H IR SO

AN #E ASM_Function.zip G UL, 152 @ YEA SIS A Azure BREL . 2F 230 T

Auto Scale R A =B H

LR H# A T threat defense virtual Auto Scale for Azure T

Azure Functions (& #(57 F)
PR BN T2 — 4 Azure BEL. JEA B LI
o EWIAZHUARN Azure FEFE
* 4% threat defense virtual 518 RIfl A P 4™/ AM 47 41
o I FHL UL S MEHTIY threat defense virtualo
o JE I B G EDRTY threat defense virtualo
o MCEFERL BUBVENT CGIERD A a9 &Y threat defense virtual.

XEepR B A4 Zip BLRTE Gt GES A E Azure BB AL , 25 197 10 IXESRBUS AT RE
BT AR S5, T ORI R ZEEAT T2, USRI 50 Th BE AR ARCAS S o

Orchestrator (iB355 )

Auto Scale ZH N H & — A TAEM, WHZH-— 2 p PP BRES . Azure BREUE SIS FISEAK,  Toikak
AT o BEPR A 4207 HE 51X L8 b B AT, FFPE B2 [ A # (5 B

« 4N T T4nHE Auto Scale Azure R ELITAE BR AL 1) A6 15
o ALK A Auto Scale Azure BREEL A B ARAEIZ
o WHR IR R ISON SCAFAE AT
 nJLLERE GUI 8% JSON SCAF H e SUZ N H .

ERIHARE (VMSS)
VMSS SE[RIFHEUNL (401 threat defense virtual ¥ 45) HIHEA .
* VMSS A LA S FRis ins (A0 ) FE UL o
* W INE] VMSS 1T RN 3 5 ORI . e AR S
* VMSS HANE Auto Scale DJRE, 1%IIREXSiEH] T Azure ff] threat defense virtual 4%

o IEARNAE VMSS 1 F3h8 el 5 threat defense virtual 2451 .
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Azure Resource Manager (ARM) 145
ARM FEH F T35 threat defense virtual Auto Scale for Azure il ¥ 7 S T 5 I B

Ja W B A8 RS #L Auto Scale for Azure - ARM #ifftazure ftdv_autoscale,json> Auto Scale Manager ZH44:
P, HE LN At

* Azure PREUN H

* Azure NV H]

* JERIHLBALLE (VMSS)

* /AR SIS A

o T T 0 AU A & R ALE

J B 7 FU Auto Scale with Azure GWLB - ARM #fi azure ftdv_autoscale with_GWLB.jsonk
Auto Scale Manager A2 5N, QG LL A

* Azure FREN

* Azure NV

* EHL (VM) RN (VMSS)
o D92 B At it

o WG BB fT

o VBT I 2 A AR LA S A 2L A

| &

EREN ARM BBCER UL AN T7 T A R, DA i A A R A ST R

BIIR &4
Azure FiE

ZiR4A
P8 WU AR PR T5 ZE IR T AT AL N BT (K BOBT B 1R e 4L

\}
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HI¥E Azure i 305 €1 .

P 4%

R U R 2 ] B el St . 8 FH =B FR N Auto Scale HEE A, Sal 4 FRATAn] P 4% ¢
e HIEFE, i Azure GWLB HE1T Auto Scale ¥ 35 2 A1 2 M 2% FE At 15 it o

threat defense virtual 77 2 PUAN 284 11, DRI FR) R 400 09 286 3 B2 DY AN - W LU T
1

2. LW
3. MBI

4. AR

D D

il

INCLE I BT T4 (1 10 4% 22 4 2 P 4T TR BT i 1

* SSH(TCP/22)
I 7% 5 threat defense virtual 22 8] [R13E 1R BRI T 4 75 -
oMk 55 2% B 45 threat defense virtual 22 8] (RI3EA5 BT 4 -

* TCP/8305
threat defense virtual 55 & 1.0 22 [A]RTIHAR B0 75 o

* HTTPS(TCP/443)
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o IS PR PR R H R 1]
AR IR e b i (i, TCP/80 45 .
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EEEEPD

threat defense virtual Auto Scale fi# ¥ /7 ZEE SR IE M 3 —NFERICAE: ASM_Function.zip, ‘& LLIE4E ZIP
BRTE R B U Azure BREL.

A7 R Wiy it ASM_Function.zip WIBEN, 135 2 B AU A i Azure PR, 56 230 UL,
XL R B T E B U AA TR AL 55, W DR ity ZEREAT T4, DASR I 9 D) ERUHT AR S H o

ST DUAE ] 45 B A0 SR HE threat defense virtual, X — NINREFF M2 W A4S HI2S . threat defense
virtual [7]#873lL %5 threat defense virtual T1-& LAY E B4 O LR B #5285

B1%E threat defense virtual FC EAE T FIEN S, WIER&H, DUEEREERIAIESZ NS
b M RN 2 W T . VA A N (A A TE A A HEIE 2 threat defense virtual SEAF o
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ER WL IPS. BERAERI e URL 98V Al iERy, S8 T EUCES VT HVFaT e PASRER 1 4, 3 4FEk S
SRR T BT

FHI6 Z Al
* A BB BERIEE RS Tk
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Azure [f] Threat Defense Virtual Auto Scale 7 % B 7 5 B¢ & HMS,  DUE SRR /AN X 3k
F2 Auto Scale ZH G5 A% 2540 _LA# ] SSH. X &K, AT threat defense virtual HJZCH % 1 ]
DA g J3: 7 28 32 18 2% RIS A TR DRI

T B LAVF S B EE L SSH I EHLE M 25 480 G o B r] AFE S AR s o &, R
ST G AR 4 TP Mk, S H ORI T it (04 DA AE . BT R > S REHR DI E X

%o Biltn, ZRLLUR BT azure-tility-ip (168.63.129.16) %1% .

B E R £5MTi16
FHIEZ Al
B2

PR LR % (Devices) > T AR E (Platform Settings), 801 d s 48 Jabipo 18 50%, 514 LBHealthProbeSettings.
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B ==z2ns0m0

12: EiBh B T &R E KR

New Policy

LBHealthProbeSettings

Add to Policy

Save Cancel

PIB2 EFEREIE.

HIE 3 bR ULAF SSH IERE IR 1R 1P Mtk
a) RN (Add) DS IET RN, 5l gmiE (Edit) LAg e BA ).
b) T R0 e 1 -

* |PHbE - T AR A VFET SSHIERZ M FEHLE S N 80t % (i, azure-utility-ip (168.63.129.16))
MRRIFNR PR RE—A0 G, B0 sl “+7 I 480 4

o L& X - NI ER VR AT SSHAER 3 I IX k. il an, & mT LUK Py 8 2y B 2 R ERIX I, i
HMEEE O FC B SMERIC I8, S mT UM A B P (W3 R (Objects) TUIHIA i 22 42 X di. A7 K2 A X ) 56 4%
f5H, 2 (Cisco Secure Firewall Management Center 75 C & 779 ) ©

ERE
FHA Azure W11 23 # 851 Auto Scale 1# FH Z A H N A2 10 .

* HiiFAE (OK),

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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CEIN |

13: Threat Defense Virtual Auto Scale &) SSH ij715]

Overview Analysis Polices [TRUEel Objects = AMP Inteligence
Davice Management MAT  VPNT Qo5 Platform Settings  FlexConfig  Certificates

@EHeaIth ProbeSettings>

Selected Tones/Tnterfaces

Cancel

R4 nRTE (Save).
UBIN, AT LAE AR E > ERB IR SRR B BT A I e e o (BB T 5, BEsCA AR
B AT LGB AT AR BLARI G B TCP 3 11 443, UAE A SSH zial. ZEHATIERAE, 1 2% & (Devices) > F &
W E (Platform settings) > HTTP ifjja] (HTTP Access), &M /EBH HTTP BR% &% (Enable HTTP Server) &ILHE, 4R
JE s O (Port) F-BUhiii N 443, KL s 5 N RIS ARG . B 200K ARM ASEAR H (138 A TR 10 PRI i
HSCh 443, A CHCE HTTP Vi inl (A5 R, ESHECE HTTP.

BCE NAT
QI NAT HE0E T QUL 06 T NAT JU,  DASERF e A AN EE VR R BN TR R, SR RE I SR B
RN B by AT KB4l .
A\
AR QCHATRZ AN E A SR, 4 A E NAT.
UK

S EFEE > NAT.
$IB2 NFREE N HE T, EREEEEE NAT.
$IR3 EAFR (Name) Fi A HE— (1 42 FR .

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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B s su

$ 4 4 N5 (Description) (A[iE) o

PS5 JLE G NAT B G Qi G g NAT BRI FH NAT SEBSIIHEI, %2 (Cisco Secure Firewall Management
Center B EFRRE) HI “ @B tIlc & NAT” o FEFIR AN EA T,
] 14: NAT 585 =51

Device Management  WAT  VPHv Q5 Platform Settngs | FewConfy  Certficates

autoscaleNAT

a2
TRAT TR VSO U S PT BECR A B B, DARE S 1 B A6 48 1) ORI M LAEAT AR E B (RO 0 o 7 ST NAT 2 Bip -4 ),
XARH R,

FE6 [liRTF (Save).

MANSH

FERE TR SHOHRE TR e X S, ] DR ARM FBIAGHE 2] Azure 11 H] I A
HX e 2406 ¢ threat defense virtual %45, 152 [ {5 Auto Scale ARM #iti , 55 211 1. 7E Auto
Scale with Azure GWLB fift gk /7 &, B> QW 4 FEfli v, DALt s 200 RS r i 3 LAt N 2
o ZHUHEE ST B,

& 20: BB S
SH A RVFRYE/LE | AR ke il
resourceNamePrefix FRFE* (3-10 | Fra & sEs S Ik aT 43 4 | New
AFHED FRAE .
e el 7Rk,
e frdv
virtualNetworkRg TR H FEALA 25 BE YL A4 FR o WAH
Bl cisco-virtualnet-rg
virtualNetworkName TR IR 25 (B8 . i s)
7~l: cisco-virtualnet
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wrss [

SR A SIFRYME/ZEE | iRR FEC LR
virtualNetworkCidr CIDR #& 3% MR %) CIDR ()5 WA
X.X.X.X/y

mgmtSubnet I (e SRR N QRNEIE) mH
7l cisco-mgmt-subnet

diagSubnet TR ZWrMEm (B . WA
7~l: cisco-diag-subnet

insideSubnet A WA FR CEalid) . WA
7~l: cisco-inside-subnet

internalLblp TR WM N S B i s 1P | A
Hohlk (VD .
Biltn: 1.2.3.4

insideNetworkGatewayIp B! WEB T M e TP Ml (26 mA
SO

outsideSubnet I NI AAFR B . mH
~Hil: cisco-outside-subnet

outsideNetworkGatewaylp TR ANEF R IP (2 . ma

deviceGroupName FR R FHIPLL PR AL (B | BE

insideZoneName TR B AL N IR (2| BA
B

outsideZoneName T S rR AN X IR AR (2 | A
el

softwareVersion TR threat defense virtual fRAS CZE5E | A
FHWIMMN TR AR IEE .

vmSize s threat defense virtual SEFFI KN | ANEH

(TR R AR hr g 3R ik

£ .

ftdLicensingSku TR Threat Defense Virtual YA #E20 | ANidE
(PAYG/BYOL)
1 PAYG {ERUA 6.5+ 323
.
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SH#A SFBRIE/LE | 1%AR ZHiRG LR
licenseCapability EE 45 | BASE, MALWARE, URLFilter, | ASiE f
K b THREAT
ftdVmManagementUserName EXGE threat defense virtual VM 4 #14 | New
O 4.
XAgEZ “admin” . THZ
Azure I T VM EH G H F 44
HEN
ftdVmManagementUserPassword | 243 5 * threat defense virtual VM & # %5 | New
P O3 H] A A
A AN 12 2 7247
F, T HBAHEA: PN K
H.OBT SRR BETR
S 2 14
b o
R R AR MR T A A 2 o
fincIpAddress PR by A dL P ik (T | B
XXX.X @)
fmcUserName TR P4, BAEHEAE | A
(e
fimcPassword AR ik FE AL AR SRR | A
Ly SR CERIED
policyName FL £ FEALL PO R AR | L

(2
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wrss [

SH2

SIFRY(E/EE

15t AR

FIREIEXE

scalingPolicy

POLICY-1POLICY2

POLICY-1: *4{Ffi threat
defense virtual ]34 51 270 I i
B IRRFLL I W) R b ) 3 i 1)
EIF, RKefil A AP .

POLICY-2: Y Azhy e+ fir
15 threat defense virtual %45 )
Y 0 A3 P B P R 8 P ) P
ANy R AR, il A )
7.

TERFIE O, NI d R i2 4
TREFFAAL: T threat defense
virtual B 11 32) 4 3808 P O
(R 4RFSEIN TR AT [l 7 [ 41
I, Rk A g

AN3EH]

scalingMetricsList

FF- e i R e s i d b o
foiF: CPU

CPU. W47

ERMA: CPU

cpuScaleInThreshold

CPUTEAR I I R B (LA
S HER AL o
BRIAE: 10

24 threat defense virtual 853K T
BLAERS, Kl d .

152 [i] Auto Scale @ 4H , 5 227
T,

AN3EH]

cpuScaleOutThreshold

CPU Tt T R B (LA
S HER AL o
BRIAME: 80

24 threat defense virtualfg45 = T

UCAEIS, Rl A R 9 R
“cpuScaleOutThreshold” N5

KF “cpuScaleInThreshold” .

152 [ Auto Scale Wi , 4 227

AN3EH]
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SH2

SIFRY(E/EE

152 AR

FIRGIEXE

memoryScalelnThreshold

TAFHR

WALFEFR N 3 B (LA
SrHCR AL o
BME: 0

4 threat defense virtual f8Fr{K T
BRAEEY, By .

121 Auto Scale W4 , % 227
Tl

AN3EH]

memoryScaleOutThreshold

WAFFREbR IR Y R B (BLE
IR .

%W)JE 0

24 threat defense virtualdg4r i T
BEAER, Ko A R .

“memoryScaleOutThreshold” [
A KRTF

“memoryScaleInThreshold”
W2 Auto Scale 4 , 3 227
o

minFtdCount

LS4

TEATA 45 52 B TR), AR F ] F
H) % /)N threat defense virtual SZ45)

w2

maxFtdCount

A

FUREE Fh RV B K threat
defense virtual S5

~l: 10

R

WHE S EE PO FEPR
il o

Auto Scale WA A AR H
FIvEE, FIEIHARIAS .,

ANIEH]

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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wrss [

SH2 SVFRYE/ZREL | 15ERR HRGIEER
metricsAverageDuration W M pr )bk £5., i

IR s T SRR )
) CEAZr 8 ifr) .

QR AR R E A 5 (B S 43
B, NMTER] Auto Scale
Manager Itf, B Ed % 5 5
BN AR, JF HAE T
PIE M R YOE .

PR 3

T Azure PRI, 1 1. 5. 15
H130 A BT
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FRAENALZ AT threat defense
virtual SEBIHT

BULK: Auto Scale & H #5424
WK HATHE “minFtdCount”
¥ 517 threat defense virtual 52

.

iR

AR IATI, Al T
b BRI, FF SR
2] L

STEP: Auto Scale i Ff 2315 1%

TR TR BRI AN 2
“minFtdCount” #(= 1 threat

defense virtual ¥ %% .

iR

STEP 13 A I R K S5 30
“minFtdCount” %3 152451 5F

A L ATICE, RS

SEWEAT, ARAE IR A

.

BULK &0 2 sh G
“minFtdCount” %=1 threat
defense virtual T4t 3% fr i (8] 5
—IX threat defense virtual i} Z4H

[ CBAERIFTIBITHD
BB MR T AT
1o

HB# “minFtdCount” )
threat defense virtual AT £ 2% [ &L
B = (JE3—) threat defense
virtual Jr ] IR IE) + 33 /50 &
— threat defense virtual T ¥
I 18] * minFtdCount)

82 SEVFRIE/EEL | 5RR HRGIEER
initDeploymentMode BULK/STEP FEGH TS —UGRE, sliEH

B At 45 IR F AT -

*Azure XPBT BRI A A4 Qe AT R ARG, BGE BRI NG 7R, FREEREEEHE
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#BE Auto Scale IR 7R .

2 Auto Scale fR LG ZE
THEBEREE

18 FH = BV ¥ M BT 7] Azure [ threat defense virtual Auto Scale R /7 Z it — T Azure RIF &
2% (ARM) B E, e aFH Azure 3L TCIRSS sy 26ttt CEAENH . Azure REL. 13535
firgs BRIMVLY RBES .

threat defense virtual Auto Scal with Azure GWLB fift 4 /7 £ & — LT ARM PR A58, wl DL g
GWLB. MZg3Eatviti. B bl Ashd el Joliss 2% 4l A H A BT 75 9 9

(R SR Sy Sy [V
N# B BN [ Azure [ threat defense virtual Auto Scale fif 4k /7 T T IS o SRR RIAS R 306 28 B A A
BT M GitHub £76% 12235 o

AR UEER Cisco At A B0y IR BIARIBR AR ) TREUR B3R AL, AFER B Cisco TAC CHFH
W E WA GitHub LA T i SN B IR SO o

H I ASM_Function.zip G UL, 152 I YA A Azure BRET , 26 230 T,

B2 Auto Scale ARM 1E1y

15 FH = BRSAHR$MNO BB B 80 B2 L Auto Scalefor Azure - 1l ARM #ktazure ftdv_autoscalejsonsi
¥t 38 threat defense virtual Auto Scale for Azure ITF5 [ IR, fE4ERIFA N, ARM BEHR 03
DL #-30 -

* EHURLEE (VMSS)

* SN GBI W

* IR BT A

* Azure BN

o WHR N

A O PHERE DR BE D

BB BA 10 & i Auto Scalewith Azure GWL B - i ] ARM ##i azure ftdv_autoscale with_GWLB.json
el 28 threat defense virtual Auto Scale with Azure GWLB iR 7 LT i & U . e B B IRA N,
ARM A B 2 ) gt LT #5300 -

* JEFHL (VM) BUB IR LE (VMSS)
o OGS

* Azure HREN H

o RN

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B = Auto Scale ARM 2R

o Mg LA B
o Bl T R 2 A R LA &R 2 A

FFi6 Z A

* M GitHub 172 F 4 ARM FEHR (https:/github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/
azure).

FIE1 R EFEAELZ A Azure X I B threat defense virtual SZ9, 7555 T340 38 D 4 b v FH 1) X 3 2 4 ARM 4554 .

51

"zones": [
nyn,
"2"’
"3"

:I!

ATRB R TS 3 AN “SEFE A X

Y AR RIS i gy TP T AR R RO . T LUE Y L “json” BRI IAT =GR ) . X 3E A
= BEFR I Auto Scale 15 241 .

N
g
N

AN IR
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables('elbName')]",
"location": " [resourceGroup () .location]",
"apiVersion": "2018-06-01",
"sku": {
"name": "Standard"
} 4
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"

] 4
"properties": {
"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',

variables ('elbPublicIpName'))]"
}
}
}
] 4
"backendAddressPools": [
{

"name": "backendPool"

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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#8 Auto Scale ARM #2157 [l

}
] ’

"loadBalancingRules": [
{
"properties": {
"frontendIPConfiguration": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"
}I
"backendAddressPool": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables('elbName')),
' /backendAddressPools/BackendPool") 1"
}I
"probe": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables('elbName')),
'/probes/lbprobe') 1"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I

"Name": "lbrule"

it
WER IS ARG R SO, BT AR5 5 A Azure [])7 G HHILTI .

HFIE3 i K Microsoft K 7' B F' 44 FB5HD % 5% Microsoft Azure [ ]/ .

STA Al RSP R4 (Resource groups) DAV W] BEALIAAE I o BOR B BIRZIA IR b 4 AT
T B4

BT IR BUERPEIAT 2 B2 6 4L 91, threat defense virtual_AutoScale.
[ 15: Azure | 1A

E Microsoft Azure

PR AusisSeale

{is] FTOV_AutoScale

Tpemaall 0 | Lottion seall 0 |ty addfiter

o

& gt Hame LR Lomon 4

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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B = Auto Scale ARM 2R

LS LHEIERIR (+) (Createaresource[+]), ABMGHRE QIR 7. AP R “OIE ¥ YH41” (Create Resource
Group) =L+~ .

P$EB6 (I EMIH (Search the Marketplace) ', HAEREE ((EHBEXIRREBE) , )54k Enter.
[& 16: B & X =R ERE

Template deployment (depiay uting custom templates)

Template deployment (deploy using custom templates)

Template deploy t (deploy using custom templates) = <.

I P
{ﬁ} Mcrosch
Create
Overview  Plars
Eppheations nunnng i Micregef Arere usually rely o 3 combmabon of resource, By databates, Seres, and wib apps. ATure Resource Manager bemplates enabhe you
10 deploy s manage theie MESOUCES i 3 Growp, uling 3 ISON descry of the FESOUCEE Bnd Thi deployment JHRNgE.

£ your template with intelkSense and deploy i 1o & new of exiiting oup.
Usetl Links

;T HEEE (Create).
PIR8 QIR AL, EETEREE R PIEEME S B S AY4R4R (Build your own templatein editor).
17: ¥J12 18 B 2RISR

e T

Custom deployment

Custom deplayment

Learn about template deployment

& Build your own template in the editor

Common templates

P/ {LmIEIRIR (Edit template) % 1, MR P B 8 23 BB I azure_ftdv_autoscalejson Sl 7%, ARG il
R1F (Save).
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EBZ Auto Scale ARM #E4 .

18: dREBIRAR

i L - - m

N

L0 £ F 5, HEIASE. AXBNSEMTENE R, ESRMASE, #2040, AR5 riiME (Purchase).
[E 19: ARM 14 5 31

FrE
-
[N o
SHS—— e
PRT—— T
Ve e
g tahoert Marageatid
Doy skt gt
hhhhh - =
[ —
——— e
e e i
i ]

3F %1

ErE

AT U i 4R IE S ¥ (Edit Parameters), X524 JSON SCAFEE EAL TR A 25
ARM BEAR (KT A BAIE DI AT PR, R T B A ST A -

FEN YRIEEHNG, ©¥h threat defense virtual Auto Scale for Azure R T EAE A LE IR . iE5S0 K
B “IRAL” (Type) FUHGE TREAS TR, WFEHMN . VMSS., M. A2k 1P Hihk55.
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. #RE Azure iR 3R

20: E ARG E EEHL Auto Scale 1R ENE

FID tamatcate

4| FTOV_AutcScale

ZRE Azure oK £ A
2 ARM R, Azure AT FRENH, REEFHENLTEIHMFINIE Auto Scale
Manager 3 Jr 75 [ 2R 25 o
FFa Z Bl
« gt ASM_Function.zip . 152 il ol PSR i Azure RREL, 55 230 T,

PN R EAETE ARM BN QIR BONHT, RIS TAAFAEAE T s . AN as T, B2 LUK URL:
https:/<pk B H 4 Fr>.scm.azurewebsites.net/DebugConsole
X T8 Auto Scale ARM B, 55 211 TR 74 -
https://ftdv-function-app.scm.azurewebsites.net/DebugConsole

LR 2 AR IE ST, AR site/wwwr oot .
$I2 3 F ASM_Function.zip i 53 ST 98 Y5 BEAS A0 o
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21: t 1% BihBA{EE L Auto Scale 1 &

Iwwwroot + Oitems & @ &

Hamer Madfed Sao

to upload
ard unzip

TIRA W) AR, Nz oI ORGSR A
22: FRDFHHIAE L T AR 35 58 S

~.Iwwwroot + 21items & @ A

Name Modified Size
L9 — 812472019, 12:19:56 PM
LN —J 8/24/2019, 1219:56 PM
ey — 8/24/2019, 12:20.08 PM
£ — 8/24/2019, 12:20:08 PM
19 — 8/24/2019, 12:20:08 PM
e — 8/24/2019, 12:20:08 PM
19 - 8/24/2019, 12:20:00 PM

Use old console

$IE5 4k PuTTY SSH % /it .

Azure PR E T EH T SSH % #2151 threat defense virtual. 1HAE, FoARSS 254 CHS A5 F I T OIR T4 PEAS S FF threat
defense virtual T ) SSH 4 fe bk, Mk, T 5 N A& SSH % )7 b o

M www.putty.org ¥ PuTTY #r-247 A M3 PuTTY J&¥ (plink.exe).

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B soms

23: & PuTTY
&P Download PUTTY: latest release | X
< cC a
Fe

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta

(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)

putty.exe (the SSH and Telnet client itself)

32-bt: Rutty.exe (or by ETP)
64-bit: Rutty.exe (or by FTP)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: RECR.EXE (or by FTP)
64-bit: RECR.EXE (or by FTP)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)
32-bir: psfte.exe {or by FTP)
64-bit: peftp.exe (or by FTP)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel exe (er by ETP)
64-bit: Ruttytel.exe (or by FTP)
plink.exe (a command-line interface to the PuTTY back ends)
32-bit: plink. exe (o by FTP)
64-bit: plink,exe (o by FTP)

(siznature)
(s1znature)

(siznature)
(s1gnature)

(siznature)
(s1gnature)

(siznature)
(s1gnature)

(signature)
(s1gnature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

IR 6 K5 SSH 7% /7 iy i 44T LA+ plink.exe F Ay 44 4 ftdssh.exe.
IR T ¥ ftdssh.exe Hu il B SO IR BAR A, J%E] E—2 b E4& ASM_Function.zip 7%

PYR8 Uk SSH 7/ b by PR AN I RE P — A7 AE o o LI IRHr D1 o

MRBCE

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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A —LEELE o] H 480 Auto Scale Manager BU7E IR H] o IXLEIE DU FE ARM BAR o, {2

FLAAE B HON T T G e AT T

FHIa Z |l

\)

ER AT DABEIN SR . DL U g AR I

o SRR ] o

o SRR I THRIME 55 58 B

* G AR IF IRAFICE
* A IR AUV ] .
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T |

LB E Azure |17, R IIEFE threat defense virtual BREUN .
& 24: BB BRENEE I &R 35 R

80T -S4 ERE0BALBARITES  Coneral US

{ DeetetingagitonedTD 1
Configured features
# DeployContgunation

§ DevceReghten

§ Disablersealthbeots
§ Fitsoaein

§ FidScaleOut

f GeeFidpubicp

f inirreamConicierification

f Waith o Deployeret task.

§ WaitfoeFraTolemelip
» 3= Prowies

="

PR 2 W] LIESE AR Al 1 ARM BEAR A& (L E . A A AR BEL ARM BN, (T AR R I ML A4 B i o
EAT .

25 M RAwE

prr—
Configuration

) Rabesh

Application settings.  Function runtime 4eftngd  Geneeal settings

Application settings

APDLCHTOR SETIIS are #5CTYDURD 3L NEST 2 ARSI v 0 encryTted Chasnel Fou Gin CRODSE 10 GRSpEay hem in DL 1810 yOur Drcwabs By Utine The CORPOE bekow, ADDRNON SEITNJS A6 EXD0DHS 45 BTATHNT vasabies or DRSS Dy YOur ADEBCILAON 1 Funtime, Lam mare

+ Mew sppiaien witng © Sowwakes 7 Adasod est T Fier

Ny ot o Dapisymast ot samng s =
] &

HOEY B &

B &

-] Fd

] &

B &

DELETE,FALATY,FTD I} V-3
ke 8 7
FIC ORI A0 ] &
[T 1} &
A PASEAORE 1} &
gr— & 2
10 passwons on 8 Z

i

REHOEI LA T B fill:
s iLE 4 FK: “DELETE FAULTY FTD” C(ERiAffi: YES)

B %! Cisco Secure Firewall Threat Defense Virtual N[ 13575, A7 7.6 .
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B =esumestmns namae

AN IR, K< )R8 Hi R threat defense virtual SE) FEK HAEM 2] & A0 . Wo A MR8, 1) Auto
Scale Manager 5 41 (26 T0 w52 £ B % threat defense virtual SEF SR LR . (YES: MHIBRES1%() threat defense
virtual/NO: £ 8 threat defense virtual 5245, BIAE R GEEN 2] & E G0 o

* AERREUN I BCE T, AT Azare 1T )7 A AT AR BB SCRGUR AT 28 B (LS5 745 A2
VIRE A

WU P A AR (an, WERAEA 2L BB - 2 i3 Azure iTHD , AT LA Azure 1) Key
Vault il 25 KR4 %0 . BB IS, FH P 205 A7 fifh 85 00 1) 25 AH DR TR AR B 22 bR RAT,  TITAN A2 pR B

BEE W SO .

HE Azare SCR, AP ORGP N R 7 2030 1) do S Bk

EEEMAEEFRE IAM &
Azure G403 K Ui A BE (IAM) 164 Azure 224 F5 Rl 80— 50, T8 BS540
Azure BIRHIFLE G100 h Azure R55E24t Azure Active Directory H' H ZI3LE IS 17 o
R AVF RN P2 I SR AR (VMSS), TG w35 0 B ik AR .

UK

L1 1E Azure [1)7H, % VMSS,

$£122 SdiifiaisE (IAM) (Access control [IAM]).

HE3 diRm (Add) LA o2 id

S 4 NRIMAESE (Add roleassignment) 41 % 11iE#HS5 5% (Contributor).
PIRS5 NS ECiA IS (Assign accessto) 74K ik £ E A (Function App).
SIR6 EFF threat defense virtual BREUN .
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zxizsa [

[ 26: AIM f 2 53 BL

ot tracck?

W D Check accens Role assignments Doy signments  Classic sdministratoes Rk

CEreT N o

Rt e bevtd 1 300K 3 WS, QPON, 3HTCH Principal,
* T o7 manaped aestity hat 10 the. re1owTe, Les et

& Buagness and ol probiim nd

[ Selecsed merbers

o Comteues debry y, hovfunctionspp

9 st

TR HHRTF (Save).

ERE
BeAh, BN A S BT threat defense virtual SZ451 .

EHred

ARM R G AS 22, — DT RO, TR O . B A R threat
defense virtual & PGS PTG O . AN, Bl D 2 24Uk SV i E .

AR 5 828 A PR AN A PR PR Bl 2 AR

pE 2
Bl e 1 22 A 22 /0 N SR VEoR A R 4% 1K) SSH LR

5B # Azure 12485 FH

N 78 Autoscale DIBEIT P 4% . ARM A S BIAE — AL TIZARN T, AR5 1 25T BT
AL Z AR Auto Scale B #s A 45AE Tl HOAE B
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. B2 Azure 1B55 7

TR NAAEA R SO LogicApp.xt K BIASHL AR S8, AR JA Wi K B b4 T 4 -

EEEM
PEGRSEZ T, B3 F BEAR I A IR LD R

REETHD BA AL ARM BCF AsiAT,  LUERSE R AEMAT T 02N .

a) Wit BT “SUBSCRIPTION ID” 84 b4 3T 1] ID 135 o
b) W BHITH “RG NAME” J1& ek 1 10 %5 4 44 7K
c) W BRI “FUNCTIONAPPNAME” H-4: i oy 4 1) ok BN 2 75

PAF 7l 27 T LogicApp.txt S ) JLAT

"AutoScaleManager": {
"inputs": {
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft.Web/sites/FUNCTIONAPPNAME/ functions/AutoScaleManager"

}

}7
"Deploy Changes to FTD": ({
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAME/providers/Microsoft.Web/sites/FUNCTIONAPPNAME/ functions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft.Web/sites/FUNCTIONAPPNAME/ functions/DeviceDeRegister"

}
}!
"runAfter": {
"Delay For connection Draining": [

d) CRMIE) gt mli, sOR i ERIAME (5). X2 Wi Autoscale (1IN TR AR . LA R 7Rl w75 T LogicApp.txt
A LT

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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## Aure 2385 A I

"frequency": "Minute",
"interval": 5

}I

e)  C(H[ih) AT N A, sOR FERE (5). X2 W I o REARARIIND, 75N ER B & i M threat defense
virtual "R BUA RN TR RS . LR 26 wor T LogicApp.txt SCAFH 1 LAT -

"actions": {
"Branch based on Scale-In or Scale-Out condition": ({
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

f) (A SRy AR, o0 BB (10)0 RXRAES Y 5 15 AHFATAE PRI ). LU -l s T

LogicApp.txt SCAFH 1 JLAT
"actions": {
"Branch based on Scale-Out or Invalid condition": {
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"
}
e

XLEP BB ] LU Azure [T/ 58 A RTELNE R, 1525 Azure U,

SR 2 B EEN AR (Logic App codeview), MHFRERIA N 28 IR S0 %R /5 1Y LogicApp.txt SCAFINZE, SR )E iR
17 (Save).
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. S Azure B85

$IR3

T4 A, eIt inielr. i “IEAEE1T” (Running) AR AT A T5 S

27:12 %8 M RS E

*  Rov-lge-app | Logec app code vies
¢f» fidv-logic-app | Logic app code view

# g
& Diagaarie and sobve peoblems
Dviopment Took
A Loge mop deiigrar

arises

AP eoneactonn
S Quck vart g
B Rreane motes
Sattings.
© Weortfiow sating

L

TRAFZ N A, EaT “ZEH” RE. M2)H3) Auto Scale Manager B,

[ 28: ERBEEA

oot/ 160 F70- 4040 - 4407 - Bad0- B ERRBITES rasourt sbroua /1

TON_awtesealal previders/Micreneft et s ten/ Frdv-fusetdon- spps fustlens fadad

o Novlopeae
) frdv-logic-app

+ Cantral US.
O acaries

Access control (4M) G L
DT a5 B AT

*
¥ Diagrone and solee problems Summary
Development Bk Trigger
& Loge agp degner RECURRINGE
. Recamnce
4 Logie app cade view
FRECUENCY

n P ey 3 it

AP connuctions iy
o itk e gides Evabuated 2 tomes, fred 1 s in the ast 24 hours

W Ralease noter

11 rigger, 34 besicas
 Ciabled
2 heers 10 swtoestiul, © taed

COUNT
36 adtiom:

il i B A (Enable).
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[ 29: BAR N RIEITIRTS

] Rums history % Logic app ren

—

— = -

-]
[~ e T Preroe -

SRS RN RBIE, P S A0 SRR 52 1k o

LB 6 7 VMSS HHIGE & 15 IEAEG4E threat defense virtual SE4]

] 30: BRAAFGEE I SEBIETT

dome vt | instances

0 fedv-vmss | Instances

--------

B Cvarien

B acsrion Hame Status Health state
‘Acess control (1AM @ Craatng (Rusmng)

® g

(]
@
i
:

& Diagnose and sobve problems
Sattings

B instances

i Networing

# Seating

= sworage

F+4% threat defense virtual .

EMRBIR, /e ARM AR HoKs 'minFtdCount' BEE A “3” JE4 “initDeploymentMode” % & oA “Hb&” ,

KR ) T =A™ threat defense virtual S .

F2% threat defense virtual

threat defense virtual 1 2 A S #7 K FH BN LRSS (VMSS) UG e, Il 875250 1d Azure

REST API #: 1 J| 2% threat defense virtual.

)

R B LU AR REST %7 uii >k T4 threat defense virtual.

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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. F4 threat defense virtual

FriE Z 8l
o FREX T B TP 3E 4L 8T threat defense virtual BUGRCA (F21: 650.32.0) .
o SRIBOH T30 8 R UG AR 1) SKU - (f51l 4 : - ftdv-azure-byol)
o SREUCTH YRR AN LR AL 24 FR o

i
PR AW AT, #ELUR URL:

https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0

TR 2 AL A VEAE B

31: #+ 4K threat defense virtual

imeters rerserisirophane’ il

: Body

$IE 3 75K (Body) #5404 AL 58T threat defense virtual WHERAS . SKU Ffil &% 28354711 JSON #HiA .

{

"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference": ({
"publisher": "cisco",
"offer": "cisco-ftdv",
"sku": "ftdv-azure-byol",
"version": "650.32.0"
}
}I

PS4 Azure I N KA VMSS B85 M
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Auto Scale B35 .

BIAGHSAE BT 1 threat defense virtual SCBI AR AL, T IXLEPTSCHIRAES N A3 SR AF IR R 30
« BARNL TRl — e, (ABLA 1Y threat defense virtual SEAIKE 4k S48 H THE A5

o WA LVE o FIRAT A, TEh TR AT I threat defense virtual S240] . EHATIGERAE, i 7 VMSS T HFER
(Upgrade) #4401 . &K 555 5 sh )F TH203% 52 1) threat defense virtual SE41 . %8200 T3 B0 M 1 B8 i B X L
TH2% J5i 1) threat defense virtual 3261 1&5EE, NEWERILLAE.

Auto Scale iZ%E

I Bistr
fn] LUF FH ARM A5iAR 35 28 threat defense virtualAuto Scale R4 J7 AT KW UR . 76 ARM FAR 51
W], A LA NIRRT T R b

« CPU
* CPU. WIE URA 6.7+)

A

AR CPU SRR Azure AR AAFFRER AN B B 1A

ShEYRIZEE

* POLICY-1: %4{F1f] threat defense virtual [#]F-35 1 270 P 0 B (A0 4R 2 6] 7] Ay AR sk A7 i) 97 AL
N, Bl Ay k. A “CPU. WAR” §7 EFRARES, &M P i B B B AR 4210 threat
defense virtual [°FE¥) CPU st N AEF FH .,

* POLICY-2: 4Ff A threatdefense virtual ¥ & T3] G 45 AE BT C & (1) RS (7] Py R L A0 ) 47 i 1
fHEF, Kk sbmy . M “CPU. WAE” ¥ REIaFRIT, A e B USEEE T BT threat
defense virtual %45 [1F3) CPU st N AEA FH %,

A= RIZ4E

* WIERERA threat defense virtual BE ) CPU A= A5 Fir BC E: (14 1552 18] A IR T 150 22 A9 P 1) 97 B
fEH. fEH] “CPU. AAE” §ESRFRI, WIS H BT AT threat defense virtual 4 [ CPU FAA
A AR AL BTG B RS2 TR AR T ECE Y R 9 FEBIMEL,  PREE R 2811 CPU $iddidne /M1 threat

defense virtual.

15 BB
s WY AN UL T A R (RI— AN 3 /AR a4 & 1 4 threat defense virtual) .

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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. Auto Scale HRIZFFERK

o BB BT N AR FEFRARAS A N TR TSI I MR, A Ik AR R A . BRI, 7R
MR FEDLE I ANREFAANE FE WA TR bR . FEME LIRS, BTCiRIE R LA 7R TR .

Auto Scale HEiZFEFIAK

ToMR S 2 AR RN AL A R H L AU thAh, B a6 H &R A 23 RE A %2
o A PAEFE AN Azure pR B H &
[&] 32: Azure FFE H &

Irrvocation Detads
el | TSNS

st s
vty e cabdinspr’ Pansons Thit s i ooy el i1 Infpamion

Baarniehhonpe Tk 1o ok B ropsrenent. St (3L Vg VD51

 ATLLEE R AR N LA ERRIZ AT SR H & .

I3 BEMMAETEE

R R T R
2| Runs history = #  Legicapp run
£) Rrtresa Fun Cetads () Resubst (3
= = "4 -
T = | o "
-]
L]
-k.:o}:ow”-ﬂ!‘ 13
o
ucmakm-fmwmaw i3
Cameted.
] -]
[ [y il e e u

o 0o o 0o 0o o o 0 0 0 0

o GIRTFEE, A DABE IS (/2 LI H AT (E RS AT TS EE, BR300 M ETsT
threat defense virtual ¥ &40 T A —BURAS .

o FEZBN AT LU BIRENE AT/ BIAE S5 B e 2 (R I 1)

. E %! Cisco Secure Firewall Threat Defense Virtual N[ 1357, K7 7.6
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Auto Scale #ERIFAFR .

o I EAEB zip, AT CLBEIN TR BN o AETH R BN TR, S s AR N T OF AR AT
55 5E

Auto Scale £ 1| F0BR 1
#8%% threat defense virtual Auto Scale for Azure I, 1R L TR
o WA 6.6 LHEARMA) §7 @ poe ST CPU R,
o OBA 6.7+) FJdke n MEFIX CPU FIFI 2, sl WM CPU K AR 26
o T EBIRL BEL, ANCRE WA LA
o EEhLL MR AL IP M.
* threat defense virtual # 45 UGB A HAT 238 TP Ml
* INSZHF IPv4.

* Threat Defense Virtual Auto Scale for Azure 1Y SZFF U7 M) 5% . NAT Mg, “Fod E%ERE, T
B I 5% 25 2H AL FE B A B € threat defense virtual 5249 . 48 R e/l T & 8 b0y A8 ik 4%
HARCE . SRR i E.

* ARM Bt MBI REA B, PSR 20 Se s e A A A R IE .

* Azure i B 03T AYE BN A EE & 20 SOB A I RUR S Clns B8 ARy o &mr
DU Azure Key Vault JIR 55 (- 3 BBURECH

o FCE AR ] SE AN A B RIS AT H IS b SRR AU BRAEAROR B % B T3
K BE SR T SHERS B BUAT B 45

o WREAEBA S TS HOE G A B R, A BN AL A N BRI L S R L e
AT

=
W PEHERR
PLF 42 threat defense virtual Auto Scale for Azure [f)H WA 5 L A RIS
o FRER] AL Je M KA IR IPAEIF; KR B S e/ JEEE T ]

o Jovkilid SSH & F| threat defense virtual: #6785 & 750 i FAOKE 52 2R B 1 4% 3 3] threat defense
virtual; A 24T AUV SSH &R

o I HT S AT IR A . KT threat defense virtual J& 75 76 B0 82 11 i % SSH; ko v 2¢
SHEE,

o VRN KA RIS EEN) . threat defense virtual HRE (1 NAT /R A MK s A 2RI
2 A 20 AL Azare FEFLN 2%/ 1~ R/ S TE 15 . o

* threat defense virtual Ty EM B B A0 fu A B HPUL B8 LAY HNY threat defense virtual
P WEFAT; T threat defense virtual FRASHEAE .

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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B =Eancmiaz aue m

« N HLEVI R VMSS: # 7 VMSS A1 1AM Al E 25 IER .

o WM AT IR KNl £E4b R @ threat defense virtual 4% FAG 7T SSH 7 1) #r 7 & B .0
R A AT AT ), FAT Azure VMSS 7 threat defense virtual %45 R A

* 5THI ID AHOCH) Azure AR AT 1R SO UEREIRMK /o b Ak 4% T BRATIGT .

© WA EERATE R AT Azure SXAE ARSI A IR SE B, AEIXRPG DL N, 3 AT g
SOBIN FR G, (H R A SR B ER .

* FEMCTATATRC B SO H, ORI N I RERY, SR P IE AR AT AT 55 S e

W RAE threat defense virtual Auto Scale 55 Azure GWLB #525 BAH) 3B BT o) 81, 580G DA WfsHE
FR¥erN:

* Kt ELB-GWLB XK.

* K1 GWLB H I AR AR IR .

* 850 UE threat defense virtual B FZ 4R E R ERE AT VXLAN BLE
o KA A .

BRI IE Azure BB £

* Microsoft Windows 5 [fii/Z& 10 4 Fifibi

* Visual Studio (fif ] Visual Studio 2019 A 16.1.3 ZE4T0150)

N

ER Azure BREUEMH CH W50,

» “Azure Development” T/ 612 75 22 3E4F Visual Studio .

{# A Visual Studio 193

1. # “code” AP T EBAMITFAHL

2. SMEISCIEYE “FTDAutoScaleManager” o

3. {E Visual Studio 4T JFI H 3 “FTDAutoScaleManager.csproj” o
4. {fiH] Visual Studio briEREFREATTH HA L .

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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TR FIHEE Azure 5] .

[ 34: Visual Studio P &R KR A

O Fe Edt View Project | Buid | Debug  Test Andye  Took  Edensions  Window  Help ) ) £ | FiDAutoScaleManager ® - o5 x
no—ci:s-"-li-a'i © ML A B 8 Uwshoe &

Rebwild Sohition
Clean Sohution
5 FIDAucScaleManager Fun Code Analysis on Solution AeE11
=using System; + ’ .
Build FDAutoScalehanages hift+F6
using System.Threading - b - 3 < -
using Microsoft. AspNel  Rebuild FTDAstoScaleManager Ii 51 Schution FTDAutcScaleManager' [1 o
using Microsoft.Azure) Csan FTDWustoScaleManager 4 @ I
using Microsoft.Azure;
% Pack FTDAutcScaleManager b i Dependendes
using Microsoft.Aspiel B e
using Microsoft.Exteny ¢ Publish FTDMutoScalebanager =
using Microsoft.Rest.d ; gRore
Batch Build.. . o
using Microsoft.Azure, b€ Arure Operations.es
using Microsoft.Azure,  Configuration Manager_. b c* FMC Operations.cs
e - - fidssh
using Microsoft.Azure] Configure Continuous Delivery to Anure. = d“. o
using Microsoft.Azure &7 hostjson
using Microsoft.Azure Managesent.Monitor; b€ Manager.cs
using Microsoft.Azure.Management Monitor.Models; b Uties
using Microsoft.Azure.Management . Network;
using M. ntClient = Microsoft.Azure.Managesent . Network. NetworkMa nt;
using facAuth;

/% Scaling Logic:-
* If current Scale set capacity = 8, Start Scale-Out (increase VM count by 1 or by "MIN_FTD_COUNT' duration based on "INITIAL
* POLICY-1 : ScaleDut : If any VM's average usage goes beyond 'SCALE_OUT_THRESHLD' for "SAMPLING_TIME_MIN' dura

POLIEY-2 : Scalebut : If average usage of scaling group goes beyond 'SCALE_OUT_THRESHLD® for "SAMPLING_TIME_MIN
Srale-Tn @ TF all the WM s averase usare enes helow “SCAIF TN THRFSHIN® for ‘SAMPI TNG TTMF MTN' duration and current scale
Mo s found PAIRE) v

5. IR EN A G, SH1E] \bin\Release\netcoreapp2.1 L4k .

6. EEFTAMNE, il &i%F (Send to) > [E4E (zipped) 3443k (Compressed [zipped] folder), %k
Ja ¥ ZIP SUAFHRAE R ASM_Function.zip.

& 35: & fk ASM_Function.zip

» ThisPC » Mew Volume (0) » gt repo » cloud autoscale » Azure » FTOV » Code » FTDAutoScaleManager » bin » Debug » netconappll »

Name Date modified Type Sare
L2
AutoScaleManager Fide folder
s +
bin Fila frldae
A ConfigureFtdinterfaces Pin to Quick access
* CreateStaticRoutes Add to VLC medis player's Playlst
* DeleteUnRegisteredFTD Play with VLC media player
DepleyConfiguration 13-05-2020 07, o Move to OneDrive
Catikiinn DeviceDeRegister 1305202000 7-Zip >
DeviceRegister 13 CRC SHA >
rce DisableHealthProbe 13-05 Cisco AMP For Endpoints b3
FtdScaleln 13-05-2020 07 r
FedSeakiOut S Sendto > 9 Blutocth device
GetFtdPubliclp Cut 1 Compressed (zipped) folder
MinimumConfiglerfication Copy I Desktop (create shorteut)
WaitForDeploymentTask Paste il Documents
anForFidTe =3 Fax recipient
b = b pomellp Create shorteut b R
[ FTDAutoScaleManager.deps.json e 4 Mail recipient
| hostj 0-05-2020 02 T
s & hostjon Z Rename
4 Properties
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. £ Azure [E3] WAN L% Cisco Secure Firewall Threat Defense Virtual

1£ Azure £ WAN _Z[ 2 Cisco Secure Firewall Threat
Defense Virtual

Azure £\ WAN 7 A9 Threat Defense Virtual {37\

Microsoft Azure HEFL WAN SRH] “Hr R i 84 7 SRR A 25 Tt k2 40 194 268 R 43 SCHLAG A7 B 22 TR) PR 3L
. fF Azure Bl WAN ', ¥4 Threat Defense Virtual 5 Azure B4 /O8N BY T2 1 poCs )t
WEAAL AR R Mg (WRER. 2 KU AIE R D AT A 200 & BN 2 U7 )
Azure M %% 11 Vnet. A AGE T fd ] Threat Defense Virtual By k5% (1K) % I E L0, 128k M 40 &
FIEEL., A, TyERIEE .

N

IR Azure B WAN SCEMULA =AM 11 Threat Defense Virtual 37 457

1F Azure EL WAN .0 #E2 Threat Defense Virtual H G 2 M3y, A5.
o THRAEERERI LR 0 P S B K B i o T %o
* FIH Azure N EB I T8 (ILB) B9 N B IhEE .
o FEE IR A T e SCHCE Y R S .
AL R, WAN H0 2 Threat Defense Virtual 115 5, 1E S R7E Azure FEfl WAN _F#52 Threat
Defense Virtual,
183% Azure [E#1 WAN Lt Threat Defense Virtual i#{Ti £ A
Azure [E#l WAN FEIEEHRE X

Azure L WAN $&4L10 5 W S (BGP), 1XJ&—Mah& s i, nl 5 Bhifi & 7EA A Azure 4%
Z I RIE TR R A, RN SR R 3R . B WAN o fit—41 BGP & (T
SEHLR T PR RTEVA RG9S (ASN), RS ZAE S B A 00K L B A Threat Defense Virtual [ BGP
LB ) o

SR /T DUAE 5 S 5% 1 713 4F Threat Defense Virtual 1 T2l & 54 .
2k Azure T HITEANE R, WS Azure SCRY 25T BGP Al VPN W56,
KHEE

% A B2 Azure FEFL WAN A0 9 — Rt Zhag, Al fai A5 B 56 46 2 F & Y ot B3 & 31 o
325 1) Threat Defense Virtual [57 K 3554786 25 B F2

ARTVEGE R, 1S5 Azure STR IR H 8

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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https://learn.microsoft.com/en-us/azure/virtual-wan/how-to-routing-policies
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T'RET
SCPR B KA R T T B8 B TAE Azare HEADL WAN H10 #5585 1] 0] i £ B i & /) Threat Defense
Virtual 5241 (NVA) [ SE4] KNI

Blan. Wi KNk D3 V2 HPA Threat Defense Virtual 5241 1] L7 £F 2.8 Gbps, Il NVA Fit & 5E X
“Jj Scale-Unit-4: 2.8 Gbps.

3= 21: -T2 1528804 Threat Defense Virtual &1t 245 5

VRET Threat Defense Virtual 5= | S2{5 358 Bt 8 HFRA
i

4 2 Standard D3 v2 3.2 Gbps

10 2 Standard D4 v2 4.8 Gbps

20 2 Standard D5 v2 12 Gbps

40 3 Standard D5 v2 18 Gbps

60 4 Standard D5 v2 24 Gbps

80 5 Standard D5 v2 30 Gbps

BRI

#®O

Threat Defense Virtual S R =AM R LI TEE, B4 Azure R NVA £ HEES R =AM,

\}

R TR =R LR Threat Defense Virtual 7.4.1 A BB RAS S5 7E Azure BT WAN 30389 4% .

Threat Defense Virtual M £%4% H 1 =ANFWUTR
o BIBREO - E T A IP Ml Threat Defense Virtual 38 245 BE O — MO,
« SMERIEO (W FE) - T &N Threat Defense Virtual A ZELHIA M IP bk = 4ME0.

s WERED (LE) - 'E2% Threat Defense Virtual 342 2 fE L WAN HE2k 25 F1 P4 358 =ML 2% 1) 52
EHEH IP i E=1EO.

Threat Defense Virtual /£ 7 P48 [ #1i%Z & (NVA)
PLF &S Azure £ WAN 1 [#) Threat Defense Virtual {F 4 NVA ¥ W 28 it B A7 S (1K ETE T fE
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PR 4%+ F

1£ Azure L #BZE Threat Defense Virtual |

* 7F Azure L WAN | #28 Threat Defense Virtual #[A], Azure <>7F N #5618 VNet F117- M, [Xl
I, FEEE SEUE TR B s A e AT, (B2, AT DRSS R A A IER R S EI R FTE 1P H

hks

o TTCIRAE M 26 22 PO RN D e P 11, (H X 2 b

AL A VF TCP 5 11 443, 8305 Fil 22 425 HIBER o

FEAE B IR e SN B I B

© W DX SLVRAE Azure FEFL WAN HGCN RISy JLIE4 (0 P 350 199 0% P EAT 308455

Azure £ WAN (> %t Threat Defense Virtual 59375 15] BR 51

s SR RUA RV ) A5 PO A A B N T 28 BT %
B O3] AT 0 A SRR AL AT BR e 52 FR Vs IR BFR o

VR4 5 ) Threat Defense Virtual sS4, 4

Azure FLE N S HESEIS (JIT) V5l DR, & RVFRE SOMFEE N T RD7 AR . A58 T 115 &

152 Azure SCRYH ) Azure FGE N FH AR FO R B o

IP ¥
* N ZEF IPv4,

AXIFRIThAE
« RIFFE I Day 0/ & CEHREAT S F
* Threat Defense Virtual A SRR FEbrii AL 4 2] Azure.
o ASCRRIE F B AE RGBT RE L .
« NIHFFHT SSH %416 5% 3 Threat Defense Virtual.

* INSZFF PAYG.

]
1 F RS G814 AR P ) BYOL

VEH Azure B, WAN 0 H ) NVA, Threat Defense Virtual 2380 i3k H0a /) P9 28 v 2 2% b SRy il >k
AANFIAM ML GREAD  (BIaEEE. 4332 [0 ] 8iE 4 VNET) [ 45 5 o

PO 2 30 T PRI LA B 23 28 LA b
* R PSCENINSL
* ZR74: VNet # VNet
s Bdb: P CEIHEK
* §dk: VNet 2| HEH
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| 7 Azure L &3 Threat Defense Virtual
mesmit |

\)

B A AT Threat Defense Virtual )\ EEAM 21 VNet 9 32 KR

\}

ER BT LLES Azure I E 2 AL, JFIER BB WAN. BEAL, SR nT OB A O AL E S TE B
LK) Threat Defense Virtual, [ 4< 75 F1 55 b i A6

BN EHR WAN A0 3% Threat Defense Virtual X9 B9R5 LR 24 AT
HAH 451 Threat Defense Virtual 25 1F LA 145 2 18] SR K X 28 9 1
* SPSCF VNET (JRZJNMR) EFHE R WAN Hul,

36: Azure 21 WAN 01> R Y Threat Defense Virtual B34t S 4 MR M

North-South (Branch to Internet)

2 Internal Load
o Balancer (ILB)

o/
Pl . L [p—
Private NIC Private NIC
3 \;-O B 1\
Public NIC Public NIC

Threat Defense Threat Defense Virtual

Virtual instance 1 instance 2
4 (VA T) (NVA2)
: 4D
@, s
. ’ Site-to-Site IPSEC, ExpressRoute or Peer-to-Site > . ’
4
7
H

Web Server (Internet)

Virtual WAN Hub
On-Premises Network Azure Gateway

PR IRA 28 T R AL A AR it e R

1 ARHL SRR R I% S Azure MK

2. WOCHRF ILB.

ILB %% Threat Defense Virtual (NVA)

NVA SNAT #5245 PIP Jf ki 2 B K

5. Web JIk%%#%/n 5 5245] PIP Threat Defense Virtual (NVA) 23 #0H SNAT J-4% % 31 W % .
6. WHICHE K BIACH M 45

A W

BN EH WAN #:> 3% Threat Defense Virtual X4 B9 < P8 244 AT
B3R F 51 Threat Defense Virtual £ 25 7F DL 2% 2 7] AL ) P 48 0 2«
* PSR VNET (JZIRSRD IEHE S| L WAN ol
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7€ Azure #BE Threat Defense Virtual |

| BEEEED

o MCELIE I BT B2 21 fE 8L WAN A0 4 32 8 VNET.
[& 37: Azure £ WAN 0> fa &Y Threat Defense Virtual Z= 78 5% S 4& AT

U4 4h 2 $i7 Threat Defense Virtual A 771 £ 31 HE 400 WAN Ol s 28056 550 (93 3CF153 30 1 VNET
F| VNET Z [A] T 9 25 i o

East-West (VNet to VNet)

4

Internal Load
Balancer (ILB CA)
2

Privata NIC ['EI
. [.EI — [.EI

w

Private NIC

Threat Defense Virtual Threat Defense Virtual
instance 1 instance 2
(NVA 1) (NVA 2)

Virtual WAN Hub

DL PR 41 T 2R PGt A M o () o i e

1. VNetl Kiit AL 5] ILB.

2. ILBIEHIL P —MEsh .

3. Threat Defense Virtual (NVA) F#: k1% 2] HFx (VNet 2).

4. VNet Kt KIZ 2] ILB.

5. ILB B854 Kk BIAH Y [ Threat Defense Virtual (NVA) JRZ .
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| 7 Azure L &3 Threat Defense Virtual
7£ Azure EHl WAN %32 Threat Defense Virtual .

6. Threat Defense Virtual (NVA) ## 9t & A& 240 VNet 1.

1£ Azure [E#1 WAN _EEB32Z Threat Defense Virtual

T LUE H Azure T3 _E3RALH)IE H T Azure FEH) WAN /) Cisco Secure Firewall Threat Defense Virtual
e, AE Azure FEHL WAN 055 Threat Defense Virtual.

AR &1
* Microsoft Azure Tk F* » % 7] LL{E https://azure. microsoft.com/en-us/ il & —4>,
* fERERL WAN _EAIEE—A . A7 CHE Azure FAIEEIITOME R, 1S Azure SXHY 1K
L
* PR RERL WAN Hoo btk 23 fB) /N 3055 /23
D
Note  Microsoft Azure foVFfdiH /24 Hudik 2% 1] (K1 2P WAN . (HiE, HT AR
KA R IIRE, Microsoft ANEEUGHE ILR ity e ANSCREAEHUIE ]2 /24
I RE L WAN 028 Threat Defense Virtual o
o MRHERENK . F ] LATE Cisco B Ml —A .
S
Note 8 Threat Defense Virtual SZ i, 8 R] LAAE A fIN 2103% S0 (TG A SLAE T 1P,
BERE
o EBRAE T - TR 0 7 0 R U0 R R B o
o PRI CRAFE) - FH TR il Wl 7 10 i 052 42 21 A 8 - AL o
o SNSRI CRAFE) - FH TR Wy 7 10 i FOLZE 2 21 8 AL 5 o
iy 2 i 42 PR
DLR YR B30 T A I 7 AR AE Azure M4 WAN |30%8 Threat Defense Virtual [ TAE7FE .
! ate a 2 Create 3 “onfigure 4 onfigure 5 eview
VI\?[[E:Z:H the Resource Group > C\u'irrtl?al > FMg rc;itrzﬂion —_— 3'::; deploy
Azure Cloud Azure — co:f:‘:ure hub for Threat details Threat Defense
Marketplace Managed Applications Defense Virtual Wirtual
|
i
6 Register 7 8 9 Configure 10 ]
ot | coware | Comwe CoowrCamey | Cotom
Canter De’aﬁ:n“;‘:”a' Interfaces Interlaces or Static Probe
Routing
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https://azure.microsoft.com/en-us/
https://learn.microsoft.com/en-us/azure/virtual-wan/how-to-nva-hub#hub

1£ Azure L #BZE Threat Defense Virtual |

. {ERBERT RAEIRTE Azure [E1 WAN _EEBE Threat Defense Virtual

TiE=[8) L
::f'i D Azure Cloud A il e J5 BAMAE Azure JEHL WAN | °% Threat Defense Virtual:
~— 1 Azure TP IR “iEH T Azure VWAN [f) Cisco Secure Firewall
Threat Defense Virtual” .
( é\ Azure Cloud 18 o 77 ZAMRAE Azure FEF) WAN [ %8 Threat Defense Virtual:
B IR A R E AT N .
(3) |Azure Cloud A 5 EARAE Azure JEHL WAN |0 Threat Defense Virtual:
W B AUl O R NVA BRI .
4 Azure Cloud A R 7 A AE Azure HEH WAN 3528 Threat Defense Virtual:
fid & FMC FEMHELE B
5. Azure Cloud A FH At 7 ZEAMRAE Azure JEHL WAN 338 Threat Defense Virtual:
T FE I #6& Threat Defense Virtual.
6 EHROB ST | R B0 Threat Defense Virtual 2244 732 M Threat Defense Virtual
i S
7 EHPLEBRAE | EED: EEEINSIASED,
ik
8 FHALERAE | RO E R H: RIS IP Mk, AR A R DR B
s
9 EH PO ERAAE | BRI S E T M e (BGP) B ER A th
BLIIEN
10 FHPLEL A | BCE IS TIROUERI D RE: O EISATIRGUERII LS H ILB, A& XS Threat
2% Defense Virtual 544 %ﬁum P AT IR

{E ARR G Z1ER1E Azure E$L WAN _Z82Z Threat Defense Virtual

DL BB
Virtual.

K Azure W ELEMTEANGE R, 1ES

Procedure

P

87 WA FH Azure T 3R AL AR Y7 R AE Azure JERL 35 M L5 2 Threat Defense

X FE7E Microsoft Azure HE 4L WAN PR35 % 8 Threat Defense Virtual T 75 [ T2 0 PR 51 % .

G E| Azure IR FEAE (ARM) [])7

Z i (Azure AT .

Azure [ 17 o 2RI AMAT FIAORIBR K B ILEEZR, 8 i O B e K

$IE2

RIREFE Azure 13 > BRI .
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https://azure.microsoft.com/en-us/get-started/
https://portal.azure.com

| 7 Azure L &3 Threat Defense Virtual

B

3

{EFfRR 5 EARHRAE Azure [E31 WAN _EZBZ Threat Defense Virtual .

ETIZ P ZERF Azure VWAN B9 Cisco Secure Firewall Threat Defense Virtual, &A=, AR5 St

(Create) UL il /mE 7K (Basics) ULl

= Microsoft Azure O Search resources, services, and docs (G+/)

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © [ cisco-secure-fw-virtual-dev v ]

Resource group * O ‘ v l
Create new

Instance details

Region * O East US v

Managed Application Details

Provide a name for your managed application, and its managed resource group. Your application's managed resource
group holds all the resources that are required by the managed application which the consumer has limited access to.

Application Name * l l

Managed Resource Group * l mrg-test-cisco-tdv-vwan-nva-preview-20231207100744 v ]

previous | [ nee | [N
il & Basics W& »
a) IEFREITH
b) AIELHEIRE.

c) IEFEREAL WAN rh O Ry A B B X ek, 0 T B AT R AT SRR (W an 48 WAN iy Threat Defense

Virtual. M%5, (R B ROEA R
i & L E [ FiE415 2 (Managed Application Details) # &' .
a) AN ZAEILHUE Threat Defense Virtual SEHE2E 8 NVA BFIFEE SR A L N H B4 Ko
b) EFHHE Threat Defense Virtual S 1FEE T4

i T—% (Next) , W7~ Cisco Secure Firewall Threat Defense Virtual - NVA T

Create Cisco Secure Firewall Threat Defense Virtual VWAN NVA BYOL

Basics  NVA Application Settings Cisco Secure Firewall Threat Defense Virtual - NVA  Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create

WAN Hub © [ hub1-eastus V]
Cisco TDvNVA Name * © [ cisco-tdv-nva ]
Scale unit* © [ 4 scale Units - 3.2 Gbps (2 x Standard_D3_v2 instances) V]
Virtual Appliance ASN * © [ 65222 J
Enable Ingress ©

Public IP Address * (O [ test-pip v J
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7£ Azure £} Threat Defense Virtual |
. {5 AR 75 RAZMRTE Azure [EH1 WAN L E3E Threat Defense Virtual

PET ACEERLH NVA PEE
a) M VWAN Hy (VWAN Hub) FHz412 g £ WAN b, LU Threat Defense Virtual S24 .
b) NELEZE ) Threat Defense Virtual SE41 % A IE 24 1F) 24 FK
c) IEFEE X EHE ) Threat Defense Virtual S EE KIY EH.IC.
fsnl LLE B BT P AT, DLSZBLITT I NVA ks o). i, #%¥% 43 RBE T - 2.8 Gbps (4 Scale
Units - 2.8 Gbps)(2 x Standard_D3_v2_instances) % “f BBRETHE - FHERF (AELFIFKRH 2
N Threat Defense Virtual) .

Note
I P TC s UL L Th BB ) Threat Defense Virtual S2451 K H o e s 2870 i i

d) HAERLEE ASN.

Note
BN ASN {HAAAE 64512 - 65534 JulH N -

$128 i T—% (Next) LLE R Threat Defense Virtual - B2 & (Threat Defense Virtual - Configuration) T .

= Microsoft Azure L Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration ~ Tags  JIT Configuration Review + create

NVA Software Version * © ‘ 7.4.1-139 v ‘

Admin Password * © l ‘

Confirm Admin Password * © ‘ ‘

Do you want to enter FMC registration @ Yes
information * © O o

FMCIP* © | |

FMC registration key * © ‘ ‘

FMCNATID © | |

SO I FHAIRARA NVA SERRANE A

Note
P BRI SR AR I AH Y. Threat Defense Virtual IRAIEZA M) NVA BT E . R NFIFR P IEEEEIE
IRRAS o

HE10 G IFAfIA YT R 12 Threat Defense Virtual SE491 G 2 Y5 2 BT 75 0O B B3 2500,
LN SEE (Yes) N FMC EMHER.
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| 7 Azure L &3 Threat Defense Virtual
S FAMRAR TS RAZMRTE Azure 1L WAN _EERE Threat Defense Virtual .

a) %A FMC IP Hihit.
b) A F T Threat Defense Virtual SE[1) FMC ST E4A -
Note
* FMC P H LUK N 1 2 37 N ERF AR 457 o 7R8I Threat Defense Virtual B, %05
TEEH L i %4 .

) [RIIZE] Far AN AE S M HA () A FH 1 2 R0 NAT 1D
Note
* NAT ID 2K ESE 1 - 37 N ERFZ AR AR, ANAE—J7 AR 45 1P Mk, 7E57E ALl
W& A FE ML R R o NAT ID A E 2 —AN— Ik Ess s, R s Z00e ME— 1, 1 HLASRE# HA
SEAFTE OB o AR T, T 45 A EYS I Threat Defense Virtual I 7E FMC _E& & A1 1)
NAT ID.

$£B12 AL T—45 (Next) UUCEFRIE (Tags)o

= Microsoft Azure £ Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags JIT Configuration Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same
tag to multiple resources and resource groups. Learn more about tags

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name © Value ® Resource

: | Microsoft.Network network virtue

HIB13 ST —4 (Next) LU R JIT BLE (IIT configuration) Ui .

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .



7€ Azure #BE Threat Defense Virtual |

. 1 AR 75 AR 7E Azure [E 1l WAN _EEBE Threat Defense Virtual

= Microsoft Azure 0 Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration
Enable JIT access © @ Yes
O No

Customize JIT configuration

Previous Review + create

BONEHLN, BA JIT ihiE (Enable JIT access) £ i3 &N =& (Yes), XAER A H T WECYs ), LA PE Threat

Defense Virtual S0 - HE4T #e s HERR .

®14

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Hili T—% (Next) L B/ EFH+EIE (Review+Create) fi.

Cisco Secure Firewall Threat Defense Virtual - NVA

VWAN Hub
Cisco TDv NVA Name
Scale unit

Virtual Appliance ASN

hub-eastUs

ciscoTDvNva

4 Scale Units - 2.8 Gbps (2 x Standard_D3_v2 instances)
65222

Threat Def: Virtual - Configuratior

NVA Software Version 7.4.1-139
Admin Password FE—
Do you want to enter FMC registration i... Yes

FMC IP

FMC registration key Xyz

FMC NAT ID 651234
JIT Configuration

Enable JIT access Yes

JIT approval mode Automatic
JIT maximum access duration 8 hours

K7 7.6
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| 7 Azure L &3 Threat Defense Virtual
7E B IR 0 AL B Threat Defense Virtual .

SIS FEF 2R, B EITH . NVA. Threat Defense Virtual I JIT B & FEAE B, B2, KRG s
£I3& (Create) LATEEFL WAN H0 |55 Threat Defense Virtual (NVA).

P16 2 ETT (Home) > &£ (Security) > F =771/ (Third-party providers), #&J& s Mg E#LIZ & (Network
Virtual Appliance), gL A FAIH T NVA.

gpatward-viVan: an-Demo-HUB

= gpatward-vWan-Demo-HUB | Network Virtual Appliance  #
frbual HUE

| Add Network Virtual Appliance

Dhasrvigw Metwork Virtual Appliances

Mame Provisioning Slate Offering Irnstanee

Connectivity

B cisco-ngfe-mia-eaTGTjkpusine Succeaded ciscoftdtest

&: User VPN (Poinl Lo sile)

Fouting

& Routing Intent and Routing
Falicies

(=) BGP Peers

® Routs Tables

EE Effective Routes

Secuity

o Azure Firewall and Firewall
Manager

Third party providers

i Metwork Virual Appliance

ST L NVA DLAE G 2RI FTA Threat Defense Virtual SE41 .
fas ] LU F S249 R B 20 TP Mk 15 1) Threat Defense Virtual, J##iH] SSH %%,

Note
fRAE PO B 4R Threat Defense Virtual SE4 )2 TP bk T4 88 # 8 A0 i 52491

What to do next
FEMIERC B S A HE O ) 0 22 1) Threat Defense Virtual 5241

EETE P ECE Threat Defense Virtual
fn] DL ok A B OOV B AR O R 2 IR BES Threat Defense Virtual SEH .

@17 Threat Defense Virtual fit & A E BT HHITE XN %, B E&EH, DUEEBEWRIAEZ AN K
o b S R A TR . WA A N R T A TG A 8l HE % 21 Threat Defense Virtual SE41

AR T EMEAZE S HE RO L E Threat Defense Virtual SE] I3EA D,
HRFE R, 1ESH (Cisco Secure Firewall Management Center 345 E15F)
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74.html

1£ Azure L #BZE Threat Defense Virtual |

. EETE H 0 A Threat Defense Virtual SE45)

EEIE S F A1 Threat Defense Virtual 2451

Procedure

TS WA ZBAE A BE A O Pl R A AL R VR E R WAN 00828 (145 Threat Defense Virtual 5241 . ‘& Af
DL B 8 PR s o s R B 5 0 3 31 X e S 43

Before you begin

o T Azure FEHL WAN H0 FR 528 ()44  Threat Defense Virtual 5241 (487 BEA ) 1P bk, & T
1A B e rp BB RN Y S

o R PO R AU . TES TR I .
o BT I FE I SRS o 15 S W) B i L Ay n) 923 ) SR
o ZEHLy B2 Threat Defense Virtual 81761 &8 1) FMC JE 2548,

P G,

P2 KREHIRE > REEE.

SIB3 Sl (Add) > &% (Device)

FEA AP EE Y Threat Defense Virtual S5 23 TP Hudik

H1E5 Lt Threat Defense Virtual SE41 1) B = 2 F5 o

FIE6 W ANEIEF O EE Threat Defense Virtual H1R] 6178 108 BLALODEEEMZESA .
T MEH (Group) MHyIEE, &£ A SN Threat Defense Virtual A7 £ 4
L8 i EEHI KBS (Access Control Policy) FHu4IE8H, EPEELN T Threat Defense Virtual S 45 1) S o
IR R A A RN R

P10 SGEEM (Register).

SEN ESPE 2P 10, AR Threat Defense Virtual SE451 .

What to do next
Bt & Threat Defense Virtual SZ41 42 11 .

VEF Threat Defense Virtual 5261 )5, A07EE FEALOECE O,
Azure EHL WAN (SCRFE =AM 0, HECEW .
 EHIBEL, KBAHIPENF AN,

 GNIBEELL, B TP RN AR
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/get-started-device-management.html?bookSearch=true#ID-2242-000007cf
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/access-policies.html?bookSearch=true#ID-2176-00000240

| 7 Azure L &3 Threat Defense Virtual
wpnrans [

© WIEBEEE, R P AMES =AM G EHTIP) .

Procedure

FE1 BREHP L.

$IE2  HRig% (Devices) UL

$1E3 S 503K Threat Defense Virtual $7 5 (1) 4msE K45 o

PIR4 RSO NgRE K bR . 10 GigbitEthernet0/0.

SIES M outside fENFHE —MNMZHRIL .

$®6 L 2BA (Enabled) ZIEHELLE % L.

FIBT  (ERLXIE (Security Zone) Rz, ik Outside.

HIB8 il IPvA SRR, AL TP A,

FIE9 M IP B (1P Type) Nfusil&kH, EH{ER DHCP (Use DHCP) 442 L& i )\ DHCP RkH TP Hutik.
HIE10 &P {ER DHCP REXZKIABE H (Obtain default route using DHCP) & iEHE.
FEN (EBIABEH (Default route) fabrh A 1.

FIE12 il OK DURAFLE .

P13 TEREDE 1 D] 10 DIECE N .

What to do next
Sy UG E
AEOBEKEH

AL G P 20 43 TC R O TP Hiudik, A SNSRI P S B VG A B
o BB 1 b BT I OC TP ik AR Ay i A7 5 A (R BR UL

o PRI 11 it ey G A 090 5% TP St A Dy s A IR DU I et R A LA v o 9 465 90 B A A ) St 2
IDENIN=: 35

AU PR B V) TP b P HE AL b ik 50 5C TP it

THESNERFN RN ERIE O AY MY < IP Mt
AR BB R AR R C R B IS TP Mk i R,

Procedure

S GREHE L.
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1£ Azure L #BZE Threat Defense Virtual |
B oomzEnmEsies

PR 2 H3ig & (Devices) > K& EIE (Device Management).
HIB3 Ui IELE 0B E 11 Threat Defense Virtual 4]

$IE 4 76> Command H &)+, %i X\ show interface GigbitEthernet 0/0 DIZRHUAMNT#Z M E, S i\ show
interface GigbitEthernet 0/1 DASREUPHE HEC & ¥4I B .

LIRS HELE 1 2084, DRI 1 8RAMRHEE L TP Mk A1~ P9 HE A ko
WIE6 0 A A A 1) 1P Huil R o
PR FIEL TR vk 5 SNSRI 199 5K TP Mk
o BEPFSANERE R RO TP ik, B BAT LA R R
f54n: XFT GigabitEthernet0/0 (HhiBEEIT)
IP Hiufik - 15.0.112.136
T HERY - 255.255.255.128

Rk, W2 IP ihbvl 58 R M 25— 1P Hihl) 15.0.112.129.

o SEPFEL TR LM C TP Mtk AT B R
f5an: XFT GigabitEthernet0/1 (PHB#EIT)
IP #uhi - 15.0.112.10
T WD - 255.255.255.128
P, PG TP T CHIBE 719 R i) 25— TP #bdik) 15.0.112.1,

What to do next
A N B AN 1 B o

A 5INERE O BC & BAIA RS H

Procedure

B EREH L,

PR 2 2 & (Devices) > & EIE (Device Management).

$ 183 fiidi Threat Defense Virtual SZ4)

$IE 4 S E (Routing) > E&7SEH (Static Route).

P®S SHRINERA.

$I6 7:3EO (Interface) My, %+ Outside,

IR T {ERI MG (Available Network) T 44N L F: any-ipv4, A5 SilidRm (Add).
LI 8 H ML IP Huhk:

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6



| 7 Azure L &3 Threat Defense Virtual

a) Sk + EIARCLZ I o6 5

b) I L0 G 2 FRFN UL o

c) MiiEM (Host) M.

d) N ORGP Hidil .
e) MRTE (Save).

A1 R ERE O BC & BRIA S H

Before you begin

snmzonsniiss i

B IAE 2 2% 3438 Threat Defense Virtual ) CIDR IP #bhik. #5205 B4 AERC & AN #iRE 11,

Procedure

TE1
$IR2
PIE3
IR
PIES
$IE6

TE7

SRR

¥ 218 % (Devices) > & & E 1 (Device Management).
#itli Threat Defense Virtual 5241

M B&H (Routing) > B#7SE&H (Static Route).

iy iz g=z

7E3£0 (Interface) FHrglZ T, E# Indde.
A5, DAL FHAELE 3511 CIDR TP Mk SR & Py 342 11
a) ity + BEIARDAA I B 6 5 o

b) N R ZE R G A R AT

c) miiiEH (Host) M5,

d) HAHULME CIDR IP Ml (& bR )

e) midifRE (Save).

AN 2R G, DA A s B i as s A7 RO TP Stttk ok e 8 A FR 4% 1

a)  mirh + EIAR DA I 9 25 0 %2

b) I LN G 2 FRFA UL o

¢) sidiEH (Host) M.

d) i NTERIET RS L IR TP Hahik. #40: 168.63.129.16.

1 TP sl s v b il ] 5 bl

NG TP Mk

a) ity + BEIARDAA I R 6 5

b) H AT G A FRFIU .

¢) miiEH (Host) M4,

d) FN TSR PR I G TP M.
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1£ Azure L #BZE Threat Defense Virtual |
B ==neee

e) MiiRTF (Save).

fic & it = FX
ST DA S A eI B S B (BGP), F T Threat Defense Virtual S5 55 H 0 2 18] A B8 A2
oo TE ST LA RERL WAN A0 ) 9 45 908 B G P R AP AN [R) 4% 1l v
BGP & —FEhA& K HY, EHRIEF00 5 Threat Defense Virtual 452 [8] (1) 52 I B AT ek % [E 1%
FH o 1110 A I 38 ] T i P 3 el B S OR AT B
% Azure BRI WAN BN S, 152 % Microsoft Azure JEFL WAN SCAY.

P B AR SIS

Procedure

B BEREH L,

YR 2 A2 #E (Devices) > % &Z£EIE (Device Management).
18 3 515 Threat Defense Virtual 52451

F$IB 4 5 E (Routing) > #7585 H (Static Route).

PI®S SRR A.

S 6 73O (Interface) NHzgI£ |, £ Outside.

W R ERCE N RIE L, 15 1L FE Inside.

ST ININMZEN % 1P Hidk:
a) ity + BEIARLAA IR B 0 5 o
b) ARG AFRAIL .
c) sidiEH (Host) M4,
d) #A IP Hbik.
e) milifRTE (Save).

/& F BGP 3%

Procedure
T GEREH L.

SIB2 RKIEFIEE > REEIE,
18 3 515 Threat Defense Virtual 52451
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https://learn.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-bgp-overview

| 7 Azure L &3 Threat Defense Virtual
mEscr iz i

S 4 5 (Routing) i,

$B5 S EMIZE (General Settings) 1) BGP.
$® 6 ik /2 A BGP (Enable BGP) &Ik HE.

PR BANEH LN AS 45 .

PR 8 AR TF (Save).

What to do next
fic'& BGP 4h )

fi. & BGP 4B /&
Procedure

FB1 BREHEp L.

L2 % BGP>IPv4> 4B (Neighbor).

$£IE3 kP Enable | Pv4 HikHE.,

PB4 HAERTLM GRS (AS) ST .
PSRN (Add) LA IOk P .

$®6  MALAC T BGP &5 —AN 1P bk,

$HIEBT  krhEREFRYME (Enabled address) B iEHE,

$®8 7EiZiE AS(Remote AS) FEIHHIA AS 45 .

L9 LT ER (Advanced) K I ZE R E#ELEIE (Disable Connection Verification) & EHE
P10 S RTE (Save).

PEN EELE 1 2P S, U BGP % s A 1P Hulik.

What to do next
45-uF BGP 4 Hfid &
U5 BGP IX AL &

Before you begin

it BGP &5, B IE 15 il i BGP 3 7E Threat Defense Virtual gL WAN .02 [8] 2
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Procedure

B FREH L.

HIE 2 R % (Devices) > & & E1E (Device Management).
#1823 il Threat Defense Virtual 24 .

$E A 1R (Device) > E# (General) #LF CLI.

$£IB5 /£ _Command 7B, %A show route LLEEE FF I IFERSIRA

Note
1D B 7~ BGP £ 55 Threat Defense Virtual [F3ERSIRZS .

BeE TR R TN BE

1£ Azure L #BZE Threat Defense Virtual |

ZLfj & Threat Defense Virtual JREFREIRA, 500 200 B VE 12 2 P9 #0285 15 2 (ILB) PR Bl 11
(CZA51E) o ILB it TCP ¥ 11 443 34T & B AR OUES EX 4RI, LG AIE>K |7 Threat Defense Virtual

(1 0 1

Procedure

T G,

$B2  KIKEFIEE (Devices) > E &I E (Platform Settings) > #i 58 (New Policy) > EiBhBEE1i&E (Threat Defense

Settings).
SI®3 4 Threat Defense Virtual ¥5INETSRES, LDLERE R H 2.
T4 GO R

$IES  EPBAHTTP RS (Enable HTTP Server) Hi%HE, SRJ5{EikO (Port) 7B 443,

$£IB6 ik + 3550 (+ Add) LAKCE HTTP Hudik,
LBT  EFEITROERNZS P Huhk 255

IR 8  MATARXE/AED (Available Zone/Interface) M 1 1P bk, K5 fidhifRwmn (Add) LKL N 212 € X i/

#0 (Selected Zones/I nterfaces).
$BI  AHE (OK).
HIE10 K IKIEFRIRE (Devices) > & & & IE (Device Management).
FEN B MARKEE (Applied Policies) K2 i 44 B Ax o
$1E12 NFEGIEE (Platform Settings) T 7513 o ik £ 550
IR ARG 75 2 S IR ] 2 A T

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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ey

AR E HTTP Ui M VELIE B, 1S HACE HTTP.

AR HERR

PL R A& HE48 WAN 7 Threat Defense Virtual ()5 WS AR $E R -
o St A 13 Threat Defense Virtual.
* K0 1F Threat Defense Virtual X5 B /0y A T AR GL RIS, 7 1) Wi Y
o JOAIE PRI AMEE IR AL YOG TP Mk I
KA AR .
* AKJ% 4% Threat Defense Virtual [f]9F RFC RFC 1918 #fi{- 4 th = & vh 4 i o 4 F ki)l
RFC 1918 s [l »

o BB AR B R . U SR AT 528 Threat Defense Virtual B A8 24515 . S FJ{EIBKEN/NFR
ZF 23, M HUB Huht==[8]f) CIDR /) T-5%% T /23,

7£ Azure FEZRZE 351y IPv6Cisco Secure Firewall Threat
Defense Virtual

REENFUA M Azure |17 335 32 KF IPv6 f) Threat Defense Virtual.

X F7£ Azure L EFE X 3FHY IPv6

Threat Defense Virtual = 5 M\ 7.3 AL [A] I8 32 FF IPV4 F IPv6. 18 Azure 1, 0] DLE R A T3 556
2 threat defense virtual , IXFES QBT FH BRI LS, (H42 B ET, Azure JP PR H1E 11 3 5 H 7= i FR
TS F B T IPv4 1K) VNet/ -/ . AR TTLAF-3 0 A VNet BCE IPve Hiudik, {HIG 8
K threat defense virtual S INZHCE T IPv6 T PIH VNeto Azure % AR T vk BT 28 =5
PRV N T R, AN A I T R S A

JERFH AR AL P R 7 1k 52 Threat Defense Virtual DL £F IPve k.

P LU R I AAN R e X TPv6 Fidi, I

s BEX IPV61EHR (ARM 1E#) - ffi 1] Azure TEY5HE H 4% (ARM) B IH It 1Pv6 i K 5% threat
defense virtual , ZBASTEN H 51 Azure ERATIAMAS . OBIRR 5 BRI S 40E L JSON
SO, AT DAC B S YR A S B LU SCHR IPv6 HY threat defense virtual o EAH A MbARAR, 1
Z A A 5 T WS 225 1) 1 e L TPv6 B A Azure 7%, on page 253,
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-platform.html#task_2133E7672043462081102935A3042AB3

1£ Azure L #BZE Threat Defense Virtual |

. KT 7 Azure EEBESZHrHT IPve

YRFETR B R T X Azure T L) VM BUZF) U5 AR, LLE T PowerShell. Azure CLI. ARM
FRMR B, APT SRS H i SRR R . L BEAE VM L HBE X a5 e B, 1T TG e 3R A4k}
VM FI95 AR . IR 2R 4E VM _EERE 2R B e O, T4 TR DUR S 9 L -

WAL SZ BT I P AT H R 4l BRI K- OF ) “Tisy” T OB R AL

1T LM DU k2 —1E Azare )3 FGRFESCE, DMESEE S TG H) A & LIPv6 (ARM)
AR«
* Azure 1P - JHH 5 Azure 1113 L3 threat defense virtual 7 fif AH X I 8 2 A2 350 28 226 2,
FHT- 328 A & X IPv6 ikt (ARM i) .

* Azure CLI - 1T CLI fn4- AR T35 B @ L IPv6 (ARM Bif) MIgmfziliE .

BEX VHD BREFI |Pv6 4R (ARM #8#R%) - 7 Azure il VHD MG M1 ARM BEHCK 1)
FEE WG . BER RERAL T VHD RS YRR 35 2% threat defense virtual o IR AE 3505 30 TR] 5
MFEIE, HSEHE T LIE Azure | FAEFITCE 1) ARM BEHCK S SCRF IPv6 (1) threat
defense virtual . 1524 VHD Al H 52 X IPv6 B M Azure #3, on page 258

R4 T 37 WG B A7 2 X TPv6 KRR 1K) VHD W%, A B e X IPve Bkl (ARM FEAR ) K&
threat defense virtual FTvd & B 2 .

H525 threat defense virtual ATV S HIA5BB AN R

Table 22:
¥ | I
=
I | R 558 = # IPv6 11 threat defense virtual [#) Azure 4% Linux VM
2 A A A T mAg 5 ) B € X IPv6 AR ERE threat defense virtual i, 7 1 fFE Azure |]
J1 8k Azure CLI & )5 FH4m A2 3 2 16 T
30 | ARHEERE A, AL B R
* HF Azure TS MUL K B & X IPv6 1t .
HAT 52 L IPv6 (ARM) BIAR 1 VHD B4
4 |5 A E X IPv6 (ARM) BT ) IPve 24k,
Note
AT HA ML 51 FH I E 5 X TPv6 BBOK R threat defense virtual 1, A 75 211137
AR AR ) 25 R A G R A S B . B IIB AT iy 2 R R A TEAN 15
5| i@t Azure [1/7 5 Azure CLI 2K #5585 ARM FEAR .
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fERaaTmRE s aEY PG M Aure 55 ]

FHEEMIZMRGESEZE B EX IPv6 fZHR I Azure &

ST WU AT T B € X TPv6 Btk (ARM i) F%# threat defense virtual Ty & i 2 .

Procedure

PR GxH| Azure 17,

Azure [/ R 5 Y aiik BT FADCHAI B ILEE 2%, A hO g ek,
IR 2 it Azure [1)78% Azure CLI J3 IR FEi 8, W FPiR:

1E Azure |17 b3 F R T

a) 1F Azure fR% (Azure Services), AiiiiTH (Subscriptions) DL A 1] IAA S Ik v .
b) FEAEAG, AR E (Settings) I F I 4RFIZERE (Programmatic Deployment).

BE ¥ Bon VM EIRE I I SRR 9t s, DL AORIRIRIT F = o
c) MIRZS (Status) #1 K threat defense virtual /= 56 ¥ B (Enable), LUK E 2 X IPv6 BRI 4 FE i &
57

JES Azure CLI )3 H ik il .

a) ¥ % Linux VM.
b) EfTLLF CLI 4, NiBE B X IPv6 (ARM) Bk )i H e % .

FEAT AT A, A BREAT IR BERE 2 gk
HIEZEN

az vm image terms accept -p <publisher> -f <offer> --plan <SKU/plan>

#EREEEHET (B, BIEF =true)

az vm image terms show -p <publisher> -f <offer> --plan <SK U/plan>
Hr,

* <publisher> - 'cisco'.

* <offer> - 'cisco-ftdv'

* <sku/plan> - 'ftdv-azure-byol'

PUR 2 )8 AL 338 LUE I BYOL VT X355 threat defense virtual ff)— >4 A7~ 51

* az vm image terms show -p cisco -f cisco-ftdv --plan ftdv-azure-byol

PR3 BITLU TS, DMERR 5 T WARRRAS S5 24 A RCAS R0 45 R

az vm image list --all -p <publisher> -f <offer> -s <sku>

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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Hrp,
* <publisher> - 'cisco’.
* <offer> - 'cisco-ftdv'

* <sku> - 'ftdv-azure-byol'

PUF 2 R EE T threat defense virtual [T 5 BUAG RRAS I S A RRAS BE IS S —

az vm image list --all -p cisco -f cisco-ftdv -s ftdv-azure-byol

T4 BRI HTE I G R A SR % — threat defense virtual iR A

1£ Azure L #BZE Threat Defense Virtual |

NS A

i 2 A 7~ 1]

*FF threat defense virtual i IPv6 S HiafEr, ML FE 73* 2T & AT threat defense virtual o

PERS MEF GitHub f76#7E 8017 F e S TPv6 BiAR (CARM B0
PR 6 JMILAESHRE AT (JSON) R B E k& S HOC T

RS TR EAE threat defense virtual H E S 1 H 5E X IPv6 BIS B i A A8 A«

g RVFRIE/ZRERTRB

L RA

vmName csf-tdv

1 Azure H 4 threat defense virtual
VM i %

softwareVersion 730.33.0

T3 WA RRCAS R A A

billingType BYOL

Y] J57: BYOL B PAYG.
5 PAYG #HEt, BYOL ¥ rJiF &
AR, HIEBOEF
BYOL ] %% .

adminUsername hjohn

1% 5% threat defense virtual [¥]
4.

AR IR E 2K “admin”
ZATRE LS B 0,

adminPassword E28@40iUrhx!

R

B A DAL KE R 12 3] 72
N ER LR TR/ #A5A
L N I NCE AT
R IR 7R 2L Ko

vmStorageAccount hjohnvmsa

&1 Azure A7AEIK 7o ST LU
R AEAg 7, tmT DL
AR S o AAAEIK S PRI
FERAZRAT 3 B 24 AN FTF 2 1]
YA e NS ERERIEL
o

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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fERaaTmRE s aEY PG M Aure 55 ]

S & SIFRYE/ZE B BRI WA

availabilityZone 0 fiE HI B AT P, &
SEIP AR AUB LIS 7E45 € (o mT I
[P AR ER el = a8

WRANT ZER] PR B &, 33
WBHBER “0” o MIRPTIEX
WS FF AT IR D, O LR it
MMEIERC R, QAU 0-3
Z IR HIREHD .

customData {(\"AdminPassword\": PEAE Day 0 it & 7 7 threat
\"E28@40iUrhx!\", \"Hostname\":\"cisco-tdv\", defense virtual %Qj\_ F[(]%ZE&O Ej(-u\
\"ManageLocally\":\"No\", \"IPvéMode\": ‘I‘%/)L_LI:F’ EQW\‘FE/]\EEEE[ E/‘]
\"DHCP\"} A N

* “admin” ) &0

* Management Center Virtual

T

* F T #11) Management
Center Virtual 4144 8%,
CSF-DM.,

'"ManageLocally : yes' - X ¥ &
FELHIAE threat defense virtual & #
2} CSF-DM.

14 1] LK Management Center
Virtual fit & 4 threat defense
virtual B HLEE, WAL
Management Center Virtual i
AT AR [RGB T s 1) 7 B A
Ao
virtualNetworkResourceGroup | cisco-tdv-rg AL E5 RE DA 2% FR DR U2 A 44 P
4 virtualNetworkNewOrExisting
ST, WIAE R 55 A R
R BRI AR F] o

virtualNetworkName cisco-tdv-vent Tl 2% 11 2 %

virtualNetworkNewOrExisting | new WS HOB R N A BT 1 R
W28, 3 A A PR R AL
2%,

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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1£ Azure L #BZE Threat Defense Virtual |

g e

RVFRIE/ZERTRBI

L RA

virtualNetworkAddressPrefixes

10.151.0.0/16

JE AL 2 1) TPv4 ML BERTER, 14
“virtualNetworkNewOrExisting ”
BCEA “new” IR,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

REFLA 2511 TPvo s b RT 2R, {4
“virtualNetworkNewOrExisting”
BCEA “new” I A LI,

Subnet]Name mgmt BT R
Subnet1Prefix 10.151.1.0/24 FHH W IPv4 B4, 14
“virtualNetworkNewOrExisting ”
BWEA “new” IN R,
Subnet11Pv6Prefix ace:cab:deca:1111::/64 B M IPv6 §I4E, 144
“virtualNetworkNewOrExisting”
BCEA “new” I NI,
subnet1StartAddress 10.151.1.4 EIRE O IPv4 Mk,
subnetlv6StartAddress ace:cab:deca:1111::6 FHHBE O IPve Hudl .
Subnet2Name diag B 1 M4
Subnet2Prefix 10.151.2.0/24 R 1 7 IPv4 §T4S, Y4
“virtualNetworkNewOrExisting ”
BCEA “new” IR,
Subnet2IPv6Prefix ace:cab:deca:2222::/64 e 1 M IPve §I4S, 1424
“virtualNetworkNewOrExisting”
BCEA “new” I AL,
subnet2StartAddress 10.151.2.4 O 1 1Pv4 Huik.
subnet2v6StartAddress ace:cab:deca:2222::6 FREE 0 1 IPve Hidl .
Subnet3Name o Bz 2 T 4R
Subnet3Prefix 10.151.3.0/24 FREE 02 1 IPv4 §T4%, Y4
“virtualNetworkNewOrExisting
BCEA “new” IR,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 R 102 7 IPve §I4S, V24
“virtualNetworkNewOrExisting”
WHEAN “new” I AbIH,
subnet3StartAddress 10.151.3.4 HyE O 2 IPv4 ik,

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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EAE AT EMmES 2 EEY P SR Azre 5E ]

SHZ eV RYME/ZE B Ry IR 1 it AR
subnet3v6StartAddress ace:cab:deca:3333::6 B0 2 1Pve Hulik,
Subnet4Name b BamgEI 3 AR,
Subnet4Prefix 10.151.4.0/24 Bz 10 3 7 IPv4 §TSE, 1Y
“virtualNetworkNewOrExisting
BN “new” I UL
Subnet4IPv6Prefix ace:cab:deca:4444::/64 s 3 T IPvG §iT4E, {4
“virtualNetworkNewOrExisting”
WHEAN “new” I AbIH,
subnet4StartAddress 10.151.4.4 HyE O 3 1Pv4 Mk,
subnet4v6StartAddress ace:cab:deca:4444::6 HEdE D 3 1Pve Hulik,
vmSize Standard D4 v2 threat defense virtual VM HJ K/,
Standard D3 v2 S ERIAE.

$IE7 ﬁﬁﬁ ARM HEAE T Azure |7/ Azure CLI % threat defense virtual [5 k3% . A 54 Azure | #5 ARM AR Y
HE, IHSH LT Azure SCFY:

o fii ] Azure ]/ BRI ARM R
ML CLI 8 A ARM FRAiR

What to do next
e N OR 20 BRI T 18 PR 1) 4 B
o WSO B AR B T2 88 (Enable L ocal M anager) £ #67& (No), zWi &5 | Cisco Secure Firewall

Management Center K45 P threat defense virtual; %25/ {{i 1] Cisco Secure Firewall Management
Center >k 21 Cisco Secure Firewall Threat Defense Virtual.

* WA BRAAKEIEEE (Enable Local Manager) i£#=Z (Yes), W% FH &% Cisco Secure
Firewall ¥ £ 5 PL2% K45 L threat defense virtualthreat defense virtualthreat defense virtualthreat
defense virtual; 152 % i Cisco Secure Firewall % & B 3% K B Cisco Secure Firewall Threat
Defense Virtual.

1 U] 1L B BV TR KL, 375 2 [ 4] 45 BE Cisco Secure Firewall Threat Defense Virtualo

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852

1£ Azure L #BZE Threat Defense Virtual |
B 5 VD A X 1PV RS AR M Azure B

{EF3 VHD F0 8 E X IPv6 4R M Azure ZRE

AT LA A Cisco #2ALAY 45 VHD Mg, 17 3 2 H 5 X threat defense virtual % . it #2240
T VHD F8 PR 722 threat defense virtual .

FHI6 Z Al
* RFT 2L JSON B AIARR (KIISONS B,  AEAE] VHD A1 ARM BB IR 7E Github |7
% threat defense virtual , 0] DAAEIS HLERBIA S Ay g ST A S B0 B

o BORER T ZAE ] Azure TP ERAT Linux BEAUANL . FRATEEBUEAE T I Linux B L (141 Ubuntu
16.04) H5 /14 VHD W% FA% 2 Azure. URBMRAEMR N 5220 50G A m]. TH, M
Azure '] Linux BEIUAHL AL R Azure £24f, AR R 2y SR

R TR, BRI AR
* i} Azure CLI 6% Linux BN
* ik Azure ] )% Linux BEHIHL

o 4 Azure TTHITY, MW AZAESEERE threat defense virtual fRA7 B -H A 7] I IAEAEDR

UK

SE1 M\ Cisco R DL (Cisco Download Software) %% threat defense virtual K45 VHD B (*.bz2):
a) SHIE ER >Re > A > T—HREFAE (NGFW) > Cisco Secure Firewall Threat Defense Virtua.
b) it Firepower B{AMEH 1G4
CAIGSTIE VS S
Cisco_Secure Firewall Threat Defense Virtual-X.X.X-xxx.vhd.bz2

IR 2 PATAEH] VHD FIF SRR M Azure 35 5 TR 2 24518 8,
$£IE3 il B ENXERE (Custom deployment) UL I TH & () 4mi8 5 81 (Edit parameters). #H —N a4t B & XS H0BH .
a) SidinE s (Load file), #RJ5HINEH [ X threat defense virtual Z¥C . 2 W Github AT VHD Al [
& X 1Pv6 (ARM) #4445 [1] Azure threat defense virtual {2 7], 5] DLAEIX BLER BIAG OC Qi 1) g ASTAR AN S50 S0 1
P
b) BRI A & L ISON ZEARIDRG B 5 L, SRS AR TE (Save).

TR T IBTEEAE threat defense virtual #5281 H 52 X IPv6 AR S 55 4 N I3 88 -

S Z RIFRYE/ZEB B R 15 AR
vmName csf-tdv 1 Azure T2k threat defense virtual VM
g2
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-ftdv-azure-gsg.html#id_82702

| 7 Azure L &3 Threat Defense Virtual

P VHD F1E = IPv6 ik Azure 558 [

g e

RVFRE/ZRERTRB

152 A

vmImageld

ek s _— o

Microsoft.Compute/images/ {image—name

FIF B35 WUAR ¥ ID. £ A,
Azure BREAN BRI — DB ID AR
7

adminUsername

hjohn

FH 1% 5% threat defense virtual 1 )™
%o

BRI E A “admin” , %
ARRE A E N .

adminPassword

E28@40iUrhx!

OV,

ER A U AUE KSR 12 3 72 M
TP PRI 4T . S A 0
INERURE TR U AR 745 41
o

vmStorageAccount

hjohnvmsa

11 Azure F7AfIK S o 50T LG HTEL
AAEAfmk s, R LGB KA ik
Fro AEREIR T PRI LA T 3
B 24 NFEFF (R EHALA Rt
B ANE TR

availabilityZone

fE I T PR, A kTP
AN RSB RS FEA5 AE (1 7] A DX 1)
.,

U ARANT ] PR G, i L
BEEN “07 o HRPTIEX ISR W]
IR, I H e St IE IE#
e CGZHAIE 0-3 Z AN B
O .

customData

{\"AdminPassword\":
\"E28@40iUrhx!\",\"Hostname\"
:\"cisco-tdv\", \"ManageLocally\":\"No\",
\"IPv6Mode\": \"DHCP\"}

B4 Day 0 fit & 77 17) threat defense
virtual F2HL 7B . BRAATEOLT, &
A BLR = A EENCE (P X -

e “admin” H &0

* CSE-MCv FH14

« T BRI CSF-MCv EH14 8%

CSF-DM,

'"ManageLocally : yes' - 15K ic. E % 1]
{E threat defense virtuali ¥ 45 1)
CSF-DM.,

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj



B =5 vHD A0 X IPv6 44T M Azure B3E

1£ Azure L #BZE Threat Defense Virtual |

g e

RVFRE/ZRERTRB

152 A

#EAT L CSF-MCv it & 4 threat
defense virtual P2y, WrLLATE
CSF-MCv _EHEATAH R HC & s 17 B
AN

virtualNetworkResourceGroup

csf-tdv

B AU R 2 BRI A Bk R
virtualNetworkNewOrExisting #2& #1 H],
O AT R 5 S AR S B B % 1) DR U 2
LEICIR

virtualNetworkName

hjohn-vm-vn

FEAP I 255 K1 4 5 o

virtualNetworkNewOrExisting

new

B2 BRI B e ) R 401 A
2, AT AT Y RE ALY 45

virtualNetworkAddressPrefixes

10.151.0.0/16

FERLRI L (1) IPv4 HihERTSE, 104

“virtualNetworkNewOr Existing”

BN “new” WA,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

FEARI 2 (1) IPv6 HihEFTEE, 104

“virtualNetworkNewOr Existing” ¥

BN “new” WA,

Subnet]Name mgmt-ipv6 T A R
Subnet1Prefix 10.151.1.0/24 L F W IPv4 §TZE, N4
“virtualNetworkNewOr Existing”
BAH “new” I AILIH,
Subnet11Pv6Prefix ace:cab:deca:1111::/64 BRI IPV6 ATZE, 1Y
“virtualNetworkNewOr Existing” %
BN “new” Iy s,
subnet1StartAddress 10.151.1.4 IO IPv4 ik,
subnetlv6StartAddress ace:cab:deca:1111::6 B IPv6 Hitl .
Subnet2Name diag BIEEED 1 T4
Subnet2Prefix 10.151.2.0/24 By 1 7™ IPv4 BT4E, 102y
“virtualNetworkNewOr Existing”
B “new” I AILIH,
Subnet2IPv6Prefix ace:cab:deca:2222::/64 g 1 M IPve BZE, 1Y
“virtualNetworkNewOr Existing” ¥
B “new” B ALIH,
subnet2StartAddress 10.151.2.4 HndE I 1 1Pv4 Huhik,
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P VHD F1E = IPv6 ik Azure 558 [

SH A SRVFHIE/ZE B R TR it AR
subnet2v6StartAddress ace:cab:deca:2222::6 ¥ 1 1IPv6 Hulil,
Subnet3Name P 3 B0 2 7 FK
Subnet3Prefix 10.151.3.0/24 e 2 7 IPv4 T4k, Y
“virtualNetworkNewOr Existing” ¥
BN “new” Iy AIH,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 e 2 M IPv6 §iiZE, 04
“virtualNetworkNewOr Existing”
BN “new” I LI,
subnet3StartAddress 10.151.3.4 im0 2 1Pv4 ik,
subnet3v6StartAddress ace:cab:deca:3333::6 ¥ 2 IPv6 Hilil,
Subnet4Name BB HRfEO 3 FRAFK.
Subnet4Prefix 10.151.4.0/24 i 3 7 IPv4 B4, 10
“virtualNetworkNewOr Existing” #
BN “new” Iy AIH,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 e 3 M IPv6 §iiZE, ¥4
“virtualNetworkNewOr Existing”
BN “new” I AL,
subnet4StartAddress 10.151.4.4 im0 3 1Pv4 Hidik,
subnet4v6StartAddress ace:cab:deca:4444::6 ¥ 3 IPv6 Hilik,
vmSize Standard D4 v2 threat defense virtual VM ) K7N .
Standard D3 v2 M ERIME

HFE 4 i ARM FA T T Azure 1) 8 Azure CLI #4528 threat defense virtual [5 k5% . 45 5H4E Azure _E3B3 ARM FHR 1)

SR, WESHE LT Azure S0HY:

« ffifH] Azure ] BRI E ARM FAR
* ik CLI 8 A ARM AR AR

T—5 Mt 4

* 1 Azure T 5 threat defense virtual ff) IP it & .

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

1£ Azure L #BZE Threat Defense Virtual |
. Threat Defense Virtual BR {5 |5 B8

Threat Defense Virtual B {5 R BB

$E 0] LAZE Azure ] FRATE R IR WL 61 2R3 22 threat defense virtual. ISR IS AT IR S BRI ©
521 threat defense virtual W{% =24

Threat Defense Virtual [ BB #8{ 1A

1] threat defense virtual SEA7] P IR K I Rk A threat defense virtual F1 FSIC 047 ¥ & I A 22
¥, A3 B KRB B Aa W) h R GRS ] o PRG035 T T 7 (1) 404 42 R threat defense
virtual #1463 S AR, R R RS TR A i O BT A LA A B PO P R R G S AT
KIME—ID (UUID. J#4*5) o st R B T46%i threat defense virtual [F)J3 2 ], IX{E Auto
Scale {38 b 2 ¢ H 2L,

)

Note [y, {i /] Threat Defense Virtual 1)k [ w5 55 28 (1) 9245 A S 57 B B (PAYG) ¥F1l . PAYG 4 1]
IGE T H R T I3 2 10 s2 . 8] LUER R Bl - A5 PAYG VA (5381 1Y Threat Defense
Virtual #53# .

MIEEL1% 61 2 Threat Defense Virtual [ BB (%

Threat Defense Virtual We{Z 40 B 61 5 L 7F Azure | ]/ 51 & 4 threat defense virtual SE49] IR A FE & W%
HIEFE

Before you begin

T 5GE B AR /N VHD W3 FAL 3] Azure 7] Linux VM (1) Azure 7E650K 7 W 454, 81
% threat defense virtual fiUAS 7.2 B R BRCAS FE T LG . A OGO TR K/ VHD BHE I B, b
Z [ M Azure fF ] VHD FI#EJE AR E 2, on page 182,

A1 IE AT TR W e ) threat defense virtual S2EVE I BT B4, 540 B Bch0y B R4
FHEE,

Procedure

S E Azure )7, O AT threat defense virtual SE4 ) FEE IS

Note
ORI T RIS Y threat defense virtual SE A M 2] 47 BE A0y, ARELE BT TEA A AT S ES, 0 Rl i AT T
BN

B2 #52%EiFEHE (Resource Group), SRJGi%FF threat defense virtual 4]
PR3 rith threat defense virtual SE45 1) T UL ¥ BB 4THRHI & (Serial Console).
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| 7 Azure L &3 Threat Defense Virtual
SRR {% TRIBERE Threat Defense Virtual 251 [

PR A AL T IA L Z shell I8 17 bR LR

> expert

admin@FTDvbaseimg:~$ Sudo su
root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

ﬁﬂil]ﬂ?q:‘ff}zﬁ prepare snapshot ’l?ﬁ/?\ﬁﬂ‘, /\éﬁ/ﬁ\i%*%ﬂfﬂlﬂ Yﬁ’ /%’ %‘?zﬂ?ﬁﬂ‘\ﬁﬁy\ﬂlﬁjﬂzﬂﬁo :Fﬁ Y «@ﬁ]ﬂﬂd‘o
Eiify %ﬁEIEL?Fﬁtﬁﬁé>ﬁ§%§bﬂ—f (Wﬂﬁﬂroot@firepower:/ngfw/var/common#prepareisnapshot -£) , QL@EfiFH}h
fATH B AT A
A 25 B 55 threat defense virtual SEFISCEC T AATHC & . CECE P SENS . CHCE ) BEESA UUID, 4bPR5ERY
J&, threat defense virtual SZ#1¥F 2 1]

PRSIk (Capture).

S 6 7E8)EMIK (Createan image) T, MEiRLE (Resource Group) 412 ke S A 05 U 20 sl ) 2 8 U 4 o

PRT s EAHEMER (Instance Details) #7r H IR, {UHIRITE R (No, captureonly amanaged image), {4+
=V

1% 8 Jyfli ] threat defense virtual S 1 FCET WG G 1F) e IR LG $2AIE 22

S$IE9 LiEER + 11 (Review+Create) LA % threat defense virtual S5 AT B R R4S .

What to do next
A5 FH R B LA 58 5% threat defense virtual SE5 . 152 [ 4 ] 4G P 25 Threat Defense Virtual 5241

{5 FH R % R BB EFZE Threat Defense Virtual 32431

Before you begin
Cisco LA N HAfE:
o BN IE S T T threat defense virtual 3£ .

Procedure

LB Gk F| Azure [1)7,
PR 2 S A R USRI PR ID.
Note
Azure 23 NN TEE CPRBEBED KRHE— AN 5UE ID. #3501 threat defense virtual SEf5 77 S LA 1 51U 1D
a) fE Azure [/, LEFEARIE (Images).
b) PRI FE A AR O R 1 R R R
¢) A& (Overview) A& MR & ME .
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7€ Azure #BE Threat Defense Virtual |
B =555 128EE Threat Defense Virtual 5275

d) ¥ ResourcelD &3 8Y itk . ResourcelD WHEERN:
/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider M icrosoft. Compute/<container >/

<vhdname>
IR 3 PR AR5 threat defense virtual SE. 152 N Azure 7 H] VHD MU, on page 182.
Note

s LA threat defense virtual %1l 51247 CLI 14 show version 1 show snapshot detail, DL T fi#5i25 [) threat
defense virtual S5 )RR A FITESR 5 Lo
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F.

£ 0Cl _=%F 2 Threat Defense Virtual

1 0] AFE Oracle Cloud i i% s (OCI) 7025 threat defense virtual, Fi#&E &M AR =UERS, f#
T RERS AT Oracle $RAL 1) /& o] P FE A BABE rhoas A7 B FE T
PURFEFEA 41 T T e 4% OCT 185 JF 50 threat defense virtual 524 %57] A& 5% OCI 1/, #E OCI
M348 2 Cisco Firepower NGFW JEfIE ki (NGFWv) 778, SR )5 8 shil H5E6]. 5 3) threat
defense virtual 7, REZNECLE %,  DUSEAR YR 5 IU5F0 H Bk i & e 1n) 277 K56
 BEIR 5 266 1T
o v AT, 5 267 UL
 BURAE 5269 1T
AENRTBR ) 5 275 269 1T
RSB, 5 271 3
L4 P Cisco Secure Firewall Threat Defense Virtual 145 , 2% 272 70
* [CE OCI3AHG , 55 273 1T
TE OCI _[#$% Threat Defense Virtual , 2 277 1T
C EEED, F278 1L
o SR VNIC ¥ i ey, 25 279 1
* Hl# Auto Scale iR 7% , 55 280 1
AUERAE, 5281 0L
o s, 5 288 1T
* 4 threat defense virtual B ‘& SCEF , 2 290 11T
* {3 Auto Scale iR T , 5 295 UL
* WOUEFLE , 2 300 0T
* JH%, #5301 1C
o ST G AR, 2B 301 UL
* )\ OCT H % Autoscale Fit & , %5 302 7T
* {fi F} SSH i%#% 3| Threat Defense Virtual 5261 , 55 305 71
* {fi ] OpenSSH %% Threat Defense Virtual5£41 , 55 305 1T
o ffi ] PuTTY %443 Threat Defense Virtual 241 , 25 306 11
* IPv6 HEBRHERR , 55 307 1t

-

.
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7£ 0Cl - ZFZ Threat Defense Virtual |

iz

Cisco Cisco Secure Firewall Threat Defense Virtual 147 5 %)# Cisco BT A0 AH[F 4k 4:, LLRREUE
IR AR 22 42T BE . threat defense virtual 7] DL AEAIL OCI /e #RJE, W LG HEA T &,
PARPAE— B o) N9 o S04 Bl 2 e LA 5 A R LR ) B 00 o0 T A

OCI St HEZF IR K/

TR E 7 Fogs LK) CPU Atk . A A LA BRPRIUBEAR . threat defense virtual SCHFEL T OCT
TEARIEAL :

3% 23: Threat Defense Virtual #5191+ B & B AN

oCl 24k ¥ ##%/Y Threat B N

Defense Virtual kf

* oCPU BEHLAEER A 438

(GB)

Intel 73.x MEERA |8 120 /ME 4, BKMH
VM.Densel02.8 8
Intel 73x MEERA |4 48 /ME 4, HKNE
VM.StandardB1.4 4
Intel 73.x MHEERA |4 96 /ME 4, BKMH
VM.StandardB1.8 8
Intel 73x MEERA |4 28 /ME 4, HKNE
VM.Standard1.4 4
Intel 73.x MERERA |8 56 /ME 4, BKMH
VM.Standard1.8 8
Intel 7.1, 72x M1 73x |4 60 /ME 4, wANE
VM.Standard2.4 4
Intel 71, 72x M173x |8 120 e/ME 4, KMl
VM.Standard2.8 8
Intel 73x MEERA |4 16 /ME 4, HKNE
VM.Standard3.Flex* 4

7.3.x KEERRA |6 24 /M 4, KM

6
73.x KEERA |8 32 /M 4, BOKAH
8

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6



| #E 0CI %R Threat Defense Virtual
wainir |

ocCl iz  #5HY Threat B N
Defense Virtual ki
X oCPU BB 5
(GB)
Intel 73x MEERA |4 16 w/ME 4, BE
VM .Optimized3 Flex* 8
73.x MHEERA |6 24 /M 4, BOKE
10
73x MHEERA |8 32 w/ME 4, BRE
10
AMD 73.x MHEERA |4 16 /M 4, BOKE
VM .Standard B4 Flex* 4
73x MEERA |6 24 w/ME 4, wAME
6
73.x M ERA |8 32 /M 4, BOKE
8

o ¥74x M HERA ) Flex JEAR S H: SR-IOV 1.
* /£ OCI #', 1> oCPU %:¥ 2 4 vCPU.

* threat defense virtual £/>FF3% 4 Mg

H <f# H Threat Defense Virtual 7.3 5 T = A S FE R OCT T H AR EE L o

« OCI i3 WG iR A 7.3.0-69-v2 ;% 5 & il AN 5 Threat Defense Virtual 7.3 & 5 @A [ OCI +H5&
FORIER

» & el Threat Defense Virtual 7.3 S 5 S A SRR R OCT TFHEAIR A T8

o OCI &R & M 7.3.0-69-v3 K 5 = fiu A 5 4% FH| Threat Defense Virtual 7.3 22 {1 OCI i+ & &
WA T 2% 5 Threat Defense Virtual — #2452 [ BN AL .

* VM .Densel 02.8 1M L& HPK gk St 9, BRSSPI sEpl G e itk . AoRVEANfH R, 1H
%% OCI CHY .

T LALE OCT _EAg ik, i Oracle = i3 b1 JE8F} Firepower NGFW JEUP kI (NGFWv) =
i KB BT ESE, SRS IERE OCT TR .

LU A2 B B T 7E Oracle Cloud JEfili i 5B Threat Defense Virtual [ TAEHifE

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj



https://docs.oracle.com/en-us/iaas/Content/Compute/Tasks/restartinginstance.htm#resource-billing

B sases

7£ 0Cl - ZFZ Threat Defense Virtual |

(1) © (3 (a) (5)
i G  Createthe I Create th N sorure reonar i
N\Qtﬂvy ;L?{?gg‘) — Network Security —» Creag;peew\;t’eme\ ——1 gafb:e‘e — the OCI
Group Marketplace
Oracle Cloud
Infrastructure l
O, @ (8
L, ProdetheDay0 _ colemeeurualon —» requred
virtual instance configuration OCl using Setup interfaces
wizard
(o,
Management Manasie :I’;re:sli:efense
Genter mana;emlent an(el'
TiE=d) PR
Oracle Cloud J&fili 1% | Bt OCI Fikiz: P& B = M4 (VCN) (M4 (Networking) > Bl =
it 4% (Virtual Cloud Networks) > CIDR #t (CIDR block) > €l## VCN
(Create VCN),
Oracle Cloud S&fifi i | QA2 22422 . QI P4 2244 . MKIREREM 4% (Networking) > B2
Jita Bl =ML (Virtual Cloud Networks) > E#l = R 4&iE4 58 (Virtual
Cloud Network Details) > Mg % 20 (Network Security Groups), %A
Joi s i Bl i M 48 %2 £ 4H (Create Network Security Group)s
Oracle Cloud J&Aili i3 | G148 TLIDE I [ G Bt TR YOG . 48 (Networking) > FEHL = P 4%
i (Virtual Cloud Networks) > FE#l z= W £&1¥40{5 2 (Virtual Cloud Network
Details) > EEEM M X (Internet Gateways) > €| 32 B XM X % (Create
Internet Gateway).
Oracle Cloud JEfl 1 | BIEE T : BT M. M4 (Networking) > FE#lz= M 4% (Virtual Cloud
it Networks) > FE#l = M 4&i¥ 4015 2 (Virtual Cloud Network Details) > F
M (Subnets) > £1I3&FM™ (Create Subnet).
Oracle Cloud A% | 7 OCI -2 Threat Defense Virtual , f 277 J1: & OCI i 48
Jitt “Cisco Secure Firewall” .
Oracle Cloud A% | 7/E OCI |- #F % Threat Defense Virtual , 2% 277 7i: JE5h3F & Threat
i Defense Virtual =24
Oracle Cloud FEAi 1% | 7E OCI _3 % Threat Defense Virtual , 2 277 51: $2&4t Day-0 fit &,
Jit
Oracle Cloud A% | 7 OCI - #5%& Threat Defense Virtual , 55277 51 i F 13 ¥ 7] §:4F OCI
it | #B Threat Defense Virtual.
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| #E 0CI %R Threat Defense Virtual
miese |

T1E=8 B2
9 Oracle Cloud FERt 1% | I ZEEEZ D . HHE (Compute) > L4 (Instances) > SLFiF 40
Jit {58 (Instance Details) > £/ VNIC (Attached VNICS).
( '-'|_d‘-:, B 1 Cisco Secure Firewall Management Center K/ 21 Cisco Secure Firewall
Threat Defense Virtual

B SH

* 7E https://www.oracle.com/cloud/ @& —A4> OCI K /),
o SRR REIK . o] DLZE B ALy (https://software.cisco.com/) Al EE—/NK 7 o
* VFH] threat defense virtual.

* PrA 2 A IRS5 HIVE PSR AU AE A B PO CE

o« F U BV RTUE RIS B, 52 1% (Cisco Secure Firewall Management Center 45 2 571
farg) o “UFRrT .

A\

IR IRMRAL T BOAF R IEFZAL (LLET AT Firewall Threat Defense Virtual
RERLBEAS) ARG S RE IPve L E .

M ?ﬁ I %I&SJQ
« WD (2) - —/MNATW threat defense virtual JEFEF| EHIPL, H—ANHTF W, LEH
T HIERE,

* MR (2) - T threat defense virtual £33 N 3 EHLFA JERI 4%,

 MAF AR
* HFViln) threat defense virtual ) A 3% 1P,

* 155K threat defense virtual ZZG 2K, 2 (Cisco Secure Firewall Threat Defense FE A EFE ) o

JE U A0 PR )

S IFRYINRE
 7£ OCI B = M2% (VCN) H 8
o B (BRI

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj


https://www.oracle.com/cloud/
https://software.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

B evmms

7£ 0Cl - ZFZ Threat Defense Virtual |

* VFAf - fSCFF BYOL

* IPv6

o A EHL L SR

o SCRFEAR 1O FERIL (SR-IOV).

FTDv & BE1F R B9 RELR 51

threat defense virtual SZ eI RE)ZVF AT, AZ N VF AT W] 256 T35 38 TR BRI AN [|) () 4 B 2 ) 1 VPN 3%
BRI

R 24: E=TF131HY Threat Defense Virtual i 7] Th & R &1

TEEER WEHE (BL/RAM) | EERH RA VPN < iE R
FTDv5, 100Mbps 4 1%/8 GB 100Mbps 50

FTDv10, 1Gbps 4 ¥%/8 GB 1Gbps 250

FTDv20, 3Gbps 4 1%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv100, 16Gbps 16 #%/32 GB 16Gbps 10,000

W2 (Cisco SecureFirewall Management Center B ¥ B FR R ) Th ¥y “iFn]” —&, THEAEVFV] threat
defense virtual 125 B FIHE

\)

R BT vCPU/N AR, W24 55 threat defense virtual 4% i HLIE .

MERETLIL

952 threat defense virtual (A F £ BE,  Z8TT LU VM A1 ENIBAT R . G OCTHEANE &, 2 OCI
F (1 R AL SRR AL

FEWimY B - threat defense virtual 2 FFE WO (RSS), W0 4547 He s A F X 300 457 A 90 28 B2 i =

DRGEZANIIE NI £ 7.0 KB ERA L3R . ARG R, ST (RSS)
£ A RX BAA1.

Snort

o QRIS RS HAT A, BIU0 Snort 5 BEARKE 0] A B M], B0 VM IR Z51%, B AT
FEANVEFRET, 185 M threat defense virtual F1 VM AL A& WK CPU L. WA
/O 1 TG DA s/ SR B H KA Bh 5% ) @A T MO HERR

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6


https://support.oracle.com/knowledge/Oracle%20Cloud/2216869_1.html
https://support.oracle.com/knowledge/Oracle%20Cloud/2216869_1.html
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/6/html/performance_tuning_guide/network-rss
https://docs.redhat.com/en/documentation/red_hat_enterprise_linux/6/html/performance_tuning_guide/network-rss

| #E 0CI %R Threat Defense Virtual
mesmitRsl ]

* 4 Snort SIS, MEH = CPU A VO TR, W Ae A7 L HEAT L CPU AL 1
A 7K H threat defense virtual SEf, ) Snort $¢ #7 ZEARACI [0 A4 BER M, X4 FEEIHE Snort
1%y

AHIFHITNAE

<l B AR SR ALAH R SR

* Threat Defense Virtual A<} HA

« W/ P s

* @ DHCP R & Hdi e 1

PR 1)
* OCI _I-# Threat Defense Virtualiils & A 2 F7#: Mellanox 5 /E4 SR-IOV #:T H) vNIC.
* IPv6 & F T4 OCI v (VCN IPv4 Fil IPv6) BCE A XUHERL .

* Firewall Threat Defense Virtual (ASAv #AH1 DHCP ECE ) i35 1 SR i da #100)

P 4% 3 = 11

TEER T FEB P K REAT T 2 T threat defense virtual B3 4h, £F OCI 2 threat defense
virtual FCE T 4 T W CGEEL 2. WESFANED .

& 38 81 & M4 VCON F B9F M8 0CI &RE =15 Threat Defense Virtual

Managemeant oCcI FW
Inside VTN
. Vfrun,.ru Eules OC! Route Table
1. 10.0. 10.10.2.0/21 J—@ :
Public IP Mgmt 000 Gig M0 _ | Destination 10.10.3.0/24
SSH *  Inside ) —Q Mext Hop IP of FTDv Gigh/0
) oCI FW
Diag VCN Outside VCN
o L OCI Route Table
10.10.1.0/24
4 018397333 ]_6 Destination 10.10.2.0/24
O . - o
O__' Diagnostics Diag Gig 01 *  Outside .—@ hext Hop 1P of FTDv GigDf1

Open Ports
Management

22 & 8305

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .




7£ 0Cl - ZFZ Threat Defense Virtual |

. H{AT &2 Cisco Secure Firewall Threat Defense Virtual i% &

39: VCN 7 25 M/ F M &Y 01 ERE 715 Threat Defense Virtual

oRracLe OCI Region
Lo
VCN
1 OCI FW
Management Subnet Inside Subnet Rules
— OCI Route Table
10.10.0.0/24 10.10.2.0/24 =
Mgmt 0/0 Gig 0/0 Destination  10.10.3.0/24
Public IP Inside = NextHop IP of TDv Gig 0/0
sSH I I =
Cisco Secure Threat
Defense Virtual
" OCIFW
Diag Subnet Outside Subnet Rules
= OCI Route Table
10.10.1.0/24 10.10.3.0/24 =
Gi Destination = 10.10.2.0/24
Diag ig 0/1 "
N Outside =S
% D = NextHop  IP of TDv Gig 0/1
=
Open Ports
Management
22 and 8305

N

AR FEHAS VON AR FIDUAS 7 R, s ICRERR 58 T 7 9 R E A N 21 55 1% 5 I DRI K e 3

Threat Defense Virtual | Pv6 ZRE )
+ East-West Traffic Topology

Inside Subnet - e Qutside Subnet
2603:¢020:5:5800::/64 g 2603:c020:6:ba00::/64
Outside

Tnside |Eth0 cigoo | 1li: | Gicon Etho[ O
Linux 2603:c020:5:5800::2a  m ': 2603:¢020:6:ba00::a 2603:¢020:6:ba00::7| Linux

2603:c020:5:5800::7

FTDv
- Mgmt0/0 | )
OCl Inside Route Table /. publicipes OCl Qutside Route Table 4
Destination 2603:c020:6:ha00::/64 Destination 2603:¢020:5:5800::/64
Next Hop 2603:c020:5:5800::a Next Hop 2603:c020:6:ha00::a
Inside VCN Outside VCN
-
)
r—t—
sae
FMCv

aN{a] &I Cisco Secure Firewall Threat Defense Virtual 1% &%

A AR BER B PRI B Cisco Secure Firewall Threat Defense Virtual .

o ST

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6



| #E 0CI %R Threat Defense Virtual
Cisco Secure Firewall Management Center .

Cisco Secure Firewall Management Center

U RS B A% BCEAT T SO B A SCHRF IR SE R I DU RERIC &, WA B AL (A2 4R
JRIR) PR AR ORC B A

[
EREW GABERIN AL B B A A B0 RS BE P Y. AR PR RS SRR BT fE
Jei s BTG RO SRR A Bk, R ARG AR A A BT T B8 O EHT G A H T e A
FEA A E G ST, R I BRI T R R R BRI, B B g N BRI 55
EIEE P

SE EE AR G MR SR AL E2 . S R RET
BTN, 5% X

Cisco Secure Firewall 1Z &5 &IE2E
W T AR A R L
Ve T RIET Web (URUE SLI, AL Ar7e e mubhpii Ve L. Wi o ey DS /N7 il 2
B P ST B 5B LIS B UL A B 1 PR T it 7R, T
B W TSR L SV 2 BT A kT

\}

AR AR WS ELE I BB AR, 1S (Cisco Secure Firewall 13255 FE2S L B 45
Y .

fii & 0Cl IfiE

f& AT LAY Threat Defense Virtual #2580 B AU = M 45 (VCN), HARUIT
* %/ VCN (Multiple VCNs) - /> # U/~ VCN, %EA™ threat defense virtual £z 11454, X U
VEAEAN[R] 199 2 22 6] 1A T B8 28 Pt S A

* T MAYEA VCN (Single VCN with Subnets) - s #, & n] LLELE 7 DY 1M (1) 54 VN,
A~ Threat Defense Virtual 32 12—~ ZELLRCE S, B K% AT DAE Y SQIDE R % 2 4G & A48 o) )
— VCN 1M 2 A i XA ] DAZEAE T SRS VON I A R4 4 387~ 99 [R) 3 o o

ST AR SR AT DL R R R S8 S BE VCN . SR 5 IR [P 2 P 2% (Networking), A2 Wiz, Pl
FahEsE A2 VCN,

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

7£ 0Cl %52 Threat Defense Virtual |
B oernszen

UK

PR Gk OCT HIEFE I X 3
OCT XI5 A1 MBS B I A Xtk IR B oRE BSR4 LA e — AN R A 2 B 5 — AN X kb, 153
SRS A LU DRSS AE FRUW R DX A

FB2 KIKEFE ML (Networking) > EEHL M4 (Virtual Cloud Networks), #&J5 s i 813 VCN (Create VCN).

B3 i\ VCN iR PE&FR, 4141 FTDv-Management.

$HIE 4 Hi\ VCN [f] CIDR k.,
a) IPHuhlf{) IPv4 CIDR Bk, CIDR C(JGRAIER] 1) & 1P bl & HEOGIBCRK e AT ) e k. filtul,  10.0.0.0/24.

7EIE VCN H1 4§ H] DNS FH144

b) IP Hulikff) IPv6 CIDR k. CIDR (BRI RS ) 2 1P bt fe JESCHERK i g R SR, i, [::/0].
c) JEFE IPv6 CIDR HfE N Oracle A FEFL 25 M 45 43 BL 1) IPv6/56 HiT4E -

$HIB5 Hdiifn 1Pv6 CIDR #R (Add 1Pv6 CIDR Block) LTI IPv6 Bk,

FIE6 N0 VCN [¥) IPv6 Ji4k, il /54,

HIE 7 1l VCN (Create VCN).

T—F Mt 4

AT LU NP LS B VON. SERUE B VON i, BOREAIZ I L s R AR 14
i VCN.

\ )

AR NSRRI PSS A, oS LR R RIS . B R T B AT, DU S A b 7
X BEYREITT I o SRR ) 1 Oracle 75 JAMCA I I b St o A5 BE 53 m] LUAE AR BR8] b 1k B 2 1)
SRJE AN IS ) LU A SRR L8 Y P m] AAE L A B MIATERAT . AT RTEAE R, 35S Oracle S0

B PR ]

I EM & T £LH

W 2% 27 4= 20 i —2H vNIC Fl—2H 3 T 1X 28 vNIC 1922 4= 2H A
puk

HIE1 R IRE ML (Networking) > I Z M 4& (Virtual Cloud Networks) > )l = M 4&1£ 4015 2 (Virtual Cloud Network
Details) > M4& & &4 (Network Security Groups), #AJ5 s i Bl M 4% % 240 (Create Network Security Group).
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https://www.oracle.com/cloud/sign-in.html
https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingcompartments.htm

| #E 0CI %R Threat Defense Virtual
e |

SIB2 WML g P FEAERFR, #1W FTDv-Mgmt-Allow-22-8305.
P33 i T—% (Next).
SBA NI
a) WSHIENLL Ao TCP S 22 1T SSH Vil .
b) IO LA fEVF TCP i 1 8305 F-F HTTPS 15l .
w DL 4 PO 45 threat defense virtual, X 75354 HTTPS &4 T um 11 8305,
830 UK I 2 22 A ) . T4 BE4% 1 /VCNG

PS5 piditliE (Create).

1) 22 BB W Y 5%

TAEAE B WA AT ), U 2R R 5K
i

FHB1 KR IEFEM L& (Networking) > = M 4& (Virtual Cloud Networks) > 1l = M4 iE4H{5 2 (Virtual Cloud Network
Details) > BB M X (Internet Gateways), #XJr mii €132 B EX M M 3% (Create Internet Gateway).
LR 2 F N R IR SR YERFR, Il FTDw-1G.
PR3 it tIEEE MM X (Create Internet Gateway).
o2 L Ry EREN QTP
a) ML FEM 4% (Networking) > FEHl = M 4% (Virtual Cloud Networks) > E#l = M 4&i£ 415 2 (Virtual Cloud
Network Details) > ¥ H & (Route Tables).
b) s BRI R ph 3R A B DA I % R AU o
c) MR INEEEIN (Add Route Rules).
d) MB#RZEE! (Target Type) FHuglFr, EHEBKMM X (Internet Gateway).
e) i H#x IPv4 CIDR B, 441 0.0.0.0/0,
f) 4N H#b»s IPv6 CIDR £k, 140 [::/0].
o) MBHREBEM M (Target Internet Gateway) N 7412t 54 6 g 1y k9 ¢
h) mdARINEEEH N (Add Route Rules).

tIEF M

FAVON R AT GOl VON QI MEHL K. W VONIR T 22l 7K,
A VON T2 — AN EFI, SN VON F5 2 — AN o
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B =5 cloud Shell &2 1Pv6 W4t

WA H— VCN, NEAE VCN WEIEFHTFH . 2HTF™. WETFRFSNE T ™.
pUK ]

LB KRIEEEM L& (Networking) > FE#l = W 4& (Virtual Cloud Networks) > 1l = M4 iE4H{5 2 (Virtual Cloud Network
Details) > F M (Subnets), #AJ5 riiditlEFM (Create Subnet).

B2 AT MIRAHEZFR (Name), % 2 (Management).

HIE3 P F MR (Subnet Type) ({4 @ UK ERIAE X 18 (Regional)) .

$IE 4 %\ CIDR 3t (CIDR Block), #1401 10.10.0.0/24. FMIIAHES CIEAIL) 1P Huhk i Ak CIDR Be3kH .
a) WP 1Pve, WET B IPv6 CIDR 3 (ENABLE IPv6 CIDR BLOCK) & iz,
b) 7£ IPv6 CIDR # (IPv6 CIDR Block) ', i IPv6 iz 7Ll .

PIR5 MERHR (Route Table) Ty bk £ 2 wii QAR BR tH &2 — .

W6 MM ML FMTEl (Subnet Access).
X “4HL” (Management) FB, XAZE 2 F M (Public Subnet).

$IE T %P DHCP IEI (DHCP Option).

PB8 EHREZHEN R 2%,
FIE9 i3 FM (Create Subnet).

T—¥ it a

Ml A P VON B, 2. N 4hB) Ja, A8 1] LLJE 3) threat defense virtual. 5 5% threat
defense virtual VCN BC& 7], &S 0L K.

40: threat defense virtual [E1\ = 4%

Virtual Cloud Networks in ftdv Compartment
VIFTLER] Ciou MEtaoiics Ble vitual, pivass metedrks I you S8t up i Orack dala Centers It CROBaly esembles & ractonal REtwork, with Arevwall fukes and SPecing ypes of COmMmUnICation
Name State CIDR Block Detault Routs Table DNS Domain Name Created -

@ Avaitab

@ Avaital »

@ Aval

® A

{$£ F Cloud Shell E¢ & IPv6 [ < ithiit

L OCILH, AT MERAG —NME—TK) IPve WO, %S threat defense virtual AR & iZ ik,
IPv6 VA 2 1E W TAE. WMol v] MFE =4 5eHiaqT OCI ay & I F M R4 5 B TR R
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UK

7£ 0CI 32 Threat Defense Virtual .

FE1 $% OCI > $TF CloudShell (OCI Z#if) (Open Cloudshell [OCI Cloud Terminal])
T2 PATLL M4 DT PRI IPVE AN B -

ocl network subnet get - subnet id <subnet OCID>

é‘%@% 3 y\ﬁé\%%mgfi ipvé-virtual-router-ip %o
IR A SR AR 7 2R

1£ OCI _EZ(2 Threat Defense Virtual

$IES5
$IE6

Bz Y

LIRS
$IE9

S0

TEN

TIE12

i Oracle Cloud 11i3% 9 [1] Cisco Firepower NGFW KEJUUF; Kk #i (NGFWv) 7= fib il o 7157 5451 4 OCIT
_-#% threat defense virtualo HRFHE CPU s P AT 5 A I 25 05 Y SR A R IR B fe A5 IE TR TS L AR

B OCI[I.
X 3 S s AE RS AT o R A T (R DX A

P HH (Marketplace) > [ F#2/F (Applications).
T H IR “Cisco Firepower NGFW virtual firewall NGFWv)” , 2R fFEFF =i

BB SAAAGAT, RFE T B iEFHEZ BIOraclelE A £ A EIEIKEZFXFEK A (I havereviewed and accept
the Oracle Terms of Use and the Partner terms and conditions) & i%HE.

M B B3I (Launch Instance).
i NI A R R ER, U FTDV-6-7.

S EBUZAR (Change Shape), 2R 5 ik #8105 threat defense virtual T/ CPU %05 . RAM & f1 T 754 D ¥z 1 B
AR, B4 VM.Standard2.4 GiZRIEER , 25 266 70D .

MEIIZE M4 (Virtual Cloud Network) #7712 ik 45 7 VCN.
MF M (Subnet) FHIFIFR FEREE BB (UK AZEAD .

VP {E M %% 2 4R HI 8 (Use Network Security Groupsto Control Traffic), $RJ5 &84 B VCN I & (1)
AN,

mi B | P Hbhik (Assign a Public I p Address) #ik 4441 .
FERNN SSH %48 (Add SSH keys) , siiifhlh 2> 2740 (Paste Public Keys) HLik {4 HEAL I SSH % 4H .

FLT Linux () SEBIET SSH B PI0T T AN B AR A IZRE T P AT SR GIE . BP0 AR PIR A L&), ]
LAAE B S IR AL B OR B AETHSNL EORSAE A IR BT A7 OHMEI, 52 8 B Linux 261 L3 5%

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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7£ 0Cl %52 Threat Defense Virtual |
B z:e0

$B13 LG RERESHET (Show Advanced Options) 4% DL T LI .

L1 VAR HIZR (Initialization Script) T, mdisaME = ¥R LA (Paste Cloud-Init Script) HLik4& KA threat
defense virtual $2fit day0 MU'E . day0 MCE 375 15 (X5 F threat defense virtual 1[NV
DL R 7™ Bon 0] LAAE T MR LB ZR (Cloud-Init Script) B & ARSI i 7] dayO fic &
{

"Hostname": "ftdv-oci",
"AdminPassword": "myPassword@123456",
"FirewallMode": "routed",

"IPv4Mode": "dhcp",

"IPv6Mode": "dhcp",
"ManageLocally":"No",

"FmcIp": "1.2.3.4",

"FmcRegKey": "ciscol23reg",
"FmcNatId": "ciscol23nat"

}

* FmcRegK ey - X & — R MEAE A v EM 28], F T B M 31 4 Bt A%V E M S BT P e U7
RIS, ek 37 N

* FmcNatld - 32— AR E CHPE SO o WA B H . 2 [k NAT #4275,
WAL N ME— ] NAT ID FIME— 073 255

FIEE5 dEE (Create).

T—oMta
WA ¥ threat defense virtual 3241, S 618 (Create) %4015, RESE RN “IEAERAL” (Provisioning).

| &

EESW  BEOINESIER EIE, — H threat defense virtual S29) WA BLAS HIa4TIRGS, T 2ELE threat defense virtual

JA BN 5E B BT Al T & VNIC,

threat defense virtual & NIZ1TIREIFEH:—A VNIC (1S E (Compute) > 3Ll (Instances) >
SE¥ 415 2 (Instance Details) > #1%H9 VNIC (Attached VNICs)) . IXFA T VNIC, Ff2smisf 5]
HH VCN. 7F threatdefense virtual 5% 5 XA ) 2 7Y, B TEE 2 B g1 A HADL VEN T G2 HT.
P AN 3R VNIC, DUMEAE threat defense virtual b EAfiEY I VNIC.

UK

S PSS 811 threat defense virtualSZ ] .
$I2 K KEFEREER VNIC (Attached VNICs) > fi]# VNIC (Create VNIC).
L3 i VNIC A TE&FR (Name), #1401 Inside.

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6



| #=oc

$IE9

S0

_#EZ Threat Defense Virtual
smieszag vNic Emzsazn ]

MEEHLIZ M 4% (Virtual Cloud Network) #7513 FF i $ VCN.
MFR (Subnet) 751 R EFEE T
Verh{E M %% 2 4R HI R 8 (Use Network Security Groupsto Control Traffic), SR )5 E8 ki VCN B & ()
L.
& Bk R B AR A% A 4% 22 A 4 IR i (Use Network Security Groups to Control Traffic).
(Rl $REER IP il UYEE, VNIC PR E 1P I, A 75 BT LR AE

MR KSRE IP, OCL KN/ HCLS T M F) CIDR /3l IP Huhk.

AR EFEEX (Save Changes) LLAI % VNIC.
X B AR VNIC HAR SRR

A1 %R VNIC 378 hn e B AR

UK

S

K it th A NS W A AT SRS i T 2

WVUGEPEM 4% (Networking) > FE48l = M £& (Virtual Cloud Networks), #XJ5 i 5 VON KBRS . (N BB
AN

A RNEE BN (Add Route Rules).

M B #RZEE! (Target Type) Fhrglkt, EBHEEHR IP (PrivatelP).

M B 89252 (Destination Type) FHi41Z ik #£CIDR 3 (CIDR Block).

25 i NB¥r CIDR &, 41 0.0.0.0/0.

7E B#RiZF (Target Selection) B4\ VNIC (FAA TP Mk,

WK 7] VNIC B 40 Be 1P #udik, W m) LA VNIC #4045 5 (GHE (Compute) > 321§ (Instances) > L li¥4R1E 2
(Instance Details) > %&£/ VNIC (Attached VNICs)) 1 #k [ 5h 20 i) 1P Hudil: .

AR RN (Add Route Rules).

T SR I R R DG TC TPV ELIBE DT IR), AT L B

a) MEBFRZEE! (Target Type) FHryEF, EHFEBEMM X (Internet Gateway).

b) 7 B#F CIDR #ht, f&5& IP bk

c) MBEFRREBEMMX (Target Internet Gateway) FHzzFH, FEREIA EIHE R O b 1) B A1 EE BT 1) FLIE ) 9 5 b
8] o

Yo BT 7 AR VNIC R AR T

L SR A i DHCP (1) 3% t ) 5k TPve Huhk B 2% Hc & 11 IPve Hihik g /128, WJAAZIAE threat defense virtual 4 (13

RN L N H .
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. ZNZ Auto Scale fRR A E

ipv6 route <interface name> <interface subnet CIDR> <ipv6 virtual router ip>
ZN7E
® ipv6 route inside 2603:c020:5:5800::/64 fe80::200:17ff:fe96:921b

®* ipv6 route outside 2603:c020:6:ba00::/64 £e80::200:17ff:fe21:748c

I Auto Scale fRR A X

PLUF #5728 Auto Scale fift ok 7 L AL A W% OCI L[] threat defense virtual KZ3FEAEH o

Auto Scale & FHZ= 1

OCI I threat defense virtual H 23" & R J7 S BAE RIS G100 R B Praas e 1T 1) FLIBCI (14 R 4885 i i 4
A —AME ATV RS R A E PR 245 58 T FR) s 11 £ 236 TP ik

AT LUGE IS NAT R AT 2 o 020 o B SOREXT I REAT AR

41: Cisco Secure Firewall Threat Defense Virtual Auto Scale 1 F =5 [&

Instance Pool

Repty of Outbound Traffic /| Reply of Inbound Traffic
FTDv 1

Inside M;b,m Outside

ILB
User

Applications

A

F 3

Reply of Outbound Traffic Inside + Oulsid Reply of Inbound Traffic

Reply of Outbound Traffic T Reply of Inbound Traffic

h
y

Outbound Traffic
— Inbound Traffic

i
ki
(ot
e

ASCRYAG T 355838 T OCI 1) threat defense virtual Auto Scale i ¥ 77 Z HITEAN L IR,
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| o

mesd

EEEM

AR

© TGP, RS FIT AR
 FETFUATE 0T, TEA ORI L BT 451
o VA DRI SY LEAR T (20 BRI T I o

PR FN 5K B
AT 2SIt R 7 ST 85 (¥ OCT A B SREME -

1

A\

A R%0e

iR

BZiE OCT I At P 4 B A A RE G T AN AL

Q% Oracle zu REAti Bt 7 W AU K™ BT J (4 A RAF AR BAT HEP K™ BOAR G2, 8
W AT . ACEIE AU, WS EIE M

KB

T AR, SRER G B4 . EAIE S, TS OCl > S FIR £ (Identity &
Security) > 5kBg& (Policies) > I 5k B (Create Policy). % LT sfem 4 HAs i 21 B i 1 4 v -
« A4 <Group_Name> ifiJTI i %X <Compartment_Name> H (14 hr

HR

* P4 <Group Name> 45 L[ 2] %X < Compartment_Name> 1 (%4

* 014 <Group_Name> & FILkE BS54 X <Compartment_Name> H1 (1 3 i

* V41 <Group_Name> 7 [ 25 4 [X. < Compartment_Name> 1 (147

* VP4l <Group Name> I 2% X <Compartment_Name> {15 F5

* 154 <Group_Name> {4 I Ff 254 X <Compartment_Name> H (15 i iy 4 2% 1]
* foF4 <Group_Name> 2HRSH 2 & X <Compartment_Name> 11 H &4
VP4 <Group Name> i F g 85 % [X. <Compartment_Name> (i) 52451t

* foVF4l <Group_Name> A #1111 Cloud Shell

* fSLVF4L <Group_Name> BZHCHL /™ v (R0 G2 A ifh i 44 47 1)

* P4 <Group_Name> & HUFL - Hh (1 A7 it 22

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B ooz

A

7£ 0Cl - ZFZ Threat Defense Virtual |

iR

3.

T ] CUZERL P g0 AR S o 48] DL B AT o s W] 40 By A RR o
Oracle I BE AR BR

%Lk Oracle DIRERENS VT I 73— Oracle AR BTN, TRHZ LD AE L& LSS T, Ra 4
S A SR LA T %) AU IZ IR A U B

4. GIEHTH
BOIHSAN, S OCI > B#F1ZR £ (Identity & Security) > #17548 (Dynamic Group) > €l
#7548 (Create Dynamic Group)
LEQI B AL N 48 i AT L
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
ARENEHEL UG, HSM:
* https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm
* https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm
5. ARSI B
TERINGENS, 155 2 OCl > B Fn& £ (Identity & Security) > 5k E& (Policies) > €| 5k % (Create
Policy). LA SHEm& s in 2141 -
RVFENAU <Dynamic Group Name> FHEINIHLIX <Compartment OCID> HMFTA ¥E
M GitHub T #3014

FTDv - OCI Autoscale fi# ¥k /7 £ E4E N GitHub f7ffFEFE At . & 0] DLNAA il FE 32 I el N8 etk

Python3 If1&

A LAAE 50 BE A7 $ 21 make.py SCF. BEREIY 20K Oracle DIREABARCCAE 40 Zip SCIT; K&
IR HARSCAE K. T HATIREEAES5, WRCE Python 3 F1J%.

\)

iR

I Python JHIA L BEH T~ Linux M55,

AR e E
WAZRC L LN AT

1

VCN

WHE FTDv W75 22602 VON. B8 BA BEM M5 VON, %M 56 22 /04— ANl 21 T HE
WA )i BRI T
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| #E 0CI %R Threat Defense Virtual
miese |

AN VON K15 5, 52 [ https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm.

2. MREFTH

*E%ﬁﬁ%jj FTDv NG 519 o SRR A ] S 01 St k77 %€, FTDv SEGIRE 2L 4 S 1WA
S

ARANE T REE, Wl
https://docs.oracle.com/en-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview _of VCNs and Subnets.htm#,

3. SMERFM

TR ZEERIET “0.0.0.0/0” ERE H BN M . T WA BE FTDv f4hE: 1
R [7) 506 R 1R A7 50 7 2 o f A oy HE b 9 R N NAT K o

ARV, S PILL R SCR:
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingl Gs.htm

* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To create a NAT
gateway

4. HERFW
X5 B A BB NAT/ B R R 5G  R FREF7 1 R AL

N

ER XF FTDv i@ R GRI,  &mT BUIE o 1 80 K7 1) S HHn IR 55 4% (169.254.169.254) .

5. EEFM
EI TN AL, IXFEE A BESCRRXT FTDv 1) SSH Al ) 14 .
6. Function FX
7 H -+ Oracle Functions %

N

R TRAEA ) NAT GW (A2 BB GW) [ 0.0.0.0/0 B,

WAZ5i{E Management Center Virtual 1 Threat Defense Virtual[f] NSG (2% 4=41) 1 ;e b1 M (1)
NAT GW [ 3% 1P

7. ®LA-FTDv E=HIRME&ZR4E

Jy FTDv SZIfc & 244, LLASVF Oracle Zhfig (FE[A]— VCN H) $#U4TF] FTDv )4 BE bk 1)
SSH %4,

8. MRFHEWATIE

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingVCNs_topic-Overview_of_VCNs_and_Subnets.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingIGs.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NATgateway.htm#To_create_a_NAT_gateway
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NATgateway.htm#To_create_a_NAT_gateway

7€ 0Cl £ %3 Threat Defense Virtual |
. Cisco Secure Firewall Management Center:: & 5514

X G A7 it iy 44 2 (B THEEFR A M, B 7 configuration.txt SCfF. #EAZIA configuration.txt
SCAFEN TS Y B0 UE T K o BE TS G Bl URL R/ ARAR 8 28 SUT IR 456 11

A

ER A% FTDv S2 Al HTTP URL Vil & FAL R LL R iCE .

%'IFTDV Eiﬂﬂﬂ', E%ﬁﬁfu?ﬁﬁ/&'\$ copy /noconfirm <configuration.txt file’ s
pre-authenticated request URL > diskO:Connfiguration.txt

Iy A S FFEAT ] configuration.txt SCAERCE 1) FTDv JH 5.

Cisco Secure Firewall Management Centery: & & {4

14 0] LUE ] Cisco Secure Firewall Management Center K/ P threat defense virtual, 1X+&—IIREFF 4
2 %5 P14 . threat defense virtual [ #8543 FC45 threat defense virtual FEFIHLE EEE: O L) FMC
HNIES 285 .

B % threat defense virtual it & FIE BLET T XS %, QUIRTEZ & B L& Sems R 2225 B i i 2% 4
BEAS AL N FH A BT A TE B AR gl 1% 2 threat defense virtual S

DUR 8 71 R BRI 1 4 45 B0 IFEAR IR, R I 5e M5 8., 1S (Cisco Secure Firewall
Management Center it &5 ) o #HE& B HEHO B, ERICEEL N ME R

* Cisco Secure Firewall Management Center /A F TP Hifi:

s U AR CInF R T 3T AR e, a2t 2 AN P AR
© GRRAFR

* Cisco Secure Firewall Management Center 15 ] S i 42 Fx

* Cisco Secure Firewall Management Center NAT i 42 Fx

s WARAHAIR

7£ Cisco Secure Firewall Management Center & €13 P

1t Cisco Secure Firewall Management Center 8% HAT Admin AL PRIHTHI 7, DUELHE Autoscale
Manager 1 H .

)

IR I AL H T threat defense virtual Autoscale fi# ¥k 77 % 1) Cisco Secure Firewall Management
Center H1/7 I/, BABJ 115 HoAth FMC 23 A A o

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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tieza ]

g1z
1E Cisco Secure Firewall Management Center F @15 EH Admin AR IFHTH 7. L RS (System) > AP (Users),
G it BA P (Create User). i /& 6 4505%) Linux £ %%
© % 32 MR, AMINETFRT () MR RIZ (O
« ENG
o ARPUETFARF (-) ks SO EFR/E ANBEAA () 779 (@) BRI ()
MR PRI T g e e . e B 5 L, 1S (Cisco Secure Firewall Management Center Bt B350 ) -
Sl i &4H
AT LM R A AR T L, FREZ B B e, WO — MRS, SRS DL R
Mo VA4l bR ) BT A I B A 441 2 threat defense virtual 52451 o
gz

TR EFIRE > REETE.

PR 2 RN (Add) FRE s IERERINZE (Add Group).
o RPN E S B i

$BA SHE (OK) LLEIEE B4

BIZEMEZFNEHN TR
B LU T threat defense virtual it & [H%] 2 o

UK

$IE1 A4 4 oci-metadata-server H IP iy 169.254.169.254 (1 E#HL.
$18 2 )i 4% N health-check-port HAE 4 8080 [ I, B4 75 61 F AT An] HoAdy s 11 o

PIR3 QIR PR, KRR ED (Interface) > R 2 X3 (Security Zone). ML E R (Routed) fEAHRAL, HfzI4E
PEAFR, #il inside-sz.

WA QRSN O, KEFED (Interface) > REX1H (Security Zone). EFEEEH (Routed) M. 4
L2 %R, 40 outside-sz.
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| LN

£ 2 NAT KB
B NAT s 00 b 2 NAT B, DUEDR R & AN L R BN AR, SR K It S ms i
BERHN Auto Scale Al EE 3 £ 4 .

pUR

FIE1 EFIE (Devices) > NAT

PIR2 NFREE FhyRT, R NAT .
PR3 (EBFR (Name) i AME— 45K,

$I% 4 i NI AR (Description) (TfiE) .

LIRS FLE NAT MU, A i G it NAT KUUATN H NAT SEBE1$a RS, 1520 (Cisco Secure Firewall Management
Center WATLETRF) T4 BB EINC & NAT. FELZ/R T BEE N JEA Ty vk
42: NAT 3]

- Directien Typa Bource Dastination Original Transiated
Interfecs Objects  Interface Objects  Sowrces Destinations Sarvices Sources
¥ HAT Rubes Bafore
. A
] !
_1
1

& ratic 1, sutuise-rone 14 e -pone i

& Saaie b Malds-cone 1y tuide-zana bl S, L b it i B S b st S,

& - T §, cetaide-tane il och-markatplace tnakde-subm

* Auto MAT Rules +

- @ > )

¥ NAT Rubss After

FE6 lHRTF (Save).

13 NAT
BB R NAT F00) 2K P B b il A 4 ok AR R332 11 TP btk b g3 11 o 328 NAT R S 22 13 11 s ik
¥ (PAT). HRHFEAIMEE, 2 (Cisco Secure Firewall Management Center B 75t & F5Fd Y
A BB B AETC . NAT
Hic B NAT SRB&P Irdz I EAT 2 2wl 1 A )«

UK

P A ANTHISIPIRBUAS AL E LN NAT B
YD ARSI
o HARX . PYERIX
* JBUGYE: any-ipv4
© G HbR: Y 1P
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548

| #E 0CI %R Threat Defense Virtual
SELE |

© JRAAYER s BRIA

o J5ilh F A3 : health-check-port
o UEHROUE: HAREED TP

o QS HAR: oci-metadata-server
o TR . BRIA

o U H RS H . HTTP

FEES T A S PROUR A NAT JUU .
[l 43: \SESEATRIR NAT 410

Interface Objects Tranulaﬁon PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd aall + | Translated Source: Destination Interface IP v
u The values selected for Destination Interface
Original Destination: Source Interface IP v PEfeta b cn e et e Eeeetd
{i§ The values selected for Source Interface

Objects in 'Interface Objects’ tab will be used Translated Destination: oci-metadata-server v @
Original Source Port: v @ Translated Source Port: v
Original Destination Port: oci-health-check v 9 Translated Destination Port: HTTP v @

P2 IS IR A E LR NAT S0,
o PRI AERIX I
o HARDK SR AR
* JRURYE: any-ipv4
o JsR HbR: JEEE 1P
* JRAAYR ) BRIA
* J5U8h H ¥ 1 health-check-port
o R HbrED 1P
s CHEEHHAR: oci-metadata-server
o TR . BRIA
© CHAHRI H ARSI : HTTP

FE R T T S RO A7) NAT AL,

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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B ozvazs

44: HIHEITIRREE NAT L0

Interface Objects Tunll.ltlm PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd bl + Translated Sounce: Destination Interface IP w
Q.The values selected for Destination Interface
Original O Sntion: Source Interface TP i Objects in Interface Objects’ tab will be used
w-"ﬂ! values selected for Source Inberface

Objects in “Interface: Objects’ tab will be used Translabed Destination: oci-metadata-server v
Driginal Source Port: v 9 Translated Source Port: v
Original Destination Port: oci-health-check v i< Translated Destination Port: HTTP hdll +

FIFE, Wrr DO SN NAT MU, FERHHEX 2 threat defense virtual % 4% .

BII3& 377 5] 3R B
B0 U ) 2 1 LA SRV NS B A B nT LAt BT i 06 75 SRS TR U In) SR, WY R i/Fis ATk
Bl TS, DU A v/r it 1 B i B B e . 7EVS M PSS v, U s R e £ & 52
L AL AL B 0 45 B FRURE 40 7305 o R0 PRy L A I B R R o R A AR R R, 1S )
(Cisco Secure Firewall Management Center % & BC B 481 ) 11U 1] 428 i U] 3¢ 12 52 18 o

FE T SRRE S UK B4 (EON RS A Q) X Mies Ui ) s«
iz

PBIR KOEFEEREE > i) .

PR 2 pi R RS,

SR 3 EALH (Name) A (Description) (A Hhfiy AME—ZFRATH

T4 HEENE CAa W EAN . BRFEMEE, 1EZ0 (Cisco Secure Firewall Management Center 344l B 555 )
D7 Il o

&
&

iy 5

\}

E
E

AR ARG R, SRR PR .

FTDv (1265 H TRl E B 20 Al B (04 FTDy 5261, IF e iR T 2 AN E H (19014 Rest
APL I ER,

E %! Cisco Secure Firewall Threat Defense Virtual A\ |15, BRZA 7.6
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
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https://docs.oracle.com/en/database/other-databases/essbase/19.3/essad/create-vault-and-secrets.html
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mzwn i

DL, s HT AN AR A AR B i ol T B S SO 28 AP AR TR, DAL SE VR AU SCAS S 2
WA Y. B RER A I ks 5

LN B RS, AT BL T 5 4F

FE QRREE .

OCT fR [ R $R AL 22 A QAN RAT s T DI AR 55, AR T eI AT s Mg (K75 3% Ak, WAL Autoscale
iR T SRR B S AR IR K 8 B 1 DX PP G ORI AR (R AR QD

% OCl > B 1% £ (Identity & Security) > fREEE (Vault) > £ R 5 8| E #4R & (Choose or Create New Vault)

NI
g
N

O 3 2 5

it LA T 0 A5 B A BN B A SUAC T

¥4 OCl > B{pF1& £ (Identity & Security) > RE FE (Vault) > & 62 %40 (Choose or Create Key)
MAER G AT PR K .

1. AES-128. 192, 256

2. RSA -2048. 3072. 4096

3. ECDSA -256. 384. 521

45: Q)32 %= A

Create in Compartment

<>

Protection Mode G'

3

Software
Name
My_key
Key Shape: Algorithm G) Key Shape: Length

AES (Symmetric: key used for Encrypt and Decrypt) e 128 bits

<

Import external key
Create a new key by importing a wrapped file containing key data that matches the specified key shape. For more information, see Importing Keys

LRI AN EE, .
1. ¥% OCI > #TF CloudShell (OCI =#i#) (Open CloudShell [OCI Cloud Terminal])
2. i <Password> 1E R E AR PAT LA R A 4.

echo -n '<Password>' | base64

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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. /% threat defense virtual B & X4

3. NIEE I TRRG R, SN EF £ s A 3 N % 0 OCID. Bt LA M E, SRS AT encrypt fir 2
* ¥ KEY_OCID # 4t b 5 (3% 81 1) OCID
* ¥ Cryptographic Endpoint URL 54§ 2 5 1) LR 2 1) in % % ¥ URL
o R Ok ) Y

s

ME <
oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

4. W\ Eabdar g b RS, AR EIRGE T R E AT

AE & threat defense virtual B & 34

J AR 7T fE 2 B L 2B v Rl T
g3z

PR AEHE AU M A S AL

2% iR i AA
tenancy_ocid T T&I0K BT AR 1Y) OCID. B2 T fift il 7 4870 7

OCID, 5y itit.,
AL OCID U R o -

ocidl.tenancy.ocl..<unique_ ID>

region TR H LR B DR ) DX A PR o — B TR
73] - us-phoenix-1. us-ashburn-1
Ib_size FRFH FH T 5 SR P 35 S BB 5 2 ) L ORI LA 58 (N

I D) AR .

YHFHIME: 100Mbps. 10Mbps. 10Mbps-Micro.
400Mbps. 8000Mbps

7~fil: 100Mbps

availability domain A 7~ - Tpeb:PHX-AD-1. Tpeb:PHX-AD-2

SR VR4, S LA .

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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#E% threat defense virtual i & 32 4 .

SH £ 6 il 15 AR

min_and max_instance_count SCASwNILIE] A A S 91t o R B 11 /N R B K S 4
1,5

autoscale_group_prefix TR 3 %o 0 oA R ASERR B 8 [ i A 0 s e 4 KT T . 491
w, WHREIEATLRA “autoscale” , WFTAT B EII%
2 N7 44 - autoscale_resourcel
autoscale_resource2 &5

mgmt_subnet_ocid FrF TS BT (1) OCID.

inside_subnet_ocid FAFH LI N7 M OCID.

function_subnet_ocid AT FAf 149 Function 1% 1] OCID.

outside_subnet_ocid FAFH LI AMHF M 1 OCID.

mgmt_nsg_ocid FAF R T B0 A FE 7 X P 4% 22 42 4K OCID

inside_nsg_ocid FAFH S (1 P9 31 X 9 44 4 4 21 ) OCID.

outside_nsg_ocid FrF S B AN X 0 4% 22 42 41 ) OCID

elb_listener_port oA T CLIE] BN S BRI A AT T R R84 ity 1815
ZN /B

ilb_listener_port 5oy bR P SR R R AV AR 1 LA i 1 B
ZN /B

health_check_port FrFH TBATIBAT ARG A (1 G2 25 1) i o IR 45 43 1
il 8080

instance_shape TR LERIRE ISR . TR AT 5 23 L4 S48 1K) CPU
Ko, WAERRIILAR .
TRFIER:  “VM.Standard2.4” Al

“VM.Standard2.8”
Ib_bs_policy FAF R FH T A BRI 900 S B8 A 25 I i ) B B3 4016 4% SR s

BT R A R A I A s AR B E 2 A, 1
Z [ ieAk

FHE{: “ROUND ROBIN” |
“LEAST CONNECTIONS” . “IP_ HASH”
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7£ 0Cl - ZFZ Threat Defense Virtual |

SH HipzEa 15 BF
image_name TR FHT-G s S e 3 1 T S R R 4
PRINME: “Cisco Firepower NGFW virtual firewall
(NGFWv)”
TR
WU AR 1 e WG, U DA 2
custom_image ocid 4.
scaling_thresholds 55y HFWN ey RSN B CPU % W(E, LIE
S bR ARG X ER AL i A ) i R BRI
il 15,50
e, 15 2N MY RREE, 50 &40y (.
compartment_id AR BAE b 8 BRI 1 B 25 X OCID
7~ ocidl.compartment.ocl..<unique | D>
compartment_name TR b 25 L X [ 4 R
custom_image_ocid FIrH WERARAFT A TG, H T A0 S B S i [ e Xk
%1% OCID.
TR
custom_image _ocid & A %S4
ftdv_password TR threat defense virtual X 0% %0, 1k
SSH %423 threat defense virtual lit & . 3 < N
FRUL, ES R E R, SR,
ftdv_license_type FRFHR threat defense virtual VFAJIE2EA, "L BYOL &,
PAYG. HHisZ#F BYOL.
cryptographic_endpoint T H Tins ety TR S I URL . & 0] DAFE LRI R
Hzl,
master_encryption_key_id TR AT =L 1341 OCID. & m LAAEAR IS ZE 4k

o

Pk
master_encryption_key_id Fl cryptographic_endpoint
U T A — ORI
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#E% threat defense virtual i & 32 4 .

iRz

152 FA

fmc ip

T H

Cisco Secure Firewall Management Center ] IP it .
2V KB PR threat defense virtual SZ41fF) B BE AL
1P,

R

A 2 5 threat defensevirtual 47 - [f]— 1 M I, EFH
HUL P A L, A7 W20k 3 3 1P TP Hoth
T o

fmc_username

FHL KA P 4. SRCHTIF threat defense virtual
SEF I, S A R S A R Dy BT
Ho

fmc_password

I TR B B L BRG] A A i ) R
)_‘_‘1 -[/ﬁ IFEJJH:&

fmc_device group name

FHLRL A — AN A4, Ik Autoscale iR
ZEIP T threat defense virtual 373 #8247 N % 4
e, DU R DB R ) SR A Y T T X e
Ko

enable_memory_based_scaling

bool

M Cisco Secure Firewall Management Center Virtual /%
Z‘ﬁ threat defense virtual PN A7 IR 0. 383 H AR
&, WA DURSE A AR BT . BRIAMIE] CPU
A

fmc metrics_username

WA e AR enable_memory_based_scaling *)
ERENAE R, WFRE— AN B R0 F P
PSSR YR UESES ﬂ%TMF)TﬁET Z47 threat
defense virtual A7 HEHC P A7 A8 FH IR 00

fmc_metrics_password

JJElT‘Z TSN 4 B IR B I A S n
BRI, WS IAL.

fic & S 4 FR (Profile Name)

7 OCT R U B SRR . el AR AT (K
Eiﬁ“ﬂ 7 M RE]. TRl

“oracleidentitycloudservice/<user> @<mail> .com”

WG ATk i 4 25 R B IE RO IO R ME— bR IR . B2 OCI> &
¥ (Administration) > 8 Fi¥4H{5 2 (Tenancy Details)
B4 P X H1E Docker & r) 30, #ZALFF Oracle-Functions

HEXF] OCI AL R . % OCl > Hi
(Identity) > Fi P (Users) > I Fi¥4A{E 2 (User
Details) > S IES HE (Auth Tokens) > £ X S hE
(Generate Token).
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. /% threat defense virtual B & X4

FIB2 [ LU A kA Configuration.json {4

{
"licenseCaps": ["BASE", "MALWARE", "THREAT"],
"performanceTier": "FTDv30",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",
"NatId": "cisco",
"fmcAccessPolicyName": "<autoscale-access-policy-name>",
"fmcNatPolicyName": "<autoscale-nat-policy-name>",
"fmcInsideNicName": "inside",
"fmcOutsideNicName": "outside",
"fmcInsideNic": "GigabitEthernet0/0",
"fmcOutsideNic": "GigabitEthernet0/1",
"fmcOutsideZone": "<outside-zone-name>",
"fmcInsideZone": "<inside-zone-name>",
"MetadataServerObjectName": "oci-metadata-server",
"interfaceConfig": [
{

"managementOnly": "false",

"MTU": "1500",

"securityZone": {

"name": "inside-zone"

by

"mode": "NONE",

"ifname": "inside",

"name": "GigabitEthernet0/0"

"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "outside-zone"
by
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetO/1"
}
1,
"trafficRoutes": [
{
"interface": "outside",
"network": "any-ipv4",
"gateway": "",
"metric": "2"

"interface": "inside",

"network": "oci-metadata-server",
"gateway": "",

"metric": "1"

}
IR 3 Al FH T E B E K BT Configuration.json.
WA REECE SO AL B G ATA A R o
WZBKE configuration.txt SCA AL S BN SARAE AR 0], T4 AL SOOI 7 4 B0 UE 1 5K

AR
FARAE HEAL T8 R 8 configuration.txt [T & 473 56 1F /5 5k URL.
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#BE Auto Scale IR 7R .

78 OCT " G 75 U 36 10F URL I 75 B R[], A RN T B B8, AN ATEME 7 ZEHAT IR 2.
RS A Zip U,

A LA v B A7 it P rh 44 2] make.py SCFF. AT python3 make.py build T4 LAEIEE zip 3CMF. HARSCARAE AT

.

Wed Apr 21 09:35 AM [sumis@PSUMIS-M-41KG target]$ tree -A

L]

Dracle—Funct%ﬁps.zip
README .md R

asav_configuration.txt
deploy_oracle_functions_cloudshell.py
templatel.zip

template2.zip

= 7 g

I Auto Scale R A X
LESE BB W% 85, TTRAIE OCI Hitk. %A LU Cloud Shell 3147 T8 8k fdi [ Cloud
Shell HB5E . 145 [ RRAS 358 38 A FIASEAR AT A GitHub A7t ZE 3R

FINERE

Uiy 2| Autoscale it 7 ZHE A =P IR %8 Terraform Template-1 #Ef% 78 Oracle Jjfig,
SR J5 %8 Terraform Template-2.

#R2Z Terraform Template-1 4%
UK

FE1 HFHROCI
X oA PR A A e B R SSAE T X A P o
$IE2 % HFFFEARBRS (Developer Service) > FiREIEEE (Resource Manager) > Hi#% (Stack) > 61| i Hi#% (Create Stack)

EFIAIBCE (My Configuration), R JFIEH H s A& H 1) Terraformtemplatel.zip SCA4% 4 Terraform BC & 5,
W B R .
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. ZNZ Oracle Th&E

Stack Configuration ()

Tarraform configuration source

Folder @ .Zipfile
3o Drop a .zip file] Browse

ternplate.zip

Working Directory

Mame Oobon,

templatel-20210420223815

Descriplion

Craale in compartmant

Manual_Test

L

Terraform vearsion

0.13.x

L)

Support for Terraform version 0.11.x ends in May 2021,

$IB 3 AR (Transform version) FHs &, 4% 0.13.x 5 0.14.x.
PB4 E N0, WALE L TIER A RS B

PR

NGNS, 5 WIHERE B ] e E G 2 b 2RI

$IBS £, % Terraform $24% (Terraform Actions) > Kz (Apply).
RIRE G, RE5HE Oracle i,

R 2 Oracle Ih&E
A\

AR A1 Terraform Template-1 #5258 ) o A Be AT A 3R

fE OCI ', Oracle i =11 Docker MR EA%, JFtox A7 £ OCT Fasmid Mk b . fEHERS, i 2
4 Oracle Hyfig#Eik 2| —A~ OCI A (¥E Terraform Template-1 H 4 ) 1,
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#% oracle 118 I

i

#$IE1 77 OCI Cloud Shell.

Gat Startod Dashboard

Quick Actions Colagso

Create a VM instance Create an ATP database

S %2 1% deploy_oracle functions cloudshell.py 1 Oracle-Functions.zip.
M Cloud Shell IR, 1k +¢ E4% (Upload).

Cloud Shell

Download

Upload

[ > e

] File Transfers
+!) Restart

?;: Settings »

FE3 ] Is i RIUES AT

Deploy_Oracle_Functions.py

7';'%3% q Jé’ﬁi python3 Deploy Oracle Functions.py -ho deploy oracle functions cloudshell.py Hiﬂll&%%*%ifﬁﬁ)\%%ﬁ,

A AEH] help ZHERBILFEAE S, W KPR,

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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7£ 0Cl - ZFZ Threat Defense Virtual |

% python3 Deploy_Oracle_Functions.py -h

usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t

44 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seiek

Instruction to find values of required arguments:

Application Name: Mame of Application created by first Terraform Template

Region Identifier: OCI -> Administration —> Region Management
Profile Name: OCI —> Profile

Compartment OCID: OCI —> Identity -> Compartment -> Compartment Details
Object Storage Namespace: OCI -> Administration —> Tenancy Details
Authorization Token: 0OCI —> Identity -> Users -> User Details -> Auth Tokens -> Generate Token

optional arguments:
-h, —help show this help message and exit
] Name of Application in OCI to which functions will be deployed
Region Identifier
Profile Name of User

Compartment OCID
Object Storage Namespace

Authorization Token for Docker Login (#Please Put in Quotes)

BHEATIIA, B NS4

= 25 SRFEAER

2%

ek

LA & FR

‘& A& Terraform Template-1 #5& G1 & [1) OCT . H 1 44 FK
il ¥ Template-1 145 ¥ “autoscale_group_prefix”
RGZ% “_application” 20 &8 RIAT 3R 75 HAE .

XEARIRTF

DX IR TR A AEAN ] X 5 OCT Hp ] 1 X 3 AR A
s R RUBIIET “us-phoenix-17 BRI 2 /R AR

“ap-melbourne-1” .

BERWUITAT D H X SR IR IR 513, 1% 2 OCI >
EI2 (Administration) > X1 &I (Region
Management).

BB 2 FR

BAE OCT H (1) 1] FL ] I B S A R o
7~i:  oracleidentitycloudservice/< user> @< mail>.com

AR AR BBC ESCPEr 4E.

BEEX OCID

TAEBEE LXK OCID (Oracle Z=AriRAF) o H P
OCI N H k% B & X OCID.

% OCI > 517 (Identity) > B &% X (Compartment) >
FEEsE XIEH{5 2 (Compartment Details).

WREFE AT

AR I B R ME— AR AT

% OCl > &I (Administration) > A P IEHAE R
(Tenancy Details).
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#h& Terraform Template-2 .

S £ AR

b o X HAE Docker Bk WS, 2R ¥ Oracle-Functions
HERER OCI g M R . EMEMATH S SfE4
J,

% OCl > B4 (Identity) > FI A (Users) > Fl FiE4H{E
£ (User Details) > G436 iE < i# (Auth Tokens) > 4 X
£ J# (Generate Token).

WP RR R, RS EE R PG R, ek
Fr& A GRS (Developer services) > L€ (Functions).
4% 4 Terraform Template-1 QN . Aii FF36 (Getting
Started), #RJ5iEF% Cloud Shell & &, #FixLe b,
R B E G B0 UF 2 I BEE:, W R

Generate an Auth Token

ijﬂ% 5 @ﬂ{?@ﬁ%{miﬁ]\%ﬁﬁﬁf python3 Deploy Oracle Functions.py /IJLE'/\‘(\': %B%F)Tﬁﬁ’*]%%‘%%%*%ﬁlﬂ ° %E,
R nT AR 23011 955 ] Cloud Shell.

#R2Z Terraform Template-2
PR 2 08 AR QAR O BE YR, B R4 TR pR £ ONS 328, BAR 2 (1355 55 Terraform
Template-1 [ E S4B

UK

P G OCI1).
DI R AE BRHEI AT E A PRI AE TIU IX S5k A

$IB2 RHFEFEAFRIRS (Developer Service) > EiRETE2E (Resource M anager) > Hi#% (Stack) > 1| i Hi#% (Create Stack).
4% H bR SO 1) Terraform template template.zip 4 24 Terraform fic & 5 .

Y3 1 F—2Prh, diliTerraform ##4E (Terraform Actions) > FZF (Apply).

{£ A Cloud Shell Z3 2

Shy B G T A, T DA o i 7 R R iy 38 S S B AR & AwtoScale fi# )T % (Terraform
templatel template2 Fl oracle JJfig) -
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B cins

HIE 1 K HFRSoE e ) ftdv_autoscale deploy.zip SO 4% 3 Cloud Shell A Hs 45 S0 14

Cloud Shell

sumis@cloudshell:~ {us-phoenix-1)% 1s -ltrh

total 152K
= FW=—F—=,

1 sumis oci 151K Jun 9 07:25

sumis@cloudshell:~ {(us-phoenix-1}% unzip ftdv_autoscale_deploy.zip

Archive:
extracting:
extracting:
extracting:

inflating:
inflating:
inflating:
inflating:

ftdv_autoscale_deploy.zip

templatel.zip

template2.zip
Oracle-Functions.zip
oci_ftdv_autoscale_deployment.py
oci_ftdv_autoscale_teardown.py
deployment_parameters.json
teardown_parameters.json

sumis@cloudshell:~ (us-phoenix-1)% 1s -ltrh
total 344K
-MW-r—r——.
—rw-r——r—.
-rw-r—r—,
—MW=Fr—r—.
=-MW-r—r—.
—rw-r—r—.
=rwW=r=—r——, sumis oci 2.8K Jun

—MW—-r—r—. sumis oci 151K Jun

sumis@cloudshell:~ (us-phoenix-1)%

2.7K
5.0K
7@
133K
7.1K
25K

87:19

@7:19

87:19 teardown_parameters.json

87:19

97:19 oci_ftdv_autoscale_teardown.py
@7:19 oci_ftdv_autoscale_deployment.py
87:19 deployment_parameters.json

@7:25

Jun
Jun
Jun
Jun
Jun
Jun

oci
oci
oci
oci
oci
oci

sumis
sumis
sumis
sumis
sumis
sumis

W00 W0 W W00 W WD

'I'fﬂ% 2 ?‘:Ej’}lﬁ]1 python3 make.py *@@ (i]5fs~g Z,HU , 1?15%1%&» E;E?ﬁ deployment parameters.json ':F' H’]iﬁﬂ)\%iﬁ
,v% 3 EF‘ Kj] Autoscale ﬁﬁ/ﬁ\ﬁ%ﬂz%’ lﬁf Cloud Shell J: 1T python3 oci ftdv _autoscale deployment.py ﬁ‘ﬁ/‘%o

SERURTT G ERE KL 2 10-15 23 Bl
WERAERR DT SR F R DT AT R R, U

RHE SRS

B UEERE

AE R EHE A %, JEH Oracle THEE R O 5 BMAFMIERE . BRINBFW T, LB A&/
FE RS R 2. 480 LIS BT 75 A e /AT e KB A OCT UL R i S gt . 35k BT ) threat
defense virtual SEZ4) .

FATE BB OUR B — AN LB A A TGRS, 90 UE AT A DU IR AT & T . SE Rtk fa, &)

DL 28 threat defense virtual FSEFRZE K.

)

ERE 0% threat defense virtual S (1) /NIRRT € 4 ZHBARIP (Scale-In protected), Ll OCI 4 )i

SRS M o
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AR

A2 I}

F4% Autoscale Hitk

WA SRR TV G0 W H T 8 A

F4% Threat Defense Virtual VM

HRRAA S FETHY threat defense virtual VM. WA I 75 [ threat defense virtual BRAZ K 55508 HE
o

it

1 SR i B N R s K SR, T AT BL T R4

miiFF & A BBk % (Developer Services) > I g€ (Function) > N FA & #R (Application Name) > (i@
id Terraform Template-1 1) EL&E (Configuration).

433 B2 min_instance count A1 max_instance count.

2. MER/Z A SRIAET N I R o an SRSt A PR A A S48 DR AN VR T Ol N ) 7 R # AR T 40
MHBR/ 2k, WsEEb2s B 20 8 38 Lo AT IR .

3. Max_instance _count & XMl H REFRAE 1) EAE PR, HA] LI UT S Sese ol it i SE 45 o ok
BRI AR UL R Sl vh 20 348 OCL W H A 1% & ¥ max_instance_count. 770, 1#AHN
i K B

4. T N ol St PR SE9 T AN S AT DA R 7 sCBCE RS AR . T X e v AN 23 A
WA T 8 i s TR FE AR, Wik threat defense virtual A7 V7R HIE, B8 %K.

5 W THLERA, Wi threat defense virtual SEIAE— B (o] Wiz A RGAEE . Tom i H Gy ik
SSH Vi), WS 2s gk am il W SERI s A BR, AT aliEER e AE 2% 2K,

Oracle ThgE

* Oracle Dy fg 52 fr L /& Docker MG . IX LRG3 TARAT 2] OCI 784873 M R AR H b . X sl
GBS, 7 W 2 MBS AF Autoscale fift &k 5 22 P43 FH I T HE

* 1L Terraform Template-1 €5 OCI N H L7 Oracle ThRE1E & TAEAT 75 M BB AR &, bR
AEom R, A AN N B SO S PR A 1 R RIS e BT A AT Ao B e B 25 s A BT S48 1

A E R R

fE OCI H, ANSZFHEHIMC & 4 threat defense virtual H7 R B4 1117 35 42 1 SR IE 32 21 S5 ) 41 201y
ek . DAL, PR I e R 8 P I AR A A ) S i B s AR I B RN AN A B T AR 1 S
Ui b o X8 TP ANy [ BN 0 305 i 46 nN i i B MR o AT Auto Scale fift 1k 77 %8 25 i %77 20
ALK PIAMTS o ABAEREATAE M AN A . dEd S HERR I, 7T BE AT 75 22T 30 58 U4 (1) 1
Do
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. M OCI = ffiF% Autoscale BLE

RS SESR, AT DU IO R Py A S AR AE S i AT 0T 58 2 3 1o BIRRE RS T RS9 TP 23 1 5l
AN E A s, BN TEhis B L4 1P,

S B ERE PRI iE

BRSBTS DI I A i U E A WTWTRE P, 15 22 OCI > M & (Networ king) > £ 23478 (L oad
Balancer) > T #2 /¥ (Listener) > G {iilT#2 % (Create Listener).

B EimEME Fin e

Tk threat defense virtual S M 3] 61 2 Y1l 2%, SOKf threat defense virtual S 4b64% 0 1P BC & 4
AN AR I i 2% Fr v AR P R R it . PN R O TP NG A N R S A i s S i AR TP B SR i . AR OE
LEAE R B 1 2 I B Wr R b

M OCI 2 fifif% Autoscale Bt &

FTLUE ] OCT A iy B8 ey BHLas LIAHTR] (107 UM BR AL Terraform H28 (RIMERG . I BRMERS S I BR LAY
BT BRI, JF HAS IX S BRI O B A £ B AR 2 B A MIER -

)

AR FEHERRMER AR OUR R BCRE SEEh P R d /NS BB B 0, RS SRR SEBI K k. AR BT
MERPTA 6], I HA B MMEMIRE .

En] LLAT T3l N ek Af A 3 F Cloud Shell SKHER Autoscale .

F =l PR

I ik 213 Auto Scale vk 7 ZREFE =D MIEE Terraform Template-2 #E4E . M5k Oracle ZhfE,
SR S5 & MBS Terraform Template-1 HEAL .

ffiB& Terraform Template-2 4%

ZIMER Autoscale FiL'e, &2 5E M ER Terraform Template-2 HEf% .
UK

FB1 GXOCI]).
DI R AR BRI A LA A ORGEAE U DX A
LB 2 EFFF %A AGBRS (Developer Services) > FiRETEEE (Resource Manager) > itk (Stack).

P$IB 3 1k Terraform Template-2 G 2 (I HERE, X5 EE Terraform #24% (Terraform Actions) 72 Hrf i1 $5 2% (Destroy),
WE PR
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Mz oracte g

Terraform Actions « Add

Plan

Apply

Import State

Destroy

K QIR BN, A BR DR U 2 — LS A) o BRI AR S AL 8 O I BR HERG . 4n B TR

"
Plan Apply Edit More Actions.

Import State

Stack Information Tags
Run Drift Detection
Description:
QCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56: Download Tarraform State
Time of Drift Detection (Last Run):
Maove Resource

J ObS Add Tags

: Delete Stack L :
A job is created when you run a Terraror[ - ]erraform actions tcj
L

IR 4 GRELMER Oracle Y)fE.

HIF% Oracle ThAE

Oracle DfEFE AN Terraform FMHEALTRE 11— %, & ZAE ] Cloud Shell Hpk AL, A,
Terraform HERAH 53 A 2 e HM s o S8 A2 BB 3T Terraform Template-1 G173 i) OCT N A A A
15 Oracle R 5.

B2

S BEF OCI ).
X35k S s AE BB A B e TR S AR T ) X A o

PR 2 IEFFFA NGRS (Developer Services) > LRE (Functions). ZEFEAERIAR 1 HEH QIR N T 44 5K -
PR3 AN, Ui A R EOR IR .

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .


https://www.oracle.com/cloud/sign-in.html

7£ 0Cl %52 Threat Defense Virtual |
. B Terraform Template-1 H#E4%

fiB& Terraform Template-1 4%
A\

AR HAEMERITE Oracle IREZ i, A REMENMBRBIAR 1 Hitk.

5 Terraform Template-2 JHBRAH A o
g3z

L1 R OCI] ],
X3 R AE BSR4 A o TR A T ) X 3

T2 RFEFEANRIRS (Developer Services) > FIREIEEE (Resource Manager) > Hif% (Stack).

$I® 3 1%4% Terraform Template-2 612 (I HERE, SR)5 & ili Terraform #24E (Terraform Actions) R 473280 b ({45 2% (Destroy).
RGOV R AR, BAIER B2 U 75 2L LI )
HB 4 BB lR, A UNE L I24E (More Actions) Rz b IHERHEAR, 0 F TR

"
Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

: Delete Stack L -
A job is created when you run a TerraFcur[ * ]erraform actions tcj
“

M ER Terraform Template-1 HEAk )5, BEAAUSUE R TP SR TR, JF BRAEAT AR .

{5 A Cloud Shell P& Autoscale

ﬁﬁﬁﬂu?ﬁ? Cloud Shell ':F‘#h’ﬁt python3 oci ftdv autoscale teardown.py ﬁﬁ/ﬁ\’ QXL'ff%Hi‘HAﬂﬂU]%‘:
HER AN Oracle Difig. A RMEAIE F2NHB 1, 1 508 stackl Fl stack2 (W HERR ID, SRS ST
teardown_parameters.json SCHEH N H ID.
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{5 SSH %457 Threat Defense Virtual 2l [}

{£FH SSH 1%=3=Zl Threat Defense Virtual 3= 5l

B Unix KU 0 RS 3%E 83 threat defense virtual S25], 1518 SSH & 3 5249 .
pUR

S AL A4 B SCPBUR, LU A T BRSO P
$ chmod 400 <private key>
Horp:
<private_key> s CAFHISEBEBARTIARK, A L E U5 0] A S8 SRR o
FIR2 MAJULLT SSH dir 4[] 54491«
$ ssh -i <private_key> <username>@<public-ip-address>
<private_key> &I SERBARMATR, &IOS 207 In) (1 SL B R HR AL o
<username> St threat defense virtual SEH1 (1) FH /- 44

<public-ip-address> @& MNFEHI G R ISLH] 1P Mtk

£ F OpenSSH %3%Z%l Threat Defense Virtual 3251

T\ Windows F 48i% 447 threat defense virtual S241, 15 1% H] OpenSSH % 5% 5Z 441 .
gtz

L WX R E AT B DN, W20 v B SO, DUl A e s ot
AT LA 1A
a) {E Windows B HLAR T, SMURRYISCN:, A STz, RGBT (Properties).
b) {ERE (Security) LIk b, iS4 (Advanced).
c) HfRERFEE (Owner) AL Ik,
d) riiliZEF 447K (Disablelnheritance), R Jq ik HEIG I X & B2k R AR PREE 5 75 B VAR (Convert inherited permissions
into explicit permissions on this object).
e) IEFEAZREHII k) AR H, AR5 i il BR (Remove).
) BRG] ik (K07 ) AL B O 5 £ #2%) (Full control).
g) TRAFH
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. {% A PuTTY i%3%%l Threat Defense Virtual 32451

SR 2 TEREFISEH], 15FIT Windows PowerShell 31217 L R iy 4
$ ssh -i <private_key> <username>@<public-ip-address>
Horpr
<private_key> s AR SEHEBRARTI A FR, % SCAFHEL & 5 205 1) B S DGR IR B«
<username> St threat defense virtual SEH1 (1) FH /- 44

<public-ip-address> @& MNFEHI G R SLH] 1P Mtk

{$ A3 PuTTY 3%3%£%l Threat Defense Virtual =45

B PuTTY M Windows 45 %E#: % threat defense virtual 21, 54T UL F#R4E:
pUR

P {77 PuTTY.
$IE 2 £43 (Category) FtgH, EFESTE (Session) F4 A LLR P2
« EHE (GIP L) -
<username>@<public-ip-address>
Horp:
<username> & threat defense virtual 341 ¥ FH J* 44
<public-ip-address> & MNEEHI G R LA AL 1P Hubik,

® ‘#Jﬁl:]: 22

s FEIEHEA. SSH

$IE3 (£ (Category) G, RIFE DO (Window), R/J5IEFEEHR (Trandation).
LB 4 (FiRIRFFFE (Remote character set) Nz, %8 UTF-8.

FTF Linux [F5201 (R 2RIA X I3 14 B0 UTF-8, IXFEL PuTTY BC & A48 HH AR 7] ) X S 1 B
$IB5 (2R (Category) Btk T, MKIKJETT%E$E (Connection) Fil SSH, 4R i S I&E (Auth).
$IE6 il (Browse), RJE kI .

S 1 ST (Open) LURBI 21T .

UERIGGE S R RS, T RE B R A E, RS S EIVE PR EAAEEM L. midiZ (Yes) LA
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ey |

IPv6 #{ = HERS

B8 SSH - 1 i} IPv6 [¥] Firewall Threat Defense Virtual A~ T {F
o fRRTE HOR SIS NI I FLIBE M M OCHEAT IPv6 22 L1 [a] R i o
* MR 753k Firewall Threat Defense Virtual & 3L & T A£7E 5 H IPv6.
* FRRTTE WAIE TR IPve AH OGS 1) 7138 N 21 #8351 Firewall Threat Defense Virtual.

o BRFE WAIFSE 8] “ipv6 address dhep default” 7E47HI4% 11 FRCE IPv6. W1 BAVE ] “ipv6
address dhep” , WUFRAHAIILL R % “ipv6 route management ::/0<IPv6_Gateway address>” .

* FRRTTE AR ARVFIERAT ssh Ao ATH BA T dr 24 47 “ssh ::/0 management” #¢E. ssh

access allow,
B8R JCi%HE IPve Hhll/rBesh A 1 .
© BERFTE WL TS ) VON 275 CUA T TPv6 .
© BERFTE AR ORALH] (42 IEH (1) TPv6 CIDR.
* fRRTTE T AR “/64” TPv6 CIDR HI4 .
B 7R AR VY ) U ANEAE A
© BRRFE AR AT CAEAAS LA
R F5 3% ipv6 route <interface name> <interface subnet CIDR> <ipv6_ virtual router ip>

#RFE R~ ipv6 route inside 2603:¢020:5:5800::/56 fe80::200:17ff:fe96:921b

o SRR E BRI Z IEAI ) IPv6 CIDR.
o FRRTE RSN IPve BCE T IERAIRUT i) 414 .
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B pe i
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’fk8:_'—
=% 2

7£ Google = & £ Ef & Threat Defense Virtual

AT LAYE Google T+ & (GCP) L% threat defense virtual, IXj&—Fi AL ARV MRS, LERESAE
Google F2AE )y T HIFEAE M8 isqT N -

IBSFE GCP ¥l &= FIm#R - E 2 GCP W H A B,
o WS MIARIER GCP W H , I AAEREE SR (Dashboard) ik $E %0 H .
o By eElioe, E LSRR > £ (Home) > 24| E 4R (Dashboard).

Tl LLE % GCP #5516, 7F GCP i3 482 Cisco Firepower NGFW KRB ki (NGFWv) 7= i1,
SR J5 JE 3 threat defense virtual 524 LA R4 T 20T HE 4 GCP 3453 /5 3)) threat defense virtual
S, DA EBSE threat defense virtual.

 BEIE 3310 0T

* SmPEmRARR % 311 0T

* HUBESAE, B 313 0T

* Threat Defense Virtualfl GCP [FJUENIFIFR ] , 28 314 7T

* NIC B4 DL, 25 316 1T

o WZE R, 5 317 0L

* W[ %& ¥ Cisco Secure Firewall Threat Defense Virtual % %, 5 317 1L

* LB GCP M5 , 28 318 T

o QLR KBERI) 55 320 0T

o ¥#%8 Threat Defense Virtual , 5 323 70

o i 4156 1P 3823 Threat Defense Virtual=25] , 5 327 1T

o i F B AT 1 6 ZE 4% 2 Threat Defense Virtual 3251 , 2 328 T

* fii[f] Geloud %% Threat Defense Virtual S , 27 328 7T

* XA GCP L3202 Wi I 1) Threat Defense Virtual , 2f 329 171

o HBETCL W 1K) Threat Defense Virtual FUENRIREE] , 26 329 7

* NIC 2 Hdlaf e, BUEAE GCP L35 512 Wri% 11 ) Threat Defense Virtual , £ 329 7T
* {¥ GCP L#8E L2 Wi O 1) Threat Defense Virtual , 2 330 T

s THRImE, 5331 1T

o HEEANTIZ W O 1Y Threat Defense Virtual 225 5% Auto Scale fi# ¥R 73 , 5 332 L
o iR HEER . 35 332 0T
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* Auto Scale R HZ , #5332 0

o NHGEWIRE , 28335 T

* RGUELK, B335 00

* HiPRSRAE . 2R 338 1L

* #2% Auto Scale ¥R 7%, 55 346 U
* Auto Scale 1248 , #F 352 7T

o Hids ik, 5 353 it

o WeREHERR , 2B 354 L

iz

threat defense virtual 3247 54 ¥ Cisco Secure Firewall Threat Defense (2 Fij#X 4 Firepower Threat
Defense) AH[AEAE, LUERITE ASAL S %2 2 D) fE . threat defense virtual 1] DLEBETE A 3L GCP
o SRE, ATRUNILHEATRCE, LAORIPAE— BN Tl A4 J . W sl e L7 8 (1% R DL AN 4 2 G 4 v
O AR

HEFFE Google ERIHIZETYFN K /N LA A2 threat defense virtual 753K . HHI, threat defense virtual 3211
HAACFIE VN bty = A7 LL R R CPU THREHLEEED

N

AR ORI AT RE S L AN AT A

R 26: TFFRITEMRAL T EM 28

HEMAHENEE Bt
vCPU MEHLFENFFfi&=2(GB) | VNIC
c2-standard-4 4 16 GB 4
c2-standard-8 8 32GB 8
c2-standard-16 16 64 GB 8
R 27: ZFFHBATT R LR
BRI RN LR B
vCPU REHFFERAFfiERR(GB) | VNIC
nl-standard-4 4 15 4
nl-standard-8 8 30 8
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HO
‘_T4|.
H

i 8 3

=l
Ell

BAITENER B
vCPU REHLFER A7 2R(GB) | VNIC

nl-standard-16 16 60 8
n2-standard-4 4 16 4
n2-standard-8 8 32 8
n2-standard-16 16 64 8
n2-highmem-4 4 32 4
n2-highmem-8 8 64 8

* threat defense virtual /D07 % 4 MO,
o WE R vVCPU Hii hy 16 4.

Bl LLAE GCP _L@zEmk 7 . #F GCP 1745 L1 Cisco Firepower NGFW KB k5% (NGFWv) 7= 5
KIFB) VM sz, DL IERE GCP H ML,

=7

PLUF R 360 T 7E Google Cloud *F & 3% Threat Defense Virtual [ TA/EVFE .

=|-

i 21 i
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B :aes

T1EZ(8) PR

(1) |GCP AL GCP 8. A% VPC M4 (VPC W% (VPC Networks) > F M

N (Subnet) > X1 (Region) > | P it S5l (IP addressrange)) -

5 |GCP U7 KR BB K BERI) (R4 (Networking) > VPC M4&

A (VPC networks) > B A 3% (Firewall) > 1| B A 3810 (Create Firewall
Rule)) .

(3) |GCP 48 Threat Defense Virtual: £ GCP T2 “Cisco Secure

>/ ‘ ”

- Firewall” .
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I 7£ Google =T & L #RE Threat Defense Virtual
mesd

TAEZH) PR
(4 |GCP 2% Threat Defense Virtual: fit & Threat Defense Virtual #5241,
j P
,:"'5"\':, GCP %% Threat Defense Virtual: Pt 5 % 2542 1 1Y I 7 K SR o
(g |GCP #8 Threat Defense Virtual: 7t GCP [ #% Threat Defense Virtual.

7 BRI | B threat defense virtual:
PR

* [} Cisco Secure Firewall Management Center 2K ¥ Cisco Secure
Firewall Threat Defense Virtual

* {§i /] Cisco Secure Firewall % #58 P 2% K4 FE Cisco Secure Firewall
Threat Defense Virtual

GIE=- s

* 7F https://cloud.google.com A& GCP k)™,
* fd GCP I H . 2[4 Google A4 H (Creating Your Project).
o JBRMEREN . ] DUEE IR ALy (https:/software.cisco.com/) Bl EE— /MK 7 o
* V11 threat defense virtualo
* P %A RS IV RIS AE B PO RCE
o IR BRVF A IE RIS B, 1530 (Cisco Secure Firewall Management Center & B i
) VR,

* 155K threat defense virtual ZZG 2K, 2 (Cisco Secure Firewall Threat Defense FE A EFE ) o

EOZEX
o W (2) - —/MNHT U threat defense virtual EFZ 2] B HFL, A—NHT 2w, LEHTEH
B P/T=

* WER O (2) - T threat defense virtual 742 2 P 38 E AR A JLRI2%

* I Cisco Secure Firewall fiiA 7.4.1 FFi5, ST UIMIERiZ WO, HFERDHEALIN 4 M40 A
ANETERE UM 3 AN RS 1) GCP #6238 Threat Defense Virtual. N &84 % A Cisco Secure
Firewall ilRAS 7.4.1 [Fi2 Wi O R0 R 78 GCP 34528 Threat Defense Virtual. 45 X HE41ME .,
WS W TAE GCP _L#B3E T2 Wik I #) Threat Defense Virtual , 5 329 T,
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. Threat Defense VirtualF1 GCP 549 N F15R &1

BIEKE
* H-F1jn) threat defense virtual ) A3 1P,

Threat Defense Virtual#1 GCP B4 4 I #0 BR #i]

LRI RE
* {£ GCP i1 5.5 3 b i 2
* A2 16 4> vCPU
< BB (RO
* VPl - U325 BYOL
AR T2 BUEEA) o HREAE R, 1S A 3L Threat Defense Virtual (4R

* 7£ Cisco Secure Firewall 7.1 X FARARA L, S &AL, M Cisco Secure Firewall fiiAs 7.2
Hah, BSCEF &S HEs,

Threat Defense Virtual & 8E1F A B 1EEE R

threat defense virtual SZ eI RE)ZVF AT, AZONVF AT W] 3 T30 38 TR BRI AS [B] (1 4 i 2 2 3 1 VPN 3%
R

3= 28: T 12109 Threat Defense Virtual 15 5] T gE PR i1

TR REMIE (BU/RAND | EERHE RA VPN £ iE BRI
FTDv5, 100Mbps 4 1%/8 GB 100Mbps 50

FTDv10, 1Gbps 4 ¥%/8 GB 1Gbps 250

FTDv20, 3Gbps 4 #%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 1%/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv100, 16Gbps 16 }%/32 GB 16Gbps 10,000

1521 {Cisco Secure Firewall Management Center &/ LR Y H A “WHFnl” —F, TMAEFA] threat
defense virtual ¥ £% B FRIHE N

)

ER I vCPU/INAFAE, WAZISE I threat defense virtual % 7% (1 HL I .
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Threat Defense Virtual#1 GCP &4 4 T 1 BR 1 .

EREM AL
h SEFR threat defense virtual () F AR PEAE, %8 AT LT VM FIENLEEAT L, 5 076405 B, &4 GCP
18 AR R A AL

FEUim YRR - threat defense virtual SZFFRERY E (RSS), 04537 ic 2 A1 FH X T B AR W 48 F2 it
RGN RSN . 76 7.0 FESRA L2 30RE . A GPEANE R, 1620 TH0m$ R (RSS)
1% A~ RX BA%1).

I FE R TR 5 B

R AFAS VNIC 23 B s $oi (00 (RX) A& (TX) BAA LLALFE 0 28 B 0 o ARF A5 T A 194 4% 422 1
KA (VirtlO 8¢ gVNIC) , Google Cloud fiff F—FP 5775 A &A™ vNIC 20 BLERIAECE ) RX FT TX BA
1

GCP HI T BAF 43 Bic4s vNIC [J7VEM T
* VirtlO - vCPU #it i LA vNIC $dt, I-F F AT R A
B, AR ERPLA 16 4~ vCPU F1 4 AN yNIC, WA vNIC I B FIE K [16/4] = 4.
* gVNIC - vCPU %= FR LA VNIC ke, AR5 Pk 4 RBRLL 2
Biltur, WERFEAUNLA 128 4> vCPU F1 2 4> vNIC, W3 BB ZIEC, [128/2)/2 = 32.

R
[

fsitny LAEAE ] Compute Engine APT SISt ESUMLIN [ 52 X o Bign &4 vNIC IBASIEL. (12, W
R

PAT IR, D545 Sy LU A -
o J/NAFITHEG: AN VNIC —

o FRBAATHEL: BT vCPU T EiBEAS VNIC [R5 R S TH AP AR, FUARIGR T 2K E)
FEFPRAY:

o QR Virtlo 8% H E IKSIFE I, W KAFITHECh 32
o« WIRAFH gVNIC, W KBAFIH4Ch 16

o GRS HE AL VM INETE vNIC IBAFECE, 43 HEH A B S Es 2N+ 8055 T lic sy
VM L2411 vCPU # 5.

A RERIAAN A 52 BRI 73 BE I PEAIAE BRG], 352 BERIABA A 70 B AT 8 52 SCBA A 73 T -

Snort

o QRIS RIS HAT A, BIU0 Snort T BEARKE 0] A4 B M], 803 VM IBH 2519, oiE AT
FEANTEFRET, 185 M threat defense virtual F1 VM LS A& . WK CPU M HEDL. NAE
/O 1 TG A2/ SR B H KA Bh 15 ) @A T MO HERR

* 24 Snort <M, MELEm CPU F /O 1%, B AE N AAA L B3EA L CPU AT I
B1% T K& threat defense virtual SZ451], U Snort #5575 BAR KM 0] A B 5241, XK S E AN Snort
o

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .


https://cloud.google.com/architecture/framework/performance-optimization
https://cloud.google.com/architecture/framework/performance-optimization
https://cloud.google.com/blog/products/databases/scaling-google-cloud-memorystore-for-high-performance
https://cloud.google.com/blog/products/databases/scaling-google-cloud-memorystore-for-high-performance
https://cloud.google.com/compute/docs/network-bandwidth#rx-tx-equations
https://cloud.google.com/compute/docs/network-bandwidth#assign-rx-tx-queues
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- R

F
AN FEAE GCP H1Kf threat defense virtual A Cisco Secure Firewall A 7.1 F+ 2% %] 7.2 W2\ Cisco
Secure Firewall it A< 7.1 FF 2 7.2, 3§ AT HOH LA .
AHIFHITNAE
* IPv6
* Threat Defense Virtual A1 HA
o 3 W/ Py I B A 2
* EAY

NIC £ £{3E4% O BYRR G

£ Cisco Secure Firewall fJRAS 7.1 S ERRRA L, ML R (NIC) BIEE £ 1 ML 1 R s
* nicO - FHEZ
s nicl - WD
* nic2 - TIBALLUKIM 0/0
* nic3 - TIRALLLKK 0/1
M Cisco Secure Firewall A< 7.2 J14f, i TAMNE B HTE (ELB) QUK EHE W & ) nico, KL
B nicO b AT H 22 ok e i p AL B 1 B .
Cisco Secure Firewall Jit A< 7.2 [ NIC R 42 O (WG R Birs :
* nic0 - TIERAZLUKI 0/0
* nicl - TIEALLLKK 0/1
* nic2 - IR
* nic3 - WD
* nic4 - TIRLUKIM 0/2

* nic(N-2) - TIKLLKM 0/N-4
* nic(N-1) - TJKLLKM 0/N-3

M Cisco Secure Firewall WiiA 7.4.1 JFUf, %830 0] IAESA 12 Wi AU BF G T #8% Threat Defense
Virtual, 7EXFHEDL R, NIC A 10 WS 4 R s
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I 7£ Google =T & L #RE Threat Defense Virtual
mesmitRsl ]

* nicO - FIRAZLLIKK 0/0
* nicl - TIEALLUKH 0/1
* nic2 - LN

*nic3 - TIKLUKK 0/2

* nic4 - TIELUKR 0/3

* nic(N-2) - FIELLKKM 0/N-3
* nic(N-1) - TJKLLKK 0/N-2

P 2% 3 N 11

TEER T LB P K RARE T 2 T threat defense virtual B3 4b, #F GCP H1 24 threat defense
virtual FCE T 4 ST W CGEEL. 2. WEFANED .

46: GCP 14 Threat Defense VirtualiRE 715

) Google
_-""J""“‘:"."""" '-V“" FW Rules
VPC Network Network GCP Route Table
192.168.0.0/24 192.168.2.0/24 J—Q Destination 0.0.0.0/0
e L I I°‘h° , Gig0/0 (Inside) * _@ Next Hop IP of eth0
.
Threat
defense
VPC virtual C
Network Netw bl GCP Route Table
192.168.1.0/24 192.168.3.0/24 J—Q Destination 0.0.0.0/0
———-—. Diagnostics »Gig0/1 (outsid )' Next Hop IP of ethl
— eth3 ethl 1 “Q

N & IE Cisco Secure Firewall Threat Defense Virtual 1% 3%

A AN RS 4] Cisco Secure Firewall Threat Defense Virtualo
Cisco Secure Firewall Management Center

U RS B A% BB ] U B A SCHRF IR SE R I DI RERIC L, WA A B AL (A 25
I A AR ORI B A
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. Cisco Secure Firewall 1% & &3228

EREN GABEIINAE B BLES A A B SRAE B B Yot AR YR i LAY B BT RE

5o IR R E P KA EL U B, A A B O TR 4 F 3 DL
P b, ST, M ST VI AR BT, VA AT AN 5 2 b
3.

AR OHA RO B RS FOEID A B A B0 BRI, IR S UG BT
BRI, 5% &K,

Cisco Secure Firewall i &% &858
S AR S B

B E LAY T Web [BCE S, A 7ERLE BB et o e i Bl s v) LANC 2/ R k) 2%
I VAR RE . o™ fh T s — S BUL G BRI KSR B, X R s, o]
R IR 2R PSRBT SV 2 BUP A B iR R 45

\)

AR AR WA HLE I BB WA AIER, 1S (Cisco Secure Firewall 13755 FE2S L & 45
[EZD

B & GCP IfiE
threat defense virtual #5525 75 T PS4, 8 DA JITHE 325 threat defense virtual 2 i B3 X 6 4%, P45
ks
« HHT ML VPC.
« 2 VPC 802 Wi,
* NIRRT VPC.
o A7 RS VPCo
EANEVEE T B ZR A GCP B KBS, PLAVFR B4 threat defense virtualo (545 HH &A1 [55 K K% RH

JUJ 55 7E threat defense virtual A< B 1= Ne B (1 3 i AN B KRS AN ] o BRI SCIBR 1) W 2% AN D g i 44 GCP
R AN KB o TS B 2SR 4 7s B A i

TEr] DL A #2 LTEAT GCP s AR GUR B i iy, e 1] Tl B LIS A IR OL R . 4 SR H]
T GCP iz A IR A % e v AN L, ] DU RS AE 32 11 Qe B A B s 3R b 1) i bR SEBl e H
.
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I 7£ Google =T & L #RE Threat Defense Virtual
mEccrrz [

L1 {E GCP &G H, EH VPC Mg (VPC networks), A5 riditllE VPC M4 (Create VPC Network).

= Go gle Cloud &° My First Project { Search (/) for resources, docs, products and more
::: VPC network a & Create a VPC network
B  VPC networks

= 3

Lowercase letters, numbers, hyphens allowed

[5 IPaddresses

= Internal ranges

Description
&  Bringyour own IP 4
- . Maximum transmission unit (MTU)
= Firewall [1460 - @ ]
N Routes

D Configure network profile @

VPC network peerin
* P 9 Subnet creation mode @
X

Shared VPG @® Custom
O Automatic
9% Serverless VPC access
Private IPv6 address settings
.|§|. Packet mirroring
|:| Configure a ULA internal IPv6 range for this VPC Network @
—_ VPG flow logs The ULA range is a /48 CIDR from which all private IPv6 subnet ranges will be taken. Google

Cloud can allocate one automatically or you can allocate one manually. Allocation is
permanent. You cannot de-allocate or change the ULA range.

$®2  {ERTR (Name) FBUh, HAFTH LK.

B3 MNERAEHEBEAL (MTU) Fhsgpd, EPE UM MTU {H.
P4 N FREEESX L, fid BEX.

WS L FW ST, sl R R LA M

& Create a VPC network

Subnets

Subnets let you create your own private cloud topology within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define the
subnets.Learn more 4

Vv New subnet

ADD SUBNET

FIR6  {EFFM (New subnet) THIZFR (Name) 7B AT s 44 Fx .

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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TE7
SIE8
$IE9

10

Create a VPC network

1£ Google = & L #RE Threat Defense Virtual |

~ New subnet [ ]
[ Name * Qo ]
Lowercase letters, numbers, hyphens allowed
Description
Y
[ Region * (7]

IP stack type @

@ IPv4 (single-stack)

(O IPv4 and IPv6 (dual-stack)
O 1Pv6 (single-stack)

Primary IPv4 range

[C] Associate with an internal range

Use an internal range to specify the subnet's internal IP address range. The

subnetwork can be associated with an entire internal range or only part of the range.

IPv4 range *

2]

E.g. 10.0.0.0/24

1) By At R

{E 28 threat defense virtual SR, 15 & #4: O M HBG KRG CRL A & A0 1) SSH
MHTTPS %R , 1S %2 Threat Defense Virtual , 2 323 7. MRIEEAITESR, EIEw] LK A EE .

UK

AR W 1 81 7 K BE R o

MEXiE (Region) Nugidkrh, EFRIE AR HHE KX I DYAS W28 AR 20 467 T [F]— X3k

M IP 3t SEE (1P addressrange) 7B, %A\ CIDR ¥ 30HI 5 — AL 7, 140 10.10.0.0/24.
Pz A AW B BN S, )5 5Tl 813 (Create).

EELR 17, £ VPC PRI A=A VPC M4,

£ EGCPEHIG T, KIKIEFEM LG (Networking) > VPC [ 4% (VPC network) > BF A& (Firewall), X5 Aidi B ERBE A

1E#N (Create Firewall Rule).
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s assan i

@ Network security 41 & Create afirewall rule

v Secure web proxy Firewall rules control incoming or outgoing traffic to an instance. By default, incoming

traffic from outside your network is blocked.Learn more [
Cloud Armor A

I3 DDoS dashboard [ Name * @ ]

Lowercase letters, numbers, hyphens allowed
%)  Cloud Armor policies

=Y  Adaptive protection Description
Z
0] Cloud Armor service tier
Logs
Cloud IDS A Turning on firewall logs can generate a large number of logs, which can increase costs in
Logging.Learn more [£
Il DS dashboard O on
@ off
IDS endpoints
a P Network *
default - @ ]
A IDS threats {
Priority *
Cloud NGFW ~ { 1000 COMPARE @ ]
!i! Dashboard Priority can be 0-65535

Direction of traffic @

@®) Ingress

&  Threats O Egress

EE  Firewall policies

LI 2 EZFR (Name) FBH, BT KBRS AN 45K, #ilin: vpc-asiasouth-inside-fwrule.
I3 MMLE (Network) NRzFIZrd, KEPEZEN LA KBS RN VPC M2 FK, i ftdv-south-inside.

PR A4 )NBFR (Targets) Fhzzzerh, mREH 7B KBEUNED, Flan. Mg a9prE £ (All instancesin the
network).

PURS NIRRT NRAIRT, WWRESCRR 1P R, i IPv4A SEE .
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| IR

&  Create a firewall rule

——————

Direction of traffic @

@® Ingress

(O Egress

Action on match @

@® Allow
(O Deny

{ Targets ’

Specified target tags A\ ]

‘ Target tags * ’

~ Source filter
IPv4 ranges v @

» Source |IPv4 ranges *
for example, 0.0.0.0/0, 192.168.2.0/24 (7]

~ Second source filter
None >+ @

~ Destination filter
None vy @

$IE6 LR IPSERE (Source P ranges) 7B, LL CIDR &y AU IP Hihi-yeH, 4101 0.0.0.0/0.
A AVF X 28 TP bl Bl A AR R U
LIE T 7EhiFAER O (Protocolsand ports) T, KEFE E BI Y FRER O (Specified protocols and ports).
LIRS U A,
$IE9 piditliE (Create).
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I 7£ Google =& L ERZ Threat Defense Virtual
EB<Z Threat Defense Virtual .

=12 Threat Defense Virtual

AT LU LU PR, {# F GCP T3 L#Y Cisco Firepower NGFW FE#L1 k55 (NGFWv) ¥ %5 threat
defense virtual 541

LI G F| GCP =G .
PR 2 piiSMKE > 1% (Marketplace).
I NG IEER “Cisco Firepower NGFW virtual firewall NGFWv)” , 2R 577 .

W Marketplace Q. Cisco Firepower NGFW virtual firewall (NGFWv) X

Marketplace > “cisco firepower ngfw virtual firewall (ngfwv)”

(@ Marketplace home 1 result

¥ Your products Cisco Firepower NGFW virtual firewall (NGFWv)
Cisco Systems

% Your orders
Cisco Firepower NGFWYv is the virtualized version of Cisco's Firepower next generation firewall. Advanced Security Advanced threat defense
options include next generation IPS, advanced malware protection, URL filtering, and application visibility and control. Scales up/down and high

= Filter Type to filter availability provides resilience. Cisco Talos delivers industry-leading visibility to detect and stop advanced threats. Consistent Security...
Category A
Security (1)
Networking (1)

;4 pidiBsh (Launch).
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https://console.cloud.google.com/

1£ Google = & L #RE Threat Defense Virtual |
. £BE Threat Defense Virtual

New Cisco Firepower NGFW virtual firewall (NGFWv) deployment

~ Deployment name *
cisco-ftdv-byol-1

- Image version

7.6.0-113 v
-~ Zone
us-central1-f v @

Machine type @

‘ + General purpose Compute-optimised Memory-optimised

Machine types for common workloads, optimised for cost and flexibility

Series
o - |

Powered by Intel Cascade Lake and Ice Lake CPU platforms

‘, Machine type

n2-standard-4 (4 vCPU, 2 core, 16 GB memory) v ’
O vCPU Memory
v 4 16 GB

a) EREZFR (Deployment name) - A S5 45 5 ME— I &4 FR o

b) [Xigi (Zone) - EFFEHLE threat defense virtual 1] [X 45,

c) TTEHNZEE! (Machinetype) - ¥l REcZisk , 2 310 vl EPEEMMTHE AL,
d) SSH %48 (HJi%) (SSH key [optional]) - A\ SSH 25 EH 41 22 8 o

WXt GCP A7 Ak (10— D AICE PRI AR K AL TSP A P 3 R O 2 e 1 21 5o
IR PIN RAE B ORI B, DL ISR R 9 2 5 .

e) IEFE ARV Z IR I H S0 #) SSH ZAH V7 ] b3, 152215 Google SCRS SR B BH (487 F It H 221 1) A 4k
SSH ##Hj 1] Linux SEH

) RBEhBIZA (Startup script) - 0 LA threat defense virtual SZ41 618 5 ShA,  DUMELEERR S0 5 sh i $04T H 3)
AFS .

LAR7s 275 T FF Day0 Bo B S HIF R 2] B ShBI A (Startup script) 7Bf7n i
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https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
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I 7£ Google =T & L #RE Threat Defense Virtual

g)

ZR2 Threat Defense Virtual .

{

"AdminPassword": "Cisco@123123",
"Hostname": "ftdv-gcp",

"DNS1": "8.8.8.8",
"FirewallMode": "routed",
"IPv4Mode": "dhcp",
"ManageLocally": "No"

}

R

BT IEATEE R, BN AE T JSON B6AIE 2% 5K 56IE Day0 Bt & o
M £&4E0 (Network interfaces) - BUE #210: 1) BHEL . 2) W0, 3) WEBRE. 4) AhiE 0.
New Cisco Firepower NGFW virtual firewall (NGFWv) deployment
v default default (10.128.0.0/20)
v default default (10.128.0.0/20)

v default default (10.128.0.0/20)

A New network interface

Network
(default - @ ’

© Networks must be unique across network interfaces

Subnetwork
(default - @ ’

@ subnetworks used in different network interfaces must not overlap

External IP
"None - @ ’

DONE

iR
QIS R ICE [ S s I 11 o 4 SR A A 04 1 BC B B S, Ul 250 122 592 461 4 A
FH 11 G P T A s

1. MM4E (Network) FHzglk, EHFE—A> VPC M4, {41 vpc-assoso-mgnt.
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. £BE Threat Defense Virtual

2. M\ FW (Subnet) FHAIES, PR,
3. MSMER IP (External IP) FHAIZH, PRI KL
XFE R, K SMNER IP (External |P) i 4% 4GRS (Ephemeral). 35T P SR A1 542 11 il 1)
4. piii5ERL (Done).
h) BAASE (Firewall) - 3 FH B CBE R0 .
New Cisco Firepower NGFW virtual firewall (NGFWv) deployment

DONE

ADD A NETWORK INTERFACE

Firewall @

Add tags and firewall rules to allow specific network traffic from the Internet

Creating certain firewall rules may expose your instance to the Internet.
Please check if the rules that you are creating are aligned with your
security preferences. Learn more [4

Allow TCP port 22 traffic (SSH access) on MGMT Interface @

‘ Source IP ranges for TCP port 22 traffic (7] ’

Allow TCP port 8305 traffic (SFTunnel comm.) on MGMT Interface @

‘ Source IP ranges for TCP port 8305 traffic 9 ’

On vQ’

‘, IP forwarding

A SHOW LESS

DEPLOY

s 2 IFR B Internet (SSH if718]) Y TCPim M 22 57 & (Allow TCP port 22 traffic from the I nternet [SSH
access|) IEHELL FLVF SSH.

c P RIFRBEBEMAE HTTPSHE (FMC iiE) (Allow HTTPStraffic from the Internet [FM C access])
SGEHELL SR VF 8 B b Oy FIHE A B0 A8 A WL SSL N 3 75 18 1 (SFTunnel ) #4704

i) AiE% (More) JEIFM K IR 1P 4% (1P Forwarding) ¥ & 4 FF (On).
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{E A SMER IP %453 Threat Defense Virtual SZ45) .

PIRS5 sidi#EBE (Deploy).

iR
JABIN T T 2 RN 2R, RS T E. Be 2 AT RET B 7-8 X BORSEIR . T 2) TP I AIARAL, 1 USR]
AE T ZLN R BE & I HOBT T 4R

T—F Mt 4

M GCP #1H 6 [¥ VM S T F S VRN B . BRI HRE A 50 1P ik NS 1P Hhk AR 345
IERVE B S BPEPE WA B, U E A sl

{EFA4MER IP %32 Threat Defense VirtualSZ 451

threat defense virtual <245 43 Bo A P 36 TP FARNEE TP, #8 0] LU FH #0356 TP K 4] threat defense virtual 52
%1

32

$IB1 £ GCP =G, EFTE 3% (Compute Engine) > VM 3245 (VM instances).
LB 2 sl threat defense virtual S 4P LLFT T VM LAIFMIE S (VM instance details) HLf
S 3 (ISR (Details) SR F, i SSH FBUY P,
WA M SSH R bk £ A Ik .
o] DA LLR J7v2:% 45 2 threat defense virtual 5541 o

o AT AN SSH 2 P i sl 28 =77 T H - A CTHEAIE R, 162 M Google SCRIATH 55 — 77 T A% Hz (Connecting using
third-party tools).

{& A3 SSH 1%3:%%! Threat Defense Virtual 32451

B Unix R 0 R G583 threat defense virtual S21], 1518 SSH & 3% 52491 .
puR
S LT ar & SRR, DME A & n] LS A

$ chmod 400 <private_ key>

Hrp:
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

1£ Google = & L #RE Threat Defense Virtual |
. {E A B1T4=4] & £ ZE Threat Defense Virtual S215)

<private_key> s XCIFHISEREBACTIAFR, ZOCAHE & L5 05 0] B SEBI SCHR AR«
P2 HILLT SSH fir &7 1) 541

$ ssh -i <private_key> <username>@<public-ip-address>

<private_key> & NTFHISEBHARMATR, 2O S 207 IR LB R IHR A AL o

<username> & threat defense virtual 341 ¥ H F* 44

<public-ip-address> @& MNFHI &K RS54 1P Hubik,

(€ 21754 & 1%E3% Z Threat Defense Virtual 32151

UK

HIE1 7 GCP #5HHl &, %t E 5% (Compute Engine) > VM 3241 (VM instances).
B2 i threat defense virtual SE 4 FR LA VM LHHEHE 2 (VM instance details) 1T
I3 FMER (Details) L~ T, siidiZEEE BITIEH & (Connect to serial console).

HREAE R, 1S Google SCFY 5 HAT# i 542 . (Interacting with the serial console).

{£H Geloud E3#£%1 Threat Defense Virtual 2431
T 2

FHIE1 7 GCP &, %+ E 51 (Compute Engine) > VM 3241 (VM instances).

PR 2 pith threat defense virtual L1 4 FKLUFT T VM RHIFEH{ER (VM instance details) GLifi .
P 3 EiFMIER (Details) IR T, fiili SSH PRI Nhg .

SIE4 SEF goloud 454 (View geloud command) > #£ = Shell #135E1T (Run in Cloud Shell).

UEIEFTIF “ 2= Shell” (Cloud Shell) #8351 A7 K VEA{E B, 16204 Google 3CHY, geloud ir 24T I HAMEIA (gcloud
command-line tool overview) 1 gcloud compute ssh.
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

I 7£ Google =& L ERZ Threat Defense Virtual
X F 7 GCP LERE i ik O &Y Threat Defense Virtual .

X T 7£ GCP L& Ji2 t3x 1 BY Threat Defense Virtual

£ Cisco Secure Firewall iliAs 7.3 M B fAS L, Threat Defense Virtual 5% 7 42 /0 4 NEL - 1 ME
FEE, 1AM S W DR 2 AN s .

M Cisco Secure Firewall R A 7.4.1 J¥4f, %0 AR 2z O, SR 2D 4 M0 (O AVE BB O
13 A1) 3 Threat Defense Virtualo M) B8 SCHFAE [F]—TF SR 35058 HA HoAth o+
I111J Threat Defense Virtual. %11, 7 c2-standard-8 TF&EHLZEM |, I AT DS HAT 1 AN R
F1RT 7 AN #% T117) Threat Defense Virtual, 1A RE B4 1AM RO 1 AM2W# 00R 6 ML
P #2101 Threat Defense Virtual .

M Cisco Secure Firewall fiAS 7.4.1 7R, BATEUELER A 12WH 101 GCP 3% Threat Defense
Virtual.

HEINREIAE Google Cloud -5 (GCP) [ %% ) Threat Defense Virtual 3241 [ 52 37 .

N

AR TSR OO 8, BRIk 2 ] LR IN 4 AN KRS Threat Defense Virtual, % 8 4>
B,

=RE o i2 WiE O BY Threat Defense Virtual 844 M) 0 R &I
* MW B BRI, R4 H G R SNMP SRR Threat Defense Virtual B BB P82 1, 1M
AR,
o MLEESCRHETER A Y R

o R A2 W9 L3 1 1) Threat Defense Virtual S FIAS ELAG 12 W2 11135 11 f¥] Threat Defense
Virtual SE41432H .

N

ER JLALIY Threat Defense Virtual S5 43 41745 GCP _E 545 21 vh S48 1) 4341
1% 5 Management Center Virtual _I[¥] Threat Defense Virtual 541 (14416
Ko

* AN3FF CMI,

NIC Z| & O RIBRET, LUETE GCP LERE T2 i O /Y
Threat Defense Virtual

Mg T NIC SRR DB, TR 2 Wi LK) Threat Defense Virtual
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. 7£ GCP LR & i Wik O &Y Threat Defense Virtual

Net-Interface VPC Port

NICO outside-vpc Gig0/0 FTDv-3-NICs
NIC1 inside-vpc Gig0/1

NIC2 mgmt-vpc Management

7£ GCP L ERE iz WiiE O AY Threat Defense Virtual

HAT PG HE PR, ERF 2N DR T #28 Threat Defense Virtual.
TEE

LA W T AR E Y day-0 BLE A (GCP 4 & L Startup script ) A H ##{E %] Diagnostic: OFF/ON K i
FkThig. BRAEOT, X4 E A Diagnogtic: ON, JfH & BINEWE . M8 % & 4 Diagnogtic: OFF
I, HER AR A IZ W D O BB
RIS day-0 AC B A R .
{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",

"Diagnostic": "OFF"

}

bt 4

B XS "Diagnostic": "ON/OFF" [X 43 K/

W2 ERE &> 4 4 NIC.
H KAE GCP %% Threat Defense Virtual FITEAFET, 1S HTE Google 115 _I-%# Threat Defense Virtual.
ARBONTEAE S, IS0 T

PR3 (k) EEGIE LA show interfaceip brief fiy4 Al Wi HEAI(E B #8IE 7] LLE Management Center Virtual
EAEEROTVEAEE, PR
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-ifcs-overview.html

I 7£ Google =T & L #RE Threat Defense Virtual
oy |

P2 L1 {F Management Center Virtual I 7~, W1 R,

Interface Logical Name Type Security Zones

® Management0/0 management Physical

GigabitEthernet0/0 Physical

GigabitEthernet0/1 Physical

Interface Logical Name Type Security Zones
@ GigabitEthernet0/0 outside Physical
@ GigabitEthernet0/1 inside Physical

1=
HRip=
fn] LLARYE DL R 3% 5 FF 4% Threat Defense Virtual 5241

* JJTfi Cisco Secure Firewall iiAx - #&0] LUK T 12 W42 11 Threat Defense Virtual SS9 T+25 0k
B H Wi O Threat Defense Virtual S£4] .

* Cisco Secure Firewall 7.4 KX F S hRA - & 0] LUK B 12 Wiz 1011 Threat Defense Virtual 32558 S5
TH28 R ¥ A7 12 W2 1 () Threat Defense Virtual SE471]
AZFL A5

* BT Cisco Secure Firewall fiAs - TEE 588 T 2 Wi O 1¥) Threat Defense Virtual 5241 72k 31 ¥%
12 Wr: 11 Threat Defense Virtual SZ471

* Cisco Secure Firewall 7.4.1 S S s A - G544 AT 12 W42 [11¥) Threat Defense Virtual #7855
T2 Sy A5 2 Wi T 1) Threat Defense Virtual 5241

N

B THIUR, NIC HECRRUREE (R A,
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1£ Google = & L #RE Threat Defense Virtual |
. N2 N E5S WiE O B4 Threat Defense Virtual £ 2%5% Auto Scale SR 55

B A H2 B2 O 89 Threat Defense Virtual £ 25 Auto
Scale fR R A=

HAE RS A2 W2 RS oL R 5% threat defense virtual B #E 5k H threat defense virtual S 2H i) E 3)
VMRV BPAT S, EIIRTE day-0 Be & A 4 {5 6] Diagnostic: OFF/ON ¥ & 4 OFF.

MU HERR

WRAE R threat defense virtual ARSI HE 1, ik AL Diagnostic: OFF/ON &7 U 7E
day-0 FC B A By OFF.

Auto Scale fRR A X

PLTF 2714 Auto Scale i ¥R 5 R AW % GCP L) threat defense virtual &3 4FH o

iR

[ 1] GCP Y] Threat Defense Virtual Auto Scale & — M58 TR S 28 520t %€, "B GCP 124511
Tor S5 aedEativti (R, 83845 . Pub/Sub. SEBIASE)

[fii 1] GCP [fJ Threat Defense Virtual Auto Scale 1] I [t — 4% 3= S Th GEALH5 :
* GCP s & & PR B T BIUI1) -
© CFEIT CPU MRS 4R A1
* Y ¥F threat defense virtual 5 F122 1] HI1EX 5 .
* Y FF threat defense virtual [¥] 4 Zhi3E AT A M -
* S84 HANIC E 2 H 3R] TR 3 & threat defense virtual SE4] .
* SCRPRE NAT S0 Uy [n) SIS RITES 1 H 20 8 H] 2 threat defense virtual .
o X B B I8t 8 N 22 ] I X SR
o ZEHABF & 1375 Management Center Virtual,

o JRHEALIH ) GCP (1) Auto Scale #5384 L7 (H#1%

JHE ) 01 PR )

* N ZEF IPv4,
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I 7£ Google =& L ERZ Threat Defense Virtual
Auto Scale ¥ Fi %451 .

o VPRl - fU % HE BYOL. ASCH: PAYG 7).
o HERAR R EA IR,
o CRFM IR BEAS N 25, 1% & Management Center Virtual S5 A1 1) 5 KPR il o

* Y/EfiF Cisco Secure Firewall fAs b, #E50] LT 24 (R 352 Threat Defense Virtual [ 3))
P RMRINTTE . #BEB1 Threat Defense Virtual S22/ EAG 4 MR - 1 AMEHREO, 1 M2
B 2 MR .

M Cisco Secure Firewall KA 7.4.1 FFUfy, 10 0] AAEBA 12 Wi ST K- &0 R 35828 Threat Defense
Virtual, [FIFEFEIES R, D 40 QOAMEEE ORI 3 MR D SealE . 2k
ITUCERAE, SRR ASE, 28 339 TUR Ul B it 241 diagFirewalIRule,
diagSubnetworkName. diagVpcName F1 withDiagnostic.

o ANSCREHI T A0 147 Je ik T P v 28 Y b i 72
* NSRRI RE
* ASCRFRE P AR R 0 B 3h T g

o W IR RE/AI m) 4 R AT e o Al S ek b/ MG il 1. {Ha2,  threat defense virtual 5245 23 7E
Management Center Virtual 3200738543 M, BREASEES

s TEW YT EIR], JERFEIIN I, 300 BB M3 n] AT ARSI ) 5C 5k Ji 75 (R 10 8] B o
o SN MR th AR PEIORBAR G o ANSCRR A UGB 98 22 ] TP (1) DNS 25K,

* P b2k LB FEat i it N “ =R St

© A RAMAY AN A [ LR B B EHR PR B, T 2 U H

* NAT. R 3 e 86 210 22 4 SO A 2 B e I P T3 Qs 1) sl s 480

o WA K Z A threat defense virtual F5EHR R T 2, WHE I APE4 0, K1) Management Center
Virtual — UL REALEL—MEMHE K. oMY RIS N2 A threat defense virtual SEIS,  H2EH I
S8, Har, By s iy k17 .

* WWZAE Management Center Virtual 85 1% %40 . NAT AR50 %, REAGER 3 Bshd”
Ji€. HVERE, ILB A1 ELBIPAXAEAZF MR e AT . Bltk, &rTLLEIE RIS &, IFAESR
HSERR TP ) BB 4

Auto Scale {5 Z 1

i@ T GCP [t threat defense virtual Auto Scale 5&—#f' H S /KFY FEfRE YT %, B4 threat defense
virtual SEGIZLE T GCP A fl A &2 s (ILB) Y5 GCP A4 83 s (ELB) Z 1)

* ELB i M H B 4 & 21 S2 45 2H 1) threat defense virtual S24]; 4R)5, threat defense virtual
P R BN R

* ILB 5 H vk B3 X 7 2 SRR 43 R B L4520 A 1Y) threat defense virtual 3E41; 2R 5, threat
defense virtual ¥ & 5% & 2 H B

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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o MBI RASE—ANERE PRI (RFRSNE) s .
o JUAAE 1) threat defense virtual SE 51 HCR AR 4 1 8 444 B 24T R AL &

[E] 47: Threat Defense Virtual Auto Scale {5 F 213

Instance
Management [PE— Group
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Application Inside Subnet -
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Resource <
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Flows that are initiated from inside toward internet:

-Inside subnets route internet traffic to ILB

-Threat defense virtual — Source NAT internet bound flows so they can NAT to public IP of
each threat defense virtual

-Threat defense virtual — NAT probe packets back to threat defense virtual management

Flows that are initiated from outside toward backend resources:

-Threat defense virtuals are the backend pool for ELB

-Threat defense virtual — Source NAT internet bound flows so packets return to same threat
defense virtual

-Threat defense virtual — NAT probe packets back to threat defense virtual management

Inbound traffic (Internet->ELB->Threat defense virtual->Application)
Outbound traffic (Application->ILB->Threat defense virtual->Internet)

R
ANy

fEFTH Cisco Secure Firewall fiA I, #&ES AT LAA# P AU 2 Threat Defense Virtual H8)3 &
filt 7% . F75 1) Threat Defense Virtual S 42/ HAT 4 ML - 1 /AMEHEL L 1 A2 R 2
MR .

M Cisco Secure Firewall fiAS 7.4.1 7R, #8300 CAAEEAT 12 Wi A1 11 0 T 3555 Threat Defense

Virtuale [RIFEAEILIG S, 2 4 AN 0 QAVEEE O 3 MR D) 58l . BT
Al WERIEMANSE, 5 339 DU B E it 2 4L diagFirewalIRule,  diagSubnetworkName.
diagVpcName F1 withDiagnostic.
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rﬁl.l:\
]

N

A SRS A6 38 Threat Defense Virtual Auto Scale for GCP it ¥ 7 MRS S A TR 20 1%
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TEEREBRGE
Threat Defense Virtual Auto Scale for GCP fif# vk /5 /& —FP I+ GCP #RE& BLEM AR K35, & A A
GCP LTS s i iE (=IhRg. MEIYHATES. Pub/Sub. SEBIZ1%E)

T %5 3)) threat defense virtual auto scale fifE ¢t 77 2= BT A5 B 0. %8B threat defense virtual fiRAS H 365
JHAS IR 7T AN GitHub 474 4 3K B o

L 4]

AR WER, Cisco S A A Iy EE BACIBR AR ) TREUR B AL, AER B Cisco TAC SCHFH

Mo

ks v
RAFEEX
LR # 5 T 3% FH T GCP [ Threat Defense Virtual Auto Scale #4575 .

EREETHER

o AR B R A IERAT T B . Google 2 i35 & BE 3% A VFIEAL H YAML Bt B 1A% <X
RO NPTt B BT A SR fadnl LA AT Jinja2 BEBORZHAGICE, R i so v S A2 AT LAY
[EIE (NI

o QU E CBIRAIRC B SO AE e T LUK S QU X e B B, TSRS —BUREE R AR

5 5., 153 https://cloud.google.com/deployment-manager/docs.
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[ 48: AN B EERZE

< autoscale-cicd-ftdv-deployment W DELETE Overview - autoscale-cicd-ftdv-deployment

(] autoscale-cicd-ftdv-deployment has been deployed Depk)yment properties

ID 6509426199080067142
Created On 2021-10-11 (21:26:25)
B Overview - autoscale-cicd-ftdv-deployment
Manifest Name manifest-1633967785070
w [B Autoscale_Parameters ftdv_template.jinja Config View

B cicd-pransm-ftdv-instance-template vm instance template Imports ftdv_template.jinja

B cicd-pransm-ftdv-instance-group Layout View

compute.v1.regioninstanceGroupManager Expanded Config View

E cicd-pransm-ftdv-autoscaler compute.v1.regionAutoscaler

B cicd-pransm-ftdv-backend-service-elb

compute.v1.regionBackendService

Bl cicd-pransm-ftdv-hc-elb compute.v1.regionHealthChecks
B cicd-pransm-ftdv-fr-elb forwarding rule

E cicd-pransm-ftdv-elb-ip address

B cicd-pransm-ftdv-backend-service-ilb

compute.v1.regionBackendService

B cicd-pransm-ftdv-hc-ilb compute.v1.healthCheck
B cicd-pransm-ftdv-fr-ilb forwarding rule

B cicd-pransm-ftdv-ilb-ip address

B cicd-pransm-nat-router router

GCP ey E L HIA

FEHE LB (MIG) AR S48 E (1 5 BT REARORT ] SRR L EOR QAR NTA S AT RN R,
W2 https://cloud.google.com/compute/docs/instance-groups.

49: L BILA T BE

Stateless Batch Stateful
serving Workload application

Autohealing — @
High availability Regional (multi-zone) ~ — @

—— Load balancing = @ @
Scalability —L
Autoscaling — @
Safe updates  ———— Auto-updating — Managed Instance Group
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EETRlGE S
© NMEEAR T HARFHARSR R fEHE AShY R IN LS AR CPU R 4R bx.

* HEhY TR P 2 i P 8 AR 2 SR AR RR S AR A P D15 S, RSB R T 3 5 i £ H A
AP HEAT PO, A I 85 BOR A o 4R 7 ZEMIBR SE) A i) 2 i se il CAhii
PR .

o HARRIH 2K 2 BARE LS RN (VM) SEFIIK-. B, dn A4 CPU A AT
J&, WIRT LLKs HBRA AR 3CE ) 75%, BBl AR 20 R8 5 el 411 CPU A ] A R R AE
BRI 75% . BEANEFR AR HR K AT i B 3h9 eSS BEAT AR AR . AR TEANE R, i
2[5 https://cloud.google.com/compute/docs/autoscaler.

Target
utilization
metrics

HTTF load
Average CPU balancing
utilization serving
capacity,

Cloud
Maonitaring
metrics

RS = BIIRE

10T LUK JE %5 % Google Cloud HREF] 1 FE ek SSH #58. FL & & FES% . 7F Management Center Virtual
34 /}} threat defense virtual LA J2 M\ Management Center Virtual H{ i3/} threat defense virtual Z5{T55 .

o ARSI RESITR) S5 21 A BT IK) threat defense virtual S, 148 75 BEPHATHE 101 F 2 SSH %%
i, FCEEHLE . 7E Management Center Virtual /i threat defense virtual LA A& )\ Management
Center Virtual U/} threat defense virtual Z54T45 .

s FEANE YRR, AR A R AT AT T A . RO Al SRR I H SRR
% BT TAESMA Y R s .

&£ A = ThBEENH I M TC AR 55 23 FTIE

s FEN AT R ST MIBR SEBIRT, T2\ threat defense virtual S S VR AP AT UE I A
Management Center Virtual HU7H{E M} threat defense virtual.

© mIREREIL 2 kAT AT B A . RS TR R, AT AT DR 1 H SRR
& BT TAEN g R IR S

 fEMRRI, AThRES TR SSH ML 2 IEAEMIER 1) threat defense virtual SE41, a4 HUHENF
CIRTR 1T soo
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Auto Scale f#)R 75 EE ZEiA
50: Auto Scale iR 75 EHLA

ELB
|
1
]
1
v Triggers Scale-Out function when CPU
GCPI Group M 4 utilization exceeds threshold value Serverle5§ Scale—(_)ut and Add/Delete management >
(Auto scaling Enabled) |- ————mm— o emmmm » Scale-in Functions center virtual (via REST APT) |
—> M t
g
Scale-in / Scale-Out | Center
|
B EEEEEEEEEE———
Sanesstisst Celens eyl Add/Delete NAT rules, ‘
configuration by using the N
routes, and so on (via
Apply the threat defense virtual config s Gl REST API)
configured in management center

Log management

Runs in Google Cloud Functions
environment

ILB
AR &1
GCP #EiR
GCP i

HSE LA DT S T AL T NI R SORT B R T H

VPC 4%
Tt PUA VPC vl /8% . Auto Scale F B AN A . 5 D50l 5 FH AT (] o0 2% 5 U5

b THAE TMZAN, iR 28 TR VPC M2 a8 VPC IE: 8% . = Ihfefti ] VPC
RS E % ] 1P #idik 5 0] threat defense virtual.

threat defense virtual 75 % 4 NWZHEE LT, DRI I RERL N 48 7528 4 NI DU T
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B K i
i S SLVF VPC (AR LA AT IR BRI (Bl K SR o

AR AR BRI W DRI 4 AT KBRS, BEAN, G SR VIS AT IR GURS BRI ) K S
o

JIEAPIRGUS AL (1 TP kil s -

* 35.191.0.0/16

* 130.211.0.0/22

* 209.85.152.0/22

* 209.85.204.0/22
R 20 T R Je A P 2 B AR A PR 5 BB ac
ILAE T P T B 1 P 23 2 A AL P T BA R 3

* SSH(TCP/22) - #3411 #% 55 threat defense virtual Z [ (SRR T AT o TR S5 S bR i S
threat defense virtual 2 [0] ({3815 BT 4 75

o N HRE PR E B 1 - AT N I RE P B ity (9, TCP/80 45)

¥33Z GCP =IhgE

MANSH

Threat Defense Virtual GCP Auto Scale fi# 4l 5 28 BRI HE PN AFRS SO, LU 4R ZIP AL X $ it
=Ife.
* ftdv_scalein.zip

* ftdv _scaleout.zip

HRUTHH ftdv _scalein.zip Al ftdv scaleout.zip HAAKIEE, W2 Auto Scale
HIERIEER

XL B AT e B U AATRR B AL S5, I T DINUR T B AT T2, LSRG 5l D BERUH FRCAS SO

IR LT MRS E AL TR e IR S G S, T LAZER GCP 3 35 B S AL 5 55 21 GCP
T IR X e 2 $ 6] 42 threat defense virtual W 5% o
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SVFHYE/LER

1t AR

resourceNamePrefix

TAFH

JITA BRI HRAL A0 55 LT 26 44
Pragt.

~l: demo-test

region

GCP SZHF A R K
[String]

K F8 B I H I DX A4 R

7~ : us-centrall

serviceAccountMailld

P45 55 [ Email 1d]

AR URUIR S5 FRT A ko

vpcConnectorName

75

<t

AbFRTC S5 A B VPC (4%
Z IRV B RE R AR AR

7~il: demo-test-vpc-connector

adminPassword

Threat Defense Virtual SZ41 §#]
. M5, WSHESEN

A “newFtdPasswordSecret”

bucketName

¥ FAEZIhRE ZIP ALK GCP 17
AR A2 K

7~l: demo-test-bkt

coolDownPeriodSec

H 3 s AETT 4 W s liic gk
(ERSPAIIVAZ IS¢

il 30

cpuUtilizationTarget

2k (0,1]

F 34 RS N ) S 2
REAUBLIK T34 CPU A%

Bl 0.5

deployUsingExternalIP

AR

i€ Threat Defense Virtual i ¥
TN HAT AL TP ikt

s true

R E N true, I Threat
Defense Virtual 3V 245 245 1P #h

Hh. WERBEE K false, MIATHE
ANFE TP HidE
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SR A SVFRIE/LE 1% BB
diagFirewallRule AT iz W VPC BB K B
P2 FR
~l: cisco-ftdv-diag-firewall-rule
WS B A S W L
Threat Defense Virtual, &kt 2
B N B PR
diagSubnetworkName P AT ZWii 0% VPC FMFI4
FKo
7~l: cisco-ftdv-diag-subnet
WU ESH B A S W L
Threat Defense Virtual, &kt S
A IR AN S 2 = S
diagVpcName FIFH FHT 2 Wi 01 VPC 4 FR.
~: custom-ftdv-diag-vpc
PRSI E SRR ML)
Threat Defense Virtual, ¥t
A IR TN £ o
elbFePorts R ELB {3 DL K M g 1 .
s 80,22
elblpProtocol S (1119 ELB 1P P
~fil: TCP
elbPort B ELB ¥ 15,
w80
elbPortName P ELB ¥ii; I 44 R .
7~ tep
elbPortRange A ELB 3 136 .
7~ fil: 80-80
elbProtocol A ¥ F 1 ELB #%.
~il: TCP
elbProtocolName AR ELB PR R
~fil: TCP
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SH A RIFRIE/ER 15t AR
elbTimeoutSec A ELB H AR (B2
AN 7 P
elbUnhealthy Threshold B AT IR DU 7 5 I (3 B 5
il 2
fmcIP TR H BB 1) 1P Hbdik
7~ 10.61.1.2
fmcPasswordSecret A1 1] TATH BRI B FR
FtdPasswordSecret
fmcUsername S/ Management Center Virtual ] F
EP
ftdvChecklIntervalSec ey TEATARGUAS AL 1T [5G o
7M1 300
ftdvHealthCheckPort Ok Threat Defense Virtual IZ217 R
RSN iub ERSN
w22
ftdvHealthCheckProtocolName ] T2 47 IR B i o
/~Hil: TCP
ftdvPassword Fi Threat Defense Virtual 414,
ftdvTimeoutSec LSS Threat Defense Virtual 3432 1
7~ Hil: 300
ftdvUnhealthy Threshold R TEATIRDURS 2 5 W (B
< 3
grpID TR H 75 BB eI B A )
PR
7~ auto-group
IBATIRDUAS A 7 K3 K] TR H FovEk QAP IR GRS AR 1P

C5 T 1 3000 PR 917 K et R U ) 42
Mo

5:  custom-ftdv-he-firewall-rule
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SH A RIFRIE/ER 15t AR
healthCheckFirewallRuleName | 4% & RVER Bz IRAS & B 1P
0 BBl et B ) 975 K A R ) R
75f:  demo-test-health-allow-all
ilbCheckIntervalSec B R ILB JE 0 18] B I 1] o
il 10
ilbDrainingTimeoutSec HWHL R RGBT IR .
il 60
ilbPort HH ILB i %5,
<M 80
ilbProtocol TP 1) ILB #1i%o
7~fil: TCP
ilbProtocolName FI ILB il 4 7o
/~Hil: TCP
ilbTimeoutSec sk ILB #E AR .
w5
ilbUnhealthy Threshold O IEATARBAS 25 S W1 BB 2
il 3
insideFirewallRule PG PR 3488 1575 < 338 00 D01 F) 44 K o
7~Hil: custom-ftdv-in-firewall-rule
insideFirewallRuleName P SN VPC Hali A5 B kK
R PRI AR 25 o
7~fil: demo-test-inside-allowall
insideGwName TR NREHEESNES®
~Hl: inside-gateway
insideSecZone FIG R Wl 22 4= X Z K o
75 inside-zone
insideSubnetworkName P S ISREENEA

5. custom-ftdv-inside-subnet
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SH2

SIFRY(E/EE

152 AR

insideVPCName

TAFHR

W VPC R4 K.

~: demo-test-inside

insideVPCSubnet

SEHIERETUE

~fl: demo-test-inside-subnet

licenseCAPS

BT RIVF AT IE R 44 K o

<4: BASE,MALWARE,URL
Filter, THREAT

machineType

threat defense virtual VM 3145
WA,

~f9l: nl-standard-4

maxFTDCount

SEAF 20 SR VE ) B K Threat
Defense Virtual SE41 45

A~ 3

maxFTDReplicas

LS4

Hzshd B4 Threat Defense
Virtual S5 B K E R

w2

mgmtFirewallRule

LT KSR A4 R o

ENUE
cisco-ftdv-mgmt-firewall-rule

mgmtFirewallRuleName

AU VPC A 1Bk
R R PR

7~fil: demo-test-mgmt-allowall

mgmtSubnetworkName

BT R R A4 K o

~Hl: custom-ftdv-mgmt-subnet

mgmtVPCName

B VPC 4 HR.

~: demo-test-mgmt

mgmtVPCSubnet

LT P A4 PR o

7~l: demo-test-mgmt-subnt
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SH A RIFRIE/ER i AR
minFTDCount A TEATAT S g N ), St 20 A e] 1
1% /)N Threat Defense Virtual 5K
%5
w1
minFTDReplicas R H 34 & 41 - Threat Defense
Virtual S ) B /N
e 2
natID AT 75 B BTAR by i 8 B L I
i ZEME—[¥] NAT ID.
outsideFirewallRule TR AR KBS RN ) 42 TR
7~l: cisco-ftdv-out-firewall-rule
outsideFirewallRuleName T4 SVFAEANE VPC A5 Bk
BRI RR2E o
7~ demo-test-outside-allowall
outsideGwName TR AN DK T F4 FR
~l: outside-gateway
outsideSecZone FLF ANER 2 A X ) 4 FR
~il: out-zone
outsideSubnetworkName P AN W B R
7~fFl: custom-ftdv-outside-subnet
outsideVPCName AT A VPC B4 FK
7~fil: - demo-test-outside
outsideVPCSubnet FRFE AN W R FKR
/: demo-test-outside-subnt
policyID TR H ACL g4 PR .
publicKey TR Threat Defense Virtual VM [ SSH
B
sourcelmageURL A TEAETNH H A F ¥ Threat Defense
Virtual BR ) URL.
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SH 2 RIVFHIE/ZE 15 AR

sshUsingExternallP i R AE fifi € Google bR U H AT TP
Hotikad 2% A 1P kil
7~ true
W5 E N true, Google BREUES
R ASE TP Ml R EE N
false, Google PRI H L FH 1P
Hhdik .

withDiagnostic A /R Yo 328 1) Threat Defense Virtual

EERAEMED.
7~ true

WIREE N true, WBE
Threat Defense Virtual ¥4 212
Wik 1. Witk E oA false, WU
2 1¥) Threat Defense Virtual %4
W,

EMZE Auto Scale FRR A E

T K Git A0 BIA SRR

git clone git url -b branch name

$2 1 gcloud CLI QI A7 Al o

gsutil mb -c nearline gs://bucket name

iR

1E R 58 45511 Google Cloud Shell 5% Google Cloud SDK iz 4T I FE > FH IATAA] gsutil B gcloud i 4.

P3RS Zip

a) MK ftdv_scaleout Ml ftdv_scalein GIEELE LA XA RS Zip £,

* main.py
* basic_functions.py
* fimc_functions.py

* requirements.txt
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T4

PIES

FIE10

ZRZ Auto Scale R E .

£ main.py SCAFEH, R S TP ik, i ssh_ip=responsg] ‘networkinterfaces’ ]1[2][ ‘networkIP’ ]
4o WAL AMEE TP Huhl, %%\ ssh_ip =responseg] ‘networklinterfaces’ 1[2][ ‘accessConfigs’ ] [0]
[ ‘natlP’ ] fivd. B4, REREUHEIN T Wi A b . @A LU fme.create static_network_route
(vm_name, ‘outside’ , ‘any ipv4’ , os.getenv( “OUTSIDE_GW_NAME” ), metric=1) Fl
fmc.create_static_network_route (vm_name, ‘inside’ , ‘any_ipv4’ , os.getenv( “INSIDE_GW_NAME” ),
metric=2) fir A 15 A % i .

b) K E4EM Zip WHE @4 N ftdv scaleout.zip M ftdv scalein.zip.

AR
FESCAFIed S, JEPESCPE, AT, RJEERE R4 | /7847 (compress | archive) LR GCP A BAZE
1 .zipo

PR Zip B (ftdv_scaleout.zip Ml ftdv _scalein.zip) FAEB|RYwE#AE T/EAH .
H PR A B SRR P K AR SCF AR B 2 g A TAEXA

* ftdv_predeployment.yaml
* ftdv_predeployment.jinja
* ftdv_parameters.yaml

* ftdv_template.jinja

PR Zip B B BIEAEAT o

® gsutil cp ftdv scaleout.zip gs://bucket name

® gsutil cp ftdv scalein.zip gs://bucket name

NI, ANER. A BAS W D) VPC FTF M.,
B VPC v, BFHEA 28 M, #ltn 10.8.2.0/28.

ERFE AR AN BN I L RE DU ORI o SR, A e B SRV AT IR BUAST A I )17 K S5
RN

{3 BEAR GUI N LU R X S AN %8 . 12 [ https://console.cloud.google.com/security/secret-manager

=1

* fmc-password

* ftdv-new-password

Il VPC &EH4%

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

aUE

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28
Create request issued for: [demo-vpc-connector]
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LIE14

LIE15
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ZNZ Auto Scale fRR A E

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.
Created connector [demo-vpc-connector].

LEATAT AT A TP A 257 & 156235 Management Center Virtual. 45 U 7E SR A L 25°F- 6 L% Management
Center Virtual 74115 5, 2 4 (Cisco Secure Firewall Management Center Virtual A [ Jf5F5)

R
X 2.8 1 Management Center Virtual SEFIHATVEE 12 & 16,

1E Management Center Virtual 524 I - &) Management Center Virtual €)% /7 restapi, F# FH{R £ 7E fmcpassword
III%HEF‘E/J*HHIHEHJ ﬁ%ﬁ‘ééﬁ}'fm;u\’ _l/ﬁ lﬂ}:ﬁﬂ

7t Management Center Virtual S | - QB 41 Vs il 426 SRS AN U7 ) P IR0 . AOCTEANME R, TS
TR AL BN HEA Y i 25 T S 061 2 0 G 28 U i 25 RO

7t Management Center Virtual 524 | - G R 45 AT 5. A X WHT{E Management Center Virtual b @1 2 X4F %
VR, TSI S B,

* ELB-IP

* [LB-IP

* Application-IP

« IBATRBLEL A IP VS (4)
- A

object network hcl
subnet 35.191.0.0 255.255.0.0
object network metadata
host 169.254.169.254
object network ilb-ip
host 10.52.1.218
object network hc2
subnet 130.211.0.0 255.255.252.0
object network elb-ip
host 34.85.214.40
object network hc3
subnet 209.85.152.0 255.255.252.0
object network hc4
subnet 209.85.204.0 255.255.252.0
object network inside-linux
host 10.52.1.217
object network outside-gateway
host <>
object network inside-gateway
host <>

F£ Management Center Virtual SZ4 I - S 24X (FOXNS)  BRITFLER, ES RO 224X EmiE 04
X5

* inside-security-zone

* outside-security-zone
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$IE 16 7 Management Center Virtual 3265 [ - G NAT WA NAT K. A7 OCTPEANME B, 155 W 4% Hu bk # 3

nat (inside,outside) source dynamic hcl interface destination static ilb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (inside,outside) source dynamic hc2 interface destination static ilb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (inside,outside) source dynamic any interface

nat (outside,inside) source dynamic hcl interface destination static elb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc2 interface destination static elb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc3 interface destination static elb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc4 interface destination static elb-ip metadata service
SVC_ 4294968559 SVC 4294968559

nat (outside,inside) source dynamic any interface destination static elb-ip inside-linux

Source Destination 1k 1 P
Y Straction Typo | intertace e ot Original Original Original Translated Translated Translated Options
- N Sources Destinations Services Sources Destinations Services
Objects Objects
3 - ) . Original Original ) o=
1 / D... inside-zone outside-zone  Fg hcl g ilb-ip s HTTP Interface g metadata HTTP Dns:false /W
x . ’ Original Original . o=
O 2 J D. inside-zone outside-zone  Fg hc2 g ilb-ip HTTP Interface g metadata HTTP Dnsifaise W
C 3 X D... inside-zone outside-zone g any-ipv4 Interface Dns:false e
0 & X D... outside-zone inside-zone B hel B elb-ip Qriginal Interface By metadata Original Dnsfalse W
] s X D. outside-zone  inside-zone g he2 i elb-ip 70"3‘1[‘1?; Interface g metadata ror'ﬁ.‘lf'.?,', Drsifaise W
6 X D... outside-zone inside-zone  Fg he3 R ohb-ip AO"ﬁ{‘Ta,‘, Interface Ry metadata ,Onﬁ#'l’ Dnsfalse £ W
[ X D... outside-zone inside-zone  Eg hca B elb-ip 'Of'ﬁ‘]ﬂﬁ‘, Interface B metadata VO”E,?TEF', Dnsfalse W
8 X D... outside-zone inside-zone g any-ipv4 g elb-ip Interface By inside-linux Dnsfalse '@

ST JTIEEE A Threat Defense Virtual Autoscale #5 5551 Jinja Al YAML A S50
a) 11Jf ftdv _predeployment.yaml XHFFFEF LI F S50,

* resourceNamePr efix: <resourceNamePrefix>

* region: <region>

* serviceAccountMailld: <serviceAccountMailld>
* vpcConnector Name: <VPC-Connector-Name>

* bucketName: <bucketName>

fmcl P: < B .0 -1P-address™>
* regl D: <registration-ID>

* natl D: <unique-NAT-ID>

* grpl D: <device-group-name>

* policyl D: <acl-policy-name>

* licenseCAPS: <licenses>

* fmcPasswor dSecret: <% ! H1.(x»-password>
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* newFtdPasswor dSecr et: <new-threat defense virtual-password>
* fmcUsername: <username>
* ftdvPassword: <password>
* outsideGwName: <outside-gateway-name>
* insideGwName: <inside-gateway-name>
* outsideSecZone: <outside-security-zone>
* insideSecZone: <inside-security-zone>
* sshUsingExternall P: <true/false>
b) ftdv predeployment.jinja /KM ftdv predeployment.yaml XHHHSHL.

c) #IJFf ftdv parameters.yaml XHFFHEF LT S50,
VPC and Firewall Parameters

* mgmtVpcName: <mgmt-vpc-name>

* diagVpcName: <diagnostic-vpc-name>

outsideVpcName: <outside-vpc-name>

insideVpcName: <inside-vpc-name>

mgmtSubnetwor kName: <mgmt-subnet-name>

diagSubnetwor kName: <diagnostic-subnet-name>

outsideSubnetwor kName: <outside-subnet-name>

insideSubnetwor kName: <inside-subnet-name>

mgmtFirewallRule: <mgmt-firewall-rule>

diagFirewallRule: <diagnostic-firewall-rule>

outsideFirewallRule: <outside-firewall-rule>

insideFirewallRule: <inside-firewall-rule>

healthCheckFirewalIRule: <healthcheck-firewall-rule>

adminPasswor d: <initial-threat defense virtual-password>

* deployUsingExternall P: <true/false>

Instance Template parameters
* machineType: <machine-type>

* sourcelmageURL : <source-image-URL>
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FTDv Health Check
* ftdvHealthCheckPort: <port-number>

* ftdvChecklnterval Sec: <interval-in-seconds>
* ftdvTimeoutSec: <timeout-in-seconds>
» ftdvHealthCheck ProtocolName: <protocol-name>
* ftdvUnhealthyThreshold: <threshold-count>
FTDv Autoscaler
* cpuUtilizationTarget: <percentage-in-decimals (for example, 0.7)>
* coolDownPeriodSec: <cooldown-period-in-seconds>
* minFTDReplicas: <min-number-of-FTDv-instances>
* maxFTDReplicas: <max-number-of-FTDv-instances>
ELB Services
* elbPort: <port-number>
* elbPortName: <port-name>
* elbProtocol: <protocol-name>
* elbTimeoutSec: <timeout-in-seconds>
* elbProtocolName: <protocol-name>
* elbUnhealthyThreshold: <threshold-number-for-failed-health-checks>
* elbl pProtocol: <IP-Protocol>
* elbPortRange: <port-range>
* elbFePorts: <fast-ethernet-ports>
ILB Services
* ilbProtocoal: <protocol-name>
* ilbDrainingTimeout Sec: <timeout-in-seconds>
* ilbPort: <port-number>
* ilbCheckl nterval Sec: <interval-in seconds>
* iIbTimeoutSec: <timeout-in-seconds>
* ilbProtocolName: <protocol-name>

* ilbUnhealthyThreshold: <threshold-number-for-failed-health-checks>
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. Auto Scale 1248

$IE18

SIE19

TIE20

P
*FF threat defense virtual Auto Scale, ¥ & | cpuUtilizationTarget: 0.5 24, &n LIAMRYE B 102 SRk Hdk
iT49mt . MEERITA threat defense virtual SEIZH K] CPU {4 50%.

d) ftdv template.jinja XfFM ftdv parameters.yaml XH3RISHL.
A TS YAML U .

gcloud deployment-manager deployments create <pre-deployment-name>
--config ftdv predeployment.yaml

oRIE

gcloud deployment-manager deployments create demo-predeployment
--config ftdv_predeployment.yaml

The fingerprint of the deployment is b'9NOy0gsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢

completed successfully

f143 threat defense virtual Auto Scale #1225 .

gcloud deployment-manager deployments create <deployment-name>
--config ftdv parameters.yaml

oRtIE

gcloud deployment-manager deployments create demo-asav-autoscale

--config ftdv_parameters.yaml

The fingerprint of the deployment is b'lJCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4£f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6

completed successfully.

9 TLB G, DASEAG s G0 A PAY 350 AR 5 38 BB A

gcloud beta compute routes create <ilb-route-name>

--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>
5l

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-ilb].

Auto Scale iZ4E

* HEN TR H bR CPU R AR A A SEGI AL rh— Bt [B] A BT vCPU PB4t 2 1 —

9%

© WERE vCPU M-SR TR H AR, W A Shy R S INEE 2 VM Sl Wi
vCPU (PSR HIRAR T H AR, W A 3hd e RE 7 IR S -
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axieziEt [

o i, B 0.75 (1 HARA S A0 E Shy R R SE B4 B AT vCPU IR 358 T AR AR R AE
75%

PR R R CPU A A FE4R

o ZIPHRFLT LUK . e 2R AT threat defense virtual 2 (A P BlidEde, —M
skit, JT A threat defense virtual N 34 N%K

HEiCE

AR T AR =R H S
* bl e H
B 51:5h A REM A &

saaanwar-new-ftdv-scaleout-action  1p58rbbtmlww Function execution started

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww FTDv Name: saaanwar-new-ftdv-instance-vxtc IP for Login: 10.4.2.217

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww First run of function

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww Trying to Login to FTDv

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Policies deployed on cisco-ftdv-vxtc

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Response body(rest_get): {"links":{"self":"https://34.86.149.90/api

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Configuration is deployed, health status in TG needs to be checked

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Deployable devices:{'links': {'self': 'https://34.86.149.90/api/fmc

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Function execution took 346329 ms, finished with status: 'ok'

1 Fmgy AP R E H A, Function execution started 1 Function execution took 346329
ms, finish with status:  ‘ok” 4% H %%Ui‘i?ﬂf“ HE AR I, k] DR ER A4
BN IR R EGELT . threat defense virtual &%, TRMGSEEEE

* WY R H &

saaanwar-new-ftdv-scalein-action  9d572q7vi16f4 Function execution started

saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 Deregistration of FTDv: cisco-ftdv-vxtc

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Getting a new authToken

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Response Status Code(rest_get): 200

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Response body(rest_get): {"links":{"self":"https://34.86.149.9

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Deregistration Successful of cisco-ftdv-vxte

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Function execution took 50852 ms, finished with status: 'ok
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B oasan

16 Fimgs A g @k H &, Function execution started il Function execution took 50852
ms, finish with status: ok’ 4% H /0l & nThae H SR TR RIS . b nT DLER B LAt 8 1F2
B RE R Bl . B M EPIR AR . SRIBGHT ) authToken 5.

B HERR

PR J23& H T GCP H Threat Defense Virtual Auto Scale )& IWLAS 15 AR R

* main.py R - BRI Zip BAFR . ERT DR S DIREIFR A SO . AN ATHE
SRk

. %Bﬁﬁﬁﬁtﬂ%-ﬁﬁﬁﬁ: jinja Al yaml HIHS T “<>” NINIIASHUE, 808 &2 CAEAEIR 4
TR o

* Google PGV VT 1] threat defense virtual - ffi & O 8 VPC IEBES AT YAML Z 800§ &
IREIENEZY i

* SSH % #% threat defense virtual IS 4356 UE J U - A PR 28 SL 8 BHRIFA AT IE A/ TG 1R

o RFREN S I0AE A T - PR B H 1) Management Center Virtual 65 14 .

* IBATIRIANIEH threat defense virtual FHYL I m) &5 - i R 55 S35 A IR 25 b R A8 )

* JCVETF 85 3k threat defense virtual - A DRI (P42 8T 50 o [H 250030 L A1 1) 4 i o B3 AT 5
.

* JoikAE Management Center Virtual by E /15 % - i £ 1] A\ Management Center Virtual 1j [ threat
defense virtual. threat defense virtual Il Management Center Virtual ft)% FE4% 111 N A T [f] — ™
.

s HFRBEIHBITIR RS K, £F ILB il threat defense virtual 22 [8] 7 R 2% AR B & & S 80
CPU i H% . Z[¥km CPUAFH AR, wJLUITH LA Mgtz —:
JEDI 1 - & Management Center Virtual ©, ZEHIEREE 1, BoE ISR OURI NAT B, FF5
#1083 32 U NAT FITPEANE S, 155 [ #2110 ) 26 b ik 5 46t

LTI 2 - A\ Management Center Virtual N ISR OLER M NAT BN J5, 5% % threat defense
virtual #Eiil &, XS5 H clear conn fir 4. @R O E SR, 1ETH cluster exec clear conn i

%,

1t threat defense virtual %l &5 _FA# H show cpu iz & 4iE CPU i %
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.9,

7£ 2 &} HyperFlex _t #}32Z Threat Defense Virtual

AEEA 215 vCenter w45 a4y 8T ESXi AL E R} HyperFlex |3 threat defense virtual [FIF2)7
« Wbk, 5355 0L
* I EERAEY . 95 356 BT
* RGEK, 3357 0L
o MEMFIPRE] , 25 359 UL
o YT T Cisco Secure Firewall Threat Defense Virtual 4% , 25 362 T
Wik, 2R 363 5t
* #[%8 Threat Defense Virtual , 5 364 7L
* {# f] CLI 52/ Threat Defense Virtual W& , 2 367 11
* A BT, 55 368 Ut
o WbEHERR L 3 369 1T

Cisco Cisco Secure Firewall Threat Defense Virtual (2 HjFK 4 Firepower Threat Defense Virtual)
Cisco Secure Firewall D ey 2 BAIAEE, SCRERH — 300 22 2 SRR IREEYI B L R AUURT = B85 DA %
= Z A TAE 3.

HyperFlex Z 4 n] A AFA] N F R e AR AT 7 B SR il ko o ik JOR} Intersight 1875 5 & BLH

HyperFlex K H] T RIS — RS0 (Cisco UCS) AR, AT LALEATART 1 J5 4 I HI R i A e S A S s
AL DEHE L BTA G M AL A R)IE S, s iniE DevOps SE K4 s ARG 1

A4 threat defense virtual QAT (LR} HyperFlex M85 TAF, QARLIRESCHRE . REELR. HEN
MBS AFEIEAS 4 T & PE threat defense virtual FRIEI. EFFURHEE 20T, 1 RAESHE BLGE I+
I, 4] LIE A Cisco Secure Firewall Management Center ( LLRFX 4 Firepower Management Center)
o}, Cisco Secure Firewall % % Bl gy  (LAHTFX A Firepower Device Manager) K BELAI I #% threat defense
virtualo HoAh A BRE IR T RE AT H
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£ 2%} HyperFlex %R Threat Defense Virtual |
B sases

BRI

DL AEE B8 T 7E 8B HyperFlex |78 Threat Defense Virtual 1) TAEJiFE

TP S N )
B @ @ ® ()
Download t.he threat Review the Customize the Re.vilew and cIlick
. HyperFlex ge\;in;:g::::f;g e OVF template b dep!oymgnt e d:;;?;?/rr]n?nltjz?lt?we
from Cisco.com Lahutiiy configuration OVF template
5>‘ Manage
Management I threat defense
Center or wrtugl
Device by using
Manager managfement center or
device manager
TE=08) S
(1) Hyperflex %8 Threat Defense Virtual: M Cisco.com | 3% Threat Defense Virtual VI
S’ OVF B 3
5 Hyperflex % Threat Defense Virtual: & OVF AR5 & .
3 Hyperflex 528 Threat Defense Virtual: H & Bl E
4 Hyperflex #li& Threat Defense Virtual: A& UL DR ME . Sf “5%
%" (Finish) FF4R05E OVF B
(g) |EHALEBAE | Threat Defense Virtual:
S I o, . . A .
s * {# [} Cisco Secure Firewall Management Center 2K ¥ Cisco Secure
Firewall Threat Defense Virtual
* ffi ] Cisco Secure Firewall 13 %% & 2 4% A B Cisco Secure Firewall
Threat Defense Virtual
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zgEx I

7%
BB AR A W&
BB T.0 B4 7.0

BHP 7.0

F 2% threat defense virtual 2 57 I E BEAE P BB {5 &, 1524 (Cisco Secure Firewall Threat

Defense FE2PEFRFE) o

M

Threat Defense Virtual J75. #£&%0 vCPU X/MEE

FRAR BT 7530 B I S B A PR, threat defense virtual 35558 B 487 FH ) B AR 1] G 2= BT AN
41 threat defense virtual SIS T AR S5 #S R IE e DR PRI S, IXBEFEAAEE. CPU BRI

1]

=l

7.0 REShRA

threat defense virtual SCHRFVEREZVERT, RGO VEn] AT JE T3 Kk
FEAEAS A A ek B 2 ) R VPN SR PR

* FTDv5 4vCPU/SGB (100Mbps)

* FTDv10 4vCPU/8GB (1Gbps)

* FTDv20 4vCPU/8GB (3Gbps)

* FTDv30 8vCPU/16GB (5Gbps)

« FTDv50 12vCPU/24GB (10Gbps)
* FTDv100 16vCPU/32GB (16Gbps)

1521 Cisco Secure Firewall Management Center it & FH 1) “VFnf
ARG —%, T#AEVEA] threat defense virtual ¥ £ B (V] o
pEib

B vCPU/W AR,  ALZSE K ] threat defense virtual 524 ¥ HL

17t

e T T A X«
 JRCRESE ANy 48.24 GB.
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vNIC threat defense virtual 27 LT RE LW 453G Fic 25 «

* VMXNET3-7F threat defense virtual |-, 15614 R0l %4,
ILERIA S VMXNET3 #:H . SEHT, BRAEHR 1000, (7.1 &
B A ) vmxnet3 BXBNFE AT S — AN LUK N @ BC A 25T
B, FAERAS AR, (7.0 BRI RAD
VMXNET3 IK #2748 F AN E1 2 11 |9 A4S DAK 199 3
SOANCE N AT RSB RN, AT
2l

Threat Defense Virtualif 8] iE
o T E MRSV IR A EHE PO E .

o HIRAEFBVFIERSE 245 B, 1E S (Cisco Secure firewall Management Center it & 45 15 )
HI RG],

HyperFlex HX R 5|89 EC BN 8T
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HX220c fli 19 o AFEERE
« fe/b 3N RUARRE (Bl VDL VSD

HX240c @& 55 o NAFEERE
o /b 3 AN EAERE (VSL: IT/RiNERN T
W RD
HX220C il Edge (VDI. VSI. ROBO) < WA
HX240C (VDI. VSI. B/ FF % o b 3 AN AR
B200 + C240/C220 VI8 N/ VDI

HyperFlex HX F 41 [ B 1L 101 :
< TREERE
 INAFEERE
* HyperFlex 1%
* SED Iz #%

* NVME 2217
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FFRITIRE
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* IPv6

* Threat Defense Virtual 731 HA

* B2

* HyperFlex £l O AR O AR
* HyperFlex Edge %8

T

* HyperFlex 4= NVMe. 4=[AA7FITR ARl

* HyperFlex 2l 515 15

TXHEFRIhEE
5 SR-10V —#2iz 471 Threat Defense Virtual ¥ A
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WeshAIEY]
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#Firepower Threat Defense

{

"EULA": "accept",
"Hostname": "ftdv-production",
"AdminPassword": "Adminl23",
"FirewallMode": "routed",
"DNS1": "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "",
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"IPveGw": "",

"FmcIp": "",

"FmcRegKey": "",

"FmcNatIid": "",

"ManageLocally":"No"
}
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root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<ftdv_gcow2 file>

$I8 3 I3F threat defense virtual WE FA% 215 RN .
root@ucs-os-controller:$ openstack Hf5 %13

Al

root@ucs-os-controller:$ openstack image list
o o Fom +
| ID | Name | Status |+
| 06dd7975-0b6e-45b8-810a-4££98546a39d | ftdv-7-0-image | active |+

Rk W O B AR IR L IRE .

T— M4
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TSR E R SO

P HE LAV Heat BB
root@ucs-os-controller:$ openstack stack create <stack-name> -e<environment filesname> -t <deployment file name>

T

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml

TR 2 KRS O B Rk Bt A
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv

| 7 OpenStack £ %3 Threat Defense Virtual
7£ OpenStack %3 Threat Defense Virtual .

root @ucs-os-controller:$ openstack stack list

T—¥Hit 4
7t OpenStack _I 3] threat defense virtual 5451

7£ OpenStack _E (2 Threat Defense Virtual

i Fil 7”49 threat defense virtual Heat #5547 OpenStack 7% threat defense virtual

FIEZ Al
7 OpenStack |7 threat defense virtual 75 % Heat Hiff :
* deploy ftdv.yaml
45 11) threat defense virtual BCAS [ 1] 3 i FTDv OpenStack Heat £k A\ GitHub 774 4 3B o

| A

ERSEN  HEE, JURHESBIBAE N TR R B, AER LR TAC SCRREHIN . 2 B GitHub LA
AR SR R SO

B2

1 H2E threat defense virtual Heat B8R AT (deploy ftdv.yaml) LB threat defense virtual SE491.

root@ucs-os-controller:$ openstack stack create ftdv-stack -e env.yaml-t deploy_ftdv.yaml

Pl
e e +
| Field | Value |
e ettt +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | ftdv-stack
| description | FTDvtemplate
| updated time | None
| stack status | CREATE IN PROGRESS
| stack status reason | Stack CREATE started
e ettt +
IR 2 WAF T Ol Ih B4 threat defense virtual HEFE o
root@ucs-os-controller:$ openstack stack list
P
e Fom e e Fmmm +
| ID | Stack Name | Project | Stack Status

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv

7E OpenStack - #F Threat Defense Virtual |

. 7t OpenStack #32Z Threat Defense Virtual

e fomm e e o +
14624afl-e5fa-4096-bd86-c453bc2928ae ftdv-stack | 13206e49pb48740fdafca83796c6f4ad5 | CREATE COMPLETE

| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE
\

o fomm e e o +
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12 =

7EM B = | ZF2 Threat Defense Virtual

* MEI&, on page 395

* IRl AR 5 396 U

* Wi 44T, on page 397

o HENFIER I, on page 398

o 0 H SRS R £ 1 &, on page 400

* fii’E Alibaba #5%, on page 405

* 5% Threat Defense Virtual, on page 405

Mtz

Fif B 2 e — PP A= FREE . Threat Defense Virtual A £F [ = IR P AE M i &isiT .

Alibaba 3z 35 a9 3 f5)2E 8
Alibaba ] Threat Defense Virtual B] DU F DA T S22 78

P £ 1 ST 35 B

mE vCPU & M7 (GB) IEHRXEOY
ecs.gSne.xlarge 4 16 4
ecs.g5ne.2xlarge 8 32 6
ecs.g5ne.4xlarge 16 64 8

\)

Note  Threat Defense Virtual %= /075 % PYANF% 1 (ENT) 2K 32 Fr 52491

Note 4 JAS Sz 4 i e Sz 49 2 A8 () K /N R 28 Threat Defense Virtualo 145 5 B84 FH 4307 (1) 35 28k 30 58 LA AN
[F] 5245 K 7N Threat Defense Virtual .
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B sases

P 8 5K

TEM 2 = _E#B2Z Threat Defense Virtual |

o AT LA AN B PUAS Vswitch (TR ) VPC, LL3ZFidi A Threat Defense Virtual.

* BB Vswitch @A Z00A] ] T H8 B S PR ] — X, DA 2 s S 491

AR 3

AREGIRP I ERNELE L, HSHTE A

SHEIRIE

20 DL RS A B Alibaba | 7328 Threat Defense Virtual .

Create
Alibaba Console Alibaba
Account
2 | Configure/ 3 Add 4] Add 5) Add
Alibaba VPC Creste =———=b Intemet ———3 VSwilch a
Dashboard VPC Gateway {subnet) Foute Table
|
Create 7 Create 8 Create 9 | Deploy the
iy souny [N e S SelPe
Group Instance
: Manage Threat
Management Defanse Virtual
Center with the
management center
TiE=(E] TR
/'-I\ Alibaba 1 & https://marketplace.alibabacloud.com/. 7EAlibaba il &
— Al K.
> Alibaba VPC #HIIH | G VPC, 5 400 5T: BIEIACE L) Alibaba Jik )"
) VPC.
3 Alibaba VPC IR | AINEICRI RSG5 401 B E ELIR Y 99 56 LLA
VPC 55 ELHR HIERE .
4 Alibaba VPC IR | ¥ vSwitch , 2% 401 T1: 4 VSwitch (/) ¥z
VPC,
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https://www.alibabacloud.com/help/doc-detail/25378.htm?spm=a2c63.p38356.b99.64.1a4870810dfhxG
https://marketplace.alibabacloud.com/

| M2 = L#BE Threat Defense Virtual
miese |

TRz B
5 Alibaba VPC PRI | dShsf i, 26402 50 Kpigk HARIER Sy VPC L E ()
¥ o
(6) Alibaba ECS #il itk | G 2441, 55403 7. Qldzeadl, JiHER a4l
LR R SR VR B 3 AR TP b vE
(7) Alibaba ECS ¥R | BIEERIZ 211, 58 403 5L AAIRHZS 1P Huhil >y Threat

Defense Virtual £l 53 B 254211 .

(g) Alibaba ECS # I iA | Gsedh [P sl , 55 404 Ui: #vE 1P TR A 3L 1P,
\"_ FH T3 F21)j I1) Threat Defense Virtual LA Az HoAh 5241 o
(9) EHPOEGZ A HAS | 5 Threat Defense Virtual , 2 405 71: A Alibaba [ ]/
— 8 Threat Defense Virtual.

10) eV EH Threat Defense Virtual:

N

* ff ] Firepower & #1004 B Firepower Threat
Defense Virtual

AR SH

* Alibaba Ik /7' . #& A BLLE https://www.alibaba.com/ 15—,
© TFELSSH & /i (41, Windows [[f) PuTTY 5 Macintosh [ [f1%¢3%5) 4 fi£ Vi 1] Threat Defense
Virtual 21l &
o R RENK . SR LAZE Cisco #0440y https://software.cisco.com/ £ g —
* VFr] Threat Defense Virtual.
o T 2 ARSIV AT IR A4 £F Management Center Virtual it ' .
o A RWHAEEVF AT UIEFTEN S B, 1621 (Cisco Secure Firewall Management Center i £ 45
Y H) “VEN] Cisco Secure F 1rewall Ra”
* Threat Defense Virtual 2 M 33K
« FIHEE D (1) - A T% Threat Defense Virtual i%$% % Management Center Virtual,
HoAEOHT2H: ARH T HlRE.

£E 6.7 A F A, AT LLES A FMC 45 BEACE AR 0, MR e O, AR O R R
B VB AT AR, P AE A 75 BEAE R 4 v B e L AT LR . A6 T R
ANSEHE B B2 LT HEA T FMC Vi R)

AR FMC v v IiC & 5 42 11 E’Jﬁéﬁﬂm &, 12 FTD iy 4 2% 4 [ configure network

management-data-interface iy 4> .

N

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .


https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-74-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html#id_105960
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-74-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html#id_105960
https://www.alibaba.com/
https://software.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

TEM 2 = _E#B2Z Threat Defense Virtual |
B evmms

« WER O (2) - HT-¥ Threat Defense Virtual 3242 21 4 ¥ LRI A FLRI2%

s HAE AR
* H-F15 1] Threat Defense Virtual 2y 3LF131E 1P,

XFMRGTE

The Threat Defense Virtual Auto Scalefift ¥k 77 & S5 AEA T, EH T8 # L FEE 11 threat defense
virtual W f. HRERVRAAFH ARG R, BNERIERSATEIRTER, S (Cisco
Secure Firewall Threat Defense A TEFEFT) »

* (Firewall Management Center Virtual A2 PEFR ) &4t Alibaba |- Management Center Virtual
()5 2 AR FUFE B IR BT 25K

* {Cisco Secure Firewall Threat Defense 2R ) K41 Alibaba |- Threat Defense Virtual []
AR B AT A BT 2K .

R U 0 PR )

FFRITIRE
o JEAH
* Day 0 fit &
* MM A PIEUE LK) SSH.
* Alibaba UI #74, U5 Threat Defense Virtual LLHEA T/ 7R .
* Alibaba UI UI {11/ J§
o CFEISATI R ecs.gSne.xlarge. ecs.gSne.2xlarge Fil ecs.g5ne.4xlarge.
o HAFVFATHIE (BYOL) VFRJHiE 32

Threat Defense Virtual & 81 AT BT BE R
SCREPEREZ AT, GOV R ] BE TR A EESR B AN [H] (A S O R VPN IE R R .

Table 34: 5T 12 AL HIVF R L RE PR

TEEER WEMIE (BU/RAND | EERE RA VPN £ iE BRI
FTDv5, 100Mbps 4 }%/8 GB 100Mbps 50
FTDv10, 1Gbps 4 1%/8 GB 1Gbps 250

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/management-center-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

| M2 = L#BE Threat Defense Virtual
senisames I}

8= WEMIE (BoU/RAND | RERE RA VPN £ iE BRI
FTDv20, 3Gbps 4 ¥%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #%/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv, 16Gbps 16 1%/34 GB 16Gbps 10,000

* {§ FH] Cisco FHEVF T ULPK 1 1 BYOL ( H 14 Al ik )

A KVFA] Threat Defense Virtual #2255 U#HEN], 1524 Threat Defense Virtual & 2 Cofic B A i) “7
1] Threat Defense Virtual K47 — 7.
TR AL

Jy 53 Threat Defense Virtual () fe g, 0T LIS VM FENLIE T3, G0 G 8, S0k
Bz B BRI FE AL .

$ZULIF YR - Threat Defense Virtual SCRFRECERY E (RSS), P 45818 FE % Al FH I 07 A 9 246 2 K0
BRI .. 1 7.0 SRR L2508 F. ACEANE R, 1S TE oy
(RSS) 2~ RX BAF1
A FRIThEE

* FDM

* m ] D RE

* Autoscale

* IPv6

* SR-IOV

PR ]
o AR 7.2 ANSCEFE . IR AR
* Alibaba AR R P 1 .
o ANSCRFE R, R e AR T Alibaba $EALH S LRSI, HRELZER, ES I .

\}

Note  Threat Defense Virtual 22547 DU LA S f3 5 o

AT
o R Cisco & HEVFRIUEDK F ) BYOL ( A VFRfE)

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj


https://www.alibabacloud.com/help/en/doc-detail/301702.htm
https://www.alibabacloud.com/help/en/doc-detail/301702.htm
https://www.alibabacloud.com/blog/593984
https://www.alibabacloud.com/blog/593984
https://www.alibabacloud.com/help/doc-detail/200512.htm

TEM 2 = _E#B2Z Threat Defense Virtual |
B e=swnzens

= frA A\ > ===
BLEREEIZEIRE
1t %%% Threat Defense Virtual J1K 1% 75 Il £] Management Center Virtual )7, % 1] LL{# ] Management

Center Virtual H 7 S A 7E Alibaba [iZ47#) Threat Defense Virtual fit & ¢ % 857 BL R E . R LA
Threat Defense Virtual S5 it &A1 R FH Vi ] 4 1) 5w R0 e Ath A 20 S s SR A2 B

LA TR NE W] %) Threat Defense Virtualf@fit (1R 45 AT H0] (Blnr ~—A4R IPS ik yE RN ik pE) o #&w]
LI F] Management Center Virtualfil & Threat Defense Virtual [ )22 425 H& . A I U n] ic & 22 4= SR
MITEAIME B, W2 (CiscoSecureFirewall it & 5 F4) B Management Center Virtual H (1 7E£k 3 Bl o

£1]#& VPC

REUAAA 2= (VPC) 42 Alibaba JiK )™ L HI A REAUA R 2% o 12 W0 4% 312 4L B o] B 2 v ) G Al i 400 90 465 A ol

2. 180 LUK Management Center Virtual 1 Threat Defense Virtual S5 250 B 2 %8 ¥ 5 ) 31 VPC H.
I LARCE VPC, MELEIL TP HhbEVS I, B8 VSwitch (M), JFRCE R I, WIS SR 4B
Ho

Procedure

SR 1 B3 https://www.alibabacloud.com J3% £ 18 BT £E B X 48

B B 25 5 AR 3 A AR LR B (R 2 AN DI X R AE DR R A e — AN XS R B AN 2 AR o) — A D)3
i R SR 2 AR CRAEAE TSI X 3N o

$£2 fidiF& (Products) > VPC.

$IE3 HdiVPC $#IE#R (VPC Dashboard) > #/Y VPC (Your VPCs).

$®4 54813 VPC (Create VPC).,

WIS (EEIE VPCHFHE hi A\ LU 15 B
a) HTHRIH VPC WP B LB FRARE
b) IPHuEY) IPVACIDR R, CIDR (TEZEhdakial ) S IP Huhk & HOCH M AT g i K &R B, 10.0.0.0/24.
c) ft IPv4CIDR # (IPv4 CIDR block) "' ik f B =129 |Pv4 CIDR #R (Alibaba Cloud-provided |Pv4 CIDR

block), VAZEMEFIFAR 2 g H IPv4.

d) BOAMFEFIRE, DIACRTELL VPC i 3015245 5 2l s Fi e AR P e 1

$1B6 SiHEE (OK) LIGJE VPC,

What to do next
WINE B M e8] VPC F, FEIL R —#B84) -
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https://www.alibabacloud.com

| M2 = L#BE Threat Defense Virtual
smapmmnx [

EREITNTPS

AT LIS IR 5C (NAT B5G) BLZ ] VPC 5 BRI AIERE . 180T LUK VPC Z A0 1P Hhlyii
it i BN EIP A

HEEIE
* 4 Threat Defense Virtual S22 VPC.

Procedure

FIE1 L7 & (Products) > VPC,

$IE2 i VPC #H| E#R (VPC Dashboar d) > BBk M F % (Internet Gateways), #XJi il £l BBk M M % (Createl nternet
Gateway).

FEI WA A XHBFRFRELARRMC, 5 rmiti#E (OK) LLBTEM 6.
FEA EF LU C.
HIE5 fHE4ES VPC (Bind to VPC) Ikt Fi 4 ) VPC.
FE6 SHHRE (OK) LUK M Y8 2411 VPC,
ERATEIL R, 6B NAT WOCHK 405 3 VPC Z 0T, 76 VPC 8 301524 Jo 5 H I A

What to do next
N VSwitch (FM) 2] VPC /1, TEILF—# %

AN vSwitch

&0 LU Threat Defense Virtual 52490 A 34821 VPC IP Hulikyis [ T 20 BE . 18] LURYE 2 s s 3
AN vSwitch (D, PASZERSZE K434 . )T Threat Defense Virtual, %7 A& — M T&
FRIP) vSwitch A H T =) VSwitch.

HEEIE
* 24 Threat Defense Virtual £ E1PYAS VPC. W1 VPC #4H ATk

o NEAS VPC 3 In—A vSwitch (FR) .

Procedure

$£B1 fidi=& (Products) > VPC.
$IR2 i VPC 4| EHR (VPC Dashboard) > VSwitches, #X )5 & ili &3 vSwitch (Click vSwitch).
$ B3 {E4I# vSwitch (Create vSwitch) i HE Hi A LU 15 &

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj



B ez

IR

a) JHTH5I vSwitch FIHI ™ H g L AFRIRE .
b) HTF It vSwitch [ VPC,

TEM 2 = _E#B2Z Threat Defense Virtual |

c) I vSwitch FF5E R X I8, EFETTE IR (No Preference), HH T HL 2 SR IEFEIX 5K
d) IP Hiutik (IPv4) (1) CIDR $R. vSwitch 1] IP il i [ 2008 VPC 1) IP kb i) 74 bk BN b2 1

W2 RS /16 K11 /28 2 [1]. vSwitch K/Nif L VPC FH%E,
MR (OK) LAEE vSwitch.

SIS INTEE A vSwitch, ER UL LD, S BRSO P vSwitch, HRIE R E A FIR IR = A £ A vSwitch.

What to do next
NI R 2 VPC B, PEIL R B4

IR ANES 3R

Tr] LUK B 1 3R IERL 20 VPC LB MM G BIE T LLRIRZ S 7 M B AN R i e, (H 5 — O]

PRI — M 1 2

Procedure

FHIE1 L& (Products) > VPC,

$E2 pidiVPC = HIE#R (VPC Dashboard) > 85 Hi% (Route Tables), #AJ5 riili I & H (Create Route).
PR3 FAH TAORE R B LETRRE .

TR A R PP I 2 1) VPC S

FIRS wHBE (OK)LLBIEE RS k.

L6 LRI L.

PRT S ERA (Routes) ik iR, LALETEANAE B G # H Wom b 45 JEL

I8 fiiidmig (Edit), A5 iR mEMEEH (Add another route).

a) {EB#*x (Destination) #+, NFTH 1Pv4 i A 0.0.0.0/0.

b) fEBRRIIF, EFERIRC,

PRI niifRF.

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6

What to do next
Bz, FEW R —H59.



| M2 = L#BE Threat Defense Virtual
tigzsa

tlE=£4H

AT g, IR A P IR R E SR VFRT P i AT TP bk . W] DAAEE BAT
AFERE 2 A A2 W] DUREX L 7> B2 REAS 5401 o

Procedure

$HIE1 fidiF=& (Products) > ECS.
$IE2 I ECS #5#|E#R (ECS Dashboard) > %2 248 (Security Groups).
PE3 AhtIEREA.
PR A EEBEREENIHHE T H AL E R
a) FHTHRRZ A A XREEAR.
b) AR .
¢) Stz ag S VPC,
PES ILERESHMN:
a) T AEAFN (Inbound Rules) iE1i+, #R)5 sididRm# N (Add Rule).

Note
ZEM\ Alibaba SN P Management Center Virtual, 75%& HTTPS F SSH Vi n) o #NFE @ AN K 1P M. gt

4, Ui BAE Alibaba VPC P [RIHY it B Management Center Virtual 1 Threat Defense Virtual, WM fovF& A 1P 4
RV I

b) fidiHus#N (Outbound Rules) ETi~, SRJ5 wididsin#n (Add Rule) LAz s =, s ¥ R iR
£ (All traffic) (fEHZB (Type)) AYEERLE (Anywhere) (/E 4 BEF (Destination)) FrIERIA T

FER6 LGS 2],

What to do next
QUM T, R 35

ClfE TS
0] LU A TP #ulik (IPv4) B{ DHCP 4 Threat Defense Virtual f1J%H 4835 1. H 45 HAKEE B T
B, QIR D MERTATEED .

Procedure

S HBRSS (Services) > MM 4E3%E O (Elastic Network I nterface).
FIE2 LT M%IEDO (Network Interfaces).

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj



TEM 2 = _E#B2Z Threat Defense Virtual |
-

$IE3 i elEMIED (Yes, Create).
HIE 4 (E BB M IE O HEE R R AN DL R S B
a) ML A A e GRE (IR .
b) M N FIRA LR vSwitch. A% £ ZAEE Threat Defense Virtual 3241 #) VPC [#) vSwitch.
c) HNER IPHubik. 0T DUE A 1P Hulil (IPv4) 8% H 3))2E % (DHCP).
d) EFE-ANEARLE. WIRE M CH TG L FH I .
HIES LB M4IED (Create network interface) LAGIE L5 F; 1 .
PIB6 LGNz .
PRT A E RS IR B R e S
IR 8 ik hiR/ B #R (Source/destination check) & iEHE NI B (Enable) RIEHE, R 5 iHRTE (Save).

What to do next
QU et 1P Hoht, PEW T35

Bl IP sk

BUAESZBI, SO — AN AIL TP Huhk o 5 I RUR BhsEfln, %235 1P Huhik (IPv4) 2 B 3 4.
BRI ) L, nl g s TP MR S e — AN K AE I A S TP Mk, B IP Huhb S — MR R
HIANSE TP Mk, H T FE U519 Threat Defense Virtual A1 Ath 524 .

Procedure

L1 NE =& (Products) > 538141+ E AR %% (Elastic Compute Service).
S 2 3T EARS (Elastic Compute Service) 4l HiA , st A2 IS b (3844 | P (Elastic | P).
$IB3 S EEM |P i (Allocate Elastic | P Address).
$IR4 [LE EIP W :
a) EFEEMC EIP [ X3,
b) ki EIP JEFEFTHE A % vi-&l. B, BYOL ail .
c) FiE AR R v
d) EEERLE, KRG RH#E (OK) L4 EIP.
IR K EIP 5524 Bk
a) I EIP 5, #E3#M4itE RS (Elastic Compute Service) 2 il THIH 7 (113844 | P (Elastic IP) #45 .
b) FBEAIEN EIP, SRJ5 5Bk (Associate).
c) IEFLE Y EIP LBEM ECS 249, SR SdifE (OK).

PIR6 MifR EIP PUAESIAERIKA) ECS SR, JFUGuE HOER A
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| M2 = L#BE Threat Defense Virtual
me & Alibaba 735 [l

What to do next

8 Threat Defense Virtual, UL TF—#4),

fii & Alibaba If1E

FLAE Alibaba 33 Threat Defense Virtual, 75 BEAR 3 305 A4 /€ B R AR H KL E Alibaba VPC. fE
REBIGEHT, BE NS SEBEREETF . Alibaba $2ftfr g oky, HrpmaT LI 3 5 k%
NN B =R Thae) MR ERGEE. BREZER, HS R =30,

Threat Defense Virtual 55 75 2 PUAN M 28 AR 2 (VPC), TS Z04E T # Threat Defense Virtual 2.
A X L o 245

XA R 4% VPC L
« HHT MR VPC.
s ZWi 2 VPC.
* BTN VPC,
* SRERT AR VPC,

J T EH] Alibaba WE, AR 34 HE L OCHE JB 3 Threat Defense Virtual SE41 2§ @14 Bic & VPC
1 EC2 4519 :

HEETE
o QUG BT B K

=12 Threat Defense Virtual

Procedure

1 3 https://marketplace.alibabacloud.com/ 7142 Cisco Firepower NGFW Virtual (NGFWv) - BYOL =i
PL#B2E Threat Defense Virtual.
Note
Alibaba 238 K1l 73 A 1% LR 2 1) 2 AN X I X BUCRRTER DA B e — SRS ) IR A 2 LA 55— A X dk
o 1 A A DA DR SR UM ) X S

HIE2 i W EERE LT IT Cisco Firepower NGFW Virtual (NGFWV) - BYOL T .

i1k

SIE3 IHERERITR] (Choose Your Plan). #3004 7 5 ) 213814 i+ B BR 55 (Elastic Compute Service) T [fi .
$B4 A BEENXBF (Custom Launch) #5204 A LL R FEGN{E -

* 11877 (Billing Method):  FR#EZE K.

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj


https://www.alibabacloud.com/help/en
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7E[ 2 = _E#F2E Threat Defense Virtual |
. £BE Threat Defense Virtual

Note
VI35 77 AOE B B B Eatdoit, 18T DU 75 2 £
* [X#5 (Region): 2K,

« M4EFNX 13 (Network and Zone): M 7513 ik $E VPC FIUE 2 w4 (1945 B vSwitch, 3 il F €] 2 VPC
(Create VPC) Fl181|3# vSwitch (Create vSwitch) &4z F il i .

$£IEE S F0RRE (Instances and Images) Hfi .
1EER A SL5I2EBY (All Instance Types) #5453 1, 047 LL R 4%
* 3245 (Instance): %L FATAT 32 37 F# 1K 5211257 - ecs.g5nexlarge. ecs.gsne.2xlarge 5k ecs.gsne.dxlar ges
« BR{& (Image): HHTiF) Threat Defense Virtual T A WoR7E i iR 1& REC #8434 .

a rihEIMAFEME (Resdlect Image). KAV B “BT R A meg” MHGHE, Hrba &8 IEETHRE T
Threat Defense Virtual WL E401E B o

b. M Nz E$E Threat Defense Virtual % 25 mi i #% (Select).

L6 TR (Storage) #Er. 15 B ERE T4k 4k,
$IE7  HAHEINL LA (Bandwidth and Security Groups) #7384 T L N #4F
* ENI
« 244 (Security Group): JEFEE Y1) 244 .

« £ ENI (Primary ENI): i A{/EM4&F1X 18 (Network and Zone) 7Bk #5110 =4 11, B4 P vSwitchs
« 4B/ ENI (Secondary ENI): M ITA##HBh#E D (Existing Secondary | nterface) 413 ik £ 4 Bh iz 11,
ol I R T T I vSwitch BB g BhE 1 .

Note
TESEB BB, o] DS PR AN RSB S, HonT DAZE N BCS #5841 & 8 8 fm i e Ho A s A2 00 .

« BIAXS (Key Pair): W\ R85 B FEUA 1K) 3 0 B el ) 3 0T

$IB8 HIAFRKIEE (Advance Settings) JF AT L R HA4E:
* SRR (Instance Name): 45 id Y SE 451 44

* AP #UE (User Data): HRAEZREEME Day-0 fiL'E CANZEEIEH 4\ Base64 4m3RY1E 2 (Enter Base64 Encoded
ilnformation) & IEHE) .

EAERERILREIR Threat Defense Virtual 89 Day-0 Bt & 7151 :
{

"AdminPassword": "<your password>",
"Hostname": "<your hostname>",
"ManageLocally": "No",

"FmcIp": "<IP address of FMC>",
"FmcRegKey":"<registration passkey>",

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6



| M2 = L#BE Threat Defense Virtual
EB<Z Threat Defense Virtual .

"FmcNatId":"<NAT ID if required>"
}

Note
WIRAELE Day-0 FCE H ARFLAATAT 20D, RN B0 K & Threat Defense Virtual 15241 ID, 41 Alibaba #2il
&8 CLI iR,

PR HZ ECSEREEM, A5 ALitIEITE (Create Order).
Threat Defense Virtual fif F /N2 12k 3 2l, 80 LLFE BCS #iil & L&F e,

Note
BSERA BNIERE, WA ZE FH DU O KRB Threat Defense Virtualo

S0 BAEH AL P AN K ECE Threat Defense Virtual , 15T AT #4E -
a) {ERIHLZ b, H I EARS (Elastic Compute Service).
b) s E RS MR £ (Network & Security) T 1r) 3% 4540 (Elastic Network Interface).
o) MRZATEIEMREE .
d) g SR ER DN N EEE, AR5 A gRE RIS B (Bind to Instance). BRI W gBE B 3K (Bind to
Instance) X} iz .
e) TEIM (Instance) 7Bt H %A Threat Defense Virtual 44 FK .
A Confirm), 5 LR SEII eth .
g) EELEBcHELSEET, 4 Threat Defense Virtual fit & eth3 #11.

$HEBNM il EC #2#IHE 4R (EC Dashboard) > 21§ (Instances).
1812 7 Management Center Virtual 5283 85, 18Nk BE 85 K HL7E M 2] Management Center Virtual .

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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. £BE Threat Defense Virtual
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13 =

{$£ 4 Cisco Secure Firewall Management Center

S &=I2 Cisco Secure Firewall Threat Defense
Virtual

A A B AT AN A B bl B AT 3 threat defense virtual 4%

)

AR RSCRIR G BORT threat defense virtual SCAIDIRE . W RAEAE I B0 IHRRCA OB, 175225 T8 RO RiAS
f CERRL BEETRRD) TR K.

* XFHA Cisco Secure Firewall Management Center [1] Cisco Secure Firewall Threat Defense Virtual
» 5 409 5T

* T2 Cisco Secure Firewall Management Center , 25 410 11

* |n) Cisco Secure Firewall Management Center V- /l} 1% %o , 5 410 7T

s BUEIEAZ2HNE , 55 413 01

* Jj N Cisco Secure Firewall Threat Defense CLI , f 425 1T

% F B A Cisco Secure Firewall Management Center A Cisco
Secure Firewall Threat Defense Virtual

Cisco Secure Firewall Threat Defense Virtual & B NGFW fi#t 4 7 Z 1 ML A . threat defense virtual
RAALEFI N —ARB KBS RS, BIIRAN KRS, B, F—MRARB RS (NGIPS). W H a4
LHar#iE (AVC). URL i3, DLECSEEBRMHGIY.

AT DS AP0 B threat defense virtual, X @& —PNIIHEFF ML WAFPEES, 7T I AR
%45 I, threat defense virtual [ #4573 Fl 45 threat defense virtual THEHLEE B 0 LA 4 B o0 130}

IR A K =
threat defense virtual [ %8B 25 threat defense virtual THENLEE B 0 B & # PO dMt 520
=

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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. %R Z Cisco Secure Firewall Management Center

BT MR, S8 nT DR B O LAY SSH U i) gl B4 CLI, el DI BB AL CLI ZE#
21 S B A o

A A P R EAT A B rpu B AL 2 Threat Defense Virtual %45, 15 ¢ B HE O TEH
BEE R, ESH GRS EIER) M CFREPORSHCERR) .

g EEH L SR, 120 (Cisco Firepower Management Center 1600, 2600 1 4600 A%
2FRrE) 8¢ (Management Center Virtual N[ J$5F5)

%% 3% Z Cisco Secure Firewall Management Center

AP A B o P T M B

FHiaZ |l

A RZ SRR AR AR S, WS ST R AT B (Z W https://www.cisco.com/go/
firepower-notes)

TR A SRS 4 A LU URL,

https://fmcv_ip_address
fmc_ip_address #xiR & B rpu0 (1) 1P Hikik B 114 .

$55€ T IPv6 ] https://[fmcv_ipv6 public_address]

FE2 AN A E .

FE3 B,

[5) Cisco Secure Firewall Management Center ;3 i 1% % .

FaZ B
ffifx threat defense virtual 11 55HL 38 %) CELGE BRPEIE H 2y kse = 8 sh g+ .

\)

AR i RME e & id dayO/bootstrap AIAS A A EE L AL T MG B HE, W UAFHJSE CLI HAf
| configurenetwork iy 4 5 SUITH IX L8 8 & . 1#5 5 % Cisco Secure Firewall Threat Defense iy 45 % .

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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| {# 3 Cisco Secure Firewall Management Center 5K 12 Cisco Secure Firewall Threat Defense Virtual
[a) Cisco Secure Firewall Management Center ;¥ i i% & . .

L1 EHIRE (Devices) > & ZFETE (Device Management).
P2 RN (Add) T8 RIERRINE & (Add Device), REHIALLTS4L.

Add Device @

Host:+

ftd-1.cisco.com

Display Name:

. ftd-1.cisco.com

Registration Key:*

Group:

| None v

Access Control Policy:*

Initial Policy v |

Smart Licensing

Note: All virtual FTDs require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the FTD performance-tiered licensing.

Until you choose a tier, your FTDv defaults to the FTDv50 selection.

Performance Tier (only for FTDv 7.0 and above):
Select a recommended Tier v

. Malware .

Threat

URL Filtering

Advanced
Unique NAT ID:+

ciscnﬂ 2éhat

Transfer Packets

| Cancel |

EM - BANZRIN BT P Hbl  (IPv4 F1IPv6) o 753 H IPv6 W EMIEHL T, ENAH LIS Ipvd BE
Ipv6.

« BRAFR (Display Name) - i N EEAE L P R I B 24 PR
;iR Z4A (Registration Key) - i N4 1E threat defense virtual 5| 52 FIC & H 48 & E M 248 .
* 18 (Domain) - WERAT ZIRI 8,  TKE B % 23 B 4s 0 ek

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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. [5) Cisco Secure Firewall Management Center ;¥ 1% & .

* 4B (Group) - W RAEAT 2, NPK L Bogs ik &4l
* J7ia)4=HI S BE (Access Control Policy) - YEFRHIUA TG . BRI B A0iE B O 7 Z 4 10 A e R, 75
&R FIERBE (Create new policy), #RJGIEFFEIEETARE (Block all traffic). 2 i m LU Skt s & A e
VEm i, ESECE VS EE 5 423 T,
New Policy (]

Name:

ftd-ac_policy

Description:

Select Base Policy:

None v

Default Action:
®) Block all traffic

Intrusion Prevention
Network Discovery

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

Q_ Search by name or value

192.168.0.12 \w\

* EBEIF AT (Smart Licensing) - 242508 ¥ L Re 20 LI 3 IO REVF VT UE: Malware (At 5 4d R ik A B
MRTT) . Threat (Al BBITHEAAFIARZBIHE) « URL (U RG50Szt 5 7250110 URL 138) .

ME— NAT ID (Unique NAT ID) - $i5 5& #7£ threat defense virtual J& S F 7L & H 45 € i) NAT ID.

HHEHRE (Transfer Packets) - AJ LB AR 80 (M 22 A B rbLy e URAE TR T AR T i & TIPS 51 Snort
SRR, Wk e B AR SN M AR ) A B O TR . I RS e T, AR
SORIER AL, BB A KL,

IR 3 s (Register), JEAfAENHEL).

RN ), BRI RIA R A RE R, B B BB R . AR threat defense virtualiE 2k
W, A A LA I

* Ping - Vi) gl 18 CLI (1Jj i) Cisco Secure Firewall Threat Defense CLI , 2 425 T1), #X/5f# H L F v 4 ping
EEL L TP Mk

ping system ip_address

WK ping ATy, AH show network i 20 25 W 45 1508 i SR 77 5T 05 Jgl b7 (TP Hitik, A configure
network {ipv4 |ipv6} manual or DHCP it % .
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| {# 3 Cisco Secure Firewall Management Center 5K 12 Cisco Secure Firewall Threat Defense Virtual

magrzezn JJj

* NTP - fififf NTP 45 %8 5 &% (System) > B & (Configuration) > Bt 8] [E 4 (Time Synchronization) 7 jfii () &
B RGBT — 3K

* FENFEH . NAT ID FUE L TP Ml - A ORAE IS et S FHAH R B H 3 B A NAT ID Cing D o w]
Pl /Ethreat defense virtualf# [ configure manager add DONTRESOLVE<registrationkey> <NATID> fiy & 14 5&
VMRS P NAT 1Dt A) LU e iy 4 50 2 8 PR IP M hik.

BLEERL 2R
AT 53 A GG {8 FE AT 18 T A 2 A SR
o NEBAIAREREZ 1T - Dy A FR A% 17 e & 1P sidik,  JF¥s DHCP RS 1
* DHCP JlR4s# - 76 e 1 b2k % it {f 1] DHCP i 45
o BRIARK - 380 AR R S InER U Hh
* NAT - fEAMHEz L1 FAT 211 PAT.
o Vil - AV P B AR

UK

S ERI, 41300

$IR2 i E DHCP R4, &5 417 1T
W3 NINECABSH , 5418 1T
$I4 iE NAT , 45420 7T

WS BUE VRS, 5 423 00
W6 HCEALE , 424 T

=g

JA H threat defense virtual$% I, ShILArAg 22 X F S TP Mokl TE5, 0204 /it & A2 10
e RGMLIBE R LR E. WY, FORHA I iR b sl e i ahasz 0, B 2R M
AN, Hip e e “PRETIX” (DMZ), #8n] AR A 8CE vl A FF U]
[F%E =, lin Web Hgs2s

MR ()30 5 4% 5 0 & Tk DHCP M ISP 3RER /MR 4Z bt [RIIAE e 10 Lo SRS bk

LUR 7R Bi48 1] DHCP AE8E N BRICE. 1M d il CGisiastait) , JFAER LAMMICE TN
i
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B =s:0
UK

$IE1 %R & (Devices) > & ZEIE (Device Management), X5 ik & (4ReE (&) .
FE2 pidi#EN (Interfaces).

aliape. Firepower Management Center @D .
tliady e en ik Overview  Analysis Policies Devices Objects  AMP Intelligence Depoy Q @GP 3 @
Gisco Firepower Threat Defense for VMware
Device  Routing  Interfaces Inline Sets  DHCP
Q Search by name Sync Device Add Interfaces v
Interface Logical Name Type Security Zones MAC Address |Active/Standby) Virtual Router
@ Diagnostic0/0 diagnostic Physical Global K

FB3 AHEMN TR O NRE (&) .
IR ¥ s —fA% (General) ETTF .
Edit Physical Interface o

General 1Pv4 IPv6 Advanced Hardware Configuration FMC Access

——
Name:
Inside

Enabled

Management Only
Description:

Mode:

None v

Security Zone:

inside-zone v

nterface ID:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

‘ Cancel |m
a) MANKJERAH 48 N T4 RFR (Name).
B, ¥E: 0444 insides

b) %4 EA (Enabled) k.

¢) K& (Mode) {1 4t (None).

d) MZRE X1 (Security Zone) T s R HIERE AT AR AL, 50 ST FTE (New) IS In—AN Bk 24
X3k

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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maz0 ||

B, An-—/~44 inside_zone [FX $k . ZI0KE AR 1 A0 B s 2 A XSk /sl 4l AN L BEE T
A AR, AN] LRI R T2 AN D4l 8nT LIRS DI aR gL N 22 A sems o Bl 4] LUK Pz 14 il
FIAFBIL, MM BL R AN X . AR5 ) ARG E UG ) d i e, e vrdi s M AL BIAMT, (HA R
VEMAMEA NN . KB A R e A X e #0] DLYE NAT Sl Tl JE 4 SmE Al QoS SR rp 4 i [X 1
BBz 4

e) fiddi IPv4 FI/EL 1Pv6 I | .

* 1Pv4 - N TR s & ik BE RS |P (Use Static 1P), AR5 LARMTFOREEHI N IP Mt A1 M HES, Bl 4
A DHCP 177 .

Wi, %\ 192.168.1.1/24

Edit Physical Interface (7
General IPvd4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use Static IP v

IP Address:

192.168.1.1/24

* |Pv6 - & JCIRES B BhEL & LA IPv6 DHCP B TL & Y B #hBCE (Autoconfiguration) S LA JH H #%
M,

) A E (OK).
HE A LB FANBIEE L RE (O .
B R —f% (General) 33+ .

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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B =s:0

Edit Physical Interface @

General IPvd4 IPv6 Advanced Hardware Configuration FMC Access

Name:

Outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outsize-zone v

nterface ID:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

. Cancel ‘ m
a) HIANKEERAN 48 N FAFH Name.
B, Ri#z A4 o outside.

b) kAR (Enabled) HiEHE.

¢) ¥R (Mode) £ T (None).

d) MZ&EXid (Security Zone) NHFIFRHILEFE— NI IISMT 22X, B0 S HETE (New) VR I — S8 i) 24
X 5k

fihn, hn—/~4 4 outside_zone fIX 1,
e) it IPv4 FI/EY | Pv6 ZE T
* IPv4 - & F{E A DHCP (Use DHCP), #AJSMCE LA FIEHS 4L
« {£F DHCP 3XBXBkIA ¥ (Obtain default route using DHCP) - )\ DHCP JIz55 %5 3k U ER A 2% 1 .

* DHCP & H#§#x (DHCP route metric) - 73 BC 2 BT 3R 2K 8% I BERE 25, A1 1 f1 255 2 0], SRR
I ER A PEEE B A 1.
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ey |

Edit Physical Interface Q
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use DHCP v

Obtain default route

using DHCP:

DHCP route metric:
1

* IPV6 - N TCIRA AN Bk B 3hE B (Autoconfiguration) 5 EHE .

0 mikiEE (OK).
PIR5 RRTF (Save).

BcE DHCP AR 558
\)

FR R EIEE R AL ST (B AWS. Azure. GCP. OCD) , Bk b ie)y.

W R A% P8 ) DHCP M threat defense virtualsb3RHX 1P #ihik, 7% )3 H] DHCP 4% 25
TiE
HIE1 R & (Devices) > % ZEIE (Device Management), SR s & 1REE (&) .

1% 2 %+ DHCP > DHCP R %528 (DHCP Server).
$IB3 (RS (Server) T b AtilidAn (Add), ARJEHCE LR EI:

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B =i

Add Server (7]

Interface*

Inside v

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Enable DHCP Server

o | I

* $%0 (Interface) - I\ FHIFIRFIEREH .

* Hbiitith (AddressPool) - DHCP il 55 w48 JH ¥ 1P bk I Fl CANERAR B B i) o TP bk PRl 06 20 g 326 5 4 11 o7
TAHFE T L, HARER IR A 5 1P Hiht.

* J3F DHCP BE %28 (Enable DHCP Server) - 75 1%# 0 I3 1] DHCP JIR%: %% .

PR 4 sEBE (OK).
PIR5 mRTFE (Save).

NINERIABE
BRI EE I 45 10 ] AN U5 i) () B3 8 . Wi AEf DHCP FAEAN 3T, A I 1 2% )
RECLAUCE) T BN o W SRR ETF-I Nk i, WL FE P HAT . an Sl 2k 1| DHCP IR %54
IERIAE T, o WoR 7818 & (Devices) > & & & 18 (Device Management) > #&H (Routing) > 5% 75 8%
i (Static Route) T L1 1Pv4 #&E (1Pv4 Routes) mkor |Pv6 B (IPv6 Routes) £ .

UK

HIE1 EFRiRE (Devices) > X FEIE (Device Management), R siii & 14mEE (&) .
$I22 LI E (Route) > 8275 H (Static Route), sk ini&H (Add Route), SRJ5 ¥ E LRI

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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Add Static Route Configuration

Type: e IPv4d IPv6
Interface*
Outside v

wmziczs |

(Interface starting with this icon Eg'signiﬁes it is available for route leak)

Available Network C + Selected Network

Q_ Search any-ipvé4

any-IPv4-10.0.0.1
IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway
any-IPv4-10.0.0.1 v | 4+
Metric:
1
(1-254
Tunneled: (Used only for default Route)

Route Tracking:

v:+

L 1]

o | I

* KA (Type) - MR LR INEHAH RISRM, S 1Pva o 1Pv6 FLik il .

* 0 (Interface) - ZEFEH 81

HOEAMBIE .

* AT/ 4% (Available Network) - 24 1Pv4 ERIA K FHEFE any-ipv4, B354 IPve BRIAMS H1ILHE any-ipve.
* [ X (Gateway) 5 IPv6 [k (IPv6 Gateway) - il AL FEAE A b th ¥ R — ARSI I OGS th iy o ST LR

AL 1P ik B 2/ AN 5

* $8#R (Metric) - T A HARMIS MER S8 ATREVE DY 1 21 2555 BOAME 1.

PR3 REBE (OK).
PR N I R A R
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{3 Cisco Secure Firewall Management Center 3232 Cisco Secure Firewall Threat Defense Virtual |

B e=nar

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers + Add Route
Global v Network 4 Interface Leaked from Virtual Router Gateway Tunneled Metric Tracked
Virtual Router Properties ¥ IPv4 Routes
ECMP =
any-ipv4 diagnostic Global test_dhcp false 1 s u
OSPF
OSPFv3 ¥ IPv6 Routes

RIP

Y4 i RTE (Save).

Bic & NAT

HIR ) NAT FU 220 N 8 Hb b 3 46 S AR 11 TP bl b (3 110 33X 28 NAT FUFR A4 11355 11 kil
4 (PAT).

S EPHEE (Devices) > NAT, K5 i Fi 5k % (New Policy) > EiHFE{E NAT (Threat Defense NAT).
W2 N4, EREEAT R k%, SRS Al Save.

New Policy (]

Name:

Interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

Q_ Search by name or value FTDv 7.1.0 Build 1...

o)

Add to Policy

coce | [

SR B SR N A B ARG o BATD AR D SRS IR o
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P33 AR MHN (Add Rule).
Add NAT Rule Xf iFHER R o

A I EIEA R .

CEIN |

Add NAT Rule

NAT Rule:
| Auto NAT Rule » \

Type:
‘ Dynamic v ‘

Interface Objects Translation PAT Pool Advanced

* NAT #10] (NAT Rule) - 145 B 51 NAT 1 (Auto NAT Rule).

« A (Type) - IEFFZS (Dynamic).

HIB5 {E Interface Objects TU[fil, ¥ Available I nterface Objects [X 15k /1 {414 X 375 i £ Destination | nter face Objects

XAk

Add NAT Rule

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v |

Available Interface Objects C
Q, Search by name |

l Add to Destination ‘

Interface Objects  Translation ~ PAT Pool  Advanced

Source Interface Objects (0) Destination Interface Objects (1)

outside-zone [W‘

outside-zone (]

(o ) IR

$IR6 7riEHR (Trandation) T A - Fic & LA T 2B :

B %! Cisco Secure Firewall Threat Defense Virtual N[ 13575, A7 7.6 .
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B e=nar

Add NAT Rule (7]

NAT Rule:

 Auto NAT Rule v

Type:

‘ Dynamic v ‘

Enable
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

QOriginal Source:* Translated Source:
any-IPv4-10.0.0.1 v‘ =k ‘ Destination Interface IP v
— @ The values selected for

Original Port: Destination Interface Objects in
TCP = 'Interface Objects’ tab will be used

e |

« [R447% (Original Source) - fiiiifAn -+ T IPv4 It B I 44 X142 (0.0.0.0/0) .

New Network Object (7]

Name

| all-ipv4 |

Description

Network
() Host () Range | (® Network | () FQDN

0.0.0.0/0 \

|| Allow Overrides

o | (D

pEL

. E %! Cisco Secure Firewall Threat Defense Virtual N[ 1357, K7 7.6
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CEEC |

RS T R85 X any-ipva X%, R B3 NAT BUUEEX %o G B rP s in NAT, I S EkgniE R
WD Q0P
FIFE, el LA RTA 1Pve Ji s QU ZEBRA AL LS [:/0] H NAT ZRHE .

* #3AYIR (Transated Source) - £ F B #r3% 0 IP (Destination Interface | P).

TRT sliRTF (Save) LI
RBR P47 2 Rules .

il F|repower Management Center
CISCO [ V NAT Policy Editor

Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q &o $+ @ adminv

—
Interface_PAT You have unsaved changes [ESHANEIGITIE m
Enter Description
Policy Assignments (1)
Rules

Filter by Device Y Filter Rules > Add Rule

Original Packet Translated Packet

Source Destination o
s | Dwecuon: | “Tviel Intertace e Original Original Original Translated Translated Transtated (oo
9 Sources Destinations Services Sources Destinations Services
Objects Objects

» NAT Rules Before

v Auto NAT Rules

#. X Dk, any % outsize-z B any-IPv4-10.0.( (@) Interface @ Dnsifa W

v NAT Rules After

SR8 il NAT i _LHIRTE (Save) DLIRAT B Lo

Fic & 177 o] 3% ]

QURESAEAE B0 T threat defense virtual I G T EEA K E 8RB TR 2 Uy 0 # H1 SEms, WG
i) SRS AN DAL DA SRV R e 6o DA R TS IR LA e AN PAY 58 DX S A/ X s i
LAY HAD DI, 135 5% DA VR N P VU R 5 22 00 2% R RO

Z0 (P KEE PP ORCE SRR ) (BCETRHE) DANCE S m g 2 A v B AR .

12
SR EPREE (Policy) > i8] 5k & (Access Policy) > 7 iB) 5k B& (Access Policy), #RJ& s /0 FCes b B A 16U 1) 42 1 5

W dmiE (0 .
FE2 SR (Add Rule) I 1% & LU R 2440
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B s=m=

Add Rule Q
Name Insert

inside_to_outside Enabled into Mandatory v
Action Time Range

© Allow v =] None v |+

Zones Networks VLAN Tags A users Applications Ports URLs Dynamic Attributes

Inspection Logging Comments
Available Zones C' Source Zones (1) Destination Zones (1)
Q_ Search by name inside-zone i outsize-zone i

. ‘ Add to Source ‘
inside-zone _—

* ZFR (Name) - AU Az 44, 40 inside_to_outside.
« ;B [X 13 (Source Zones) - M\ A A X33 (Available Zones) HikF M FBIX 1k, #R)5 AiddidInZliE (Add to Source).

» B#RX1E (Destination Zones) - M\ AT B X33 (Available Zones) kAR L, 4R )5 il 0% B4R (Add to
Destination).

HoAth 5 B O B R
L3 SERN (Add).
HLUET C8 I % Rules 3K

'lcllls.c'loh F\repower Mgnggezﬂﬁnt{?enter Overview  Analysis Policies Devices Objects AMP Intelligence  Deploy Q “0 £+ @ adminv
Policies / Access Control / Policy Editor

Initial AC POlICy You have unsaved changes [ESIISTAVCIQILIEE Analyze Hit Counts ‘

Enter Description

Inheritance Settings | Policy Assignments (1)

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
——
Filter by Device Y Search Rules X Show Rule Conflicts @ =+ Add Category + Add Rule
Source Desti...
Source Dest Source Dest VLAN - Source Dest
4 Name sl e es N Nela= Sacs Users Appli... o e URLs ngt.:'a g‘ytl:la Act.. B O R A2 BEwm 3

v Mandatory - Initial AC Policy (1-1)
1 A inside_ inside-zo  outsize-z« © Allov [T
v Default - Initial AC Policy (-)

ction. Add Rule or Add Category

Default Action

Access Control:Block all traffic v

Sk
g
'S

MR TE (Save).

k-

fEZBE

o BC B S U5 B threat defense virtual; £ B 1T, BHIFTA ESHIASAE A LR
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i/718)Cisco Secure Firewall Threat Defense CLI .

i

L1 i EJTERE (Deploy).
Deploy Q @

Deployment ‘

Deployment History

$IB2 RPFERERBE (Deploy Policies) X FHEH [ %, K5 miidiEBE (Deploy).

|Y ‘ ‘ Q  Search using device name, user name, type, group or status ‘ Deploy time: Estimate Deploy
Device Modified by Inspect Interrupti... Type Group Last Deploy Time Preview Status
> FTDv 7.1.0 Build 16- Betal admin, System, masad... FTD Aug 4, 2021 9:28 AM B I Ready for Deployment

PR3 MORIBE ). SR ERE (Deploy) 4 H14 M bR i LA ZOIRAS .
ralysis Policies Devices Objects AMP Intelligence Deploy Q {:1— o admin v

Deployments Upgrades @ Health Tasks ‘7> Show Notifications

m 0 running 1 success 0 warnings 0 failures Filter

@ FTDv 7.1.0 Buil... Deployment to device successful. 1m 14s

Show deployment history

1/718]Cisco Secure Firewall Threat Defense CLI

T LS H threat defense virtual CLI 5 S50 BE4E L1 S HOT AT MR HERR . 405 n) CLI, W] DA HH 4 2
B0 EfY SSH, i a] LA VMware 4 #4:4% .

UK

I (& 1) @) SSH H %28 threat defense virtual & FE4: L1f) 1P #hlik.
LEF B BRI, SRR S IP bk A admin ik 2 R a6 350 38 3 TR) 15 52 1F) %5 15 8 5% threat defense virtual
T2 GED2) FTHF VMware ¥ & I HERIA 7 42 admin Bk = FOA7 45582 309 0] 15 8 0 2500 5 .
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.14,

{5 FH Cisco Secure Firewall 1% &% & IE 88 Sk &18
Cisco Secure Firewall Threat Defense Virtual

ARFEA U] BB B BESS B PRI BT 50 threat defense virtual ¥ %o ZEHBE =l XS, 4
%7 (Cisco Secure Firewall ¥ %5l 3slic B 7)) «
» T HA Cisco Secure Firewall 1% % & L% 1) Cisco Secure Firewall Threat Defense Virtual , 5 427
T
* WILRTLE , 3 428 WL
* YA 7E Cisco Secure Firewall W& Bl gs FRCE ¥R , o 430 1L

*F B A Cisco Secure Firewall 1% & &8 22 1Y Cisco Secure
Firewall Threat Defense Virtual

FOAECE

Cisco Secure Firewall Threat Defense Virtual /& BB} NGFW fift 4 )7 E W ML A . threat defense virtual
RAALE TN —AR KBS IR S, BIIRAR KRS, B, N —MRARB RS (NGIPS). W H w4
¥k (AVC). URL i3, LLACEE AP .

£ n LU¥ FH Cisco Secure Firewall ¥ #2555 Fil#s S threat defense virtual, X2 5-48 g il H -5

BEF LT Web FITRARE M T o A E BEAS 1] DABCE /N X 268 B i AR AR 2R AR D) RE o ™= i &
HAFE—EEJLE RSN, EXPLgrh, Joi A Th 2 2 % 5% 8 Bk A &
% BT s IR B 5

Gn B K e A BB B A SRR SR R AR DI REATEC E, AT AR G A 2R
B WA A SRICE B & . AREAER, 1EZ I Cisco Secure Firewall Management
Center K& # Cisco Secure Firewall Threat Defense Virtual , 5 409 7,

PERAT WRHE RS, ST DA A E 1 1Y SSH Uy 1] JguiBii A8l CLL, 0 m] LA %45 38 CLI i
B2 B A .

threat defense virtual ERIAFC &4 8 BB ORI P33 VB TR —F W _E o SA0%E B O A2 2 7B
ERE, AR R REVE v ISR IR G B FE I BT

2%} Cisco Secure Firewall Threat Defense Virtual Ai 1357, KiZ& 76 [Jj
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B onm=

MIgECE

{# 3 Cisco Secure Firewall 1% %&£ 58 K &1 Cisco Secure Firewall Threat Defense Virtual |

Rk,  BRIAECE 10 B i 4 T LK Management0-0 F1 GigabitEthernet0-1 (NB) PN L #5IE R
JERUAZ ML TR — R 28 o BROE BRI A8 F 30 TPt A DG, DRIk, A L 11 B P o S
R, SRJE L AN T B

L T LLIE R Management0-0 4% 5155 1 1 A B8 1 K7 OAS ] (61 00, 4 B AT ELIER 0 42
NFIE% RIAT o AR A 0 &% LA I A B2 1 TP bl A0 g 5

threat defense virtual 1§ XH S, D ZUH A PYAE -
* ERWLA S —ANE2 11 (Management0-0) 2B #R 211,
o REFUIL O 58 AN LVOR B AR AR
o ERIHLEI = AN2 10 (GigabitEthernet0-0) &AM 1
o ERIHLEI DU L (GigabitEthernet0-1) & A 8% 1 o
TRIE W] LA I 22 78 AN B MR as Jriee 1, ARBc  R B0k B )\ AS  n SRAS IS 1 Bk

F1s VR ORI D 255 WS 28] TR0 %) L b X 8, T LA A i 42 1 s il 2 281 — AN E— 119 1 B VLAN.
HZH “BE VMware #2117

RO SE AT ERTEC E, A BEfl threat defense virtual 7F M %% 1 1E 51847, Hrp @ FEEC B S 242 R 41
N 285 DL R S04 1) L I0E ) sl HL At by i ph s P 5 (R kil o 48] BLdE I DA R W AP 7 okt AT R 48
HIUEHLE |
o HFT WA FIAE Web FUI (MEFE) o WAE RIS AR M N asrhisdT. i A1Z I
B, EHAGE RS,

« (I A AT S (CLD BB RS (i) o BB CLI RS (AR RASHE 7
PIREILE T LU CLUPATMOREHE bR o 12 AR TT U P 465 B8 ST L 4 B
Y. BB (IR 33 MU CLI [ % .

PATR @ R An e 4 X 26 LR AT R G AR RC &

B & &EER

UK

FEE S e AN, RA Sl B BCE 1 TR P B A R SR

IR FIIFR A o WA BRAS . RIEARAE CLLTP T HIZABC &, 1 7L https//FTDv 22 | Pv4 it s [FTDv | Pv6
N FHRIE] 4T A A .
H1E 2 i FH /7 44 admin #1255 Adminl23 &35
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B REEEE .

PLEEI MR EUOERRG, M HERMHL CLI 23 's, REUHINEHEIEESZ “HE&H VT DL
HER M, WA ERIX b, A hedkst.
SR A AN ORI B ORCE DL IR, R )5 AT T—3 (Next).
R
M T—% (Next) J5, BRI ERTER RS T ZBEOE SR “outside” , HUSINE] “outside_zone” %4xX.,
T ORI B EHER
a) SMERIED (Outsidel nterface) - BIV %4z 21 4 U il ikt 1 25 Bl % bh 28 10 2 o 1 o FERTGR Be s W B IR, ISR REIE
PRILAb AN . 38— AN DR BRI AN EE
BLE |Pv4 - SMEEE (1) TPv4 il WL DHCP, B LLFahH AF A IP Hhtik, TSR . T54b,
W LUERE SR, ANALE IPv4 Hulik .

BLE 1pv6 - AMERHZ 11 Tpve bk nT LU#F] DHCP, tHr] LAFah AN A IP Mk, srgg R e, 74k, tnll
R, AELE IPv6 Hulik.

b) BEIEEQO

DNSHAR 85 - R4 Hith il [F) DNS IR %545 - i\ DNS IR %548 11— AN & N Huhik DL#ERT # FR . BRIAE N OpenDNS
AL DNS w45 . a5 g 45 7 BOT R B BRIAME, 15 AUl OpenDNS (Use OpenDNS) LA B 4 idi

() 1P HuhbZ N 7B
B K 3E EH#1 (Firewall Hostname) - &40 8 Fit k) FHL4 o
R

FEAT P Ve 46 B 1) G B SO BT B8 I, R G A sl AN Sl B A A BROA U5 T R0 o 48] RAAE 58 1)
cllWCWEL IR e I WU

SRS MLERAMNMRE, R)5EadT—8 (Next).
a) X - IEFE RGN X
b) NTP B [E]AR 55 25 - JEFEAH BN NTP fids s, Tl A NTP Ak 55 as itk nf LA IN 22 A i 55 s R4 A
&

FER6 Jy RGUNCE A REVF T IE.
A BABREVEATIENKR ™, A BEREU N I R GE R ZE M VFalE. Jed], T RUEHT A ) 90 RIIPPAS VAT IE, LUG

BV
SN A, BB G IR R S, BRI MR, I % A S B BRI

BTV VR, WEIERE 30 90 BiT A EA T A iE M (Start 90 day evaluation period without registration). 4
T 5 B £ AR O BeVE TR, 3 s S P ) B 4 PR F T IR ¥ E B (DeviceDashboard), 28 )5 st & &8
FATIE (Smart Licenses) 2H 4% % o

T midiSER (Finish),

T—5Htta

o fFH WA P ES SRICE W45 1S [ W {E Cisco Secure Firewall W45 FE2s FRCE % , 2R
430 7T,

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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. Hn{A 7E Cisco Secure Firewall & & EEE B SFE&

4N{AT7E Cisco Secure Firewall 1% & &182E B %%

SERCBCE AT, BRI NAZ S IE W TAEIF NS TR BB A0 .
* PRBAAN R 11 2 A X
o AEARPTA A B RSN R U7 ) R
* FZ 1 NAT BN, TR BT A B AP AR e e B A0 e 1 TP Hhik b F e — i 1
* (EPFEE I B AR 3247 () DHCP RS54 -

LUR PSR T 7T R ZERCE I AR DI RE . 15 ol DU L (03 D% AL (), SR REEA D BRI TR
.

HIE1 PRI (Device), A5 i B 814 ATIE (Smart License) 41 (& HEBLE (View Configuration).

%
g

T AR PR TRV TE (IPS. ERERCPEDIAT. URLIEIE) , fielifs R (Enable). s et B ey i i
S, BT T RA VPN VFRTHE. Q1S ASHl 2 2 75 7 T P SEA VR A, 5 2 0 P T A BT

WR RN, T AMAZ ST HAT %4 . BB iE M (Request Register), FF4% I8t BT HRAE . 1578 1EAG IR
Y FTIE S0 5 AT

Blhn, LLUR2 8RR IPS VA k.

55: B IZ F Y IPS 15 A]IiE

Threat DISABLE

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules, You also must have this license to
apply file policies that control files based on file type

Includes: Q; Intrusion Policy

WERRE T HABRE D, i5EPHE % (Device), AR5 i3 O (Interfaces) 41 (1 EF B & (View Configuration) At
BRAEN .

AT LA B P 1 Q0 22 0B 4Ll 5 B 4, R SRR B R v e A D gt b (D), s L TP
Hichl AN F A B

CLR /RGP — M2 Ay “BRBX 7 (DMZ), nlDCREr] A TFU7 R8T (il Web fledsas) J8AE XX b . 58
1 R R TE (Save).
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BN{ATZE Cisco Secure Firewall ¥ & &1EE R BEF&E .

[ 56: HRiEFREO
Edit Physical Interface
Interface Name Status
o @©
Description

IPvd Address IPv6 Address Advanced Options

Type

Static .

IP Address and Subnet Mask

192.168.6.1 ! 24

AR
LA M IPve Hiudil, T IEFE IPve 1Bk, AT HIEASEL DHCP FUE IPve Hidik.
SBI WRCOEETED, EEPEXMR (Objects), A5 M H 3 ikHr% £ X1g (Security Zones).

AR ot 22 2 4 BT DI e A L AR A 2R TN DX, DRI 7 AR AR 2 4 DT AN 4 R O S . T
B LI AR FUBAE DC AR, DL E 2 BT 1 SO SO e I I R 2 e, #2000

LAR -l s i oy DMZ 42 11 81— 8 ¥ DMZ [X k.

B %! Cisco Secure Firewall Threat Defense Virtual N[ 13575, A7 7.6 .



{£F Cisco Secure Firewall i& & &3228 5K EIE Cisco Secure Firewall Threat Defense Virtual |
. Hn{A 7E Cisco Secure Firewall & & EEE B SFE&

[ 57: 2 £ X3 R

Add Security Zone

MName

dmz-zone

Description

Interfaces

+

@ dmz

PSR4 WG EAE R S i DHCP M & 3REL IP Hhhl, i5IE+1& % (Device) > RHEIRE (System Settings) > DHCP
BR %525 (DHCP Server), #XJhik#DHCP AR5 88 (DHCP Server) i .

WHRHE L CRCE T DHCP iR45a%, (HAT LAG st ikt ol ST Z0f JOM B . A RHE . T A Py iz 1, R T 2 1
W DHCP g5 de i A SR i sidi +, D BEAS PR 1 E B 5% 2 A ik

AN, el DIZEBCE (Configuration) ZEI0 - FP X o4 % P im AL 1) WINS FI DNS #1& BE TR 43, LU R /R &
TRUAZE inside2 311 (HbhEh 192.168.4.50-192.168.4.240) | i%® DHCP JR%%8.

[&] 58: DHCP R %5 25

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

PE/S PR E (Device), )5 sl B H (Routing) 41 N EFBBLE (View Configuration) (B35 —/NEE7SEEH (Create
First Static Route)) , fic & ERIAES .

. E %! Cisco Secure Firewall Threat Defense Virtual N[ 1357, K7 7.6
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WN{AT7E Cisco Secure Firewall ¥ & &85 R FIRE .

BRAN S HOE 5 AL T 1 2 A B ek ISP B 2% . BRI IPv4 B i3E H T any-ipv4 (0.0.0.0/0), TTERIAIK
IPv6 i HIEH T any-ipv6 (::0/0). g A 54N 1P IR QIR B i i SR ) DHCP SREXS M H: L (s, ]
e LA T 7 BN

iR

PRV b SRt OGE A T AR, MASME IO Fi%% > REIRE > BEED LR ES MG,

DL 7~ 7 TPv4 (KBRS o AR B, isp-gateway 42 1 T-ARiH ISP 56 TP Hulik (48 61 % (2B ISP
SRECGHAE) o wT LA S R 3k (Gateway) I h7 8 HURE 1) B 2 #T M £% (Create New Network), SKAIEHZN % .

59: ZRIABEHR

Add Static Route
Protocol

(®) 1Pva O 1eve
Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks
ft: any-ipvd

[EIRE, fsT] DUE I % $F IPve Hk 424 ok lic & IPve % .
$IB6 LFREBE (Policies), J kW44 ic & 2 4 5 .

LA 2R 1) UL SO VR A BRIk A B X S TR AE R R sl , TS B4 B3t 1) A B0 1R i R 45 41
hEFeH (NAT). BIAERCE T8 I, an AR Has i 2 A S DCssons Zerb, - Uy T P2l RN theoks B sl 2 Ik 24 11

HoZ, WRAT 2 AW B, TR S 4005 ) 32 A A SR VF A B DX 2 T PR o o s I oAt 22 4 Do, )
it ZERLR FOVFIZ LG X IR A R A o T 0 R AT 1 e U PR 2 F1 B T4

PeAb, I T A SR DAS IR S5, TS NAT A5 i) UMEAT RE 40 o, DASEBLAL SRS Es . 0T
APCE LA SRS«

* SSL fi#% (SSL Decryption) - WL A N2 24 ()W HTTPS) 2 EAAAENR « R, W2 %
Bz, ] SSL A SRS 75 B &R . RAREERG, SBHLERNS.

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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. Hn{A 7E Cisco Secure Firewall & & EEE B SFE&

* 51 (Identity) - QR ELRE W 235 3 5 &G, SR TP SO 7 4L 5 B 4l b 4 5 1), 3 A
B3 0 SR 7 5 4 5 U TP A QIR

* REEBE (Security Intelligence) - ] 2 41 fE SR s PRIE 2 7t H H N PR A% FL ) TP Mk sl URL 1934845 K
FOGE RAIN A S, AR 4 SR B R] o 5 RS I 0 e SERHRAE R (K s Rt kA

URL Y, w2 R SR A% S SO BB A A0, oo o 4 8 SR SR I s 28 44 R (K 30 H

* NAT (Network Address Translation) - 1 Fi} NAT SEB&:Es Py 55 1P ik 4 e g 403 o] i itk

* V3a)4= ) (Access Control) - 4 I 17 ] F2H SREM 1 W 4% b SR PRI . ST DU 22 Xk, TP Mkt Bl
Bl NS URL. H P M P LA 9. 0d mT LU U7 fr) 2 RN I P NAR SRS AN SCA - CRREARAT)

SR o AP IR SR St URL i€
* MR (Intrusion) - A IR SRS TN CLANBE o RIS P 5 o) 42 SR D 2 RSN AR S, A7 ] DAGR AR N AR 3R

W, DLIEREPE IR T BRI S AR

DL 7 55k 7 A e] 76 15 o] 42 1) S & o fo 3 P99 X 48 5 DMZ XS 2 ) (& . AEstbomfgilehy, ARl oAbk 15 35
WEATTED, HFERIER (Logging) Frak, JLrh7EEIZLERAT (At End of Connection) JE i Uik H .

[E] 60: 37y 15 3= ) SR A%

Add Access Rule

Order Title Action
2 o~ Insicie_DMZ B alow
Source/Destination Applications URLs Users Intrusion Policy File palicy Logging
SOURCE DESTINATION
Zones +  Networks +  Pos *  Zones +  Networks + I +
B inside_zone ﬁ dmz=zone

PSRBT PR E (Device), R i BET (Updates) 41 I EFRELE (View Configuration), 4 7 Gt 5 FERC & Bivl-&i
WS PGSR0, o0 “RUN” F1 “VDB” Hclls R e s R, WA A e A ReIE, 1A RN AT “VDB”
K B TR W R AT AR 2 A SR b S AT B A A VSR A, B RN R “VDB” R A

OB TR
)
FIR8 md T ERE (Deploy) 158, RJa midi BB L (=), DARE B A T 2

HAR S B, ol 243

. E %! Cisco Secure Firewall Threat Defense Virtual N[ 1357, K7 7.6
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WN{AT7E Cisco Secure Firewall ¥ & &85 R FIRE .

T—%#ita

BT £ 2% SR threat defense virtual [ FEAN{E B, 2 0d (& H T Cisco Secure Firewall
W& F 2811 Cisco Secure Firewall Threat Defense it & f5#) 5k Cisco Secure Firewall % £ 45 FH 2% B¢
HLEE B .
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1EFH =3 TR N IEE B SRETE Cisco

Secure Firewall Threat Defense Virtual

RFENF UM BT A A8 KBS BE L0 2 PEAY threat defense virtual BE4% .

o WML , E 437 T

 FRERIRN AR K B TR A 2B 438 T
s QU 2R P, 5 439 1T

o ff ] CLIVEM I B4, 5 441 1L

o POE AL AR , 5 442 L

WA RY

AT BT kB #E R0y ZEIB 4T Cisco Secure Firewall fRAS 7.0.3. 7.2.0 A 55 i A AS ) Threat Defense
Virtual 54 B2 FF . BAE A LRI = WAk, 2 (Cisco Secure Firewall Threat
Defense 7 MEFRRTY BL T fREE4IME .

TE IR ) 5, AT LK Threat Defense Virtual ¥ 258 2384 i) Firewall Management
Center:

* 3 N Fr11 Threat Defense Virtual % 5%
o N T R A L2 & L) Threat Defense Virtual % 4%

N

AR WURGOR B BV P A RN AT B KA By, TR
il ] e 2 B R B %

o FNYHT A HE B A OB PR Threat Defense Virtual W4 . A =TEAME R, 152 0¥ 2485 K
B B B AT A B 2
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https://edge.us.cdo.cisco.com/content/docs/index.html#!t-perform-change-management.html
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B s zxanmossEsoITRES

A

iR

KR B sh BT R2 2) =AM BT S B by IS R AL R DL

o W RAE DA HE S PR ep 0y BY Cisco Secure Firewall Threat Defense 145 &
PHAS BRI =ACATHIBG KBS B B b0y B %, WA BRSO TE
AT A R S A o A b B P O I AT T SRS

o WARKE B WAHAE P LIE RS B A AN AR KB B, i3t
SR EEN R O] WNSIPNE 217

R RIS O 4% 7 L o A6 PP BB B, V57 1 CLL

show managers i % .

Y PR g ] A8 A BB KRS B 0 KA B Threat Defense Virtual FIZERESNIR. 2% 44
“EHIREZHRAE R, G2 B sk,

R g HA AT A S E R A ORISR H

HBRHIFNZEK
BTN AT K B O I, BV DA PR

Je

© Bk I IEAT 7.0.3 AR 7.2 B R ARCAC . FAlT SREN LT 7.2 s R ARA .
 BEATLAZ IR ITHS FTD 2 2 A2 A B K B B by S REskaT A% it Al B K e B b 8 PR

HA X o FEITREZ AT, AP SR AHRAL T IR H R

o JUABCE A IH h B8 s A LI e A el T e 4105 A0 A iE T3R8
 WR s il A PO B, T ORI BN BTS2 2 AT B K B o IR

SORBUEATIAT S AN B, A B MR R ZHEE P A X 5. AXRTHAER, iS5
I K5 FTD 1T 2 = A2 IR B K B APl o

o WERME M BE R AT B BV B, TR AR B N AT O T A R B VR A, B

DI T v, RBRMR eI AR R OR B A BEVF RTE

© WERIEZ TN Tt e B R B, RN R m Pl hBR 7B, DU HEE

ANUGHHT 2B, W) A0 EMBR & o BB B M B 22 RSt = ES W
(Firepower F1ERl SecureX il B AR B e ) i) “Uj in) 2 A iR S5 AC 7 TS

A

BB BN B AT B KBS B b O BRI I — A8 PGS IC B AT SR AR 2 B 5.
R B T A B OO EL, AT DUERS v T IR B ISR AN 5. OGN L, 1
Z A K FTD ITM 2 =AM 1B K as i # bl o
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R4 TR
FERRONE AT, S LA O AT SN BT 7 AR . BRSO BA T .
(R U B, DN e 1T R 2 I

)

AR BTOUEAE A A UL PG E X A . B Z0E 1 B 1K) SSH KA TR 2 1

& 5B EHOEK
i 0 His/Th e HAER
443 /tcp HTTPS FILHHR 1 FLI I 1 K -
443 HTTPS 5 AMP = (A 3LERAAD JlAE
8305/tcp B A AE [R]85 vh B 6 ) 224
BHATIEAR .
EIRMBEEED

A ORE AOBE26 O IERAINC B B e 12 1

fliE 22 =icH A

T LAPRC BT 10 224 4l AL ABON AN BRI IR e 4% o n SRA A P A Hb B K B B e 7.2 S8
RS, A H S MR 2 e R, WG T AR LR AR th B 224wt fiLP
BRIESR

1. ¥ Zhttps://us.manage.security.cisco.com/provision.

TEPEEIRAC 224 2Pl P 1 XA r i B3R (Sign Up).

3. 1E Security Cloud Sign On Tt I, #2444

WSR3 WK AR, 1S S BIEM (Sign up now).

1 SRALGIEI ) P A5 R

N

s
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B ozzezpnan

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

| I

First name *

| I

Last name *

Country *
Please select *

Password *

Confirm Password *

| |

[] 1 agree to the End User License Agreement and Privacy Statement.

Cancel
FA VIR T EL R .
© BT AN ERZOR T T E S e n ] AT L.
© BRD: AR,

2. iR (Sign up). Cisco 2350 E HL 1 M A 328 B I ko
3. FIFMBAEIE 5 i Security Cloud Sign On BT 1 [#385E M P (Activate account).

4, FEEPTIBAS A Duo Bl B 2 B G005, ARG M d8E Duo & (Login with Duo)
F15ERE (Finish).
~

AR AT BUIEAETHL %23 Duo Security N FH o WIS T U] 2244 Duo A 5ER], 5 AE Duo XA
SO RAF RS MR

5. AHLREHFR, )5 S I HFMH A (Create new account).
6. FEREFERIX I PG T — AT L m B AL BIER R O IEAE B 24 i A
JUREEE, Hrh RS TRAE R RSO S 2 e I AL ORH, W EIEEFE P (Choose
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fem e simEaaes ]

atenant) JUIM b, ZEFERERINIEUEE AL BLE SRAZAL ™ o I R BE 28— BN 22 =2
ML, s FAG S B RIAL .

A CL ;¥ $AF NI
LU IRl CLL M8 0 A8 o KRS o0y A .

)

R R STt A L ATRE, WBOB RS S T LU A BB o IR
TR AT M A B AR AN, T RS B PR B BLAT MR B 1PN,
B FTD JEBE) 550 KB e

FrIaZ |

FERNE A AT, HE DML N RS
© MBI R 2SR KR A B
© WAMIEATIRA 7.0.3 58 7.2.0 LA iR A .

BB Tk el
T2 AEAMEET, sk

]I A BANEA () .

PB4 i FTD L.

B2 EE RN (Management Mode) I, #fifrii#: FTD. 7EEIEHE (Management Mode) Nik#t FTD , %K Joik
B B R B A . BRERDIBCES, T BLA SRS I BB S . AR S, AU &
W o

$IB6  EPMER CLI SEMEA (Use CLI Registration Key) /5 8 A 7.

BB £ &EEW FROPMARGELIR, RGaT T—%.

$IE8  {ETREE S EC (Policy Assignment) AR, ATH F 7SR SRLIE BT B BN J5 L0 1 Uy I 45 I s o A SRR A SR
W%, Ik PFERIA T B4R HI 5 & (Default Access Control Policy).

PRI o EHNN A S IR A B o W RN A&, A2 r 3 B e PR B &% (R PR AR 401

P EFENH T RAMI IR, ST,

BN Ao A 4. AT SSH IER BB EER N B . L “admin” BEAT S5 BE 63 BRI

P G253, FER AT 3 B4 SRR W 2115 % 11 CLT
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iEE: X T Firepower 1000, Firepower 2100, ISA 3000 F1 threat defense virtual ¥ %, 175 % %) SSH & H:JF
Pl admin 3% . SHEEMNEM S, AR R R ORI 218 & ¥ CLL St . 75 CLIHY, N Y SERaE .
TR P& LT B W B B, THRIA 2 (Yes) LU AZ .

P12 1E e n B B AT T—25 (Next) «

FHIE13 (AR MR IR, DIEBIX 2218 & (Security Devices) T HBH THE P AL UE . My AARZS, SRIGEFEE
IS . ARESTER AN e N B34 .

T—F#ft4

EwRSFE G, MER2i&&E (Security Devices) Tk BB WIKIZR N I BE %, ARG BT A5 Ml i)
WEETE (Device Management) %A% 51 HH ATATIE T . FeAlTom Z st SRS AT DA R 454

o WAGEERATRIRE, TEOIHE A E XU IS, DR E SO et ARTEE R, IS
B A SR 2 A A4 (0 2 A A Bl R A B A O SR BRI KRR U BT AE)  ARg U7 T 428 T A6

o Je FHRRRL A2 3R H AR SR (SAL) BAE 22 4 25 Pl 2 i IRAR A 7 S s0ks B s FE M 21 Cisco
Secure Firewall Management Center AT 224270 #. A7 RVEAIME R, WES 0 (TH MRZ e
P ) 2 AT BT KRR A B AR oA BRI KB B ) mh R 2 A A AR K

BLEERREFRME
ASFR I3 GAUMATAE T LT B0 R AR 22 4 SR
© WRBAIAMREE 11 - O R D RO TP Hidik, )R DHCP JHAEAMRRE 1
* DHCP filR45#% - 7E P38 11 120 % P i F DHCP IR %545
* BRARK i - i AR LR I ER DA S £
* NAT - 7EAMTHE O FAE 2 1 PAT,
o Uit - AV A PR B

UK

S ER, 41370

$IE2 filE DHCP fR%4% , 58 417 1T
W3 NINECAES 5418 1T
HIE4 JiE NAT , 45 420 7T

WIS BUE VRS, 5 423 00
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L6 FRENCE . 5 424 0L

BcE#&EO

maz0 ||

JA H threat defense virtual#% 1, AHAFC L X% E IP bk, W%, SO0 ERNZD
AHEL ARG IBE B M E. WY, BORHE I s b sl e i ahiz O, DL A LR
AR A NI . Hirp e O RS “PREIX” (DMZ), #80] LUZE LA sCE T TV )
BI%E 0, Bl Web RS %5

A B0 2 %t 5 I 2 Bk DHCP M ISP SREXAMER4E D Hihl, R AE P EBE O b s CER A Hudk

LU F7R B DHCP 7E4E 01 TR T— M (st | JF(ERECIONEICE T

AR,

i

$IB1 EkFi& & (Devices) > & BT (Device Management), 4R i &4 14wiE (&) .

FE2 piidiEN (Interfaces).

"c“‘;;‘g F\repowtfj:r M‘atnra‘g:emem Center — —_—

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

Interface Logical Name

@ Diagnostico/0 diagnostic

Policies Devices Objects AMP Intelligence Deploy Q “W & @
Q Search by name Sync Device Add Interfaces v
TyE Securif ity Zones MAC Address |Active/Standby) Virtual Router

Global K

T3 plih BT RS (2D

PEIRE s — % (General) 235
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Edit Physical Interface o

General 1Pv4 IPv6 Advanced Hardware Configuration FMC Access

——
Name:
Inside

Enabled

Management Only
Description:

Mode:

None v

Security Zone:

inside-zone v

nterface ID:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

o | I
a) MK 48 N F4FHRFR (Name).
witn, KRz 40 insides
b) 1B (Enabled) &IEHE.
¢) K& (Mode) {18 4 Jt (None).

d) MZRZX1E (Security Zone) T 813 ks — NI YA B2 A X, B0H R (New) 8 In— il 224
R

B, @sIn—A%k inside_zone (X 38, AU RN 143 FL s 22 A X OR /a4l . AN 0 HRE e T—
Az Ak, AHATCLRI N 8 T2 N AL, ST AR X Sk sl 20 3 FH 22 A TR o 9, 4 mT LIOKE P2 11 43 fid
BN XA, TR AN L D PRI AN k. AR5 n] DATE B G ) P S ms, RV N P S AE BIANES, (HAS fe
VEMAMEAE NN . K2 BRMAN L e X3 48 0T DLLE NAT SRBS . T I 2% SEms Al QoS S i 4 F [X 4k
A

e) sili IPv4 FI/E | Pv6 LT

« IPVA- )\ FHrd R rh ik #4E FE%7S | P (Use Static I P), SR ARMT R miz N IP sl 1 Y, Bt
X DHCP 7T .

B, i\ 192.168.1.1/24

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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maz0 ||

Edit Physical Interface

Advanced

General IPv4 IPv6
——
IP Type:
| Use Static IP v |
IP Address:

| 192.168.1.1/24

ec J2.U.2 £30.£30.£20. 1£0 0 132.0.2. 1

Hardware Configuration FMC Access

it

* IPv6 - EH CIRES A )R E DL & 1Pv6 DHCP B AL & [ B shBL & (Autoconfiguration) &ZEHE LT H#2

Ho

) m#E (OK).
PR g B TANBNE O g (2D
SEIH S5 — g (General) IE T o

Edit Physical Interface

General IPv4 IPv6 Advanced

Name:

‘ Outside

Enabled

|| Management Only

Description:

Mode:

‘ None

Security Zone:

‘ outsize-zone

Interface ID:

MTU:
\ 1500 \

Priority:
Lo |

Propagate Security Group Tag: ||

Hardware Configuration FMC Access

cancel | IV

a) HANKSE RN 48 N T Name.

B %! Cisco Secure Firewall Threat Defense Virtual N[ 13575, A7 7.6 .
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flhn, %44 outside.

b) &1 B (Enabled) & IEAE,

¢) K& (Mode) {1 4 Jt (None).

d) MRE X1 (Security Zone) FHiFRHIERE AT IIANB 2 A X, 508 AT FTE (New) S In—AN B¢ 24
X 35

fitn, Ishn—/~4% 4 outside_zone X 15,
e) iy IPv4 Fl/sk I Pv6 T,
* IPv4 - YL £{E A DHCP (Use DHCP), #RJlic & LA R kiS40
* {£F DHCP 3XEXE A H (Obtain default route using DHCP) - A\ DHCP JIR 2% #% 3K HUER A % 11

* DHCP ¥ H#E#R (DHCP route metric) - 73 it 2 I3k & 2% (W &7 BRER BS, /T 1 f1 255 2 (8], SR %
AR AT BREE B0 1.

Edit Physical Interface Q
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use DHCP v

Obtain default route

using DHCP:

DHCP route metric:

1

* IPV6 - IO HBh ik B ELE (Autoconfiguration) 5L HE .

f) rd#AE (OK).
LIS iR %E (Save).

h

Bic & DHCP AR 552
A\

I,

FR R EIER AL ST (B AWS. Azure. GCP. OCD) , ik thFeE.

R 7% i/l ] DHCP M threat defense virtual 2b3kHY IP #udik, %55 DHCP k%525 .
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i

$B1 kFi& & (Devices) > R ZETE (Device Management), R Hidi &4 14wiE (&) .
$1% 2 % DHCP > DHCP fR %528 (DHCP Server).
HIE3 ERRS S (Server) T LSRR (Add), ARJSECE LRI

Add Server (7]

Interface*

Inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

o | I

* ##0 (Interface) - M\ F iR Pk %1 .

« Hbitith (AddressPool) - DHCP IR 45234 F /Y IP Mk VS Bl (OB AR B & =) o 1P Hbhkys [ 2l 5 e s 2 A
THEMFM L, HAGREREED A SK P Hulk.

* J3F DHCP BR% 28 (Enable DHCP Server) - 75Tk 1 I3 1] DHCP JIR45 %% .

FEA SHHBE (OK).
]S pRTE (Save).

HINERIA B
BRI I H TG M ] WA U7 ) 1 s i 28 . S DHCP HIEAMN T, a4 0]
BECLWE TR . WRFETHRINE G, B PAT. R E K 5 DHCP Ak4s 2

MIERINE th, Hof BoRAE 1% & (Devices) > i & (Device Management) > & (Routing) > B# 75 B
i (Static Route) L1 L IPv4 #&H (1Pv4 Routes) mkor |Pv6 B (IPv6 Routes) % 1.

FIE1 %58 & (Devices) > IR & EIE (Device Management), RJ5 Sk & H%EE (&) .

B %] Cisco Secure Firewall Threat Defense Virtual A\ [13575, BRZA 7.6 .
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HIR 2 %A (Route) > 7SI H (Static Route), iR N H (Add Route), 4R )5 BEE LU R I

Add Static Route Configuration 2]
Type: e IPv4 IPv6
Interface*

Outside v

(Interface starting with this icon L?s'signiﬁes it is available for route leak)

Available Network C + Selected Network
Q_ Search any-ipvé4

any-IPv4-10.0.0.1

o)

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway
any-IPv4-10.0.0.1 v | +
Metric:
1
(1-254
Tunneled: (Used only for default Route)

Route Tracking:

v |+

‘ Cancel ‘ “
+ KA (Type) - HERERIEAH R, £l 1Pv4 5 IPV6 ML
* 0 (Interface) - R M5 Tl HEIMTHE M.
* AT %% (Available Network) - 24 IPv4 ERIA K HHIEFE any-ipv4, 204 IPv6 BN Hik#E any-ipv6.

* WX (Gateway) 54 | Pv6 [k (1Pv6 Gateway) - % A\ s £E4FE 4 el (iR — AN ER RUAI R QS 4% AT LA3R
B TP Huhk s 45/ EHLN 5

* $5#R (Metric) - BIA ] H AR M2 RER S8 AREVEF Dy 1 21255, BROAMES 1.

PR3 MdHE (OK)o
e ED AN R A R

E %! Cisco Secure Firewall Threat Defense Virtual N[ 1357, K7 7.6
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Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets

Manage Virtual Routers

Global ¥ Network a

Virtual Router Properties ¥ IPv4 Routes
ECMP
any-ipv4
OSPF
OSPFv3 ¥ IPv6 Routes

RIP

Y4 i RTE (Save).

Bic & NAT

Interface Leaked from Virtual Router Gateway

diagnostic Global test_dhcp

CEIN |

-+ Add Route

Tunneled Metric Tracked

false 1 s

SRR NAT 2K P s btk 3 4 4y A0 11 TP btk b (o 1o X8 NAT FIUNAR A 22 1oy 11 ik

4 (PAT).

HIE1 EFIRE (Devices) > NAT, #RJ5 At #T sk EE (New Policy) > EUBATE NAT (Threat Defense NAT).
P2 NG A, IERREAY SRS 1B, SRS RiiliSave.

New Policy

Name:

Interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices

Q_ Search by name or value

@

Selected Devices

FTDv 7.1.0 Build 1...

o)

Add to Policy

SR B RN A BE ARG o ATD AR D SRS I o

coce | [
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B e=nar

P®3 AR MHN (Add Rule).
Add NAT Rule Xf iFHER R o

A I EIEA R .

Add NAT Rule

NAT Rule:
| Auto NAT Rule » \

Type:
‘ Dynamic v ‘

Interface Objects Translation PAT Pool Advanced

* NAT #10] (NAT Rule) - 14 B 51 NAT #1 (Auto NAT Rule).
« 8 (Type) - i FE17S (Dynamic).
HIB5 {E Interface Objects TU[fil, ¥ Available I nterface Objects [X 15k /1 {414 X 3#7% i £ Destination | nter face Objects
'Zﬁo
Add NAT Rule (7]

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v |

Interface Objects  Translation ~ PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)

Q, Search by name

outside-zone [W‘

l Add to Destination ‘

outside-zone (]

(o ) IR

$IR6 7riEHR (Trandation) T A7 - Fic & DL T 2B :

. E %! Cisco Secure Firewall Threat Defense Virtual N[ 1357, K7 7.6
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CEIN |

Add NAT Rule 2]

NAT Rule:

 Auto NAT Rule v

Type:

‘ Dynamic v ‘

En
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

QOriginal Source:* Translated Source:
any-IPv4-10.0.0.1 v ‘ =k ‘ Destination Interface IP v
— @ The values selected for

Original Port: Destination Interface Objects in
TCP = 'Interface Objects’ tab will be used

e |

- [E$43E (Original Source) - fiiidiin () I IPvd GV N 25t 4 (0.0.0.0/0).

New Network Object (7]

Name

| all-ipv4 |

Description

Network
() Host () Range | (® Network | () FQDN

0.0.0.0/0 \

|| Allow Overrides

o | (D

pEL

B %! Cisco Secure Firewall Threat Defense Virtual N[ 13575, ER7< 7.6 .
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B ==vaEn

SRR T R G0 e XK any-ipv4 X%, R4 E3) NAT ST %08 SO FE R s in NAT, IF BB TGE404E R
WD Q0P
FIFE, el LA RTA 1Pve Ji s AU ZEBRA AL LS [:/0] # NAT ZRHE .

* 4535 195R (Trandated Source) - % £ B#x#%0 IP (Destination Interface 1P).

TRT sliRTF (Save) LRI
RBR P47 2 Rules .

Fire ower Mana ement Center ;
p g Analysis Policies Devices Objects AMP Intelligence Deploy Q &o $+ @ adminv

alialn Overvi
verview
Cisco  De V NAT Policy Editor
—
Interface_PAT You have unsaved changes [ESHANEIGITIE m m
Enter Description
Policy Assignments (1)
Rules
Filter by Device Y Filter Rules > Add Rule
Original Packet Translated Packet
Source Destination o
% | oiection | ‘Type Interrace iteirace Original Original Original Translated Translated Translated Optiotia
- 5 Sources Destinations Services Sources Destinations Services
Objects Objects
Vv NAT Rules Before
Vv Auto NAT Rules
#. X Dk, any oo outsize-z g any-IPv4-10.0.( (@) Interface @ Dnsifa W

Vv NAT Rules After

SR8 il NAT i _LHIRTE (Save) DLIRAT B Lo

Fic & 177 o] 3% ]

QURESAEAE B OTE T threat defense virtual I G T EEA I E 8RB TR 2 Uy 0 £ H1Ems, WG
i) SRS AN DI DA SRV R e o DA RE 3 TS R LA Fe v AN PAY 58 DX A/ X s i
LAY HAD DI, 135 5% DA VAR N o VU R B3 22 00 5% R RO

Z) (B KB ORCE R R ) ICE TR ) DA S i R e R E A .

UK

HIB1 EPREE (Policy) > /7B 5k & (Access Policy) > 7 i) 5k B& (Access Policy), #RJ& s /- ECes JEb B A 16 U 1] 42 ) 5
W) dmEE (&) .

FE2 SR (Add Rule) J£ % & LU R 23

Jl =# Cisco Secure Firewall Threat Defense Virtual \[ 1355, KRz 7.6
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werz ]

Add Rule
Name Insert
inside_to_outside Enabled into Mandatory
Action Time Range
© Allow v =] None
Zones Networks VLAN Tags A users Applications Ports

Available Zones C'

Q_ Search by name

o 1 ‘ Add to Source ‘
inside-zone _—

URLs

Source Zones (1)

inside-zone

Dynamic Attributes Inspection Logging Comments
Destination Zones (1)
w outsize-zone .

* ZFR (Name) - AU Az 44, 40 inside_to_outside.
« JE[X13 (Source Zones) - )\ AT A [Xi3 (Available Zones) HIEFE P FRIX 1K, A5 didiRinZlR (Add to Source).
« B¥r[X 18 (Destination Zones) - M F X18 (Available Zones) AiEFAMEIX I, #R)5 idiidRinEl B#x (Add to

Destination).

oAt % B O B R
AERAN (Add).
HLUET C8 I 2 Rules 3K

i
g
'S

MR TE (Save).

HERE

Firepower Management Center
"cll's'c'lo" - p o 9 Policy Edi Overview  Analysis Policies Devices Objects AMP Intelligence  Deploy Q &o £+ @ adminv
Policies / Access Control / Policy Editor
—
Initial AC POlICy You have unsaved changes [ESIISTAVCIQILIEE Analyze Hit Counts l
Enter Description
Inheritance Settings | Policy Assignments (1)
Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
——
Filter by Device Y Search Rules X Show Rule Conflicts @ -+ Add Category + Add Rule
Source Desti...
Source Dest Source Dest VLAN . Source Dest
4 Name sl e es N Nela= Sacs Users Appli... o e URLs g{tr;la z‘ytr:la Act.. B O R A2 BEwm 3
v Mandatory - Initial AC Policy (1-1)
1 A inside_ inside-zo outsize-z« A © Allov [T
v Default - Initial AC Policy (-)
here are no rules in this section. Add Rule or Add Category
Default Action Access Control:Block all traffic v

B lic B 5 2 B threat defense virtual; £E¥3E Z 0T, HEIOHTE B SE A S W & L AR

B %! Cisco Secure Firewall Threat Defense Virtual N[ 13575, A7 7.6 .



1 =3 HBE A IR Al SRETE Cisco Secure Firewall Threat Defense Virtual |

B s=m=
g1z

L1 s EJ7EBE (Deploy).
Deploy Q @

Deployment

Deployment History

N
g
N

L4 ERE SR A& (Deploy Policies) iFHET KB, SA5 nitli&RE (Deploy).
[ Q  Search using device name, user name, type, group or status ] Deploy time: Estimate "

Device Modified by Inspect Interrupti... Type Group Last Deploy Time Preview Status

> FTDv 7.1.0 Build 16- Betal admin, System, masad... FTD Aug 4, 2021 9:28 AM B I Ready for Deployment

PR3 WRIRE ). ST ERE (Deploy) 4% HLA M RS T DL & 2R .

alysis Policies Devices Objects AMP Intelligence Deploy Q {:1- o admin v

Deployments Upgrades @ Health Tasks () Show Notifications
——
0 running 1 success 0 warnings 0 failures ‘ 0. Filter
© FTDv 7.1.0 Buil... Deployment to device successful. Tm 14s

Show deployment history

. E %! Cisco Secure Firewall Threat Defense Virtual N[ 1357, K7 7.6
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