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ESXiHost HprelriﬁE;dng e CPG/eSrlllfF)JIPUn Bt threi:rfféfnse
(5)
Complete the
Threat Defense initial
Virtual CLI configuration
Management @ Manage threat
Center defense virtual with
or the management
Device Manager center or device
manager
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#Secure Firewall Threat Defense

{
"EULA": "accept",
"Hostname": "ftdv-production",
"AdminPassword": "r2MS$9*Uk69##",
"FirewallMode": "routed",
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B csoapmeExs

"DNS1": "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "",

"IPv4Mode": "manual",

"IPv4Addr": "10.12.129.44",

"IPv4Mask": "255.255.0.0",

"IPv4Gw": "10.12.0.1",

"IPv6Mode": "enabled",

"IPv6Addr": "2001:db8::alll:b221:1:abca/96",
"IPv6Mask": "",

"IPv6GwW": "",

"DeploymentType": "Cluster" //This is required for Cluster node.//
"FmcIp": "",

"FmcRegKey": "",

"FmcNatIid": "",

"ManageLocally":"No",

"Diagnostic": "On/Off",
"IfNamingConvention": "Old/New"

E Day0 i & SCAF 1) M anagel ocally ST Yes DA FHACH B K B35 15 4 0 B as s SN By KA A0 7B (Fmelp.
FmcRegKey Fll FmcNatid) . S TR ) BRI, R iX se B R

ER
XFFRRAR 10.0 AR, WA =AM 0 oD 38 BB s, E0AHE Day0 Bt & SO
A E : " Diagnostic": " OFF" .

EEEM
U R [A] N AE Day0 B E SCHFAT VMware OVF #5303 R AR E T2 W E,  WILL Day0 Bt & .
Bl

WERAE Day0 B SCAFr 46 T " Diagnostic': " OFF", {H{E OVF #8 m F ¥ iz Wik i & 0 “ON” , Wi
P2 R WAE AT

Day0 FC'E AL & RS N, JF 8 5 OVF B ik .
N TRE G VSR AN — 55, T ORAE Day0 B & SCHERT OVF [ 3 — SOt R E 2 K i .

$PR2 fEH¥ Cisco Secure Firewall Threat Defense Virtual-X.X.X-xxx FRLLF o3, MERCC
fF [*.mf] BB dayO.iso 1] SHAT fi:

* SHA1(Cisco_Secure Firewall Threat Defense Virtual-VI-X.X. X-xxx.ovf)=
dae28a93d35841b02f18deel7b83cbf161a471ba

* SHA1(Cisco_Secure Firewall Threat Defense Virtual-X.X. X-xxx.vmdk)=
5¢718322a9013f601b27d891439fee52d23¢59¢6

* SHA1(day0.iso)= 0b77d551a9¢17e8d09a0def348ffbfeble2f8844

BT LA R4k day.iso SCHEAE R SHI fH:

shalsum /path/to/day0O.iso | cut -d' ' -f1
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1% Firewall Threat Defense Virtual 32 %l) vSphere vCenter

JEHE ILFR P T F Firewall Threat Defense Virtual W 4572 %1 VMware vSphere vCenter. 145 0] LU
VMware Web /7% (2 vSphere % )" 3iii) #i%& FIfC & Firewall Threat Defense Virtual t+541.

FIaZ 8l
* 7E7 2% Firewall Threat Defense Virtual 2 Fi, f#$W4%00¢F vSphere H it & 22 /b— W% (T4
M .

UK

S 553 vSphere Web % ity (X, vSphere % i) o
LIB2 il X > #3E OVF 24K, 1l H vSphere Web % /'y (5Y, vSphere 2 /7 %) 5 2 A F 41 OVF Bk .

= vSphereClient QO

< .
s32s01v032-datacenter | :acrions
i g @ Summary Monitor Configure Permissions Hosts & Clusters
v $32s01 Actions - s32s01v032-datacenter Hosts: 1
v s32s Virtual Machines: 4
o = o Clusters: 1
v E
1] y | Networks: 24
] Datastores: 3
& New Folder >
o Distributed Switch >
&l
.| (& New Virtual Machine...
o Custom Attributes A
& Deploy OVF Template...
N Recent Storage >
Task Name Edit Default VM Compatibility... Status v Details A Initiator

& Migrate VMs to Another Network...
Move To...

No items found

Tags & Custom Attributes >

BEIRE I “ 82 OVF Bt ” 1]

P22
T 10.0 i, 7E VMware OVF AR AT, 19 4% 42 10 5 o 3154 NetAdaptor.

#6% Threat Defense Virtual i, 12 W 1 ml k.
R E RIS W, IAE P28 42 1 el A A T
R IR ST, W2 TR 4 IE B A 7 Bk AR .
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Diagnostic Interface

Diagnostic

1 settings
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Diagnostic network interface will be removed on selecting "OFF"

OFF ~

W I ER SR REAS IR SE ORI R LR 1) R R 8 M B, PR EOF D BC M 4E Reas . T P

R 7: MR IR CIRR S

B AR

Ethernet0-0 ------ > Ethernet0/0

L — > Ethernet0/0

Ethernet0-1 ------ > Ethernet0/1

Ethernet0-0 ------ > Ethernet0/1

Ethernet(0-2 ------ > Ethernet0/2

Ethernet0-1 ------ > Ethernet0/2

Ethernet0-3 ------ > Ethernet0/3

Ethernet0-2 ------ > Ethernet0/3

Ethernet0-4 ------ > Ethernet0/4

Ethernet0-3 ------ > Ethernet0/4

Ethernet(0-5 ------ > Ethernet0/5

Ethernet0-4 ------ > Ethernet0/5

Ethernet0-6 ------ > Ethernet0/6

Ethernet0-5 ------ > Ethernet0/6

Ethernet0-7 ------ > Ethernet0/7

Ethernet0-6 ------ > Ethernet0/7

Ethernet0-7 ------ > Ethernet0/8

EEEW
W R FI AE Day0 BCE SCAFAT VMware OVF #5210 5 i€ T2 e, W LA Day0 BC & o #E.
il

W BAE Day0 e S HR 2 T " Diagnostic' : " OFF", {HYE OVF ¥ ) S o2 Wik ik & oy “ON” , Wiz
W 2R A

Day0 FC B A5 5 XA ST, IF 8 o OVEF BRIk
N IRE G B VBRSNS — 5, T IRTE Day0 B SCHEAT OVF Jin) 5 — SOt e B2 K i .

FB3 WA RS LT OVF BB E, RemidiT—4.

1% #¢ Firewall Threat Defense Virtual VI OVF 4% :
* Cisco_Secure Firewall_Threat Defense Mirtual-VI-X.X.X-xxx.ovf

* Cisco_Secure Firewall _Threat Defense Virtual-X.X.X-xxx.vmadk
* day0.iso
Horr, XXX-x00¢ 7 2N B AE RS SCPF IR RRASFI A RRCAS 5

LIBA  {ERMRFGLE VR, FASERE AR, RGP kPR EH B Firewall Threat Defense Virtual [F 147 % (3
PLEEERE) , ARG T —% . SIS ez —, &2 nl DA 80 N EFT.
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1 Select an OVF template Select a name and folder %

Specify a unigue name and target location

2 Select a name and folder Virtual machine name: Cisco-TDV-TEST|

3 Select a compute resource

Select a location for the virtual machine.

4 Review details v $32s01-vc.cisco.com
M [} s32s01v032-datacenter

CANCEL BACK NEXT

VSphere Web % ™ Sy ££315 HL AL & /s FEA R R IVALZUZ J o i 0t vCenter [k d5 as Bl EALUH TALZUEE X B 1
Iy IEE . BRI AR EHE vCenter RS54 T AT 2 X B

$IES PN EIFIEFEMIZT Firewall Threat Defense Virtual [ % ¥, R )5 At T—%

1 Select an OVF template Select a compute resource X

Select the destination compute resource for this operation

2 Select a name and folder v Eﬂ $32s01v032-datacenter
Py ([) s32501v032
3 Select a compute resource

Compatibility

+/ Compatibility checks succeeded.

CANCEL BACK NEXT

iR
DCHARTF AL BRI, R4 2 iRt iU

FIR6  &F OVF RIFMIE B W IFIAE OVF B E R G ARk, WA BERRT . NEOD BRG]
Wa i T —%
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Deploy OVF Template Review details

1 Select an OVF template Publisher

Product
2 Select a name and folder

Version
3 Select a compute resource
Vendor
4 Review details Description

Download size

Size on disk

$IE7

%k, R miiT—%.
ik
w

w

7£ VMware _t ZBZ Firewall Threat Defense Virtual |

No certificate present
Cisco FTDv
77.0

Cisco Systems, Inc.

Cisco FTDv

Cisco Systems, Inc.
170 West Tasman Dr
San Jose, CA 95134
USA

1.5 GB

1.1 MB (thin provisioned)

20 E 2D rthicls Araviciana A

B LRI <% SR i 22 F PR RIS 0L . A A B OVF B ELBEIIVF AT sl (I VI B |, s V]

®8  hEE v, M EE LIRS vCPU/NAHE IR, Ra sl T—%.

Deploy OVF Template Configuration

@ 4 Core/8GB

1 Select an OVF template
O 8 core/16 GB

N}

Select a name and folder O12 Core /24 GB

O16 Core /32 GB

w

Select a compute resource

O32cCore/64GB
4 Review details

5 License agreements

6 Configuration

EEEW

Description
Use this option to deploy an FTDv
with 4 vCPUs and 8 GB of memory.

CANCEL BACK NEXT

#&H] Firewall Threat Defense Virtual B 0] i 1 vCPU F1 N 12 & U5 .

RO LR EAEGE BN Tk AL E .
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4% Firewall Threat Defense Virtual 33 £ vSphere vCenter .

1 Select an OVF template Select storage X
Select the storage for the configuration and disk files

2 Select a name and folder Encrypt this virtual machine (No encryption policies available)
Select virtual disk format Thin Provision v

3 Select a compute resource VM Storage Policy VAN

Disable Storage DRS for this virtual machine

4 Review details

Y Storage A 4 " Y . Y Y Y
Name Compatibility Capacity Provisioned Free Type Clust
5 License agreements
| B s32501n032-lun0 = 1,023.75 GB 376.25 GB 875.23 GB VMFS 6
6 Configuration O | B s32501n032-lunt - 1,02375GB 18516 GB 98526 GB VMFS 6 $32¢
O B scratch - 39.5TB 351 TB 4.38 TB NFS v3
7 Select storage
m 3items
Compatibility

./ Compatibility checks succeeded. ‘

CANCEL BACK NEXT

PERN: Y T el < WD WNS T e S 05108 /I e W€ e ARV Ok VI e il o Y e RO e
Datastore o LEFE— LW KIIEIRA- i, DL GNP A e S

P10 N EFEUEERRX TRy 5 AN DA RAWUEEE, K58t T—5.

kP VAL (Thick Provisioned), W< 7RIS BLAT A 77t . WL FAEEVAELD (Thin Provisioned), MI&7E
K 55N M SRS, I 2 75 A3 O AT it o A 87 VR PSS ) 40 R 00188 46 14D 50 2 P 1)

15 IRFEW LS U, 5 OVFE BIBCPHE E 1R 2 W 2 B b i 2%, R A sl T—%.

1 Select an OVF template SeIeCt networks X
Select a destination network for each source network.
2 Select a name and folder
Source Network Destination Network
3 Select a compute resource
Management0-0 $32s01v032-1501 v
4 Review details Diagnostic HOLDING v
. GigabitEthernet0-0 $32501v032-1502 v
5 License agreements e
GigabitEthernetO-1 $32501v032-1503 v
6 Configuration
GigabitEthernet0-2 $32501v032-1509 v
7 Select storage GigabitEthernet0-3 §32501v032-1509
GigabitEthernet0-4 $32501v032-1509 v
8 Select networks e —
GigabitEthernet0-5 $32501v032-1509 v
GiaabitEthernet0-6 e27en1uN27.1ENQ

CANCEL BACK NEXT

T {RK Management0-0 43 [ SCIE 2 ] DA H IS5 1) ) VM 4% . AR FEE 0 n] M 57 SRS 4 B Aoty 1l B kB85 %
FEIA ME, R TR R,

FEFT

Firewall Threat Defense Virtual /& VMware |, 1R GIE B, WEIAKH vmxnet3 #2110, 5607, ERNEN
e1000. W REAE I )2 e1000 2 1, FRATTSBZVZ WY . vmxnet3 B 9K & F1 M 2% AL 2L ESXi REAUAL A5
R AR, DRI HASE FH B /D ) 8 5 I B2 1 B 4 (1) I 28 P g
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7£ VMware 32 Firewall Threat Defense Virtual |

W% 0] GEV A T BT HE? o SRR MER BN G N 4%, vl AR G A SR BT IHHE P B W & . AEdRE e, A
it st i Firewall Threat Defense Virtual 3261, SR )G IEPEMREBIRE . HiE, %42 R Firewall Threat Defense
Virtual ID ({278 M4ERLAS 1D .

15 &% & H T Firewall Threat Defense Virtual $2 L FJ LU PIZEERC S YRS F H AR S —3bE R RIXL 2

ERIAH vmxnet3 H:11) -

& 8 RM %S B M 4R HYBRES - VMXNET3

W 4 & o 2% il ) 2% EEoNTE ThRE

oA 2% 3 T 28 1 Management0-0 Management0/0 el

4 25 3 T % 2 TR B BE N R AL o TR BE AR AT o DRBE LA R AT o
P 28 3T FC 28 3 GigabitEthernet0-0 GigabitEthernet0/0 AN B R

X 4% 35 i 28 4 GigabitEthernet0-1 GigabitEthernet0/1 SR

W 2% G IC 28 5 GigabitEthernet0-2 GigabitEthernet0/2 ¥R E (ATik)
W 2% 3T L 22 6 GigabitEthernet0-3 GigabitEthernet0/3 ¥PEyiE (i)
P 2% 45 e 28 7 GigabitEthernet0-4 GigabitEthernet0/4 ¥R E (ATik)
X 2% 35 HiC 2L 8 GigabitEthernet0-5 GigabitEthernet0/5 HiEmeE (k)
P £ 3 FC 28 9 GigabitEthernet0-6 GigabitEthernet0/6 ¥R E (ATik)
W 2% 3T HiC 2 10 GigabitEthernet0-7 GigabitEthernet0/7 ¥R E (i)

i Firewall Threat Defense Virtual i, S LAf LA 10 MO G A a4 i B 4 11, I DR U5 D9 286 o) 3]
ERIR bR, 1 BRSSO 2 AR S B — AN — ) F P sk VLAN. 18575 1% ] BTf Firewall Threat Defense
Virtual #: 0 S FAFIEAFHE D, HF57E Firewall Threat Defense Virtual it & HoE H2AH RIWAT .

W12 7E BESGER BT, %ok OVE B (I VIBRD B oy il e 1k -

a) A3
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1 Select an OVF template Customize template

Customize the deployment properties of this software solution.

X

2 Select a name and folder

v 1. Password 1 settings

3 Select a compute resource Password admin password

Must meet the following criteria:
4 Review details - At least 8 characters

- At least 1 lower case letter

5 License agreements - At least 1 upper case letter
- At least 1 digit
6 Configuration - At least 1 special character such as @#*-_+!

- No more than 2 sequentially repeated characters

7 Select storage - Not based on a simple character sequence or a string in password
cracking dictionary.

8 Select networks

You can provide a password that does not meet these criteria, but on

9 Customize template initial login you will be forced to change your password to meet these

W 'E Firewall Threat Defense Virtual £ 5315 ] (1) 345
b) L&

WE ME R, e E R4 (FQDN). DNS. R MM % Wil (IPv4 5 IPv6)
c) B

1 Select an OVF template Customize template

X

v 3. Management 1 settings

2 Select a name and folder
Enable Local Manager Firewall mode will be changed to routed and local manager will be

enabled.
3 Select a compute resource

4 Review details v 4. Firewall Mode 1settings

z
o
<

5 License agreements Firewall Mode Initial Firewall Mode
6 Configuration )
v 5. Deployment Type 1settings
7 Select storage Deployment Type Jumbo Frame will be enabled with Cluster deployment type
Standalone v

8 Select networks

v 6. Registration 3 settings

9 Customize template 01. Manager Managing Firepower Management Center

BEEA A, i BRAAEIRRRN TRk, R RER AR T Web (¥ [ K558 5 B ARG
BLHE. JEFEUA B E b0 R B B AT R WMTIE R BRI NEE, 152 [ W o] 7 2

Secure Firewall Threat Defense Virtual % %% o
d) PBAAIEE
BEERI UGG KB s B AERR I R ET Sk, RFIEFENF SRR —; SEBTUERR.

WA B AR EIR R R, W R R C BRI . BRI A 7 KBl i HiLs BB
B Kb A
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kb

e) EREBEE

R B RV A IR ST SR B . K VGEFEERBE LUA I BT B, IO B R R B BT A6 5 11 0 D ST sy )
FIVERS B FIRIL . WRER, WOERAE ST B a8,y n AESR P (H, AR AR5 m o 4R T i
R AN E A 5 o

]

o
f) EM
1 Select an OVF template CUStOmIZe template X
___________________________________________________________|
2 Select a name and folder Deployment Type Jumbo Frame will be enabled with Cluster deployment type
Standalone v
3 Select a compute resource
v 6. Registration 3 settings
4 Review details 01. Manager Managing Firepower Management Center
5 License agreements
02. Registration Key Registration Key
6 Configuration 1. Must be between 2 and 36 characters
2. Must only consist of alphanumeric characters [A-Z][a-z][0-9]
7 Select storage and special character "-" (hyphen)
8 Select networks
03. NAT ID NAT ID

R B EAEIRSEEEFES, WIFH IR T IR LU I 15 i E N 2 7 575 BRIY) Cisco Secure Firewall
Management Center. $&fit DL -3l :
« AREEBIBAEI AL - N B KB LG B N4 B TP Mk .

< SEMEBR - ENPE YL B R IRPE AT, KA 37 AT AT AT R T R
(A-Z. a-z. 0-9) MEFHR (-)o MK BAININE] B K8 B O R,  # 2500 Ik M8

* NAT ID - 41! Firewall Threat Defense Virtual F1 5 K B8 B A0y 3 W 25 Mk 43 (NAT) W& FE, JFH.
Bl7 KA B0 A T NAT W55 77, WA —"NME—8 NAT IDo X2 fh FH 7 A2 i) — R T 254,
WEAHRL 37 NP4 AP PRI (A-Z a-z. 0-9) FHIEFLRT (-)s
g) miiT—%.

PR3 AE BGSER Ui, EEIFRIESRIE R RSB E TR, mhsem. ST, sli/FRU
EbE 1A 5 T AL
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[=) vSphere ESXi F # &8& Firewall Threat Defense Virtual .

1 Select an OVF template Ready to complete X
IP protocol IPV4
2 Select a name and folder IP allocation Static - Manual

Vv Customize template

3 Select a compute resource
Properties O1. Hostname =
02. DNS1=10.0.0.0.0
4 Review details 03.DNS2 =
04.DNS3 =

05. Search Domains =

06. Management IPv4 Configuration = Manual

07. Management IPv4 Address =192.168.0.0

08. Management IPv4 Netmask = 255.255.0.0

X X 09. Management IPv4 Gateway = 192.168.1.0

Configuration 10. Management IPv6 Configuration = Disabled
11. Management IPv6 Address =

o

License agreements

[}

12. Management IPv6 Netmask =
Select storage 13. Management IPv6 Gateway =
Enable Local Manager = No
Firewall Mode = routed
Deployment Type = Standalone
01. Manager =
02. Registration Key =
03. NAT ID = xyz@cisco.com

~

©

Select networks

9 Customize template

10 Ready to complete CANCEL m

B, L ERE IF BB 4l Firewall Threat Defense Virtual, #X )5 fithFERK

SE% I S5, vSphere Web & i AbER B RUIHL; BRI UIE 2 BERB XTI RIEES W A2 “YIihik OVF
BB R

SERE, BRER CHE OVE BN SERCIRES .

1E “YEH.” (Inventory) 45 s Fdis 0 B 7R~ Firewall Threat Defense Virtual 5541, R BHTH VM &% 0] fig
lfug 30 \!EEIJ

ERE

Ea! uﬁltFT i K WL B S W Firewall Threat Defense Virtual, Firewall Threat Defense Virtual 75 2245 i) T .
TR, TRE T EHAT AR S, DA B IDE Y Uy i) R D A AT

T—5#tta
B R 02 BRI T 1045 TR

c IR BRAARMEIESEIEERS, TS B kB P A0 & B Firewall Threat Defense Virtual;
152 [ 1§ ] Secure Firewall Management Center 2K ¥ Secure Firewall Threat Defense Virtual.

B RUA LB B TR NEIR , 15 2 5] U] 27 B Secure Firewall Threat Defense Virtual BE4% .

[a] vSphere ESXi E#/1Z8Z Firewall Threat Defense Virtual

JU R P B AFE B ESXi AL F B8 Firewall Threat Defense Virtual % 4. %80 LU# ] VMware 3=
W& Py (8% vSphere 25 7 i) B HLEAN ESXi ENIFHATE TS, HlansEAERLEE CniiE
FIBCE Firewall Threat Defense Virtual tH5&HL)
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EB T VMware EHLE S5 vSphere Web & 7 i X AR B 2L, RSN LG P .
n LA ] vSphere Web % ) iiiii% 42 2] vCenter IR 5548 I E B2 A ESXi THL,  [AIAE A VMware F-41L
2 i PR EAAS ESXi AL,

ANk Firewall Threat Defense Virtual ¥ %55 1] vCenter 55U, 15Z i Firewall Threat
Defense Virtual & 1| vSphere vCenter , 5 23 T,

FaZ B
o 7E7 2% Firewall Threat Defense Virtual 2 Hi, f#$4%0¢F vSphere it & 22 /b— W% (T4
) .

 WNHFH I VMDK X5, HAF SHAL BLKAT.

UK

M Cisco.com F#i&E H T VMware ESXi [ Firewall Threat Defense Virtual 2388k, I8 AR TR 3 A H 2 3
ML

https://www.cisco.com/go/ftd-software

i % Cisco.com & 3 fi B EEHIR S5 17 o
H tar ST 48 2 A Hserb o 820 MR % H s AR S0 . Hoh Ao 46 LR S
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o ] CLI 52 B I 4 I E . X2 1F FH ESXi OVF it 582 Firewall Threat Defense Virtual [}
M —=4: S0 CLI 58K Firewall Threat Defense Virtual & , £ 35 7.

{£F CLI 525X Firewall Threat Defense Virtual 1% &
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* 16 1% Firewall Threat Defense Virtual 223k T4 CPU LA 2 /DH 16 W% DI%5 EAR
2% LIS AT H A UL .

* NIC .5 Firewall Threat Defense Virtual VM {7 T [d]— NUMA 5 & I

\)

AR O 10.0 R4, Wi T 64 A% 585 FTDvU, WFF3ERLE NUMA W& . 7 VMware 161
64 #% > Threat Defense Virtual J5, /7 boidmia RN E, K
numa.autosize.vcpu.maxPer VirtualNode {8 5 #7 4 64,

B R ESXi L H NUMA 2ERTEANE R, 1ES B VMware ESXi AR N7 VMware SCAY
vphere YR B . T A M SCRY AN HABA S SCRY I el hiAS, 1521

http://www.vmware.com/support/pubs... o

VMware _ Threat Defense Virtual Z3 2 851508

AATHEHEYE VMware ESXi 5 vCenter P55 171% Threat Defense Virtual i (R 5 VERE . e PR
TR P B A S e
CPU #A vCPU EC &

* [ F#EE CPU (pCPU) FEHL CPU (VCPU) Z [ {1 — %o — Bl S T B R AR L o

« NEAERE T Threat Defense Virtual [ ESXi 4L F#E 1T CPU %K.

o TR AR T-20Fias REUM LI B vCPU 285 i) CPU %t il

f£ vSphere UL, SAIESHBE — BIUMEIE — cpu — Wi, AL MHz 4 P47 11,
SRR R E o

MWREEE A CPU R EAIN B4 3l LA L7 B ) vCPU Bk ih 55 CPU Tl .
CPU Tl = JEA I £pAfi% * vCPU #i
i, 2% EA LU RS 1 ESXi ML

« AbIHBEZEAY.  Intel(R) Xeon(R) CPU E5-2695 v4

o BELABTEIEE: 2.10 GHz (A4 T 2100 MHz)

15 Threat Defense Virtual SZIECE T 16 4~ vCPU, N CPU W HE 5 T
CPU ¥4 = 16 vCPUs * 2100 MHz = 33,600 MHz (33.6 GHz)
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B srovizoaE

o WAETFEAE BSXi T ML ZE B4R .
IR & i S2 8., 12 VMware B 7 R .

\}

AR T AU R T RS R SR U B ARG RS

AEIRE
* VM T 100% (1 O E N AE

* f£ vSphere UL 1, SHIEHMBE —~ BIUMEMF — W — TIH, REEFEHEITAUIFN
17 (ERBUE)

o R TELAFL R CHER RN ELS .

W& ELE
* WiOR vSwitch. i T ALRIY)BE EATRERAT L UEIRT 8, DLIRE G I 24 2K
* JiiH SR-IOV 5, PCI FLIE ] 145 [ 24 P g
« AL Threat Defense Virtual #525{# ] 1000 M 4835 1L &% -

ik E
o XA REAULAT A (] J5 B 4 T R e i A
o fEHAEAFESER A EAE 5 2RV LU, IE(EAE 10-15 ZFPLLT.

ERRYERE
POCYFELE T 100% CPU M AT I, A7 e SUUL IR 4B 38 28 B0 8 5 A9 1 o
7E vSphere UL H, SAIESmHEE — vM EIH — @ — mIRRBUE, &, R)5 55

JASES

\)

AR DCARCE T e s CPU RN AF TR I, AR 38 R Ve A

SR-10V 3% A Fc

TR 1O AL (SR-IOV) SEVFIEAT # R B A RS 2> VM L LIRSS 23 A IR 4> PCle
MIZXIE R SR-IOV SLVF VM 7E M 2638 Bl % Seid REAUUN LI #2 R T A N slds s, MTndie
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o I 24 Tk % AR IR 4528 CPU 740 . B2 (1) x86 IR 254 Atb R 284045 15 A 41 45 Dy fe - (45 1 Intel
VT-d HA) , ‘BT SR-IOV Jrify i B 128 WATAL 4 S HoAth B

SR-IOV K& LT AP a5 281 .
o WIELIIRE (PF) - S0 L8 T-#45 NIC, PF 5230 PCle ¥4, {435 SR-IOV LAk, PF #%IEH
PCle #4517 AT R L. AN E . i RA PF nl oy — 4 BRI T A8 (VF) $R4L 5 HUR1
Ho
* EBLIYAE (VE) - 6LLT 304 WIC, VF e abhe Rl PCle 4, R0 AR 153
WP, VF A E AT H, mgilnt PF BT3RS B, nf LA —& VM 2 — AN a2 A4
VF.

VF 72 UL ERAE RGHELL T, H vl LA 10 Gbps [114 & 1% # Firewall Threat Defense Virtual 115741 .
AT AU {E VMware J185% F LS VF,

SR-10V %= O B s 1 35K %

SR-10V $£ CEN

VMware vSphere 5.1 5 5 = MASYAE AT R € L& R S 30 FF SR-IOV. JiH SR-IOV i, vSphere
F L Th e To VL EH LAk

F% T Firewall Threat Defense Virtual 1 SR-IOV ] R TR ZAb, BB ZAH VMware SRS )52
Feff ] SR-IOV B &, LT A KRBk, SZFRINIC. Thagnl H M & VMware F1 SR-IOV FH2 Eisk
J7 T FIEANR B

VMware _ A8 ] SR-IOV 2 [11#] Firewall Threat Defense Virtual 3 R &3 1288, &0 LUK SR-IOV
B VMXNET3 H T8 881, 3% SR-IOV H T8I .

AR AAE VMware 248 EARL SR-IOV 42 F )& RSB FIEC B AP BR . AT o 15 22 TR e S
FIE B AIE, XAl 92 VMware ESXi 6.0 A1 vSphere Web % /7 3. SRl UCS C %&
Y553 M Intel LK M R 55 25 1@ L 2% X520 - DA2.

SR-10V #& [ Ay PRI

JA8)) Firewall Threat Defense Virtual I, 1573 & SR-IOV 4% B o] B8 5 ESXi 58 7~ B 7>
M. XrRES O B =, S EUFE N Firewall Threat Defense Virtual#/l JG P 45 & 2 .

A

EE  JTUBAE Firewall Threat Defense Virtual FECE SR-IOV WO Z 1, SEibiFEE OmegfdE EE,

TR N 25 OB N A 2 VM EHLE IER R MAC #8100,

Firewall Threat Defense Virtual J5 25, 0] LUfIABRAS MAC ks 28482 0. &8 4 show
interface iy X & PELN 032 D15 B, A H5HE 010 MAC Hulik. K MAC il 55 show kernel ifconfig fiy
A1) 4l FEAT B AR IE B 102 120 B

T
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£ A ixgbe-vf 3% O BYPR &
] ixgbe-vf #Z TS, I 2 LT PR -
o LU VMK VE W EDR AR, Rk, T ixgbe-vf I A SCERE W

o 25 1FP5% VM 7 VF LA MAC Hulik. Nitt, 78 HA BHIR AN S 1448 HoAth Firewall Threat Defense
Virtual “F& AU HAREE L 2B BB FEAL 5 MAC Hudik o HA Wb 8 0 ik M 3 FH 1345 17 45 HH %
Fe AL 1P Mok U7 Xis47 .

N

AR RS T i40e-vE B2,

« [0k} UCS-B %% A FF ixgbe-vf vNIC,

o IEMBEER W E T, 4BCKT K] Firewall Threat Defense Virtual ( F1%4%) KAMESEN, 4% Firewall
Threat Defense Virtual W &K T8 & 1A (L, JF4lTFH % H] Firewall Threat Defense Virtual 15
FHB MAC HhhE S o O 1P Mhik. bJ5, Firewall Threat Defense Virtual <3 v 7] — M 4% 1A
SLA B 25 A 1% S B UM AEATT P01 (ARP) B30T, DA 542 11 IP Hhulik1) MAC kb s ok, (H2,
TR R O, RIS 59k ARP BB R 2B H TR 10 TP Hhhb %3k 4 R
IP Hiudik 1) NAT 8L PAT i) b B e S 4R 1P Hidil.

2 ESXi =4 BIOS

FiaZ |l

HAE VMware | #8EH SR-IOV 32 11¥] Firewall Threat Defense Virtual, 755 5 #5803 F RERUAL. .
VMware $e (T JURPSGAE R SZRE I 775, AFEHAELE SR-IOV SCREHEAYEFa /e LA AT R 4410 CPU
WS AR R LA T 8 BB A5 RS &

JiAh, ik v LU 6 B ESXi EHURAA E 2 15 7E BIOS A I T AL .
UK

W AEH Tz — 5% 2] ESXi Shell:

o WURGEAT DA E U7 ) BHL, 35 IE AIE2 3TN B I G 18 5% i .

o W IEAE AR ML, E T SSH s H Az B4 ) 5 e EHL B B
LR 2 F N NG 4 F R
P/ 3 eiTll s

esxcfg-info|grep "\----\HV Support"
* HV Support iy 2 (14 FE 7~ T 0 BRI IR 288 . AT ReE M e Wi F
* 0 - VI/AMD-V £ /R0 I AN AT o
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wxmmmEng ram shiov i

* 1-VT/AMD-V %7~ VT 8 AMD-V a[f¢n] H, {HUbEA LR S,
* 2 - VT/AMD-V %7r VT 8 AMD-V ], {HH §i7E BIOS H AR JHH .

* 3-VT/AMD-V %7~ VT 8{ AMD-V 7£ BIOS " &2 H, 3 AT LA .

~ # esxcfg-info|grep "\----\HV Support"
|====HV SUPPOTrt ...ttt ittt 3

{H 3 RonSCRFIF A MR SLAL -

T—5Hit4
EENFIE RS ) A SR-IOV,

AEEVYIEEECEE LS SR-I0V
LA AL B B U DD e Z 87, 6L T] vSphere Web % P31 JHl SR-IOV,  JFBEFE AoHL 1 11 40l
FFoa 2§
< IR C B SRIOV MM ZH: 1R (NIC); 1SRGk, 53 Ul

UK

$IE1 ¥ vSphere Web % F i, ‘FHIEIE )G H SR-IOV (1) ESXi EHL.
$IB2 EEMEIR L, Mg EFIEEES.
LAY A SR-IOV JE i, DL T g PE AL #% /2 75 S FF SR-IOV.
W3 IEPYELENA, AR5 M dmiEE R 25i% & (Edit adapter settings).
$£IE4 7 SRIOV F, MIRZS (Status) Ttk /3 A (Enabled).
HIES EEITIAESRIE (Number of virtual functions) SCAKEH, B N A 1Z3E fic s FC & 1Y ERIThRER H -
AR
AT A O VE R AR E RS 1. RS 2 A ERThRe L= e 1, nTRES LT RE T 1%,
$IE6 SBE.
$IB T H)5 ESXi L.

REAUL REAE t ) R JE A5 T R 1) NIC S BN SIS o EA LR/ EHUREIEITR I “PCT 4% 314K
He

=N HIERL S B SR-IOV J5, WilF ESXi AL 1 NIC IR R P 25 B HAB L & .
KT 90kE R BS10 iGACES, WAZNIH%E icen WXANFE TS E LA LRAE SR-IOV #1535 H S I e (4 1 g o
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B o2 vsphere i

PN HAT 64 > vCPU Fi1 128 GB W A£MK) Threat Defense Virtual 3Bl E ESXi ML, H7E ESXi EHL FATFILLF 4y
A, RIGEHG1S ENL.

esxcfg-module -g icen
esxcfg-module -s 'NumQPsPerVF=16,16"' icen
reboot

B AR NumQPsPerVF AJ WE A/ 16 BME, HEBUEH 16 DISkISRAEMERE.

MR, % FHA7 32 4> vCPU Al 64 GB N A7 11 Threat Defense Virtual #%%, 154 NumQPsPerVF ¥ & %y 8, LLS:HLAk
FEVERE (HUWRTZE, ar LU AR (ED -

esxcfg-module -s 'NumQPsPerVF=8,8' icen

e
S5 AE SRR S HUR BT 51 T BN

T—5Mit4
o G5 —ANbRYE vSwitch SRS PE SR-IOV ZhHERILE .

11 vSphere X3

B3 —A vSphere A #H KA EE SR-IOV #2111,
pUK

&1 1 vSphere Web % )i, FHi4 ESXi FAHL.

PIR2 BB, EEME, REIEEEMRZIE.

$£E3 AR ENML (Add host networking) Eldx, EIAFA NS (+) FIL O HBERI bR .

PR 4 EPRRER IR R ERIN S QEIEREER, R T—5.

WIS IEFEHERER IR, RERET—5.

IR 6 KL B Y 253 AN I BT bR HEAZ L
a) {ETCHERCH T, shgpin's (+) LURmEEC s .
b) MK T SR-IOV I FEAH K 2545 11 o 51 41 Intel(R) 82599 J7 IR A7 X 1 M £ 3% 4% .
c) MHIREEERZIMFLE (Failover order group) FHz iy, EFSEFNERLEE (Active adapters).
d) MiHE.

$T Ni% SR-IOV vSwitch fij A —NRKIRE, RF s T—%.

WIE8 (ERTER LN RIS, AR5 AR
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samEpnnisas I

2: B SR-10V O BYET vSwitch
Geting Started  Summary  Mondlor | Manage | Relaled Objects
Semngs | Networking | Siorage | Aarm Defntions | Tags | Permissions

a Virted| swilchs
ECEITNE © . s~ xo0
Vilerme adaplers LT

o : -
Piwsical adaplers £ vawstcho

TCPAP configuration £ vowilcm
Arbvanced
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adaptars :
WVLAM 10 = 1 Bl vmnicO 10000 Full ﬂ

* Virtual Machines (1)

T—5HHtta
« BRI AL

TR E P B RS Rl

MR T T AL R, S5 AL BT A BEAEAF A XS MY . Firewall Threat Defense
Virtual VM [PJRE{28 5] 75 LA 2] 10 28 = 2o . XFEA e SR-I0V HIB I HE 2 #5245 Firewall
Threat Defense Virtual. UL FER{EFEF 0] 32 B Firewall Threat Defense Virtual JF2% 3 55387 3 =5 10 jE U
T ERRCAS

RPN AT A A5 S, 1HZ 04 vSphere MM BESCRY
gz
1B 1 I vSphere Web % J' i 5 5% 3] vCenter 5535 o

$F12 2 B FE LK) Firewall Threat Defense Virtual 118 41..
a) EPFHE O, e R PHEVBE ML, AR5 AEHE R ITR (Related Objects) LI+,
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. 1% SR-10V NIC 4B 45 Firewall Threat Defense Virtual

b) A ERIML (Virtual Machines), M %13 Hi% £ Firewall Threat Defense Virtual#L.

IR 3 KM ) UL
IR 4 A4 5% Firewall Threat Defense Virtual, JFAKICGEFAEIE (Actions) > FiF vCenter #4E (All vCenter Actions) >
FA M (Compatibility) > #+4% VM 3 & 14 (Upgrade VM Compatibility).

PBS sl RN
HIE6 NN A ML ESXi 5.5 R E &R (ESXi 5.5 and later )i .
BB (iR ERNEESHERIERGKHAR AR (Only upgrade after normal guest OS shutdown).

JITIGE HE AN LA T 25 O S e 3 EOAR AR AR A RSt AR PR B, O ELREAUUM L AR A& 100w BEOHT D B (K A AR

T—3Mit4
* JHi1 SR-IOV Hil M 4% 1&E Bt 25 1% Firewall Threat Defense Virtual 5 EFLITh RE=EE.,

1% SR-10V NIC 4B 45 Firewall Threat Defense Virtual

A T W& Firewall Threat Defense Virtual{l (A1) NIC n] IAZ #e$4E, %5 06200F Firewall Threat Defense
Virtual 55— Z /N HE SR-IOV ELM W 45 3&E Bl #s 1 RE LS REAH CIC . DL /R RE i B ey 43
vSphere Web %% ) #iiplf SR-IOV NIC 43 fic 45 Firewall Threat Defense Virtual#l.

UK

$HIE1 I\ vSphere Web %5/ 5iii 2 55 1 vCenter 5585 -
HI 2 RS M) Firewall Threat Defense Virtual it 541,
a) IEFREAE L SO, SRR BREREL AL, AR5 AR XA R (Related Objects) L5 |
b) AT ERIL (Virtual Machines), M7 1% Firewall Threat Defense Virtual#l .
SIE3 FEEUVINERBED R L, KRKEFIKE > VM B4
LB 4 ididmiE (Edit), AJFEFEMRES (Virtual Hardware) £ .
LEBS NHFERE FhEsh, EEME, AR5 HSERm.
RIH WoRFTEM 4% (New Network) ST
R
HEH: SR-IOV 2 1I, H DIAH S W7 e 2 1. B,  “SR-IOV MZHERLAS 17 F2 DA A LUK 0/1, 1
“SR-I0OV M ZEIGRLAT 27 F2 A I A LK 0/0,

L6 JEITEHEML (New Network) #5745, RJ5 k0] i SRIOV EIH .

ASCRFNIBRIERE, DA TCIE Y SR-IOV 42 11 i3 HITR A
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1% SR-10V NIC 4> Ec 45 Firewall Threat Defense Virtual .

LT NIEECEELEE! (Adapter Type) N7 i+ SR-IOV Eil (SR-10V passthrough).
LIE8 NEEDEE (Physical function) ~Hyg iy, GEHEE FLIE HEALLIE PO a5 AHH I R 47 B8 0 2% o
W9 Il BN

OB AU, ESXi AU AP BELE NE a5 Tk 86— DN AT BRI E,  IFR JLBU £ SR-IOV
FLBERCAY o EHUR S0 R RS L B & AR 2 SE ST RE A BT A s

\}

AR RSB RE, BELefd ] SR-IOV IKBNFE T 1) Intel MIAHERCAS (4 Intel X710 B¢ 82599) A
7 FF7E Firewall Threat Defense Virtual _Ff SR-IOV #% O HE# S0 . fEMIEGCT, EMEH ORI
THREMI M LB IERC RS . A RICRF /R 4G AL A FITEANE S, 155 [ 9Cr /- PLUK N = i o
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