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Network Details) > #&FH 3% (Route Tables).
b) s BRI B ph AR B LAV N % R R0 o
o) sdARINEEEAMN (Add Route Rules).
d) MB#RZEE! (Target Type) FHiglF, EHEBKMMX (Internet Gateway).
e) HiAH#¥xs IPv4 CIDR B, #1401 0.0.0.0/0,
f) %N\ H#x IPv6 CIDR B, 40 [::/0].
g) MBFREBLR M (Target Internet Gateway) N 7412 i 654 6 g i k¢
h) AHARINEEE AN (Add Route Rules).

Bl EF W
A VCON 204 AT W B8 E R VON QI NMEFE 7M. 2H VENIEFRE A2 M,
W VCN T — NN R, AME VON F5 25— N T M o
R H— VCN, NWEAE VCN WEIEF T, 2HTF™. WETBRFSNE T M.

UK

LB KIRIEFEM L& (Networking) > 2l = M 4& (Virtual Cloud Networks) > Bl = M4 iE4H{5 2 (Virtual Cloud Network
Details) > FF (Subnets), #AJ5 riilitlEF M (Create Subnet).

IR 2 WA MRAYERFR, a0 B .

$IE3 EHFMEER (Subnet Type) (B & UK BRI E X 18 (Regional)) .

1B 4 Y\ CIDR # (CIDR Block), #1401 10.10.0.0/24. FM P (JEALL TP Mtk n] A CIDR H3RER.
a) WHIRZHM 1Pve, NIk B 1Pv6 CIDR $ (ENABLE IPv6 CIDR BLOCK) & kA,
b) 7 IPv6 CIDR 3 (IPv6 CIDR Block) ', %A IPv6 R4 .

IS MEEHR (Route Table) s Rk HE L ATAIE B R .
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{8FA Cloud Shell B2.& 1Pve Mctteit [

HIE6 NI T ML FRiFIE) (Subnet Access).
X “4 7 (Management) -, IXAAZE 22 #£F W (Public Subnet).
$IR 7 %F DHCP I (DHCP Option).
PIB8 EHE AT R LR,
FIE9 i3 F M (Create Subnet).

T—F Mt 4

M4 VCN BB, 2. B AN 5, 88T PLJA 8l Firewall Threat Defense Virtual. £ %
Firewall Threat Defense Virtual VCN BLE K61, 5SS WL NE.

3: Firewall Threat Defense Virtual =1 = /4%

Virtual Cloud Networks in ftdv Compartment
Name State CIDR Block Detault Routs Table DNS Domain Mame Created -
3k 0302
il I ¥
Al
[ n

{$£ 3 Cloud Shell B & IPv6 [’ <t

4 OCIh, BT RERG —ME—F) IPv6 M OCHblE, #AZILE Firewall Threat Defense Virtual Tz
Eizihht, IPveviiEA S IEH LAE. S/ el v AZE Cloud Shell HI24T OCI 74 11T M 1E41{F S
TR &R .

UK

$IE1 # 3 OCl > FTFF CloudShell (OCI =#&i#%) (Open CloudShell [OCI Cloud Terminal]) -
PR 2 AT LLT A% DUE A7 3R IPve TEAI(E &L -

oci network subnet get - subnet id <subnet OCID>

"'JJ;H% 3 }J\ﬁ:‘é\%%ﬂfjﬁ& ipvée-virtual-router-ip %o

SRR A LHZR IR R A E .
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. £ OCl L #3E Threat Defense Virtual

7£ 0CI _EZ32 Threat Defense Virtual

$IE13

TIE14

1§ ] Oracle Cloud Ti3% " #Y Cisco Firepower NGFW JE#11;7 kif (NGFWv) 7= il il i 1154 52 1) 45 OCI
b #35 Firewall Threat Defense Virtual. &35 CPU Him. W A7 =AM B IH SR RGP B 3G T
FHUEAR

UK

HFExOCI]),.
DI R AE SRR A B A . B ORGSR T DX A

kA (Marketplace) > [ FHF2/F (Applications).

ETT 48R “Cisco Firepower NGFW virtual firewall (NGFWv)” , #RJ51E 5= o

TR KT INGA, RIGIETH B RIEHIZEZOracleff A £ TS IEI &7 F0 54 (I havereviewed and accept
the Oracle Terms of Use and the Partner terms and conditions) & %4,

A BEISEH (Launch Instance).

B NS SEGI R YE B FR, 140 FTDv-6-7.

BB ZAR (Change Shape), #R 5%+ 40 & Firewall Threat Defense Virtual T CPU %ie. RAM & HIT Tk
FECE R, Bt VM. Standard2.4 GEZ A , 28 1 10

MEILE M4 (Virtual Cloud Network) T #7414 h ik 45 7 VCN,

MFR (Subnet) a1 PR HAE LT (CERR AZhERD .

Verh{E M %% 2 4R HI R 8 (Use Network Security Groupsto Control Traffic), 4R /5 EH & B VCN B & (1)
wEYl.

A E A 2L P il (Assign a Public Ip Address) #ik 444 .

FEFNAN SSH %48 (Add SSH keys) T, riilihMhA %A (Paste Public Keys) HLub % £ IR SSH 2% 4]

5T Linux (15245148 H] SSH B8 D0] 1 AN i 26 RSkt e F2 FH P EAT B B0IE . S D0 AR FAI A A SR, ]
DATE G 54 K R R B AE T ML E AR AR A SRS . A OCHEN, 152745 B Linux 5241 %8I

M BR S SIE IR (Show Advanced Options) 554 DL T 17 .

TERIEBIZR (Initialization Script) T, sidikhMh = ¥IELEIZ (Paste Cloud-Init Script) MLk 44>k 4 Firewall
Threat Defense Virtual #2t day0 HC# . day0 it & 25 7E 5 K| T Firewall Threat Defense Virtual H/][A] 3 [ o

DL R 7™ Bon 0] LA S HIRA LB ZR (Cloud-Init Script) B & I ARSI i 7] dayO Hic & -

{

"Hostname": "ftdv-oci",
"AdminPassword": "myPassword@123456",
"FirewallMode": "routed",

"IPv4Mode": "dhcp",

"IPv6Mode": "dhcp",
"ManageLocally":"No",

"FmcIp": "1.2.3.4",

"FmcRegKey": "ciscol23reg",

. 7£ 0Cl %2 Firewall Threat Defense Virtual
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wxEn |

"FmcNatId": "ciscol23nat"

)
* FmcRegKey - 3 PR M 391, T TR BT 21 B KBS B L %R M8 PR AT T
ST RECE, K 3T AN

* FmeNatld - 208 —AME— 1) — PP a PO o AR B AT B KR s BE Ly 22 1] 4 NAT B9
I, WUl 2% A PE— ¥ NAT ID FIME—[F3d 80

FIE15 it (Create).

Tt 4

4% Firewall Threat Defense Virtual 341, siili €l (Create) &G, R&SERN “IEER
fiL” (Provisioning).

| o

BEEEDN  BEREIEW HEE,. — H Firewall Threat Defense Virtual 525 MR ECAE N iz IRAE, BT EAE Firewall
Threat Defense Virtual Jii 8] 5¢ il .2 A AR $i 75 22344 VNIC,

Firewall Threat Defense Virtual &5k Nz IR H 4 —A VNIC GEZ [t E (Compute) > K15
(Instances) > Sk f5liF 4015 2 (InstanceDetails) > E#£#Y VNIC (Attached VNICs)) . iXF% 4 3 VNIC,
2t B4 B VCN.  1F Firewall Threat Defense Virtual 56 B 5 5 8h 2 R/, #8755k 2 Rir G 2t (1) H:
fls VCN 7 (2. WEB. AMB) 1E$H: VNIC, LUETE Firewall Threat Defense Virtual b [Fffi &l
VNIC,

UK

EFEHT S5 5011 Firewall Threat Defense Virtual SZ 41 .

MUKk 2% 89 VNIC (Attached VNICs) > ¢1|# VNIC (Create VNIC).
i\ VNIC HHiiAYERFR (Name), 140 Inside.

MEEHIZ M 4% (Virtual Cloud Network) #7513 FF i $ VCN.

MF M (Subnet) 751K IE L1 T M

Ve E FA M %L 4RI FIR 8 (Use Network Security Groupsto Control Traffic), 4R 51448 4 Frik VON fic & (1)
YA

6P Bk IR B AR 3% A A 2% e A gl L (Use Network Security Groups to Control Traffic).
(A[3E) FEm &R P k. UCUIEE N VNIC EFR € 1P B, A W ZHAT e EAE .
WERAARE 1P, OCL A /3 HESS T (1) CIDR gy i 1P Hihik.

7£ 0Cl _E %R Firewall Threat Defense Virtual .
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B =m0 vnic mmezmmn

$1E9

M THR7EE M (Save Changes) BLEIJEE: VNIC.

TR0 X T RS VNIC R LR

A1 %R VNIC 378 hn s B AR

G A

K e RIS INZIE WL P FEFI SR B 6 1 35

UK

WL PEM 4% (Networking) > FEHl = M 4% (Virtual Cloud Networks), #RJ5 i 5 VON CEEIBRIA S & (N5
BN o

R ARMEE BN (Add Route Rules).

M B #RZEE! (Target Type) FhrglZkt, EHER IP (PrivatelP).

MEBIZEE! (Destination Type) 4741 % ik ££CIDR 3R (CIDR Block).

i NB¥x CIDR #, 141 0.0.0.0/0.

1F B¥RiE#E (Target Selection) B i A\ VNIC [IFAH 1P Hidik.

WA VNIC I 40 I 1P sk, WA UM VNIC #4145 B (318 (Compute) > £ (Instances) > SEHI¥LHIE S
(Instance Details) > %8 VNIC (Attached VNICs)) 48 [543 B i 1P Huhik .

A RNEE RN (Add Route Rules).

T SR o I I SETC R TPv6 ELIER VT ), AT DA B A

a) MBHRZEE (Target Type) FHidRd, EPEEBLMM X (Internet Gateway).

b) 7¢B#r CIDR 3, 4852 IP Hihlk

) MEFREBMM X (Target Internet Gateway) 314 rh, PRILAT TLIE I 199 5K i Ia) 5 61 £ 37 10 TLIC I I S B
] 6

X T AR VNIC A LR

T B4 H 38 3 DHCP 3% B0 B8 1Pv6 Hbdik 1 25 e B 1) 1Pv6 Hbdik ok /128, WWAZBAE Firewall Threat Defense Virtual
B R AN I A B .

ipv6 route <interface name> <interface subnet CIDR> <ipv6_virtual router ip>
iR
® ipv6 route inside 2603:c020:5:5800::/64 fe80::200:17ff:fe96:921b

®* ipv6 route outside 2603:c020:6:ba00::/64 £e80::200:17ff:fe21:748c
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£ F SSH %#:% Firewall Threat Defense Virtual 32451 .

1% A SSH 3%3Z%I Firewall Threat Defense Virtual 3231

B Unix KU 0 R S8 3% 8 3] Firewall Threat Defense Virtual S27, 1514 SSH & 5% 52491 .
puk 3

PR A LL Ny B E SO, DS A ] AT
$ chmod 400 <private key>
Horp:
<private_key> s CAFHISEBEBARTIARK, A L E U5 0] A S8 SRR o
$IR2 fFHLLT SSH fir 415 ) 52491 -
$ ssh -i <private_key> <username>@<public-ip-address>
<private_key> &I SERBARMATR, &IOS 207 In) (1 SL B R HR AL o
<username> #& Firewall Threat Defense Virtual S5 ) )7 44 .

<public-ip-address> @& MNFEHI G R ISLH] 1P Mtk

{4 OpenSSH % 3%Z%l Firewall Threat Defense Virtual 32 {5

I\ Windows F 48 1% 471 Firewall Threat Defense Virtual SZ{51, % 1#i fl OpenSSH & 35 512451 o
gz

TR QURIX R AT IS IS, W 250 E SO, U AT S RE SO

AT LU A

a) 7t Windows B BLEsh, SAURRPISCIE, AR AEZSCE, A5 BT (Properties).

b) fEREEIF L, riliak.

c) WHIEERAE (Owner) I ik

d) mZERA 44 (Disablelnheritance), X JEEFEAG 3T R B 45 AL BREE 15 4 2 AR (Convert inherited permissions
into explicit permissions on this object).

e) IEFEAZREHII k) AR H, AR5 i il BR (Remove).

) BERIE Rk B U5 TR AR O 52 22421 (Full control).

g) AP

7£ 0Cl _E %R Firewall Threat Defense Virtual .
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. {£ F3 PuTTY 3%4%%| Firewall Threat Defense Virtual 3215

SR 2 TEREFISEH], 15FIT Windows PowerShell 31217 L R iy 4
$ ssh -i <private_key> <username>@<public-ip-address>
Horpr
<private_key> s AR SEHEBRARTI A FR, % SCAFHEL & 5 205 1) B S DGR IR B«
<username> J Firewall Threat Defense Virtual S f¥) FH ' 44

<public-ip-address> @& MNFEHI G R SLH] 1P Mtk

{& F PuTTY i%3ZZ Firewall Threat Defense Virtual 245

HiAd B PuTTY M Windows 451433 Firewall Threat Defense Virtual 32451, #3047 DL R #4F:
puk 3

P {77 PuTTY.
$IE 2 £43 (Category) FtgH, EFESTE (Session) F4 A LLR P2
* EHA (S IP ) -
<username>@<public-ip-address>
e
<username> j& Firewall Threat Defense Virtual SZ5 ) H 7 4 .
<public-ip-address> & MNEEHI G R LA AL 1P Hubik,

® ‘#Jﬁl:]: 22

s FEIEHEA. SSH

P$IB3 £ 3 (Category) G, EIFE D (Window), RJ5iESEEH (Trandation).
$IE 4 {FITIRF A (Remotecharacter set) FHv5&d, ¥EFE UTF-8.

FET Linux (K520 BRI X 84 B 8 UTF-8, IXFEL4 PuTTY FC & k8 FH A [ X 55 1 &
5 7233 (Category) fikk 1, #KIKJE ITEEHE (Connection) 1 SSH, 4AJ5 il B4 3&1E (Auth).
$IE6 il (Browse), RJE kI .
FHIRT LTI (Open) LUR BT

USRI S R RS, T RE B R AR, RWRG S EIVE PR mdi R AGREL
U
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IPv6 #{ = HERS

B8 SSH - 1 i} IPv6 [¥] Firewall Threat Defense Virtual A~ T {F
o fRRTE HOR SIS NI I FLIBE M M OCHEAT IPv6 22 L1 [a] R i o
* MR 753k Firewall Threat Defense Virtual & 3L & T A£7E 5 H IPv6.
* FRRTTE WAIE TR IPve AH OGS 1) 7138 N 21 #8351 Firewall Threat Defense Virtual.

o BRFE WAIFSE 8] “ipv6 address dhep default” 7E47HI4% 11 FRCE IPv6. W1 BAVE ] “ipv6
address dhep” , WUFRAHAIILL R % “ipv6 route management ::/0<IPv6_Gateway address>” .

* FRRTTE AR ARVFIERAT ssh Ao ATH BA T dr 24 47 “ssh ::/0 management” #¢E. ssh

access allow,
B8R JCi%HE IPve Hhll/rBesh A 1 .
© BERFTE WL TS ) VON 275 CUA T TPv6 .
© BERFTE AR ORALH] (42 IEH (1) TPv6 CIDR.
* fRRTTE T AR “/64” TPv6 CIDR HI4 .
B 7R AR VY ) U ANEAE A
© BRRFE AR AT CAEAAS LA
R F5 3% ipv6 route <interface name> <interface subnet CIDR> <ipv6_ virtual router ip>

#RFE R~ ipv6 route inside 2603:¢020:5:5800::/56 fe80::200:17ff:fe96:921b

o SRR E BRI Z IEAI ) IPv6 CIDR.
o FRRTE RSN IPve BCE T IERAIRUT i) 414 .
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