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CEFENT |

B & GCP IfiE
Firewall Threat Defense Virtual % 7 ZLPUAN 4%, (K LZ07E 5% Firewall Threat Defense Virtual 2 i
B X LR 2, LR
* ST M VPC.
* WHEBT N ES VPC.
« HHLF MWL VPC.
* ZW7 VPC BU2 1M .

WANE R E T % A GCP B K IEHN, DL AR IR 4 Firewall Threat Defense Virtual. 2% [ il
Bij K 3 HUU 5 7E Firewall Threat Defense Virtual A< £ b0 B (1 4 FH 2 A1 B KB RUUAS ] o AR 3t DGR 1)

WL M fREfT 44 GCP # AR KRN . 152 ] GCP L FTDv M 2546 47 il 4 A 45 -
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/ Create VPC network

&  Create a VPC network

7£ GCP _2BE Firewall Threat Defense Virtual |

Name *
( cisco-secure-firewall-management-vpc

Lowercase letters, numbers, hyphens allowed

Description

[] set MTU automatically @

Maximum transmission unit (MTU)
[ 1500

|:| Configure network profile (2
Subnet creation mode (2)

T2 ERFR (Name) FEH, AT KA,
$IR3

TR N\ FREIEER L0, sl BEX.
FES  AETFWED T, AdiwnF R L e T K.

& Create a VPC network

Subnets

Subnets let you create your own private cloud topology within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define the

subnets.Learn more (4

Vv New subnet

ADD SUBNET

$IE6

. 7£ GCP _E B Firewall Threat Defense Virtual

FEF M (New subnet) 12 R (Name) 7B A BT (K44 B

Bk BENZE MTU, AR5 NERREHBA (MTU) TR, WE£EE 1) MTU {H.
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& Create a VPC network

~ New subnet [ ]
[ Name * Qo ]
Lowercase letters, numbers, hyphens allowed
Description
Y
[ Region * v @

IP stack type @

@ IPv4 (single-stack)

(O IPv4 and IPv6 (dual-stack)
O 1Pv6 (single-stack)

Primary IPv4 range

[C] Associate with an internal range
Use an internal range to specify the subnet's internal IP address range. The
subnetwork can be associated with an entire internal range or only part of the range.

IPv4 range * 2

E.g. 10.0.0.0/24

P$®T  MNXE (Region) FHgET, EREIESEIE NI FrA DA W48 E# 207 T 7] — X3
WIES  MIPVASEEFET, Hi A\ CIDR #5128 — /ML, il 10.10.0.0/24.

PRI A HA R ERBONRE, AR5 Sl (Create).

HEB10 ERDE 1-7, K VPC hald 4=/ VPC M4,

1) By At R

1E#5% Firewall Threat Defense Virtual SEFII, 17 44 BEEE VN H B KRR CCLFR VAl A B K R
HepuDy ) SSH A1 HTTPS i&E4%) , 1ES % #6%5 Firewall Threat Defense Virtual , 5 16 7. MRAEE )
BER, AR LU S AN RIS TR G B K BRI o

FB1 EGCPEEHIG T, KIKIEPEMLE > VPC M4 > FrAE, SR it G RE AE AN .
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@ Network security 41 & Create afirewall rule

v Secure web proxy Firewall rules control incoming or outgoing traffic to an instance. By default, incoming

traffic from outside your network is blocked.Learn more [
Cloud Armor A

I3 DDoS dashboard [ Name * o ]

Lowercase letters, numbers, hyphens allowed
%)  Cloud Armor policies

=Y  Adaptive protection Description
Z
0] Cloud Armor service tier
Logs
Cloud IDS A Turning on firewall logs can generate a large number of logs, which can increase costs in
Logging.Learn more [£
Il DS dashboard O on
@ off
IDS endpoints
a P Network *
default - @ ]
A IDS threats {
Priority *
Cloud NGFW ~ { 1000 COMPARE @ ]
!i! Dashboard Priority can be 0-65535

Direction of traffic @

@®) Ingress

&  Threats O Egress

EE  Firewall policies

LI 2 EZFR (Name) FBH, BT KBS AN 445K, #iln: vpc-asiasouth-inside-fwrule.
I3 ML (Network) NRzFIZerd, KEPEZEN FLAIE T KBS RN VPC M1 FK, i ftdv-south-inside.

PR A4 )NBHR (Targets) Fhzzzerh, wREH 7B KBEUNED, Flin. Mg a9prE £ (All instancesin the
network).

PURS N IRITIERE NRAIRT, WWRESCRR IP R, i 1Pv4A SEE .
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L |

&  Create a firewall rule

——————

Direction of traffic @

@® Ingress

(O Egress

Action on match @

@® Allow
(O Deny

Targets
{ Specified target tags A\ ] ’

‘ Target tags * ’

~ Source filter
IPv4 ranges v @

» Source |IPv4 ranges *
for example, 0.0.0.0/0, 192.168.2.0/24 (7]

~ Second source filter
None >+ @

~ Destination filter
None vy @

HIE6 /ER IPvASEE 7B, L CIDR KU N5 TP HubEyi [, %1% 0.0.0.0/0.
A AVF X 28 TP bl Bl A AR R U
LIE T 7EhiFAER O (Protocolsand ports) T, KEFE E BI Y FRER O (Specified protocols and ports).
LIRS U A,
$IE9 piditliE (Create).
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=2 Firewall Threat Defense Virtual

A L LU PR, # ] GCP T % 3ALHY) Cisco Firepower NGFW UL KK (NGFWv) 25
Firewall Threat Defense Virtual SZ4) .

PR FxI GCP £l 5.
PIE2 piiiSMKE > 115 (Marketplace).
I NG IEER “Cisco Firepower NGFW virtual firewall NGFWv)” , 2R 5 EFE7= M.

W Marketplace Q. Cisco Firepower NGFW virtual firewall (NGFWv) X

Marketplace > “cisco firepower ngfw virtual firewall (ngfwv)”

(@ Marketplace home 1 result

¥ Your products Cisco Firepower NGFW virtual firewall (NGFWv)
Cisco Systems

% Your orders
Cisco Firepower NGFWYv is the virtualized version of Cisco's Firepower next generation firewall. Advanced Security Advanced threat defense

options include next generation IPS, advanced malware protection, URL filtering, and application visibility and control. Scales up/down and high

= Filter Type to filter availability provides resilience. Cisco Talos delivers industry-leading visibility to detect and stop advanced threats. Consistent Security...

Category A
Security 1)
Networking (1)

;4 pidiEsh (Launch).
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https://console.cloud.google.com/

I 7£ GCP _3BZ Firewall Threat Defense Virtual

2)

h)

#BE & 7R (Deployment name) - 24 S 4 ME— ) 44 7K o

At - EEE A AR B R T Threat Defense Virtual SE41 BT 7 A PR R ARSI 7
BRIG AR A - 3R 22 1) Threat Defense Virtual M%) EAERRAS o
X13 (Zone) - L EHE Firewall Threat Defense Virtual )X 2

#E2Z Firewall Threat Defense Virtual .

HEHZLEE (Machinetype) - IR3F RGEK , 55 2 T EFIEMATH NI,

SSH Z$A (AIik) - I SSH &= PIXPREME A 4]

HHIN B GCP AL I — N AILE IR AR — AT YISO P LR OR 2 A e 2 Se il . i

SR B PIRN RAF B SR, AR IER RS2/ .

HAE SR VPR FHLEAE T30 H 203 (1 SSH 2 V5 R B S o 13§

& SSH 254715 1) Linux 541

24 Google SCRY FL VR BHL AT I Z0T H 2531 1) 2>

BB (Startup script) - 0] LAk Firewall Threat Defense Virtual SEF G J5 ShIHIAS, DU AE AR S5 )3 3)

I AT A SIS

LUR 7R Bl s 74 Day0 Be B 2 B PRI 21 /B ShR AR 7 BLit sl -

w5 1
{

"AdminPassword": "<your password>",
"Hostname": "cisco-sf-gcp",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",
"FmcRegKey" :"<FMC_ regkey>",
"FmcNatId":"<FMC natid>"

}

ol 2:

{

"AdminPassword": "<your password>",
"Hostname": "ftdv-gcp",
"ManageLocally": "Yes"

}

R

M EPAT R, BN AT H] JSON B0k 2% K4 IE Day0 He#

MEGIZEO — EEH I 1) AMT. 2) WS 3) FELL 4) 2.
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https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys

7£ GCP - #B Firewall Threat Defense Virtual |
. £R & Firewall Threat Defense Virtual

Networking

Network interfaces

Vv cisco-outside cisco-outside (10.10.0.0/24)

Vv cisco-inside cisco-inside (10.10.1.0/24)

Vv cisco-management cisco-management (10.10.2.0/24)
Vv cisco-diagnostic cisco-diagnostic (10.10.3.0/24)

Add a network interface

Firewall ()

e
QUESEGI S, R TET ) S AN 1o 3 SRAS AN TE A (4 1 C B B A S, U 25 ok 12 S0 A T 1
T R 1 8 R s S 49

1. ML (Network) FHrzl&r, 84> VPC M4, {40 vpc-assoso-mgmt.
2. M FM (Subnet) N FIEF, EFE AT,
3. MIMER IP (External IP) FHiAIEE T, HEPeE k.
XTI, KRAMER IP (External |P) 3% 4% 4 GBS (Ephemeral). XX T AR AM % 1K A rT &

4. ST (Done)s

i) BAXSE (Firewall) - 5 FH B KB HEI .
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I 7£ GCP _LZBE Firewall Threat Defense Virtual
#E2Z Firewall Threat Defense Virtual .

= Google Cloud

New Cisco Firepower NGFW virtual firewall (NGFWv) deployment
( =

Done

Add a network interface

Firewall (2

Add tags and firewall rules to allow specific network traffic from the Internet

Creating certain firewall rules may expose your instance to the
Internet. Please check if the rules you are creating are aligned with
your security preferences. Learn more [2

Allow TCP port 22 traffic (SSH access) on MGMT Interface ()

‘ Source IP ranges for TCP 22 traffic ©) ‘

Allow TCP port 8305 traffic (SFTunnel comm.) on MGMT Interface (2

‘ Source IP ranges for TCP port 8305 traffic @ ‘

IP Forwarding (@

‘ Network tags (@) ‘

Deploy

« P 1K B Internet (SSH iiE]) &Y TCP w0 22 & (Allow TCP port 22 traffic from the Internet
[SSH access]) ZIEHELL 72 ¥F SSH.

kP RFREBEHEMHTTPSHE (FMCifia) (Allow HTTPStrafficfrom thelnternet [FM C access])
SLIEHE LA SR B K 4 B rp sy R B 4% XU ) SSL i W58 18 (SFTunnel ) $H4718 15

kT IP R R RN,

$IR5 iliEBE (Deploy).

e
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. {EF45MER IP 3%1%%| Firewall Threat Defense Virtual 215

JRBHIN A H R T2 RN ER, BRI AT M. iR nIRER 2 7-8 P BloRSE IR tL . TH2) P ITRIaGtk, T
AE 7 LM R B IFERT T 4R

T—5#ft4

M GCP #2151 VM SEG] TN A S BP0 (5 B o ORI 8 1P k. AR TP Mkl DL 45
IERUR BB ROFEAT o IR S, R 24 RS

{E A4 ER IP %352 Firewall Threat Defense Virtual 2451

Firewall Threat Defense Virtual SZ45 4G N &8 1P FAbEE 1P, %80T LU#E H #h38 TP 2K1J7 ] Firewall Threat
Defense Virtual 524 .

UK

FHEB1 /F GCP G, %It E 5% (Compute Engine) > VM 3241 (VM instances).
S8 2 15k Firewall Threat Defense Virtual SZ5] 42 #R LLFT T VM SEHI RN S LTI .
PR3 {EIFMIER (Details) i~ T, s SSH F B N hsk 5L,
IR A M\ SSH R Pk £ T 75 R AL T

$& AT LI LR 75 1:3% 82 3] Firewall Threat Defense Virtual SZ4 .

o AR A SSH %% ) w5l B = U7 T H - A CVRAIME B, W21 Google SCR AT HI 25 — U7 T 1% (Connecting using
third-party tools).

{$ /3 SSH 1%3%%| Firewall Threat Defense Virtual 32431

2 Unix KUk 1 5 4534825 Firewall Threat Defense Virtual 5247, %16 SSH & 5% 5241 .
puk =

SR AU T B E SO, DI A ] DA EOC::
$ chmod 400 <private key>
Horpre
<private_key> EMANTHISEBHARMATK, 2O S5 E07 ) 1 SL B DRIk AL -

$IR2 LI SSH 4[] 54491«

. 7£ GCP _E B Firewall Threat Defense Virtual


https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

| 7 GCP L #BE Firewall Threat Defense Virtual
{E A E1T45%I & %12 Z Firewall Threat Defense Virtual 251 .

$ ssh -i <private_key> <username>@<public-ip-address>
<private_key> jE A 5B BEBRAR M IR, 2SS L5 S5 ) (K SEGI SCHR A FAD ] o
<username> #& Firewall Threat Defense Virtual S5 [¥) )7 44 .

<public-ip-address> £ MNIH] G KR ) SEH] 1P Hillk.

(£ E1T7i58 &%= Z Firewall Threat Defense Virtual 2451

UK

HIE1 4 GCP &G, %1+ E 5% (Compute Engine) > VM 3241 (VM instances).
1% 2 i Firewall Threat Defense Virtual SE41 44 A8 LAFT I VM SEHIER{E 2 (VM instance details) TUf
P$IR3 EiIEMER (Details) EIRF, HdiEZE| RITIESIA (Connect to serial console).

HRVEAE R, 120 Google 3R AT 542 . (Interacting with the serial console).

{$ 9 Gceloud %32 Firewall Threat Defense Virtual S2 {5

K

FIB1 48 GCP G, %I+ E 5% (Compute Engine) > VM SE41 (VM instances).

IR 2 il Firewall Threat Defense Virtual 5241 4 F8ELFTTT VM SEAIER{E R (VM instance details) TT1fi .
P 3 EFMER (Details) IR N, sl SSH FBUf Nk,

$E4 L EFE goloud 454 (View geloud command) > = Shell 13217 (Run in Cloud Shell).

IEISPREFTIF “ 2= Shell” (Cloud Shell) i & o A RTEAIE S, 16204 Google XY, geloud iy AT THMEA (geloud
command-line tool overview) ! gcloud compute ssh.

X T 7£ GCP L& Ji2 t3x 1 8Y Threat Defense Virtual

1F Cisco Secure Firewall A 7.3 L HALHA I, Firewall Threat Defense Virtual #2& 7 £/ 4 MO
S DAV, 1L ANS I DR 2 AN R .
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

7£ GCP _t B Firewall Threat Defense Virtual |
. B2 FLiS W1 [ B4 Threat Defense Virtual 594 1 50 PR 51

M Cisco Secure Firewall R A 7.4.1 J¥4f, #&nl DU BRSO, JRATH 20 4 N0 (1 AME BB
3 AN #4538 Firewall Threat Defense Virtual. I HE S AR R — 31 W12 38 B 3
fib BrH4% 10 () Threat Defense Virtual. 11, 1F c2-standard-8 THEAIZEM |, HHIAERLIEE G 1
AN U 7 /N B B2 11 Threat Defense Virtual, A2 338 B 1 /NEBE D, 1 AM2kiEO
16 /N2 117 Threat Defense Virtual

M Cisco Secure Firewall fiAs 7.4.1 7R, FATE SR A 12WH 01 GCP _## Threat Defense
Virtual.

W HEAAE Google Cloud T~ (GCP) 3§ 1] Firewall Threat Defense Virtual S5 152 37 #r,

)

IR BT CERERRIE L EC 8, R T LAFRN N 4 /M43 KB %8 Firewall Threat Defense Virtual,
% 8 M.

=R 2E o i2 WiE O BY Threat Defense Virtual 544 M) 0 R &I
o MizWrE OB ERR, R4 HEF SNMP SZF## ] Firewall Threat Defense Virtual & ¥ 5{ 44 £z
H, AR IZEE .
o BLERE SRR A Y ke

o ANIERE BLAT S W 1135 111 Firewall Threat Defense Virtual S26 FIAS ELAT 12 W% 11355 111 Firewall
Threat Defense Virtual S 4>4H o

N

I8 ALK Firewall Threat Defense Virtual 54143417248 GCP _L- S 41 rh iz
11432 . 1X5 Management Center Virtual _|-#] Firewall Threat Defense Virtual
S A TE K

« N3 CMIL

NIC 2R O RIBRST, LUETFE GCP LERE Ti2 i O /Y
Threat Defense Virtual

T H T NIC 2dEE O mess, FH5838 512 Wik 1 1) Threat Defense Virtual o
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I 7£ GCP _LZBE Firewall Threat Defense Virtual
7£ GCP L #RE Fi2 W% O A9 Threat Defense Virtual .

Net-Interface VPC Port

NICO outside-vpc Gig0/0 FTDv-3-NICs
NIC1 inside-vpc Gig0/1

NIC2 mgmt-vpc Management

7£ GCP L ERE iz WiiE O AY Threat Defense Virtual

PAT NG B IP R, ERAZWE ORI R B2 Firewall Threat Defense Virtual
PUK i

S W T AR E 1 day-0 BLE A (GCP 4 & L1 Startup script ) A ##{E %] Diagnostic: OFF/ON K i
FkThig. BRAEOT, X4 E A Diagnogtic: ON, JfH&BaEWE . M8 % & 4 Diagnogtic: OFF
I, HER AR AW D LR B3
RIS day-0 Ae B IA R .
{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",

"Diagnostic": "OFF"

}

bt 4

B XS "Diagnostic": "ON/OFF" [X 43 K/

SB2 HERPTH > 4 A~ NIC,
HKAE GCP ¥ %% Firewall Threat Defense Virtual FIVEAIFRESF, 124 4E GCP L% Threat Defense Virtual,
HRFZORTEAE R, 1555108 .

PR3 (k) EEGIE LA show interfaceip brief fiy4 Al W HEAI(E B #8IE 7] LLAE Management Center Virtual
EAEEROTVEAEE, PR
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-ifcs-overview.html

7£ GCP _t B Firewall Threat Defense Virtual |
B rawz

$2 [1{F Management Center Virtual I 7~, W01 R,

Interface Logical Name Type Security Zones

® Management0/0 management Physical

GigabitEthernet0/0 Physical

GigabitEthernet0/1 Physical

Interface Logical Name Type Security Zones
@ GigabitEthernet0/0 outside Physical
@ GigabitEthernet0/1 inside Physical

HR3H=

0] DAHRHE DL R 3 8t 71 4% Firewall Threat Defense Virtual 52471

* JJifi Cisco Secure Firewall fixAx - #0] LUE 82 T2 W82 1111 Firewall Threat Defense Virtual 55
51T b B AT 12 W42 1 1Y Firewall Threat Defense Virtual S2441

* Cisco Secure Firewall 7.4 J 5 i fAS - 48 0] LU BEF 12 W42 O 16 Firewall Threat Defense Virtual 3
B T2 Sk AT 12 Wi 2 111 Firewall Threat Defense Virtual SZ41

ASCRFEL NI g5t

* JIIF Cisco Secure Firewall iR A< - Foikb 328 112 Wik 1T #) Firewall Threat Defense Virtual SZ 451 7
26 3% 12 Wi O [¥) Firewall Threat Defense Virtual SZ4] .

* Cisco Secure Firewall 7.4.1 [ 5 @A - 8 IC 100 AT 12 Wi 2 11 1¥) Firewall Threat Defense Virtual
B sz T4 ok B 2 W42 T 1) Firewall Threat Defense Virtual S24] .

N

B MR, NIC HECRRUREE (R A2,
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| 7 GCP L #BE Firewall Threat Defense Virtual
EE 152 W1 O AY Threat Defense Virtual ££E£5% Auto Scale 2R 7= .

ZNE 552 B73E O BY Threat Defense Virtual ££E£5) Auto
Scale #FR A HE
BAEAME F 2 Wi O 104500 T % Firewall Threat Defense Virtual 227 8% /1 Firewall Threat Defense Virtual

SEBI AL F Sy TR AR T EPATHR S, SR LE day-0 e & A Hoks 8 {5 %) Diagnostic: OFF/ON
BEE M OFF,

MU HERR

WAL 5 Firewall Threat Defense Virtual IS AR MR 2 W 1, 5K & 8 (A X Diagnostic: OFF/ON 4&
3 CLLE day-0 Fic & A h ¥ & ol OFF.
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B s
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