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. £R & Firewall Threat Defense Virtual

* BRI AL TP b A BB, BRARREAE Azure HIEATHE

* Firewall Threat Defense Virtual 32 1 7] {#i H] DHCP ' H 1P #hlik . Azure JERH it n] B {5 & Firewall
Threat Defense Virtualf 1)t Azure 1% & 1 IP Huhik .

=12 Firewall Threat Defense Virtual

T n] LM FHRAT. Azure T35 Firewall Threat Defense Virtuale Cisco AP Fli 2 7Y (1R -

* Azure T BYFRIR 75 S=AEMR-10 H Azure 11137 PR AL R J7 6850, Firewall Threat Defense
Virtualff /] Azure [']/7#825 . %8n] LU B BEIRAUAT A7k 7 (ol Qe (1 B Y 2 AN A fit ik
J REE AU A . EAE IRy SRR, TSN Azure T A A o5 SERAR S, on
page 14,

s EFKE VHD (R M https://software.cisco.com/download/home 3R ) FIFLE WL 1) H & AR
-BR TR T IR, Cisco Mt — AN 4e BIMESRL (VHD), AT LR IL A% 2] Azure PAfH]
& Azure 1Y) Firewall Threat Defense Virtual #i i f5. f#HIFEE BRI A JSON SCfF (—A
R R — DS EOCA) , B8nT PLEL— k p i #4562 T IR I Firewall Threat Defense Virtual
PIFTAT IR . BAE A% 1 8 BRI S0 M Azure ] VHD R YRR 4%, on page 18.

S
Note %:tﬁ?iﬁqjiﬁif%nﬂ#mﬁ, T B2 AU AN A4 R AR AUEL i S BANR] B0 e N7 i ARSI
e
XTI, AT L e
WA VMSR CREAUBLAE D) THRIRREIINL™ f CGURERT L) o IXEER L TR X SIE/ 4
IREE 2 07 RN i oE R, RIS I 22
miah Al BRI A
* Cisco Secure Firewall Threat Defense Virtual - BYOL 1 PAYG

* Cisco Secure Firewall Threat Defence for Azure Virtual WAN

M Azure Tiz{E B R R A RIERES

DL VB A 18 R R W] 358 Azure T3P 3R [#) Firewall Threat Defense Virtual vk 7 M . X &
{F Microsoft Azure 18554144 & Firewall Threat Defense Virtual Fr 35 (I TR S BAIZE . N5 T R E40 1K)
Azure WE L, 1ESH (Azure A1)

1F Azure F'#38 Firewall Threat Defense Virtual I, 2 @SS FHECE, 0%
(IPv4 FTIPv6) FIEK R . W LAFERRE G — 2 EE%ME filan, #Are
I “ SRR BRIME

AL TP Mk

N
i 2 B LS N A

. 1£ Azure L EBE Firewall Threat Defense Virtual


https://software.cisco.com/download/home
https://portal.azure.com/#create/cisco.cisco-firepower-threat-defense-appliancecisco-asav-four-nic-byol
https://portal.azure.com/#create/cisco.cisco-tdv-for-vwancisco-tdv-for-vwan-byol
https://azure.microsoft.com/en-us/get-started/

| 1€ Azure LB Firewall Threat Defense Virtual

I Azure Tt AR EEnnE ]

\)

Note  {fiff] GitHub f7fi# % Hh 42 L) F 5 L ARM B4R, 1525 N Azure 4] VHD F1W Y5 &, on
page 18,

Procedure

W1 G H| Azure THHE FEAE (ARM) 177
Azure [T/ 75 2 HIK P AT FAHSCIR I B BE 58, B &ds b O B OE

IR IEFE Azure T3 > BRI .
ETIHF R “Cisco Firepower NGFW Virtual (Firewall Threat Defense Virtual)” , EFFAEH M, K5 S

2.

PC B AV

a)

b)

¢)

d)

BN REAUBLI A2 FR . SR PRNAE RS K Azure 11 HIH HATE 1%

Important

R AR, B .
PSR 77k, WTLUE BYOL 8 PAYG.
P BYOL (HWAFAUE) LIM#E ] Cisco & REVF T UEMK 7 .

HFE PAYG CRIATEIHT) VFaT DU A T AT AT 2450, Jo iy 3k Cisco B REVFHT .

Important
PAY G PAYG ¥F ] fX A4S ] B Sk BE& B b0y 2 3 Firewall Threat Defense Virtual 158 N 5% S £5.

PAY G VF i) A FF FDM FLE B, 1 BYOL .

#i\ Firewall Threat Defense Virtual & B B H 7 4 .

Note

A% “admin” S Azure "PIOTREI SRR, AREREH]
PGy I E R A B el SSH % 5.

UIESLS TR 2 2 LR N R LIPS 1\

WURESE SSH % Y], TR E IR SEK ) RSA AFLE ]

Bt Eh, DMERACE TR B H Pk S 8 sk LARCE Firewall Threat Defense Virtual.
M FTDv &322 (FTDv Management) 451 Hi% #5257 I} Firewall Threat Defense Virtual )8 # 0

WRES FMC: Firepower B2 (FMC: Firepower Management Center) £ 5% 45 FIE B A0y, JUME R BA
TR IE AT DAA e A TG A L

s BRI FMCEMER.
1. %A FMC IP Hudil,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://portal.azure.com
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B rwre mimERRR S EERSE

2. B ANFH T 7MW Threat Defense Virtual <245 () FM C SEAFEE4R
3. [ATE] B NAE SEAF T A ST R0 A 1 4 #E 0y NAT 1D

g) WIR TR RN ERESE, 2 (324 day0 B¥&EALE ) (Yes[provide dayO cluster configuration])
LT FF i AN FEAR ) dayO L& VE41E B
* 7F Day0 £ 8. & (DayO cluster configuration) 7Bt i A\ day0 Bt & iE4015 B«
1N Azure )3 day0 BLE MG B, 1ESRALE Azure [ #B% Threat Defense Virtual ZEFEFERI I Azure
{17 Day0 Fic & .
Note
T RERLE ) day0 BLE (CAEBFACE) : "Cluster™: {..} B "run_config": [...] FEZI{E S
h) EFEER
i) BN Er N,
Firewall Threat Defense Virtual 4522 3538 2 HT 1R YRA A o AU TRIRAL N 2, 5838 20 A 93 YR 41 1 36 T
AHU
A, ] IR G S0 BRI E W 43R TN Firewall Threat Defense Virtual P N3] 5 —AN R YR I &1
2%
j)  EPEHRERATE . T A A U, B N AH TR (I A0: Firewall Threat Defense Virtual, P{%%. 17
fitik ) .
k) mMiiERzE.
SIE5 Wl & Firewall Threat Defense Virtual ¥ 8
a) EPBINLKN,
b) BEFE AR
Note
ol LU A Atk P, tnT CLAVESH MAEREDK 7 o FRAEmk - AR LRE 0 & /N S AR .
c) IEFEAILIP Hikl.
0T LA BT LT AR BB nT I AL TP bk, tn] DL s .
MBI A FE TP bk, B M Microsoft #1745 11 IP MhhibHe b 45 31—, e PR e bl . 0T L id
IR A3 TP Mkl 20 s e T 1811 Azure 1TH o
Important
BOAEOLT s Azure 23O AIL IP Mk YRS IEFIE F I, 2 A3 1P W RES . W R ik [
€ TP Hbhik, R AU il . 8 0] DR S B XA 36 TP ik, K 3L A Zh 25 itk 538 O S itk
W VM T ZE 5 LA H IPv6 ik, 1527 IPv6 brifk IPve 24 H IP HidikArif .
d) ¥Sn DNS #r%.

Note
S4B 2 K 44 25 T DNS #5280 I Azure URL: <dnslabel>.<location>.cloudapp.azure.com
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html#Cisco_Concept.dita_87cd5cab-47a8-4599-ba45-2a267c93c219
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html#Cisco_Concept.dita_87cd5cab-47a8-4599-ba45-2a267c93c219
https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/virtual-network-public-ip-address
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I Azure Tt AR EEnnE ]

e) LLFEREAUM .

AT LR — AN IA Azure EFLMZS (VNet), BRENEE—ANHT1 VNet, SRJ5 A 1P sihb2=E] . BRSO
T, W% H (CIDR) IP Hidik 2 10.0.0.0/16.

R IPve hET ERAUNL, HT EAE UM S R R e sl BRASOLR . CIDR IPve ik
[ace:cab:deca::/48].

';;;Eﬁﬁﬁ IPv6 A QIR 2. . 45, BRANE 0L N 1Pv4, JEATLARI 5 H] IPv6. 4525 IPv6 ()
HEZEE, 20 Azure IPv6 A
f) A Firewall Threat Defense Virtual ®4 444 K it & PY AN 144 «
« FTDv &IB#: 11, 83 Azure H (4 NicO, /& “%H—1K”
« FTDv #8810 1, %S| Azure 11 Nicl, J& “5 7K~
« FTDv #3E 8211 2, %828 Azure 1) Nic2, & “H—=1M”
* FTDv #8411 3, 85 Azure 11 Nic3, J& “ZPY-7R”

Note
ST FIR TR, A R T TAE G T T IPve B, iR IPve ST ON R LI LE IPve 1M,
g) At NIIF O (mgmt.interface) A, LAFR & 208 AL TR UTA b . BRIAEFET (None).

* miiliTe (None) LG AT Azure BRIA 224 I 1) W0 45 22 4 20 PG FOEFE BT B 11 o R PRICIRTRON] fe iy
Sk 19 [l — AU M9 2% F1 Azure $1 335 B 5 iR &

* il RIFIEE iR O EH (Allow selected portsto view), )5 LS TT R BIR M5 ) (9 A ulisin 1. I
Aihif O (Select Inbound Ports) Nz A kR LL T —ui . BRIAER: SSH (22).

* SSH (22)
* SFTunnel (8305)

« HTTPs (443)

h) mdiRE.

EARERNE, RadfBE.
BRI Ra Mm%,

B AE Azure A TR 155%%, HEF| Azure k75 Firewall Threat Defense Virtual M FUALIEFEIZAT

Warning
& )5, Firewall Threat Defense Virtual ¥ 4R 5 XA GA AL RE . ZESEIAIR], 162000 F B9 3 8UE R VM,

T E R ST RER T RS T A —E0RES, JF T REFREE P iE . ERATEATAC & ok i, Wi Ok 0H
58258 .
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https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/ipv6-overview
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B 4 Azure (7 viD oz ERIRSE

What to do next
RN R0 BRI T PR ) B

c WG BRAARMEIEIR PR, L0k Secure Firewall Management Center & . Firewall Threat
Defense Virtual; 152 [ H| Secure Firewall Management Center 2K #f Secure Firewall Threat
Defense Virtual.

s MY B RAARMEIRRE LR, KIS RN Cisco Secure Firewall ¥ 455 F 28 4 P Firewall
Threat Defense Virtual; %2 [ f# ] Cisco Secure Firewall %45 FE 45 4 ¥ Secure Firewall Threat
Defense Virtual,

H R L FE LTI NEL , 15254 anfe] 27 B Secure Firewall Threat Defense Virtual $£4% .

M Azure {E B VHD 05 EiEtRER =

AT UE A Cisco $eftE4i VHD B4, 1% 5 2 B X Firewall Threat Defense Virtual BRA% .
AT VHD BUGIHT R, 062008 VHD g EALRIIE ) Azure AR R)5, BT LMl _E
& (PRGBS AN Azure BEYRE BEAS BN AL WG o Azure BB AL W IR UL A1 24502 LK JSON
A,

T8 Z Al

* Firewall Threat Defense Virtual #4828 75 22 FH JSON BHRIAH R[] JISON S0 ] LA
M Github £ 5 F #X Le s,

o JERE R 2 Azure TP IILA Linux REFINL. FeATEE A A IG I Linux AL (6401 Ubuntu
16.04) K5 45 VHD W% FAL 4 Azare. BEWGAEAR I 75 224 50G A7 2SRl T H, M
Azure ") Linux BRI FAER] Azure 1245,  FALINH At 23 BB,

R TR R, BRI AR —
i} Azure CLI 6% Linux UM
* Jfid Azure ] A0 Linux L

o 76 Azure VT A, 18N i%AE B E#2 Firewall Threat Defense Virtual K147 & EAG o] R FEAEWK - .
puk =

HE1 I\ Cisco FHEHMF T FZK Firewall Threat Defense Virtual K4 VHD B4 :
a) FHIE R > Re > S > T—HRBF IS (NGFW) > Cisco Secure Firewall Threat Defense Virtua.
b) fidi Firepower BARBAEIZR

FZ IR B o
%1, Cisco Secure Firewall Threat Defense Virtual-X.X.X-xxx.vhd.bz2
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threat-defense-virtual-10-0-gsg_chapter23.pdf#nameddest=unique_21
threat-defense-virtual-10-0-gsg_chapter23.pdf#nameddest=unique_21
threat-defense-virtual-10-0-gsg_chapter24.pdf#nameddest=unique_23
threat-defense-virtual-10-0-gsg_chapter24.pdf#nameddest=unique_23
threat-defense-virtual-10-0-gsg_chapter2.pdf#nameddest=unique_11
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

| 1€ Azure LB Firewall Threat Defense Virtual
M Azure 18 vHD snzEeRnE [

S22 O E45 VHD WG I BI1E4E Azure ) Linux BERIHL.
53 EAE R Azure FIM Azure FESCAFINIERIRZ o ORBI TR )& SCP, Bl 2451l

# scp /username@remotehost.com/dir/Cisco Secure Firewall Threat Defense Virtual-7.1.0-92.vhd.bz2
<linux-ip>

T3 GxF Azure F 1 Linux ERHL, FESPMEEH T K48 VHD BAE 1 H .
H 4 f#) LY Firewall Threat Defense Virtual VHD B4,
TR SO IIE PR 2 o Rl 27s 142 Bzip2 SEHRE, (A D H —L43E T Windows 155 FHFE T

# bunzip2 Cisco Firepower Threat Defense Virtual-7.1.0-92.vhd.bz2

FIRS K VHD EALEIE N Azure FEAEIKT RIS R80T UG BUAT A76f0K ™ R mT LLEIE BT (A Ak 7 o A7 6k
PR A BRSNS TR

FH % VHD AL B4R kR 2, B4 AzCopy. Azure 171 52 1] Blob API. Azure {7 fif % i &5 H
. Azure CLI 8% Azure [/ X T1% Firewall Threat Defense Virtual IXFE B SO, FATIA G UFE H Azure |7
Fo

T B T A Azure CLI ({15

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

HE6 I\ VHD Bl LIS
a) fE Azure [/, LLFERRIER (Images).
b) AR mMAIEHIILE .
o) IRALLINE R

* ITA - W sk £eiT | .

© FEIRAE - PRI DU AL BB — N H B R AL

© BER - AFLE MRS A P E SR AR

o DX TEFE R ML DX 4

« BIERGEE- P Linux 1E W HME RGKRAL,

* VM &5
3 BIOS st UEFF 5 14K,
3 UEFI JR e L FE 3 2 K

* 7fi# Blob - 1 5T FIFfif Kk /7 LALE$E FAZ ) VHD.

© MR B RN EOR, WP #AR1E HDD. #r#fE SSD 84 SSD.
BEPEHRI T T8 B LR ) VM K/, TR IR VM K/ SRR T IR 7 282
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B 4 Azure (7 viD oz ERIRSE

N
g
~

d)

© EWERE - R RS S
 BHRHARE - REIBOAE: WA R

riiitl)# (Create).
2645 @ %N (Notifications) 17+ N o~ 2 BITh 1 AR 1% (Successfully created image) ¥ ..

iR
QEEFEAE A2 )5, wT LU A% ¥ VHD A1 _EARAE R o

SRIPUFT B A HT 7 BRI B3R 1D

LEWER, Azure BN BEIHE —/NFEIE ID AHOCHC. M IZFLAE WS 825 B 1) Firewall Threat Defense Virtual [ K 55
B, 55 YR 1D,

a)
b)
¢)
d)

a)
b)

¢)
d)

2
h)

{E Azure [])7 0, HEFBRIG (Images).
W bR A T A
AR (Overview) 75 & W4 @ 1k .
# Resource |D & il 2 8 MR o

Resource ID XKLL FER:

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider Microsoft. Compute/<container >/
<vhdname>

=8 fFHFLE MG RR PR A 2 Firewall Threat Defense Virtual By k3% :

{E Azure GUI I, HZRBENXEE.
EIRIRIEIR ~, AhH7EdmEESE A A B C RIS

A — At A R . A RBIRCCE, 7Z Github.

FIE ) 1E € X JSON BEBARIDRE G 21 1, SRS AR TR

M hr gk $EIT B (Subscription).

I &R (Resource group) B G —AN B i 4

NINE VR ZIE L Vi SN PS8

B b5 b T MUE R TR 1D RIS E VM BME 1D FBOh.

BT TS Wi 15 00 T #6858 Threat Defense Virtual, 3545 “ 452 XER 7 22 B N AL 2 8 E0)
Diagnostic: OFF [] day-0 FUEMIA . 24 day-0 B B BIA 4] o

{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",

"Diagnostic": "OFFE"

}

paE 4

BEME X "Diagnostic": "ON/OFF" [X 73 kK/NE .
T8l v DAFE FH T2 83 1 ARM AR o SCEAR” FBoh s i
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure

| 7 Azure L EBE Firewall Threat Defense Virtual
TEZ BRI A Azure Private Marketplace 115 & E Azure Marketplace =& .

P9 il BEXERE (Custom deployment) b [f Tl 1) 448 5 1 (Edit parameters). & —Nnl ik B e S EH
*)io
a) i (Load file), #KJ5 %3 H & X Firewall Threat Defense Virtual S804, H XS, 1ES
% Github.,
b) KA 52 S TSON ZEACID NG 2 % 1, AR5 A iR TR
W0 KA e SGHETENME B 15 0] Basics F Settings 11 F115 B S @ UM BB ICE (fU45 Resource ID) A4
TN PR HREAE, KRGk HRE iR &FRF0 &4 (1 agreetothetermsand conditionsstated above) & EAE .
T2 LK (Purchase), {1 FFLE MG AN 2 AR Firewall Threat Defense Virtual B K 1% .

RS RN S HOCA AL, W BB %2 ) o
FEREWAZR AT T A — AT PRI N 1) 2 AN

T—5Hit4
* 7£ Azure 5 #T Firewall Threat Defense Virtual [ IP Bl & »

7£ 5 PRI/ B9 Azure Private Marketplace IfE 1 EF2E Azure
Marketplace =&

IXAXi& FH T Azure Private Marketplace FH /' W1 A& 44 H] Azure Private Marketplace , i ifi (/5. HI ™ i
FIT s O REAUN L= i (B2 A AEAH Y B I n b i P Ja H
ERWL @R (RED -

* KA ID: cisco

* Cisco Secure Firewall Threat Defense Virtual VM ;=i (J TP/ Cisco Secure Firewall Threat Defense
Virtual B H 7= &)

« P75 ID: cisco-ftdv
* BYOL 1'%l ID: ftdv-azure-byol

* PAYG ¥l ID: ftdv-azure-payg

PN 37 S E T LR L N, BTN PAYG B BYOL VEAT LS, 25| I
KE VM ™ b o R (A N R

DRI, D 7 AEEEE R AR, ML @A VM P i 24 Azare L7 AT B S 7 iidn” R/
AL,

HxRELHATZ TS HXENFN VM 7~ miE R, E5% Azure XK.
o {# F % H Azure Marketplace 3EAT i BEATH 1l
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://learn.microsoft.com/en-us/marketplace/create-manage-private-azure-marketplace-new

7 Azure E%FE Firewall Threat Defense Virtual |
. £ BRI Y Azure Private Marketplace ¥Ri5 Fh#1E Azure Marketplace =&

o K IR T

* Set-AzMarketplacePrivateStoreOffer

N = Il Azure UL BAAE L, RS EATEE T H ] WL,

T AL T b R R RE L™ i, S n] RE LIS CLI Aip % (FEASCRY G,  HAT CLI
Y ENIETD)
&Rl

|l LI#E LR 2~ iy 4 )3 F Cisco Secure Firewall Threat Defense Virtual BYOL %1

$Params = @{
privateStoreld = ‘<private-store-id>’
offerId = ‘<publisher-id>.<vm-offer-id>’

SpecificPlanIdsLimitation =@ ( ‘<plan-id-under-vm-offer>’ )
}

Set-AzMarketplacePrivateStoreOffer @Params

SParams = @
privateStoreld = ‘<private-store-id>’
offerId = ‘cisco.cisco-ftdv’

SpecificPlanIdsLimitation =@ ( ‘ftdv-azure-byol’ )

}
Set-AzMarketplacePrivateStoreOffer @Params

\)

AR RGNS, AR Azure SCR TR 2 HEAIAE K.

SEHIRHER
{
"code": "MarketplacePurchaseEligibilityFailed",
"details": [
{
"code": "BadRequest",
"message": "Offer with PublisherId: 'cisco', OfferId: 'cisco-XXXX' cannot be purchased

due to validation errors. For more information see details.

Correlation Id: '"XXXXX"

This plan is not available for purchase because it needs to be added to your tenant's Private
Marketplace. Contact your admin to request adding the plan.

Link to plan: <URL>.

Plan: '<PLAN NAME>' (planId=<VM-OFFER-PLAN-ID>),

Offer: <OFFER NAME>, Publisher: 'Cisco Systems, Inc.' (publisherId='cisco').

}

]l
"message": "Marketplace purchase eligibilty check returned errors. See inner errors for

details. "

}

P AESRE W37 N nl e il 3 _Fl e R . SEMwe b i), 75 2E4E Azare FL/AT I _E S AR AR
P A VM P2
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https://learn.microsoft.com/en-us/marketplace/manage-private-azure-marketplace-powershell#add-an-offer-to-a-private-marketplace
https://learn.microsoft.com/en-us/powershell/module/az.marketplace/set-azmarketplaceprivatestoreoffer?view=azps-13.4.0
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VAR 8T b=

s a] DUARYE UL 352 TF 2% Firewall Threat Defense Virtual 524 .

* Cisco Secure Firewall iR A~ 7.3 S RARA — 0] LUK T2 Widk 10 /) Firewall Threat Defense
Virtual S T2 Ky B A5 2 W% 11 ) Firewall Threat Defense Virtual SZ{51 .

* Cisco Secure Firewall 7.4.1 S5 @A - 1507 LUK BAT 2 W82 11 1¥) Firewall Threat Defense Virtual
H B S TV 2% ok YA 2 W 1 1) Firewall Threat Defense Virtual SZ41

AL T 5t

* FTH Cisco Secure Firewall fR AN - TCikKG 325 T 12 Widk 11 i) Firewall Threat Defense Virtual SZ 451 F
JFNEA 12 Wi 1) Firewall Threat Defense Virtual S£451) .

\}

AR FHHUE, NIC ECE AT B R EFAAE

#BZ Threat Defense Virtual 555k Auto Scale ##)R 775

Hl%8 Firewall Threat Defense Virtual 22 B 5%, Auto Scale fif ¥t 7 Zi B U M43z 1 (—ANE R
AR, IXEEEE Azure 37335 IR 70 BC . Day-0 Mo B A oA 75 2D EC & .

7£ Azure _FER2 ¥ 3519 IPv6Cisco Secure Firewall Threat
Defense Virtual

REA U M Azure [/ #588  FF IPv6 [ Firewall Threat Defense Virtual .

X T 7£ Azure L ERE 58] IPv6

Firewall Threat Defense Virtual =5 M 7.3 #& RN 28 IPV4 1 IPv6. £F Azure P, %0l DL EHZ M
77 i 8 Firewall Threat Defense Virtual , IXFES G BT H BRI LS, (& HAET, Azure HFIFR I
Bl N P B B R AN A B s G L T IPv4 1) VNet/ 1. R LLF3 B VNet lit & IPv6
Hubik, {HFEEK ¥ Firewall Threat Defense Virtual SEVs N RIECE T IPv6 T M) VNet. Azure X
A5 AR V2 B AT A 2 =y W st hn T SR LG PR, AN R I 3k i R

HRHE BT AL R 7 1k 538 Firewall Threat Defense Virtual LLSZ 3 IPve Sk,

FRAELLU PR AOARIRI A B 2 L IPve #if, FHorp:
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. KT 7 Azure EEBESZHrHT IPve

BEX IPv6 #17 (ARM ##R) - 1l /] Azure FYRETHILE (ARM) B IE L 1Pv6 BRI E
Firewall Threat Defense Virtual , 1%AR7E NG| H Azure LI THIAMAG . PEABSHCEL 7 95 Y5 A
ZHE IR JSON SCAF, ] DUTC B 1% L 23 5 R 2 50 LA 8 S 4F IPv6 1) Firewall Threat Defense
Virtual o EF AR, IEZ A S TS S 1 B g CIPv6 SR M Azure 18, on page
25,

YnFEER B 2B T X Azure 737 B VM BMZ U5 AR, LAl PowerShell. Azure CLI. ARM
M EY, APT SRHCE B e SRR FE . I BEE VM L HR3 X e B e M, 1 TG /R PRt x)
VM 5 AR . RIS 2R VM _EERE 2R B e O, T4 BoR PU RS TR B

AR UL T I AT H B 4. BRI A IR “ Tl T H OB R AL A

T LME R LU J7VEZ A Azure T3 FIGm R R, LA 51 HI TR ) A 2 SCIPv6 (ARM)
HREAR

* Azure P - Ja 5 Azure T3 E424L1¥) Firewall Threat Defense Virtual 77 i #H Xt B (1K) 2 F2
HEED, F135E 3 e L IPv6 Bl (ARM A .

* Azure CLI - 1217 CLI #x 2 LLa FHHH T3 B @ L 1Pv6 (ARM Fb) [HIgmfe s .

BEX VHD BRIEF |Pv6 iR (ARM #E4R) - 7£ Azure EAfJ1] VHD WZAT ARM BEAROK B
FEE G . MO R TE ] VHD R B85S 2 Firewall Threat Defense Virtual o IS HRLE
TR A S FHFE A WUS, TR LAAE Azure b AL FTEC & 1Y ARM BIARCK 52 SCRF 1Pv6
(] Firewall Threat Defense Virtual » &2 H] VHD F1 [ & X IPv6 B Azure %, on page
30,

R4 T I WUR 8t A7 1F e X IPv6 BRI VHD A%, A A e X IPve it (ARM BitR) K&
Firewall Threat Defense Virtual T & (1153 2 .

#38 Firewall Threat Defense Virtual FTb M [R5 B840 R«

Table 3:
¥ |32
®

—_

L v R 38 7 45 IPv6 (1) Firewall Threat Defense Virtual [ Azure 3% Linux VM

\S)

R 44F H B A T35 51 B ) B & X IPve ik % Firewall Threat Defense Virtual I, 7 A {F
Azure [/ 8% Azure CLI & J8 FH 2w B BT .

AR E Y, LN A2 X
o HAT Azure 35525 WUZ 1) H 5 L IPv6 B
HA 5 X IPv6 (ARM) K1) VHD W% .

. 1£ Azure L EBE Firewall Threat Defense Virtual
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EREATHRESZHEEX PG BN Azre 5E ]

4 | T A e L IPV6 (ARM) B H ) IPve 244,
Note

N 2848 H B A T WU 5 K B € X IPv6 Bib Rk %% Firewall Threat Defense Virtual B, 7
T LT I AR IO I S8R IR IR S B . 1B DB AT i & SRR R RO R 415 B

5 |t Azure [ ] B Azure CLI K352 ARM AR .

FHEEMIZMGESEZE B EX IPv6 iZHR I Azure &

TR WG AT H 2 X IPv6 #ilit (ARM #ARk ) 5% Firewall Threat Defense Virtual AT & it

i

Procedure

FB GxF| Azure [/,

Azure '] B 5 ik R AT A OCIRI EALEE 32, AR T O BTG
i3t Azure [7)78% Azure CLI i FH4RFEEEE, 401 F FroR:

5 Azure '] 1A G IR0

$IE2

a)
b)

7t Azure BR %% (Azure Services), fiddiiTF (Subscriptions) LATY F i1 A% 3 30K 1T 1 .
AR, SR EIETUT MRIZEE.

Bl JEb s VM & AT A R e s, DAAOCIRIT F ™= b
SR 7% T Firewall Threat Defense Virtual 7= S5 N KB H, LAREE € X IPv6 R [ gmFL i 2
uk

i3 Azure CLI i3 FH 3k 1

a)
b)

3| Linux VM.

IZATLAN CLL 4, A8 FE X IPv6 (ARM) BEAH H g F2 825 .
FEAT 2 PAT I, BEASWART R BER 2 — Uk

#HIEFZ R

az vm image terms accept -p <publisher> -f <offer> --plan <SK U/plan>
#ENEREWET (flu, BEZ =true

az vm image terms show -p <publisher> -f <offer> --plan <SK U/plan>

o,

* <publisher> - 'cisco'.

7£ Azure L ERE Firewall Threat Defense Virtual .



7£ Azure %32 Firewall Threat Defense Virtual |
B sreasmmnigssina s PG EITA Aure 555

* <offer> - 'cisco-ftdv'

* <sku/plan> - 'ftdv-azure-byol'

AR £ 8 R A 2 DL BYOL 1] H 111588 Firewall Threat Defense Virtual ff]— M2 A R4

* az vm image terms show -p cisco -f cisco-ftdv --plan ftdv-azure-byol

PRI BTN a4, DM R 5 i MR RAS S5 2 AR AR TR

az vm imagelist --all -p <publisher> -f <offer> -s <sku>
Horp,
* <publisher> - 'cisco'.
* <offer> - 'cisco-ftdv'
* <sku> - 'ftdv-azure-byol'
LU fK %45 T Firewall Threat Defense Virtual [ 1753 B @I A H4CPERRAEAT KL Az
az vm image list --all -p cisco -f cisco-ftdv -s ftdv-azure-byol
S 4 N BN KA T WG R A S ik A Firewall Threat Defense Virtual HAS .
X} T Firewall Threat Defense Virtual (1] IPv6 372, #EAZ0ES: 73* 55 SR A 1) Firewall Threat Defense Virtual

IS5 MIE GitHub fEi# 5 F T3 H € X IPv6 Fiiit (ARM B
HIR 6 M 7ESHHRCCAE (JSON) Fr AL BB R E 4 S B0
TENF T IR FHF LA Firewall Threat Defense Virtual H & X358 1 H & X IPv6 R 2 H - 4 N\ 13 8 -

S & SIFRYE/ZEB R TR 1 RA

vmName csf-tdv {E Azure 14 Firewall Threat
Defense Virtual VM 7 44 .

software Version 730.33.0 7 S AR RS R R A WA

billingType BYOL VAl 714 BYOL 58 PAYG.

5 PAYG b, BYOL VFrJiE 5
H ARG, HIbEBsuEFE
BYOL 1] B .
adminUsername hjohn HH % 5% Firewall Threat Defense
Virtual K744 .
AR HI R A FK “admin”
AR E T HCE F L

adminPassword E28@40iUrhx! Y ) BR R,

. 1£ Azure L EBE Firewall Threat Defense Virtual



| 7 Azure LERE Firewall Threat Defense Virtual
fERaaTmRE s aEY PG M Aure 55 ]

SH & SV BYME/ZE B B TR 1) 15 AR

WA ALK E N 12 3] 72
RO RN s I
LT/ NERKREFRE, BT

AVRFIR 45 Ao
vmStorageAccount hjohnvmsa 1) Azure £EAifiMk o 8 mT LUAE

FHBUAT AR 7, thon] LAG
RIFE AR o AEREIR A
JERLTA T3 2] 24 A FAFZ 1] o

AL R RS NG T REEL

o

availabilityZone 0 T E T ERE ] F P I, 2
SLIP AR FUB LK 745 5 ¥ w1
[P s Rl 8

WERANT ZERT PRI IR, 37
BHBER “07 o HHIRPTEX
BRSCHRF AT IR, O R gt
MEIERC R, GREUATE0-3
Z IR IREHD o

customData {(\"AdminPassword\": PEAE Day 0 B & 71 W] Firewall
\"E28Q@401iUrhx!\", \"Hostname\":\"cisco-tdv\", Threat Defense Virtual %@I\;B@?
\"ManageLocally\":\"No\", \"IPvoMode\": fﬁ EJQU\‘T%:%T’ .Eﬁuj;j/]\
\"DHCP\" ‘;:: —
} SR (KA

e “admin” H =0

* Firewall Management Center
Virtual 414

* T 211 Firewall
Management Center Virtual
L4 E CSF-DM.

"ManageLocally : yes' - XKL E
L HIME Firewall Threat Defense
Virtual & B 45 1] CSF-DM.

#&0] LLF Firewall Management
Center Virtual i & 4 Firewall
Threat Defense Virtual 4 FL2%,
7] PA A £E Firewall Management
Center Virtual 374 [F]EC & Fr
B A o

7£ Azure L ERE Firewall Threat Defense Virtual .
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7£ Azure _ZBE Firewall Threat Defense Virtual |

g e

RVFRIE/ZERTRBI

L RA

virtualNetworkResourceGroup

cisco-tdv-rg

0,57 R AUA 0 255 1) B U ZH 1K) A4
4 virtualNetworkNewOrExisting
ST, W AE N 5 D RS R 2
R BRI AR [A] o

virtualNetworkName

cisco-tdv-vent

JEADL I 2% (R 24 7K

virtualNetworkNewOrExisting

new

LS HCRE A R 2 1 BT 1 R AL
W2, I B AR 0L
%.

virtualNetworkAddressPrefixes

10.151.0.0/16

JE AL 24 1) TPv4 ML BERT R, 104
“virtualNetworkNewOrExisting ”
BCEA “new” IN sl

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

REFLA 25 11 TPv6 s hERT 2R, (04
“virtualNetworkNewOrExisting”
BCEA “new” I A LI,

Subnet]Name mgmt BT N R
Subnet1Prefix 10.151.1.0/24 FH W IPv4 BTZS, Y4
“virtualNetworkNewOrExisting ”
BCEA “new” IR,
Subnet11Pv6Prefix ace:cab:deca:1111::/64 B M IPv6 §IZE, 14
“virtualNetworkNewOrExisting”
WHEAN “new” I AbIH,
subnet1StartAddress 10.151.1.4 O IPv4 Mk,
subnet1v6StartAddress ace:cab:deca:1111::6 FHH B IPv6 Hudl .
Subnet2Name diag B 1 TR
Subnet2Prefix 10.151.2.0/24 AR 1 7 IPv4 §T4%, 14
“virtualNetworkNewOrExisting ”
BCEA “new” IRy,
Subnet2IPv6Prefix ace:cab:deca:2222::/64 R0 1 M IPve §I4S, 124
“virtualNetworkNewOrExisting”
BB “new” I AL,
subnet2StartAddress 10.151.2.4 O 1 1Pv4 Hhik.
subnet2v6StartAddress ace:cab:deca:2222::6 FREE 0 1 IPv6 Hidl s
Subnet3Name o B 2 T 4R

. 1£ Azure L EBE Firewall Threat Defense Virtual
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EAE AT EMmES 2 EEY P SR Azre 5E ]

SH A ST BIE/ LB B 1) L RR
Subnet3Prefix 10.151.3.0/24 FREE 02 1 IPv4 §T4S, 4
“virtualNetworkNewOrExisting ”
BCEA “new” IR,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 e 12 F M IPve §I4S, 144
“virtualNetworkNewOrExisting”
BCEA “new” I AL,
subnet3StartAddress 10.151.3.4 ¥y 2 IPv4 ik,
subnet3v6StartAddress ace:cab:deca:3333::6 FREE 0 2 IPv6 Hidl .
Subnet4Name Sh3m Bl 3 TRAH.
Subnet4Prefix 10.151.4.0/24 FRE 03 7 IPv4 §T4%, 4
“virtualNetworkNewOrExisting ”
BCEA “new” IR,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 e 0 3 M IPve §I4S, 144
“virtualNetworkNewOrExisting”
WHEAN “new” B AbIH,
subnet4StartAddress 10.151.4.4 FiEEs 0 3 IPv4 Hihl.
subnet4v6StartAddress ace:cab:deca:4444::6 FREE 0 3 IPv6 Hidl s
vmSize Standard D4 v2 Firewall Threat Defense Virtual

VM )k Standard D3 v2 &
BRIMA

B HIE E, ES R LT Azure S0RY:
* fHH Azure '] P QLA S ARM FAi
* @ik CLI 8 A ARM #itk

What to do next

P TR 2D BRI T Rk 10 A BEARE S

$SIE 7T {4 ARM EAGE T Azure |77 8¢ Azure CLI #%8 Firewall Threat Defense Virtual [95 k3. 4 <7E Azure [ #% ARM

c WY BRI EIRREPEE, WKl Secure Firewall Management Center 2K 4% I Firewall
Threat Defense Virtual; 1% Z {1 Cisco Secure Firewall Management Center > 5 £ Cisco Secure
Firewall Threat Defense Virtual.
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html

7£ Azure _ZBE Firewall Threat Defense Virtual |
B 5 VD A X 1PV RS AR M Azure B

c IR B BARMEIRERS ERE, WK 4L Cisco Secure Firewall W 455 FEAS SR H
Firewall Threat Defense VirtualFirewall Threat Defense VirtualFirewall Threat Defense VirtualFirewall
Threat Defense Virtual; %2541 FH Cisco Secure Firewall 1% £ & FH 2% 5k & # Cisco Secure Firewall

Threat Defense Virtual.
B IUN IR B FRE REA , 752 [ Wi & B Cisco Secure Firewall Threat Defense Virtualo

{3 VHD 0 85 £ X IPv6 1R M Azure Z[E

EA] UE A Cisco HefE4i VHD Mg, 1% 5 2 B X Firewall Threat Defense Virtual BRA% .
I FESRLFE A VHD R YR AR AR 4628 Firewall Threat Defense Virtual o

FriaZ |l
o 1T 2L JSON FMRAAH Y FIISONZE A,  LMEAS ] VHD Fl ARM B8 R AR /E Github |35

PN

% Firewall Threat Defense Virtual , & 7] PAZE TR L 48 2155 5 r] #4) AR S 20 3 .

o JEREF A5 ZE ] Azure TP IS Linux BERINL. FeAr T U4 A IR I Linux SEFUHL (4] 401 Ubuntu
16.04) K5 =46 VHD A% FAE 4 Azure. BEWRAGAEAR I 75 24 50G A7 2SRl T H, M
Azure 1) Linux BN AL 3] Azure 774%, FARIN RIS TR,

GHRIE T EAIE ML, W HLL R ke —:
 fifiH] Azure CLI €1 Linux BN

o it Azure ']/ % Linux MEFUNL

o #£ Azure VT, B8N %A AR E Firewall Threat Defense Virtual B4 & H A 7] H B4 K o

R

L1 M Cisco FEAXAF LT (Cisco Download Software) | % Firewall Threat Defense Virtual k4 VHD B4 (*.bz2):
a) A @ > 'E > S > T—RB5 A (NGFW) > Cisco Secure Firewall Threat Defense Virtua.
b) i Firepower BLABEHIER 4.
TR U] SR .
Cisco_Secure Firewall Threat Defense Virtual-X.X.X-xxx.vhd.bz2

2 PATEH] VHD FIBEJEERN Azure fE TS B 2 2 5B 8.
PR3 pith BEXERE (Custom deployment) LI T (1) 4R35 S 4 (Edit parameters). A —ANnl it B & LS HHER .
a) AnE S (Load file), #&J5 %3] [ % X Firewall Threat Defense Virtual Z8 4. 1524 Github F{# ]
VHD F1 7€ X IPv6 (ARM) ##2 ff] Azure Firewall Threat Defense Virtual #8571, 18 0] AR IX B3 BH < an
R RN S HOCAE R 3]
b) B H E L ISON ZHARMLRENG 25 T, ARG MR TE.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-ftdv-azure-gsg.html#id_82702

| 1€ Azure LB Firewall Threat Defense Virtual

==

T

P VHD F1E = IPv6 ik Azure 558 [

HEYE Firewall Threat Defense Virtual #5235 ) H 12 X IPv6 BEAR 2 50 i N\ B30 {8 :

SVFRIE/EBL R RG]

15 AR

csf-tdv

1 Azure H 4 Firewall Threat Defense
Virtual VM v 44 -

vmImageld

/Aoy St esesopy fesegopras Aoids/

Microsoft.Compute/images/ { image—name

FIT B35 FWLAR ¥ 1D 72 A,
Azure FHEENBEJR LS — S BEJE ID AHSC
17

adminUsername

hjohn

JH T-% 3% Firewall Threat Defense
Virtual [ 44 .

AR A 48K “admin”
RO A E R .

adminPassword

E28@40iUrhx!

BTGV .

WA G AR KD 12 8] 72 M7
CERIR RS s S B RES AP [
INGRURE FRE BUT AR IR AT 4L
o

vmStorageAccount

hjohnvmsa

11 Azare fAAiMk ;o #80] LUAT FH IR
AR, o] LA AT A7 gk
Fro AR P AR BERA 20T 3
Bl 24 NFEFF 2N I H A H e

UNCESNTIE R

availabilityZone

fiE T A& AT LS, A TP
AN LR AE5 R 1T HIE X 3 ]
i

WA TR AT PRI &, RS
WHEN “07 o WHERITIEIX IS R ]
XS, JF BB e IE A G
o GZIHALIE 0-3 Z [H] 4

50

customData

{\"AdminPassword\":

\"E28Q@40iUrhx!\", \"Hostname\"
:\"cisco-tdv\", \"ManageLocally\":\"No\",
\"IPv6Mode\": \"DHCP\"}

BFE Day 0 it & H ) Firewall Threat
Defense Virtual $2 {1 7B . RIS
BUR, B LU AN E A
¥t 2

e “admin” H %

*« CSF-MCv TH14

s P& CSF-MCv T H14 5%
CSF-DM.

7£ Azure L ERE Firewall Threat Defense Virtual .



B =5 vHD A0 X IPv6 44T M Azure B3E

7£ Azure _ZBE Firewall Threat Defense Virtual |

g e

RVFRE/ZRERTRB

152 A

'"ManageLocally : yes' - ¥ i & 22 H
{E Firewall Threat Defense Virtual & ¥
L) CSF-DM.

0T LLKF CSF-MCyv it & 4 Firewall

Threat Defense Virtual £ ¥ 25, 0]

PLKAE CSE-MCv _HEAT 1 R c & Jir
T B A o

virtualNetworkResourceGroup

csf-tdv

A5 REAU Y 2% (R B IR AL I A4 P 2R
virtualNetworkNewOrExisting 2 [,
D SHbAE R 55 DA A 2B e 3 1) s 2
AHIA o

virtualNetworkName

hjohn-vm-vn

AP 25 K1 4 F o

virtualNetworkNewOrExisting

new

LS R A 2 i I 1 B ) R AL A
2%, MR HIBUA I R I 45

virtualNetworkAddressPrefixes

10.151.0.0/16

RE LN 2% 1) TPv4 Mk AT 4, 124

“virtualNetworkNewOr Existing” i

BH “new” B AILIEH,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

FEFUPI 25 (1 TPve HUhERTSR, 1024

“virtualNetworkNewOr Existing”

BN “new” WA,

Subnet1Name mgmt-ipv6 T AR
Subnet1Prefix 10.151.1.0/24 N IPv4 BTSE, 1Y
“virtualNetworkNewOr Existing”
BN “new” IN LI,
Subnet11Pv6Prefix ace:cab:deca:1111::/64 BT M IPv6 TSR, 1Y
“virtualNetworkNewOr Existing”
BN “new” Iy,
subnet]StartAddress 10.151.1.4 R IPv4 HubE,
subnetlv6StartAddress ace:cab:deca:1111::6 O IPv6 Hitl .
Subnet2Name diag BB 1 T4
Subnet2Prefix 10.151.2.0/24 BIEEEO 1 W IPv4 BT, 1Y

“virtualNetworkNewOr Existing”
BHHN “new” INAAIA,
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P VHD F1E = IPv6 ik Azure 558 [

SHA AVFBYE/ZEB B R 152 AF
Subnet2IPv6Prefix ace:cab:deca:2222::/64 R0 1 7 IPv6 Aigs, N4
“virtualNetworkNewOr Existing”
EON “new” WAL,
subnet2StartAddress 10.151.2.4 sz 1 1Pv4 Hihik .
subnet2v6StartAddress ace:cab:deca:2222::6 BAEREI 1 1Pv6e Ml
Subnet3Name P iz 2 7 AAFK.
Subnet3Prefix 10.151.3.0/24 g 2 M IPv4 B4, 1Y
“virtualNetworkNewOr Existing” %
BN “new” I hbHE,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 i 2 T IPve A4t 1Y
“virtualNetworkNewOr Existing” ¥
EHON “new” WA,
subnet3StartAddress 10.151.3.4 AP0 2 IPv4 Ml
subnet3v6StartAddress ace:cab:deca:3333::6 BAEREI 2 1Pv6e Huhil,
Subnet4Name B B 3 FM AT
Subnet4Prefix 10.151.4.0/24 BRI 3 7 IPv4 TSR, 1Y
“virtualNetworkNewOr Existing” %
HOA “new” B yahi.
Subnet4IPv6Prefix ace:cab:deca:4444::/64 e 3 7 IPve B4E, 1Y
“virtualNetworkNewOr Existing” ¥
BH “new” W AHA,
subnet4StartAddress 10.151.4.4 400 3 IPv4 Huhil,
subnet4v6StartAddress ace:cab:deca:4444::6 31 3 1Pv6 Hilil.
vmSize Standard_D4_v2 Firewall Threat Defense Virtual VM K]

K/N. Standard D3 v2 A ERIAME

BAIE R, ESRELUT Azure S0AY:
* fH Azure '] GRS E ARM FRAR
* Jl I CLI #i8 AHl ARM B

4 fF ] ARM B IH T Azure [ 88 Azure CLI #(28 Firewall Threat Defense Virtual [5 k3. 2574E Azure L5 ARM

7£ Azure L ERE Firewall Threat Defense Virtual .


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

7£ Azure _ZBE Firewall Threat Defense Virtual |
. Firewall Threat Defense Virtual BR{% R B3

T—2Hit4
* 7£ Azure T 53 Firewall Threat Defense Virtual ] IP Bl & .

Firewall Threat Defense Virtual B15 R B2

BT LAZE Azure [ 77 v A B IR A% 1) 5 A48 8 Firewall Threat Defense Virtualo WA R IR & A IR
A%dE 1) C & i Firewall Threat Defense Virtual BLE SZ41

Firewall Threat Defense Virtual [t BB 14

1] Firewall Threat Defense Virtual SE {7 PR B4 i #2Bk  Firewall Threat Defense Virtual £ FSIC
PATHIE AR, A BT B KRR B b AR B ) 4G RGN AG AT TR] o PR RGO & 7 Pl 7 i) £cdis
JEFN Firewall Threat Defense Virtual #1458 st 72, 12 FRAFWUE 5805 T 0T A2 il s B ks & B b
AT A JLA A B PO 1 R G S AR IME— ID (UUID. JF40°5) o MR FEA B T4 % Firewall
Threat Defense Virtual [¥]JH 2] [], 3X7E Auto Scale #3 h #2 XCH 4.

)

Note o it w15 61t Fi] T S /ME AT M Cisco Secure Firewall Threat Defense Virtual b ({4145 RS ML I
). AN T#A RS H .

N

Note [ 4ij, {fi/f] Firewall Threat Defense Virtual ffJbR [ IWeAG 50 22 () S5 AN ST R EDFH BIAS (PAYG) 144 7] .
PAYG VP& H T BT 302 1 S nT LK eV ol FH T~ 24T PAYG VF H] R8T 1) Firewall
Threat Defense Virtual 375 .

MITE L% 61 22 Firewall Threat Defense Virtual |3 BBAR 1%

Firewall Threat Defense Virtual W% B 6 & JE7F Azure [] 7 7 & 7l Firewall Threat Defense Virtual 52
B IA L G R FE

Before you begin

SRR R I HE/INE) VHD % _LAE 3 Azare 17177 Linux VM B Azure FEAEK P 248, 41
% Firewall Threat Defense Virtual AN 7.2 B @ A ST MG . A7 B A HE /N VHD B
s, 1S Azure fli ] VHD FUZE RS E, on page 18.

AN 1F Y45 35 % B B ) Firewall Threat Defense Virtual SZ5VFE W ST (] & B2, 540 By kBG4
PRALY B B KI5 A4 BEAS
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{3 FA gL 1% 1R BB ZR 2 Firewall Threat Defense Virtual 2451 .

Procedure

HIE #3 Azure [ 1)/, BEFEH P AT Firewall Threat Defense Virtual SE4 #6844 .

Note

R &I & il (1) Firewall Threat Defense Virtual S AE M 21 B KT B0y, ARG E BT SLAD A Hh B 4%,
AT AT AT N H o

2 %R (Resource Group), #XJ5i%E#¢ Firewall Threat Defense Virtual 524

3 siili Firewall Threat Defense Virtual SE49) ¥ i iU il b1 &BITIEHI & (Serial Console).

24 LN AN EFK shell 317 T B e :

B
N

G %\

> expert

admin@FTDvbaseimg:~$ Sudo su
root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

TEMA ] prepare snapshot fi2Hf, RAXWAR—FKFMHEE, FREHANPATHA. %Y B1T7HIA.
EE?%y %ﬁﬁIEl%Eﬁtﬁﬁé§ﬁ§%§bﬂ—f (WUﬁHroot@firepower:/ngfw/var/common#prepareisnapshot -£) , Ei@kfifﬁfﬁ
A B I AT A .
UEBIAS 2% 55 Firewall Threat Defense Virtual SEBISCIERIOPTATATHCE . CLi& 105K . CRCE I B A1 UUID .
MEEFERG)G . Firewall Threat Defense Virtual SE ¢ 1]

LIRS 13K (Capture),

$IR6 /- eI (Createan image) W1, MEiELE (Resource Group) 47412 i 5 30 A ¥ st 20 ) 37 e i 4

LT SNHEGIEMER (Instance Details) #7 HINE, (UHIRFEEBRR (No, capture only amanaged image), X fill# 4t
B

1% 8 Jyf# ] Firewall Threat Defense Virtual SZ{5 (1 FCET ARG G ZE i B HE LG $2 L 22 75

L9 NHEEF + 12 (Review+Create) LA ¢ Firewall Threat Defense Virtual S (15 PR HE AL

What to do next

A FH e R % 357 38 Firewall Threat Defense Virtual S5 . 152 [l i H R BRI 5 347 28 Cisco Secure Firewall
Threat Defense Virtual.

{55 FA R 4% | R BB R 2 Firewall Threat Defense Virtual 3215

Before you begin
Cisco I LL N #AE:
o WAL IR IS AT F T Firewall Threat Defense Virtual SE45 .

7£ Azure L ERE Firewall Threat Defense Virtual .
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. 1§ 1% 1R BBZRZ Firewall Threat Defense Virtual 243

Procedure

S B33 Azure 177
LB 2 SHIH O RS 1 PR 1D
Note
Azure £ BN TEIE CBRIEBLG) B —ANR YR ID. #8311 Firewall Threat Defense Virtual SE {51 75 B & A% 1]
PR 1D
a) 1F Azure [/, ZEFEBRIE (Images).
b) RIS HFEE WG A R PR R AR
¢) AR (Overview) A& g & vE .

d) ¥ ResourcelD & il #|87ifk . Resource|D iEiLKRA:
/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider M icrosoft. Compute/<container >/

<vhdname>
LR3I PR 4k 8528 Firewall Threat Defense Virtual S5 1523 M\ Azure 11/l VHD MBS YRR #%, on page
18,
Note

&0 LA Firewall Threat Defense Virtual ¥ 7i] 5121T CLI 474 show version Il show snapshot detail, LT il &
HJ Firewall Threat Defense Virtual 5241 R AS FVELH {5 S
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