HE iz

7£ OpenStack _E#}Z Firewall Threat Defense
Virtual

s Bk, 1

o v BT . B2 0L

s RS, 2 0

o MENFNPR , 28 3 0T

* RGESR, HS5W

* OpenStack _I* Firewall Threat Defense Virtual [ 2555 b7~ , 25 7 L
* Wi & 2 Secure Firewall Threat Defense Virtual 345 , 2 8 L

* #i% Firewall Threat Defense Virtual , 2§ 8 UL

* ¥ Firewall Threat Defense Virtual#¥tf% 1% 5] OpenStack , 3 9 T

* 24 OpenStack Fll Firewall Threat Defense Virtual g /9 2% JEil it » 55 10 10
* {F OpenStack "% Firewall Threat Defense Virtual , 2 11 71

ARIGEIN PN AE OpenStack 3435 HH1 ¥ °5 Firewall Threat Defense Virtual. OpenStack s&— 4~ 2% 1) I
BAHER BTG, EEEAARBESARSE = FER BRI IRS (aaS) #55, BRIk %
FAHAR G Y o] L P A A

UEFREE ] KVM BRI LIE RE 7 ok B R 2 . KVM 2@ H 35T+ x86 fifif4: 1 Linux H A5 i
LY R (BIsekE /R VT 5B RE 7 % & al k) WA kvmko (FHT
PP O BRI WD) AT— N AC R B (45401 kvm-intel ko)

AT LMEH] KVM SRIZTT 2 AMEAT RAE A E R G WUE I B TINL . AN SERINLACE & F i L
i WA WAL, ISR g 4R,

T KVM BRI RE T OS2 R s &, RIS 75 SeAth 9 AZ 01 5K 2l B2 BT AT ) F OpenStack
BES

\}

¥ OpenStack _I“[f] Firewall Threat Defense Virtual 7] L3S fEAT M PLALIG 2 15 A B .

7£ OpenStack = ZB2& Firewall Threat Defense Virtual .



1£ OpenStack % Firewall Threat Defense Virtual |
B :aes

i £ i F2 7

PLUR A FE 561 T 7F OpenStack ¥ Threat Defense Virtual [ TA/ERFE

. = =
. ‘(1) Upload the '\E) Create the &3) Deploy the
threat network threat defense
OpenStack defense infrastructure for virtual on
virtual gcow2 > OpenStack & —  OpenStack by
image to threat defense using heat
OpenStack virtual template file
(4)
Manage
threat defense
Management B
Center using management
center
TiE= (8 B
1) OpenStack {E OpenStack " #5%% Threat Defense Virtual: ¥ Threat Defense Virtual
— Wefg b A% %) OpenStack.
(2) OpenStack fE OpenStack _I"#5% Threat Defense Virtual: A OpenStack £l Threat
Defense Virtual 815 /) 2% LAk 4 i o
::'/é\] OpenStack {E OpenStack "% Threat Defense Virtual: 1§ ] Threat Defense Virtual
— Heat # M SCH#E OpenStack [ #$°% Threat Defense Virtual.
4 LA 1 F1 4 BP0V PR Threat Defense Virtual

AR

* M software.cisco.com 3XH{ qcow?2 Firewall Threat Defense Virtual B4

* Firewall Threat Defense Virtual 32 £ T IBGE IS OpenStack 35 A1 E R VIM F42 OpenStack 435
TR
H4% OpenStack #EN K% & OpenStack P15 .
* 52 5 T8RS OpenStack SCRY:

Caracal i A - https://docs.openstack.org/project-deploy-guide/openstack-ansible/2024.1/
overview.html

. 7£ OpenStack B2 Firewall Threat Defense Virtual



threat-defense-virtual-10-0-gsg_chapter23.pdf#nameddest=unique_21
http://software.cisco.com
https://docs.openstack.org/project-deploy-guide/openstack-ansible/2024.1/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/2024.1/overview.html

| #E OpenStack %3 Firewall Threat Defense Virtual

R JU) 0 PR )

snFms [

* 52 BAE LIS R i FEAS (VIM) OpenStackSCAY . JEARL I FLA0 FE At 15 it 7 B 2% 5
F4, 4.4.3
o MRHERENK o & LATE Cisco BKATH Lot —
* ¥F1] Firewall Threat Defense Virtual,
* T ARGV PIERASATE By KBS HE L P L
o A WA BV R IR VEGEAS L, 152 ( Cisco Secure Firewall Management Center 45 2
fRrE) g R
¢ ?ﬁ MK

o BT (2) - — N T¥ Firewall Threat Defense Virtual 22 B KBS BLAHLy, H—A
HTeWr; LM T HERE.

o NEBAIAMEREEIT - H T Firewall Threat Defense Virtual 342231 )4 &5 - HLAT 2 2%

« WFHAE:
* T 1519 Firewall Threat Defense Virtual [{]773) IP.

o AL Fr 1Y Firewall Threat Defense Virtual iiAs:
* A 7.0

* H7 % OpenStack 223K, WS RG 2K , P

* 4% Firewall Threat Defense Virtual Fl &G 34514, &S (Cisco Secure Firewall Threat Defense
FERVEFERED) o

SXFFHITH BE
OpenStack _I[1] Firewall Threat Defense Virtual 32 5L T g

* 7 OpenStack JR35 HET 5T 55 L1247 10 KVM B RIHL I #2727 L% Firewall Threat Defense
Virtual.

* OpenStack CLI
* JET Heat B E
* OpenStack Horizon ¥ il i #

* [Pv6

7£ OpenStack = ZB2& Firewall Threat Defense Virtual .


https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_4_3/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-4-3.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_4_3/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-4-3.pdf
https://software.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

B evmms

1£ OpenStack % Firewall Threat Defense Virtual |

* YAl - {3 FF BYOL
o AN Bk BB HE A0y K4S B Firewall Threat Defense Virtualo

o IREHFLFE - virtlO A SR-IOV

Firewall Threat Defense Virtual £ &5 7] B9 1 BE R

Firewall Threat Defense Virtual SCRFPEREE VT, 1% 14F v] ] 3 T35 28 EE SR $E LA [R] i) i -2 )
1 VPN BB

% 1: £ F 2 EY Firewall Threat Defense Virtual iF 7] Th £ PR 51|

HEE= WEMIE (BoL/RAND | RERE RA VPN £ i BRI
FTDv5 4 ¥%/8 GB 100Mbps 50

FTDv10 4 #%/8 GB 1Gbps 250

FTDv20 4 ¥%/8 GB 3 Gbps 250

FTDv30 8 1%/16 GB 5Gbps 250

FTDv50 12 ¥%/24 GB 10Gbps 750

FTDv100 16 ¥%/32 GB 16Gbps 10,000

W2 (Cisco Secure Firewall Management Center 45 B B3 FR 5 ) W “Vrnl” —&, TAEVFAT
Firewall Threat Defense Virtual 1 £ I 1) #E )

TERER L
J95EB0 Firewall Threat Defense Virtual &S, #80] LUY VM FIENLBH TR . BRGNS,
12 [ OpenStack [ HIREFUL RFEFNHLAL

$EWuw R - Firewall Threat Defense Virtual SZHRFECCHYE (RSS), P24 E R i A HTIZ IHBAHS 1) 44
VORI KRG 2N NZ . 15 7.0 ERIRA R S0R. ARAME R, WS THlomn
¥ JE (RSS) 124 RX BAS1.

EBE

IBATRCA 7.4.3 B i hiCAS I Threat Defense Virtual SEG23 A8 B UUA SHINIRIAT 2 BHIAGALAT S5, X
S PEEERI G ERA I PG T o IXMSIER L IEH 1o W RBEAAE R 3 A KT Bl A5G H,
B D BT e Ik, AT AT E 3 BB E AN SEAERRAMT A .

TR PRI, A2 T EORT R P 6

. 7£ OpenStack B2 Firewall Threat Defense Virtual


https://docs.openstack.org/keystone/rocky/admin/identity-performance.html
https://specs.openstack.org/openstack/nova-specs/specs/rocky/implemented/libvirt-virtio-set-queue-sizes.html
https://specs.openstack.org/openstack/nova-specs/specs/rocky/implemented/libvirt-virtio-set-queue-sizes.html

| #E OpenStack %3 Firewall Threat Defense Virtual
zgzx |

Snort

o GRS RS R AT A, BIU0 Snort B BR8] 4 BE e H], B3 VM B R 219, siE AT
FEAHEFERS, 35 M Firewall Threat Defense Virtual A1 VM TEALCE Hid& . W B4 CPU 1S
Bl NAFS 1O A F S DA/ 5 B H KA By -6 ) AT SRR

* 4 Snort <IN, MELH|E CPU A VO IR . iR AENAFAAL HEAEH CPU AL E
@117 T K& Firewall Threat Defense Virtual 5245, U] Snort 5 75 ZAR KB 8] A BE < 4], X T
fZE Snort Lo

R FFRITNRE
OpenStack I [f] Firewall Threat Defense Virtual A~ 32 LA R #5-Jii :

* Autoscale

e

FHRIRHIFR IR
1 R R
A

AR ASHFRE T

BORAE T RTIEAT %4 o T2 % Threat Defense Virtual 10.0.0 J&, #JGik BRI LUAT IR AFIRAS . 22
IR BB RRCAS, 20T i i B

OpenStack FMELAZIAT 5 AR SCRF IR BEAF R AT 2K

3 2: 7% OpenStack BTE - FER K

%51 T HERIARA it AR
45 B AE UCS C240 M5 AIE T 2 6 UCS RS 4%, 2

5 H T os-controller FI
os-compute 17 o

IR R 2 VIRTIO. IXGBE 1 140E X SRR UK B FE T
BHERS Ubuntu Server 22.04 IXJE UCS JIRSS % b st il gk
ZIN éﬁi o

7£ OpenStack = ZB2& Firewall Threat Defense Virtual .



1£ OpenStack % Firewall Threat Defense Virtual |
B 7s=x

%3 X FFHIR A it AR
OpenStack JigtA Caracal JitA & Fh OpenStack A 1741

fFR, WU

https://releases.openstack.org/

Threat Defense Virtual 3 A F S FFEYIRIER 5 -
* 3 F Threat Defense Virtual k7S 10.0 (Caracal):
Caracal FRASSZRFAELL AT R 48 EHEAT A
* Ubuntu 20.04. 22.04 F124.04

* RHEL WA 8.4, 43 CVIM/HVIM hRA: 5.0.3

« 3F 7.2.9 ZHi#Y Threat Defense Virtual f7s (Wallaby):
Wallaby JEASSCHFAE DL A7 F 5
* Ubuntu 20.04

* RHEL ii A 8.4, i CVIM/HVIM JiEA: 5.0.3

R 3 BE VIMIEE OpenStack BIFE 4 FIEHEE K

]| B2 3:0) 77N it AR

R 45 g higift UCS C220-M5/UCS C240-M4 | g i{fi ] 5 & UCS k4528, I
1 3 & H T os-controller, W&
£ H T os-compute 7T R,

IR B A % VIRTIO. IXGBE 1 140E XL SRR IR B FE T

R VIM A BRI VIM4.4.3 HRVEANE R, ES IR ER

& JOLE=T AL SEAE e B B SR 4.4.3,

* #HAER Y - Red Hat
Enterprise Linux 8.4

* OpenStack A - OpenStack
16.2 EUIIRA)

OpenStack F&#A31
TR R T AT, DOSCHHTH AN UCS k454511 OpenStack H 5

. 7£ OpenStack B2 Firewall Threat Defense Virtual



https://releases.openstack.org/
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_4_3/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-4-3.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_4_3/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-4-3.pdf

I 7£ OpenStack L #FE Firewall Threat Defense Virtual

[ 1: OpenStack T & #h#h

KeyStone !

—

Hornzon

Glance

= |
-

Neutron

Neutron networks

OpenStack _t Firewall Threat Defense Virtual &7 425 $h w451 .

Neutron networks

OpenStack _t Firewall Threat Defense Virtual B/ 4& 4R $M 7R

(1l

IR T AR B kB0 R Firewall Threat Defense Virtual 199 2541 48 7~ 451, 7E OpenStack H o4
Firewall Threat Defense Virtual fit 5 7 4 A~ R 2. WEFISNED .

[%] 2: OpenStack - 1$ 8 Firewall Threat Defense Virtual 1 Firewall Management Center Virtual 8935+ R 5]

Swilt

Glance

W

Neutron networks

7£ OpenStack L ZF& Firewall Threat Defense Virtual .



1£ OpenStack % Firewall Threat Defense Virtual |
. #N{a &2 Secure Firewall Threat Defense Virtual i &

W{] & T2 Secure Firewall Threat Defense Virtual 1% &%

A5 PN IR Pk B B K Secure Firewall Threat Defense Virtual.

Secure Firewall Management Center

L S A PR KB #5828 Firewall Threat Defense Sz 57 [ 58 & A4 K ThREAIAC &, 15 HT B kG4
Hpy (AR B KBS RS R8s SRECE W . ARG, S Secure

Firewall Management Center >k 2 Secure Firewall Threat Defense Virtual

| A

EERW EAGERINAE R By kR A EEgS R B KBS BE Py SRS B Firewall Threat Defense 345, fE A H
Bl K BB A I BRAR ARRCE HLIIRR S, B OGVET A B KBS E L K4S B Firewall Threat Defense 1
%y BRARGSAE P A RO B D) R T I B BE T RE DM By ks B bty e 19— 71, 418 ) Firewall
Threat Defense ¥/l 7 K58 BErp0y AT, BT KOG & B B SN BRI SS SS 1 25 H

EE O OHAT, ERATRALE By kb B BLAs U E TR B B KRR FE R IR, e IRR. RN
Firewall Threat Defense B4t & )& BLSAURS, THHEIX— .

Cisco Secure Firewall 1% & & 1822

MIAS 7.6.4 TFUs, AT LA B k855 24 B #8857 2 OpenStack | [1) Firewall Threat Defense SE 44 -
B <k B 24 P 2% 2 K 228 Firewall Threat Defense ¢ £5 _F #0020 10 WebFiHl o B w] DUEC B /N 15 Y 2%
B IR EA D B . IE/= i B A S — G Bl &ML rt, ExXFhpad, o
FHEPERE 2 5o B B AN R I I 5 KiE s R N 4 . A OCTEAIME B, 2B Cisco Secure
Firewall & £ 5 FlL 2% K4 H Secure Firewall Threat Defense Virtual

)

AR AR B KRS R PR WA, 12 [ Cisco SecureFirewall Threat Defense St 25 1 F6 1

=2 Firewall Threat Defense Virtual

MERHEMLH 737 Firewall Threat Defense Virtual [¥]7~15] Heat 1554 . 1% OpenStack JE il it 9% 5 1)
PRI AAE Heat MM (Deploy os infra.yaml) SCfEH, CLGIEEMS. T MRS R . &
{R1MI7 , Firewall Threat Defense Virtual #7520 88554 LR JLASH 43

* % Firewall Threat Defense Virtual qcow2 Bif% 4% %] OpenStack Glance 55

o Bl Y 2% Rl s i -

. 7£ OpenStack B2 Firewall Threat Defense Virtual


threat-defense-virtual-10-0-gsg_chapter23.pdf#nameddest=unique_21
threat-defense-virtual-10-0-gsg_chapter23.pdf#nameddest=unique_21
threat-defense-virtual-10-0-gsg_chapter24.pdf#nameddest=unique_23
threat-defense-virtual-10-0-gsg_chapter24.pdf#nameddest=unique_23
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

I 7 OpenStack 3 Firewall Threat Defense Virtual
4% Firewall Threat Defense VirtualB {5 1% 2] OpenStack .

TS
* M (Subnets)
o P g
* fill## Firewall Threat Defense Virtual 34 :
it
« BN
* F5) 1P

. Sl

SE AT LU B LU 20 BR4E OpenStack [ #35 Firewall Threat Defense Virtual.

1% Firewall Threat Defense Virtuali®{% 1% £l OpenStack

¥4 Firewall Threat Defense Virtual qcow2 B4 5 i) £ OpenStack #4515 5, ARG REW% _EALF
OpenStack Glance %5 .

FIaZ Al
M Cisco.com % Firewall Threat Defense Virtual qcow2 3L I8 HBUE Linux £ L

https://software.cisco.com/download/navigator.html

)

B T Cisco.com &%/ BAUERHRS & TH

UK

PR K qeow2 WHR LA B OpenStack F5 il #5515 £
I8 2 ¥4 Firewall Threat Defense Virtual W% 4% %] OpenStack Glance li%5 o

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
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| ID | Name | Status |+
| 06dd7975-0b6e-45b8-810a-4££98546a39d | ftdv-7-0-image | active |+
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root@ucs-os-controller:$ openstack stack create <stack-name> -e <environment filesname> -t <deployment file name>
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root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml
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root @ucs-os-controller:$ openstack stack create ftdv-stack -e env.yaml-t deploy_ftdv.yaml
=l

Fm - o +

| Field | Value |
Fm - e +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | ftdv-stack

| description | FTDvtemplate

| updated time | None

| stack status | CREATE IN PROGRESS

| stack status reason | Stack CREATE started
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root @ucs-os-controller:$ openstack stack list

7£ OpenStack = ZB2& Firewall Threat Defense Virtual .


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv

1£ OpenStack % Firewall Threat Defense Virtual |
. £ OpenStack %R Firewall Threat Defense Virtual

Al

o o o Fo————— +

| ID | Stack Name | Project | Stack Status
o fom R i e et et et Fom +

| 14624afl-e5fa-4096-bd86-c453bc2928ae | ftdv-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE

\
| 198336cb-1186-45ab-858f-15ccd3b909¢c8 | infra-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE
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