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o
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 FEIFURTE 0T, T IR T4 1T
* THH RIS ILAR DT (K22 AT I o
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DL 2 St A o J7 S s 160 OCT A PR AN SR -
1. ARPF4E

N

AR R ZUE OCT H P s A B 53 4 R Bt Y R

@5 Oracle zx LA it T W AT ™ T (K020 o IERAF A2 AT P K™ (A OGAL, WE
T AT . A OCEIE AU, WS A
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https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionscreatinggroupsusers.htm

| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755
sizzt

R AR, SRR LIRS B4 ERIE S, TR A OCI > B4 F1R £ (Identity &
Security) > 5B (Policies) > €Il 5 B% (Create Policy). @l LA N Sl I ILAR NI Pl i 4 v .

« V41 <Group_Name> 1 ik 55 4 [X. < Compartment_Name> 11547

* f2VF41 <Group_Name> 1% 55 % [X. < Compartment_Name> H1 #4443

* L4 <Group_Name> & FHI B L [X <Compartment_Name> H () 3 5

* VP4 <Group Name> 25 2% [X. <Compartment_Name> 1 {355

« VP4 <Group Name> UK 25 41X <Compartment_Name> T ff1f&47

* fe¥F4l <Group_Name> {#f FI [ % [X. <Compartment_Name> H1 AR c iy 44 2% [F]
* VP4 <Group Name> I B % [X. <Compartment_Name> ) H 2520
* V41 <Group_Name> i K 25 4 [X. < Compartment_Name> 111 52451t
« A4l <Group_Name> i FFL) 1) Cloud Shell

* SeVF4 <Group_Name> BIBCHL ™ H R G2 A4k iy 44 25 1]

* VR4l <Group_Name> & HLFL 7 b {47 it 22

A\

AR st n] DIZEAL S GO R B . RnT DL B AT WOE TR BT A OB .

3. Oracle THREBYFL IR

%Lk Oracle DIRERENS VT i) 73— Oracle AR B VIR, TR iZTh RE L& EBIASA T, ARG 6
S A SRS LA T %l AL IZ IR A U5 B

4. BIEmn7S4E

LAY, 1% OCl > H#pFI& £ (Identity & Security) > F1754H (Dynamic Group) > £l
B #1754 (Create Dynamic Group)

FEANEE )AL 5 2 LA A
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
ARENEHELHAGE LR, HSMH:

* https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm

* https://docs.oracle.com/en-us/iaas/Content/Identity/ Tasks/managingdynamicgroups.htm

5 AFNTSESERE

BEURINGENS, 1552 OCl > B Fng £ (Identity & Security) > 5k E& (Policies) > 6| # 5k % (Create
Policy). R LA SEBEE I F1 4 -

RVFEISH <Dynamic Group Name> ¥HHIBELX <Compartment oCID> "PHITAT BHIK
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https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm
https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm
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M GitHub T34
FTDv - OCI Autoscale fi# ¥k 77 £ EAE N GitHub fAffFEFEAE . S8 A] LAl B 32 B el N8 e

Python3 I

] LATE 5 B A7t PR rh $R.3) makepy SCIF. RT3 4% Oracle D RERIBIH SCAT 4l Zip SCIF; # e
IS HIB ARSI R T HATIXEAT S, M HE Python 3 FABE.

I Python JHIA L BEH T~ Linux M55,

iR Ei &
WAZBTE LA B T -
1. VCN

WA FTDv W 5 22602 VON. @8 BA B MK VON, M 58 2 /04— Ak 21 TLHE
WA )i BRI T

B VCN F{5 &, 12 [ https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm.

. EREFTH

WRHE 7204 FTDv W QU 7. SRR oAl S St vk Uy %€, FTDv SEGI 2 4 A1 R4
AEIBT .

AREETMRER, EZH
https://docs.oracle.com/en-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview of VCNs and Subnets.htm#.

. NERF M

TN ZEARE T “0.0.0.0/07 34 HIP M RS EE o b1 WAL SR FTDv i Ah % 1
AT [e) LI (R SRR 8% o B DR A R il Y RS I NAT 5K

AR, HSLLUT R
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managinglGs.htm
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To create a NAT
gateway
SRR
X A B NAT/HIR R 9 5C H  FE Fe7~ R AL

XfF ETDv is ARG, #n) DL I 3 11 80 26y iv) Je Bl IR 45 2% (169.254.169.254).

5 ZEFM
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/oci
https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/creatingnetwork.htm
https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/creatingnetwork.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingVCNs_topic-Overview_of_VCNs_and_Subnets.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managingIGs.htm
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NATgateway.htm#To_create_a_NAT_gateway
https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NATgateway.htm#To_create_a_NAT_gateway
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FHTRIN R AT, XFEE AR FEN FTDv [ SSH wl Vs 1Al 14
6. Function F&
T W FH T Oracle Functions 3% .

N

AR LA ZUEATE] NAT GW i AN HIKI GW) (¥ 0.0.0.0/0 B&HH.

DAZNFE Firewall Management Center Virtual fil Firewall Threat Defense Virtual[f] NSG (4% 22 4x21)
FVFIEF I [¥) NAT GW 1A 3L TP

7. ®2A-FTDv E=HIpME&ZR 48

j FTDv St & 22440, LLARVF Oracle DhAE (LE[A— VCN H) #4751 FTDv 1% F bk (1)
SSH 4.

8. WREFMEMBATIE

BT G A7 it iy 42 25 A AL s Ml , A7 configuration.txt SCPF. #4200 configuration. txt
AR TE A SR K o ST 4330 0E URL W] AR BRI 1A) 4 11

A\

FR 6i{E FTDv S2ffnl i HTTP URL 5 i) & B4R DL R AL E .
s

Y FTDv 3 s, SPIATLL R 72 s copy /noconfirm <configuration.txt file' s
pre-authenticated request URL > diskO:Connfiguration.txt

iy 4 % FF EE ] configuration.txt SCAEAC & ) FTDv )3 5.

Cisco Secure Firewall Management Center/ &5 5514

&R LLE H Cisco Secure Firewall Management Center K #! Firewall Threat Defense Virtual, 1X/&—
MNINBEFF A 2 W45 B2 o Firewall Threat Defense Virtual [7] %573 lic 5 Firewall Threat Defense Virtual
RERIMLRE BEE O B FMC EIF 5 2 38145 .

)4 Firewall Threat Defense Virtual Fo & FIE#L TG XTS5, BLFELE 2 & e es bl SR s R 22 26 o
I 2. e dl b 1) A c B H0HS 9 425 21) Firewall Threat Defense Virtual SE471]

DA 745 ] SRR HE 2% By KOS Bl IEAP IR . A OCREF M 78485 B, 1204 (Cisco Secure
Firewall Management Center Fic B4 ) o #E& D7 KEE B N, 3R DR IC SR LU A R

* Cisco Secure Firewall Management Center 23 H IP #ihil:

s P AR CnF s 7T WA R, s Ziteqt 2 AN P AR e
o R FR

* Cisco Secure Firewall Management Center 15 ] 5 i 42 Fx

* Cisco Secure Firewall Management Center NAT 5l 42 Fx
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. 1£ Cisco Secure Firewall Management Center F1 €132 5 1

© WA

£ Cisco Secure Firewall Management Center 4 £1]3& f 1

7E Cisco Secure Firewall Management Center H 6l it B AT Admin BRPIHTH 7, LME{UE Autoscale
Manager i/ .

\)

B BWAIE — A% H T Firewall Threat Defense Virtual Autoscale g4 7 2 Cisco Secure Firewall
Management Center 70Kk, BAB 15 HiAth FMC ik & mpss.

UK

£ Cisco Secure Firewall Management Center 1 817 5 Admin SURHIHTH P« EFFRSG (System) > B F (Users),
SRJG A BB A (Create User). JH /744 WA%50%F Linux %%

C B AT, SMIET R () FFRIZ O
- AN
C RBILETHF () TSk MARETRE RIAEAN () 5 (@ SR ()

FRAE PRI 5 o ) P kI, e S B, 152 (Cisco Secure Firewall Management Center Bt & 15F5)

B I%&H
o] DAMEH & S AR TR, HFEZ GRS LT, NI —/ME &, AR50 H N R
W B2 BN ) BT L & A 1% 3 Firewall Threat Defense Virtual SZ41
puk =

TR EFRE > KEEE.

W2 IR N RS kR RN
o R PN E S B i

P4 SHE (OK) LAEIE B &4

B1) 3 P 4& F0 EHLXT &
B LU N E T Firewall Threat Defense Virtual it & % % .

. 7£ 0CI %R Firewall Threat Defense Virtual Auto Scale )R 75 3



| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755
e nat 58 ]

UK

$IE1 A4 4 oci-metadata-server H IP iy 169.254.169.254 (1 E=#H1.
$18 2 734 4 health-check-port HAE 4 8080 [ 1, BT 7522 61 G AT Aa] T A3 11

HIB3 QI N, RGERIED (Interface) > &£ X8 (Security Zone), EFFEEEH (Routed) /425, Az 14
HEZFR, 40 inside-sz

HB A QIESMEE T, KKIEFIED (Interface) > B2 X1 (Security Zone). E# B ¥ (Routed) 1AM, 14
HEAFR, 14 outside-sz.

£1]3Z NAT R HB%
B NAT SHEns I+ 00 b 21 NAT B, DUER I AN D R BN AR, AR5 K b SR ms i
B350 Auto Scale Al EE 14 55 41 .
puk =3

P EFIRE > NAT

PIR2 NFRRE T hykd, SR inpEEE NAT.

WIE3 {LAFR (Name) T A ME— I FK .

I 4 i N1 (Description) (AJik) .

LIRS FLE NAT U, A G NAT JEUUATNY F NAT SEBS 14683, 152 (Cisco Secure Firewall Management
Center WAL ETRR) W04 BT HINC E NAT. FESR T 38R A 74
& 2: NAT 7]

- Directien Type Source Dastination Original Original
Interface Objects  Interface Objects  Sowrces Destinations

¥ NAT Rubes Bafore

& £1atie [Ap— I eerr— y——

]
&

¥ Auto MAT Rules +

.i-:-'-.;.ia!i

L
& & & &

¥ NAT Rubss After

FB6 fHRTF-

£l NAT &0
SR ) NAT HLIU200% P s AR SN 30 11 TP M 10311 32K NAT BV B 15 L1 bt

4 (PAT). H5TEYNME B, 15 (Cisco Secure Firewall Management Center ¥ 4510 & 874 ) 1K)
kBB ARG B NAT
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548
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B oznaran

o E NAT Smg P i LAUR 2 2l el
UK

P Y ANSHIBIPIRBUAS A E LN NAT R
o PRI AMERIX IR
o HARDKSL: Pyt aR
* JRURYR: any-ipv4
* JRAG HAR: BHED 1P
* JRAAYE . BRIA
* JF A H AR health-check-port
o UHAHRUE: HAREE D TP
o CEEH HAR: oci-metadata-server
o ORI 1. BRIA
o UHARI H RS . HTTP

FEES T A SSRGS A NAT JLU .
B 3 NSEIE(TIRIR NAT L0

Interface Objects Tranulaﬂon PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd v Translated Source: Destination Interface IP b
() The values selected for Destination Interface
Original Destination: Source Interface IP v PEfota b e Dt et AL e R
@ The values selected for Source Interface

Objects in 'Interface Objects’ tab will be used Translated Destination: oci-metadata-server v 9
Original Source Port: v @ Translated Source Port: v
Original Destination Port: oci-health-check v @ Translated Destination Port: HTTP v @

P2 ks RO AT E LT NAT A0,
o PRI AERIX I
o HARXIR: AMTX I
« JRUBYE: any-ipv4
* JgdR Hbs: JE#ZE 1P
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© JRAAYER s BRIA

o J5ilh F A3 : health-check-port
o CEHYR: HARE D TP

o O HAR: oci-metadata-server
o TR . BRIA

o U H RS H . HTTP

NEES T e AR OUR A NAT JUU .
B 4 HIBETRREE NATHL

Interface Objects Truul.l-l:inn PAT Pool  Advanced

ALl |

Original Packet
Original Source:* any-ipvd

Original Destination: Source Interface 1P

wn\‘! walkals SelaCteg fol Souence Interfae

Objects in "Interface Objects’ tab will be used

Oniginal Source Port:

Original Destination Port: oci-health-check

Translated Packet

Translated Sounce: Destination Interface IP w

{jTM vialuts Seleted for Destination nterdade
Objects in Interface Objects” tab will be used

Translated Destination: oci-metadata-server v
Transiated Source Port: v g
Translated Destination Port: HTTP v QD

[FIRE, thnr DA SR S T NAT R, FERs i HEi% 2] Firewall Threat Defense Virtual £ L.

B2 77 5] SR B

W0 B U T 42 5 LA SR VE NN B BN . mT LG B P 00 75 SRS 1R Vg n) SR, WY VR ATk
B XS, DS A/ b 1 By s R B 4% . ZE VT M SIS, U s S e £ & 52
B 2 AR FR N 28 i RS 40 720 U0 1 L A R R HE ) R AT A R G 2, 152 W)
(Cisco Secure Firewall Management Center % £ BB 8 R )  HIU5 1145 il B U] e A2 S 8 o

P SRME 2 BORF Bt 4l (MM RIS AT QIR M Ps s ) SR .

UK

P MKIRIE PR > i e 12 .
$IE2 fUHFTEKRES (New Policy).

IR 3 ELFK (Name) A1 (Description) (A% Hrr AME— A FRATE A
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html#ID-2176-000005b6

7£ 0CI B2 Firewall Threat Defense Virtual Auto Scale 'R A % |
B nz=e

LA B E AR E AN, FXHEAEE, W2 (Cisco Secure Firewall Management Center % 75 ALE fR /)
D7 Il 2l

HR IR AR, 2R R .

FTDv (1245 H TR E A 20 e Ad B (904 FTDv 5241, IF B e iR T 2 AE H (19014 Rest
APL I ER .,

DIE, St EEANIS L ORAF AAR B A o % B B SO 28 HLAF AR, DAL AS SE VR BLAE SO 5
ORI . B L RER A I ks 5

LU T A ERPUE D, AT EL R A

UK

FE QIR R

OCT PRI SR AIL 22 A B AN ORAF T B B IR 55, LA R e ATTREA T s Al (1 U535 . A, NiAE 5 Autoscale
fiff R g S (R FL AR o0 A I AR R 12 e Db B DR B AR CRIR R ) o

2 OCl > B#F1& £ (Identity & Security) > R EE (Vault) > i£F 5 ) B FHIRE E (Choose or Create New Vault)

%
g
N

B TN =Y.

it A 0 A A R I Al A A

% OCl > H{3F1%k £ (Identity & Security) > RE E (Vault) > & 6|2 % %A (Choose or Create Key)
MERS € FEPIEFAT B KIZ .

1. AES-128. 192, 256

2. RSA -2048. 3072. 4096

3. ECDSA -256. 384, 521
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/access-overview.html#ID-2176-00000005
https://docs.oracle.com/en/database/other-databases/essbase/19.3/essad/create-vault-and-secrets.html
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4% Firewall Threat Defense Virtual & & 3244 .

5: BIE =R

Create in Compartment

<>

Protection Mode @

Software v
Name

My_key
Key Shape: Algorithm (&) Key Shape: Length

AES (Symmetric: key used for Encrypt and Decrypt) 4= 128 bits e

Import external key

Create a new key by importing a wrapped file containing key data that matches the specified key shape. For more information, see [mporting Keys

FE3 QEnEEL. .

1.

2.

#:42 OCI > #TFF CloudShell (OCI =#iw) (Open CloudShell [OCI Cloud Terminal])
e <Password> 1 4 B it K AT LA R i .

echo -n '<Password>' | base64

I S PRI v, ARSI 3 ity RN 32 i 26 %55 4H OCID. ¥ LU R A, AR5 T encrypt fir 4>
* %% KEY_OCID % it 4y #& if% 81 1) OCID

* ¥4 Cryptographic_Endpoint URL 54§ A 5 1) LR 2 1) i %% ¢ i URL
B S B
mEWS
oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

M i 4 ) 4 P RIS, AR AR i EEA ) E AT

A 7% Firewall Threat Defense Virtual Fc & 34

IS PR RT BE O B8 s 8 v R T

UK

PR AEHE AR M A S AL
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7£ 0CI B2 Firewall Threat Defense Virtual Auto Scale 'R A % |

S £ EiEt] i3t A

tenancy_ocid TR H TSI P BT IR BRI 1) OCID. B2 7 fift i fo iy A0 7
OCID, WEZ LA,
HL/* OCID Qi R -
ocidl.tenancy.ocl..<unique ID>

region AT R AL 0 TR ) DRI P B AR
759 - us-phoenix-1. us-ashburn-1

Ib_size TR FHT-0 52 SRR P9 #8788 A 2 PR PO BT 58 (N
FUITH D FRRREAR o
YR : 100Mbps. 10Mbps. 10Mbps-Micro-
400Mbps. 8000Mbps
75: 100Mbps

availability domain FRFHR 7~ - Tpeb:PHX-AD-1. Tpeb:PHX-AD-2

pE s
ERIT YRR A, THS P IeAL .

min_and max_instance count

(&l
J
3
=
m

T Ay SR A S 4G v O B (%) B /N R B K SE AR
s 1,5

autoscale_group_prefix FAF R FH T xp 3 I A PSSR 1)l (1) P A7 9 0 i 44 IR T2 . 49
wn, WRBHIHATH A “autoscale” , W FT A R YR %
21N )7 A 44 - autoscale resourcel
autoscale_resource2 %5 .

mgmt_subnet_ocid AR SE R E BT MK OCID.

inside_subnet_ocid TR LE R A8 M 1) OCID.

function_subnet_ocid A ¥ A 1Y) Function T M ] OCID.

outside_subnet_ocid TR LAF 4887 M ) OCID.

mgmt_nsg_ocid T H TG () BT Y 4% 22 421 1) OCID

inside_nsg_ocid TR AL (1) P 385 9 % 22 441 1) OCID o

outside_nsg_ocid AR B (AT W 4% 22 4221 1) OCID .

elb_listener_port 125 7 e B B 8 K A 2T W R PR LA i 11 813

A~ 80
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https://docs.oracle.com/en-us/iaas/Content/General/Concepts/identifiers.htm#tenancy_ocid
https://docs.oracle.com/en-us/iaas/api/#/en/identity/20160918/AvailabilityDomain/ListAvailabilityDomains

| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755
/% Firewall Threat Defense Virtual & & 324 .

S £ 6 il 15 AR

ilb_listener_port SCASTN CLIE] VA S S B AT AT T R T84 s 1 815
il 80

health_check_port TR IBATIBATARGUL AT (14 S A3 P4 18 8 1) i e 9544 i 11 o
il 8080

instance_shape FIF LIS TEAR . TR AT 5 23 B 45 5481 1) CPU

Hom . WA R At 2
TRFRIEIR: “VM.Standard2.4” FlI
“VM.Standard2.8”

Ib_bs_policy TAFHR P 1A BSR40 B M85 I i FX) A7 B A1 4 SRS
BT RAT R A I B g A AR IR PR 2 A5 R, T
2 At

YHEI{E: “ROUND ROBIN” |
“LEAST CONNECTIONS” . “IP HASH”

image name TAFHR FI T B S5 e 1) T S AR AR A4 R

PRINME: “Cisco Firepower NGFW virtual firewall
(NGFWv)”

2
YR AR 1 OB, UL 25

custom_image ocid Z¥{.

scaling_thresholds

(il
Jo

N
=
=0
s

FH T P9 7 FE RS B 19 CPU LA il LI
OB BT RS B RSN I T

A~ 15,50
Hordr, 15 2 RBIME, 50 Z4Mad M.
compartment_id FLFH BRI BRI BR B £ X 1) OCID.

7~ ocidl.compartment.ocl..<unique | D>

compartment_name P i B 1 DX [ 44

custom_image_ocid FrrE WIER AR TS, T sLpneE 1 B e Xk
411 OCID.
AR

custom_image ocid J& il i% 2 %
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https://docs.oracle.com/en-us/iaas/Content/Balance/Reference/lbpolicies.htm
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7£ OCI %R Firewall Threat Defense Virtual Auto Scale 2 5% |

2%

iRz

152 FA

ftdv_password

3

<

Firewall Threat Defense Virtual X in s 7% A 1415,
HF-ifid SSH %4 3] Firewall Threat Defense Virtual
BOE . AWM S, SRS,
B2 Ak

ftdv_license type

Firewall Threat Defense Virtual {F A 3E 258, wI L&
BYOL & PAYG. HTHI>Z#f BYOL.

cryptographic_endpoint

IV P TR SR URL. 2 ] LA
HRF.

master_encryption_key id

FF s s i i) 2531 OCID. Bl mJ LALE LRI p 4%
#,

TR

master_encryption_key id Fl cryptographic_endpoint 4%
20 T A — DR

fmc ip

Cisco Secure Firewall Management Center ] IP ik,
% 12k P Firewall Threat Defense Virtual SZ41 [
B K A HL L TP
FRE
HE MY Firewall Threat Defense Virtual 7 T [f]—F
|_JE]L By KB B 1P AT H, A5 W2 2
ILP H T I HoAt i o

fmc username

By K B B WP I R 4 BEDOEN) Firewall
Threat Defense Virtual S| HELE, St P 445 H T
B B KBS LR TR

fmc_password

I T B KB B S 5 A7 R ] o
MR, S IAL .

fmc_device group name

By K B B L b i AN 4L, I Autoscale
iR T7 221 T Firewall Threat Defense Virtual ¥4 #
SRS IMENZAL T, DS AT LUK AH [ (1) 55w RITC R
T X £

enable memory based scaling

bool

M Cisco Secure Firewall Management Center Virtual &
i Firewall Threat Defense Virtual PN /745 F 1% 6. 18
JA LRSS, tn] DUARYE A7 MR BT g . BRIA
] CPU FIHI %
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4% Firewall Threat Defense Virtual & & 3244 .

2% HiRER

152 FA

fmc metrics_username LR

L JAa il L 5 #r k enable_memory based scaling K
ERENAERI 2, WIFFEE—ANEIR ) By K B 0
F P, BRIk PR R T BT A IE AR IS AT
Firewall Threat Defense Virtual SEBIHEE A AAAF 17
o

fmc_metrics_password L

g e AL B KGR B L T S . AR
Unfe N Es R RSy, TSI IAL.

fic & A4 FR (Profile Name)

B2 OCTH [T BCE S PR B m] RAAE T (G
B FHE R

“oracleidentitycloudservice/<user> @<mail> .com”

X GAT fih iy 4 73 ]

EAEAE AL I U ME— bR AT . H R OCI>F
2> HFERER

BRI

IX FHAE Docker & sx 1%, AL Oracle-Functions
HEE B OCI HesiEMEF . % OCl > &4
(Identity) > Fi 7 (Users) > fl P58 (User
Details) > H3I8ES % (Auth Tokens) > 4 B £ h#
(Generate Token).

FHIE2 LU KA1 E Configuration.json SCf4:
{

"licenseCaps": ["BASE", "MALWARE", "THREAT"],

"performanceTier": "FTDv30",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "<autoscale-access-policy-name>",

"fmcNatPolicyName": "<autoscale-nat-policy-name>",

"fmcInsideNicName": "inside",
"fmcOutsideNicName": "outside",
"fmcInsideNic": "GigabitEthernet0/0",
"fmcOutsideNic": "GigabitEthernet0/1",

"fmcOutsideZone": "<outside-zone-name>",

"fmcInsideZone": "<inside-zone-name>",

"MetadataServerObjectName": "oci-metadata-server",

"interfaceConfig": [
{
"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "inside-zone"
}l
"mode": "NONE",
"ifname": "inside",
"name": "GigabitEthernetO/0"

"managementOnly": "false",
"MTU": "1500",
"securityZone": {
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"name": "outside-zone"
}I
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetO/1"
}
1/
"trafficRoutes": [
{
"interface": "outside",
"network": "any-ipv4",
"gateway": ""
"metric": ll2ll
}I
{
"interface": "inside",
"network": "oci-metadata-server",
"gateway": ""
"metric": lllll

}
]
}

HUE3 i L E % E R B BT Configuration.json.

W4 BRCE SO F AL B S A7 2 ]
WK configuration.txt ST b A% 2 = QUL GAFf R 8], IR AR (R SO B P04 4 B0 R 37 K
pait 4
HPRAEHEAR T 5 T A H configuration.txt A& 43 36 1E E K URL.

iR

7£ OCI W BT 43 B6AE URL I 7 355 SCRIAI R), SR IR% I TR BUE S K, REAEMR L7 40T 30 18] 21300 .
SIS Qg Zip XAt

A DAYE S B A7 R 4R B make.py S AT python3 make.py build #74 BLGIEE zip SCF. HFR SRS BUR

SO

Wed Apr 21 09:35 AM [sumis@SUMIS-M-41KG target]$ tree -A

L]

Dracle—Funct%ﬁps.zip
README . md R

asav_configuration.txt
deploy_oracle_functions_cloudshell.py
templatel.zip

template2.zip
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ZRZ Auto Scale R E .

INE Auto Scale fRR X

TESERGRE b &0 B )5, THGAIE OCT Hidk. & nT LM Cloud Shell $047 T2 5 H Cloud
Shell AT o S IIRRAS 13 B B A SR ] A GitHub £7-if 22 3R
FHERE

Uity 2] 4iii Autoscale R 7 ZE B AHE AP IR: HE Terraform ik 1 Hikk. #3# Oracle Thfig, AR5
HE Terraform AR 2.

#2Z Terraform Template-1 %
UK

L1 R OCI] .
X 38 R AE BRS04 Ao TR A T ) X 3
T2 RBEFEARRS > ZRETESS > HEHK > CEHRK

I BIBCE (My Configuration), 2R J5i%£¢ H s 32 1) Terraform templatel.zip SCAEAE 4 Terraform fic & 5,
Wt E s

7£ 0Cl %32 Firewall Threat Defense Virtual Auto Scale f2:R 5% .
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Stack Configuration ()

Tarraform configuration source

Folder @ .Zipfile
3o Drop a .zip file] Browse

ternplate.zip

Working Directory

Mame Oobon,

templatel-20210420223815

Descriplion

Craale in compartmant

Manual_Test

L

Terraform vearsion

0.13.x

L)

Support for Terraform version 0.11.x ends in May 2021,

$IB 3 AR (Transform version) FHs &, 4% 0.13.x 5 0.14.x.

SEA £, WANEIASESES (Collection of Input Parameters) HHICEE I T VE4IME B
NGNS, 5 WIHERE B ] e E G 2 b 2RI

WIS /£ F—2rh, EF Terraform #4E > [
PRI IR, 4REEHE Oracle Thfig.

R 2 Oracle Ih&E
A\

AR A1 Terraform Template-1 #5258 ) o A Be AT A 3R

fE OCI ', Oracle i =11 Docker MR EA%, JFtox A7 £ OCT Fasmid Mk b . fEHERS, i 2
4 Oracle Hyfig#Eik 2| —A~ OCI A (¥E Terraform Template-1 H 4 ) 1,
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#% oracle 118 I

Gat Startod Dashboard

Quick Actions Colagse ~

Create a VM instance Create an ATP database

S %2 1% deploy_oracle functions cloudshell.py 1 Oracle-Functions.zip.
M Cloud Shell IR, 1k +¢ E4% (Upload).

Cloud Shell

Download

Upload

[ > e

] File Transfers
+!) Restart

?;: Settings »

FE3 ] Is i RIUES AT

Deploy_Oracle_Functions.py

7';'%3% q Jé’ﬁi python3 Deploy Oracle Functions.py -ho deploy oracle functions cloudshell.py Hi?ﬂll-\%g‘gﬁ:bi—fﬁ])\%%ﬁ;

A AEH] help ZHERBILFEAE S, W KPR,
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. #BE Oracle Thak

% python3 Deploy_Oracle_Functions.py -h
usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t

44 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seiek

Instruction to find values of required arguments:

Application Name: Mame of Application created by first Terraform Template

Region Identifier: OCI -> Administration -> Region Management

Profile Name: OCI -> Profile

Compartment OCID: OCI —> Identity -> Compartment -> Compartment Details

Object Storage Namespace: OCI -> Administration —> Tenancy Details

Authorization Token: 0OCI —> Identity -> Users -> User Details -> Auth Tokens -> Generate Token

optional arguments:
-h, —help show this help message and exit
] Name of Application in OCI to which functions will be deployed
Region Identifier
Profile Name of User

Compartment OCID
Object Storage Namespace
Authorization Token for Docker Login (#Please Put in Quotes)

BHEATIIA, B NS4

=1L SEMEMER

S ¥4Mi5% #R
[z A &R ‘& A& Terraform Template-1 #5& G1 & [1) OCT . H 1 44 FK

il ¥ Template-1 145 ¥ “autoscale_group_prefix”
RGZ% “_application” 20 &8 RIAT 3R 75 HAE .

XA ARIR AT DX IR TR A AEAN ] X 5 OCT Hp ] 1 X 3 AR A
s R RUBIIET “us-phoenix-17 BRI 2 /R AR

“ap-melbourne-1" .

BERWUITAT D H X SR IR IR 513, 1% 2 OCI >
B > XIHEE.

BLE X AR B OCT H (1) 1] 5] - I B S A R o

7~Hi:  oracleidentitycloudservice/< user> @< mail>.com

ZAAFRR] AR BB SR 2 S k3.

fRE %X OCID BB E X OCID (Oracle b5 o HI 4
OCI M HI I 125 & X OCID.

% OCI > 51 (Identity) > BB % X (Compartment) >
REEXiEM{E 8 (Compartment Details).

MR IFEHETE BTN AR IO M —FRRAT

¥ OC > &1 > MPERER.
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| 7 OCI L#BE Firewall Threat Defense Virtual Auto Scale 2 75 %
#h& Terraform Template-2 .

S £ AR

b o X HAE Docker Bk WS, 2R ¥ Oracle-Functions
HERER OCI g M R . EMEMATH S SfE4
J,

% OCl > B4 (Identity) > FI A (Users) > Fl FiE4H{E
£ (User Details) > G436 iE < i# (Auth Tokens) > 4 X
£ J# (Generate Token).

WP RR R, RS EE R PG R, ek
Fr& A GRS (Developer services) > L€ (Functions).
4% 4 Terraform Template-1 QN . Aii FF36 (Getting
Started), #RJ5iEF% Cloud Shell & &, #FixLe b,
R B E G B0 UF 2 I BEE:, W R

Generate an Auth Token

ijﬂ% 5 @ﬂ{?@ﬁ%{miﬁ]\%ﬁﬁﬁf python3 Deploy Oracle Functions.py /IJLE'/\‘(\': %B%F)Tﬁﬁ’*]%%‘%%%*%ﬁlﬂ ° %E,
R nT AR 23011 955 ] Cloud Shell.

#R2Z Terraform Template-2
PR 2 08 AR QAR O BE YR, B R4 TR pR £ ONS 328, BAR 2 (1355 55 Terraform
Template-1 [ E S4B

UK

P G OCI1).
DX 35k A N AE BRHE AT AR o R PRI ALE T X N
P2 UHFRARRSE > FREIER > Hik > SIEHERK.
4% H bR SO 1) Terraform template template.zip 4 24 Terraform fic & 5 .

$EI 4 F—h, AdiTerraform 84 > A

{£ A Cloud Shell Z3 2

Shy B G T A, T DA o i 7 R R iy 38 S S B AR & AwtoScale fi# )T % (Terraform
templatel template2 Fl oracle JJfig) -
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B cins

HIE 1 K HFRSoE e ) ftdv_autoscale deploy.zip SO 4% 3 Cloud Shell A Hs 45 S0 14
= Cloud Shell

sumis@cloudshell:~ {us-phoenix-1)% 1s -ltrh
total 152K
-rw-r——r—. 1 sumis oci 151K Jun 9 @7:25
sumis@cloudshell:~ {(us-phoenix-1}% unzip ftdv_autoscale_deploy.zip
Archive: ftdv_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip

inflating: oci_ftdv_autoscale_deployment.py

inflating: oci_ftdv_autoscale_teardown.py

inflating: deployment_parameters.json

inflating: teardown_parameters.json
sumis@cloudshell:~ (us-phoenix-1)% 1s -ltrh
total 344K
—-MW=-r—r—.
=W=r—r-—.
=wW=r——r——,.
=MW=r=—r-——,
=-rwW=r—r—.
—rwW-r—r—.

87:19

@7:19

87:19 teardown_parameters.json

87:19

97:19 oci_ftdv_autoscale_teardown.py
@7:19 oci_ftdv_autoscale_deployment.py
87:19 deployment_parameters.json

@7:25

sumis oci 2.7K Jun
sumis oci 5.8K Jun
sumis oci 7@ Jun
sumis oci 133K Jun
sumis oci 7.1K Jun
sumis oci 25K Jun
=rwW=r=—r——, sumis oci 2.8K Jun
—MW—-r—r—. sumis oci 151K Jun
sumis@cloudshell:~ (us-phoenix-1)%

(T G g gy
DO DWW WD WY

L2 EPAT python3 make.py Mgt A 0T, IR ORI E S deployment parameters.json LN
é‘ﬂ% 3 EE‘ ij] Autoscale ﬁ$‘/j‘\7§%ﬁ5%y %’E Cloud Shell J:Jéﬁt python3 oci ftdv _autoscale deployment.py /I%é\o

SERURTT G ERE KL 2 10-15 23 Bl
URAE AR YL T7 S8 B8 R R DR AT B R, B R H S S fRAF

B UEERE

AR AT CEE T 580, JF H. Oracle DhRER T O B FIFERE . BRATEILT, SEOlt iR

i KSEBIBCh 2. f8a] DU A 5 ) de /N e R0 AE OCT UL A 2 i st . 05 A & B )
Firewall Threat Defense Virtual 524 .

FATE B AR ) — LB I A TAERAE, FFRAEHAT A LU R T & T . SERGIEE, &
DL 28 Firewall Threat Defense Virtual B SEPRZK .

)

iE% K Firewall Threat Defense Virtual SE4 11 i /NEFR 72 = 3 BR3P (Scale-In protected), DL Gl

OCI ' & SR MM % o
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AR

T %S

A2 I}

FH4% Autoscale HEk
WRRAAN S TF . B E il HE R
F4% Firewall Threat Defense Virtual VM

WAL Fi T 2% Firewall Threat Defense Virtual VM. WAf H T 75 1) Firewall Threat Defense Virtual
WA SR H BT S S AR o

S5l
1. BETE AT B N R B K S, T BRAT BT A
Mt A NGRS > ThEE > A AR (@i Terraform Template-1 €]#) > EE.

77 9 58 24 min_instance count Al max_instance count.

2. MMBR/ZIESBIANGE T A Yo SRS (R A AT S 451 DAL B A 1 O A 1A i 97 e 5 A7 i o
MIER/Z8 0L, WSS A 3R S08 SL B 34T R

3. Max_instance _count & XMl AR 1) BE FR ], H ] L UT 5 oSl i (v S o okt
TR B PR UL R se i oh- £ T-76 OCT N A o 1% B 1Y max_instance_counto 77 JIJ, 1 AH Y
Hi K B

4. HAE MR S ) S T RO S AT LA 7 B T B E . B TR L R v AN
PN B 1 28 R RN ER, 2 Firewall Threat Defense Virtual 5 VFRJ4E, 0B E K.

5. HT-IHUEJR R, 4ni Firewall Threat Defense Virtual S48 — B (A iz 4R EAE . ey A
Joikidak SSH Ui, WIS 25 gl s il A S gl it b i B, ATV Rl uE AT e 5 2k

Oracle I &E

* Oracle JIfig SEBr L& Docker Bef% o IXLERLG 25 | R A7 21 OCT 257 MR A H b o IxX s
G MIBE, 75N ERAE Autoscale fil vk 7 2 H ) D e

* JH i Terraform Template-1 G5 OCI N H L7 Oracle ThREIE & TAEAT 75 MBI AR &, R
ARSI IEK, A JUIAS WY, B P e PR AR B (P RIS 20 BT AR AT A B M0 4 S WA B SE

R g

EOCIH, {NZFFFFIBC E A Firewall Threat Defense Virtual HP [ ¥ HE 171 (1) 32 4% 101 SRIE B 31 5249 itk
MR A T . DRI, PR i e B S B0 AT as (M e i s AN L & lt%@]ﬁl“‘ﬂﬁ%ﬁi@
flir g i) Ja A . IXLE TP A2 Bl N2 )5 s sl Ja sim A T B . FRATTH Auto Scale fift 75 5

it T AL B TS o AHAERATATATAMER AT . dEd ol S R R I Tﬁ‘é%ﬁﬂﬁ%?zﬂmﬁﬁlﬁt
ERAEMIIG O
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. M OCI = ffiF% Autoscale BLE

RS SESR, AT DU IO R Py A S AR AE S i AT 0T 58 2 3 1o BIRRE RS T RS9 TP 23 1 5l
AN E A s, BN TEhis B L4 1P,

S B ERE PRI iE

BRSBTS DI I A i U E A WTWTRE P, 15 22 OCI > M & (Networ king) > £ 23478 (L oad
Balancer) > T #2 /¥ (Listener) > G {iilT#2 % (Create Listener).

B EimEME Fin e

F¥ Firewall Threat Defense Virtual S22 47 23545 2%, N4 Firewall Threat Defense Virtual 5244
A EE TP BEE A AN A s fa v S 1 e v . PSR 1 TP S JE Dk oA S A A T s i i AR
R SR AR EAEAE B D E g in 2T AR

M OCI 2 fifif% Autoscale Bt &

FTLUE ] OCT A iy B8 ey BHLas LIAHTR] (107 UM BR AL Terraform H28 (RIMERG . I BRMERS S I BR LAY
BT BRI, JF HAS IX S BRI O B A £ B AR 2 B A MIER -

)

AR FEHERRMER AR OUR R BCRE SEEh P R d /NS BB B 0, RS SRR SEBI K k. AR BT
MERPTA 6], I HA B MMEMIRE .

T AHAT T3 MR el A Cloud Shell.

F =l PR

I ik 213 Auto Scale BT RAFE =D MR Terraform ik 2 HEAL . MR Oracle ThRE, RJa
SR Terraform B 1 HEAR

ffiB& Terraform Template-2 4%

ZIMER Autoscale FiL'e, &2 5E M ER Terraform Template-2 HEf% .
UK

S BEF OCI]).
XA B R AE RS A EA o B R AE TR X P
T2 HBHFEARRS > RREESE > k.

HIE 3 e FE Terraform Template-2 B IHER:, SR 5 $E Terraform #24% (Terraform Actions) | i 52 #1155 5% (Destroy)
WE TR .
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i oracte 15t I}

Terraform Actions « Add

Plan

Apply

Import State

Destroy

Ko G ERAE N, AR TR 2 LEIN H) o 8T ATE AR BB 58 U IR HEAR o 1 R B P

"
Plan Apply Edit More Actions.

Import State

Stack Information Tags
Run Drift Detection
Description:
QCID: .. kujpug Show Copy
Craated: Mon, May 10, 2021, 09:56:4 Download Terraform State
Time of Drift Detection (Last Run):
Maove Resource

Add Tags

Jobs

: Delete Stack L :
A job is created when you run a Tertaror[ - ]erraform actions tcj
L

IR 4 GRELMER Oracle Y)fE.

HIF% Oracle ThAE

Oracle DfEFE AN Terraform FMHEALTRE 11— %, & ZAE ] Cloud Shell Hpk AL, A,
Terraform HERAH 53 A 2 e HM s o S8 A2 BB 3T Terraform Template-1 G173 i) OCT N A A A
14 Oracle PR

S BEF OCI ).
X35k S s AE BB A B e TR S AR T ) X A o

PR 2 IEFFFA NGRS (Developer Services) > LRE (Functions). ZEFEAERIAR 1 HEH QIR N T 44 5K -
PR3 AN, Ui A R EOR IR .
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. B Terraform Template-1 H#E4%

fiB& Terraform Template-1 4%
A\

AR HAEMERITE Oracle IREZ i, A REMENMBRBIAR 1 Hitk.

5 Terraform Template-2 JHBRAH A o
UKL

P G OCIT] /.
D38 S s AE R B AT AT e AR R A AE TUYT A X S Y

PIE2 ERFARARRE > REEESE > HK.

$I® 3 1%4% Terraform Template-2 62 (I HEAE, SR)5 & ili Terraform #24E (Terraform Actions) N 47328 b ({45 2% (Destroy).
RGOV R AR, BAIER B2 U 75 2L LI )

HB 4 BB lR, A UNE L I24E (More Actions) Rz b IHERHEAR, 0 F TR

"
Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

: Delete Stack L -
A job is created when you run a TerraFcur[ * ]erraform actions tcj
“

M ER Terraform Template-1 HEAk )5, BEAAUSUE R TP SR TR, JF BRAEAT AR .

{5 A Cloud Shell P& Autoscale

ﬁﬁﬁﬂu?ﬁ? Cloud Shell ':F‘#h’ﬁt python3 oci ftdv autoscale teardown.py ﬁﬁ/ﬁ\’ QXL'ff%Hi‘HAﬂﬂU]%‘:
HER AN Oracle Difig. A RMEAIE F2NHB 1, 1 508 stackl Fl stack2 (W HERR ID, SRS ST
teardown_parameters.json SCHEH N H ID.
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