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Firewall Threat Defense Virtual , 55 457 T1

* fH] Cisco Secure Firewall %455 Pl s K45 HE Secure
Firewall Threat Defense Virtual , 55 475 1

LRI FE 5 W T #E vSphere vCenter 233 Firewall Threat Defense Virtual i) TA/EFE

@ Download
Local Machine Ov\gme
Template
(2) o\ D
) ; 3) . )
vSphere - (gi’;g%'fj i ) (Oeé/:i)fr;a/) Deploy the
vCenter Hyperthreadng CPUSupport — ” lhre?’tigj;?nse
@ Manage the threat
Management defense virtual with
Center or Device the management
manager center or device
manager
I1E=[H) G
{'i h AL T VIOVF £t M Cisco.com FEITHUERILIE X (OVF)
o, AT
2 vSphere vCenter CRiE) ZEELZEFE: 4ia4T Firewall Threat Defense Virtual
[ ARG 2R
3 vSphere vCenter (3% 364F CPU 2 #F: M Linux iy 2473kE CPU &
PRIIAH AT B
4 vSphere vCenter Hi28 Threat Defense Virtual: 7E#.4 ESXi AL FE##
Firewall Threat Defense Virtual % 4% -
{-’g'\-} 5 <K Bk 45 1 Hpo L BB kB | &7 B Firewall Threat Defense Virtual:
gl | v st 5
Bt iR * {# Ff] Secure Firewall Management Center K% 2 Secure
Firewall Threat Defense Virtual , 55 457 11
* ffi ] Cisco Secure Firewall ¥ £ Hi 2% R4 P Secure
Firewall Threat Defense Virtual , 55 475 71

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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| 7£ VMware 3 Firewall Threat Defense Virtual
ngoapeEH

A% Day0 BL B 04

0] LAZE 22 Firewall Threat Defense 2 A #fE £ DayO Ao & SCAF. MO — A SeARScfE, Hp sy
TAEERE RN LA 7 BN FH R A e B B . T AR BRI B TAE H b % 4
“day0-config” HISCASCAE, FFH5 N IRJE B R3S T day0.iso SCAF.

|

EERM 1% day0.iso SR 1 UOH SR AT .

WURSEAE H Day0 FOE SCHFHATHRE, 2 B AVFEPAT AN VIIA BCE . ATRARE
« B2 (AR P (EULA).
* R FNA
=AY QRENE s AR TR
o HHM; TES WA Secure Firewall Threat Defense Virtual %4 , 55 5 Ui,

AL A BB E N E, S B L B (Fmelp. FmcRegKey #il
FmcNatld) IR R 0 TRRAEH A B, R B A,

* WIHRB KA BEEAIIAP KR B EUERR.

U RS T S P AR Bl K S 6 B A B, T AR Bl K U A B % . AN
1 K i o e BELG THC B W By KBRS 1

o R T DLAE A BRI 2% AT TEAR R 2% 1

© BB, T AAEIL P R A AR IR R ST BT A
W RIEAE AT Day0 BB SCAF SO0 &2, WA R )AL E R DT s AXRELEE, i
ZAAEBAT Day 0 FUE SCIFRITEOL R 3, 5 74 3.

\)

AR RAEATRGI P AL A Linux, (XS Windows A7 JALSE IR o

UK

L1 E4N “dayO-config” MISCASCAF RN B2 CLIFCE o 8 0 19 26 0 i R OC T4 B 2 145 B

=~

#Secure Firewall Threat Defense

{
"EULA": "accept",
"Hostname": "ftdv-production",
"AdminPassword": "r2MS$9*Uk69##",
"FirewallMode": "routed",

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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7£ VMware 32 Firewall Threat Defense Virtual |

"DNS1": "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "",

"IPv4Mode": "manual",

"IPv4Addr": "10.12.129.44",

"IPv4Mask": "255.255.0.0",

"IPv4Gw": "10.12.0.1",

"IPv6Mode": "enabled",

"IPv6Addr": "2001:db8::alll:b221:1:abca/96",
"IPv6Mask": "",

"IPv6GwW": "",

"DeploymentType": "Cluster" //This is required for Cluster node.//
"FmcIp": "",

"FmcRegKey": "",

"FmcNatIid": "",

"ManageLocally":"No",

"Diagnostic": "On/Off",
"IfNamingConvention": "Old/New"

7 Day0 it & SCPF) Managel ocally HH4r A Yes LA ACHE B K i v £ B 18 FN B KB E 0y B (Fmelp.
FmcRegKey Fll FmcNatid) . S TR ) BRI, R iX se B R

e

RFT A 10.0 S RARAS, AR =AM 0 Rz Wik 1) BB g i e B2, JEIAZ0{E Day0 g B S0

A E : " Diagnostic": " OFF" .

EEEM

U R [A] N AE Day0 B E SCHFAT VMware OVF #5303 R AR E T2 W E,  WILL Day0 Bt & .

Bl

WURAE Day0 Bt & CAF 55 T " Diagnostic': "OFF", {HA{E OVF #E [ S ¥ is Wik & “ON” , N2

BIRBEE .
Day0 it 5AE RSN N AT, IfFE i OVE BRI FE .

N TRE G VSR AN — 55, T ORAE Day0 B & SCHERT OVF [ 3 — SOt R E 2 K i .

4 [*.mf] 5¢ 58 day0.iso [f) SHAT fi:

P$IB2 {fH¥ Cisco Secure Firewall Threat Defense Virtual-X.X.X-xxx HRELRFI 3, MIBRICSC

* SHA1(Cisco_Secure Firewall Threat Defense Virtual-VI-X.X. X-xxx.ovf)=

dae28a93d35841b02f18deel7b83cbfl61a471ba

* SHA1(Cisco_Secure Firewall Threat Defense Virtual-X.X. X-xxx.vmdk)=

5¢7f8322a90131601b27d891439fee52d23¢c59¢6

* SHA1(day0.iso)= 0b77d551a9¢17e8d09a0def348ffbfeble2f8844

BT LA R4k day.iso SCHEAE R SHI fH:

shalsum /path/to/day0O.iso | cut -d' ' -f1
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| # VMware %32 Firewall Threat Defense Virtual
4% Firewall Threat Defense Virtual 33 £ vSphere vCenter .

1% Firewall Threat Defense Virtual 32 %l) vSphere vCenter

JEHE ILFR P T F Firewall Threat Defense Virtual W 4572 %1 VMware vSphere vCenter. 145 0] LU
VMware Web /7% (2 vSphere % )" 3iii) #i%& FIfC & Firewall Threat Defense Virtual t+541.

FIaZ 8l
* 7E7 2% Firewall Threat Defense Virtual 2 Fi, f#$W4%00¢F vSphere H it & 22 /b— W% (T4
M .

UK

S 553 vSphere Web % ity (X, vSphere % i) o
LIB2 il X > #3E OVF 24K, 1l H vSphere Web % /'y (5Y, vSphere 2 /7 %) 5 2 A F 41 OVF Bk .

= vSphereClient QO

< 0
$32s01v032-datacenter | :acrions
[[j] g @ Summary Monitor Configure Permissions Hosts & Clusters
v $32s01 Actions - s32s01v032-datacenter Hosts: 1
v s32S Virtual Machines: 4
o = o Clusters: 1
v 5|
1] y | Networks: 24
] Datastores: 3
& New Folder >
o Distributed Switch >
&l
.| (& New Virtual Machine...
o Custom Attributes A
& Deploy OVF Template...
N Recent Storage >
Task Name Edit Default VM Compatibility... Status v Details A Initiator

& Migrate VMs to Another Network...
Move To...

No items found

Tags & Custom Attributes >

BEIRE I “ 82 OVF Bt ” 1]

P22
T 10.0 i, 7E VMware OVF AR AT, 19 4% 42 10 5 o 3154 NetAdaptor.

B8 Threat Defense Virtual I, Wi 1 ATk,
R E RIS W, IAE P28 42 1 el A A T
R IR ST, W2 TR 4 IE B A 7 Bk AR .
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Diagnostic Interface

Diagnostic

1 settings

7£ VMware 32 Firewall Threat Defense Virtual |

Diagnostic network interface will be removed on selecting "OFF"

OFF ~

W I ER SR REAS IR SE ORI R LR 1) R R 8 M B, PR EOF D BC M 4E Reas . T P

R 7: MR IR CIRR S

B AR

Ethernet0-0 ------ > Ethernet0/0

L — > Ethernet0/0

Ethernet0-1 ------ > Ethernet0/1

Ethernet0-0 ------ > Ethernet0/1

Ethernet(0-2 ------ > Ethernet0/2

Ethernet0-1 ------ > Ethernet0/2

Ethernet0-3 ------ > Ethernet0/3

Ethernet0-2 ------ > Ethernet0/3

Ethernet0-4 ------ > Ethernet0/4

Ethernet0-3 ------ > Ethernet0/4

Ethernet(0-5 ------ > Ethernet0/5

Ethernet0-4 ------ > Ethernet0/5

Ethernet0-6 ------ > Ethernet0/6

Ethernet0-5 ------ > Ethernet0/6

Ethernet0-7 ------ > Ethernet0/7

Ethernet0-6 ------ > Ethernet0/7

Ethernet0-7 ------ > Ethernet0/8

EEEW
W R FI AE Day0 BCE SCAFAT VMware OVF #5210 5 i€ T2 e, W LA Day0 BC & o #E.
il

W BAE Day0 e S HR 2 T " Diagnostic' : " OFF", {HYE OVF ¥ ) S o2 Wik ik & oy “ON” , Wiz
W 2R A

Day0 FC B A5 5 XA ST, IF 8 o OVEF BRIk
N IRE G B VBRSNS — 5, T IRTE Day0 B SCHEAT OVF Jin) 5 — SOt e B2 K i .

FB3 WA RS LT OVF BB E, RemidiT—4.

1% $% Firewall Threat Defense Virtual VI OVF 54 :

* Cisco_Secure_Firewall_Threat_Defense_Virtual-VI-X.X.X-xxx.ovf
* Cisco_Secure_Firewall_Threat_Defense_Virtual-X.X.X-xxx.vmdk
* day0.iso

Horr, XOXXexxx 7 2N B AE RS SCPF R RRASFI A RRCAS 5

LIBA  {ERMRFGLE VR, FASERE AR, RGP kPR EH B Firewall Threat Defense Virtual [F 147 % (3
PLEEERE) , ARG T —% . SIS ez —, &2 nl DA 80 N EFT.
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| # VMware %32 Firewall Threat Defense Virtual
4% Firewall Threat Defense Virtual 33 £ vSphere vCenter .

1 Select an OVF template Select a name and folder %

Specify a unigue name and target location

2 Select a name and folder Virtual machine name: Cisco-TDV-TEST|

3 Select a compute resource

Select a location for the virtual machine.

4 Review details v $32s01-vc.cisco.com
M [} s32s01v032-datacenter

CANCEL BACK NEXT

VSphere Web % ™ Sy ££315 HL AL & /s FEA R R IVALZUZ J o i 0t vCenter [k d5 as Bl EALUH TALZUEE X B 1
Iy IEE . BRI AR EHE vCenter RS54 T AT 2 X B

$IES PN EIFIEFEMIZT Firewall Threat Defense Virtual [ % ¥, R )5 At T—%

1 Select an OVF template Select a compute resource X

Select the destination compute resource for this operation

2 Select a name and folder v Eﬂ $32s01v032-datacenter
Py ([) s32501v032
3 Select a compute resource

Compatibility

+/ Compatibility checks succeeded.

CANCEL BACK NEXT

iR
DCHARTF AL BRI, R4 2 iRt iU

FIR6  &F OVF RIFMIE B W IFIAE OVF B E R G ARk, WA BERRT . NEOD BRG]
Wa i T —%
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Deploy OVF Template Review details

1 Select an OVF template Publisher

Product
2 Select a name and folder

Version
3 Select a compute resource
Vendor
4 Review details Description

Download size

Size on disk

$IE7

%k, R miiT—%.
ik
w

w

7£ VMware _t ZBZ Firewall Threat Defense Virtual |

No certificate present
Cisco FTDv
77.0

Cisco Systems, Inc.

Cisco FTDv

Cisco Systems, Inc.
170 West Tasman Dr
San Jose, CA 95134
USA

1.5 GB

1.1 MB (thin provisioned)

20 E 2D rthicls Araviciana A

B LRI <% SR i 22 F PR RIS 0L . A A B OVF B ELBEIIVF AT sl (I VI B |, s V]

®8  hEE v, M EE LIRS vCPU/NAHE IR, Ra sl T—%.

Deploy OVF Template Configuration

@ 4 Core/8GB

1 Select an OVF template
O 8 core/16 GB

N}

Select a name and folder O12 Core /24 GB

O16 Core /32 GB

w

Select a compute resource

O32cCore/64GB
4 Review details

5 License agreements

6 Configuration

EEEW

Description
Use this option to deploy an FTDv
with 4 vCPUs and 8 GB of memory.

CANCEL BACK NEXT

#&H] Firewall Threat Defense Virtual B 0] i 1 vCPU F1 N 12 & U5 .

RO LR EAEGE BN Tk AL E .
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| 7£ VMware _t ZBZ Firewall Threat Defense Virtual

4% Firewall Threat Defense Virtual 33 £ vSphere vCenter .

1 Select an OVF template Select storage X
Select the storage for the configuration and disk files

2 Select a name and folder Encrypt this virtual machine (No encryption policies available)
Select virtual disk format Thin Provision v

3 Select a compute resource VM Storage Policy VAN

Disable Storage DRS for this virtual machine

4 Review details

Y Storage A 4 " Y . Y Y Y
Name Compatibility Capacity Provisioned Free Type Clust
5 License agreements
| B s32501n032-lun0 = 1,023.75 GB 376.25 GB 875.23 GB VMFS 6
6 Configuration O | B s32501n032-lunt - 1,02375GB 18516 GB 98526 GB VMFS 6 $32¢
O B scratch - 39.5TB 351 TB 4.38 TB NFS v3
7 Select storage
m 3items
Compatibility

./ Compatibility checks succeeded. ‘

CANCEL BACK NEXT

PERN: Y T el < WD WNS T e S 05108 /I e W€ e ARV Ok VI e il o Y e RO e
Datastore o LEFE— LW KIIEIRA- i, DL GNP A e S

P10 N EFEUEERRX TRy 5 AN DA RAWUEEE, K58t T—5.

kP VAL (Thick Provisioned), W< 7RIS BLAT A 77t . WL FAEEVAELD (Thin Provisioned), MI&7E
K 55N M SRS, I 2 75 A3 O AT it o A 87 VR PSS ) 40 R 00188 46 14D 50 2 P 1)

15 IRFEW LS U, 5 OVFE BIBCPHE E 1R 2 W 2 B b i 2%, R A sl T—%.

1 Select an OVF template SeIeCt networks X
Select a destination network for each source network.
2 Select a name and folder
Source Network Destination Network
3 Select a compute resource
Management0-0 $32s01v032-1501 v
4 Review details Diagnostic HOLDING v
. GigabitEthernet0-0 $32501v032-1502 v
5 License agreements e
GigabitEthernetO-1 $32501v032-1503 v
6 Configuration
GigabitEthernet0-2 $32501v032-1509 v
7 Select storage GigabitEthernet0-3 §32501v032-1509
GigabitEthernet0-4 $32501v032-1509 v
8 Select networks e —
GigabitEthernet0-5 $32501v032-1509 v
GiaabitEthernet0-6 e27en1uN27.1ENQ

CANCEL BACK NEXT

T {RK Management0-0 43 [ SCIE 2 ] DA H IS5 1) ) VM 4% . AR FEE 0 n] M 57 SRS 4 B Aoty 1l B kB85 %
FEIA ME, R TR R,

FEFT

Firewall Threat Defense Virtual /& VMware |, 1R GIE B, WEIAKH vmxnet3 #2110, 5607, ERNEN
e1000. W REAE I )2 e1000 2 1, FRATTSBZVZ WY . vmxnet3 B 9K & F1 M 2% AL 2L ESXi REAUAL A5
R AR, DRI HASE FH B /D ) 8 5 I B2 1 B 4 (1) I 28 P g
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7£ VMware 32 Firewall Threat Defense Virtual |

W% 0] GEV A T BT HE? o SRR MER BN G N 4%, vl AR G A SR BT IHHE P B W & . AEdRE e, A
it st i Firewall Threat Defense Virtual 3261, SR )G IEPEMREBIRE . HiE, %42 R Firewall Threat Defense
Virtual ID ({278 M4ERLAS 1D .

15 &% & H T Firewall Threat Defense Virtual $2 L FJ LU PIZEERC S YRS F H AR S —3bE R RIXL 2

ERIAH vmxnet3 H:11) -

& 8 RM %S B M 4R HYBRES - VMXNET3

W 4 & o 2% il ) 2% EEoNTE ThRE

oA 2% 3 T 28 1 Management0-0 Management0/0 el

4 25 3 T % 2 TR B BE N R AL o TR BE AR AT o DRBE LA R AT o
P 28 3T FC 28 3 GigabitEthernet0-0 GigabitEthernet0/0 AN B R

X 4% 35 i 28 4 GigabitEthernet0-1 GigabitEthernet0/1 SR

W 2% G IC 28 5 GigabitEthernet0-2 GigabitEthernet0/2 ¥R E (ATik)
W 2% 3T L 22 6 GigabitEthernet0-3 GigabitEthernet0/3 ¥PEyiE (i)
P 2% 45 e 28 7 GigabitEthernet0-4 GigabitEthernet0/4 ¥R E (ATik)
X 2% 35 HiC 2L 8 GigabitEthernet0-5 GigabitEthernet0/5 HiEmeE (k)
P £ 3 FC 28 9 GigabitEthernet0-6 GigabitEthernet0/6 ¥R E (ATik)
W 2% 3T HiC 2 10 GigabitEthernet0-7 GigabitEthernet0/7 ¥R E (i)

i Firewall Threat Defense Virtual i, S LAf LA 10 MO G A a4 i B 4 11, I DR U5 D9 286 o) 3]
ERIR bR, 1 BRSSO 2 AR S B — AN — ) F P sk VLAN. 18575 1% ] BTf Firewall Threat Defense
Virtual #: 0 S FAFIEAFHE D, HF57E Firewall Threat Defense Virtual it & HoE H2AH RIWAT .

W12 7E BESGER BT, %ok OVE B (I VIBRD B oy il e 1k -

a) A3
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4% Firewall Threat Defense Virtual 33 £ vSphere vCenter .

1 Select an OVF template Customize template

Customize the deployment properties of this software solution.

X

2 Select a name and folder

v 1. Password 1 settings

3 Select a compute resource Password admin password

Must meet the following criteria:
4 Review details - At least 8 characters

- At least 1 lower case letter

5 License agreements - At least 1 upper case letter
- At least 1 digit
6 Configuration - At least 1 special character such as @#*-_+!

- No more than 2 sequentially repeated characters

7 Select storage - Not based on a simple character sequence or a string in password
cracking dictionary.

8 Select networks

You can provide a password that does not meet these criteria, but on

9 Customize template initial login you will be forced to change your password to meet these

W 'E Firewall Threat Defense Virtual £ 5315 ] (1) 345
b) L&

WE ME R, e E R4 (FQDN). DNS. R MM % Wil (IPv4 5 IPv6)
c) B

1 Select an OVF template Customize template

X

v 3. Management 1 settings

2 Select a name and folder
Enable Local Manager Firewall mode will be changed to routed and local manager will be

enabled.
3 Select a compute resource

4 Review details v 4. Firewall Mode 1settings

z
o
<

5 License agreements Firewall Mode Initial Firewall Mode
6 Configuration )
v 5. Deployment Type 1settings
7 Select storage Deployment Type Jumbo Frame will be enabled with Cluster deployment type
Standalone v

8 Select networks

v 6. Registration 3 settings

9 Customize template 01. Manager Managing Firepower Management Center

WEEHEA. S BEREIREREN Ak, RFERER MR MIE T Web 1) B K555 45 B2 AT
BLH, EESUMEA B KRS0 RE LIRS B RUAERE HEDNINE, 152 8 W] & 21
Secure Firewall Threat Defense Virtual %% , 25 5 Ul

d) BAAIEIER
BOEHIART KB i B MBS N disk, RIFIERN RIS —; SIRHER.

WA B AR EIR R R, W R R C BRI . BRI A 7 KBl i HiLs BB
B Kb A
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7£ VMware %R Firewall Threat Defense Virtual |
. 1% Firewall Threat Defense Virtual 3}:Z Z| vSphere vCenter

kb

e) EREBEE

R B RV A IR ST SR B . K VGEFEERBE LUA I BT B, IO B R R B BT A6 5 11 0 D ST sy )
FIVERS B FIRIL . WRER, WOERAE ST B a8,y n AESR P (H, AR AR5 m o 4R T i
R AN E A 5 o

]

o
f) EM
1 Select an OVF template CUStOmIZe template X
___________________________________________________________|
2 Select a name and folder Deployment Type Jumbo Frame will be enabled with Cluster deployment type
Standalone v
3 Select a compute resource
v 6. Registration 3 settings
4 Review details 01. Manager Managing Firepower Management Center
5 License agreements
02. Registration Key Registration Key
6 Configuration 1. Must be between 2 and 36 characters
2. Must only consist of alphanumeric characters [A-Z][a-z][0-9]
7 Select storage and special character "-" (hyphen)
8 Select networks
03. NAT ID NAT ID

R B EAEIRSEEEFES, WIFH IR T IR LU I 15 i E N 2 7 575 BRIY) Cisco Secure Firewall
Management Center. $&fit DL -3l :
« AREEBIBAEI AL - N B KB LG B N4 B TP Mk .

< SEMEBR - ENPE YL B R IRPE AT, KA 37 AT AT AT R T R
(A-Z. a-z. 0-9) MEFHR (-)o MK BAININE] B K8 B O R,  # 2500 Ik M8

* NAT ID - 41! Firewall Threat Defense Virtual F1 5 K B8 B A0y 3 W 25 Mk 43 (NAT) W& FE, JFH.
Bl7 KA B0 A T NAT W55 77, WA —"NME—8 NAT IDo X2 fh FH 7 A2 i) — R T 254,
WEAHRL 37 NP4 AP PRI (A-Z a-z. 0-9) FHIEFLRT (-)s
g) miiT—%.

PR3 AE BGSER Ui, EEIFRIESRIE R RSB E TR, mhsem. ST, sli/FRU
EbE 1A 5 T AL
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| # VMware %32 Firewall Threat Defense Virtual
[=) vSphere ESXi F # &8& Firewall Threat Defense Virtual .

1 Select an OVF template Ready to Complete X
IP protocol IPV4
2 Select a name and folder IP allocation Static - Manual
Vv Customize template
3 Select a compute resource
Properties O1. Hostname =

02. DNS1=10.0.0.0.0
4 Review details 03.DNS2 =

04.DNS3 =

05. Search Domains =

06. Management IPv4 Configuration = Manual
07. Management IPv4 Address =192.168.0.0
08. Management IPv4 Netmask = 255.255.0.0

o

License agreements

X X 09. Management IPv4 Gateway = 192.168.1.0
Configuration 10. Management IPv6 Configuration = Disabled
11. Management IPv6 Address =

[}

12. Management IPv6 Netmask =
Select storage 13. Management IPv6 Gateway =
Enable Local Manager = No
Firewall Mode = routed
Deployment Type = Standalone
01. Manager =
02. Registration Key =
03. NAT ID = xyz@cisco.com

~

©

Select networks

9 Customize template

10 Ready to complete CANCEL m

K, kP EVE BB B0k 8 3 Firewall Threat Defense Virtual, X5 s 52 B o

SE% I S5, vSphere Web & i AbER B RUIHL; BRI UIE 2 BERB XTI RIEES W A2 “YIihik OVF
BB R

SERE, BRER CHE OVE BN SERCIRES .

fE “JHH” (Inventory) H T8 & Fda .0 F < 7R Firewall Threat Defense Virtual 3261, B35 H VM 52 1 &
5 30 434,

TR

L) JEARHAE A 0 K WL B Eh7E W Firewall Threat Defense Virtual, Firewall Threat Defense Virtual 5 225 [a] B 1M .
TR, TRE T EHAT AR S, DA B IDE Y Uy i) R D A AT

T—5#tta
B R 02 BRI T 1045 TR

s MR E AR ERSRETRE, AT By ks B g0 4 B Firewall Threat Defense Virtual;
152 [ 1§ ] Secure Firewall Management Center 2K Bl Secure Firewall Threat Defense Virtual , 5
457 L,

H RN E B PR T AR IR, 1S 4 {7 & FE Secure Firewall Threat Defense Virtual %4, 25 5
L,

~

[a] vSphere ESXi = #/1%BZ Firewall Threat Defense Virtual

21 MR R T A BN ESXA B ML #5258 Firewall Threat Defense Virtual ¥ %5 . %80 Ui VMware 3=
L& P (B vSphere 2 i) B HLELAN ESXi ENIFHATEHATLS, HlansEA BRI EE (il
HIHCE Firewall Threat Defense Virtual 7+ 4HL)
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7£ VMware 32 Firewall Threat Defense Virtual |

. [=) vSphere ESXi E #/1 &R Firewall Threat Defense Virtual

NI
g
N

\)

EB T VMware EHLE S5 vSphere Web & 7 i X AR B 2L, RSN LG P .
n LA ] vSphere Web % ) iiiii% 42 2] vCenter IR 5548 I E B2 A ESXi THL,  [AIAE A VMware F-41L
2 i PR EAAS ESXi AL,

ANk Firewall Threat Defense Virtual ¥ %55 1] vCenter 55U, 15Z i Firewall Threat
Defense Virtual 1 1| vSphere vCenter , 5 31 G,

FIAZ Hl
o 7E7 2% Firewall Threat Defense Virtual 2 Hi, f#$4%0¢F vSphere it & 22 /b— W% (T4
M .

 WNHFH I VMDK X5, HAF SHAL BLKAT.

UK

M Cisco.com F#i&E H T VMware ESXi [ Firewall Threat Defense Virtual 2388k, I8 AR TR 3 A H 2 3
ML

https://www.cisco.com/go/ftd-software

i % Cisco.com & 3 fi B EEHIR S5 17 o
H tar ST 48 2 A Hserb o 820 MR % H s AR S0 . Hoh Ao 46 LR S
* Cisco_Secure Firewall Threat Defense Virtual-VI-X.X.X-xxx.ovf - i& A T vCenter {5
* Cisco_Secure_Firewall Threat Defense Virtual-ESXi-X.X.X-xxx.ovf - i& H T~ ESXi #1& .
* Cisco_Secure Firewall Threat Defense Virtual-X.X.X-xxx.vimdk - VMware J& URE 5L SCF .
* Cisco_Secure Firewall Threat Defense Virtual-VI-X. X.X-xxx.mf - i& ] F vCenter 5 HI7E 5.3 .
* Cisco_Secure_Firewall Threat Defense Virtual-ESXi-X.X.X-xxx.mf - i& F T ESXi &5 i #5304

* day0.iso

o, XXXoxx o2 B B RE SCPE I RRA AN A HERRAS 5o

BRI BT 8 Sk 3 H AR ESXi L.
A7 5 VMware LA P i AP ENL, ARG AT ELER VM,
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| 7£ VMware 3 Firewall Threat Defense Virtual

$EN

$IE12

[=) vSphere ESXi F # &8& Firewall Threat Defense Virtual .

B AL FAHITIT

TR FIEE G LR GO, KL OVF 3L OVA THERE RN, AR mdtiT—H.
7E 17 S 1% % OVF #1 VM DK 324471 :

a) AT Firewall Threat Defense Virtual 71541 IK) £ 55
REFUNL AR e 2 nT A2 80 N4, I HAEREAS ESXi S b Z0HE—
b) il O E R, WS Firewall Threat Defense Virtual tar SCAFZES 1) H 3%, SR 5%+ ESXi OVF
BRI 7 ) VMDK SCAF
Cisco_Secure_Firewall Threat Defense Virtual-ESXi-X.X.X-xxX.ovf
Cisco_Secure Firewall Threat Defense Virtual-X.X.X-xxx.vmdk
day0.iso
Forfr, XOXXxx 7 28R BRI R SO (R RRCAS A A BB A 5
xR
ik ESXi OVF.
Rii T—%.

A R GAT R AT IT

M T 3 843 A DT (18R] 5 () 50l A7 P R e N B A
Hya A7k o 2> ORAT REAUAUSC B SR BT RE AR SO BB AR E RN B L AT IR LA T
I IENGE

JN Tl et 2
Jit & b5 T Firewall Threat Defense Virtual [] ESXi OVF #2411 ER 2 110 :

a)

P LEBRET - K5 OV BIb rh 5 52 (0 2% WL 205 PR g R 4%, AR JR BT — 25

i LRKs Management0-0 2 115G S m] LU FLIE U5 ) () VM W92 |EEF 3 1 n] DA B K8 45 B e 0 B8 7k
WA A ILE, BB TR B

EEZIR

Firewall Threat Defense Virtual 7= VMware I, WERGIE BB, WERAY vmxnet3 10, Jeiy, BRIAMEA
1000, AUREALT K 1000 11, ARV WAV . vmxnet3 B IXE) a3 MM 2 AL 5 ESXi REFUAL
IRFEFRP AR, DR LA R S 20 1 0 U054 (1L B 1 P 8 1 e

W &% ] e H R FHE R . W SRR B I R 4%,  0T DA G £E dRaE IR B TEHE P B el I 4% . AE TR
Jo, A% S5 Firewall Threat Defense Virtual 22401, R Gk mEIRE. (HE, %55 A< 75 Firewall Threat
Defense Virtual ID (f¥Z 7~ M 2% 5&E il #s ID)

15 XA 1% H T Firewall Threat Defense Virtual £ 11 LUF W25 FC S < P25 R0 H AR 92 11— 80k (g at
JEERIAH) vmxnet3 B211) .
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. [=) vSphere ESXi E #/1 &R Firewall Threat Defense Virtual

& 9 IRM 45 5 B iR 4 RYBRET - VMXNET3
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o) 4% 1 B 2% e B R M Th&E

[ £ IE TC 2 1 Management0-0 Management0/0 Eaiil

P 2% 3 I 4% 2 DR LN AR AL o DR AN AR A - DR AL AR A -
9 2% 3T Hic 22 3 GigabitEthernet0-0 GigabitEthernet0/0 VISE I e

) 4% 3 TiC 28 4 GigabitEthernet0-1 GigabitEthernet0/1 SR e

I 2% 3G HiC 22 5 GigabitEthernet0-2 GigabitEthernet0/2 FERE (Afik)
W 2% & BE 2% 6 GigabitEthernet0-3 GigabitEthernet0/3 B e (alik)
o 2% 5T it 4 7 GigabitEthernet0-4 GigabitEthernet0/4 FERE (afik)
[ 4% 15 B 28 8 GigabitEthernet0-5 GigabitEthernet0/5 ¥EmE (i)
I 2% 3G HiC 4 9 GigabitEthernet0-6 GigabitEthernet0/6 FERE (afik)
W 4% G B2 10 GigabitEthernet0-7 GigabitEthernet0/7 B e (alik)

¥ 38 Firewall Threat Defense Virtual I, SILTTPIG 10 NMEH . WIS INEANR 82 10, 5 AR5 X 4% i
SR IER H AR, iy AR 0 AL 21— E— ) B VLAN. 0744 FH T3 Firewall Threat
Defense Virtual 3% ;XA 5430, HFF7E Firewall Threat Defense Virtual Fit & o0 JEAE H BRI AT o

b) FEEIBEL - PR RS =X LA R UM L S
R IEPEmE NS, WAL A G . WS IEPAREINS, W75 5 N SR N 4 75 20 e A7
fil o 1A R I IS T 4400 R P05 45 FAT350 28 Fsf [1)

SBA3 AEHE BN SRR LI, A BRI AL E BE

a) (AT AR E DUR I E A B e Sk E

by (iR SSTHEUGHE USG5 H M 1

c) R SERLLSE B AT S R M .
SERGZIN S5, ESXi ENUKACEE VM, 0] LEE IR RS G b h & 2 k& SF e l)n, SR
TN @Y A
Bt 5 ESXi LML RESIMLIE B R 2 Wi (1) Firewall Threat Defense Virtual REIUNLSZH] . J5 S8 0 ERIHL I 2
T HETR R 30 S EP.
e
B ) BURHAE AT i R ALAS i Dhid: it Firewall Threat Defense Virtual, Firewall Threat Defense Virtual 75 2517 0] BBk
W, HEZE, TRETT AT I EC S, DASZE B R U ) RS B A AT IR
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{$ A CLI 525X Firewall Threat Defense Virtual i& & .

T—5Hita

o ] CLI 52 B I 4 I E . X2 1F FH ESXi OVF it 582 Firewall Threat Defense Virtual [}
M —=4; S0 CLI 58K Firewall Threat Defense Virtual & , 2 43 i,

{£F CLI 525X Firewall Threat Defense Virtual 1% &

i | ESXi OVF A&ifi s 25t , 5204 F] CLI ¥ & Firewall Threat Defense Virtual. Firewall Threat Defense
Virtual % %% 47 Web FH1i. WIS H VI OVF B & HAE S B SR P B W E s, W
PIM#EF CLI KL & RS W

\ )

AR WURA VIOVF BBGRE I HALH T BEE R T, BB ORE, JF LA ZHAT A B S i & .
FER R 2D BRI T R L 35 10 5 B S

T U ST B (WS I, 2 452 EULA. AR, T F2 I8 10 /s o 5O B s, e
LA R 2% B BRI KBS R

R BRSO, M2 ®m i, EMASTIER SN, Bl (yn). BRIMESHIETTTE SN,
Wl [y]. 4% Enter #EAfIALEFE,

UK

FIE1 JTIF VMware #5515
YR 2 1t firepower login #2775 T, EHIERINESE (4% admin, #f% Admin123) k.
*P% 3 4 Firewall Threat Defense Virtual R BIIN, 2248 ) S fn AT LU N ERAE, IFMINILE RGTH R 55 B
* % EULA
o HUEEL A Y
* IPv4 5L IPv6 L&
* IPv4 5% IPv6 DHCP % &
o & H 1 IPv4 HUIERT 3 RAERY, S IPve Huhib ATTZE
R4
* DNS &

s HTTP {3
o BRI CRHWVET AR B KRR & EEES) .
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B == esximmmna

LA KARCE N FRE . BIMESC LRI A MES BoRTER . B 2 A MIE, 15 Enter 8.
S B N, VMware 1555 6 0] B SR B

PES WRR R SRS E.

SI6 UG IR F firepower # FR TR, AN B AT I,

3 [ EERIE ] A0 A WL B S Wt Firewall Threat Defense Virtual, Firewall Threat Defense Virtual 75 215 (7] FLEEM o 3
EB2)G, WRETEPITIMECE,  DASZELE e U 18] R R S A AT o

T—% it a
PR ORIV 2D BRI T Rk 10 A BEARE S

c WH OB AR EIERIEER, R B kRS L &P Firewall Threat Defense Virtual;
W21 H Secure Firewall Management Center 2K ¥ Secure Firewall Threat Defense Virtual , 55
457 Ui

1 I UMA] B BRI IR, 152 [ U] & B Secure Firewall Threat Defense Virtual %4, 8 5
T,

~

2= ESXi BC E BY % /e
W ESXi FHLA CPU LB W B, 7] LIS ESXi 445 A1 1] Firewall Threat Defense Virtual 1 £

M A BERIRE T, ] DA REAUNL CPU AE ENL B A% (REZR RS, WIRER A ZRE) el A
Mo A3 AR URTIRE, R8T DURRREA KR SUAL O3 M B8 2 SCIRZH (1 A R % -

HETEAE L, WZM LI VMware 3R .
* {vSphere ZHYFEELY [f] CPU YR —.
* {VMware vSphere FIVERE S FESZIER)

* vSphere & /Ui ML B o

NUMA |

B BNAF DT (NUMA) 52— FICE NP2, 08 T 2 A BLAS R rh 1 A AR BRATDR  Ab B 25 1
R o WERAEFRER VT R A AEANE F QIR RN GEREAAE) , I NUMA JE 8 DU T At
A IR i) A

X86 I 55 s S 1 2 A AN RE SRR A ) 22 A WL 1> CPU 4l & A7 T /O 3955
NUMA 5 5io ZEMNNAF R a 6, ok s N AN SRR AR B Be e (B NIC) AL T [l — A4S
R
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https://pubs.vmware.com/vsphere-50/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc_50%2FGUID-3D5F6146-5F9C-46BC-B1D3-DCA856E98137.html

| 7£ VMware %R Firewall Threat Defense Virtual
VMware _ Threat Defense Virtual #35 AY & £ 303 .

N3k 48 F 1 Firewall Threat Defense Virtual £ fig :

* Firewall Threat Defense Virtual VM 2520 1FE B.— NUMA 5 45 _FiE4T. W T A Firewall
Threat Defense Virtual LA 2 M@ IZ1T, WIPERER 2% FF%,

* 8 #% Firewall Threat Defense Virtual 223K =41 CPU LI NIHM S /DG 8 MNAAZ . D75 B RS
o FIE AT i I Ah B UL

* 16 # Firewall Threat Defense Virtual 23k T4l CPU NG R /DT 16 M. DA% ER
% LIs AT I AR B ML .

* NIC 5 Firewall Threat Defense Virtual VM {7 T-[d]— NUMA 7 /4 _F.

\)

AR ONERA 10.0 JFUE, WERH S E I 64 #%3% FTDvU, TSRS NUMA % & . 78 VMware H1 41 2
64 1%.0>» Threat Defense Virtual J&, J ) Wi Uyl s, JHF
numa.autosize.vepu.maxPer VirtualNode {1 5 51 4 64

A RAE ESXi A NUMA R&AEMTELIE R, 1SN VMware ESXi fIRAXS W) VMware SCFY
vSphere P H . BLAE I SCRUI A AT O SCRY I OB AR, 155 W)

http://www.vmware.com/support/pubs... .

VMware _ Threat Defense Virtual 32 B {505

AATHEEAE VMware ESXi 8% vCenter M55 4 5558 Threat Defense Virtual I Hfi R RE . Foe PEAD
AP ) o £ SR
CPU #1 vCPU FL &
* [ F#EL CPU (pCPU) AEHL CPU (VCPU) Z [H] 1) — %o — Bl S T B R UL o
« NEAEEE T Threat Defense Virtual ] ESXi F4L_L#E 1T A CPU %K.
o PR AH 4 T2 Bo s REAUMLIK) L vCPU 25 & 1) CPU %
{E vSphere UL, ‘iR s — MAMEMT — cpu — TR, %A\ MHz A SAimfe,
SR A E
LY CPU [RBEAS I i A4 ofe L CL 40 L) vCPU Bk vl 5 CPU TIE .
CPU Tl H = JEAI £PAfi % * vCPU %t
o, 2R LU RS 1 ESXi 4L
« AIPEEARAL:  Intel(R) Xeon(R) CPU E5-2695 v4
o EARBHPIERE: 2.10 GHz (H124T 2100 MHz)

N5 Threat Defense Virtual SZBIfCE T 16 4~ vCPU, I CPU Wit 5T .
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B srovizoaE

CPU Hi{# = 16 vCPUs * 2100 MHz = 33,600 MHz (33.6 GHz)
o W R AT ESXi EHLGUN AL AT B
A RVEMRCE AN B LK, T2 VMware T 77 3R

\)

AR EIH AU E R AT A R SR G R ARG RS

NEERE
* 4 VM HiB 100% ) OB E NAT.

* f£ vSphere UL 1, SHIEHMBE —~ BIMEMS — NF — TIH, REEFEHEITAUIZN
17 (EBUE) .

o R EALA AR (PR RN ES .

W& ELE
* R vSwitch. ity FVAURIYER AT HE AT 00 (s o, LASRE o 9 24 411 2
* JEH] SR-IOV B PCI ELIg ] 34 58 19 2 P fie
« NN Threat Defense Virtual #55 { F e1000 945 15 it 2% «

FIEECE
o X ITAT REAULAT- A 1 )52 6 T R R A
o fEHEEAAFERAREAE 5 ZRP LU, (AL 10-15 ZFPLLT.

FIRRYEIRE
BCARCE T 100% CPU MW AF B IR, AR5 REAUML AR SE IR R B0 BEE iy o

fE vSphere UL ', SAIRSHBE — vM EIW — W% — @ERABUE, ®Hm, Rnsidi

\)

AR QCUECE TSR CPU N AT IR, 747K SEIE R AR E N i

SR-10V 3% A Fc

B8 1/O EFIL (SR-IOV) RVFIEIT S MU HEAE R A Z A VM L PR %5 N IK A PCle
W £ IE AL & . SR-IOV FEVF VM 7E M 4548 ic o Fh Geid e U LI #8 R e 0 B e NS Bk, AT
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srlov EOmsiess |

o I 24 Tk % AR IR 4528 CPU 740 . B2 (1) x86 IR 254 Atb R 284045 15 A 41 45 Dy fe - (45 1 Intel
VT-d HA) , ‘BT SR-IOV Jrify i B 128 WATAL 4 S HoAth B

SR-IOV K& LT AP a5 281 .
o WIELIIRE (PF) - S0 L8 T-#45 NIC, PF 5230 PCle ¥4, {435 SR-IOV LAk, PF #%IEH
PCle #4517 AT R L. AN E . i RA PF nl oy — 4 BRI T A8 (VF) $R4L 5 HUR1
Ho
* EBLIYAE (VE) - 6LLT 304 WIC, VF e abhe Rl PCle 4, R0 AR 153
WP, VF A E AT H, mgilnt PF BT3RS B, nf LA —& VM 2 — AN a2 A4
VF.

VF 72 UL ERAE RGHELL T, H vl LA 10 Gbps [114 & 1% # Firewall Threat Defense Virtual 115741 .
AT AU {E VMware J185% F LS VF,

SR-10V %= O B s 1 35K %

SR-10V $£ CEN

VMware vSphere 5.1 5 5 = MASYAE AT R € L& R S 30 FF SR-IOV. JiH SR-IOV i, vSphere
F L Th e To VL EH LAk

F% T Firewall Threat Defense Virtual 1 SR-IOV ] R TR ZAb, BB ZAH VMware SRS )52
Feff ] SR-IOV B &, LT A KRBk, SZFRINIC. Thagnl H M & VMware F1 SR-IOV FH2 Eisk
J7 T FIEANR B

VMware _ A8 ] SR-IOV 2 [11#] Firewall Threat Defense Virtual 3 R &3 1288, &0 LUK SR-IOV
B VMXNET3 H T8 881, 3% SR-IOV H T8I .

AR AAE VMware 248 EARL SR-IOV 42 F )& RSB FIEC B AP BR . AT o 15 22 TR e S
FIE B AIE, XAl 92 VMware ESXi 6.0 A1 vSphere Web % /7 3. SRl UCS C %&
Y553 M Intel LK M R 55 25 1@ L 2% X520 - DA2.

SR-10V #& [ Ay PRI

JA8)) Firewall Threat Defense Virtual I, 1573 & SR-IOV 4% B o] B8 5 ESXi 58 7~ B 7>
M. XrRES O B =, S EUFE N Firewall Threat Defense Virtual#/l JG P 45 & 2 .

A

EE  JTUBAE Firewall Threat Defense Virtual FECE SR-IOV WO Z 1, SEibiFEE OmegfdE EE,

TR N 25 OB N A 2 VM EHLE IER R MAC #8100,

Firewall Threat Defense Virtual J5 25, 0] LUfIABRAS MAC ks 28482 0. &8 4 show
interface iy X & PELN 032 D15 B, A H5HE 010 MAC Hulik. K MAC il 55 show kernel ifconfig fiy
A1) 4l FEAT B AR IE B 102 120 B

T
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B &zesxizmsios

£ A ixgbe-vf 3% O BYPR &
] ixgbe-vf #Z TS, I 2 LT PR -
o LU VMK VE W EDR AR, Rk, T ixgbe-vf I A SCERE W

o 25 1FP5% VM 7 VF LA MAC Hulik. Nitt, 78 HA BHIR AN S 1448 HoAth Firewall Threat Defense
Virtual “F& AU HAREE L 2B BB FEAL 5 MAC Hudik o HA Wb 8 0 ik M 3 FH 1345 17 45 HH %
Fe AL 1P Mok U7 Xis47 .

N

AR RS T i40e-vE B2,

« [0k} UCS-B %% A FF ixgbe-vf vNIC,

o IEMBERER W E T, 4BCKT K] Firewall Threat Defense Virtual ( F1%4%) KAMESEN, 4% Firewall
Threat Defense Virtual W &K T8 & 1A (L, JF4lTFH % H] Firewall Threat Defense Virtual 15
FHB MAC HhhE S o O 1P Mhik. bJ5, Firewall Threat Defense Virtual <3 v 7] — M 4% 1A
SLA B 25 A 1% S B UM AEATT P01 (ARP) B30T, DA 542 11 IP Hhulik1) MAC kb s ok, (H2,
TR R O, RIS 59k ARP BB R 2B H TR 10 TP Hhhb %3k 4 R
IP Hiudik 1) NAT 8L PAT i) b B e S 4R 1P Hidil.

2 ESXi =4 BIOS

FiaZ |l

HAE VMware | #8EH SR-IOV 32 11¥] Firewall Threat Defense Virtual, 755 5 #5803 F RERUAL. .
VMware $e (T JURPSGAE R SZRE I 775, AFEHAELE SR-IOV SCREHEAYEFa /e LA AT R 4410 CPU
WS AR R LA T 8 BB A5 RS &

JiAh, ik v LU 6 B ESXi EHURAA E 2 15 7E BIOS A I T AL .
UK

W AEH Tz — 5% 2] ESXi Shell:

o WURGEAT DA E U7 ) BHL, 35 IE AIE2 3TN B I G 18 5% i .

o W IEAE AR ML, E T SSH s H Az B4 ) 5 e EHL B B
LR 2 F N NG 4 F R
P/ 3 eiTll s

esxcfg-info|grep "\----\HV Support"
* HV Support iy 2 (14 FE 7~ T 0 BRI IR 288 . AT ReE M e Wi F
* 0 - VI/AMD-V £ /R0 I AN AT o
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wxmmmEng ram shiov i

* 1-VT/AMD-V %7~ VT 8 AMD-V a[f¢n] H, {HUbEA LR S,
* 2 - VT/AMD-V %7r VT 8 AMD-V ], {HH §i7E BIOS H AR JHH .

* 3-VT/AMD-V %7~ VT 8{ AMD-V 7£ BIOS " &2 H, 3 AT LA .

~ # esxcfg-info|grep "\----\HV Support"
|====HV SUPPOTrt ...ttt ittt 3

{H 3 RonSCRFIF A MR SLAL -

T—5Hit4
EENFIE RS ) A SR-IOV,

AEEVYIEEECEE LS SR-I0V
LA AL B B U DD e Z 87, 6L T] vSphere Web % P31 JHl SR-IOV,  JFBEFE AoHL 1 11 40l
REACR .
FFoa 2§
IR C BN SRIOV MM H2 1K (NIC); 1S RGiEk , 11 Ui,

UK

$IE1 ¥ vSphere Web % F i, ‘FHIEIE )G H SR-IOV (1) ESXi EHL.
$IB2 EEMEIR L, Mg EFIEEES.
LAY A SR-IOV JE i, DL T g PE AL #% /2 75 S FF SR-IOV.
W3 IEPYELENA, AR5 M dmiEE R 25i% & (Edit adapter settings).
$£IE4 7 SRIOV F, MIRZS (Status) Ttk /3 A (Enabled).
HIES EEITIAESRIE (Number of virtual functions) SCAKEH, B N A 1Z3E fic s FC & 1Y ERIThRER H -
AR
AT A O VE R AR E RS 1. RS 2 A ERThRe L= e 1, nTRES LT RE T 1%,
$IE6 SBE.
$IB T H)5 ESXi L.

REAUL REAE t ) R JE A5 T R 1) NIC S BN SIS o EA LR/ EHUREIEITR I “PCT 4% 314K
He

=N HIERL S B SR-IOV J5, WilF ESXi AL 1 NIC IR R P 25 B HAB L & .
KT 90kE R BS10 iGACES, WAZNIH%E icen WXANFE TS E LA LRAE SR-IOV #1535 H S I e (4 1 g o
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B o2 vsphere i

PN HAT 64 > vCPU Fi1 128 GB W A£MK) Threat Defense Virtual 3Bl E ESXi ML, H7E ESXi EHL FATFILLF 4y
A, RIGEHG1S ENL.

esxcfg-module -g icen
esxcfg-module -s 'NumQPsPerVF=16,16"' icen
reboot

B AR NumQPsPerVF AJ WE A/ 16 BME, HEBUEH 16 DISkISRAEMERE.

MR, % FHA7 32 4> vCPU Al 64 GB N A7 11 Threat Defense Virtual #%%, 154 NumQPsPerVF ¥ & %y 8, LLS:HLAk
FEVERE (HUWRTZE, ar LU AR (ED -

esxcfg-module -s 'NumQPsPerVF=8,8' icen

e
S5 AE SRR S HUR BT 51 T BN

T—5Mit4
o G5 —ANbRYE vSwitch SRS PE SR-IOV ZhHERILE .

11 vSphere X3

B3 —A vSphere A #H KA EE SR-IOV #2111,
pUK

&1 1 vSphere Web % )i, FHi4 ESXi FAHL.

PIR2 BB, EEME, REIEEEMRZIE.

$£E3 AR ENML (Add host networking) Eldx, EIAFA NS (+) FIL O HBERI bR .

PR 4 EPRRER IR R ERIN S QEIEREER, R T—5.

WIS IEFEHERER IR, RERET—5.

IR 6 KL B Y 253 AN I BT bR HEAZ L
a) {ETCHERCH T, shgpin's (+) LURmEEC s .
b) MK T SR-IOV I FEAH K 2545 11 o 51 41 Intel(R) 82599 J7 IR A7 X 1 M £ 3% 4% .
c) MHIREEERZIMFLE (Failover order group) FHz iy, EFSEFNERLEE (Active adapters).
d) MiHE.

$T Ni% SR-IOV vSwitch fij A —NRKIRE, RF s T—%.

WIE8 (ERTER LN RIS, AR5 AR
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samEpnnisas I

2: B SR-10V O BYET vSwitch
Geting Started  Summary  Mondlor | Manage | Relaled Objects
Semngs | Networking | Siorage | Aarm Defntions | Tags | Permissions

a Virted| swilchs
ECEITNE © . s~ xo0
Vilerme adaplers LT

o : -
Piwsical adaplers £ vawstcho

TCPAP configuration £ vowilcm
Arbvanced
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adaptars :
WVLAM 10 = 1 Bl vmnicO 10000 Full ﬂ

* Virtual Machines (1)

T—5HHtta
« BRI AL

TR E P B RS Rl

MR T T AL R, S5 AL BT A BEAEAF A XS MY . Firewall Threat Defense
Virtual VM [PJRE{28 5] 75 LA 2] 10 28 = 2o . XFEA e SR-I0V HIB I HE 2 #5245 Firewall
Threat Defense Virtual. UL FER{EFEF 0] 32 B Firewall Threat Defense Virtual JF2% 3 55387 3 =5 10 jE U
T ERRCAS

RPN AT A A5 S, 1HZ 04 vSphere MM BESCRY
gz
1B 1 I vSphere Web % J' i 5 5% 3] vCenter 5535 o

$F12 2 B FE LK) Firewall Threat Defense Virtual 118 41..
a) EPFHE O, e R PHEVBE ML, AR5 AEHE R ITR (Related Objects) LI+,
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. 1% SR-10V NIC 4B 45 Firewall Threat Defense Virtual

b) A ERIML (Virtual Machines), M %13 Hi% £ Firewall Threat Defense Virtual#L.

IR 3 KM ) UL
IR 4 A4 5% Firewall Threat Defense Virtual, JFAKICGEFAEIE (Actions) > FiF vCenter #4E (All vCenter Actions) >
FA M (Compatibility) > #+4% VM 3 & 14 (Upgrade VM Compatibility).

PBS sl RN
HIE6 NN A ML ESXi 5.5 R E &R (ESXi 5.5 and later )i .
BB (iR ERNEESHERIERGKHAR AR (Only upgrade after normal guest OS shutdown).

JITIGE HE AN LA T 25 O S e 3 EOAR AR AR A RSt AR PR B, O ELREAUUM L AR A& 100w BEOHT D B (K A AR

T—3Mit4
* JHi1 SR-IOV Hil M 4% 1&E Bt 25 1% Firewall Threat Defense Virtual 5 EFLITh RE=EE.,

1% SR-10V NIC 4B 45 Firewall Threat Defense Virtual

A T W& Firewall Threat Defense Virtual{/ [ FI)FE NIC n] IAZ #e$4E, %5 062006 Firewall Threat Defense
Virtual 55— Z /N HE SR-IOV ELM W 45 3&E Bl #s 1 RE LS REAH CIC . DL /R RE i B ey 43
vSphere Web %% ) #iiplf SR-IOV NIC 43 fic 45 Firewall Threat Defense Virtual#l.

UK

$HIE1 I\ vSphere Web %5/ 5iii 2 55 1 vCenter 5585 -
HI 2 RS M) Firewall Threat Defense Virtual it 541,
a) IEFREAE L SO, SRR BREREL AL, AR5 AR XA R (Related Objects) L5 |
b) AT ERIL (Virtual Machines), M7 1% Firewall Threat Defense Virtual#l .
SIE3 FEEUVINERBED R L, KRKEFIKE > VM B4
LB 4 ididmiE (Edit), AJFEFEMRES (Virtual Hardware) £ .
LEBS NHFERE FhEsh, EEME, AR5 HSERm.
RIH WoRFTEM 4% (New Network) ST
R
HEH: SR-IOV 2 1I, H DIAH S W7 e 2 1. B,  “SR-IOV MZHERLAS 17 F2 DA A LUK 0/1, 1
“SR-I0OV M ZEIGRLAT 27 F2 A I A LK 0/0,

L6 JEITEHEML (New Network) #5745, RJ5 k0] i SRIOV EIH .

ASCRFNIBRIERE, DA TCIE Y SR-IOV 42 11 i3 HITR A
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1% SR-10V NIC 4> Ec 45 Firewall Threat Defense Virtual .

LT NIEECEELEE! (Adapter Type) N7 i+ SR-IOV Eil (SR-10V passthrough).
LIE8 NEEDEE (Physical function) ~Hyg iy, GEHEE FLIE HEALLIE PO a5 AHH I R 47 B8 0 2% o
W9 Il BN

OB AU, ESXi AU AP BELE NE a5 Tk 86— DN AT BRI E,  IFR JLBU £ SR-IOV
FLBERCAY o EHUR S0 R RS L B & AR 2 SE ST RE A BT A s

\}

AR RSB RE, BELefd ] SR-IOV IKBNFE T 1) Intel MIAHERCAS (4 Intel X710 B¢ 82599) A
7 FF7E Firewall Threat Defense Virtual _Ff SR-IOV #% O HE# S0 . fEMIEGCT, EMEH ORI
THREMI M LB IERC RS . A RICRF /R 4G AL A FITEANE S, 155 [ 9Cr /- PLUK N = i o
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KA % Firewall Threat Defense Virtual #5555 2] KVM FR35 R
o Wik, 255 1L
* RGECK, 56 0L
o HEMFNPRT , 55 58 0T
* Gnf & # Secure Firewall Threat Defense Virtual 4% , 5 63 71
* WUERAAT . 63 1T
* S EmAESY 5 66 5T
* fE#% Day 0 BUE SO, 5 67 1t
* JA 3l Firewall Threat Defense Virtual , 5% 69 7T
o WBEHERR , 2 75 T

KVM J&3d 13T x86 i) Linux BB & BRMLY R (FIndkE /R VT KI5E BRI T &,
HA g mrngdn  WEEE kvmko HTHEMAZO BRI B F1— /N Ab BSR4 e B (4
1 kvm-intel. ko)

AT LMEH] KVM SRIZ1T 2 AMEIT RAE A E R G UL ERINL . AN ERNLAAE L F i AL
iy WA, BisL. EIBIEN gL,
Firewall Threat Defense Virtual &5 g5 0] B9 EE R

Firewall Threat Defense Virtual SZ 50 G8)ZVF AT, AZ RN VF AT W] 35 T35 38 TR FE AL AN [B] (1) 4 1 2 2 )
AT VPN ZEHZBR .

% 10: T3 HY Firewall Threat Defense Virtual i 7] T 82 R i

MERER REMAE (FRL/RAM) | R PR RA VPN 1% R
FTDv5, 100Mbps 4 1%/8 GB 100Mbps 50
FTDv10, 1Gbps 4 1%/8 GB 1Gbps 250
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X REE BO/RAM) | JERRH RA VPN < iEBR#]
FTDv20, 3Gbps 4 ¥%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #%/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv100, 16Gbps 16 #%/32 GB 16Gbps 10,000

FTDvU 32 #%/64 GB AN B 20,000

FTDvU 64 1%/128 GB A2 BRI 32,000

1% % Cisco Secure Firewall Management Center 1] “i/F ] 24

Defense Virtual % £% B FRIHEN]

—, TSR] Firewall Threat

47 5= Firewall Threat Defense Virtual 3 £5 1 BRI B S 00 S B, %% (Cisco Secure Firewall
Threat Defense AR ) -

R T 75 38 1 S B A FH 225K, Firewall Threat Defense Virtual #5254 ] i) 2L AR GE (7] G2

H AN A Firewall Threat Defense Virtual S5 #0575 2 Ak 55 4 RAE S/ DI BEIREC S, XS N AT
B CPU BRI 3] .
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% 11: Firewall Threat Defense Virtual 1% & & R 2K

=
o

=l

B

7.0 RESHRA

Firewall Threat Defense Virtual S RFPERES VT RT, XV Al v] %
T R PR AN 1 A i O AT VPN BB

* FTDv5 4vCPU/8GB (100Mbps)

* FTDv10 4vCPU/8GB (1Gbps)

* FTDv20 4vCPU/8GB (3Gbps)

* FTDv30 8vCPU/16GB (5Gbps)

* FTDv50 12vCPU/24GB (10Gbps)

* FTDv100 16vCPU/32GB (16Gbps)
* FTDvU 32vCPU/64GB (PRI

* FTDvU 64vCPU/128GB (GBI

1521 Cisco Secure Firewall Management Center Jicl & 1) “ 1]
R —F, TfiR{E4 0] Firewall Threat Defense Virtual £ i
HEN .

iR

P vCPU/NAAHE, WAZISE R IF] Firewall Threat Defense Virtual
WA LR

LT A7 5L

FRAN 6.4 ZREZA 6.7

Firewall Threat Defense Virtual .45 0] ) vCPU FI N AE %R . £
) vCPU/WAESE R =Fi:

* 4yCPU/8GB (ZRi\)
* 8vCPU/16GB
*» 12vCPU/24GB

FER M vCPU/NAAE, WhZI 2R 4] Firewall Threat Defense Virtual
B, AR IR =R &,
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BE &
6.3 R EIRARA
Firewall Threat Defense Virtual 2.4 [Hl €1 vCPU I E R, X
FE() vCPU/ W AFSHE L —A s
4vCPU/8GB
R
AR AV vCPU FNTE .
AL UL 2 * 50 GB
s W[V E . CFF virtio BRIEA
* FERRA 10.0.0 7, BRONWERL RN E K 100 GB, SRR
K/NA 500 GB. K145 S, 124 Threat Defense Virtual
LRSS R, 2R 453 T,
vNIC KVM _E[f] Firewall Threat Defense Virtual ¢35 UL T 52 8L 2% 3 Jit
o
* VIRTIO - Virtio & KVM 1 10 ERMLINFEF 4, H 10 &
UL R ML P FE PP PR A FAE S . ML SEt A P o
B gemu 71, R ENP AT EIKE R .
* IXGBE-VF - ixgbe-vf (10 Gbit/s) JX&h I 7 3 £ K REAE S HF
SR-IOV [ A% _EWEE I LD RE 13645« SR-IOV 75 2L IEAfi 11
FEFERERG SR AREAE R, 1SR “X) SR-IOV
HISZHE” o

R U A0 PR )

o THE AN B ORI AN B R 1k E B

N

iR

Firewall Threat Defense Virtual SR\ C &4 % FLEE RN 308 O & T [A)— 1

[

o WEE virtlO IKENFLF .

* 34 SR-IOV 1] ixgbe-v YR FLF.

o R 11 AN D
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senisames I}

* Firewall Threat Defense Virtual FERIABC B AR 3 B0 & BB ORI B OB T RI—FM, i HA
PE bR S R REAE A U5 ) ELIC M Y D (Rl AMEEE D

* Firewall Threat Defense Virtual & )3 80, 2 FHE/DPUAE O R EA UMD, B
RGN ICIEIRE

* Firewall Threat Defense Virtual Sz 34t 11 M2E0 - 1 AME D, | AMER AR S H A,
DN 9 DT HARGRE I8 1, 32 100 21 /2% 0 i D S84 LA R I

« FRREEL (1) (FD

A

AR R DL B KB E L I E S O, AR R . R
P B P A BT RTER AT, PRI 75 SR 40 e R R LA T
Ho WER, FERATVERE T, ASCRE WL 3T B KBS B AL
Yilale A7 9% B JCHE A B AL ) B B A 1 PR A5 S, WS FTD

fir 42 %) configure networ k management-data-interface fir 4.

o DREGBENTBAET 2) (27
© SNEREEI (3) ()

© WEBEE (4) ()

« Bl (5-11) (i)

15 20 & Firewall Threat Defense Virtual 42 1A LA R W28 @G e ds V5 28 F11 H b X 28 B W 5 &R

R 12: R % 5 B R R LK HI AR ST

P 4% 1 BiC 2% iR ) 4% B R M 4% The

vnic0* Management(-0 Management0/0 o

vnicl TREE AL ERAEH] DR AL FR AT o TREE AL ERAEH]
vnic2 GigabitEthernet0-0 GigabitEthernet0/0 B

vnic3* GigabitEthernet0-1 GigabitEthernet0/1 R

*HEE M. BT

o ANSCFEE BRI
o T HIE YR, JHid telnet SCHRFL IR RS 75 .

* BIE KVM LRI AT IPv6 SCRFLE ) WNIC, U2 R M55 TPve Bl E 2 5z 1 —
N XML CfF. fas 0] L v 4 virsh net-create <<interface configuration XML file name>> >k ‘%
e HAT IPV6 M2 B IL B 1) vNIC,

R TR, ST BLEIEELL T XML SO
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o B PRI - mgmt-vnic.xml
* W - inside-vnic.xml

 #NEEE D - outside-vnic.xml

EUE
] TPv6 T & 4 B M B XML Ao
<network>

<name>mgmt-vnic</name>

<bridge name='mgmt-vnic' stp='on' delay='0' />

<ip family='ipv6' address='2001:db8::al11:b220:0:abcd"' prefix='96"'/>
</network>

IR, S as il TAtb e D A XML ST
Fn] DL REIZ AT AR i KRB IE KM b 2225 f) R 00 ) 2 S S 8

virsh net-list
brctl show

CPU &5

KVM 1] DIRRIVEZ AR CPU KM, T VM, il MiEFES FHLRS N CPU U UL i) AL ¥ 2%
R, R e L CPU ThRe (BARh CPU #r&E) #4E VM il . #ER0KF CPU 28BN B 4
FEH, FEXFHFH T, BRIV EA S EVRGEE MR CPU Frik.

- $::3

£ KVM I3 28 1f) Threat Defense Virtual SZ) 352 FFERE. A XEANE R, 1ES WA 2 Threat
Defense Virtual [FI5ERf,

TEREMLIL

523 Firewall Threat Defense Virtual [R5 AEMERE, & el LX) VM A AT RIS . HRTE4IE S,
152 KVM LM RE AL TR R

$ZUsi% 1 R& - Firewall Threat Defense Virtual SZEFZRCHY S (RSS), W 4% 1E BL 2% A1) FH 1X T2 AKS: /9 4%
PR KRG 2 A W . 76 7.0 SO A 22 . ARTEAE R, S 0Tl
7 (RSS) 124> RX BAF1.

#BE
IBATHUA 7.4.3 B S AR 1Y) Threat Defense Virtual SE 2375 B UUR SHIIRIAT 2 I A6AGAE S5, X

KPEERI AR T PR P IXAEIR L IEH K. WS E R 3 KL 2 Bl A 5 H
AL BT e Ik, AT T RE 3 B E AN SRR AMT A .

SR U, SSRGS DL
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33 SR-10V B9 3F

SR-IOV BTN RE TR E M R . [R50 H SR-IOV IhfE) PCle @G It s 2 4, @ FE 953 H SR-IOV
HIIR 5525 o

KVM £ SR-IOV $:1H B Firewall Threat Defense Virtual S f7 VR &35 288, &0 LUK SR-IOV 8
VMXNET3 A T-&H##%10, 64 SR-IOV H T8 11 .

TR T i LA A S I
o AR R B A B4 () SR-IOV NIC LIeAT T AR, GG aT I VF $ci . SCRFLLR NIC:
o JUREIR LUK RSS2 3G IC 2% X710
* Intel LK 554 E e X520 - DA2
* Intel LUK IR 55 #5 1& il 2% E810-CQDA2

« i H NVM SEHFET THAE Intel® WA IERCAS ES10 - HUH [ £F (NVM BUZ)  FT R 2%
IKENFEIT o ARG Mk N AE (NVM) G RN 25 SR B R 7 e — AL 2 I AL, T LAAE
Intel® WZSIERCAS E810 FAENALA AT B 478 NVM FHER AR AR B 145 5
W2 Intel® UK #H48 ES10 £k, LA H seRf /RO M 25 i AL Ay E810 -1 IF A
[ {1 3R B R

* JHEFTH PCle #HFE#RSZFF SR-IOV,
* 3 FF SR-1I0V ) PCle 4l n] G HLA A A S fg .
* x86_64 Z1% CPU - Intel YPAFE A (HEFE)

N

ER IKAIIAE Intel () Broadwell CPU (E5-2699-v4) | L) 2.3Ghz [145#% %} Firewall
Threat Defense Virtual 347 T 913k

L4 *Z/L\J\
* &> CPU Jifl /0 8 MR L
* 8 MLLLINL T AN

A

AR AGE R CPU [ ke szl se 3 At

< H AU R ISR, LT RSN SRIOV HISZFrE L. ST KVM, &0 UK E SR-IOV 2
By ) CPU k. i5iERE, X T KVM L Firewall Threat Defense Virtual, 414X 32 £F
x86 Tf1f,
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£ A ixgbe-vf 3% O BYPR &
] ixgbe-vf #Z TS, I 2 LT PR -
o LU VMK VE W EDR AR, Rk, T ixgbe-vf I A SCERE W

o 25 1FP5% VM 7 VF LA MAC Hulik. Nitt, 78 HA BHIR AN S 1448 HoAth Firewall Threat Defense
Virtual “F& AU HAREE L 2B BB FEAL 5 MAC Hudik o HA Wb 8 0 ik M 3 FH 1345 17 45 HH %
Fe AL 1P Mok U7 Xis47 .

N

AR RS T i40e-vE B2,

« [0k} UCS-B %% A FF ixgbe-vf vNIC,

o IEMBERER W E T, 4BCKT K] Firewall Threat Defense Virtual ( F1%4%) KAMESEN, 4% Firewall
Threat Defense Virtual W &K T8 & 1A (L, JF4lTFH % H] Firewall Threat Defense Virtual 15
FHB MAC HhhE S o O 1P Mhik. bJ5, Firewall Threat Defense Virtual <3 v 7] — M 4% 1A
SLA B 25 A 1% S B UM AEATT P01 (ARP) B30T, DA 542 11 IP Hhulik1) MAC kb s ok, (H2,
TR R O, RIS 59k ARP BB R 2B H TR 10 TP Hhhb %3k 4 R
IP Hiudik 1) NAT 8L PAT i) b B e S 4R 1P Hidil.

Snort

o QRIS TR AT R, BIUD Snort 75 BARACHS (A A4 GESCH], BiE VM B 2218, s EHdT
TEASHEFERE, 15 M Firewall Threat Defense Virtual 1 VM FHLSEE H & . WdE B4k CPU 5
B NAES 1O A F T BRI/ 53 H KA B -6k ) @A T O R

* 4 Snort IR, MELHE CPU A /O IR . G AE NAEA L B 5/ CPU s ML E
{1138 T K& Firewall Threat Defense Virtual 5245, | Snort 5 75 AR K I 18] A BE < 4], 1XK 2L
B4 Snort & Lro

UEFI 1% £ /3 31 R
£ KVM I, UEFI [E#FA UEFI 224 3 s SCFrditth (A0 588, IF HUZifE i g it AT i &
PAT IR (O AT T E (AL BIOS #5) W ATHRZIRRA 10.0.0, AL Z B . SRR
G V14:3) UEFI [EfF805 H] UEFI %4233 .
FRBR&IFIF PR
W & FHR BRI

A\

ER SRR E T

B ORAETE T IEAT #4 » TH44 2 Threat Defense Virtual 10.0.0 J&, %Gy MR 2 LLAT KPR AR . 22
R BB RRCAS, 20T i B
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N{ATEIE Secure Firewall Threat Defense Virtual 1% & .

N &IE Secure Firewall Threat Defense Virtual 1% &

A5 PN IR Pk B B K Secure Firewall Threat Defense Virtualo

Secure Firewall Management Center

Un SRS PO Y o 5§ ] Firewall Threat Defense SZRFIK 2D RERBCE., 15 18] B kB4
Hrputy GRIAREERU B KBS & A SRICE B . AXRIEAER, HS ] Secure
Firewall Management Center >k ! Secure Firewall Threat Defense Virtual , £ 457 11

|
BEESI  SORNBERIRHE H By k52 B R gs F By kS PR oho0y Sk FH Firewall Threat Defense %45 . 758
By K 43k e 2 5 BB SRR BRI e ), KGR A B KRS B R0 K45 BE Firewall Threat Defense 15

%, BRAEERZE AR BT RE I E G B BT RE LU By kBB B bt e S5 — 05T, 2444 1A) Firewall
Threat Defense V3 /it B K357 S b0y WA, Bl KI5 24 87 BRAS RO 1R &5 S Hi 4k

EE OHAT, ERATRALE By kb B 5 LA U E TR B B KRR FE R IR, e IRR. RN
Firewall Threat Defense B4t & 1) & BLSAURS, THHEIX— .

Cisco Secure Firewall & & & 182

[ K B 5 4% BB 1K 2 8 Firewall Threat Defense &%L%ﬁ@é’\ﬁ"] WebFtTHl . ‘& n) PARC B /NS X 4%
B IR IEA D B = i B A S — G Bl &R dth, ExXFhpad, LR
Hm Tk Re 2 B fﬁ%ﬁ%?%@"ﬁ(iu%ﬁ’ﬁiﬂ”ﬂ% ARVEANE R, EZ AT Cisco Secure
Firewall % £ & H 2% K P Secure Firewall Threat Defense Virtual , 5 475 71

)

AR R B KRR B A T A W B3, 152 [ Cisco Secure Firewall Threat Defense 3 25 1§54

n)h:l

AIHE

* M Cisco.com T Firewall Threat Defense Virtual qcow2 A4 FF45 FE Linux 41 L

https://software.cisco.com/download/navigator.html

%.

TR B Cisco.com B 3%f5 BAUERRS G F .
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B ooz

o ARG T oRBIERE B K, AR E4TFH Ubuntu 14.0418.04 LTS. 7F Ubuntu 18.04 LTS EHl2 I
GAREDL AT

* gemu-kvm
* libvirt-bin
* bridge-utils
* virt-manager
* virtinst
* virsh tools
* genisoimage
o PERERZ EALAILRCE g . it PR #E =L, R Ll K4k KVM L7 Firewall Threat Defense

Virtual 7 & . A3 Gl H W EHLFEMES, ES NSRRI L: H & Linux fl Intel 4281
iy ZCRE VT 1) i 45 # I IR 45 I i

* Ubuntu 18.04 LTS KA AL B HE LU 25T

* macvtap - P AE Linux PI#; 48] LL# ) macvtap, 1A/ Linux MAF. #0020 HC B4 2 W
B AR H macvtap, 1A Linux M.

WK UL - BN A A7 BURER /N, £E Ubuntu 18.04 HHERIATT A .
o AR - TR AN vCPU kb B — A %
* txqueuelength - F T-KFERIA txqueuelength 341151 4000 5 FF kb B %,
* [852 - FH 1K qemu A1 vhost JEFR [ i FIRE i CPU PA%; FERESEREIL R, [ e o) B 5 4 itk
fit.
o HRMAIET RHEL M0 A 15 B, 524 (Red Hat Enterprise Linux6 RE UL R0 TR
M) .
* HXRKVM FRGHAEYE, #5205 (Cisco Secure Firewall Threat Defense H 75 LR FE)
o ST DU ] DUR 5 vk B ik S & 77 IEAEI2 4T KVM:

* J217 Ismod LAFIHH Linux PAZ B . Wi KVM IEAEIEAT, W4 SRl R skig s
KVM:

root@kvm-host:~$ Ismod | grep kvm

kvm_intel 1236750
kvm 257361 1 kvm_intel

s WL HFR VM _EAAETE Is-l [devikvm , WA REIELEIZAT gemu, 103 R KVM B4 B
ife
root@kvm-host:~$ Is -1 /dev/kvm
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mesd

Cr W------- 1root root 10, 232 Mar 23 13:53 /dev/kvm
BTN i, K BT SCRF KVM:
root@kvm-host:~$ sudo kvm-ok
o BT U] KVM i .
© WA KVM AL 23 OVMF 8. LURNERIN 77701 OVMEF L, LIES%.

$ cat /usr/share/libvirt/firmware/ovmf.json

{

"description": "UEFI OVMF firmware",
"interface-types": ["uefi"],

"mapping": {

"device": "flash",

"mode": "readonly",

"firmware": "/usr/share/OVMF/OVMF CODE.fd"
by
"features": {

"secure-boot": false
}I

"targets": [
{
"architecture": "x86_64",
"machines": ["g35", "pc"]

$ cat /usr/share/libvirt/firmware/ovmf-secureboot.json

"description": "UEFI Secure Boot with OVMF",
"interface-types": ["uefi"],
"mapping": {
"device": "flash",
"mode": "readonly",
"firmware": "/usr/share/OVMF/OVMF CODE.secboot.fd",
"nvram-template": "/usr/share/OVMF/OVMF VARS.fd"
b
"features": {
"secure-boot": true
by
"targets": [
{
"architecture": "x86_64",
"machines": ["pc", "g35"]
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B sases

BRI

PLUR e B 368 T4 Day 0 FiC & SCHHE KVM 845 1§64 Firewall Threat Defense Virtual ff) T AE

B
6) Download <2>‘ (3;‘ Prepare the (4\/‘ Launch the threat
and save the (Optional) | I§a 0 ~ defense virtual
Linux Host th_reat defense — 3 Install Support ——p configuyration —>» using de_ployment
vmuafl_ qcow2 package (day0.iso) file script or
ile open-source GUI
< Manage the threat
Management defense virtual using
Center or Device the management
manager center or device
manager
Tz TR’
(1) |Linux FEHL HIE4F , 25 63 Ul: T Firewall Threat Defense Virtual gcow2 3L
— A ILARAFEAE Linux EHL 1.
(oY) |Linux EHL HIHEAAE . 5 63 I SRR,
;"’é\-, Linux FA4l HES Day 0 it & S
(4) |Linux AL J&5)] Firewall Threat Defense Virtual:
Ay
o A A
* ffH] GUI
5 By KB B ALy | 8 A FL U0 PR Firewall Threat Defense Virtualo

DL R AR BB T 7EAME ] Day 0 Fo & SCEFRE L T KVM 8241 Ei%% Firewall Threat Defense
Virtual (1) TAERFE .
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#gvayoExH [

oA (
(1) Download 2)
~ and save the (Optional)
Linux Host threat defense Install support
virtual qcow2 packages
file
3 Deploy the
threat defense
Thrgat Defense virtual using the
Virtual CLI setup wizard
()
\_/ Manage the threat
Mar&agement defense virtual using
enter the management
) or center or device
Device Manager manager
o 1B
TiE=[a) IR

( i"\: Linux F=HL A4t , &5 63 Ji: F 23X Firewall Threat Defense Virtual qgcow2 S 1F
— FEK HARAFAE Linux AL L.

HIPEAAE . 55 63 Bl 2SI,

(o)) |Linux E#L

Firewall Threat

3 TEHAT Day O it & SCAFE O N A 2l: Al 3 & 1) 330 Firewall Threat
Defense Virtual CLI | pefense Virtual.

(4 |PikEaEEApL | AL EE Firewall Threat Defense Virtual

\Y 2, oo
M Day 0 BLE 014
{E#% Firewall Threat Defense Z fij, ] LAES—> Day 0 BUE SC/F. MO —soAScfE, K

PR T AR UL R Y A A O B e . AR BRI IR B TAE HSh 244
“day0-config” WISCARSCAM, FHENE XA s B8 AT day0.iso 3L

(&

EEET % day0.iso SCHHBAUE YR FHI AT I

WAALH Day 0 B SCHFREAT R, I PRl RVFRBAT AWM RS . FTLARE
* B2 (IR P VFar ) (EULA).
s R ENL .
o RO P TR B 5L A

o IR, SR WA FE Secure Firewall Threat Defense Virtual %45 , 25 5 Ui.
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B csoaomzExs

BT O AR E R B E =2, BERA Pk E L 7B (Fmelp. FmcRegKey Al
FmcNatld) [fF R 0 FREARM I EEE, REFBObA.

* WA KA BEEAIAP KRR BB EUERR.

DR RS TSR AR I Bl K S 4 A Bl A B, T AR Bl K U AN B Bk . ANREAET
15 K i o6 PG TG B W By KBRS 1

o Al v T AAEE B R 45 R REATIEAS 1 R 48 AL

o PR, AT AR R R AR R R TR F R
WERIEAERAT Day 0 FE SCHFMTEO0 FREAT S, WAZIAE S B BCE R P i BB AT RE S
5 &, WZAERA Day 0 o & SCIHINEOL MRS, 55 74 1.

N

AR RAEAIRGI P AR Linux, (XS T Windows A7 JALRSEHIREF -

UK

LB 7E4A “day0-config” [ SCASCAF I AN B 241 CLI FCE . A0 480 B R OC T4 e 45 11045 8

Al

7E Day 0 i & SC4- 1) M anagel ocally i\ Yes LU AR b B K 8% 86 & 27 BEa% s SN B KBS EF B0 FBE (Fmclp.
FmcRegKey 1 FmcNatld) R . 0 T AT I3 BRIE I, RFIX 27 B B 4

T A SR SR 1SO SO AE S 4 CD-ROME:

i

/usr/bin/genisoimage -r -o day0.iso dayO-config
Bk
Al

/usr/bin/mkisofs -r -o day0.iso dayO-config

PUR3 RN EE N B AR By R A ME— A ER L B SO

N
5
N

T—5 it 4
« WIRAFH virt-install, 1 7E virt-install 674 F 0L AT
--disk path=/home/user/day0.iso, format=iso,device=cdrom \

o WA virt-manager, 7] LLA# ] virt-manager GUI 1l 2 f2#8L CD-ROM; i % [l 4 1 K HE ] )
S (GUD) #HATIES) , 55 71 T,
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2571 Firewall Threat Defense Virtual .

25 Firewall Threat Defense Virtual

1% &R E B 7K /3 3

18 FHBL T virt-install [#)3 2 {4 J3 51 Firewall Threat Defense Virtual.

TR, ] DOl e B S A 1) B U R A B ORI PR R . IEAEAE I AR A 2%
SRR S R B, b4 B R T RE .

RS KVM V5 25 WA 3 I AT LA 8 AR 2472 —: writethrough. writeback. none. directsync
ok unsafe. writethrough $2 L2247 . writeback $2 AL EEIURIE NZEA7 . directsync 2> &85t T LT [
2At. unsafe W RESSGEAFITA WAL, I 2K B U5 & RRETE K .

« MEPLEFIZER TS, cache=writethrough 4 Bh T-FFHE KVM Ui & H ML SCHIR . AT
A8 H] writethrough #5L

* {H)&, T cache=writethrough {4 /0 5 NIXEL =T cache=none, T LAiZs X H 2 52 0 f
o WERMIBE T --disk 230 [¥) cache 4L, WIEBKIAE 4 writethrough.
o RFGE AL UL ] BE MR G i BRI 3 (P[] . IX0& PRk, — 284G IH ) RAID #5734

WAL AR RE iR . L, ARG 224F (cache=none), M 144 FH 2R IAME writethrough, £
B T R A5 s s 3k

o WA 6.4 FF45, Firewall Threat Defense Virtual i n] 811 vCPU Fl 72 & —H B E . 1F 6.4 JiX
Z 0T, T Firewall Threat Defense Virtual HAT [ €l & 4VCPU/8GB W 4%. 1S &, T
fi# 4/ Firewall Threat Defense Virtual *1- 5 K/ --vepus Fl --ram S 5001 2 FrAE

R 13: virt-install 3515 vCPU FAIR 7548

--vepus --ram Firewall Threat Defense Virtual - & #4&
4 8192 4vCPU/8GB (ERI)

8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

UK

S QLN “virt install ftdv.sh” ) virt-install A

Firewall Threat Defense Virtual i fUHL (VM) [ FRAELL KVM ML T At B RULH 6 200E ME— (1) . Firewall
Threat Defense Virtual 1] 3ZRF 22K 10 ML . WORGIMER T 04N D . 8 NIC S4UE Virt O,
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B srasmrss

PR
Firewall Threat Defense Virtual [FJERANCE e SRS BB O . 2B OMPEEOETR—FMN L. RERDHE
T AANMEOARRTNE 8. 4 0 3R 2% 45 i D 201G DL i -

< (1) HEIED (LT

© () fREAE A (T

* (3) ShFERER T CAD

© () D (2T

< (5) Chli%) Bl - k% 6 A4

T
MFREREHMEE: EHHARHESHUN virt-install 172

virt-install \
--connect=gemu:///system \
--network bridge:brl556,model=virtio\
--network bridge:br-in,model=virtio\
--network bridge:br-out,model=virtio\
—--name=<prefix>-vm-ftdv \
--cpu host \
--arch=x86 64 \
--vcpus=8 \
--ram=16384 \
--os-type=linux \
--os-variant=generic \
--virt-type=kvm \
-—import \
--watchdog i6300esb,action=reset \
--disk path=<path to gcow2 file>, format=gcow2,device=disk,bus=virtio,cache=none \
--disk path=<path to day0.iso file>, format=iso,device=cdrom,bus=sata \
--console pty,target type=serial \
--serial tcp,host=127.0.0.1:<port>,mode=bind,protocol=telnet \
--boot firmware=efi,loader secure=yes \
--machine g35 \
--features smm.state=on \
--force

iR
TP LI q35, IF HAAZUFH SMM (REE BB A Rkt 2 2 3.

VM E1E:
TR VM, LA R a4
virsh undefine <vm-name> --nvram

%
g
N

1247 virt_install A

ASCRFNIRTLR, RO TCIE Y SR-IOV 42 1 3 VR A

il
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ERErRsRE cu) #EH ]

/usr/bin/virt install ftdv.sh

Starting install...
Creating domain...

BEIRE L AN, R SR BUBLIEER 6« T DG BUBNLEE R 3. 8 sh BBl 2L phi e, —
HBANUSE IR, R USR] & B ) CLI fir 4

T—5#ft4
PR ORI 25 BRI T Rl 5 10 A BAR S

o WA AR BEIBILPER, LOREH B kR HEpu0 45 PR Firewall Threat Defense Virtual; 1525 [
1 ] Secure Firewall Management Center 2K ¥ Secure Firewall Threat Defense Virtual , 5% 457 T,

1IN TIPS FRRE T MRS, 175 2 5 W] 5 #E Secure Firewall Threat Defense Virtual %45 , 25 5
Tl

~

£ ERH S E (GUl) #1733

HZAFFIRIE DA H st GUI KR HL KVM ERINL. LA N FE P virt-manager (HFRA RSN
FE#%) )35 Firewall Threat Defense Virtual. Virt-manager & H TG F145 BLV5 & LI B TEAL 1
H

>No

\)

IR KVM WSSV Z AR CPU 8L, %1 T VM, I ML #E 5 BN R ST CPU B DILRC i AL FE 2%
KM, UMK ERA EHL CPU ZhfiE (AR CPU bR KifE VM Rl il #NH CPU R E
EH, LRGN, RN RA S EHLRGEE MR CPU ARk

UK

SIE1 A3 virt-manager (N > RS THE > ELHEES) .
FR 48 N] BB SRAIE B SN LM 45 R e A/ s N &1 root 114
P2 g EAWZEHL, FTIFEREE R (New VM) 1] 5.
PE3I BAERHLENE S
a) NTHEAERS, EHRSAIE R EMS (Import existing disk image).
B R VFIS 1 SE e NGRS (RS TS M n] JE SR E R D) «
b) AidigksE (Forward) 4k 4R34t .
T4 N AL
a) Al .(Browse...), IEEEWLG L),
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B =aErassE cu) #iTE

b) EEFEIL (Generic) /i hIRIERLEEEL (OStype)-
¢) AiekEE (Forward) 4k 434 .

SIS E WA CPU LD

EEEM
Firewall Threat Defense Virtual S FEE BEVF 0T, 1220 0] F v] A) 5k T340 38 SR $R 1L AN ] ) 4 e B 2 ) A1 VPN &2
B il o

HZH N3, T f#4EEA> Firewall Threat Defense Virtual -5 H --vepus Fl --ram 50T > Fr ) B JE FME

14 ERN B IR 35 vePU I N FS 3L

CPU A7E Firewall Threat Defense Virtual - & #{#%
4 8192 4vCPU/RGB (BRiM)

8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

a) %1%} Firewall Threat Defense Virtual V-5 K/Nx & W 7F (RAM) S5,
b) %1%} Firewall Threat Defense Virtual *F- &5 A /NKE XV 1) CPU 4.
¢) Hidi#k4E (Forward) 4k S 4E .

$B6 WhRERBEXEREN, FE AR, R hEm.
PATICERAER SFT S — AN S, Enr DI b s in . R AN & R L A 2F 15
LT BN CPU LE:

AR, P IR S (Processor), 4R G iE£FECE (Configuration) > &l E 41 CPU EL & (Copy host CPU
configuration).

KoK AL CPU A5 ML E N H] T4 VM.

LIRS HUE LI
a) MZfulnRrd, EPEHELIE 1 (Disk 1),
b) EHFSRIE (Advanced options).
¢) KRR VA Virtio,
d) KEiEE=N 1A gcow2.
P9 FLEPFIATEHG:
a) MEMmet, EFEH & (Console).
b) MR (Remove), MERERINHITEHIA o
¢) HdiRnEEH (Add Hardware), ¥shn—=& BT % .
d) XTig&ZEB (Device Type), %+ TCP net #5444 (tcp) (TCP net console [tcp]) -
e) M THERX (Mode), EFEMRSHAE (YFE) (Server mode [bind]).
f) XFFEH (Host), HiA 0.0.0.01F4 1P Huht, X% AME—1i%O (Port) 5.
g) LT {ER Telnet fE.
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S0

TEN

SIE13

$IE14

ERErAARE Gu) #TEs [

h) MCERSSH.

BCE AT Bt 15 KVM Ui & s 5t B 2 fid A I/

a) iR INEEE (Add Hardware), HI0— & & T 1% % .

b) X TES (Modd), EFERINAE (default).

¢) X THRYE (Action), iL#esmTIHE B Ui% (Forcefully reset the guest).

L& R /D 4 MBI,

M ARINAEH (Add Hardware) LARINEE D, 2R A& $F macvtap Biig e S Z ik &40 (EH P2 .
TR

KVM 11 Firewall Threat Defense Virtual SZ 53601 11 AN - 1T ANEFEEEZ O 1T AMRAAENEEH 80, BLR
&% 9 MNHTEIERE M1 . 122 1 31 4575 Bic 25 284G DL > <

vnicO - L (DFD)

vnicl—PR B AL AT G i)

vnic2 - MO (AT

vnic3 - WHEF#ELT (F)

vnic4-10 - F¥a4Z 1 (afik)

EEEM

TEIRAE vnicO A1 voic3 WS 3 [F— 7 M,

WIRAEH] Day 0 Fo & SCAFHEAT R, W2 1SO A M4 CD-ROM:

a) iR MEEH(Add Hardware).

b) EPETENE (Storage).

¢) MdnERIEESHMINE 774 (Select managed or other existing storage), 4R Jm il % 2 1SO LA

d) X Ti&& %A (Devicetype), %+ IDE CDROM.

Be B AL S, AR A .

s FFIA R % (Begin indtallation), DUE virt-manager i FH #5455 (1 1 5 B R AL o

pa it

{E virt-manager ") 5l Threat Defense Virtual I}, BRINSHTIFEIJE (SPICE) #5546 . ERERE L, EHlaE
JA I AT B 2% o R A B s B . B, WA AR B ARELIER R 8.

LRGN G, EH R
MK — #mihle — G aHT
WERBCE T TCP HATHEHI G, WU telnet Vi %1 & — #i A% B7R7E virt-manager .

T—F Mt 4
P ORAYD BRI T e P 1 BEAR S
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B =csoy0mEcswmr TR

o WA AR EIBILPER, LORE] B kRS FE R0 4 PR Firewall Threat Defense Virtual; 11525 [
1 ] Secure Firewall Management Center 2K ¥ Secure Firewall Threat Defense Virtual , 5 457 T,

HRUNEFE LTI, 15202 B Secure Firewall Threat Defense Virtual W 45 ,
I

N ©

%A Day 0 ECE RV IBR T B3N

fH T Firewall Threat Defense Virtual ¥ #5¥4 Web Jtifl, WHREEZEAA Day 0 e & ARG 00 T 2T
P, DAFUEF CLI KB B R4

OSSO B RN, B T2 EULA. ARG, 4% B B R o o B A Y, e
iows & AR S will i &y S

TG BCE AR RS, QB Rk ) B, ISR TN, Bl (yin). BRMMBERIIETT RS W,
Ui [y]. 1% Enter BEAfINIEFE.

)

AR SRS RIIABCE A U R R AT AR R, W AUE ] CLI.

R

121 ] JT Firewall Threat Defense Virtual {455 &
W$IE2 7r firepower login #&7- 75 F, A HERIAES (usernameadmin, password Adminl23) k.
I8 3 Y Firewall Threat Defense Virtual R4 0}, 28 FRPREHAT LN EAE, JEMARLE RS0 oG B

* #%% EULA
BB G D
IPv4 B¢ IPv6 i E

IPv4 B IPv6 DHCP ¥ '&

B H 1 TPv4 SRR IR, s TPve Mkl A 2%
REGAIR

* DNS &%

* HTTP {43
< EHR (R 2T A AT D

TR RABERN SRRE. AR A RES Bl . S22 i A ME, 1% Enter .
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ey |

TR IR ENAR A E .
PER6 PEHI G IR # $E-ATI, SRS A .

HIET KM CLL

MR HERR

T—F Mt 4
P TR 25 BRI R T Rk 10 BEAR S

s R E AR EIRSE EHRE, LKA B kRS FE G0 2 Firewall Threat Defense Virtual;
W21 H Secure Firewall Management Center >k 45 #f Secure Firewall Threat Defense Virtual , 55
457 Ui,

A o U] P BRI A MEIR , 15 2 4 4n{a] B 3 Secure Firewall Threat Defense Virtual %%, %5 5
T,

~

AP BEAUBL (0 KVM ARE A ORI — LI A s R R 2D 9K
EE R ERN R B IEEIZIT KVM
AT LU LU D5 R B B AU L 75 IEAEIZ AT KVM:

* 3217 Ismod 74 LAFIH Linux PR ELER . Witk KVM IEAEIEAT, W4 8o bRt ke s
KVM:

root@kvm-host:~$ Ismod | grep kvm

kvm_intel 1236750
kvm 257361 1 kvm_intel
* WERH bR VM EAMEAE Is-| /devikvm fir %, WIEHTREIEAEIa4T QEMU, M A7 AIH KVM i
HBhIhRE .
root@kvm-host:~$ Is - /dev/kvm
Crw------- 1root root 10, 232 Mar 23 13:53 /dev/kvm
c BITLLU R4, KA EHLE R SR KVM:
root@kvm-host: ~$ sudo kvm-ok

o B A DUE KVM JIniE .

ZB2 Firewall Threat Defense Virtual BB 3| /2 &R
WA ) BN 2 )5 ShEER, 20 O LA S50
o HRERE HAT 2> 8 GB WAEHI VM.
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o WORESE AT 4/ 4 AN VM.
* TR E H A %0 4 4 vCPU 1) VM.
* B04F QEMU HERR 15 IE AE 1 FH AR 25 % 25 CPU, {9l 1 SandyBridge. IvyBridge. Haswell %5, i
T4 ps-edaf | grep gemu KK AU S 3L
ZR2 Firewall Management Center Virtual BB 2| S s EIR
L A R R LI 25 ZAEFR, )20 O LA T 0L
* WRERESE VM 2/ H AT 28 GB A7,
* WERESE BA 2/ 4 N VM.
* PSS B 22> 4 A vCPU ) VM.
* IiiF QEMU HEFR 15 IE /R4S IR 25 #5285 CPU, {941 SandyBridge. IvyBridge. Haswell %5, {4
fir4 ps-edaf | grep gemu Kk A kR S 40
B R HMEHERR

&0 LULE Firewall Threat Defense Virtual FIafr PR ap Ak Al dl, DAk HEZEATIH: system
gener ate-troubleshoot <space> ALL

¥, fifH system generate-troubleshoot <space>, iR "5 (?) ok Tab #%4H UL A F 7] GE K116 T 5l iy

/?\O
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REEALHWAT M AWS [] 77325 Firewall Threat Defense Virtual.
o Wk, 5577 0t
o v B AR . 5 79 0T
* L[5 ¥ Secure Firewall Threat Defense Virtual % 4% , 25 81 L
* AWS U7 MR, on page 82
* A 4T, on page 82
HETU AT PR ], on page 84
M E AWS 355, on page 89
AWS 11 Firewall Threat Defense Virtual [1) 5541 70445 Ik %5 (IMDS), on page 94
8% Firewall Threat Defense Virtual, on page 95
* £/ Amazon GuardDuty /245 F11 Firewall Threat Defense Virtual , % 98 T
« BEk L %598 1T
* % Amazon GuardDuty 55 Cisco Secure Firewall Threat Defense 5% , 2 104 J{
o BOHTIA MR EECERCE 2 116 TT

.

Mt iz

AWS & —Fh A FE AR EE . Firewall Threat Defense Virtualfe LL R SEFI2E 1) AWS FREE TR E N7 &1
1T

3 15: AWS 37358952528 805N Threat Defense Virtual FR 7

SNt vCPU 7% (RAM) (GB)  |VvNIC R
c3.xlarge 4 7.5 4 A=y
c4.xlarge 4 7.5 4 fF=
c5. xlarge 4 8 4 6.6 B SR A
c5.2xlarge 8 16 4 6.6 B H E R A
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B &z

KPR vCPU M7£ (RAM) (GB)  |VvNIC BRAS

c5.4xlarge 16 32 8 6.6 BB A
cSn.xlarge 4 10.5 4 7.1 B SR A
c5n.2xlarge 8 21 4 7.1 BOH R RAS
cSn.4xlarge 16 42 8 7.1 B SRR A
cSa.xlarge 4 8 4 7.1 B SR
c5a.2xlarge 8 16 4 7.1 B SRR A
cSa.dxlarge 16 32 8 7.1 BOH S RAS
c5d.xlarge 4 8 4 7.1 B SR A
c5d.2xlarge 8 16 4 7.1 B SRR
c5d.4xlarge 16 32 8 7.1 B A
cSad.xlarge 4 8 4 7.1 B SRR
c5ad.2xlarge 8 16 4 7.1 B SR A
cSad.4xlarge 16 32 8 7.1 BOH R RAS
m5n.xlarge 4 16 4 7.1 B SR A
m5n.2xlarge 8 32 4 7.1 BOH R RAS
m5n.4xlarge 16 64 8 7.1 B SRR A
mb5zn.xlarge 4 16 4 7.1 B SR
m5zn.2xlarge 8 32 4 7.1 B SR A
c6i.xlarge 4 8 4 7.7.10 B = A
c6i.2xlarge 8 16 4 7.7.10 B = hRA
c6i.4xlarge 16 32 8 7.7.10 B E A
c6a.xlarge 4 8 4 7.7.10 BYEHE mARA
c6a.2xlarge 8 16 4 7.7.10 B A
cba.dxlarge 16 32 8 7.7.10 B A
c6in.xlarge 4 8 4 7.7.10 B A
c6in.2xlarge 8 16 4 7.7.10 B A
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wases |
il vCPU A 7F (RAM) (GB) | VNIC BR A
c6in.4xlarge 16 32 8 7.7.10 BLH A

AR R ETERE, AW 5 SEpIA.

7E®  Firewall Threat Defense Virtual A~ 37 F5738 i 17 2 S5 /N ok T g sz 1) 28781

B H AT ANE 5245 K /NF) Firewall Threat Defense Virtual.

R HREAE I 4 K 78 Bk

K aws 117 LA NGFWv SCHFF EC2 SEFIRAYME R, W&
https://aws.amazon.com/marketplace/pp/prodview-p2336sqyya34e#pdp-overview.

\)

TR o BRIAEWL N, Threat Defense Virtual S0 75352 0 8 FH T 2247 1) o

o U5 BT S 2R AY S B BIOS #3%, ] Threat Defense Virtual 21K 7E BIOS #0 R B 4.

LR AR 360 T 78 Amazon Web It (AWS) |3 Firewall Threat Defense Virtual [¥] TAE#FE.
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B :aes
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(1) Create AWS

Account
AWS Console
E)A::I?b\;zrcd Configure/ Add Internet Add a
Create VPFC —* Gateway Add Subnets . Route table
(8) Create (7) ;\8,4" l Q“:
AWS EC2 1 a " Create " Create Elastic Deploy the
Dashboard Security — Network —p IPs —— threat defense
Group Interfaces virtual
instances
anagemen 10
e © o,
or management center
Device Manager or device manager
Tz B
i’i\ AWS #EHil & www.amazon.com: {t AWS £l &G aIEH Ik .
TE
5 AWS VPC il B ML /G VPC: QUEANRCE AWS K" LI VPC.
3 AWS VPC il iR ININELIGE A A G 2 8 0 FLIER X 194 5% LA ) VPC 5 LI 11
.
4 AWS VPC il [ AT M AT MEs ] VPC.
5 AWS VPC £l i SN R R RS R VPC BE B K
6) AWS EC2 #Z il [tk Qe G2 2d, I e A P B e E T
7 VFI P 355 R TP b b SE F
(7) AWS EC2 5l it U R 1 AT DU AT 2 1P Hulikh Firewall Threat
~ Defense Virtual &M 458211,
(g) AWS EC2 #5 iR QUEEHPE 1P gPE TP Huhik & H T FE U ] Firewall Threat
~ Defense Virtual Az HAt S5 (1) B 22 38 TP Huhik
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https://aws.amazon.com/getting-started/

| 1£ AWS %3 Firewall Threat Defense Virtual
N{ATEIE Secure Firewall Threat Defense Virtual 1% & .

TAEZE) PR
(9) AWS EC2 # il itk {8 Firewall Threat Defense Virtual S54]: M AWS [ ]/
— 2 Firewall Threat Defense Virtual .
(10) Bij K B HR HRL BBy K B5 1 | %7 T Firewall Threat Defense Virtual:
b % pan IE%%

* i [f] Firepower & #1100 H Firepower Threat Defense
Virtual

* {fi[f] Firepower % %% Bl 4% & 2L Firepower Threat
Defense Virtual

N &IE Secure Firewall Threat Defense Virtual 1% &

A5 P IRk B B K Secure Firewall Threat Defense Virtual.

Secure Firewall Management Center

Up SRS PO Y o B ] Firewall Threat Defense S RF KB ST RERBCE, 15 18] B kB4
A CIARER R B KBS i i BEAS ) SR E I BE& . A RTEAE R, ST Secure
Firewall Management Center >k ! Secure Firewall Threat Defense Virtual , £ 457 11

| &

BEEDM BORGERINME 55 KBS RS R [95 K B B Al S B Firewall Threat Defense % . 15 )5
Bl KBS BRER AR HLIIRR S, B OGVEE A B KBS E 0 kA5 B Firewall Threat Defense 1
%y BRARGSAE A RO B D) R T I B BETh RE DM Bl ks B R0y e 9 — 71, %8 ) Firewall
Threat Defense ¥/} B 8 BE Oy B4, BT KR £5 8 RS N IR 95 o i 2%

EE O OAAT, ERIATRALE By kb R B A IO E TR B B KRR R BT, e IRR. kRN
Firewall Threat Defense B4 e & )& B AURS, (HHEIX— A,

Cisco Secure Firewall 1§ & & 182

[ K R 25 PR 2% 2 K2 B Firewall Threat Defense ¥ #5 AL & 1) WebFt Ml . & ) DATC B /N 10 Y 2%
B R SEA D B b= i B A S — G BULE &AM dth, ExXFipad, o
FHEPERE 2 5 a8 B B AN SR I B B KiE s IR N 4 o A RTEIME B, W2 Cisco Secure
Firewall % £ & Hi 2% K4 P Secure Firewall Threat Defense Virtual , 55 475 71

)

AR ORI B KBS R A BRRS WA 412, 1521 Cisco Secure Firewall Threat Defense S 287 451

n)lin
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7£ AWS #R2Z Firewall Threat Defense Virtual |
B =xoumiosgmsn

R ATRIRG K IEE TR D

TAATHIB KB AR AN T ST G, AT LUE T 45 Secure Firewall Threat Defense
Virtual %45 =304 BB K 3% B # p 0 32 355 Secure Firewall Threat Defense Virtual 7.0.3. 7.2.0 A2 55 5
WA . HREE R, 1ESMAEH =284 8055 ks p K45 B Secure Firewall Threat Defense
Virtual , 25 483 5L,

| &

BEERW BRI BE KRR BP0 S B K A% B A FIC Sl F RS BE[R]— & Secure Firewall Threat
Defense Virtual % %o

AWS f#R 75 F=HLE

AWS J& i Amazon.com S I 2 THET 6 10— RIS RSS (WFRA Web k55D o X4
R4 A 4z ER 11 ANHbIX . JlH, 7E5B% Cisco Secure Firewall Management Center Virtual (2 FIFR A

Firepower Management Center Virtual) F Firewall Threat Defense Virtual I, #&8Vi% 28K LI~ AWS
JR 55 -

* Amazon #VETFE 7 (BEC2) - IS EAL ML A BRIV EHL, 7 Amazon £ .03 0 A #L 5
N RS (BB k5% 1 Web fR% .

* Amazon JEFUFAH 2 (VPC) - i RERS L B Amazon 23t 2 TP IR RR B9 L I 25 1) Web %5 . #&m]
LAfE VPC WIg4T H L1 EC2 541l

* Amazon fij FLAFAE MR 5S (S3) - $EHUEEHE A7 fif FEmb Wit 1) Web 55 -

AT LAAE AWS Ak, i E VPC FTEC2 A (fifFFH AWS [ S ETF3IlCE ) »  Hi%E$H Amazon
RAG G (AMI) 5241 . AMI A& —PPBiaR,  FLrR a5 Sl 88 1) S48 B 7 (P AR AR BC o

)

Note  AMI BEAE AWS FREE 2 ANART] T2k .

HIHE R

s —AN AWS Ik . 8] LAZE http:/aws.amazon.com/ B #—>.

o Wi SSH % o (1, Windows 1) PuTTY ¢ macOS Ff#% %) 4 fig1jin] Firewall Threat
Defense Virtual 2|4 .

o LR RENK . AT LAFE Cisco #AFHLMB1)5E — A https://software.cisco.com/

* ¥F 1] Firewall Threat Defense Virtual.

Secure Firewall Management Center
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http://aws.amazon.com/
https://software.cisco.com/

| 1£ AWS %3 Firewall Threat Defense Virtual
mesd

o A A RS TV T TEAZ RIS AE [ KR B O R T
« [ RUFTEFELVFAEM B 245 R, 12 d (Cisco Secure Firewall Management Center /it % 47
B thi “R&Vrar” .
Cisco Secure Firewall %% FL2%
* i & Cisco Secure Firewall 155 BERS 22 4% IR 55 I P BB VP ] 24
o AR BV RIE R PR {E B, 1524 Threat Defense Virtual 177] .

* Firewall Threat Defense Virtual 2 [0 23R ;
« BRI O (1) — F 1K Firewall Threat Defense Virtual = F b5 KBS E B,

TP LAIERE 0 7 KB B b0 A RO S B 1, AR B O R LR B R 1
HRRTE A, DIk s BAE AR B B P LT E o R, A ] R,
AR NBE B D HEAT Bl KB R ALy Yrla o A5 55N b7 KBS B b0y U e i B B % 0
MIVEANGE S, 524 FTD y4 2% (1) configure network management-data-inter face fiy
2

SR D (1) — PRE BN R .

Note 5 figAc 7.7 J EARAAS, 12 Wiz O A 3T, fe /b A B YA 11
XFTRAS 10.0 S miflcA, Sk Dok, A dE =M.

Note  7p 4512 Wrd% 11 1) AWS 1 %8 Firewall Threat Defense Virtual I, A% ]
L4055 " Diagnostic": " OFF" [£] Day0 fic & .

Foi2 Bii%E OB Threat Defense Virtual DayO fit &

Threat Defense Virtual Day0 /i3 2 A 7~ 451 «

{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscoftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"Diagnostic": "OFF"

A

Caution {424t L% B, H. Firewall Threat Defense Virtual J& 18 ] =AM 10 5 8)
], W Firewall Threat Defense Virtual °] ETCIEWI MG, RN RG BRI 52
fE 2 Wz,

AR FTD WA 10.0 THAREERIZ WL TR B, S B ERZKEL ), on page 454,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-license.html#Cisco_Reference.dita_5177ee5f-371b-4019-8b81-66241afb3897
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

7£ AWS #R2Z Firewall Threat Defense Virtual |
B evmms

* B0 (2) — F 1K Firewall Threat Defense Virtual 7 5 3 EHLATA LRI .

F

S o k1P Hilil3)y ia) Firewall Threat Defense Virtualo

utll

XENBRGTE

Firewall Threat Defense Virtual Auto Scale 4 )7 2@ T B K58 #E A0y 4 FR ) Firewall Threat
Defense Virtual, S5#{ERA TS,  (Cisco Secure Firewall Threat Defense A5 ) 4L BRM%
PEREAFERYE, AR EAE RAERITE BT EK,

* (Cisco Firewall Management Center Virtual A2 VEf R ) X451 AWS | Firewall Management
Center Virtual [t 2P B AUFE B PR 2K

* (Cisco Secure Firewall Threat Defense Virtual # & 1: ¥/ ) &5 AWS _t Firewall Threat Defense
Virtual (15 20 FREFUFE B IR 25K

\)

Note 4 T #22 AWS Auto Scale fE¥ 5%, AWS | Firewall Threat Defense Virtual [ 5% 32 R A S WA
6.4, B KEEEHEA.L SR DIEITRRA 6.6+, A ReflHIET WA .

R U 0 BR

HHERYIIBE
« ERPAE = (VPC) %
o JEIRTUER M (SR-IOV).
* )\ Amazon Marketplace %}
* L3 451K
o PEHBL (BRI .
* ERSPAN #{#)#5
AT (7.2 B ERA) o ARTEAIME R, 1S A 3L A Threat Defense Virtual 4R
* Amazon CloudWatch it 3% [Ig 4 PR oL M b
* B2

* [Pv6
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/management-center-compatibility.html#Cisco_Reference.dita_6386eb23-e8fa-4fc4-93ab-6b69ac94547a
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html#id_37873
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| 1£ AWS %3 Firewall Threat Defense Virtual
senisames I}

X FHHIThEE
* JURE
< B BRI BRI
* AWS L] Geneve FUE BCE AN SR 2 22 48 (TLS) RSG5 45 K.

P A]
o SCFEHMEH Cisco BREVFRIUEIK S ) BYOL (HHAFFATIE) o
* PAYG CHPAFRIADD VFnl, —FpE AT 28X, RvF P fEAIE K Cisco B REVF AT (115 &
"Niz4T Firewall Threat Defense Virtual. T CE MK PAYG Firewall Threat Defense Virtual 1%
&, BIEHPTE TS CBE AR B/ URL 1 38/VPN4E) |, XUV A] DhAEAE MR B

K H ALk EAMHB?J{ELJJ VR RIZIRETCIE N B KBS B B EE . (JROA
6.5+)

A

Note 7/ [§7 Kk 4t 15 45 5 BB 15X T #6522 (1) Firewall Threat Defense Virtual ¥ 45
AN HE PAYG ¥ .

 FVFu] Firewall Threat Defense Virtual 345 B FUEN], &S5 (B KBS B PSR R
13 _l/q: pJ -l/ » gi .

Firewall Threat Defense Virtual &5 §£1%F 8] A9 14 BE R I

M Firewall Threat Defense Virtual iz A 7.0.0 KA JF4f, Firewall Threat Defense Virtual 2 #5114 GEZVF
AL, ARV AT ] SR ER PEHEAN [ A S O R VPN JE R R .

)

Note  {T-{i] Threat Defense Virtual 214 0] iiF 34 7] 5 4T-4a] 37 ##[#] Threat Defense Virtual vCPU 85 P 74 B L&
.
X L Threat Defense Virtual %5 7' 784 F VM & U5 A8 FH 4 ATHIE .

IXIES W52 S Fr ) AWS SERIZR B8 E . B E Threat Defense Virtual BEFUHLET, SZHrF R KIZ L0
(VCPU) it Ky 16, SCFFMIEHK A AEHR 32 GB RAM.

Table 16: £ F 1% &Y Firewall Threat Defense Virtual 1 5] Th &£ PR %I

HEE= ZiLET vCPU/ATFECE | IERFRH RA VPN <1 BRI
FTDvS 4 #%/8 GB 100 Mbps 50

FTDv10 4 1%/8 GB 1 Gbps 250

FTDv20 4 1%/8 GB 3 Gbps 250
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https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-and-configuration-guides-list.html

B evmms

7£ AWS #R2Z Firewall Threat Defense Virtual |

HaERE ZiLET vCPU/RTFECE | IERFRH RA VPN <iE BRI
FTDv30 8 1%/16 GB 5 Gbps 250

FTDv50 12 ¥%/24 GB 10 Gbps 750

FTDv100 16 #%/34 GB 16 Gbps 10,000

THREMRAL

4523 Firewall Threat Defense Virtual (F & EPERE, BRI LIXS VM A EHLEHTIREE . HHEAIE R,
W2 AWS LR R AL .

$EULIH I R - Firewall Threat Defense Virtual S FFECRYT e (RSS), 0 4% 18 PC 2% A1 FH X 00 AR 9 4%
PR By KRG 2N A NAZ . TE 7.0 K SRR L5230k B RHAIE R, WS T Hlmn
¥ (RSS) 124 RX BAS1.

&Mz

P& AWS I Threat Defense Virtual SE K/ 2542 0, AT LU #AF -

1. BUHIEM Threat Defense Virtual: M7 K855 B Ry HLH 1 F Threat Defense Virtual AR (T &
A

2. XM Threat Defense Virtual SLHIRYEIR: Wi AWS EHEHE DAOSEHIE O, A g dise
BRI, SRIGIEPZIESEA. SR seplk B IRAS, ARG PR gRat,

3. fERdEO: RIEERIZORMN. 2@ s H L O

4. FFi3 Threat Defense Virtual SEFIASEIR: SHi3 AWS BHIEH G FRSEHIE 0, A58 Sdse
BRI, SRIGIERBEhEA.

5. E#TEM Threat Defense Virtual: S| 4512475, 7F Management Center Virtual b 8y i
Threat Defense Virtual.

6. FBLEIEMO: 7F Management Center Virtual b Fit &4z 11,

Firewall Threat Defense Virtual iR il
* c5.xlarge SEHELE S 3 .xlarge SEBILEAN ] AWS DI AT I 2 R«
* WA 10.0 JF4fi, Firewall Threat Defense Virtual SCFHHE 20 =AM 0 R .
SCHF R B DR E N -
* ERLE
* Bl
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https://docs.aws.amazon.com/lambda/latest/operatorguide/perf-optimize.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/enhanced-networking-os.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/enhanced-networking-os.html

| 1£ AWS %3 Firewall Threat Defense Virtual

A

snFms [

Note

EWRG 2 W O ) AWS H 28 Firewall Threat Defense Virtual I, AZ5H]
i fitf4 5 " Diagnostic" : " OFF" [f] Day0 At &

Fci WriE O B Threat Defense Virtual DayO B2 &

Threat Defense Virtual Day0 Jii &) JHIAS 7~ 441«

{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscoftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"Diagnostic": "OFFE"

A

Caution

\}

R RRUL N W E,  H Firewall Threat Defense Virtual &1 =/ ME L G 8l
#), W Firewall Threat Defense Virtual 0] fe TGiEHI 464, R R G BRI 5 B2
{2 .

HHRM FTD JRA 10.0 TR BRIz Wik O FEAE R, ES B RIZEHE T, on page 454,

Note

FRARIE B TG M e {4 11, &5 0 Firewall Threat Defense Virtual ¥4 615 3l .

o 7 AWS I E R ), AR T s/ H ARG A 2RI .

o ik CLI 5 [y KBS B0y e AT 1P il (IPv4 1 IPv6) Br & 755 AWS 5 & rh )
AN E G B AR N T R .

* 774/l Firewall Threat Defense Virtual Ji7, WAZR7E B KEREFEEHRCy BgmiE )t m XSz s 3
R, IP bk AWS i E B D UL .

o [ RTAS SRR W/ N B s R

s BEMEEN, WHEN AWS FEHIGHATES. 75 AWS #HE B, B O R O
WHE L, SRJE IR AWS AMI I SR SEd . AR5, 70 8 B S 1 F IR 1
BUE, RS SEEDIFEEEM R By KEEE B O

N BJ7 K A B Oy G R A e T, AR B0 TP ikl (TPv4 AT IPve) FIdLAh 2%, LA i@t
AWS 5l 5 B ) 52 DT

A

Note [pye K BELEWUIMERE (IPV4 + IPv6) R RAH .

* FER BRI A
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[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
88

\}

7£ AWS #R2Z Firewall Threat Defense Virtual |

o GRS RS R AT A, BIU0 Snort B BR8] 4 BE e H], B3 VM B R 2219, siE AT
FEAHEFERS, 35 M Firewall Threat Defense Virtual A1 VM EALCE Hi& . W B4 CPU 1S
B NAES 1O A F S DA/ 5 B H KA By 06 ) A T SRR

* 4 Sport IR, MELH|E CPU A VO IR . iR AENAAAL HEAEH CPU AT E
@117 T K& Firewall Threat Defense Virtual 5245, U] Snort 5 75 ZAR KB 18] A BE < 4], X T
fZE Snort Lo

Note

BITHRAS 7.4.3 5L 5 S RAS ) Threat Defense Virtual SEH 2 4E 15 8 sh W 814047 2 DRIt SS, X
SRR EHERA TR T IXFHEIRIE R . WER B LE 5 IR A 305 KA 48R N o< 4],
EENIIEA D BT RES W, AT aE SEUZ B AR EIMT N

SRR L, 2B R TR R AU 6

Firewall Threat Defense Virtual _t #9325 T EE E03E AR 55 (IMDS) BR 55 HO3E B9 FRBR I

o BRINEUL R, BBSEAE IMDSv2 Af Rl R E T,
* 7 Firewall Threat Defense Virtual 7.4 55 FLcAH,  HEEAE ] IMDSv2 ml AR 47308

* 7F Firewall Threat Defense Virtual 7.6 S5 SihiiASH, FIZE IMDSv2 A% il IMDSv2 b 7545
AT S . FATEEH IMDSv2 2 74,

* Firewall Threat Defense Virtual [ IMDS #5524 m DL B s 58 024 .

o fEV)HT] IMDSv2 iR AT, 1A R A8 H] 1) /& Firewall Threat Defense Virtual 7.6 B¢ 5 /&

FRAS . G S #6548 FH ¥ 2 Firewall Threat Defense Virtual 7.4 588 LR A, U HEE84% % IMDS 19 I)
IR N

UEFI #1% £ /3 B PR
fE AWS b, DSCRpZM (A #R3E,  JF HAAZAER] IR &2 301 18] 5 A1 UEFT &1

A F AR (0 M7 350 2 T AT R BIRRA 10.0, 1A 2 25200 . ASSZ RS 5 3 U i X el e
UEFI %483 .

FHER PR &IF0 5 PR 1%
1 & T2 BRI

A

Caution

ASFFE T o

ARAE T BT IAT 854 o TF42 3 Threat Defense Virtual 10.0 ji, 8 ICIEE B LLHT R IRAS . B2
IR TR EG B P RRAS, 05 20 F BT 8 A B



| 1£ AWS %3 Firewall Threat Defense Virtual

fic & AWS

£1]#& VPC

Procedure

mEaws iz ]

INE

B AWS 7235 Firewall Threat Defense Virtual, 75 ZUAR 45 4 22 A4 2 LR A8 B R IC B Amazon
VPC. fERZHUIEHLT, WE N SR PR SR, AWSTRALFELL SORY, L EnT LIk E Y
M55 ONFEA 2= Dhae) ARG R . AXEHE R, 152 Hhttps://aws.amazon.com/

documentation/gettingstarted/.

NI AWS BB, LLUTR 245G 9S4E J3 31 Firewall Threat Defense Virtual SE41| 2 15 4 4n] fic
B VPC HIl EC2 451 :

* il VPC, on page 89

* NN ELIE M M O, on page 90
* ¥ N1, on page 91

* YN R, on page 91

o Q5 %42, on page 92
QUM 45421, on page 93

* ) E3bE P, on page 93

HERTIE
o G AWS K.
* fiffiiA Al fit Firewall Threat Defense Virtual SZ41 4 #J AMI.

A = (VPC) & AWS KL B4 . %N 488 15 AWS 2 A (1) Ho A B 400 25 4H B
2, AT LAFE VPC H ) 8l AWS %25, W1 Firewall Management Center Virtual F11 Firewall Threat Defense
Virtual £ . 0T LARCE VPC, ZEFILIPHUBEYEH], BI 7K, JFRCEH &, MO 2 4l
Ho

N VPC FI-7- M JH H TPv6 CIDR B [f15 5, 1ES 1 AWS SCRYAE AT A ERIE 1M1 VPC H 5
H IPv6.

S 5% http://aws.amazon.com/ FFEFIE T AE I X 35k

AWS B3 AR B ) AN I R R e BRI A e AR BN S I S AN X . i E
ST o A DR S AE TIUYT ) XA
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https://aws.amazon.com/documentation/gettingstarted/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html#vpc-migrate-ipv6-example
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7£ AWS #R2Z Firewall Threat Defense Virtual |
B snEsmmx

$IE2 pidibRE > VPC.

$£1E3 LidiVPC = #I R (VPC Dashboard) > 158 VPC (Your VPCS).

$1E 4 fLidi8)& VPC (Create VPC).

HIES (EEIEE VPCHHIFHE H A LL R {5 B
a) FHTHRIE VPC [MH /' A LB FRFRE
b) IPHulLf)IPVACIDRER. CIDR (TEEMIERIHEL ) J2 IP kit S oG ARG AT g i S . Biltn, 10.0.0.0/24.
c) IP Hihtff) IPv6 CIDR 3. CIDR (FoJShikialig i) & 1P Mol fz FHOCHCRE pr &R i S 8. i, [::/0].
d) 7 IPv6CIDR # (IPv6 CIDR block) 1% Amazon $21##Y 1Pv6 CI DR # (Amazon-provided | Pv6 CI DR block),

PLLE A = Ja H IPv6.

e) BRI E, DUACRTELL VPC a3 (15248 5 2l s Fi e AR P e 1

$£1E6 L2, I (Yes Create) L& VPC.

What to do next

\)

Note  rufiiffi ] IPv6 LIk QI MIMLS . 7R, Ber45. BRINEUL FAEH 1Pv4, Jf T LA T IPve.

VR IR R 9 G2 VPC Hr, TEIL R 45 .

A I ELER Y ) 5
TERT LA I EIR W 9 56 LS ) VPC 5 BRI 388 . J8mT LUKE VPC Z A1 TP Hishiki % b 4 FLHC
4 4 K
AEETE
* Jj Firewall Threat Defense Virtual 3£ 1 VPC.

Procedure

1 AliBRE > VPC.
W2 il VPCIZHIEMR > EEEMMKL, AR5t @EBEMM K.
$E3 WA B XHBFRFRE LSRN, RGmdi2, I M.
FBA EPE LD MG,
WS piiEREE VPC JHERZ B AIE M VPC,
$IB6 iR, & (Yes Attach), LUK M%) VPC,
BRAGOLT, ERIE N ORI g HE 3] VPC 20T, 76 VPC b i sh sl vk S BN AS .
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| 1£ AWS %3 Firewall Threat Defense Virtual
wmrm |

What to do next
AR T RE VPC R, PRI 5

i A

&R LS Firewall Threat Defense Virtual SZ45 A] & 211 VPC 1P Ml v B AT 40 Bt & 0] DURHE 22 42
FizE FEANE T, LUSCHLSLE 241, % T Firewall Threat Defense Virtual, #5575 S50 & —
7 R R — Nt T Y
HEETE

* & Firewall Threat Defense Virtual 5246l & VPC.

Procedure

PB1 SRS > VPC,
PR 2 pili VPCIZHIER > FM, AR5 it tIEFm.
W3 LR F M A LL RS B
a) HTHRIRTMIH S A e LBFRIRE
b) FRTLER) VPC.
c) WTFMEHEMAAXIE. EFREEIZT, H Amazon KIEFFX I,
d) IP Mtk (IPv4 A1 IPv6) [f] 1Pv4 CIDR #, 7 IP Hutikdis [l 20 % VPC 1) 1P Motk 1) 748 . HuhkE oK Ntk
I TR AERD /16 A1 /28 Z 18], T K/NATELY VPC AHAE
$£E4 SR, I (Yes Create) LAOIE T M.
YIS WFZATW, HEU PR, RSO PR, R RN RN T

What to do next
Wi 22 VPC b, PEILF 4.

NN HRE

T LUKE i A IE R B VPC LB I MG . BIE v LOCHRZ AN 7 5 5N th 322, H7 R — O]
PASCIR— AN 1 2

Procedure

S RS > VPC.
$1E2 55 VPC BHIER > BER, R)n it BgmE.
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7£ AWS #R2Z Firewall Threat Defense Virtual |
B oz

BRI FAH TR BRI B AR .

IR 4 T H AR PR A e & 1) VPC .

$£E5 SR, I (Yes Create) LA .

WX 6 IEPERIAIER 1 .

PR T s ERE (Routes) iR, DAFETEAN(E B &A% Wik 5 B

PIE8 fUilidwiE (Edit), A5 s nEMEEH (Add another route).
a) {EB#x (Destination) #191, 44T IPv6 fifE4i A 0.0.0.0/0 =X [::/0].
b) 7EBFRAIY, RO,

B9 HHRE.

What to do next
B4, TEW T35

tlE=£4H

T A e, JF AR AP IR BUNR E SRR E S, i A TP bk . W AR Aoy
AFERE 2 A A W] DUREX LS 7> Bo g BEAS 5401 o

Procedure

FE1 RS > EC2.
P$IE2 fiili EC2 I=HIER > 24,
PR3 niitliER LA,
PR 4 R REENTEET R A LLTE R
a) TRz M AEXREHATR.
b) bz A4 RR .
) Gk VPC.
LIRS MERSHEMN -
a) AU (Inbound) JET R, AR5 S ARMMA (Add Rule).
Note
W M AWS M Firewall Management Center Virtual, W75 % HTTPS R SSH 15 W AP « 18 N4 72 AH N [
PP Mk, BEAh, WSAE AWS VPC W [R]IiC & Firewall Management Center Virtual A1 Firewall Threat Defense
Virtual, R VF% ] IP 8B 0 17 1] AR o

b) s HIbIETR, AR5 A AR A s O, sOR PR ARTE (FARED MEERE (1A E
wR) MERABCE
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| 1£ AWS %3 Firewall Threat Defense Virtual
oemszn

PER6 it aE we4l.

What to do next
B E T, FEIW R 585
I IEMEIEO

AT DA A TP Hulik (IPv4 1 1Pv6) 5% DHCP A Firewall Threat Defense Virtual 61 R £%45: 1 .
MR LA S T 2, QUM L4 1 (AMERTAE) &

Procedure

FB1 fUliRS > EC2.

P2 il EC2 #=HIER > Mg

P33 AUHEIEMEED (Yes, Create).

H A {E 32 M4 IE O IEHE P LL R 5 B
a) ML H e RB (i) .
b) M FHFRFIEFEFM (Subnet). f#fifriL$FE A% Firewall Threat Defense Virtual 245 BT ZE VPC 1+ ¥,
¢) MINER P Huhl. Ay DU E A 1P Ml (IPv4 1 IPv6) BR 19 3h4: /% (DHCP).
d) EHFE—AHEAREE. PR O I L H I .

$£IE5 Sl fI@M4IED (Create network interface) LG & R4 5% 1

FER6 IEPERIAIE T B,

LT AHTEIHE R E UR B Bt E .

PR 8 HUHIEIR/ BRI NI BREIEE, KR5S RE.

What to do next
Qugaryt 1P Huhlk, BT —#H%

B FZE 5% IP

SIS, SR R — AN AT TP Huhl o A5 B RS B SE@IT, % AL 1P Mtk (IPv4 R IPVv6) &
. Lyt @tl, nr R s 1P Mok oA SEE) /Bt — AN K APER A48 1P skt 58494 TP bk
5 M T2 fij in) Firewall Threat Defense Virtual S FoAthS2H) (% B 2~ 3L 1P ik,

\}

Note  Z5/D3E% Firewall Threat Defense Virtual 45 E 4 14 8 1P itk
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7£ AWS #R2Z Firewall Threat Defense Virtual |
. AWS 1 Firewall Threat Defense Virtual #93:151 7t #0342 R % (IMDS)

Procedure

P11 AiliRE > EC2.

2 Uil EC2 I=HIER > 3 1P,

$IB3 S EFHblE (Allocate New Address).

HIBA MRGEFAE/ AL TP MBI, ER DK,

SIS fiZ, 9B (Yes, Allocate) PLG s 1P bk .
HEB6 MMPTEFE, EE LR PELIA A P Mok

What to do next

#5458 Firewall Threat Defense Virtual, ¥EW. F—3#% .

AWS tF Firewall Threat Defense Virtual 89325 7T #3E AR 5%
(IMDS)

S e EHE B B 4S (IMDS) #2445 %3 5 #F AWS I [fJ Firewall Threat Defense Virtual 5451 £ s (15
B IXUEE EAHEEALSL I M 4 . A7 AtRI HAREIERE I 5 B . IXLeTcidls nTH T B ah il i &
YoE (Day0 BiED) A RSLEIE R, WsEgeml, Xiss.,

IMDS API 7% 4% J5 sh 18] A AWS A £E Firewall Threat Defense Virtual S CEE, R o Nl B 5L
%1, HFAY, Firewall Threat Defense Virtual SZ64# ] IMDSv1 API SKIRIBCFNYEIE SEFIH) e . M 7.6
KM EIRATEGR, SCRF IMDSV2 e RS, X2 — PR 24 KIS

7 AWS 74 Firewall Threat Defense Virtual S2{5/EC & IMDS

AWS Y #F Firewall Threat Defense Virtual SZ41 B UL T PiFf IMDS A5

* IMDSV2 AJi%k: 5 n] LA Firewall Threat Defense Virtual =241, LUEFH IMDSv1 8% IMDSv2 8,
A 3 ] IMDSv1 Al IMDSv2 API.

* IMDSV2 WA SE: EAZ5AE Firewall Threat Defense Virtual S218138 2 WA & Tl & LR,

N

Note  “IMDSv2 2475 ” R, HA Uk IMDSv2 AP .

AT LAFE AWS ook LU 383 5 1 S . IMDS

FhERE . H7L Firewall Threat Defense Virtual SZ 1, 7] DAL & IMDSv2 T GHTHraB &,
T LU DL k2 2k i H IMDSv2.
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#E2Z Firewall Threat Defense Virtual .

* AWS EC2 #ifil &5 - £ 0] LIFE AWS EC2 #5515 11 “ S E4i{5 5 (Advance Details) #7) H kit
SESEBIRRE G R V2 (FESH) (V2only [token required]).

* CloudFormation #&4R - %0 LU I BEH H M etadataOptions T 1) HttpEndpoint: enabled Fl
HttpTokens: required JEVEKEH (X V2 (FESK) - IMDSv2 E#EA. X H T B 3h4i s
R

=2 Firewall Threat Defense Virtual

NG
8

YT
¥ 3
N =

Before you begin
Cisco G L FHAE:
* WAL AWS #1555, on page 891 fiTik, FiL# AW VPC FIl EC2 TT#.

* B\ B] i Firewall Threat Defense Virtual S£ 14 H i) AMI.
Procedure

HIfE https:/aws.amazon.com/marketplace(Amazon Marketplace) Jf % 3¢ .

ok Amazon 3% )5, #Rithi A Firewall Threat Defense Virtual (Cisco Firepower NGFW Virtual (NGFWv) - BYOL) &
TRk

Note

WERZ BT8R AWS, B ReT S E S It gk, AR B 2.

MRS, ARG R FERIBEhE IR

RS &5 (Accept Terms).

FEHTEE R X 3R i A EC2 #2%) & B3 (Launch with EC2 Console).

1% Firewall Threat Defense Virtual SCHFISEBHIZERY, HiY c4.xlarge.

Ml PR T —: BEXFIFMIES (Next: Configure I nstance Details) #%411:
s HGmLE, LAVLECSEHTAIEE M VPC.
« HIFR, CAVLECSCHTAIE M BT . AT LRsE 1P ke A 24 .
s LA B sEM A IP (IPv4 FIIPV6) .

o A IPv6 ToiL B RN ZS . 7. 8045, BRI FAEH IPv4, JErT LIRS B A IPv6. 2% IPv6
IR ZEE, 1550 AWS IPve B F AWS VPC,

* FEMZE T S iR IR S AL HL LR N eth] PIZ8HE1
« WHCFR, S Z AT G AT eth0 (4 B 7 UL

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj


https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/vpc/latest/userguide/get-started-ipv6.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6.html

7£ AWS #R2Z Firewall Threat Defense Virtual |

. £R & Firewall Threat Defense Virtual

vl FEBFFRER B MALBEN, WOUEHZCAR . AR NSO G 2 2RI R, ORI AAESOAR

TeA S A RAGAEAT Unicode #idl (BLFEEH) HHIZISREMER 7B, WX
2B O F R R S

{EH 5 k85 BE A0 % B Firewall Threat Defense Virtual [#] day0 Jii 2l e & 7~ 1 -

#Sensor

{
"AdminPassword": "<your password>",
"Hostname": "<your_ hostname>",
"IPv6Mode": "dhcp",
"ManageLocally": "No",
"Diagnostic": "ON/OFFE"
"FmcIp": "<IP address of FMC>",

"FmcRegKey":"<registration passkey>",
"FmcNatId":"<NAT ID if required>"

1 FH B kBl v £ 5 PSS 5 2 Firewall Threat Defense Virtual H day0 Ji 2 ic & 7~ 1 -

#Sensor

{
"AdminPassword": "<your password>",
"Hostname": "<your hostname>",
"ManageLocally": "Yes"
"Diagnostic": "ON/OFE"

RS BIIA, AR A2

cERRFMEB T, WINBARE SRR . BECUT RG], DL AL B 2 PR 5 2K

« (ESRIEMISEE (Advanced Details) &, Jii ] IMDSv2 Jo¥d:
a. MITEEEAIAIE) (Metadata accessible) N4 & hik# B (Enabled).

b. MNITHIEIRA (Metadataversion) FHulR ks X V2 (FESH) (V2only [token required]) -

ST LB AT LR B ok L AWS CLI Ji H IMDSv2:

* $TFF AWS CLI #6l & HFa InbL F 24 La I “IMDSv2 %757 5\ --metadata-options

" HttpEndpoint=enabled,HttpTokens=required”
7l IMDSv2 fit & :

aws ec2 run-instances \,
--image-id ami-0abcdef1234567890 \
--instance-type cb5x.large \

--metadata-options "HttpEndpoint=enabled, HttpTokens=required"

$E8 LT —%: FITEME (Next: Add Storage).
] LGk S Af FH BRI

P$®9 i T—%: #REfH (Next: Tag Instance).

PREE X KNG ISR . B, ] DUEIR “Key = ZFR” M “Value= BaASE" IR E hraE.
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$IE10

TEN

SIE12
SIE13

LIE14

S5
SIZ16
S

SIE18

$IE20

T2

TR 22

4

/1315 Firewall Threat Defense Virtual S5l & IMDSv2 Fr &= .

EHET—%: BEERELH (Next: Configure Security Group).

R R I L 248 (Select an existing Security Group) ik £FJCATACE (K 2244, s @Hm i 24ad, G54
A EAMTEAE R, S0 AWS SCR

M EF A 5N (Review and Launch).

midi B3 (Launch),

EFEIUAT ) PR B BB (3 B0

Note

TR LG PEEAT (185 0T s G T iR 3 0 o B0 B AWSS AR 1) — N A JL B PR P A4 1) — 5 35 4]
SO . W L R DR 2 TR B S o 18 45 D B O DR A B AN, AR IR Sl 2 75

A BB (Launch Instances).
NETEERE, RJEIEIE R THAE.
sl EC2 I HIER > MgIZEO

B2 BIFERCE AWS M58, onpage 89 G B 1, IR A E. IXF5 A Firewall Threat Defense Virtual
SE B eth2 #2100,

B ATERLE AWS 3155, onpage 8O- BN B F: 1, AR )5 S5 iE#E . XK 84 Firewall Threat Defense Virtual
S5 ) eth3 #2101

sl EC2 25 E R > 52451
ARG, RIGIERERBIRE > IRAAR LR BEUAE RS

Note
AU Ress W IE R B & . IXAETIELZ N, RO ethO $52 F14E EULA 58 B 1T A2 30

0 7415, ¥ Firewall Threat Defense Virtual 75/ 1] Bl7 KBS B choOy .

What to do next
BN OR 20 BRI T 1A PR 1) BEAR

ﬁﬂ T BRAAMEIRSE GBE, A B ks .0 & P Firewall Threat Defense Virtual ;
HZ A1l H Secure Firewall Management Center K4 1L Secure Firewall Threat Defense Virtual, on
page 457,

c B RAARMEIRRR AR, R8T B kRS % 4 & Fl #s B 1 Firewall Threat Defense
Virtual; 15254 ] Cisco Secure Firewall 1755 Fll 48 >k 3 Secure Firewall Threat Defense Virtual,
on page 475,

A R Ul PR BRI IREIA, 1524 e £ 21 Secure Firewall Threat Defense Virtual 1 £, on page
5 o

N7 Firewall Threat Defense Virtual 25 B2 & IMDSv2 pr 4% 5K

WATLL K AWS | 32 (1 Firewall Threat Defense Virtual SZ0C B IMDSv2 TR .
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7£ AWS +#B3 Firewall Threat Defense Virtual |
. £ R Amazon GuardDuty AR 5 %0 Firewall Threat Defense Virtual

Before you begin

¥ Firewall Threat Defense Virtual it 4 7.6 J2 5 Sih A 23 IMDSV2 b FE ikl AF 0 T i & IMDSv2
20T, AR SEBIR A S IMDSV2 # A (FFRBIRA 7.6) &

Procedure

S 5% http://aws.amazon.com/ FEIEFIE BT AE I X 35k
PR 2 ritdi EC2> 3£l (Instances).

HIR3 AN sEl, RIGIEREBIRE (Instance Settings) > 18 2 3215 T #1311 (M odify instance metadata options).
RGUK B S B SE ) T AR I (M odify instance metadata options) X 54 .

LB 4 AERFITEIERS T, SiBR.
PI®S T IMDSV2 I, fiiieed (Required).
OBk BTk sz 49 3 T “IMDSv2 7 7 B,

FE6 fLLRTF.

£ i Amazon GuardDuty f§ %5 %0 Firewall Threat Defense Virtual

Amazon GuardDuty J& WU RS, AIARFER B & AoRPEEEE, W VPC H& . CloudTrail & 25
fFHE. CloudTrail S3 ##i i1 & DNS H&ESE, LA AWS FREG i 71 IR LB 18 s
3.

iz

SBHEME T —Fifg 7 %, H Tk B b O3 2% 5 BRI Amazon GuardDuty Jili 4555 Cisco Secure
Firewall Threat Defense Virtual £ /il

Sk T %48 1] Amazon GuardDuty (BB 73 B Beds s g5 R G A2 o A B A5 (% TIP) Il
L3S Cisco Secure Firewall Management Center Virtual A Cisco Secure Firewall %255 BL2S 51X L
G 8 CERIP) X4 Cisco Secure Firewall Threat Defense Virtual, AR IS 2 9 458 FN I FE 7 9052
Aok FIX L) GEREIPD) 18

PLUR a7 TAE SRS B 1 AR Rl At e T ZE T F5 B8 T fi# Amazon GuardDuty 55 Secure Firewall Threat
Defense Virtual [FJ4E il
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http://aws.amazon.com/

| 7£ AWS _2RZ Firewall Threat Defense Virtual
EAREE#EM4%KIRS Cisco Secure Firewall Management Center Virtual £ 5 .

TR E8EMLEIES Cisco Secure Firewall Management Center Virtual £ BX

N TAERAEE 7R T Amazon GuardDuty 55 Cisco Secure Firewall Management Center Virtual 1 ]
AR EM YR URL 4R MR )T %o

Amazon Amazon AWS Amazon Cisco Secure
GuardDuty CloudWatch Lambda S3 Bucket Firewall Management Center
1 2 3 o
& — N —— o
r--*--1
@k
4
Amazon H H H H
SNS - - - -
- - - -

457809

(1 GuardDuty JIl 452 LEAT I 2% Z TG 3 I ) CloudWatch 32 Bl 45 2R -

(9  |CloudWatch HifF 2 ik AWS Lambda b3

(3) |Lambda PRECZHUFT S3 AFMAT - SCPF R AT AL, JRBIL SNS KX .

(2) Secure Firewall Management Center v [ 445 il] 55 W 457~ I H AR 5 2% B 4 0 2 10 B A #R v
— 2, BItFL K B GuardDuty )45 10355 ALK R R

W 1) S A 22 4% RE MY £ A1 Lambda bR A 1R TP HUBEAR S SCHFIY) S3 0%
URL.

ERAMET R LA S Cisco Secure Firewall Management Center Virtual £5 %

N TAERAEE 7R T Amazon GuardDuty 55 Cisco Secure Firewall Management Center Virtual 1
I £ 0 G A TRV B I AR R T 6
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. {FEAM%E RS Cisco Secure Firewall 18 & & 1828 &5

Amazon Amazon AWS ) Cisco Secure
GuardDuty CloudWatch Lambda Firewall Management Center
1 2 4 o o
- 9 - 8
l_*_\ l_*_i

Amazon
S3 Bucket

:gm
(%] 4
G\
3
£
Q
>
Q
«Q
[
Q.
o
1)
<
[a)
[1]
w

457811

(1) |GuardDuty 55 2 AEATI F1E I 2 1) CloudWateh 3 s 45 58 -

(o)  |CloudWatch JifF2 % AWS Lambda b3

(3 |Lambda PSS BEHT S3 A7t P SOPE AR R 0L, IRl SNS AR TE AN

,:'/;1_"\':, Lambda 8%/ H Cisco Secure Firewall Management Center Virtual f 3% 41 1P Hihk >k
S| S 4 A

(5)  |Secure Firewall Management Center 1 i1 2 i S5 15 71 L 11 0 B 28 ARl e 25 1) 58 b PO
i, BINBH 1>k B GuardDuty #4351 E ALK E

W T 47 T SR 2 4 1 28 0 5 41 15 Lambda R AL )R TP HUBEC A48 .

(ERA M35 A5 Cisco Secure Firewall i & B8 &Y

NI TAERAEE 7R T Amazon GuardDuty 5 Cisco Secure Firewall 2% 5 EELA% i H 9 26 %) G 4111
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| £ AWS L 3RE Firewall Threat Defense Virtual
weerroxaan i

Cisco Secure

Amazon Amazon AWS Firewall device managers
GuardDuty CloudWatch Lambda
1 2 4 alcomm a | oA g
C‘j » = - n -
Q 0 T m A - my 4 -
- - - -

Amazon Amazon : l
S3 Bucket SNS | :
: App 1 App n |
| |
I_ _______________ - o
(1) |GuardDuty 45 2/ 18575 SN 1) CloudWatch 2% UMM 45 5 -
N
(9 |CloudWatch Sf12x¥#i% AWS Lambda P44
S
(- ’), Lambda B2 8T S3 AEAfAR S SO P R N, Rl id SNS Rk A,

(2) Lambda e 01§ /] Cisco Secure Firewall B 7% PR & HH G E AL TP Huhik SR & 5 56 57 M
7| %l

g

(5) |Cisco Secure Firewall $4-5 HLAS 1y I 42 5 MK H5 7= FLA B4 AL 0 PR3 1 A LR A
7 | WBLIESK 1 GuardDuty 545 (0 B LI

W ) 45 0 A s 20 R 48 0 % 40 55 Lambda BRI AL (0% 2 1P Huhik e &4 1] »

I &R A B K SR 4R

IENGS 1t AR

Amazon GuardDuty | —Iji Amazon %5, 137 AKEE X #F AWS % (41 EC2. S3. IAM
SN B
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7£ AWS #R2Z Firewall Threat Defense Virtual |

Amazon Simple

Storage Service (S3)

— I Tk 5 R T S ORI %5 PR (¥ Amazon [R5
* Lambda K% zip (1
* Lambda JZ zip U1
* Cisco Secure Firewall 7 Hf 0o FIA £ BEAR 0 & 4 A SO (ini)
* £ Lambda 8 %{0HR 5 1O TP Mokl 2 A% H I 75 500 (xt)

Amazon CloudWatch

T LU DL Amazon IRSS -

* 9% GuardDuty k552 AR R E AR, JHilk Lambda e £k AL
SiEEE

* 7£ CloudWatch H & 20 " id %5 Lambda p&EUH IS5 5

Amazon Simple

Notification Service

FH T2 HL - B8 S ) Amazon RSG5 o 33X 26 L~ 300 2060, 75

(SNS) * Lambda pR I AL B GuardDuty 5 R PE4I{E B
* Lambda %05} Cisco Secure Firewall £ B SSFHAT BT B P L4 (5 & .
* Lambda PR %0 21 (1AL ] B A 2
AWSLambda &% | —F AWS JCRSSAHEIRS, AlsAT AR Bl N4, IF A 3 K

JEV % YR . Lambda %L HFE T GuardDuty 45 81 CloudWatch S5 444 D) fih
Ko EHAER, Lambda A&7 TT:

o LbFp GuardDuty i, DURAE RS AT A, W ErE . S
. SETAAAETE TP kA,

o (HW-THEVE) M %E 1P Hblik 55357 Cisco Secure Firewall & a8 I H)
PR 45 6F G2 2H

* BT S3 AFAf Al SO RS TP Huhik .
* J# %N Cisco Secure Firewall & HH 5 8% F /& 34 28 T 0 AR 45 1 .
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wpwntte |

CloudFormation #& | FJ T-7F AWS &84 5 T 1) &5 FPgs 5
R CloudFormation FAR 27 DL %5 .
* AWS::SNS::Topic: -T2 B 7~ BB 20 (1) SNS =8

* AWS::Lambda::Function, AWS::Lambda::LayerVersion: Lambda B£%{
Mzt

* AWS::Events::Rule: F - T#4li GuardDuty 45 - /il & Lambda &%)
CloudWatch FAF RN

* AWS::Lambda::Permission: CloudWatch =F{4#1IlJfisli % Lambda 8% (1)
IR o

* AWS::IAM::Role, AWS::IAM::Policy: 1AM fAEAIKIE %I, HT R
VEXT Al AWS ZE U5 f) Lambda bR 55125l il BUPR »

SRR RS2 ] NS LA E SRR

SRR E

* GuardDuty £ i fif 1 75 %238 FH -1 H Cisco Secure Firewall Management Center Virtual 5% Cisco Secure
Firewall % £ & 4% ¥645 (1) Secure Firewall Threat Defense Virtual

* Lambda PR ] LLSE B B AEAE M R & LA B rh R £ B FRES T I 8 Xt 52 1. TR
Lambda pR%A] DU A 36 TP Mk & 3 i e F 8%

JHE U] 0 PR o)

* Lambda PR 61 TEill i 3% s TP Huhil- SR ¥ 3 Cisco Secure Firewall 45 FE8% I BIZE X %40 .
BE, TR A ORI 2 BT B R SR B BT e 4% o

o BCARRPAE T AWS IG5 BT RE e DO BRI, o SREEAE AN ] X FY) GuardDuty A3,
WU S LX) S

* Lambda & it REST API 5357 Cisco Secure Firewall B H 25 . [Kth, BABEAE F AR HoAth i
oA EEAE, #l Security Cloud Control.

N AN R L LR Y N S R (LB 1Y AT RPN
o W RAEE NSO S I A, AT
o HSFE DO AR KMS 25830517 I »
© P A HR A Z5AE ] Lambda b8 i m] s i K 52— KMS S P1IEAT I
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. 4% Amazon GuardDuty 5 Cisco Secure Firewall Threat Defense £ X

7£ AWS #R2Z Firewall Threat Defense Virtual |

1% Amazon GuardDuty 5 Cisco Secure Firewall Threat Defense

EE L

PATLLU A4S, # Amazon GuardDuty 5 Cisco Secure Firewall Threat Defense 42/

AWS (D Enable
Management Amazon
Console GuardDuty

}

N\
Local Machine | | 2 Download the (4) Prepare the

scrlpts and ~ Amazon
template from GuardDuty

the Cisco integration files
GitHub for deployment
repository

}

Secure Firewall () Configure your
Management managed

<5> Upload

@Deploy the

integration
solution

]

the integration
files to Amazon

S3 bucket

6 Collect input

g parameters
for the
CloudFormation
template

Center/ de\rl:r;es to work
Device Manager gll:ardrgitz;n
TE= (g LIE
AWS & B sk & 7t AWS I3 Amazon GuardDuty /]x%5 , 3
" 105 01
2 AL "N#k Cisco Secure Firewall Threat Defense Virtual
F1 Amazon GuardDuty 5 5 fift vk 7 AT
5105 1T
(3) Secure Firewall Management | Jitl & 408 ¥ 4% LI 5 Amazon GuardDuty it &
~ Centeri{Cisco Secure Firewall |ffiff] , %5 106 7
WA B BLAR
4 A EHL #E£ T8 1Y Amazon GuardDuty #FJ5 S
, 55109 7T
(5) AWS FHEH & A AL %) Amazon Simple Storage Service
, 112 T
6 AHTTEHL W4k CloudFormation AR (I A 240, 45112
L
(7 AWS BHPE G TREHER , SR 114 1T
'/
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| 1£ AWS %3 Firewall Threat Defense Virtual
7£ AWS _t /= F§ Amazon GuardDuty AR 5% .

7£ AWS _ /= F Amazon GuardDuty AR 5%

AT WTAE AWS L5 Amazon GuardDuty 55 -

FHiaZ |l

FERITA AWS BEJRAL T[] — X
iz

B 1 {1 https://aws.amazon.com/marketplace(Amazon Marketplace) Jf-% 3% o
$HIB2 KIIEFE RS (Services) > GuardDuty.

$IE 3 1F GuardDuty UL A5 i P8 (Get Started) .

124 7B A GuardDuty (Enable GuardDuty) LA S il Amazon GuardDuty 55 .

A KA GuardDuty B 215 5, 162 AWS 3R H1 ) GuardDuty A 7.

T—%#ita

MIEE} GitHub 7% % 4 Amazon GuardDuty fif ¥k )7 &304 (BARFIEIA) o 152 R4 Cisco
Secure Firewall Threat Defense Virtual f1 Amazon GuardDuty 5 il fift ¥ )7 A7 1E , 55 105 T,

T~ % Cisco Secure Firewall Threat Defense Virtual #01 Amazon GuardDuty £
FUARIR T SRR HE
"% Amazon GuardDuty fi# ¢ 15 G g 1344 %5 1) Cisco Secure Firewall Threat Defense Virtual iR 4
() A SRR ] AJERE GitHub A7 it FESREL,  Hbdik 2
https://github.com/CiscoDevNet/cisco-ftdv
PAF A2 SR GitHub A6 122 7 1) B U541 3 -

Xt 1t AR

READ.MD S

configuration/ Cisco Secure Firewall Threat Defense Virtual 45 B #% ie B SC {45
o

images/ "BE# Cisco Secure Firewall Threat Defense Virtual 1 Amazon

GuardDuty £ flfift ¥ 75 i

lambda/ Lambda B8 %1 Python 31t

templates/ T35 38 ) CloudFormation HEAR o
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https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://github.com/CiscoDevNet/cisco-ftdv

7£ AWS #R2Z Firewall Threat Defense Virtual |
. BB E R & LIES Amazon GuardDuty Bt 515

B & E & LUES Amazon GuardDuty Bl &5 1F

Lambda R Z0AL 3 Amazon GuardDuty 45 3L FF IRl fili & CloudWatch 544 ()% & IP #iil. Cisco Secure
Firewall Threat Defense Virtual K 1] LA T /5742 —ifiid Cisco Secure Firewall Management Center Virtual
F1 Cisco Secure Firewall ¥ £ & #1345 FUC b s 24k «

o MLEXF R LA T - Lambda pRECE S TP Huhl ok BB BEAS TH 200 . AR, fsmlinT
DAV A5 FH 12 100 2 6o S 4 b B B 1K) U ) 455 ) 5K o a6 J7v3d& HI T+ Cisco Secure Firewall
Management Center Virtual Fl1 Cisco Secure Firewall ¥ £ & #3% .

* REFEEMLKIR - Lambda pRHU NS 1P MUl 7 Amazon S3 A7 A Hh 1 4 BT 15 S0
TERT LU IR A5 ST URL ¥ B 22 AR REYR, AR 0 80 P AP st Ak 0 0 1) U e 428 T S o 17
A& T Cisco Secure Firewall Management Center Virtualo

FRREXH URLEELR S B M KR

ARATA-EH AT 7E Cisco Secure Firewall Management Center Virtual L 22 4% 58 P 4535

FIAZ Al
* WiRIE T LE Cisco Secure Firewall Management Center Virtual & i3 B/ AT IE . 5 254 U /F
CIRTES

s IR EANE 0 N Amazon S3 FEAERT TP A AT R & 3L URL.
* ffif# 1] M Cisco Secure Firewall Management Center Virtual 17 1] Amazon S3 £7-fifi #f - frI3R 25 S04

UK

I 1 E % Cisco Secure Firewall Management Center Virtual
P2 fiH] Amazon S3 7 il U 15 SO URL B 2 2R REM &0 . A X T8 Bl 2 2R e M4t A B, 2 A&
PR3 A A HEMI S URL 6 sl SEFT U i 2 B Sems sl () bR, AR BRI . 12 [ T-5)) URL L yig ik A
B AN G B ] 4 R o
Pk
T LAAE BT 2 T B e B3 2 4 RE R A5 BB U7 170 42 TR SRS 1 (9 URLe - W1 2R 2E4E Amazon S3 £ fifi i b €122
AR SO, T DLAE R 8 2 WO e R RE R 2 I . A R BB G A e R R M AR R, T S BRI Rk
H Amazon GuardDuty 55— AN45 RAHBAFE AT, SRS A8 FHZ A8 A SR 4R 1K) URL e B 224 3 Be I 45

I8 4 7E Cisco Secure Firewall Management Center Virtual _ ¥5 B 0 & 8 5. 152 )30 5 C 5 4L
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/licensing_the_firepower_system.html?bookSearch=true#reference_C38742BBC6364CA7BA6F6DA4E3A8C6F7
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/licensing_the_firepower_system.html?bookSearch=true#reference_C38742BBC6364CA7BA6F6DA4E3A8C6F7
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000278
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000278
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/url_filtering.html#ID-2189-0000027e
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/access_control_rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/policy_management.html#task_75E181687ECF4EFC8EB6AF4509C20C0B

| 1£ AWS %3 Firewall Threat Defense Virtual
L e |

T—SMta
2% F T35 28 ) Amazon GuardDuty Y5 SCHF . 15 2 VS H 38 10 Amazon GuardDuty % Y5 3044,
55109 1.

A1 W 4% XF S 4H

£ Cisco Secure Firewall Management Center Virtual A1 Cisco Secure Firewall % %5 Bl gs 1, #2000
Lambda pF £ & 5O M 28 0T 5 24, LLEE B Amazon GuardDuty £l 1) (1255 1P Hulil

WA Lambda BECRACE M40 541, W) Lambda ML O — AN ERIASZFRA
aws-gd-suspicious-hosts [ 48 X % 41, LLFEFERE IP Hitik,

B3 7 £& 34 5 28 Cisco Secure Firewall Management Center Virtual
AATAHUWATLE Cisco Secure Firewall Management Center Virtual -1 61 5 /4 2% Xt % 24

UK

I 1 5k Cisco Secure Firewall Management Center Virtual .

IR 2 FH R IP Ml G MR R AL T S 20 5.

3 QU s R Uy e 75 1 SR U7 W AR, DA AE ] 20 SR 1AL BRI S 15 25 DR 4 B ] 72 1 SR gt R 1) S T
B IR 2 A o

R
BOE P LIESGAIE Lambda bR AR ( HTE R 1P Mkt BB 200 2L )i, GBS T “ Uy I 42t Sk~ s il 42
A

PR CRICE S AGRE B B IS A A

T—5Hit4
£ HI 182 1) Amazon GuardDuty Y5 3C/F . HZ I E4 H] 1 #8725 1) Amazon GuardDuty %% J5 51,
109 T,
£ Cisco Secure Firewall i& & 51288 R EMEXTRE
KT B Ul £E Cisco Secure Firewall 1545 5 B 28 o 4 2 X 28 6 % 4

puk 3
$FIE1 B 3% Cisco Secure Firewall % £ & Hil s .
SIE 2 TR TP HhhE G RNT G 2 . 15 T I B R 2% 0 G F 4 .

SUR3 QU STy 1] 27 ) A0 e 4 A, DUSEAR P 260t R AL AR PR R o 5 2 B T D i) 2 SRS A G 7 1)
FEHIRE o
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-0000010b
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/getting_started_with_access_control_policies.html#ID-2176-00000349
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-v61/access_control_rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/firepower/610/configuration/guide/fpmc-config-guide-v61/access_control_rules.html#ID-2190-00000090
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/policy_management.html#task_75E181687ECF4EFC8EB6AF4509C20C0B
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-objects.html#task_49CC5243743F4921AAF00CF6AB0264BE
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-access.html#id_11408
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-access.html#task_68A29B520CFF46608A8E88D8DFE7AEC0
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-access.html#task_68A29B520CFF46608A8E88D8DFE7AEC0

7£ AWS %[22 Firewall Threat Defense Virtual |
. £ Cisco Secure Firewall Management Center Virtual & 5 Lambda & 237 5] 632 FH R~ ik A

RR
T AAESRAIE Lambda bR ECEAE SRR TP Mokt SR 280 41 n, QU BEE0gT U fn) 2 skoms s« el %
IR

TR A KN E G BT B . IS L

T—o Mt 4
HER H T35 1Y Amazon GuardDuty Y5 1. 152 [ HE % H 1382 1) Amazon GuardDuty %835 31,
%5109 7.

7£ Cisco Secure Firewall Management Center Virtual 7 >4 Lambda & #5377 18] €1 32 A P ik A

Lambda B £CER TP K AT B OIBCRR, - DA SEOT 57 B A ML 25 RS Hh (R I 26 0 R 4
b, BN B AL B 4 B A P s N AT B DB K T K o AT AR AT R 2%
G TFITER, A SR

HROIEH K s S, 153
o &1 FDM F1 FTD JH 2 5 i) A PR
« FMC ) g

R, T ARSNGB SO AR i i i . 048 ] LASR et SO K 3 1

{1 F] Lambda & %RV 1] ) A KMS 255N T % 14 . ¥ H awskmsencrypt --key-id <KMS-ARN>
--plaintext <password> fir 4 LLA BN 35t . S 0h 25 22 E il & AWS CLI A figist7 i 4.

)

ER MR R KMS S S AT s

1K AWS CLI I 25 E, TEZ00 AWS fr AT 5. A R EEHMINE FTEAE R, 1ESH AWS
SCRY (AT ST N A A KMS 1) AWS CLI i 4575 .

i

$ aws kms encrypt --key-id <KMS-ARN> --plaintext <password>
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUU7THQRNCAFWEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
GO9w0OBBwagWzBZAgEAMFQGCSOGSIb3DQEHATAeBglghkgBZOMEASAWEQQOMA5ATk T SekX2mniAgEQgCcOaveHhol
+wxpWKtXY4y121d0z1P4£fx0jTdosfCbPnUExMNJ4zdx8=""

}
$

CiphertextBlob 2 £ 1) 8 F 1F 214
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https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-get-started.html#task_BEE4E37389B64E518EE91FF3824476A9
https://www.cisco.com/c/en/us/td/docs/security/firepower/710/fdm/fptd-fdm-config-guide-710/fptd-fdm-mgmt.html#id_73790
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/user_accounts_fmc.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html

| 1£ AWS %3 Firewall Threat Defense Virtual
Y% B F 282 89 Amazon GuardDuty 3558 3214 .

& A FER2 #) Amazon GuardDuty 355 L1

Amazon GuardDuty fif #h /5 5 555 BEISCAF R A Cisco GitHub £7fiff 2 HH R .
7E AWS % Amazon GuardDuty R T 2 1, IS IHE & LUF S

* Cisco Secure Firewall Threat Defense Virtual 5 H % it & iy A S 1

* Lambda #A%{ zip SCAF

* Lambda )% zip 3CfF

HEEEEMAXH

fﬁﬂﬁ*"ﬂ‘ﬁ* 82058 X 2L Amazon GuardDuty fif ¥R 7 G4 IR B PO B 4% 45 B3 IR PR AE A
o FREVUIEAAE VRIS il 194 4 0 5 24 B8 7772 AKS Amazon GuardDuty 5 57 35 0o FH 5 245 5 BRAR BRI
HTE?‘)?EEEI#F

FHia Z |l
o TORFERC B SO AR AUk RIS R 1, e A B g R R 35T B G S U AR

o R EAERC B SO E 2 AN B P O B A S, T R B O B A TR S
HAERCE SO H U — I, HBCH R A

o ROAZIEC N A B NI BE A PR 1K) TP U MIA4 R

o AN Lambda PRGN — N EBFEHL OISR A I, RIEA BEAEE E LA &5 1
28R i) B BT I Y 45 Xt S 2H

UK

L1 5% O N4 Amazon GuardDuty %5 SO ALV AL o
$£I82 W% % ngfwv-template > configuration 3013,
SIE3 EAGEESE T AP IF ngfwv-manager-config-input.ini 44,
TESCSCARA, B2 N TERIAE BB 2 Amazon GuardDuty fif #it i 28 187 B AL Bl 245 B A I RIS B .

PR A AN SHON A B O s A PR K LR RS R

SH 157 FA

[ngfwv-1] DRI LV & e T SRRt

public-ip (E£2 LRI A E R SHIE AT o i

device-type T I A B PO BB A B AR 48 Amazon GuardDuty fif
PJ7 FWMATE B RA. AVFIN{EA FMC 5 FDM.
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7£ AWS #R2Z Firewall Threat Defense Virtual |
B = Lambda msirErs s

SH 15 FA

H P 4 T8 E B L E i &S EEs M P 4.

password T8 B L el & BEAS %00 . g mT L2 4l
CAKES, WAL KMS B s 245 5 .

object-group-name Lambda P& £ FH S ML TP SEHT I I 28060 S 4 (R 24 K
WL EAE N Z AN G UL TR, IR e e LLE S
an CHEIEN

SIS R M ngfwv-manager-config-input.ini 44,

T—5 Mt 4

B4 Lambda pREAFAY SCAF . TESYHE S Lambda &R SO, 55 110 T,
#AE % Lambda & 7ER T

KT FUMATAE Linux P15 P 7R Lambda 28500

\ )

AR AR T BE AR SO AT LA R ST 52

UK

HIB1 762 N4 Amazon GuardDuty ZEJ5 1AM THEAL_EFTHF CLI #%ii & «
HIE2 FHiF /1amoaa I IFARICA:.
PL R 2 Linux ML 7R BEIA

$ cd lambda

$ zip ngfwv-gd-lambda.zip *.py

adding: aws.py (deflated 71%) adding: fdm.py (deflated 79%)
adding: fmcv.py (deflated 79%)

adding: main.py (deflated 73%)

adding: utils.py (deflated 65%)

$

BB B 46 3 ngfwv-gd-lambda. zipo
FE3 IR RM CLLZEHIG .
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| 1£ AWS %3 Firewall Threat Defense Virtual

T—%#ita

Y% Lambda B304 .

18 H 48 A ngfwv-gd-lambda . zip KA Lambda JZ E48 A4 . 152 AHES Lambda JZ 304,

RNl

HE# Lambda B

AATA LR 7E Linux 38504784 Lambda )2 301F.

\}

AR (PR T RE AR SO A T LA R TN

ST £ N4 Amazon GuardDuty %85 A T EHL_ LT CLI #2346 »
I 2 1F CLI & 3T LN E1E.
PR A& %4¢ T Python 3.9 [#) Linux 4L (41 Ubuntu 22.04) 7114

0

v vy A

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3.9 install cffi==1.15.0

pip3.9 install cryptography==37.0.2

pip3.9 install paramiko==2.7.1

pip3.9 install requests==2.23.0

mkdir -p ./python/.libs cffi backend/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r ngfwv-gd-lambda-layer.zip ./python

JE4E A ngfwv-gd-lambda-layer.zip CVAIE .
R, G Lambda 242014 %¢ Python 3.9 S HLAKS I
PAF 7275 Ubuntu 22.04 %5 Linux 41 F*4¢3¢ Python 3.9 7= 1A

L3

wr W »n vy

sudo apt update

sudo apt install software-properties-common
sudo add-apt-repository ppa:deadsnakes/ppa
sudo apt install python3.9

sudo apt install python3-virtualenv

sudo apt install zip

sudo apt-get install python3.9-distutils
sudo apt-get install python3.9-dev

sudo apt-get install libffi-dev

PR3 BRI CLIfEHI G .
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7£ AWS %32 Firewall Threat Defense Virtual |
. 1% 314 153 Amazon Simple Storage Service

T—%#ita

7E Amazon S3 f7-figAfH, #4200 4% Cisco Secure Firewall Threat Defense Virtual fit & 3. Lambda
PRI zip SCAF AN Lambda )2 zip SC . 16 S B SO A% 3] Amazon Simple Storage Service , 2 112 7T

18 3214 %] Amazon Simple Storage Service

e UF TS Amazon GuardDuty 477 & T4, 20k SCF EAL 3 AWS 7] H11#) Amazon Simple
Storage Service (S3) FF il SCF3k

UK

1 [ https://aws.amazon.com/marketplace(Amazon Marketplace) H- %% .

FIR 2 fTJF Amazon S3 55 .

$IE3 )& T L4 Amazon GuardDuty #J44:1f) Amazon S3 f4itikf. &2 64 Amazon S3.
L4 LU Amazon GuardDuty #4)1F 4% 2] Amazon S3 F7fi il -

* Cisco Secure Firewall Threat Defense Virtual Bt & 3 f4: ngfwv-config-input.ini

PR
TEAE PO oAl 22 A e N 4508 75725 % Amazon GuardDuty fi# ¥ 77 E0S, AT A& LSO

* Lambda JZ zip X ff: ngfwv-gd-lambda-layer.zip

* Lambda pR %Y zip X F: ngfwv-gd-lambda.zip

T—¥#ita

W25 H T3 %% Amazon GuardDuty % Y] CloudFormation #AR . i 2[4 CloudFormation F4% /1]
MINZH, 112 T

Wi 62 CloudFormation &4 AU N S

JERHEME T CloudFormation #5i4, 176 AWS H1iB38 Amazon GuardDuty fif ¥ 77 T is (%8 . 7
IR CE AV e (L

Template Parameters
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| 1£ AWS %3 Firewall Threat Defense Virtual

%% CloudFormation 1&4R B3I N S48 .

2%

ikl

Gt

HIE- R

FEWSHOP RN B2 ARH I = 2
AR B AL (14 AT BE U (14 AT 4L o

cisco-ngfwv-gd

GD &5 R ¥ i)™ FAE 40 *

B EAL B Amazon GuardDuty 45
R IR TG A J0HE 1.0 1 8.9
Z I TE I o AR HRE AR T By
To [ 1) 45 S AR A 20 o

FEE RS RAR
* fi: 1.0 £ 3.9
i 4.0 £ 6.9
f: 7.0 & 8.9,

4.0

R

HL T~ R4 ID*

0

PG IR R, I FAE Cisco

Secure Firewall Threat Defense Virtual
IS EH O B O R A
HEEH Y Lambda #2058 B SE B (1
5T

abc@xyz.com

S3 ffhih 2 Fk*

{14 Amazon GuardDuty #4443

(Lambda pRi%{ zip. Lambda JZ zip Fll
Cisco Secure Firewall Threat Defense
Virtual Pt & B SCAF) 1) Amazon
S3 frf#t I 4 FR o

fi4n: ngfwv-gd-bucket

S3 AT AT/ B A T4 A7 R S 1Y) Amazon S3 A7-fig Al | . ™" B¢ “cisco/ngfwv-gd/”
BRI TR . WRBAT SCE,
R B A

Lambda JZ zip X 1F44* Lambda JZ zip X144 . Bt

ngfwv-gd-lambda-layer.zip

Lambda pR %Y zip SCfFA%*

Lambda pR %% zip SCAF4

. ngfwv-gd-lambda.zip

LAY R AR E R4

Cisco Secure Firewall & B b0y I 4%

£1%; Cisco Firewall Threat Defense

Virtual LS IC & HEAR {5 S *ini

SCfF. CAJEIP, F A RS, B
BRI LR AR
pad 4

A2 FH 9 28 % G 40 B 3 g VR AT
Amazon GuardDuty ££ I A4 75 2 0t
B

WA e B Rl v, W]
DLkt f it b A D B

Blt: ngfwv-config-input.ini
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B os=en

7£ AWS #R2Z Firewall Threat Defense Virtual |

2%

ikl

Gt

FF 289 0025 () KMS 25471 ARN

WA KMS [ ARN  CH T80 Jin 4 )
AWSKMS Z41) . W5 Cisco Secure
Firewall Threat Defense Virtual fic. & %
AN SCAFH AL T gl SO RS, W) AT LA
BIESHE A SR, Wz
2% Cisco Secure Firewall Threat Defense
Virtual it &5 A SO 4 2 I 3%
o B DA ZRAAE FH 45 2 1) ARN 1
TN, AN % : aws kms
encrypt --key-id <KMS ARN>
--plaintext <password>

il a1
ananskms<rega™<ansaoxuntid>kekad>

S AR H &

o FH B 24 CloudWatch 7 fit) Lambda
PR H &,

Fl4n: enable 5% disable

*, ﬂ‘iﬁ%:?i

T—% it a

f# 1] CloudFormation BB FE HERk . TSI AEHERL , 2 114 1T

ARE HERK

56 1% Amazon GuardDuty fi# {77 ZZHE W A RT3 5, 614 AWS CloudFormation ik . 4] H
b HR P IR SO templates/cisco-ngfwv-gd-integration.yamltemplates, JF#
HEAEIE CloudFormation FEAR (15 AN S 80P IR B 1 S50

UK

FIE1 Bf AWS BHHIE .

HIB2 #% “HR% (Services)> CloudFormation> “HE#E” (Stacks)> “ Al HEFL” (Create stack) (fFHIHIZYR) > “UESAL
B ” (Prepare template) (REARTESCAFICHERAL) > “4R @it ” (Specify template) > “Hiff kY5~ (Template source)
CAH bR H X TR : templates/cisco-ngfwv-gd-integration.yaml) > “GIEHEF” (Create

Stack)

HRAE AWS BRI E R, S AWS XY,

T—5 Mt 4

RAEAE . WS PRUEAE % 115 0L
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| 1£ AWS %3 Firewall Threat Defense Virtual
iTmarmesn [

BAh, 0] LT Amazon GuardDuty $1 15 1B HMS U 56 8T e 7 MR AF I A0 o 3 33T [ HL 1 B2 20 44
, B 115 T,

VT 15 B8 BB 44 188 ZN

7t CloudFormation #EAR Ht, —/NMHLFHIELE ID 1 & W F0OC Tt Lambda B84 5¢ %) GuardDuty £t
HHEHr A . 75 AWS _E#2E CloudFormation B fo, Z&i<xiiid Amazon Simple Notification
Service (SNS) k55 [a] L HE A 1D A IX MEAF %N,  SESRBRTT [ 380 %0 5T o

UK

- AREABIN LSRR
W2 IS E &1 AL KT A (Subscription) B .

T—5Hit4
WUFERE . TS AT, 26 115 T,

AT
WHEERE
76 AWS H1, f8 0] LUEFKUE Amazon GuardDuty fi# i 7 56, WIATFTiA. 7E CloudFormation ¥ 5¢
B, T DL RO B 0 UF U B A TR
FIAZ 8l

R 22 ZE RIS AWS 21T 40 (CLI), LU T A KiEisE . ¢ AWS CLI X 1IfE &, iE
Z:i AWS iy 24T A

UK

FIB1 Gt AWS FEEHIG
H12 2 #F|RE > GuardDuty > i&E > X F GuardDuty > #2388 ID, RJ5id NZE ID.
A2 i Amazon GuardDuty il 45 S A AR i 75 2248 H LA 28 1D

PR3 F1JF AWS CLI =il &, iis47 LU T dir & /E s 9] Amazon GuardDuty 45 2R :

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

aws guardduty create-sample-findings --detector-id <detector-id> --finding-types

UnauthorizedAccess:EC2/MaliciousIPCaller.Custom

I8 4 1F Amazon GuardDuty #5515 145 R VIR P G FEARLE R .
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7£ AWS #R2Z Firewall Threat Defense Virtual |
B =rusmarznsns

AP EE RS HTZR [sample] o fn] DU BB JE R T 7). e 1P M kb 5% J Mok Arvs il 45 SR AR {5 R .

HIB 5 Z5fF Lambda B EUZE1T .
fil Lambda pREUR, BAIELL T A A
o BRI AT, Hrh S IR Amazon GuardDuty 25 AU HI Lambda b5 % 5¢ 1) Cisco Secure Firewall Threat
Defense Virtual B 4% S8 1 E4I{5 B
* BGUEYE Amazon S3 fAAlTH 2 A AR T A SCMF . BB EFEA Amazon GuardDuty 25 54k 15 R TP ik,
0T LUR ] DA % SRR S S0 44 <deployment-name>-report.txt.
o T IR E30T G A BT 7 - SRk A C A A s A8 5 SR BE T IR R TP Mk ST LG B A BEES (Cisco Secure
Firewall Management Center Virtual 5 Cisco Secure Firewall T £&45 BEAS) IR I 2506 % 40 o
o W AR BEIR TV - RIS SO URL 277 AR B H O & . el DIEEH ORI TS ET A
B SO URL B85 5 58T I 1)K o
* 3% (Objects) > X K EIE (Object Management) > %2 £ £ g (Security I ntelligence) > M 4§51 FF0iE (Networ k
Listsand Feeds) > i£ % Bt & IR

o B, BTLATE R, R)e A E IR E I AR, ] AR SR LU B A% P U

X8 (Objects) > XF R &1 (Object Management) > & £ & §¢ (Security I ntelligence) > W #% 51| &= F1iE (Networ k
Listsand Feeds) > E#fi# (Update Feeds)

HIE6 5] AWSHEHIE (AWS Console) > AR % (Services) > CloudWatch > H7& (Logs) > Hi54H (Log groups), #E#%H &
ZH LLISHIE CloudWatch #54i] & H ) Lambda H & . %0 EURH BLU R % AR 1R CloudWatch [ &4 & R
<deployment-name>-lambda.

BT ERUEE S, @R LU P BRE PR 45 5 i s -

a) 3| AWS 2] & (AWS Console) > BR 55 (Services) > GuardDuty > £5 R (Findings) > 1£#¥ 455 > ##1F (Actions)
> 7784 (Archive), PLEFH 714 R

b) IS R0 28 5 G 4 FP S IR = TP Mk, DLA Cisco Secure Firewall Management Center Virtualii [ 22 47 4k -

c) IHHE Amazon S3 AEAf AR IR SO AT LI It A BR85S TR S B R TP bk SR SO

EHMNEERAEMERE

TRV AN AT IS 5 M S3 AFAEANEL S3 AAAH I SO RN R AT RS o AF 20 SR 75 2 B T B o
T EMBCE, HH AWS 5] 5 CloudFormation Ui Y E###% (Update Stack) L.

T USRI T4 AT 250

2% 15t AR

Cisco Secure Firewall Threat Defense Virtual £ B | £ Amazon S3 ZEAE KT -1 ¥ N s 5 5 il & b 48
i E 4 AT LA 5 2 R SO AR IR 1R 44 BROR 8 3 SC . 4
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| 1£ AWS %3 Firewall Threat Defense Virtual
sxmamrrzEnses |

S it AR
FAEUCTBCESCIEAAR, AT SR AWS $5)
BB TR (Update stack) 255K 5 51t 2

.

GD 4 B B AR ™ H A ) * fTH AWS #Eifil & b (¥ SE#iHER% (Updatestack) 1%
TRk BT S 4

PR 5L T HB A ID* i AWS £l & P ) EE#3E 4% (Update Stack)

VRIS MR A ID S0, S8 wT LUk SNS Rk
251 6 N N I BB H ST

S3 {7t 4% B 1§ FH 3B 44 97 5 357 Amazon S3 FEA A 1) zip A,
RIGIEH AWS #EH & P I B #TERR (Update
Stack) 1%L 1K S HT S 4

Lambda Jz= zip 34 * 5 F B 2 W5 88 Amazon S3 77 4ifiH 1] Lambda
JZ zip 44, RJG A AWS s 6 iR B #TkE
#% (Update stack) 12350k S B b 240 fH

Lambda PR zip X144 % {8 F B 44 PR B8 Amazon S3 A7 Al 1¥) Lambda

BREL zip SO, ARG AWS $5461 & i BB ET
¥ (Update stack) 550k 56 5 b 3 401(E

FHT 205 I 1) KMS 24111 ARN i AWS #1i & rh K B ER% (Updatestack) i
RSB 2 K

Jet AR R K 1 7 I AWS i & K B #rE#% (Updatestack) i
TR S 2 K

UK

W HF) AWS FEEHIG
TER2 WERTE, WQBEH A A SRk
IR 3 ORI 2 R R (R DA IEA - 52 6 B0 1R A7 i A o

* Cisco Secure Firewall Threat Defense Virtual it & 2 ff: ngfwv-config-input.ini
* Lambda 2 zip f}: ngfwv-gd-lambda-layer.zip
* Lambda PR %Y zip X F: ngfwv-gd-lambda.zip

o B R SO <deployment-name>-report.txt
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7£ AWS #R2Z Firewall Threat Defense Virtual |
B =rusmerzners

L4 EHEHSHUE, 5% Services> CloudFormation > Stacks > > Update (Update Stack) > Prepare template > Use
current template > Next > <update parameters>> Update Stack .
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50 =

£ AWS _ZF2Z Firewall Threat Defense Virtual
Auto Scale 2R A X

KCREAN- BT AE AWS _F 3528 Firewall Threat Defense Virtual Auto Scale fi#t vk 7%

* & T AWS ] Firewall Threat Defense Virtual Auto Scale ffH: 7%E , 2 120 TT

* {i[{l NLB [¥] Auto Scale fiff¥h /7%, &5 121 1T

* {{{ ] NLB #% Auto Scale fift 77 % 3m B i, 55 122 5

o i S A 3 380 i 2% 1) Auto Scale iR T, 55 124 T

* {{H] GWLB #3#% Auto Scale fi ¥t 75 S 1) B b , 55 124 71

* Firewall Threat Defense VirtualF1 AWS [1J#E A1, on page 126

* P E HAT GWLB 5k NLB ] Auto Scale fift th 7 BTt (A4LEE 5 127 1T

* GitHub _|*f] CloudFormation 14, on page 130

o BT SCAERT CFT M GitHub R EIAM ML, 2 145 7T

* fii 1] NLB ] Auto Scale fif# ¥}t J7 % - /. Amazon CloudFormation 5] 5 |- [ & SCHIFRZE NLB Al
BARAR , 25 145 11

* {fi/l GWLB ff Auto Scale fi# ¥k /7 % - £ Amazon CloudFormation 43 £5 _I [ & A1 #E GWLB
SRR B RR , 5 146 1T

o TR BEHULIC B I 2 AR, 2R 146 UL

* T B configuration.json 1 configuration-schema.json (4, 25 153 71

* {f{H] AWS CLI Bt B SRl B4 . 55 154 7L

QI H AR SO, 35 155 5T

o WA AL F] Amazon S3 £EREMG , 55 155 T

* 3 ¥ NLB 1) Auto Scale fif# ¥k 77 % - #1383 KF NLB ) Auto Scale iR T75 , 5 156 UL

* 3HF GWLB ) Auto Scale fi# ¥ 75 5 - #i25 34F GWLB 1 Auto Scale 77 % , 45 156 17T

* 4 VPC BCE ¥, %5 158 1T

* Yk Auto Scale 24 , 5 158 7T

o BUFERE . 2B 159 0L

* QEPUESS B 160 1T

* JIA Autoscale 415E41 1 E IMDSV2 fT i #i:8, on page 163

o ibEHEER . 2 164 0T
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7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

. 3£F AWS & Firewall Threat Defense Virtual Auto Scale f25R 75 %

T AWS I AY Firewall Threat Defense Virtual Auto Scale #%

RTTFE

B AL R (i AWS) H[¥) Firewall Threat Defense Virtual S2451 <7 Fp 45 /1% 38 3] 0 28 i &5
WM Y o I I n fE 2 5 2B 28 1K) Threat Defense Virtual SZ1 50 AN 2 LUK A5 P 457 & .
s NPT HE S 2L Threat Defense Virtual SEI 72, AT T E0A D BI85 1A

Auto Scale fif i 5 & I 35 Bh 41 2376 H IR & =y N 1 244 L5134 0 Threat Defense Virtual SE451 144
B, JREREE IR g N 2 B . IXRE AT DA b A B X 4% 8 YR 5 PR AR IZ S A o

AWS H1 [ Firewall Threat Defense Virtual Auto Scale J& 523 T IR &5 25520 (MLINRER) B LA K
HBVERAHL , Eal L AshY REIhRe N F AWS EREEH1 ) Firewall Threat Defense Virtual SEZ41

MRRAS 6.4 FF4R, {55 B0V BRI Firewall Threat Defense Virtual b 5 45755 T+ 9 2% 61 25 44 i 2% (NLB)
BB R TT % WA 7.2 705, ST W 2k 834 #7 4% (GWLB) 1 H8h T e v 7 %o

Cisco $2fit CloudFormation AR FIIA, T4 H Z A~ AWS R 55#5% Firewall Threat Defense Virtual
b5 KBS B39 B4, 55 Lambda. Hah¥ B4l 30 8451 (ELB). Amazon S3 174t SNS
i CloudWatch.

Firewall Threat Defense Virtual Auto Scale fi# /7 % 23 T~ CloudFormation FTH (¥ 5, vl f2 4.
o B kB L Hhog 4 B 301E 1K Firewall Threat Defense Virtual S 45134 A AT v -
* AN HEISM P Firewall Threat Defense Virtual SE7 ) NAT SRl 7 in] 445 il S s RN 2% £
o R AR A A AN 2 W] R X R S H
« BUEH T B KRR E O ANCHE B KA

Auto Scale &8I gE (kR 6.7)

o HE XFahr kAT — Bl lambda BB 2 8040 TH— IR B KBRS A0 PA3RIX Auto Scale 4
W )45 Firewall Threat Defense Virtual SE (1 P AF I FEIG L, SR 5 B E R A 1] CloudWatch Fi s
HRUH, HSH.

o SO T IT AR RE IR R S

o JHT R B KBS P ALy ) Firewall Threat Defense Virtual % fi] SSH Fl% 4418 1P 42 .
o B RS E RO T SO

* SCRFE ELB LATIFHE 2 AW 11
B RHERG T E . P lambda BREORT AWS EUEHS M S HERE AT 08, DAL R
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| 7£ AWS %[22 Firewall Threat Defense Virtual Auto Scale iR /5%
{2 F3 NLB A9 Auto Scale iR 775 .

{£ F NLB £4 Auto Scale iR X

T AWS gt as R RV NG R HER:, BRI R R VEANEAE iR il i Cisco Threat Defense
Virtual Bj K345 A S

TH] ) 106 DX F18) 67 23340 1 2 mT LA DX 8% B 28380 flir o Bl N FH R e R 2R3 T B o FEPRPS LR, T AWS
FRFEERE . W N EII RO s, B4 MiE T Threat Defense Virtual Bt AT #8225
i e FH e S

\}

ER N R AR A R R AN 200 Threat Defense Virtual

FEF-u AR 2 e Al RERT . X ] LB NAT HUWSZEL; 35S AR B O Pl T %, 3
I £ 2H . TC BN NAT S G EEREACT ) 45 i S mes %152 UL B IE AR n) P SR .
Gn, T EBEM ) LB DNS. S e 80 A n] DU el BN R 1 1. 88 i nl i th BN
R 20
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7£ AWS %[22 Firewall Threat Defense Virtual Auto Scale fiZ:R 5% |
B 5 B 52 Auto Scale R EmiBTI T

RN
3:{$5 /8 NLB 84 Firewall Threat Defense Virtual Auto Scale fR:R 5%

Oa0
e

anagement
enter Virtual
\ /
. S
T
I
I
I
I
Availability zone - 1
=)
Threat
[ —P Defense 4
' Virtual 1
i
App1
~ e —
Threat
P Defense +—> +“—>
Virtual 2 »
Auvailability zone - 2 i ——
IEI Facing NLB
Threat
«— \ L—» Defense <+
' Virtual 3
Inside Outside
App2
Threat Defense Virtual
Autoscale Group
Application Infrastructure

! Cisco NGFWv Autoscale Solution
I
I

{£F3 NLB 3}32Z Auto Scale 2R 5 Z1Yim 2 im s

DU AL B8] T 75 Amazon Web Jili%5 (AWS) L f# ] NLB #5%% Firewall Threat Defense Virtual [3])
PRV T R0 AR .
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| 7£ AWS _E#B2Z Firewall Threat Defense Virtual Auto Scale )R 5 %
{52 NLB #5:E Auto Scale ik 7= tsmzlnnie |

1 4 5 Configure 6 7 cad Files
l e el - el -l e
the required files BOR i u‘;ing Folder guee
AWS CLI
2 ) Customize 8
Amazon and Deploy the
CloudFormation Deploy Auto Scale
Console Infrastructure solution
Template
-
oo ek
Infrastructure
I' .9-\]
ey T Edit
EC2 Auto Scale
Group
10 Configure
Amazon Routing
VPC Cansole for
VPC
T1E= 8] I
G5 A HL L M GitHub N 2 7 (# 30
AN
2 Amazon CloudFormation # | {ii H] NLB ] Auto Scale fi# ¥k J5 % - 7E Amazon
& CloudFormation ¥ il 5 I 17 & U NLB il i i A
, 145 T
(3) L PR B G Y 28 A O, 5 146 T
2/
(1) A 3L B2 HT configuration.json Al configuration-schema.json 3CfF ,
M 45/
- 55153 11
.rg;. At EHL 1§ J1] AWS CLI FL B IERE B ELZL1E » 55 154 T
kO
‘o) | AR U RSO , 85155 T
Nl
:'/}\3 A L B AL 3] Amazon S3 fE4ERT , 5H 155 L
N
8 Amazon CloudFormation ¥ | 3Z#F NLB [f] Auto Scale fift ¢k /7 % - 355 3 #F NLB 1] Auto
& Scale fif 5%, 55 156 1L
(9) Amazon EC2 ¥l & %% Auto Scale 41 , 55 158 L
i
10) Amazon VPC ¥l £ 4 VPC L&k, 55 158 0
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7£ AWS %[22 Firewall Threat Defense Virtual Auto Scale fiZ:R 5% |
B Ermxnsmesse Ao Scale R E

15 F W 5 1 £ 198788 A Auto Scale iR F X

AWS W KA I T ds (GWLB) RVF AN FTH il i . PRI, FeVF NSRRI A MES 28 il i 230 1 Firewall
Threat Defense Virtual [ k3.

GWLB Zimss B B K% GWLB, #RJ5 & i% % Threat Defense Virtual AT/ . ZEPIFRE LT,
FTA AWS ZERFATER « Al FHZ BB F s, 242 it Threat Defense Virtual AR
22 Threat Defense Virtual GWLB Autoscale fift ek 7 . M54 th ) € o

BN
4: 1€ GWLB &) Firewall Threat Defense Virtual Auto Scale #2175 %=

Created and Configured by Cisco CloudFormation Template

)
Security VPC —==~0

/ ~
K \
H DD \ Management
'\ O :' Center Virtual
\\
Managed by customers

=
&

Application VPC

I
i
< > —>
Threat Defense Virtual
Application GWLBE GWLB ' Auto Scaling Group
Internet Security Serverless Storage
Route Subnet
| ‘ Gateway | | | Groups | R Component /S3
Security Other Health Zone AM
Groups resources ! probes distribution

1§FH GWLB ‘E‘B% Auto Scale ﬁg)kﬁ;%ﬂ"]ﬁ%ih%um c3

PLURLFE B T 78 Amazon Web R4 (AWS) 4 Fl GWLB #% Firewall Threat Defense Virtual [
B MR R ZE 0 LA R
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| 7 AWS _ZBZ Firewall Threat Defense Virtual Auto Scale 23R /5 %=

{85/ GWLB %58 Auto Scale ik wruiszlisiz [

1 4 5 onfigure 6 7 ]
Download Update Inﬁast‘rg:turc Create Uploaudj Fles
Local Host the required files — C(‘)Jrg{i-)g:lr::;on — Con::?:‘n;ms —_— Zi:gz} e A;:fkgf
AWS CLI
2 ) Gustomize 8
Amazon and Deploy the
CloudFormation Deploy Auto Scale
Console Infrastructure solution
Template
-
Management (ﬁ’:t:?;f |
Infrastructure
|'\..9-.:'|
T Edit
Auto Scale
Group
Create the 11 Configure
Amazon GWLB ____, Routing
VPC Console Endpoint for
VPC
TE=I8 L7
) |AE M GitHub 457 5 031
Ay
2 Amazon CloudFormation % | f/ il GWLB [1] Auto Scale fi# ¥t J5 % - & Amazon
& CloudFormation %l &5 I [ 2 AR E GWLB Hefili i i 5
B, 5146 1T
(3) RO FE Ao i Y 4 R i, 5 146 TT
Ny
( :1_"\'] A Hb L TE B configuration.json Al configuration-schema.json (14,
(5) ENIE Ik ] AWS CLI i B BRI EALIE . 55 154 1T
et
o) |AdE QIR FAF AR , 5 155 51
iy
(7) A AL F 30 EAE ) Amazon S3 f7ififli , 55 155 5L
Nl
8 Amazon CloudFormation 5 | 32 #f GWLB [1J Auto Scale fift ¥l J5 % - 55 3 #F GWLB [
G Auto Scale fif IR 7% , 55 156 T
(9) Amazon EC2 #H1& Y’ Auto Scale 41 , 5 158 7T
h P
Cisco
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B Firewall Threat Defense Virtualfn AWS )£ 7 FBR )

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

TiE=(E)

s

10

Amazon VPC =444

Wi GWLB [ Auto Scale fi# ¢k /7 % - 6% GWLB i ,
157 0

11

Amazon VPC ¥4l 6

4 VPC LB RS, 2 158 1T

Firewall Threat Defense Virtual£0 AWS B4 4 01| 0 PR 51l

VFA]

* SCFFEH] Cisco REVFAIIENK ™ i) BYOL (HAfiVPFAliE) o

* PAYG CHIAFEIADD VFr, —FpdE AR v 284X, RVFE P AEAIE K Cisco B REVF AT 1% il
"Niz4T Firewall Threat Defense Virtual. *f T 23FEMH PAYG %45, Ko HTE TR Gk
BT/ B/ URL 198/ VPN 45) o VPRI DI RE oA By KBS B A0 g el s ok, (AR

6.5+)

A\

Note 57 )i B 4645 B8 NS5 PAYG Vil

A IVFTHEN, 152 [ Cisco Secure Firewall Management Center & B F5 7

Firewall Threat Defense Virtual £ &5 7] B9 1 BE R

FERCA 7.0+ 1, Firewall Threat Defense Virtual SZHEFPEREJZ 1], Z A AT Al 363408 BR PR
[] (4 A R 2 9 N VPN B2 FR 1

Table 17: & F 12 &Y Firewall Threat Defense Virtual i 5] T 85 PR

THEE= WEME (BU/RAND | RERE RA VPN £ i& BRI
FTDv5 4 1%/8 GB 100 Mbps 50

FTDv10 4 1%/8 GB 1 Gbps 250

FTDv20 4 1%/8 GB 3 Gbps 250

FTDv30 8 1%/16 GB 5 Gbps 250

FTDv50 12 ¥%/24 GB 10 Gbps 750

FTDv100 16 #%/34 GB 16 Gbps 10,000
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| 7 AWS LB Firewall Threat Defense Virtual Auto Scale #3755
iR BB GWLB 55 NLB &Y Auto Scale e 2pr B |

4+ 5

mIELEK
o MHERIE CAE B KBS B ALy PP ECE AT T A . 1 2 DR A PO Y 2 il i
* iR 7E CloudFormation AR H I N FTifs (IS 40{H . 152 % GitHub _1[1] CloudFormation FAK .

g2 35
o« —/N AWS Ik F' . R LALE http://aws.amazon.com/ Bl —1.
* FELSSH % ' (i, Windows L) PuTTY B¢ macOS L[\ &um) A REVT M B EHI G .
o MRHERENK P o 0] LAZE Cisco #AH4H 0> https://software.cisco.com/ B —1,

o T R3O E SRR ¥ GitHub MK

* Firewall Threat Defense Virtual £ 133K :

CEERRDQ)- TR R AER R BB B L, S NS AT HAE R
o

o SAT AR N By K B b0 A B NG E B  , ARE  . AE RRE R B L
PRITATHR A, DI AT) T8 ARG e B PN AT B . A DGk 7 O B b0 U e G
EHEE RGN {E B, 1527 Cisco Secure Firewall Threat Defense it 42 % 1] configure
network management-data-interface iy % .

AR E (2) - HTRRAS SR N A UAT A LR 4%

o TS AR - U5 R B K 2 3/300E TP Mkl

& E B8 GWLB = NLB &% Auto Scale )R S =T ER A M

DU # AT Auto Scale fif ik 7%,

CloudFormation 15y
CloudFormation B4 T- 452 7E AWS 1% B Auto Scale i J7 EATTHE IR . BN FE LU &
lﬁ:

* Auto Scale 41 I ds. LML S FHAL.
o BB EEH P R NK B2 L .
A\

AR BRI R T RN TS T A PR, DRI, PR S S A AR S e i
Ao
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7£ AWS %32 Firewall Threat Defense Virtual Auto Scale 2R 75 % |
B 2=5% owiB =5 NLB ) Auto Scale 3R 5 RFT B R04A

Lambda & %4

Auto Scale fi#t i 7 ZE4E Python PP JT K 41 Lambda p& %, AT LI A= iy I 4 1. SNS.
CloudWatch /&4 Fifi ik . BEA D) REALHE

o [ SEBAS I/ Diag. Gig0/0 F1 Gig 0/1 211,
o Ty AR BB A 1K H ARALE N Gig0/1 211 .
* [ B KEEE B FEAEBT Firewall Threat Defense Virtual s
o T By KRR B G BUE I BN¥ Firewall Threat Defense Virtual.
o I B AR B Gy BOHVEMT CIERD N T4 i fY) Firewall Threat Defense Virtual.
© I B K I B AT N AE R o
Lambda p£ %7 L Python fLITERNAT A% )

T EHHT
i Ji 16 5 T BRI T S B F) A4 i S 391 S SO

o FE )R B, A ay B A Tk Lambda B2, BT84 1S 02 Firewall Threat Defense
Virtual S, FEAEMBEE L TP 1030 HAR4 .

o FELOESEINT, Ay I T H Tt A& Lambda R, DUME A H R B M Firewall Threat
Defense Virtual 4.

Simple Notification Service (SNS)
* K AWS 1 Simple Notification Service (SNS) T4 il i F.

© ZWT AWS I R S % Lambda bR B IE & IO, PRIGIZAR U7 A8 SNS A —
Feg2cEE, DAERE TSRk S0 Lambda bR 4L

VPC

SR N AR B N R R AU VPC. Tilvh VPC B — N E MR e, 1) B2/ — Nl 3 55 R [
B HERRA T M. BRLeH . TRERESK, 155 AN .

Zef

FEFEHEN Auto Scale MR 1 RVFIT A&, 75 LN IERRI R i Auto Scale fif ¥ 7 E R IFAEH o

0O ERAAR KX
8305 BP0 B Threat Defense Virtual 224 | & ¥ 1M
TH [ %R
ISR g 11 CBRIA: | 1T 1) ELIEC I 1) A 83 i B s A IR BUER DI AR | 4R 7~
8080)
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %

iR BB GWLB 55 NLB &Y Auto Scale e 2pr B |

! FERAAR FKX
I FH A2 5 i 1] N FH AR P B m i AR S

ISRl R £ 2EE ACL

T E B RELE lambda R EURVE BE .0 2 (RS HTTPS & #%. BT lambda bR EUK R A7 AE LA
NAT W IAE R BRI (1 lambda 7R, PRIERY, Fo 1204 B L0 NAT 56 TP Mk iEAT HTTPS A
bRz,

T

w] DR TR T B AT & N AR E SR 1M . Threat Defense Virtual 752 3 /N1 M 4 iz 4T .

)

AR WOREEZ AT ISR, WA XA T 7, BN 0E AWS 2P i X s 1

HNERTF M
A7 N 1% BAT REAS I I “0.0.0.0/0” B B M Y G ER A B o 1X°Kf €47 Threat Defense Virtual

FR AR 11, T T i) ELEC I ) NLB AL T35~ B

AEBF M
XAl e B AT AT NAT/HIE M /OGN AR T 2L, TEVERS, XIT Threat Defense Virtual 15

ATIRBLERI, B iZzn] L i 11 80 21k AWS Tl 5548 (169.254.169.254)

)

P

TEI Auto Scale fif# 7 ZH, SR IBTHIZATIRGUR N 25 250 1 inside/ Gig0/0 £ 1 F5E [n] 3] AWS
JeE R RS A . (H2, AT DT B QRN O M AR 334 1 4% A 1% 3] Threat Defense Virtual (11217
IRGCRME AT ol AEXAE LT, IBFF 2R AWS Joflidin s 2800 2540 0 N TP Huhik, DA

FRAEIEAPRDCER I WS o

EIEF M

T PG Threat Defense Virtual & FEE2 10 . WA TP A3 A #po0s, 24 Threat Defense
Virtual 7B TP Huhik (EIP) & AT IEM) . 2 W A T o7 M L.

Lambda F M

AWS Lambda PR 407 228 H NAT M AE BRI SIS T o XA #3 Lambda b 50K % H T VPC.
Lambda P AN 75 BAZ LA 0 —FF F T 95

Rz A2 FF M

Auto Scale fif ¥ 7 G0 % T B R, HAUR N R P # 2 VPC DIAMA s IER:,  WINAE1Z T M
FECEMMNAE . KRR MR R A I B RS . AR E, TS (AWS
SEPE GBI R D .
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. GitHub &Y CloudFormation #5#§

To B 55 B R
S3 1%

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

Amazon Simple Storage Service (Amazon S3) & — I A AT ASE rT - itk . vl HPE. e ok
FPERE NS GAFENRSS o 8 nT LUK T A7 0 75 1 SRR S3 A7t .

FEASAN, R ] S3 Al P 1) zip SCIF B Lambda e %, PIUL, S3 A7Aifi i N AZ AE B AL H] bk

Fr3 i)

GitHub _t A% CloudFormation &4y

JSCHFI) Auto Scale fiE ¥R 7 AL T WM - — 20 F T8 FH 48 41 33 7 3% (NLB) Sk & Auto
Scale 7%, S—H T M O 8355 2% (GWLB) SR E Auto Scale il 7 % .

{55 F 4% £1 51918785 A Auto Scale 2R H X
GitHub &4t 7 DL B :

* infrastructure.yaml

* deploy ngfw_autoscale.yaml

F 18 BIRSHTIR

K MNd{1,318

2% RVFRIE/RE i3t AR
PodNumber FAF SV X2 pod 7o XK Auto Scale 444 FR

(threat defense virtual-Group-Name) ] 5 %% .
W, WA 17, WAL A threat

defense virtual-Group-Name-1.

BN AR AT, B 3 M. B
IHE: 1.

AutoscaleGrpNamePrefix | 745 £ 1X & Auto Scale ZHZ R HTSE . pod FTHAE NG
A
Bk 18 M
75fl:  Cisco-threat defense virtual-1.
NotifyEmaillD T Auto Scale FH-IE s 2% 21 e o7 HE A Motk

T BT LT IR K

7~il: admin@company.com.
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %

{5 P U 48 S 2029528 0 Auto Scale 12 7% ]

RVFRYE/ER

1L FA

TR

TR B VPC ID. & NVARYE AWS 32
SR

KA. AWS::EC2::VPC::Id

WA “infrastructure.yaml” SO 58 3k
i Aehey, MERR S o A . TE A
Z A

LambdaSubnets

LIS

342 Lambda BRI T .
M. List<AWS::EC2::Subnet::Id>

A4S “infrastructure.yaml” SCAK 2
AR, HERR IS o B . A
Z{H.

LambdaSG

IES

Lambda pREL 1) 22424 .
KA. List<AWS::EC2::SecurityGroup::1d>

W HAE ] “infrastructure.yaml” U4k 3 ik
Tl 288y, MEAR g H S o BT . ]
AR

S3BktName

SCIEM S3 AR A TR . RIS AWS HESRAE
TR F o O

WS “infrastructure.yaml” SCAH K HBE
AR, HERR TS o BAT I A H]
ZAH.

LoadBalancerType

T 1) IR P ) S B g e 2R, AT LA
“application” B¢ “network” .

7~f: application

LoadBalancerSG

GRS A o ISR I 4% S 3
ar, WIASMHE. EENERMSE 2 ad
ID.

A List<AWS::EC2::SecurityGroup::1d>

WIRAE ] “infrastructure.yaml” SCFSR 5L
fhZEA),  HEAR g 3 - HAT el . A
AR
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B M sz Ao Scale R E

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

RVFRYE/ER

1L FA

LoadBalancerPort

LS4

AT A . I LA LB LA
HTTP/HTTPS & TCP/TLS 1E K1Y, FFRE
FIT 3% PR S A8 B i 2 R 4T TF

R 1243 200 TCP 3 11, e T4t
I T A WOV R o

BROAE: 80

SSLilF

FH T2 4 &R ) SSLAES ARN. 415k
fae, WILE ST as LTS (s DR N
TCP/HTTP. WU faE, WIFEM e b
TF 3 (3 ¥4 TLS/HTTPS.

TgHealthPort

BH

B U H AR T IS4 IRGUERI . 7E Threat
Defense Virtual - 21528 i 11138 4 7R UM
P4 tH 3 AWS JeHds IR S5 4%, IF HANH
TiE. BENIZEH M) TCP b .
WA A BN AR B M S I A ARSI, T
LA Threat Defense Virtual AH M 3b 57 2 NAT
FO o ARG, RN AN, Threat
Defense Virtual ¥4 bric s A PIRGEA IEH
s i TS BIE AT R A R T B o
7wl 8080

AssignPublicIP

AR

WRERF “true” , MPKEAEAILIP. R ZE
BYOL 2% 1] Threat Defense Virtual, NI
EAREER R BRI T,

~l: TRUE

InstanceType

Amazon Machine Image (AMI) 32 37~ [7] #) SZ 451
R, IXEESGI AN TR S RN AT
Ol

JUN A F 57 FF Threat Defense Virtual [] AMI 5
IRAL,

7wl c4.2xlarge

LicenseType

Threat Defense Virtual i A[IFZEE, A DLSE
BYOL 8% PAYG. #fifRAHICH) AMIID HAA 4
[ R VF R R,

~l: BYOL
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %

{5 P U 48 S 2029528 0 Auto Scale 12 7% ]

RVFRYE/ER

AR

TR

Threat Defense Virtual AMI ID (5 2k Cisco
Threat Defense Virtual AMIID)

F: AWS::EC2:Image::1d

T AR AR s RN T 5 (P WA AR R 6 1E 4 (1) AMI
ID. Auto Scale DHESLRFARA 6.4+,
BYOL/PAYG W% . FEPRIEHL T, B8N A
AWS Marketplace H#252 VF T 1iF

Wik E BYOL, HAli#a “BASE” .
“MALWARE” . “THREAT” .
“URLFilter” %5ZhfE % B Configuration JSON
HHE) “licenseCaps” #A{H

NoOfAZs

A

Threat Defense Virtual W #5& [1) 7] H P X 65,
AT 183 200, W2 ALB #3%, R4
AWS Esk, BMER 2.

w2

ListOfAzs

(&l
Jqo
3
=
=
A
=
H

FEMP 31 5 70 B X 12

iR

EATHIA B2 B, N AH [ AU
T MAIER.

A4S “infrastructure.yaml” SCAke 2
AR, HERR IS o B AT . A
ZfH

75l us-east-1a, us-east-1b, us-east-1c

MgmtInterfaceSG

Threat Defense Virtual 5 BEHE 1) 2424
FKAL: List<AWS::EC2::SecurityGroup::1d>

WA ] “infrastructure.yaml” SCESRH3E5L
fhZEAE),  HEAR R e HAT el . A
AR

InsidelnterfaceSG

Threat Defense Virtual P 302 1% 441
M AWS::EC2::SecurityGroup::1d

WA “infrastructure.yaml” SC k58 Jk
T2, MERR I ok HAT I . A
EZIER
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B M sz Ao Scale R E

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

RVFRYE/ER

1L FA

OutsidelnterfaceSG

TAF R

Threat Defense Virtual 7} 4% 11122441
A AWS::EC2::SecurityGroup::1d

R “infrastructure.yaml” SCAFRH S
fHliZAe),  HEMG A L B K BAT I E . 1 ]
ZMH.

7 : sg-0c190a824b22d52bb

MgmtSubnetld

E\

NGRS

(e
do

SRR M ID S . IRA RN 5 A
TS FRY TP DX 3B A 17 o

A List<AWS::EC2::SecurityGroup::1d>

S “infrastructure.yaml” SCA ke
AR, HERR IS o HAT I AT H]
%MH

InsideSubnetld

2 4 RTI

5 B A /Gig0/0 1M ID A% . AR
S 5 A (8 T DR 35 A )

KA. List<AWS::EC2::SecurityGroup::1d>

WIERAE ] “infrastructure.yaml” SO 58 HL
AR, HERR I H A A . A
%fH

OutsideSubnetld

AR INEYIIES

25 WA /Gig0/1 T ID A% . A2
IVASE RN ER d S R T

A List<AWS::EC2::SecurityGroup::1d>

WA “infrastructure.yaml” SC{H: s 5 58 ik
fh 2L, HEAR R 3 s HAT sl . E A
ZlH.

KmsArn

4
=
i

A KMS (HIT# AN 1) AWSKMS % 4])
1) ARN. M348, & #EH.0F Threat
Defense Virtual #5813 o 2505 0 BAXAE
FF&E [ ARN 34T

ARSI SRS R “aws kms encrypt --key-id
<KMS ARN> --Zl30A <# > 515 s
158 F AR B B 0

~fl: arn:aws:kms:us-east-1:[AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2f6468¢
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %

{5 P U 48 S 2029528 0 Auto Scale 12 7% ]

RVFRYE/ER

1L FA

ngfwPassword

TR

AT Threat Defense Virtual SZ41| #RH AL —N 2R
INENY, %R A BIREAR (Autoscale )
[£] Userdata 7B H i o

— H. Threat Defense Virtual 7] 1Jj ], A<
P R B A TR AR I

T RS B KMS ARN, 54 FH 4l S0 A 5854
WA KMS ARN, - U)o i 558

7l Ciscol23789! By
AQIAgcQFAGtz/hvaxMtIvY/x/rfHnI31PpSXU

fmeServer

JH 1% P Threat Defense Virtual [#) IP Hudil,
Lambda PRI Threat Defense Virtual & F 22
RSNy N ERES: 16

A~ 10.10.17.21

fmcOperationsUsername

1F & 1 Threat Defense Virtual 5613 1) /4 2% &
PR B S BR e 120 (Cisco Secure
Firewall Management Center ¥ % IC &5 )
AORENEH P A ERE R,

7~f: apiuser-1

fmcOperationsPassword

IS ARHE 2 KMS ARN, 374 4l S A4S %5 1,
ISP, WA s 1 2 0

7~ Ciscol23@ B
AQICAHaQAZvaxMIVY K BAFPpSXUHQRnCAZB

fmcDeviceGrpName

(Eg LN SR
Al: AWS-Cisco-NGFW-VMs-1

fme 1 REVF AR

7 Firewall Management Center Virtual 71 /it
Firewall Threat Defense Virtual %85 I ] i) ¥
ReJZVFATHIE

SOV :
FIDvFIDVSFTDVIOFTDV20/FTDV3OFTDVSOFTDv100

fmcPublishMetrics

A /R ME

R KE A “TRUE” , NPKG)E-— Lambda
PR, ZPREAEE 2 S BlEAT IR, KRBT R
i1 25 41 H 233 1T Threat Defense Virtual 1%
JRES I N AF DS FETE 0

FRVFI{E: TRUE. FALSE

~f5: TRUE
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B M sz Ao Scale R E

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

RVFRYE/ER

1L FA

fmcMetricsUsername

TAF R

JT- 1] AWS CloudWatch 347 Fibr R A7 (11—
FHPOH P4, 2 (Cisco Secure
Firewall Management Center % & BCE TR )
AR PR A rE

WA “fmcPublishMetrics” W E A4
“FALSE” , WG ftitimA.

7~f9l: publisher-1

fmcMetricsPassword

1t
=
i

FF 17 AWS CloudWatch 3EA7 b5 K A 1) B
L, WA L KMS ARN, 35 4l
SR o AN TR R, WA s 1)
i,

WA “fmcPublishMetrics” W A
“FALSE” , WG ftitimA.

~fl: Ciscol23789!

CpuThresholds

N T

TR CPU BIMEA PR CPU B fx/MEA
0, & XMEH 99.

¥RINE: 10, 70
TR, N RBIE NN T PR B .
R~ 304 70

MemoryThresholds

E\

I b [ e K

Jo
pecial

g

TR MEM H{EM _FFR MEM R{E. &H/MEHR
0, HKIHHM 99,

ERINE: 40, 70

AR, FERBIEN/NT LA a5
“fmcPublishMetrics” 2% 4 “FALSE” , |
EAEEH.

Al 404 50

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0


http://www.cisco.com/go/firepower-config
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %
{5 P 3% $1 2529528 0 Auto Scale 2 7% ]

S FIFRIE/ZEE 15 BB
SEA e A B R 45 Wi AR Aii JRE 314 Firewall Threat Defense Virtual =241 i3 FH

52 8 e He s s ik 55 (IMDS) FRAS o

s VI V2 (&) - J8H IMDSv 8
IMDSv2 B¢ IMDSv1 #I IMDSv2 API i H
AR

« X V2 CREAMD « {UH A IMDSv2
Ko

TR
Firewall Threat Defense Virtual i A4As 7.6 A 55 &=
FRAAN 32 FF IMDSV2 ilR45 .

WA 7.6 LA I RRAS 5 ] IMDSv2 Ik 45,
MLAZREFE IMDSV1 F1 IMDSvV2 V1 FAV2 (7]
TSR SHAG.

R

WS A iR CIEERHEED
R, BIAERR ) MetadataOptions
N4 HttpEndpoint: enabled 1 HttpTokens:
required JE¥E, AR5 A HEA FH IMDSv2 if
B,

15 FH W 5 1 55198728 AY Auto Scale iR H X

GitHub LR {# 7 LI T 424

* infrastructure_gwlb.yaml

* deploy ngfw autoscale with gwlb.yaml

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj


https://github.com/CiscoDevNet/cisco-ftdv/blob/master/autoscale/aws/templates/infrastructure_gwlb.yaml
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B Ermxnsmesse Ao Scale R E

= 19: 1B SHTI%

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

28

SVFHIE/LER

1L AR

DeploymentType

5 Bh AL PR M Firewall Threat Defense Virtual ] GWLB
BRI PR A i
o U, B2 8 ] Firewall Threat Defense
Virtual EAZERS I 5 4 it 5 1R [9] 3] AWS GWLB. (dt
K)o BRMEOLR, Wik TRE, WIAREEE A%
B,

o XUE . JEHE 2R fE Firewall Threat Defense
Virtual BEMSPHAT L4 HbEFE e (NAT), SRJ5%H
uh v M LA I8 I NAT WOk & 31 B 5%
M

PodNumber

TAFHR

SUVFARE
A Nd{1,3}8"

Xt pod 5o IXHAEN Auto Scale 4144 Fx (Firewall
Threat Defense Virtual-Group-Name) ({5 2%, 140, 40
WUk “17 , WZHAFRKE A Firewall Threat Defense
Virtual-Group-Name-1.

ENEDN A, ALY 3 . BOAE:
1

AutoscaleGrpNamePrefix | 245 th XS Auto Scale A1 4 FRHTZL . pod T H-AE K JE 47 .
Bok: 18 NTAF
7~l: Cisco-Firewall Threat Defense Virtual-1
NotifyEmaillD TR HR Auto Scale FAFHRE K% B LA - HE ARk . B8 2L
FZ AT -7 K
7~: admin@company.com
Vpeld T H i B EH B VPCID. B AR AWS ZER L E .
K. AWS::EC2::VPC:Id
WIRAE T “infrastructure.yaml” SCAEI B LA 48
HEM IR E R o K AT IR B . T A P A .
LambdaSubnets LIIES 45855 Lambda pRELT 59 o

M. List<AWS::EC2::Subnet::Id>

WIRAF ] “infrastructure.yaml” S B Rt 404
HERR IR 0 o AT A A A

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0



| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %

{5 P 3% $1 2529528 0 Auto Scale 2 7% ]

SVFRYE/EE

1L FA

LambdaSG

HIES

Lambda BREL (1) 24241 .
A List<AWS::EC2::SecurityGroup::1d>

W Ag ] “infrastructure.yaml” S BB R RIIZEH
HE R (0 LR ks FL AT B . 1 AT A .

S3BktName

SCAFIR) S3 AP A AR . ARSI AWS ZERAELE K ™
R

W FAS ] “infrastructure.yaml” Sk B BERIIAEH
YRR R 3 o AT AR A A

LoadBalancerType

T [r) EL IR D ) £ 88 i s 28, W LLJE “application”

5 “network” .

7~l: application

LoadBalancerSG

R a2 . I AE M T g, A
SAEHIE . (HENSR 44l D,

A List<AWS::EC2::SecurityGroup::1d>

WIRAF ] “infrastructure.yaml” SIS B REb 404 ,
HERR R B o AT B A A

LoadBalancerPort

AR AT S0 L o i FOREE LB A HTTP/HTTPS
o TCP/TLSAE A PR, FFARHi BT I (1) 61 48 38 1 2§ 25 Y
T,

iff P 1A 80 TCP ¥ 1, e -G st 4 3838 s
BTV FE T o

BRIME: 80

SSLilF-P

FH 2240 I R2 1 SSLUETS ARN. Wik fe7E,
Ve SR A I s 1T IR ) F1K 29 TCP/HTTP. A2k
AR, IR ae TR M 1R
TLS/HTTPS.
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B Ermxnsmesse Ao Scale R E

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

SVFRYE/LER

1L FA

TgHealthPort

LS

ey 1 H AR T ARG . 7 Firewall Threat
Defense Virtual - 21528 i 111732 17 DR BRI B 15
2] AWS SRR 4, HFHANHTRE. EN
2ot 2 TCP i 1

G SR A BN ARG RIS ARG, ] BLA
Firewall Threat Defense Virtual #H 5 1 58 2 NAT i),
TEXFHG LT, Wi A Y, Firewall Threat
Defense Virtual ¥4 Fr1c MBI TIRINA LT, Hem
TGN AT IR IEAE R 4 M

~Hl: 8080

AssignPublicIP

AR

WEAGESE “true” , NG HCAIL TP, WIALE BYOL
7Y Firewall Threat Defense Virtual, 7522 A GEiE
BB ARFR T

~: TRUE

InstanceType

Amazon Machine Image (AMI) SZHFAN[A] (1) S5 28,
XS SR PR S (R R/ INFI T i FR A A7

HWA# 7 $5F Firewall Threat Defense Virtual § AMI
SEAFIRAY

~l: c4.2xlarge

LicenseType

Firewall Threat Defense Virtual ¥ r] iF2E%, w] DL
BYOL 8¢ PAYG. #fiffRAHICH] AMI ID HAGAH [ 7

CIESEE

~l: BYOL

Amild

Firewall Threat Defense Virtual AMI ID (53 1#) R}
Firewall Threat Defense Virtual AMIID) .

KA AWS::EC2::Image::Id

TR AR B b X RN T 75 PR IS B AS 36 6 1E 6 ) AMIT D
Auto Scale TS FERA 6.4+, BYOL/PAYG Mt .
EPRIEOLT, EHNAE AWS Marketplace " 552 ¥
EIRTI

wHE BYOL, MW “BASE”

“MALWARE” . “THREAT” . “URLFilter” 251}
HETE BT Configuration JSON H1 i “licenseCaps” £81H
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %

{5 P 3% $1 2529528 0 Auto Scale 2 7% ]

¥ RVFRYE/ERE | i7RR
NoOfAZs HRY Firewall Threat Defense Virtual 3 % (1) n] F P [X dak
B, T 1203 208 WA ALB #3E, s AWS
M2k, fAMER 2.
w2
ListOfAzs 25 BRI TFAE | LT H H IRE 553 B X 3851 4
g R
Aoy BB, LA R 745 -
LE
WIRAE ] “infrastructure.yaml” SCASR B RERE SRR ,
HER 1) B K B e . 15 AT A .
7~ : us-east-1a, us-east-1b, us-east-1c
MgmtInterfaceSG PR R Firewall Threat Defense Virtual & ¥ 0 1) %441 o
KA. List<AWS::EC2::SecurityGroup::1d>
WEARAEH “infrastructure.yaml” SCARHE BT AEH
Y 1) B ks B AT AR . 1 AT A
InsideInterfaceSG FRFER Firewall Threat Defense Virtual P #5422 1 22424
FA: AWS::EC2::SecurityGroup::Id
WIRAE T “infrastructure.yaml” SCEIRHS B FERESER
HER 105 AR o K B e . 1S AT A .
OutsidelnterfaceSG FI Firewall Threat Defense Virtual #0142 44 o
7. AWS::EC2::SecurityGroup::Id
W Ag ] “infrastructure.yaml” S B R RIIZEH
HE 1) B ks B AT AR . 1 AT A
Tl sg-0c190a824b22d52bb
MgmtSubnetld 5oy | 1Z5 kR E M ID SIS . AR N 5 AR ]

FIPE DS AH [ o
A List<AWS::EC2::SecurityGroup::1d>

WIRAE ] “infrastructure.yaml” SCA4ESI B Rl 488
HER [ R o AT BB . W A A
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B Ermxnsmesse Ao Scale R E

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

SVFRYE/LER

1L FA

InsideSubnetld

R LIRS

ffm

L5 BTN /Gig0/0 T/ 1D F1j3k . LAWY 5 41
P AT FH P DX A A [

A List<AWS::EC2::SecurityGroup::1d>

WIRAE T “infrastructure.yaml” SCAESIC B b 48k
HEM R R B AT B . W A A

OutsideSubnetld

<

bra B

(&
dio

2 S WA Gig0/L T ID Fil%e. JLFIF R 5 A
R T P BB AT

KA List<AWS::EC2::SecurityGroup::1d>

WIRAF ] “infrastructure.yaml” SIS B Rt 404 ,
HERR R 3 o AT AR AR A

KmsArmn

WA KMS (HT#SINE ¥ AWS KMS #55) 1)
ARN. W e, Bikik4E 4.0 Fl Firewall Threat
Defense Virtual 205 5 % o 2605 s B AAE H 15 e

) ARN 17,

A iR “aws kms encrypt —-key-id <KMS
ARN> -2 SCA <B > 15 BT Ad AR s ) 2%
R

7~ arn:aws:kms:us-east-1:]AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2f6468¢

ngfwPassword

FTH Firewall Threat Defense Virtual SZ41 #SHE fi—N 2k
NS, %R LE A R (Autoscale 21D 1)
Userdata 7Bt P4 .

— H. Firewall Threat Defense Virtual A] Jj 1], g A<
R B A B AR A I A

TR ARAFH KMS ARN, 58 4 SeARS 1, ) 14
F KMS ARN, - JUJ S AR s (1) 4

fl: Ciscol23789! 5L
AQIAgcQFAGtz/hvaxMtIvY/x/rfHnl31PpSXU

fmcServer

FH T8 7 B KBS 3 b 1 TP Hshik, Lambda g6 %50RN
Firewall Threat Defense Virtual & B 43: L1350 1 0] 1Z b
i 8

Pl 10.10.17.21
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %

{5 P 3% $1 2529528 0 Auto Scale 2 7% ]

SVFRYE/EE

1L FA

fmcOperationsUsername

FIFH

TR R 57 KA By IR0 2 1 194 4 A B O3 il B sy
BB P 12 Cisco Secure Firewall Management
Center B & TiC B 45/ R AT SR BUEE FH P AR C 15 R

7~l: apiuser-1

fmcOperationsPassword

R RHE M KMS ARN, &Ml Hali e A%y, mRe
P&, DU A FH o w6

~l: Ciscol23@ B,
AQICAHgcQAtzhvaxMtIvY/x/mKI3clIFPpSXUHQRnCAajB

fmcDeviceGrpName

1995 <K B84 B s R AL AR .
7~ AWS-Cisco-NGEFW-VMs-1

fme PEREVFATIEZ

7E Firewall Management Center Virtual _I:y3: /i Firewall
Threat Defense Virtual % £ IS5 H 14 BEJE 4 AT LE

ARFIAE: FTDV/FTDv20/FTDv30/FTDv50/FTDv100
ERR

FTDv5 FI FTDv10 PEREZBNVF rIUEA S RS AWS M
KA I 2R EC A A o

fmcPublishMetrics

A RME

WRKEN “TRUE” , NPKAIE—A Lambda A %Y,
R 2 A BNEAT IR, R IREUIT R AL ) B A% A
CLVE )T Firewall Threat Defense Virtual 1% 585 10 N 4775
FEIH O o

ARUFIE: TRUE. FALSE

~l: TRUE

fmcMetricsUsername

F1-F 17 AWS CloudWatch BEAT b & Aii (1 HE— 7 Kk 3%
B H1 4. 2R Cisco Secure Firewall
Management Center % #% it & $i5 B A3 B H - A
FEfE R

WK “fmcPublishMetrics” W N “FALSE” , N
TorEde bt .

7~f: publisher-1

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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http://www.cisco.com/go/firepower-config
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7£ AWS %[22 Firewall Threat Defense Virtual Auto Scale fiZ:R 5% |
B Ermxnsmesse Ao Scale R E

g SLVFROE/EE | iR
fmeMetricsPassword TAFH T 1) AWS CloudWatch AT AR AT ) 9 < 4 7 24

Py B, W ORERE & KMS ARN, i FH 4l e A%
o SR K, DR R s )

R “fmcPublishMetrics” % &N “FALSE” , W
ToEdefttsmA .

~fl: Ciscol23789!

CpuThresholds B | TR CPU BIMER LR CPU B{E. H/MER 0, &K
{64 99,

PRINE: 10, 70
R, FRBIMEN /N LR BIME.
Pl 30, 70

MemoryThresholds L5 B #EE | N MEM BIEAT B MEM B 5/MEY 0, B
KAEA 99

BRI 40, 70

TEER, FRBIEN/NT EREE. a5
“fmcPublishMetrics” Z#(4 “FALSE” , NI'EAIL
fEH o

Pl 40, 50

SEA) e A AR 45 AR i /R1E 314 Firewall Threat Defense Virtual SZ451 & FH (1) 52451 76
BE B iRk % (IMDS) JiiAS -

s VI FIV2 (AJa[iE) : 5/ IMDSvl. IMDSv2
B IMDSv1 F1 IMDSv2 API i FH 414 .

* AL V2 (FFEALRD - AURH] IMDSv2 #E,

P
Firewall Threat Defense Virtual 7.6 A 5 5 AR ASAN 37 45
IMDSv2.

WIRELy 7.6 LARTHIIRAS A FH IMDSv2 g%, L2
HFE IMDSv1 1 IMDSvV2 V1 F1 V2 (RIIES ) 4
M.

pEib

R AEAT FH ) e OB CIERBHER B, 5
i, AIIAERHR ) M etadataOptions R4
HttpEndpoint: enabled il HttpTokens: required /&
PE, SRJG A B H IMDSV2 DA F

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0



| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %
AR Esc 0 OFT M Gitub T3z A4l ]

1% B EE SC4EFA CFT M GitHub TEH2IA& £

M GitHub K% lambda-python-files U432, S0 F 2405 BLR Sk
* T Lambda JZ 1) Python (.py) X fF.
* —™ configuration.json 3L, TR 75 ZEAR INERAS B (A B 8 ATAT N 4% 240

M GitHub F# LT CloudFormation FAK :
* {ii}H] NLB ) Auto Scale fift ¥ J5 & (FIFEAR -
* Infrastructureyaml - i T~ H & X AWS 35 4144 .
* deploy_ngfw_autoscalelyaml - H T-#8%1ii | NLB ] AWS Auto Scale fi## ik 77 % .

* {{ifll GWLB [f] Auto Scale fi# £k 7 R -
* Infrastructure_gwlb.yaml - T H & X AWS FREE 24 .

* deploy_ngfw_autoscale with_gwlb.yaml - H1 T3 H45 GWLB ) AWS Auto Scale fif ¥k 77

-

\)

IR ORTREUERSAR S B . KR T LA AWS B EIR G & b B AR IR B R RO b g A\

{$£ FH NLB HY Auto Scale #2175 %= - 7£ Amazon CloudFormation
124l & £ B EXFERE NLB E it he =i

AR AEAE ] NLB K% Auto Scale #7758, W HAT A P LIk,
UK

S AWS FHEHE L, #3ARSS (Services) > EIEFA;A3E (Management and Governance) > CloudFor mation,
SR JE M B3R (Create stack) > £ AFTFEIR (FR/E) (With new resources[standard]).

$IE2 kP EEEISCH (Upload atemplatefile), fidiiEiE 30 (Choosefile), SR 5 M I SCAF ) S e rpidk %

infrastructure.yaml.
B3 ST
o2 L B i’ﬂ&ﬁéﬂﬂp L (Specify stack details) Ui I, i AHEFR I LFR .
HIES infrastructure.yaml A A S BRI
L6 LT —
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws/templates

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |
. {£F3 GWLB £4 Auto Scale 2275 % - 7€ Amazon CloudFormation %% & - B & X F1EF2E GWLB EAtiZFEtEHR

P  AREMELERG AT 5.

LW (EE (Review) 5Tl 1, HAIFHINKE.

FIRI  ALEIEMER (Create Stack) LA infrastructure.yaml B G it Ak .
S0 7EHE UG, #R)ME (Outputs) Hid  S3 S3 Bucket Name.

{$ F§ GWLB A4 Auto Scale #2275 Z - 7£ Amazon
CloudFormation =%l & L B E X #1#8E GWLB A6
R

IR AEAE ] GWLB K35 Auto Scale iP5, TEHATAIT IR TR,
iz

S AWS EHEHIEG L, # 3RS (Services) > BIRFN;EIE (Management and Governance) > CloudFor mation,
SR i B3 HERR (Create stack) > {ERFTEIR (FR#E) (With new resour cegstandard)]).

W2 P RS (Upload atemplatefile), fiiiiZ#E X (Choosefile), A J5 M FESCHIISCAF I Ik
Infrastructure_gwlb.yaml,

TEI  AET—.

$EBA  HIEEHKIEMIESR (Specify stack details) TUH L, i AHER 445K o
IS5l infrastructure_gwib.yaml B R4 S HER A .

PIR6 flT™—5.

PR AEREEREDG T —5.

S| (EBE (Review) WU L, A IFHINLE.

L9 it (Create Stack) LA Infrastructure_gwlb.yaml B -G i HiAk .
FBI0 EECNSE, ML (Outputs) Jfid T S3 S3 Bucket Name.

Vorlan AY === b3 S
FEEE O E WK B A e
TEE H R oA O T Threat Defense Virtual B AL B R4 L5 W5 iR &5 0. NAT
SREME I ) SRS o

s a] DU ] BP0 ol B B Threat Defense Virtual, [T & 247 T B IR 55 25 FIhREST A2 ¥ £ B B
#%, Threat Defense Virtual 7] 57 fit 45 Threat Defense Virtual FEFINLIE #8211 Threat Defense
Virtual {EMIE S 2 TBAE .
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %

wmas |

FRVENME B, 15 S 0 Tl FH 22 A B KRS A O 1) R 400 22 4= 77 K 0% e i 7 40
T~ Threat Defense Virtual Bt & )T X % 2 8 f - 61 33

uJ\\ 7] A FH F'
puk 3

P GEH DL BOAEEE T OAENANH PR — AT Autoscale F Bk, 53— N TR AR K AT R
CloudWatch.

PB2 KKERE > AP

PBI LRI
a) sl P (CreateUser).
b) HIAFRF%A (User Name).

F Pt 4 A6 £ BAF B
- R 32 AFERCT SR, AMIE TR () BFRIZ O,
S DY SEE YN
 REEWARATT ()« TR (M FRIZE ORI T TR 1 B 1«

SR 4 (EFAEIAZRD T B A .
XA AZTART A5 145 O I P P 8 B T 5 i e I
$IES FRARBEEXET, EhEEREIEHE.

i NIRRT AELE, LMBE?”B% Autoscale fift R 7 SRR INE ] o #8875 244E FMC H S LECEA FMC B 4R brk
ATHCE PP SR A

FE6 RUlRTF

uj\\ j] A 12 % QH.

L VPR A AV AL AT BLAESS £ e LR B O S S T 5T BT RT
o e

| &

BEEEN  NAENEAA, RGN RN, R YT BT A G E A g HEX B Threat Defense
Virtual SZ4
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7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |
B ozinus

UK

TR EPRE > IREEE.
P2 AT R, EEERE.
PB3 BOMIA A, W AL i (REIERR) .
4 KA\ Name.
FBS fERE I
Pk
B A Bh Y EHEAR I, 7E fmcDeviceGrp R AL B 420 44 FK o

BIEEHM R

FriaZ /i
] AWS M 2% 5 3 e (NLB) I, 20608 FHIN %,

)

AR AWS WIS (GWLB) AT 2 LRI % .

R

P FRE L.,
PB2 EHFTR > HRETE.
L3 MW ZEY R P EPEMLE (Network).
4 NRIMMLE (Add Network) 73 P E RNt & (Add Object).
PS5 i\ Name.
PER6 AU
WIRT AEMLE (Network) ‘7B, EFEEM (Host) LALLM HE.
a) XGIRMM LK, i aws-metadata-server .
b) AR LML, N IPv4 [LLR TP Hudik: 169.254.169.254.

P8 iR F.
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %
azmnyz |

B im O X &R

Fi&Z 8
i/ AWS 28 8 507w (NLB) I, SR 55061 S T8 5

\}

ER AWS WS T2 (GWLB) AN i B 165 o

UK

PE GREI L.

PIB2 EHENR > HREE.

PRI WAZEMYR DikSam O (Port).

PR 4 iRm0 (Add Port) T 473 i FERINXT &R (Add Object).

SIS Hi A Name.

I 6 ILEFEI (Protocol). M ATERE TN EHUN G N M. ARIPEIEFEIIPIL, Fam O (Port) BEAT R, B
%E$% ICMP 222! (Type) 14X (Code).

WIRT i\ 8080, VI, T LR T2 A AR HLAL S I3 S
i
W SRR RS PAT U UC T, W25 F B Al (Other) .41 & i PR %2

FB8 iR TF-

fliE = & XiEfniE OB K
e

B EERR > HREE.

P®2 PFAEAYIR P ERED.

PE3I SiliRm> REXE.

PB4 i NAFR - Inside-sz.

PBE MNEOXRB My R Tk H.

FE6 LR

WRT FFE, BuansdEE LR 1 22058 6 il Outside-sz.
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7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |
B reevresmnsERmm0

PIR8 WIRHE GWLB WE, A1 VNI R2 X1,

ABTIRREERNS B AwO
T T] LA IS AT RGOS AN S P 3 1 22 (SSH) Bl 11 443 (HTTP).

)

AR AWS MM 28 (GWLB) ANy IS 1 PRI A 2300

ABITIRARE RN 25 /B im0 22 (SSH)
g P 2 1 22 (SSH) TS APARBUR AEHRI, VAT DA F R A3 AT IR L AE A 3 1

UK

PR LHEE > FHIRE > SSH iFE.

w2 fil + R

PR3 N FHAIER PR AR 1P et

£ 4 N)ATAXE/4ED (Available Zones/Interfaces) % M, MEFIERES] GWLB I 4h 532 L 504N 1% .
WS g0 LR N B FTE X iE AR O 1 .

W6 miE.

L1 HHRE.

ABITIRARE RN 2R /B R im0 443 (HTTP)
I A3 1 443 (HTTP) JiFAEAPRBUR RN, AT DA FRLFE A8 AT IRIUR EEH I T 1.

UK

P11 EHFRE > FRIRE >HTTP A,

$1B2 P BAHTTP ARS8 (Enable HTTP Server) RikHE,

FIE3 7EiwA (Port) FBUH N 443,

PB4 Gk + R,

PIRS W NHFIRPIEFARDC 1P Hehk,

$126 MATFHX/4ED (Available Zones/Interfaces) % 117, EFRIERF] GWLB [14hB 8 L 5k AME 1% .
FRT SR IZ R B PnE X EAEOE .
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| 7£ AWS %[22 Firewall Threat Defense Virtual Auto Scale iR /5%
. NLB &9 Auto Scale #2375 % - B B R4 8 Mkt etk (NAT) 2505 ]

$B8 SmE.
$IE9 i RTE.

% Fi NLB £ Auto Scale %R 77 5% - Bt EFNERE M 45t 1t 3545 (NAT) SRR

HTR ) NAT U285 Py S b b 4% 4 AR 11 TP Mkl b o 11 o IX 2 NAT KRR Sy 4% 11 g 11 bl
A4 (PAT). 5% NAT SIS H{E B, 1ES I H Cisco Secure Firewall Management Center £ 2 Cisco
Secure Firewall Threat Defense Virtual H {1t & NAT .

TR NAT SR P b i — A gl . NAT R 7= 6 4
o PRI AR
o HFRXIE: P
* JURYE: TR ipv4
o JEUURURNG 1 JELR/BRIA
s FH HAR: 20
o JRA6 H bRsi . 8080/ FH LB AT ATIZ AT IR B o 1
* FS Y5: any-ipv4
o BRSO L 5L /ER A
« A5 HAR: aws-metadata-server
o DS H ARG . 8O/HTTP

[FRE, A LA AT i v 5 NAT B, DASERE BB G & #E1% 2] Threat Defense Virtual %45 o

| o

BRI QUM NAT SN N T34, 2K A Lambda bR 80 BELAHLIGUE 220 BEHEAT BIE -

g2

SIE1 B3 Cisco Secure Firewall Management Center o

P2 AREIR, S NAT,

PR3 AEHETEKEEE (New Policy) > BiffBAfE NAT (Threat Defense NAT) LA #2550 .
LA N NAT SRBE I 4 PRI IR o

PSR

T8 LU 21 NAT G _E O InIFa 17— S8 s .
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html#id_105960
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html#id_105960
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/threat-defense-virtual-73-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html#id_105944

R L

L6
PR
$IE8
PIE9
P10
TEN

STIE12

SIE13
$IE14

LIE15

AN (Add Rule).

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

M NAT #I (NAT Rule) 513 k£ F3h NAT # (Manual NAT Rule).
M “HEN (Insert) iR ik H3RZE5] (In Category) FlZ BIRT NAT #0| (NAT Rule Before).

MZEEL (Type) Fh g ik HER S (Static).
PN 8

EFEOX R (Interface Objects) S HLH, W IR S AT H AR £ o

7E4%H (Trandations) 2, HREANSEAN L F .

B 18

ey hA any-ipv4

546 B Aw Hiik (Address)

J5 s Y i 1 HTTP

Jtdf H b 8080

A8 15 any-ipv4

i T s JEUR/ERIN

4 H by aws-metadata-server
FeAe a0 H Ay 1 80/HTTP

s BRI LAORAT FH S IR o

9P O A FE BT RN LA R 2B E Threat Defense Virtual %45 Fo
riiiERE (Deploy) > &BE (Deployment) 14 S 58 2 4 FL ) W & o ERBE H o2 J5, HileA 3%,

B 2 7R 177 [a] 4% il SR

QUEH D7 3 s i, S EE AR E . QRIS , B A N2 i, LAEH

P
PIE2
$IE3
PR

LIRS

A DL B S DL L S K
g2
WKL FE SR B > T 4=l .

M RTESR R .
g NIME— X F5 - aws-asg-policy A1 B .

TR WILHERIANIRIE (Default Action) - BRIEFFA 7 E (Block all traffic).

MR
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| 7£ AWS % Firewall Threat Defense Virtual Auto Scale 2R 75 5
¥ # configuration.json #1 configuration-schema.json 32 {4 .

$B6 Al LM BARIZE (Targeted Devices) DLt S
TBT  EFEZARE RS
L8 pRINBIRES, AR5 R RE LA N R S .
LIRS BT S 1R dmiE A
L0 AR (Add Rule).
$EN KEUNSH:
* #HF: inside-to-outside
s flAN: F5mik
< BfE: fOUF
o N INYR PR IRAT H AR

$1E12 LGN

5 % configuration.json #0 configuration-schema.json 324

configuration.json Ml configuration-schema.json A T-#M GitHub 2K
lambda_python_files SCfFJe . i A B PO B I SR B8 configuration. son 3/
TS TR, AN S ISON &,

%% configuration.json CAFIS, IEMIOREE L XI5, B 4RSS IF) 44 PR 5 8 3
o HPORH N R R 5 44 FR 8 A UL

configuration.jsonfl configuration-schema. json CAI7REIREIATTT M https://github.com/

CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws/sample-configuration-jsons ]
sample-az-configuration-jsons S35 FR 3R EL.

R PIZ N, U configuration. json Ml configuration-schema.json 14
o) A 4 4y LR 8] 44 ST IR s 4 AR

o X8 GWLB BE##h - /] gwlb-single-arm-Configuration.json Al
gwlb-single-arm-Configuration-schema. json,

o XFFERE GWLB B 4h - /] gwlb-dual-arm-configuration.json #l
gwlb-dual-arm-configuration-schema. json,

o X F#E NLB #64h - ¥ nlb-Configuration.json F
nlb-Configuration-schema. jsono.
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws/sample-configuration-jsons
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/aws/sample-configuration-jsons

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |
B =5 aws cu g Rz ieas

{& F AWS CLI fic & B A& e a4

PR AN23 o4 Threat Defense Virtual F15E i sp00AI) 2 Lambda 2 RN %460 . HH N A IR E
XL, A7 AWS CLI IEE 25 5, 5SS AWS 2175t .

£ Lambda |2 Zip X LI EBITE RIR

£ Lambda pf %7775 ) Lambda JZ autoscale_layer.zip.

] LAFE %44 T Python 3.11 [ Amazon Linux VM _- 14 autoscale_layer.zip . & ff | AWS Cloudshell,
ERIBITRHTRARK Amazon Linux.

214 autoscale_layerzip SCFF, {5 ZEAGQUEL L F python FEHPHELIEAN {5 KL ) requirements.txt 3
. SRIFEAT shell A

B2

FHIE1 EIT R python FAFEL LIS BRI requirements.txt S0

$ cat requirements.txt
pycryptodome

paramiko

requests

scp

jsonschema

cffi

zipp
importlib-metadata

S 2 217 Fan 4 LA % autoscale layer.zip (A4

$ pip3 install --platform manylinux2014 x86 64
--target=./python/lib/python3.11/site-packages
-—-implementation cp --python-version 3.11 --only-binary=:all:
--upgrade -r requirements.txt

$ zip -r autoscale layer.zip ./python

AR
WRAE 22 AR Pl B 58, BN urllib3 A RS Z AR AR SE, T RE 5 IR AR S L HE A AR VAR
#I| requirements.txt L. FRRISAT 22 4 LU URIT5E o

S 3 KAk autoscale_layer.zip SCHIE cisco-ftdv/autoscale/aws/lambda-python-files H3H.
$ 12 4 )4 autoscale manager.zip. lifecycle ftdv.zip fil custom_metric_fmc.zip X ff.
a) BATTIG H sk W v B A7t e P A LT make . py SCfFS

python3 make.py build

BRI Python SCIFEIEE A PUAS AR zip ST, SRR E AT HI 2] B ARSIk
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https://aws.amazon.com/cli/

| 7£ AWS %[22 Firewall Threat Defense Virtual Auto Scale iR /5%
(ATi%) 2 Threat Defense Virtual 138 f. O 61 3 N2 2555 .

b) XY zip SCAF AL BFEREBERIR G 1) S3 A7kl TR Python 3 FABEAIH].

(R]3%) A Threat Defense VirtualFAEIE .06 E HN 2 2505

WA CUAE Infrastructure_gwlb.yaml BEARCSCAE i AN KMS ARN {E, 2420 0% #& 7F Threat Defense
g y

Virtual M BAHOABCE K% . 2 AR Y] ID MIEY] ARN, DUET AWS KMS #2465 5K 17
HEY] ARN. FEAM BN L, IB1TLUT AWS CLI iy s a5 i .
$ aws kms encrypt --key-id <KMS-ARN> --plaintext
'MyCOmplIc@tedProtectloN’
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUU7THQRNCAFwEXhXH
JAHL8tcVmDqurALAAAAajBoBgkghki
GO9w0OBBwagWzBZAgEAMFQGCSgGSIb3DOEHATAeBglghkgBZOMEAS4AWEQQOMA4 5
ATkTqgjSekX2mniAgEQgCcOav6Hhol
+wxpWKtXY4y1Z21d0z1P4£fx0jTdosfCbPNUExmNJ4zdx8="

}
$

“CiphertextBlob” [PELZ N %M . K265 A1 1E Infrastructure_gwlb.yaml {4 NGFWv %5
(Threat Defense Virtual 2#15) 8¢ AutoScale BE1{L A FMC F85 (.0 ME) SEWME. 8
Al LURE LS VRIS F8 R & 5 2 CloudWatch B9 FMC 83 (1{H .

EEASRTR RS

FEAM TN E, AT iR AL ar & B — AN HAR SOk, b5 a2l E A% 5] Amazon S3 £74ifi
(RS
python3 make.py build

K AEAM EHL LI — A4 “target” SO, target SCHEIEH 5 HK5E Auto Scale fift W 5 BT
T 1K) zip SCEEFT yaml SCAH.

1% 314 _E £ Z] Amazon S3 TR(iE 1

FEAM L E, AR st fir 25 H A H s I T A S EA% 31 Amazon S3 A7 -
$cd Jtarget

$aws s3 cp . s3://<bucket-name> --recursive
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https://docs.aws.amazon.com/kms/latest/developerguide/find-cmk-id-arn.html

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |
. Sz NLB #J Auto Scale 23R 75 5 - #BE 3255 NLB £y Auto Scale iR 77 %

¥ NLB B9 Auto Scale 2R 75 = - 8Z 2 #5 NLB £Y Auto
Scale SRR A ZE

AR AEAE ] NLB K% Auto Scale filf k775, W HAT A P Lt b Ik
UK

HIE1 75 AWS FHEHE [, % EBRE (Services) > BIEFISE (Management and Governance) > CloudFormation > HE
¥, ARJE R 2 1 HERR
PR 2 fihfIEMEL (Create stack) > BIFERIRE (ARA4E) (With new resources[standard]).

PR3 L EFEHEIR (Upload atemplate) SCff, sidii&#E (Choose) LLILEFE S, RGN H BRI Je ik %
deploy_ngfw_autoscale.yaml ,

PB4 LE T

$IBE5 (LI EHKIEMIE 2 (Specify stack details) T b, AR 4 FK .
1B 6 i deploy_ngfw_autoscale.yaml FH 7 I A S B A

PR CREBERANE O A T—2.

$IE8 £EF (Review) U |, AFIFHHINGE.

HIE9 it G EHE LIEEE deploy_ngfw_autoscale.yaml B -6 i HiAk .

XA SE R T A4 NLB ) Threat Defense Virtual 1 & [ 247 REME 7 S 5T (1P AMSTRR (113502 o

3 #5 GWLB HY Auto Scale fi# /R 77 & - 82 32 #F GWLB B9 Auto
Scale flRIR A E

B AEAE ] GWLB K35 Auto Scale iR TT 5, THHATAITHIRALRL TR,
UK

$B1 £ AWS FH G B, #EIRS (Services) > HIRFNA%E (Management and Gover nance) > CloudFormation > HE
¥, ARJE S BR AN HER .
PR 2 pihfIEML (Create stack) > BIFEIRE (ARAE) (With new resources[standard]).

IR 3 G LFARIR (Upload atemplate) SCfF, siifii# (Choose) LAUEFE L, #RJ5 A HARSCIF S i
deploy ngfw_autoscale with_gwlb.yaml .

$Ba HET—%.
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %
aws z2arw [

S5 LIS THHIFMIER (Specify stack details) U I, HAMER 4475,
X6 4 deploy_ngfw_autoscale with_gwib.yaml B (1% AN S5 e

TR ARERHEDG AT =5,

T8 (£EF (Review) Uil [, EAEIFHHINE.

B9 il HER (Create Stack) LA deploy_ngfw_autoscale with_gwlb.yaml #5816 g HE % .

XFELE T A GWLB [¥) Threat Defense Virtual ¥ & H 247 JE AR P 77 5 0T 1WA 15 2«

AWS Z AT E
1. FVFSER M HEAR AU ) eipNAT 2 FMC 2434 (R AEH FMC A 3% 1P k)
2. o FMC IP 3] FTD 262441 Cn S8 A 3L FTD IP Hudik) &

4 GWLB BY Auto Scale )R 75 % - £l GWLB i

I R AEAEH GWLB k5B Auto Scale il 5%, 1HHAT AT AL 201,
UK

T AWS FHEGIG L, HRRRE (Services) > MEFIRA R 1F (Networking & Content Delivery) > VPC > £ BR
% (Endpoint Services).

g2 I EE%&iRBRS (Create Endpoint Service)

$B3 A “HE TS 7 (Load balancer) 25 K, 1EF%M % (Gateway).

LE4 EA AR &S (Availableload balancers) ', EFEAE A Auto scale 325 11— 820 B 4 (1 W9 5C G 2 34 T 8%

IS EEKIZEZ &R (Require accepting for endpoint) ~, %EPFEIERZ (Acceptance required). X ] A fRIE LT
Bl S AT AT £ v R 25 JE R K

HIE6  7ESiEAEY IP k3 (Supported | P addresstypes) R, i%$% IPv4.

T it (Create).

IR EHIH A 1 2 IR 55 R IR 45 2

HIE9 A EPRS (Services) > MKFI KA X T (Networking & Content Délivery) > VPC > £&i (Endpoints).

HIE10 L) E LR (Create endpoint),

TEBN EREZEH (Servicecategory) |, EFHEHMBLIRRS (Other endpoint services).

LIE12 X TARZ AR (Servicename), FIARFSHIAHIR, RIGEFIUEARSS (Verify service).

PR3 {8 VPC FEH, IEHEAE Hrh Al 2 ¥ VPC.,

$IE14 EFW (Subnets) v, R EAEIL b A 1M

P56 IP Hhhk 2R, GHEFE IPv4 SR ILLKE IPv4 Mtk 2 e 25 ¢ W9 25 42 11
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7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |
B »veemszs

$16 )& (Create endpoint).

71 VPC BC & 15

UK

S £ AWS FHEH G 1, #2IBRSS (Services) > MZFIA A (Networking & Content) > FEHIFAE = (Virtual Private
Cloud) > #&Hi% (Route tables).

IR 2 IERE TN I G (1 % R BT LR AP BR:
1. SSTHIRME (Actions) > 4R4EE&H (Edit routes).

2. Xt IPv4, i ARANEEER (Addroute). X B4R (Destination), #4545 719 1 TPv4 CIDR B
B ¥R (Target), £+ VPC %Ki,

3. miifREEN (Save changes).

W3 PO S N RS AT MK 3R, JFAT LR PR
1. AidiR4E (Actions) > #REEESH (Edit routes).

2. XFIPv4, Wi RRANEEE (Add route). X1 B#R (Destination), %iA0.0.0.0/0. X1 B#x (Target), LLFF
VPC #ii

3. rmiiifREEMK (Save changes).
W4 IEPE AT O S B AR L (1 T I B AR, SRS HATRL T DR
1. riiliR4E (Actions) > #RiEEEH (Edit routes).

2. KT IPv4, i AGERINEEE (Add route). i T B4R (Destination), #iA0.0.0.0/0. % T B#F (Target), M1
T P9 9

3. miidifR7FEE M (Save changes).

‘%8 Auto Scale 4H

ERIAEOL T, Auto Scale 414 f5z/IN A5 KBS BT A0 KE U0 S5 3070 31 B 0 O AN 20 FRR i 2 B X 2
{H.
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| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %
wirsns [

UK

S £ AWS FHIEHIE B, # 2RSS (Services) > i+ & (Compute) >EC2, R Ja it Bah# B4R (Auto Scaling Groups).

P2 EEEAIEN Ay R4, ARG AihREE (Edit) DURIE R ZRIE U TE A £ (Desred capacity). R/NEE
(Minimum capacity). FAZRE (Maximum capacity) 7B I{E . IXEEET T2 [ 304 RE D81 Hi 1) Threat
Defense Virtual SZ4 ({55 . K EFEARE (Desired capacity) ¥ & AT/ Ml K2 B AH 2 8] 01E .

HE3 N EH

N

AR AT WIEAUR ) —A> Threat Defense Virtual SE61], JFSGUEIL LB AT H 2 B AF &Y. ARG, &
LU B R )A 3 B 2 5L

S UERRE

JRIBERRG, FeF) Amazon CloudWatch 4% il & U R IEAE MR H S IR QI T T (KB4 .

Rt S0, AHERRAS BE AR O 42 5 T AR AT: Ao )

$IB1 £ AWSEBHE L, #EIRS (Services) > EIEFILE (Management & Governance) > CloudWatch.
PR 2 pidi BELE (Log groups), AR itk Bor ATA HE A LA A H &

45
a5 ©4F Amazon CloudWatch 55 & 6% BT 75 B4R .

32

$B1 £ AWSEBBIEHIEG L, #EIRSE (Services) > EIRFYE (Management & Governance) > CloudWatch.
PR 2 iR (Alarms) > FRBE4R (All Alarms) LUERZR B DL il A0 a4 e R [ 4 i e 20 45 1F
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7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |
B sras

YEIPES
i RdiE

A U W AR . AR S KE Auto Scale A [— N2 AT R R

FHEFZ LY RIRE

FOTAAME LA /N 3T R A, IATEL T DR
« X AWS B YRE - SR LC MR, TR T R TS A g R A AR
Hold MY e it fe

S 4R OB YA
BT EE
4 60 43%f, CloudWatch Cron 1ENV2xfilt KIS T RGBS ALK Auto Scale % HH 2% Lambda:

 WNHA5 J& T-15 24 Firewall Threat Defense Virtual VM {J AN 1E# IP, H. Firewall Threat Defense Virtual
JERIE T —/INIE, A2 S A 4 4 A

o G HLX B TP RS2k B A %k Firewall Threat Defense Virtual#ll, WY HFrZH R IP.

BAPIRDL I 2B S IGUE VA 2L 15 0] SRS AT NAT B ) 57 K B B rb ot O & . 0 S TP/si2filis 4y
RV IE R, 8 B K B A0y IR R, IS AT AR e 2 ) H P RIS A
HHEITIRR AR

FAE RS IR 2%, 5 ALE constant.py ¥ B “True”

BREITRR SRS

PR TR R3S, T AE constant.py HURRH A “False”

RS AT

TERR DT B AR A iy R IO 00, WEsRAEH, A S R SEBIN INAAMY 1 . BRI RE S
) — %4 Firewall Threat Defense Virtual S| %52 2 W o

2% Auto Scale &=IE32

EE5H Auto Scale Manager, [V mﬁﬁ AHIV () CloudWatch Fi4 “notify-instance-launch” Fl

“notify-instance-terminate” o 4% FHIX LA ST AT 7 S )X Lambda. 'fElﬂEv C/EHAT 1 Lambda
B & 4k4. Auto Scale Manager N2 S8R5 11 T8 1 I BR HEAR SO Bk W8 R 2R AR 15 IE T RE S
FOREA ﬁﬁIEo

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0


https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-suspend-resume-processes.html#choosing-suspend-resume

| 7 AWS _ZBZ Firewall Threat Defense Virtual Auto Scale 23R /5 %=

angnEsas ]

TSR HAR

L5l H

BT AWS S8 as A VX E A 24N W 243 1 1) Sei s FH Se 28 8 H s, DRI Gigabit0/1 22 1
IP e & oA HARZL BRI HbR. (HJE, #ZEHET, AWS Auto Scale 1217 RIS 2 S2 1288 H Ak Cif
AETP) R BAh, XL TP A BB inE] HArH s\ HARA iR . B, FRATH Auto Scale
il T G2 LA AR T sV FRIX AT 55 o AHAEREAT YD el B R BRIV, W RE 2 A7 7 42 T3 58 il 44
PERITE B o

% BirEME BiRdE

5K Firewall Threat Defense Virtual SE1VE 2 7183585 d%, 1L Gigabit0/1 5241 1P (AMEBT- R NS
Do BARA P B HbR. 125044 1P Hhkyd W sl G i H A

M B FREBRGH T M B AR

AN I A 2B W Firewall Threat Defense Virtual S241, H: Gigabit0/1 SE4 IP (A1) [
A AR B HERMER . 162 B 4% 1P by i sl Bas it 5 Ax .

AWS K FEVFAE Auto Scale 2H 0 F0551 i sh s, AH SR VFH PR s B T4 FPIR S PAT IR 8484 . H
S, HPERIETE F AR N SERIETE, X R IR . (B2, T2/, Firewall Threat
Defense Virtualt L JGVERC & 4 SEHIZE M H bx .

BEHETFERRS

RS B T2 FPIRAS, W H ARL A 16 TP AEIZ A IR SR WL 2 i AT 4k 432 40 T H [RDIR A o
I, AR SEEE T PRS2 A7, N HARIEGEEM S A 1P, A OPRAIE B, 1S iy
firgs HbR , 25 161 U1,

MR IP J5, WESRE R M Auto Scaling ZH 7 i 5451

M & RRZSHIFRSE B

[FIRE, S8 T LR S & HDIRS T BRI ATIRES . A HPIRSIIER f5 . Sl i 1P Sy ) 21 H Ax i H
bro TEZS MBI Hbr . 5 161 UL,

AT IR RE S B 6 RS A AT SRR HE R s AE 37 B VRN B, 15 2 5 AWS O [ 12

M Auto Scale A 1#IF&/ 5 2 32451

LM\ Auto Scale 21 BRG], N Se ¥ LR B4 APRE . TS B SEPIE TR AIRE” o 45
AL T4 FPIRSIG, ATLUE HLINBR ek 7 85 . 524 M Auto Scaling 2143 25 EC2 SE41 .

B K B AR S A A AR O 5 T B AT AR T 0 B
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html#register-ip-addresses
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html#register-ip-addresses
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-enter-exit-standby.htm
https://aws.amazon.com/blogs/aws/auto-scaling-update-lifecycle-standby-detach/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/detach-instance-asg.html

7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |

LRI, MR IE TR AR S cpls M . 28 161 0l BT AR A, BIAT4k
gk,

K5I A [E1 4T R AR R

NG N Auto Scale 41 REAMBIERAEATRFE LB, AT OO HHEAT P g ORGP A RS 32 2 Y 17)
PREGRY, WA Y 2L,

TS LN R, DU SEGE T W 18 R ORAOIRAS o
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html

| o

EERET FUCKPIRGL R 15N CR Y SEE] CHAR P N IEHIZAT, MADOE EC2 5B ¥k N e R LRY .

=Sl

B AR T S AN 2 A 8 S BRAEZAT R IS b SO AU A AR (e e N T3 it

K BHEILRIIAT B
U R AEBAT S b T2l SRR B N B D, BT O AL AR I B X 8 S oA F O B
S

B B E R AL PR FERD

LETE B By K BRE H L TP, P B FIESL R, N4 Auto Scale Manager Lambda e £50F1 H 52 X
Febs kA 77 Lambda R EOAEAR B HATHN FE . 1S H AWS Lambda 55408 & .

4 Lambda UGS, 44575 EEUR TR 552 B

\}

ER MER RSP LN Lambda R LR B RS 2R

5 M Firewall Threat Defense Virtual &IE 5 2545

W T IiE4T TP 524, 554 Firewall Threat Defense Virtual Z5 A9 I 225k H P e %8 E T8 8 M. o
T H3% N )3 Firewall Threat Defense Virtual % £, ¥ M Lambda 353545 542 BY Firewall Threat Defense
Virtual %15, 2 ffH AWS Lambda 4545

EUEMAN NATID

Ko F- A% S R (K175 AT NAT ID 78 A\ 11035 Firewall Threat Defense Virtuali% &, £Ei3E{T B K hsE F
s VEMEEE,  WAE Configuration.json SCAH B UK 2645 B . 7 LAYE Lambda 5 51 - $k 21)
Configuration.json 3 14 .
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html
https://docs.aws.amazon.com/lambda/latest/dg/env_variables.html
https://docs.aws.amazon.com/lambda/latest/dg/env_variables.html

| 7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %
nimgasi NaT e ]

17 (8] R B& F0 NAT SREE 5B o4

R Ve A AL EC R FE By, U7 ) AEE B NAT SR (AT ] SE ek E B N T BRI S ]. ANid, S5
B 1) Firewall Threat Defense Virtual 525, #5752 F-h AN E LT, SRJE M B K B PO
B XL

AWS =R L

B G n] LIAE AWS N2 N2, 0 AutoScale 4l FBEIACE . CloudWatch Zhf}:. ¥ B SRN&4E,
AT LI 5 3 N CloudFormation i, B3l ok IRAT B85 41 2 5 1 HEAR o

A AN BT AWS BIEHAT I S HEGNE R, TES I 22051 N\ CloudFormation 5 ,

W EEF0 4> # CloudWatch B &

H XS H CloudWatch HERME B, EZ R AWS CLL H &3R5 H 3] Amazon S3.

7131 5B Autoscale HLfIfC & IMDSv2 FREHE

AL AWS | #5811 Firewall Threat Defense Virtual > [ 2455024 246 it B IMDSv2 2 f =L

Before you begin

{V Firewall Threat Defense Virtual 7.6 M 5 S i AS SZ FF IMDSv2 W iR, 784 582 1E & IMDSv2 5
KRZHT, WEIAT S A S5 IMDSvV2 BER Fe A (FFREIRA 7.6) .

Procedure

HIE 1 Sk http://aws.amazon.com/.

$IE2 fidi EC2, RGBT R (Auto Scaling) > H 313 E4H (Auto Scaling Groups).
PBI MFIERPIERE AP R, %A AL IMDSV2 i

$IE 4 B EIER (Launch Template) .

PS5 (LBINHEM (Launch templates) TUIfI |-, MIRAE (Actions) FHr gl e PHEHARM (BIBFRRA) (Modify template
[Create new version]).

FIE 6 IS FF IMDSv2 [FIUE KT B AMI ID.
$1B7 FERIEMIER (Advanced Details) &, 3 IMDSv2 JeHidh: :
a) MITEEEATIAIE) (Metadata accessible) N4 & hik# B (Enabled).
b) MTTEIEMA (Metadata version) FHzy& ik (X V2 (FESR) (V2only [token required]) -

IR 8 U L TCHE A IR 3 SRR 82 5 ] IMDSV2 Required B H 54 415241 .
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3ExportTasks.html
http://aws.amazon.com/

B oasan

MU HERR

7£ AWS %R Firewall Threat Defense Virtual Auto Scale 2R 5% |

AWS CloudFormation 1=#] &

&0 LLZE AWS CloudFormation %2 4 W 43iF CloudFormation HEFR I A SEL, %366 VG EHEE
MBI ST O W, SOET RN R HE A

MBI HER, RJFE P SHORITR . 4 ] ISR Lambda bR AR AR S I P RS 2 Lambda
PRI . AL, BRI PLYE Auto Scale Manager Lambda pR#UA & | #F configuration.json.

BT f#455 AWS CloudFormation ¥l & [ 25 B, 12 (AWS CloudFormation i F*#5 ) -

Amazon CloudWatch B &

A L& E & Lambda BRETH H & . AWS Lambda {1 A 3) 15 % Lambda Thig, Mifi# L Amazon
CloudWatch R & ¥8¥r. A EIIEHERTIRE R FE, Lambda 2id kBRI ThREA BRI FTEESK, FHE
Amazon CloudWatch H & H sh - AR A= e H & o

AT LM Lambda #5315 . CloudWatch #5145, AWS CLI 5% CloudWatch API #r% Lambda (1] H
o BT R HEA I CloudWatch i & Vi il H A A E 25K, 152 (Amazon CloudWatch
HPfem) PR EARS. NHMA g XH &S

HEHHEERIEI TR E KK
SR BT R IR B & P ping B 1. ping A2 Wi N HE B RIS AR OS2 18] B 2515 B
U0 R SR IBA TR OS2 (8] [ PN IR [B] 200 W NARHD,  WHAZ S S 8 A0 A i@ AR DR 3 o

L A P8 43 BT S K M BDIRES h outosservice, I HAN B B AR S0 % b LE R IBGEA FIRBL Y 25
ANIEFBEREIM A (Instance has failed at least the Unhealthy Threshold number of health

checks consecutively), )HJJ%%Eﬂiﬁﬂﬂiﬁﬂﬁﬁig?%%%@ﬁquﬁﬁgo

TERAE By KO B L OB A AS A TR OLER I NAT B A ORTEAE R, 1H S L 4 8
PMEHERR: BATIROUE .

£ 5]/

TEHERR: Firewall Threat Defense Virtual SZ41 (K & in) @, NAGE a7 2800 . NAT F A Firewall
Threat Defense Virtual SZ 5] 9 it & 15 S .

TAS I A 2 S B AR P BRI ) AWS R UL 2% /1 IR/ SRR R, ALdl e AN &% . Sk n LA S
% AWS SCRY, 5l EC2 Se49l b Fi b o
5 B AEEIE G EER

WREEE T, A ARG E SR . 1§25 (Cisco Secure Firewall Management Center fitl & 45
P ) B B R AR A .
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https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/ts-elb-healthcheck.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/ts-elb-healthcheck.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-troubleshoot.html

7£ AWS %12 Firewall Threat Defense Virtual Auto Scale #2275 %
ey |

W& IERE B AIEEIE RO ST

WA ARE ] By KBS B Ay VEMHRING, 18T B B KB B D BCE R R s ek
i, B B KB R R jjre}ém%ﬁu%o #2 % (Cisco Secure Firewall Management Center
BLEFER) I R ERNmBE L

Joiki@ 1T SSH %32 Firewall Threat Defense Virtual

R ICHEIR T SSH #4423 Firewall Threat Defense Virtual, 154015 2 75 0 i HCE 5 29235 50 4% 0 3
Firewall Threat Defense Virtual.

W IR B & B PEHERS

Firewall Threat Defense Virtual EC2 32 Jo % /8 sheli it N ELL R R 3-8 IE B3R,

BTSN D) S ¥e 7 B BT R4 (Autoscale Group) > B Eh FE4H (Autoscale Group) > &
# (Activity) > ;& F LB F (Activity History) LUTZG TR .

Be R LG AMI £ 21 Lambda BT 4 1% .
* MR AMI 77T AWS K.
o WAL, MoE RV

* %75 Firewall Threat Defense Virtual EC2 SEfI S BCHIFRZE, PSRRI B HIEBDIRA . FECEIR
. UFAPIRERIARES

* f A CloudWatch H &
* IiA Lambda e H & W 7E CloudWatch Logs "2

o GO RAEER A E W AR DR B, TE4KSE A Lambda BAH) CloudWatch H & LA T fig4R
A

 B53F Lambda B H &

AWS mimiik: mEXREN

* e BT AWS 7 1 2 A S0 A E PR E 18 iRl O (e EAAAEZR DU B
Hio

o DR T A B AR DGR 1 AWS 22 41 A VFTII 1P Hbhik s .
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7£ AWS _#RZ Firewall Threat Defense Virtual Auto Scale fiZ R /5% |
|
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s 1 =

1% F3 BR %53 A\ 45 Firewall Threat Defense Virtual
5 AWS Cloud WAN £ 5

ASCRYA G a] 4 FH IR 4548 A\ Threat Defense Virtual 55 AWS Cloud WAN £ % .

* AWS Cloud WAN Jl4-4diAN , 55 167 1T

s AP, 2B 168 1L

s VFH[, 25168 1L

s fEFHZEM, 2168 1T

* AWS Cloud WAN fift 7 8B ke , 55 169 1L

* {§iF] Terraform JHIA#2 AWS Cloud WAN , 25 169 11
* LT Terraform HIFESE, 6 170 TT

* f§i ] Terraform 58 Threat Defense Virtual Z24> VPC , f 171 L
B, 172

* AWS Cloud WAN #38 JElCE , 25 173 1L

* AWC Cloud WAN T} , % 174 7T

o WeREHERR 2B 174 50

AWS Cloud WAN AR @A

AWS Cloud WAN s —Ii 4Bk k55, I AR Fh sCdas i AR by . /8 BRI 428 3809 (WAN)
MBS 10.0.0 744, Threat Defense Virtual 3 AWS Cloud WAN JRZ5HGiAN . REHHTAZE —THIhRE,
FOVFH P A AR RO 24 SIS ZE Cloud WAN VR BT AWS DL 55 = 7 28 Fl 2 45 IR %S o

AWS JIR 5548 N Th g a] i A0Ks 22 A IR I IR 25 S R 36 T Cloud WAN (1) 4 BRI &5 (K o A o
Cloud WAN g sl AWS BBy, fn] LS g R £ 345 £ Amazon VPC (EFURA =)
AWS X35, A A IR 2 TR) 4% b R 4% 9

Threat Defense Virtual £ /%% AWS Cloud WAN, MR RIEBN . RELRIAIE DL (ONDFTH ED #
H, Threat Defense Virtual SZ1 5 5| 57 & T 75 1K) HARL AWS ZHAF—S 5 B 4F 500 1) 22 4= VPC R,
%4 VPC WHE— /N FIER B O M AAN 7. S s, PERIINE M,
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{E FA AR & 3i N\ J% Firewall Threat Defense Virtual 5 AWS Cloud WAN £ F{ I
B ooz

RIS 7.6.0 ST AR SR . ATk P MBI R AV T
VENLRSE, SR T L.

o R CE B0 S TAE B AWS Cloud WAN K% /0 2%, I 224 M 45 D BEZH (NFG) B
PO ML . FEE AL BRE (940 send - via B send - to) [KIFERG, DUERRED] S E %
4> VPC.

AT DU IR 45 N SR B2 1] 5 24 Th RE A 2 1) (1) 1
« Jb-FE s
o BN R H 3 AR BE virtuallproduction & 3% 3 virtuaNFG1 HEATRY 75 .
o BN B HY 13RS AR B virtuallDevelopment %232 31 virtualNFG1 #4740 7 .

© R-PHU R :
3 3k 0 £ 515 <k B I 5% virtualNFGL 3% k4 B virtuallproduction Al virtualldevelopment 2 1] ()i
&=, HMTmERA.

\)

ER IRARAE A R B A FRAAE R 7R A

VFA]

YH BYOL (HAFVFAIIE) A1 PAYG CEIFHRIAT) ¥R AfiiE,

(EIEESL

g (MERBIMED ERAXS

AT FH S 0000 Bk 24 VPC R BIZ L W 2%, Horh 5 24 TAR A B X n] DU FH A% 0 W9 28
K1 AWS W6 33447 2% (GWLB) 1 Threat Defense Virtual 3E47 2R PE I R A &

K [ AZ 0 PR 25 3 e % Hh 51 424> VPC ) GWLB i . GWLB i 23637 27 %z 51 Threat Defense
Virtual FHATHM . ¥ 52 )G, AR Threat Defense Virtual fH H14 H37 H 3R 9181 GWLB.
S 7 R A B (1) 2 e Rk [P A 0 X 88 4

HA (MERBIEEKM) (ERES
VA P S 0382 B P 30 1) BRI ) i e ) 24 4 VPC 3l 3 o
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I {# FA BR % 3 A\ 4% Firewall Threat Defense Virtual 5 AWS Cloud WAN ££R%
Aws cloud WAN iz B e ]

SR I AZ 0 R 2% (R o % th 1) 224> VPC ) GWLB . GWLB i 4 | % 2 GWLB, J&
F1EZ£ ) Threat Defense Virtual S 2 [8] 53 & it . GWLB it 8 & 28 B TYR M 25 k3% 3 (SNAT)
] Threat Defense Virtual I #2110, fESGIEREH,  JRUAGYN TP HbbilK4 35 46 &) Threat Defense Virtual
I3 TPt B 11 1P Hihik . bR 17 R )0 (Al 75 221317 SNAT . Threat Defense Virtual
AL 35 ) NAT R A SR A3 o i S 6 R 9] GWLB R GWLB £83ii, 8K 5 12 [ 3 k% 0 9 2%

AA (BEEMEIME) £RAZEG

A R 2461 b FE K 1 BRI (1 N S B (1 22 4 VPC SRy o A 67 2534 522 F T Threat Defense
Virtual A& BEE 1,

e NI P UAE 2 3 1) 2 A0 BT S B8 i 2% (ELB) HU~ 3L TP Mk, ELB 20Kt 70 & 2 Threat
Defense Virtual 524 . £f4™ Threat Defense Virtual SEk At &, N H H A M &gl #:4 (DNAT)
B TP Hihk A4 H BRI N ERFAA TP ik, ISR U5 9 2 Mk 5 4 (SNAT) 18 2t 1P #idik, M
TR N B IEAf s Bl . #5005, Threat Defense Virtual ¥ &4 K BINE TR, HiZT
PR LR EH A 0 P 2 T 4

AWS Cloud WAN ##:R /5 =& B 12
1. {15 AWS Cloud WAN FZ/0o 2% . I I BTG 1 SR o
2. ATHIASL 1P Huhib B B bl
3. i/l Terraform i3 %4> VPC F Threat Defense Virtual.
4. ¥4 VPCIEBFIRZ O M, JFRER . MEHbl At (NAT) FsirRoLR

)

i o ASCRYPOR IR KOP IR 1 REER 2 B, N P AT .

XFAPER 1, HS I AWS SCRS LA T QI FE ST - https:/docs.aws.amazon.com/network-manager/
latest/cloudwan/cloudwan-getting-started.html

XY 2 45, 1S (Cisco Secure Firewall Management Center Virtual A J46E5) 14 AWS

S

|- #5%% Management Center Virtual 275,
* ffi I T Terraform [F3 5 FE 7 5¢ P K 3.
s TEERI G, FAEHEE 4 2.

{s£ F§ Terraform B1 Z&KE( 2 AWS Cloud WAN

ARATA-H W Terraform #5522 4> VPC K ILSCHRAAE . SBECLFE B B W I 33 i %« T ) L
T o Fr) s £ 2 35 7 2% . Threat Defense Virtual 5244, LA EAT1 S 8 B A0 R BE K .

1 EEAE Mo HT 2 (GWLB). 1 8] BB 5t a3 28 fif &8 (ELB) AEXUVE L N I24THY
%~ Threat Defense Virtual SZ1F1 7 F57 FE Al 15 it 2044 1) % 4> VPCo
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https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-getting-started.html
https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-getting-started.html

{E FA AR & 3i N\ J% Firewall Threat Defense Virtual 5 AWS Cloud WAN £ F{ I
. ETF Terraform BIEE S35

2. ¥4 Threat Defense Virtual S5 i P 382 9 M 2 GWLB f HAR4L, FHB 48 DA 2 ELB /Y
Hbrd .

3. ¥4 Threat Defense Virtual S M 27 # Ly, JFECE BT 042 1R 2 14/

A

IR B LTS E %4 VPC. Threat Defense Virtual FIUAH G . ANSsRHI9E KA Terraforms.

EF Terraform FYZRE S %

LE4fi ] Terraform ¥E A Z 1T, 7F terraform.tfvars X/ & e A8 B AH .

3 20: = WAN TRt FE L5 1

XX X2 15 AR
= WAN/Z WAN terraform.tfvars Terraform “Z &5 AN S, LA

FHREMBTEAE R IS,

7 WAN/Z WAN main.tf FFE8E A A1 Terraform
FEAR .
Z WAN/Z WAN outputs.tf o S 8 A R A R AR

CLOUD-WAN/cloud-wan/modules | cloudwan. firewall instance. FEARAE FH i A Terraform 45
fmc config. gwlb. gwlbe. o
load balancer. nat gw. network

R 21: i NT 2753 (terraform.tfvars)

WMATE LA el
service_vpc_cidr 224> VPC (1 1P Huhl-Ja . 10.0.0.0/16
service_vpc_name 24 VPC M4 5. cisco-ftd-vpc
keyname 24 VPC [EHATR.
instances_per_az BN T] R X2 & 1) Threat | 2
Defense Virtual S K140
availability zone count BEYE Threat Defense Virtual [ |2
BT FH P DX e
prefix FT-fw 4 BT e AR IR I AT S . | cisco-cwan
use_ftd_eip S8 SCE BREE L1 153 T B AL | true
IP Huudil:,

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0



I {# FA BR % 3 A\ 4% Firewall Threat Defense Virtual 5 AWS Cloud WAN ££R%
{5 Terraform %5 Threat Defense Virtual 22 VPC |||

WMALE 15t AA et
gwlb_name GWLB 44K«

reg_key B LT A . | cisco

ftd admin_password Threat Defense Virtual [{)5 8 51 | Cl5co@!23

LT

fmc mgmt ip. fmc username.
fmc password

Terraform ANV ) 4 B0y 1Y

FEIE.

54.23.58.100. admin.
Cl5co@!23

ftd version. ftd size

Threat Defense Virtual ik 4~

10.0.0-1045. c5.xlarge

(7.6.0+) RIS KN o

Threat Defense Virtual T4 fE)Z .

Performance _tier FTDv50

byol VFa[ 2% - BYOL 5{ PAYG. |true

{& FH Terraform =82 Threat Defense Virtual z%= < VPC
bUK i

FIR1 K Cloud WAN £74iff 4 5 [ B A Hu o1 5A L o

i A74 git clone https://github.com/CiscoDevNet/secure-firewall.gito
P2 FHiF) Cloud WAN Hk.

4 cd secure-firewall/FTD/ AWS/Terraform/Cloud WANe
PR3 A ER Ve i A UL terraform.tfvars H AR FHE .

T2 € AWS JK P DCFIARIE . T2 2: fi A& R (terraform.tfvars).
PR A LU CLI fr 2l H] Terraform #5382 i k77 % .

$ terraform init
$ terraform apply

$IBS BN Yes L4k, AWS HI5E T UG 2 .
IR 6 FHTRIAH T AL B B S FTD_Mgmt_Public_lps.
XA A U358 1) Threat Defense Virtual SZ45) (R 514 ® TP itk .
PIT A AWS G L, SMEFHT.O%RY, EC2 — WAL — 2 4a4l.

) b 22 AR NS, BL Ak B FTD_Mgmt_Public_lps SCEEH A1 H ) TP bk (3 & . IX /& Threat Defense
Virtual SZ451 [71) 55 3 0 ST R B 4
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https://github.com/CiscoDevNet/secure-firewall.git

{E FA AR & 3i N\ J% Firewall Threat Defense Virtual 5 AWS Cloud WAN £ F{ I

MBS, ERALLT N
* F1"H Threat Defense Virtual SE4$5) L8200 Y IF IE 1217, SrEMEE S0, I HEFREH

Tj 1) SR o
 RGUHEH. LW, NI NSRRI AR IRET FCEEXUE ) B R4 E T Bl B H B
() 224X 3

o hy P AT AL 4% b LA R A B
* N HVETCE T NAT JUU .
£ AWS LB THA:
* L7828 Threat Defense Virtual.
1. AWS #ifil G, SHiE| EC2 > S,
TS ID JFRUE TR B
* GWLB. ELB FICHK HARZL{H ] Terraform HEAT %

EAWS il G, SHUEEC2 > B HTa . Wb CIRM B s . SR EC2> Hiz4l.
BAESRIBRIN H AR

o B R AL Terraform HEATHE . 78 AWS #EHI &, SRR VPC FEHIIIR > BTG 2 > #
HI o SRR R AN 1 P KK

EEEROHITIRS:

* FEA B ECE Threat Defense Virtual # 1o /A BEHOEHIG o, FeRBe ik mif, R)Eik
PO B sk QEIR, RA R CIEmMiRcER .

o BRASER G EAE REUL SR IRAT . AR IR MR 1 L. B B G, B Bk
ik, SR CEM RS . SAEB IR, A s PRI E .

o g HEAL £ R R AT AIAT B4 1 G NAT AU DL Tt i R B b 6 rp, o

W, SRJGIEFE NAT. £ NAT SRHEFIR P, $RB0FE AT AE 508 0 ) 4 FH 0 Sems 4 0k . B 1
NAT K ) Bc & 1 E A
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I {# FA BR % 3 A\ 4% Firewall Threat Defense Virtual 5 AWS Cloud WAN ££R%

aws cloud WAN #EEEE ]

AWS Cloud WAN 3B R &

UK

TR AP OORAE T B R E.

N

3B

a)  EEHTPLO.

b)  SMEES > FERE > ¥ > Threat Defense ¥ & .

o) TRILFER AR,

d)  MERRE N AR TGRS,

e) AN N E SRS R ORAT o

f) AR R R, SRS IEEE HTTP Vil .

g)  Jo R 443 L HTTP AR452%, 1§ Threat Defense Virtual P42 K GERS N, GWLB B4 ARG A, JEAdi 4k
TR NS N, ELB I8 4P IR G 7.

h) AR

) MIP bk R R IR .

j) MR X kA% O E A rhi% £ Outside-sz.

k) I DO Z A R F BT I X R 1

) e,

m) R AT

15 AWS #4814 I IE GWLB #1 ELB H kR4l iR 0 A3 H A5 2 15 %0 15 5 o
R

SRR %, RJFILFF Threat Defense Virtual el FEALHIE KR, FERA M BEE A, FeB) HTTP 15[ 175
Fo WiPRE T HTTP kg5t . e s 1 I e SCRE I A 4% o piai R A7 BT BEE

¥ 2245 VPC BRI L LS .

£ AWS il G L, SHiE] VPC > MEE LS > RIS . ERERZOME. Sl S0k, %
VPC 1ENERIA . R 1% 4 VPCo A H BB SZ R  RIEHE . GG MIMAREE, DL AZ O 41T
M £8 ThHE4] (NFG) i 2 it VPC.

BEE U4 VPC FIAZ o 258 2 18] F) 4% 1 o
£ AWS 465 1, 3] VPC il iR L VPC. i k.

fifi € 5 GWLB-E 7RI 7 OGRS R o XS TR AR i dik iR, fihgni i i > ¥ ni% it
(0.0.0.0/0 > O MEER) o EHPRTB: W FRFR PR OMEER. C iRl
core-network-attachment-xxxxxxxx. & 5 547 5 i

F AR NG, W A NAT B, 4L el 31 AR G ) B b i B

ok EHP L, S, ERAEIURT, EHEEASRDIGIE NAT M1 Threat Defense Virtual, 7ZE WAL H
T, FERSEMGA> B NAT . $T A DS NAT 5eh .
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B awc cioud wan 74

{E FA AR & 3i N\ J% Firewall Threat Defense Virtual 5 AWS Cloud WAN £ F{ I
ERERRNEETTR, HFH T NAT B0, 3G UE N DR s,

AWC Cloud WAN 72

1

AT DS H PU R iz —FH i B AE AWS 25 WAN I35 H 1) Threat Defense Virtual SE451 -
MWEH T .

HE BB PN Threat Defense Virtual SEEHAT ARUESRAETH2% .
2. ¥ Terraform J}-2%.

I LN i %

$ terraform destroy -target module.fmc configuration
$ terraform apply
s

{%}Eﬁﬁﬁ’ﬂﬁgﬁg Threat Defense Virtual lﬂ%{%ﬁ)ﬁﬁiﬂéﬁ%ﬁ terraform.tfvars I’ﬁ:‘:‘:‘ E]'(] ftd_version %%[,

R 2K B ) Threat Defense Virtual S48 40 4 BT IR A .
B PE HERR

R AR L IIEAT, ER A LU -

o PR BORT NFG JE4Z 2200 2%

o BRORAE SIS S IEAf e ST M B AE (send-to B¢ send-via)

o WP 215 CEM RIS A ey, JF HERA T IEFESITRE. BEANDR SN ELB
Hirdl. R d ORZR R ER GWLB HAr4..

s MR NPT T IERIWE T .

o BRAR A EORION R B IE A B T NAT.
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=% 2

1£ Azure _F Z82 Firewall Threat Defense Virtual

AEEAH UM M Azure [ 775828 Cisco Secure Firewall Threat Defense Virtualo

* MEI&, on page 175

* Hij$2 251, on page 177

HENIFNBR I, on page 177

* Gnf % # Secure Firewall Threat Defense Virtual 4% , 55 181 7T

* Azure I Firewall Threat Defense Virtual [¥] /%% 4 £ 7=, on page 183
522 1 TR) B ) S5 U4, on page 185

I M4 (AN) , 58 186 1T

* Azure % H , on page 186

JEFLIN 265 R AL % G, on page 187

* [P Hiulil:, on page 187

* {38 Firewall Threat Defense Virtual, on page 188

M Azure T3 A8 FH AU J7 ZZ AR &, on page 188

* M\ Azure {i f] VHD FIBEJEAEMGHE . 55 192 7T

* TEZ R Azure Private Marketplace £ 5% 1138 Azure Marketplace =i , 55 195 71
* T, 197 1T

* ¥25 Threat Defense Virtual Z2H£5 Auto Scale ¥R 5% , 2 197 7L

* 7F Azure ¥ S 7 I¥) IPv6Cisco Secure Firewall Threat Defense Virtual , 2 197 11
* KTHE Azure [ SZHFIK) IPV6, on page 197

o [HHAS IS S 211 H & L IPve Bt N Azure #1°5, on page 199
* ] VHD A1 E 5E X IPv6 B Azure #2204 5T

* Firewall Threat Defense Virtual WUZ PRI , 55 208 7T

.

.

iz

Cisco Secure Firewall Threat Defense Virtual &4 .2l Microsoft Azure TT3% 4, FFFFLLTF VM K/
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7£ Azure _ZBE Firewall Threat Defense Virtual |

Table 22: Azure 3735849 VM X /|\#0 Threat Defense Virtual k7~

Azure VM K/)» Bt vNIC Threat Defense
Virtual kg Z<
vCPU M7% (GB)
Standard_D3 4 14 4 7.7 BRI A
Standard D3 v2 4 14 4 7.7 B AR R AS
Standard D4 v2 |8 28 8 6.5% 77
Standard D5 v2 16 56 8 653177
Standard D8s v3 |8 32 4 7.1 B R A
Standard D16s v3 |16 64 8 7.1 B EE = A
Standard F8s v2 |8 16 4 7.1 B R A
Standard F16s v2 |16 32 4 7.1 B EE = A
Standard D8 v4 |8 32 4 7.7 B R R A
brHE D16 v4 16 64 8 7.7 B A
Standard D8s v4 |8 32 4 7.7 B R R A
Standard D16s v4 |16 64 8 7.7 B HE B A
Standard D8 v5 |8 32 4 7.7 B R R A
FrvfE D16 _v5 16 64 8 7.7 B A
Standard D8s v5 |8 32 4 7.7 B R R A
Standard D16s v5 |16 64 8 7.7 B HE B A

\}

Note o BRIATEUL R, Threat Defense Virtual SZA0I7E 620 8 FH T 24 ) o
* N 10.0.0 FFAf, AXSCRFES 2 ARSI AL,

T I%7E Azure L ERE FLi2 Wi O &Y Threat Defense Virtual

M Secure Firewall fR A 7.4.1 45, BRIAEHL T, Threat Defense Virtual #057E Azure I, BFH 4 M
F— AN EE R 3 AN o i TSR KR T80 8, DRI 48 38 Threat Defense Virtual
JamZ LRI 4 NMED, DI E&Z S ANMED . B, fEFRUE D4 v2 BRIMLSLH) [, fmar L
HA 1A RO 7 ASEd 2 1 1) Threat Defense Virtual .
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| 1€ Azure LB Firewall Threat Defense Virtual
mesd

\)

Note {V7/F Azure b5 Threat Defense Virtual SE B A 2% 12 Wi 51

AIHE

* Microsoft Azure 1K /™ . #& 1] LLE https://azure.microsoft.com/en-us/ Gl & —4>.

7E Azure BN 2 )5, #EATLOE . fEHi3 K Cisco Firepower Threat Defense, #4851k
$¢ “Cisco Firepower NGFW Virtual NGFWv)” i,

o BBMEEEMK . AT LULE Cisco HAFH LA
VF ] Firewall Threat Defense Virtual; 3 XK KB REThEeVrnl (tid CRHEA D , 1S
g Cisco Secure Firewall Management Center T fi& /F AJ il

* 4% Firewall Threat Defense Virtual Fl R4 3 A 1ME, 1254 Firewall Threat Defense Virtual FE4%
M.

o EELHZI - H T Firewall Threat Defense Virtual 4 #%% Secure Firewall Management Center .

N

Note /¢ 6.7 FIsH mhiASh, W] LUERE Ry By KRG B b0 B B S e e 11, il
A RIR . BB o M B LV B AT SR A5, RIS 5 20 46
BB O IHLEATECE . AR B KB E O Uy il e B HE 42 T
5., %2 " Cisco Secure Firewall Threat Defense fiv4 2 2% H1 ] configure
networ k management-data-interface iy 4 .

RO (55 - T Firewall Threat Defense Virtual 3322 N EEFIAME EHL.
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M FTDv &322 (FTDv Management) 451 Hi% #5257 I} Firewall Threat Defense Virtual )8 # 0

WRES FMC: Firepower B2 (FMC: Firepower Management Center) £ 5% 45 FIE B A0y, JUME R BA
TR IE AT DAA e A TG A L

s BRI FMCEMER.
1. %A FMC IP Hudil,
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://portal.azure.com

7£ Azure _ZBE Firewall Threat Defense Virtual |

B rwre mimERRR S EERSE

2. B NFH T M Threat Defense Virtual <245 () FM C SEAFEE4R
3. [ATE] B NAE SEAF T A ST R0 A 1 4 #E 0y NAT 1D

g) WIR TR RN ERESE, 2 (324 day0 B¥&EALE ) (Yes[provide dayO cluster configuration])
LT FF i AN FEAR ) dayO L& VE41E B
* 7F Day0 £ 8. & (DayO cluster configuration) 7Bt i A\ day0 Bt & iE4015 B«
1N Azure )3 day0 BLE MG B, 1ESRALE Azure [ #B% Threat Defense Virtual ZEFEFERI I Azure
{17 Day0 Fic & .
Note
T RERLE ) day0 BLE (CAEBFACE) : "Cluster™: {..} B "run_config": [...] FEZI{E S
h) EFEER
i) BN Er N,
Firewall Threat Defense Virtual 4522 3538 2 HT 1R YRA A o AU TRIRAL N 2, 5838 20 A 93 YR 41 1 36 T
AHU
A, ] IR G S0 BRI E W 43R TN Firewall Threat Defense Virtual P N3] 5 —AN R YR I &1
2%
j)  EPEHRERATE . T A A U, B N AH TR (I A0: Firewall Threat Defense Virtual, P{%%. 17
fitik ) .
k) mMiiERzE.
SIE5 Wl & Firewall Threat Defense Virtual ¥ 8
a) EPBINLKN,
b) BEFE AR
Note
ol LU A Atk P, tnT CLAVESH MAEREDK 7 o FRAEmk - AR LRE 0 & /N S AR .
c) IEFEAILIP Hikl.
0T LA BT LT AR BB nT I AL TP bk, tn] DL s .
MBI A FE TP bk, B M Microsoft #1745 11 IP MhhibHe b 45 31—, e PR e bl . 0T L id
IR A3 TP Mkl 20 s e T 1811 Azure 1TH o
Important
BOAEOLT s Azure 23O AIL IP Mk YRS IEFIE F I, 2 A3 1P W RES . W R ik [
€ TP Hbhik, R AU il . 8 0] DR S B XA 36 TP ik, K 3L A Zh 25 itk 538 O S itk
W VM T ZE 5 LA H IPv6 ik, 1527 IPv6 brifk IPve 24 H IP HidikArif .
d) ¥Sn DNS #r%.

Note
S4B 2 K 44 25 T DNS #5280 I Azure URL: <dnslabel>.<location>.cloudapp.azure.com
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html#Cisco_Concept.dita_87cd5cab-47a8-4599-ba45-2a267c93c219
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/cluster/deploy-threat-defense-virtual-cluster-azure.html#Cisco_Concept.dita_87cd5cab-47a8-4599-ba45-2a267c93c219
https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/virtual-network-public-ip-address

| 1€ Azure LB Firewall Threat Defense Virtual

I Azure Tt AR EEnnE ]

e) LLFEREAUM .

AT LR — AN IA Azure EFLMZS (VNet), BRENEE—ANHT1 VNet, SRJ5 A 1P sihb2=E] . BRSO
T, W% H (CIDR) IP Hidik 2 10.0.0.0/16.

R IPve hET ERAUNL, HT EAE UM S R R e sl BRASOLR . CIDR IPve ik
[ace:cab:deca::/48].

';;;Eﬁﬁﬁ IPv6 A QIR 2. . 45, BRANE 0L N 1Pv4, JEATLARI 5 H] IPv6. 4525 IPv6 ()
HEZEE, 20 Azure IPv6 A
f) A Firewall Threat Defense Virtual ®4 444 K it & PY AN 144 «
« FTDv &IB#: 11, 83 Azure H (4 NicO, /& “%H—1K”
« FTDv #8810 1, %S| Azure 11 Nicl, J& “5 7K~
« FTDv #3E 8211 2, %828 Azure 1) Nic2, & “H—=1M”
* FTDv #8411 3, 85 Azure 11 Nic3, J& “ZPY-7R”

Note
ST FIR TR, A R T TAE G T T IPve B, iR IPve ST ON R LI LE IPve 1M,
g) At NIIF O (mgmt.interface) A, LAFR & 208 AL TR UTA b . BRIAEFET (None).

* miiliTe (None) LG AT Azure BRIA 224 I 1) W0 45 22 4 20 PG FOEFE BT B 11 o R PRICIRTRON] fe iy
Sk 19 [l — AU M9 2% F1 Azure $1 335 B 5 iR &

* il RIFIEE iR O EH (Allow selected portsto view), )5 LS TT R BIR M5 ) (9 A ulisin 1. I
Aihif O (Select Inbound Ports) Nz A kR LL T —ui . BRIAER: SSH (22).

* SSH (22)
* SFTunnel (8305)

« HTTPs (443)

h) mdiRE.

EARERNE, RadfBE.
BRI Ra Mm%,

B AE Azure A TR 155%%, HEF| Azure k75 Firewall Threat Defense Virtual M FUALIEFEIZAT

Warning
& )5, Firewall Threat Defense Virtual ¥ 4R 5 XA GA AL RE . ZESEIAIR], 162000 F B9 3 8UE R VM,

T E R ST RER T RS T A —E0RES, JF T REFREE P iE . ERATEATAC & ok i, Wi Ok 0H
58258 .
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https://docs.microsoft.com/en-us/azure/virtual-network/ip-services/ipv6-overview

7£ Azure _ZBE Firewall Threat Defense Virtual |
B 4 Azure (7 viD oz ERIRSE

What to do next
RN R0 BRI T PR ) B

c WG BRAARMEIEIR PR, L0k Secure Firewall Management Center & . Firewall Threat
Defense Virtual; 142 [d{# f] Secure Firewall Management Center K% Pl Secure Firewall Threat
Defense Virtual, on page 457

s MR ABRAAMEESRIETZ, LB Cisco Secure Firewall ¥ £ & FL4% 2 2 Firewall
Threat Defense Virtual; 72 [ fiff | Cisco Secure Firewall %7555 B 25 K45 Secure Firewall Threat
Defense Virtual, on page 475.

A ORUNMATIE R PR I IMEIR , 15 2 4 W 45 B Secure Firewall Threat Defense Virtual ¥ #%, on page
5.

M Azure {F 8 VHD FR&EiEtRER 2

BRI LUE A Cisco $efEE4G VHD B, B1% 5 O H E X Firewall Threat Defense Virtual BRA% .
TEAEH] VHD WG TS, L2k VHD WU FAL 2811 Azure fEf60K 7 o AR5, Sl DU I
A BRI G R Azure 08 Y555 B B ARAR Q1) R FE T LS o Azure BUARE B 2 P UE BH RIS 4002 I JSON
A

FaZ B

* Firewall Threat Defense Virtual #4582 77 L2 FH] JSON B RIAH RN K) ISON SHCCA:. ] LA
M Github £#4ifi T 80X L3014

o JERE 7 A5 2 H Azure I Linux REFIML. FeATEE A A G I Linux AL (6101 Ubuntu
16.04) ¥ &4 VHD W% FAL 4 Azure. BEWAGAEAR I 75 224 50G A7 2SRl i H, M
Azure ") Linux BN FAER] Azure 7745, FARIN At 23 bR,

WG TR BN, TEH LR vk
* fiF] Azure CLI 6% Linux EUHL
 JiL Azure ] 8% Linux BEHIHL

o 16 Azure VAT, 18N i%AE B E#2E Firewall Threat Defense Virtual [FI47 & FAG 0] FH IFEAEK - .
puk =

HE1 M Cisco FEA VLT %X Firewall Threat Defense Virtual J54i VHD W% .
a) THIE M > 'E > S > T—RB5AE (NGFW) > Cisco Secure Firewall Threat Defense Virtua.
b) il Firepower BURMBAEIECME .

FIRBL B
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

| 1€ Azure LB Firewall Threat Defense Virtual

M Azure 18 vHD snzEeRnE [

#1l1, Cisco Secure Firewall Threat Defense Virtual-X.X.X-xxx.vhd.bz2

4 T4 VHD W% 5 B 47E Azure 0 Linux SEAHL.
FIF-H3CF 146 8] Azure I Azure FESCIFIIERIRZ . Bl o2 SCP, Bl A 5 il

# scp /username@remotehost.com/dir/Cisco Secure Firewall Threat Defense Virtual-7.1.0-92.vhd.bz2
<linux-ip>

G 33| Azure (1) Linux ERAL, PR EH] T K48 VHD BUE T H %
i =47 Firewall Threat Defense Virtual VHD Bff% .
TR SO IERR 2 o SR 2 os 142 Bzip2 SEHRE, (HR AT AEH — 2438+ Windows 155 FHFE T

# bunzip2 Cisco_Firepower Threat Defense Virtual-7.1.0-92.vhd.bz2

Hs VHD AL S0 Azure £EAEMR T 174 . nT DU BLAT ARtk )™, vl LBIEEBT I A7k ™ o A7 Gk )™
PRRA BRSNS T RERE T

HT# VHD AL 27K S IE IR 2, B45 AzCopy. Azure {7fifi £ il Blob API. Azure {7fifi %% Y5/ B
#%. Azure CLI 5%, Azure [])7 . X}T1% Firewall Threat Defense Virtual X HI S0/, AT G UFE H Azure |7
Fo

IR TAEH Azure CLI [1H%:

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ==
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

M VHD Gl g5 5«

a) fE Azure [ ]/, LLFEARI& (Images).
b) AR MAIEHILE .

o) RHELUFER:

* iTH - AT s R EIT .
« WiRLE - EREIAT THIR A BRA - — AN B U4
© BER - AFEEWRE A E LKA R
o X3 RS R LI IX 5
ARMERGEAEL- LEHE Linux 1 B RGL0,
* VM 4R
 BIOS Jrigh ik 14K,
i UEFI A sk #6258 2 K.
* F#fi& Blob - I WE 247 Ak ;7 LAk £ ALY VHD.
© WP KB USSR, W FRBIR T PEARE HDD brifE SSD 4% SSD.,
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7£ Azure _ZBE Firewall Threat Defense Virtual |
B 4 Azure (7 viD oz ERIRSE

PEPEHRI T T8 B LR ) VMOK/NE, TR IR VML K/IN SRR T IR 7 282
« EHER - N TR PIESE “B57 .
« R - R BOAVCE: WIS InE LA

d) ritifl# (Create).
54538 %0 (Notifications) 31 N s B B Th 81 EBR1& (Successfully created image) i 5 -

i
QIESEE IR 5, T EUER_EA% () VHD R A A7k

LT SRYCH A AR E R I PR 1D,
FENHS, Azure ¥ RENTEIRS — /NP ID AHORHK .  MIZFCET WL 5201 1] Firewall Threat Defense Virtual B K 1%
N, KRR D
a) fE Azure ']/, EFERRIER (Images).
b) EF LD IR U
¢) Rk (Overview) A E WAL BT .
d) ¥ Resource|D & I3 BT B o

Resource ID KL MR

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider sMicrosoft. Compute/<container >/
<vhdname>

U8 fH HFCE G R R s AR A4 & Firewall Threat Defense Virtual [ k1%
a) fE Azure GUI I, #EBEXEE.
b) FEIEIFAEWR T, SESRERETPENRE SRR

A AT B E B A RBARSC, 125 Github.

o) BN E L JSON B ARG 215 11, AR5 AT RTE.

d) MW Tz ik£e3T A (Subscription).

e) LPHIAEIRLE (Resource group) B G —AN Bk E 4

f) MW Rz X,

g) F L L WHRETR 1D KISl VM BR{& 1D FRE.

h) BEAEANE 2 W ORS00 555 Threat Defense Virtual, i&7E “ B XEHE” 7B i A\ 68 #E X
Diagnostic: OFF [¥] day-0 ML & IA . N2 day-0 BC & AR 1o
{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",

"Diagnostic": "OFFE"

}

pad 4

B X "Diagnostic": "ON/OFF" [X 73 K/NE .
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure

| 7 Azure L EBE Firewall Threat Defense Virtual
TEZ BRI A Azure Private Marketplace 115 & E Azure Marketplace =& .

T T LR ] T 20 B ) ARM B« A5 Ol 7 BU R IB EUA.

TR il BEXHEE (Custom deployment) T 1T i 1 4mAE £ 4 (Edit parameters). A7 —al i F e L2 Hki
B
a) MnEsCH (Load file), #RJA M E] H 5 X Firewall Threat Defense Virtual ZH 3. 1 KA SEL, ES
% Github.,
b) CKHER) E E L ISON S EACHERENE B & O rp, AR5 iR TR
FIB0 KA A B TS B . 1SR Basics F1 Settings " (115 B 5 4 P A BC B (1055 Resource ID) M4
SBN AT, RFIETERRFRE Lif & 571514 (| agreetothetermsand conditionsstated above) 2 IEHE.
$B12 fidiMXE (Purchase), i FHFEEBUEA A & XBREE Firewall Threat Defense Virtual 7 K3 .

RS BN S HOCA T AR S, BB %2 ) o
FEAREWAZR AT T [ — AT HPRIX N ) 2 A%

T—5Hit+4
* 7£ Azure 5T Firewall Threat Defense Virtual 1] IP Bt & -

7£ 5 PRI/ B9 Azure Private Marketplace INE 1 EFZE Azure
Marketplace /=

XANEH] T Azure Private Marketplace H1 /o 41 SR %48 ] Azure Private Marketplace , i ffi S ] 7 b
HIT s B RESUAN L™ i CB20D A AEAH Y B & HI i P Ja
BRI AR (BRED -

* JAi# ID: cisco

* Cisco Secure Firewall Threat Defense Virtual VM 7= &y (J TP/ Cisco Secure Firewall Threat Defense
Virtual B H = 5D

e 77 ID: cisco-ftdv
* BYOL if%l ID: ftdv-azure-byol

* PAYG it¥l ID: ftdv-azure-payg

TN il BRI N RN, BTN PAYG 8 BYOL YRRl L SE, 25 IFlE
K E VM R A S

Pl O TR R AR, SR R VM P S AT Azare AL AT BRI HT TiTds 7 _BJE ALY/
CIN:ER

A RAEL T a FEXLE N A VM P~ fE B, 155 % Azure SCRY .
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure

7 Azure E%FE Firewall Threat Defense Virtual |
. £ BRI Y Azure Private Marketplace ¥Ri5 Fh#1E Azure Marketplace =&

* {§ L Azure Marketplace 347 v BEATH 1l
o R A IR L T

* Set-AzMarketplacePrivateStoreOffer

JS T T Azure ULEFA T, BUAEAIER A .

N T AET R T R T RO AU i, 5T RELAZIAOHE CLI dirS (FEASCRY IR, A7 CLI
i AAT)

Pl

] LA LL R ol 64 J8 H Cisco Secure Firewall Threat Defense Virtual BYOL %l

$Params = @{
privateStoreId = ‘<private-store-id>’
offerId = ‘<publisher-id>.<vm-offer-id>’

SpecificPlanIdsLimitation =@ ( ‘<plan-id-under-vm-offer>’ )
}

Set-AzMarketplacePrivateStoreOffer @Params

SParams = @
privateStoreld = ‘<private-store-id>’
offerId = ‘cisco.cisco-ftdv’

SpecificPlanIdsLimitation =@ ( ‘ftdv-azure-byol’ )
}

Set-AzMarketplacePrivateStoreOffer @Params

AR RGNS, AR Azure SCR TR 2 R4S R .

"code": "MarketplacePurchaseEligibilityFailed",
"details": [
{
"code": "BadRequest",
"message": "Offer with PublisherId: 'cisco', OfferId: 'cisco-XXXX' cannot be purchased

due to validation errors. For more information see details.

Correlation Id: '"XXXXX"

This plan is not available for purchase because it needs to be added to your tenant's Private
Marketplace. Contact your admin to request adding the plan.

Link to plan: <URL>.

Plan: '<PLAN NAME>' (planId=<VM-OFFER-PLAN-ID>),

Offer: <OFFER NAME>, Publisher: 'Cisco Systems, Inc.' (publisherId='cisco').

}
] r

"message": "Marketplace purchase eligibilty check returned errors. See inner errors for
details. "

}
AR E T3 SN e i 3 Fl e R . SR pe b )@, 75 2EAE Azare BT I _E S AR RN
FHP= VM P2
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https://learn.microsoft.com/en-us/marketplace/create-manage-private-azure-marketplace-new
https://learn.microsoft.com/en-us/marketplace/manage-private-azure-marketplace-powershell#add-an-offer-to-a-private-marketplace
https://learn.microsoft.com/en-us/powershell/module/az.marketplace/set-azmarketplaceprivatestoreoffer?view=azps-13.4.0

| 1€ Azure LB Firewall Threat Defense Virtual
oy |

VAR 8T b=

s a] DUARYE UL 352 TF 2% Firewall Threat Defense Virtual 524 .

* Cisco Secure Firewall iR A~ 7.3 S RARA — 0] LUK T2 Widk 10 /) Firewall Threat Defense
Virtual S T2 Ky B A5 2 W% 11 ) Firewall Threat Defense Virtual SZ{51 .

* Cisco Secure Firewall 7.4.1 S5 @A - 1507 LUK BAT 2 W82 11 1¥) Firewall Threat Defense Virtual
H B S TV 2% ok YA 2 W 1 1) Firewall Threat Defense Virtual SZ41

AL T 5t

* FTH Cisco Secure Firewall fR AN - TCikKG 325 T 12 Widk 11 i) Firewall Threat Defense Virtual SZ 451 F
JFNEA 12 Wi 1) Firewall Threat Defense Virtual S£451) .

\}

AR FHHUE, NIC ECE AT B R EFAAE

#BZ Threat Defense Virtual 555k Auto Scale ##)R 775

Hl%8 Firewall Threat Defense Virtual 22 B 5%, Auto Scale fif ¥t 7 Zi B U M43z 1 (—ANE R
AR, IXEEEE Azure 37335 IR 70 BC . Day-0 Mo B A oA 75 2D EC & .

7£ Azure _FER2 ¥ 3519 IPv6Cisco Secure Firewall Threat
Defense Virtual

REA U M Azure [/ #588  FF IPv6 [ Firewall Threat Defense Virtual .

X T 7£ Azure L ERE 58] IPv6

Firewall Threat Defense Virtual =5 M 7.3 #& RN 28 IPV4 1 IPv6. £F Azure P, %0l DL EHZ M
77 i 8 Firewall Threat Defense Virtual , IXFES G BT H BRI LS, (& HAET, Azure HFIFR I
Bl N P B B R AN A B s G L T IPv4 1) VNet/ 1. R LLF3 B VNet lit & IPv6
Hubik, {HFEEK ¥ Firewall Threat Defense Virtual SEVs N RIECE T IPv6 T M) VNet. Azure X
A5 AR V2 B AT A 2 =y W st hn T SR LG PR, AN R I 3k i R

HRHE BT AL R 7 1k 538 Firewall Threat Defense Virtual LLSZ 3 IPve Sk,

FRAELLU PR AOARIRI A B 2 L IPve #if, FHorp:
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7£ Azure _ZBE Firewall Threat Defense Virtual |

. KT 7 Azure EEBESZHrHT IPve

BEX IPv6 #17 (ARM ##R) - 1l /] Azure FYRETHILE (ARM) B IE L 1Pv6 BRI E
Firewall Threat Defense Virtual , 1%AR7E NG| H Azure LI THIAMAG . PEABSHCEL 7 95 Y5 A
ZHE IR JSON SCAF, ] DUTC B 1% L 23 5 R 2 50 LA 8 S 4F IPv6 1) Firewall Threat Defense
Virtual o EF AR, IEZ A S TS S 1 B g CIPv6 SR M Azure 18, on page
199,

YnFEER B 2B T X Azure 737 B VM BMZ U5 AR, LAl PowerShell. Azure CLI. ARM
M EY, APT SRHCE B e SRR FE . I BEE VM L HR3 X e B e M, 1 TG /R PRt x)
VM 5 AR . RIS 2R VM _EERE 2R B e O, T4 BoR PU RS TR B

AR UL T I AT H B 4. BRI A IR “ Tl T H OB R AL A

T LME R LU J7VEZ A Azure T3 FIGm R R, LA 51 HI TR ) A 2 SCIPv6 (ARM)
HREAR

* Azure P - Ja 5 Azure T3 E424L1¥) Firewall Threat Defense Virtual 77 i #H Xt B (1K) 2 F2
HEED, F135E 3 e L IPv6 Bl (ARM A .

* Azure CLI - 1217 CLI #x 2 LLa FHHH T3 B @ L 1Pv6 (ARM Fb) [HIgmfe s .

BEX VHD BRIEF |Pv6 iR (ARM #E4R) - 7£ Azure EAfJ1] VHD WZAT ARM BEAROK B
FEE G . MO R TE ] VHD R B85S 2 Firewall Threat Defense Virtual o IS HRLE
TR A S FHFE A WUS, TR LAAE Azure b AL FTEC & 1Y ARM BIARCK 52 SCRF 1Pv6
(] Firewall Threat Defense Virtual » &2 H] VHD F1 [ & X IPv6 B Azure %, on page
204,

R4 T I WUR 8t A7 1F e X IPv6 BRI VHD A%, A A e X IPve it (ARM BitR) K&
Firewall Threat Defense Virtual T & (1153 2 .

#38 Firewall Threat Defense Virtual FTb M [R5 B840 R«

Table 24:

$8 Sk

UK

—_

L v R 38 7 45 IPv6 (1) Firewall Threat Defense Virtual [ Azure 3% Linux VM

\S)

R 44F H B A T35 51 B ) B & X IPve ik % Firewall Threat Defense Virtual I, 7 A {F
Azure [/ 8% Azure CLI & J8 FH 2w B BT .

AR E Y, LN A2 X
o HAT Azure 35525 WUZ 1) H 5 L IPv6 B
HA 5 X IPv6 (ARM) K1) VHD W% .
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| 7 Azure LERE Firewall Threat Defense Virtual
fERaaTmRE s aEY PG M Aure 55 ]

4 | T A e L IPV6 (ARM) B H ) IPve 244,
Note

N 2848 H B A T WU 5 K B € X IPv6 Bib Rk %% Firewall Threat Defense Virtual B, 7
T LT I AR IO I S8R IR IR S B . 1B DB AT i & SRR R RO R 415 B

5 |t Azure [ ] B Azure CLI K352 ARM AR .

FHEEMIZMGESEZE B EX IPv6 iZHR I Azure &

TR WG AT H 2 X IPv6 #ilit (ARM #ARk ) 5% Firewall Threat Defense Virtual AT & it

o
Procedure

FB GxF| Azure [/,

Azure '] B 5 ik R AT A OCIRI EALEE 32, AR T O BTG
$2 @il Azure 1788 Azure CLI J3 FHSRFEESE, W R FR:

5 Azure '] 1A G IR0

a) 1t Azure BR5% (Azure Services), riiliiTF (Subscriptions) LA#F 1T HIA 4216 10K L [fi .
b) FEZETERE, mAIRE LT N RIEERE .

B 5 R W VM SR I A 2R A B, DASORIBE LT ™ i
¢) MiditR7S% T Firewall Threat Defense Virtual 7=/t N AT, PLSRIH 2 X IPv6 Btk il g fE i .
B

{mit Azure CLI J& FH ik I .

a) % Linux VM,

b) IBATLLR CLI fir 4, Mk FE X IPv6 (ARM) Bt 2 F i & o
FEAT 2 PAT I, BEASWART R BER 2 — Uk
#HIEFZ R
az vm image terms accept -p <publisher> -f <offer> --plan <SK U/plan>
#ENEREWET (flu, BEZ =true
az vm image terms show -p <publisher> -f <offer> --plan <SK U/plan>

o,

* <publisher> - 'cisco'.
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B sreasmmnigssina s PG EITA Aure 555

* <offer> - 'cisco-ftdv'

* <sku/plan> - 'ftdv-azure-byol'

7£ Azure _ZBE Firewall Threat Defense Virtual |

AR £ 8 R A 2 DL BYOL 1] H 111588 Firewall Threat Defense Virtual ff]— M2 A R4

* az vm image terms show -p cisco -f cisco-ftdv --plan ftdv-azure-byol

PRI BTN a4, DM R 5 i MR RAS S5 2 AR AR TR

az vm imagelist --all -p <publisher> -f <offer> -s <sku>

o,
* <publisher> - 'cisco'.

» <offer> - 'cisco-ftdv'

* <sku> - 'ftdv-azure-byol'

LAF 2R AERT Firewall Threat Defense Virtual f) T 37 WG FRCA (R8T FRCAS PEAR A5 B — A i 2 BAS 5491

az vm image list --all -p cisco -f cisco-ftdv -s ftdv-azure-byol

S 4 MBI RHA] TSR R A FR rh ik £ — > Firewall Threat Defense Virtual it 4 .

%} Firewall Threat Defense Virtual [{] IPv6 SZ 35338, A IMIERE 73% 50 = A A [¥) Firewall Threat Defense Virtual

SIS MIEEL GitHub /74622 F 3511735 A & X IPv6 Btk (ARM FAR) .
HIB6 M S HACE (JSON) tr R AL BHE Sk vE 4% S BT

TENF T IR FHF LA Firewall Threat Defense Virtual H & X358 1 H & X IPv6 R 2 H - 4 N\ 13 8 -

g

RVFRIE/ZLEERTB

L RA

vmName

csf-tdv

£ Azure H1 4 Firewall Threat
Defense Virtual VM iy 44 o

softwareVersion

730.33.0

T3 R RRAS IR A o

billingType

BYOL

YFA] J5:h BYOL 8 PAYG.

5 PAYG AHE, BYOL ¥FAJiF5E
ARz, R E e
BYOL ] & .

adminUsername

hjohn

HH % 5% Firewall Threat Defense
Virtual K744 .
AR R 4K “admin”
AR E T HCE F L

adminPassword

E28@40iUrhx!

B,
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| 7 Azure LERE Firewall Threat Defense Virtual
fERaaTmRE s aEY PG M Aure 55 ]

SH & SV BYME/ZE B B TR 1) 15 AR

WA ALK E N 12 3] 72
RO RN s I
LT/ NERKREFRE, BT

AVRFIR 45 Ao
vmStorageAccount hjohnvmsa 1) Azure £EAifiMk o 8 mT LUAE

FHBUAT AR 7, thon] LAG
RIFE AR o AEREIR A
JERLTA T3 2] 24 A FAFZ 1] o

AL R RS NG T REEL

o

availabilityZone 0 T E T ERE ] F P I, 2
SLIP AR FUB LK 745 5 ¥ w1
[P s Rl 8

WERANT ZERT PRI IR, 37
BHBER “07 o HHIRPTEX
BRSCHRF AT IR, O R gt
MEIERC R, GREUATE0-3
Z IR IREHD o

customData {(\"AdminPassword\": PEAE Day 0 B & 71 W] Firewall
\"E28Q@401iUrhx!\", \"Hostname\":\"cisco-tdv\", Threat Defense Virtual %@I\;B@?
\"ManageLocally\":\"No\", \"IPvoMode\": fﬁ EJQU\‘T%:%T’ .Eﬁuj;j/]\
\"DHCP\" ‘;:: —
} SR (KA

e “admin” H =0

* Firewall Management Center
Virtual 414

* T 211 Firewall
Management Center Virtual
L4 E CSF-DM.

"ManageLocally : yes' - XKL E
L HIME Firewall Threat Defense
Virtual & B 45 1] CSF-DM.

#&0] LLF Firewall Management
Center Virtual i & 4 Firewall
Threat Defense Virtual 4 FL2%,
7] PA A £E Firewall Management
Center Virtual 374 [F]EC & Fr
B A o
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B sreasmmnigssina s PG EITA Aure 555

7£ Azure _ZBE Firewall Threat Defense Virtual |

g e

RVFRIE/ZERTRBI

L RA

virtualNetworkResourceGroup

cisco-tdv-rg

0,57 R AUA 0 255 1) B U ZH 1K) A4
4 virtualNetworkNewOrExisting
ST, W AE N 5 D RS R 2
R BRI AR [A] o

virtualNetworkName

cisco-tdv-vent

JEADL I 2% (R 24 7K

virtualNetworkNewOrExisting

new

LS HCRE A R 2 1 BT 1 R AL
W2, I B AR 0L
%.

virtualNetworkAddressPrefixes

10.151.0.0/16

JE AL 24 1) TPv4 ML BERT R, 104
“virtualNetworkNewOrExisting ”
BCEA “new” IN sl

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

REFLA 25 11 TPv6 s hERT 2R, (04
“virtualNetworkNewOrExisting”
BCEA “new” I A LI,

Subnet]Name mgmt BT N R
Subnet1Prefix 10.151.1.0/24 FH W IPv4 BTZS, Y4
“virtualNetworkNewOrExisting ”
BCEA “new” IR,
Subnet11Pv6Prefix ace:cab:deca:1111::/64 B M IPv6 §IZE, 14
“virtualNetworkNewOrExisting”
WHEAN “new” I AbIH,
subnet1StartAddress 10.151.1.4 O IPv4 Mk,
subnet1v6StartAddress ace:cab:deca:1111::6 FHH B IPv6 Hudl .
Subnet2Name diag B 1 TR
Subnet2Prefix 10.151.2.0/24 AR 1 7 IPv4 §T4%, 14
“virtualNetworkNewOrExisting ”
BCEA “new” IRy,
Subnet2IPv6Prefix ace:cab:deca:2222::/64 R0 1 M IPve §I4S, 124
“virtualNetworkNewOrExisting”
BB “new” I AL,
subnet2StartAddress 10.151.2.4 O 1 1Pv4 Hhik.
subnet2v6StartAddress ace:cab:deca:2222::6 FREE 0 1 IPv6 Hidl s
Subnet3Name o B 2 T 4R

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0



| 1€ Azure LB Firewall Threat Defense Virtual

EAE AT EMmES 2 EEY P SR Azre 5E ]

SH A ST BIE/ LB B 1) L RR
Subnet3Prefix 10.151.3.0/24 FREE 02 1 IPv4 §T4S, 4
“virtualNetworkNewOrExisting ”
BCEA “new” IR,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 e 12 F M IPve §I4S, 144
“virtualNetworkNewOrExisting”
BCEA “new” I AL,
subnet3StartAddress 10.151.3.4 ¥y 2 IPv4 ik,
subnet3v6StartAddress ace:cab:deca:3333::6 FREE 0 2 IPv6 Hidl .
Subnet4Name Sh3m Bl 3 TRAH.
Subnet4Prefix 10.151.4.0/24 FRE 03 7 IPv4 §T4%, 4
“virtualNetworkNewOrExisting ”
BCEA “new” IR,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 e 0 3 M IPve §I4S, 144
“virtualNetworkNewOrExisting”
WHEAN “new” B AbIH,
subnet4StartAddress 10.151.4.4 FiEEs 0 3 IPv4 Hihl.
subnet4v6StartAddress ace:cab:deca:4444::6 FREE 0 3 IPv6 Hidl s
vmSize Standard D4 v2 Firewall Threat Defense Virtual

VM )k Standard D3 v2 &
BRIMA

B HIE E, ES R LT Azure S0RY:
* fHH Azure '] P QLA S ARM FAi
* @ik CLI 8 A ARM #itk

What to do next

P TR 2D BRI T Rk 10 A BEARE S

$SIE 7T {4 ARM EAGE T Azure |77 8¢ Azure CLI #%8 Firewall Threat Defense Virtual [95 k3. 4 <7E Azure [ #% ARM

c WY BRI EIRREPEE, WKl Secure Firewall Management Center 2K 4% I Firewall
Threat Defense Virtual; 1% Z {1 Cisco Secure Firewall Management Center > 5 £ Cisco Secure
Firewall Threat Defense Virtual.
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_the_firepower_threat_defense_virtual_with_the_firepower_management_center.html

7£ Azure _ZBE Firewall Threat Defense Virtual |
B 5 VD A X 1PV RS AR M Azure B

c IR B BARMEIRERS ERE, WK 4L Cisco Secure Firewall W 455 FEAS SR H
Firewall Threat Defense VirtualFirewall Threat Defense VirtualFirewall Threat Defense VirtualFirewall
Threat Defense Virtual; %2541 FH Cisco Secure Firewall 1% £ & FH 2% 5k & # Cisco Secure Firewall

Threat Defense Virtual.
B IUN IR B FRE REA , 752 [ Wi & B Cisco Secure Firewall Threat Defense Virtualo

{3 VHD 0 85 £ X IPv6 1R M Azure Z[E

EA] UE A Cisco HefE4i VHD Mg, 1% 5 2 B X Firewall Threat Defense Virtual BRA% .
I FESRLFE A VHD R YR AR AR 4628 Firewall Threat Defense Virtual o

FriaZ |l
o 1T 2L JSON FMRAAH Y FIISONZE A,  LMEAS ] VHD Fl ARM B8 R AR /E Github |35

PN

% Firewall Threat Defense Virtual , & 7] PAZE TR L 48 2155 5 r] #4) AR S 20 3 .

o JEREF A5 ZE ] Azure TP IS Linux BERINL. FeAr T U4 A IR I Linux SEFUHL (4] 401 Ubuntu
16.04) K5 =46 VHD A% FAE 4 Azure. BEWRAGAEAR I 75 24 50G A7 2SRl T H, M
Azure 1) Linux BN AL 3] Azure 774%, FARIN RIS TR,

GHRIE T EAIE ML, W HLL R ke —:
 fifiH] Azure CLI €1 Linux BN

o it Azure ']/ % Linux MEFUNL

o #£ Azure VT, B8N %A AR E Firewall Threat Defense Virtual B4 & H A 7] H B4 K o

R

L1 M Cisco FEAXAF LT (Cisco Download Software) | % Firewall Threat Defense Virtual k4 VHD B4 (*.bz2):
a) A @ > 'E > S > T—RB5 A (NGFW) > Cisco Secure Firewall Threat Defense Virtua.
b) i Firepower BLABEHIER 4.
TR U] SR .
Cisco_Secure Firewall Threat Defense Virtual-X.X.X-xxx.vhd.bz2

2 PATEH] VHD FIBEJEERN Azure fE TS B 2 2 5B 8.
PR3 pith BEXERE (Custom deployment) LI T (1) 4R35 S 4 (Edit parameters). A —ANnl it B & LS HHER .
a) AnE S (Load file), #&J5 %3] [ % X Firewall Threat Defense Virtual Z8 4. 1524 Github F{# ]
VHD F1 7€ X IPv6 (ARM) ##2 ff] Azure Firewall Threat Defense Virtual #8571, 18 0] AR IX B3 BH < an
R RN S HOCAE R 3]
b) B H E L ISON ZHARMLRENG 25 T, ARG MR TE.
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https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m_managing_ftdv_with_fdm.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-introduction-to-ftdv.html#id_103852
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/consolidated_ftdv_gsg/ftdv-gsg/m-ftdv-azure-gsg.html#id_82702

| 1€ Azure LB Firewall Threat Defense Virtual

==

T

P VHD F1E = IPv6 ik Azure 558 [

HEYE Firewall Threat Defense Virtual #5235 ) H 12 X IPv6 BEAR 2 50 i N\ B30 {8 :

SVFRIE/EBL R RG]

15 AR

csf-tdv

1 Azure H 4 Firewall Threat Defense
Virtual VM v 44 -

vmImageld

/Aoy St esesopy fesegopras Aoids/

Microsoft.Compute/images/ { image—name

FIT B35 FWLAR ¥ 1D 72 A,
Azure FHEENBEJR LS — S BEJE ID AHSC
17

adminUsername

hjohn

JH T-% 3% Firewall Threat Defense
Virtual [ 44 .

AR A 48K “admin”
RO A E R .

adminPassword

E28@40iUrhx!

BTGV .

WA G AR KD 12 8] 72 M7
CERIR RS s S B RES AP [
INGRURE FRE BUT AR IR AT 4L
o

vmStorageAccount

hjohnvmsa

11 Azare fAAiMk ;o #80] LUAT FH IR
AR, o] LA AT A7 gk
Fro AR P AR BERA 20T 3
Bl 24 NFEFF 2N I H A H e

UNCESNTIE R

availabilityZone

fiE T A& AT LS, A TP
AN LR AE5 R 1T HIE X 3 ]
i

WA TR AT PRI &, RS
WHEN “07 o WHERITIEIX IS R ]
XS, JF BB e IE A G
o GZIHALIE 0-3 Z [H] 4

50

customData

{\"AdminPassword\":

\"E28Q@40iUrhx!\", \"Hostname\"
:\"cisco-tdv\", \"ManageLocally\":\"No\",
\"IPv6Mode\": \"DHCP\"}

BFE Day 0 it & H ) Firewall Threat
Defense Virtual $2 {1 7B . RIS
BUR, B LU AN E A
¥t 2

e “admin” H %

*« CSF-MCv TH14

s P& CSF-MCv T H14 5%
CSF-DM.
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B =5 vHD A0 X IPv6 44T M Azure B3E

7£ Azure _ZBE Firewall Threat Defense Virtual |

g e

RVFRE/ZRERTRB

152 A

'"ManageLocally : yes' - ¥ i & 22 H
{E Firewall Threat Defense Virtual & ¥
L) CSF-DM.

0T LLKF CSF-MCyv it & 4 Firewall

Threat Defense Virtual £ ¥ 25, 0]

PLKAE CSE-MCv _HEAT 1 R c & Jir
T B A o

virtualNetworkResourceGroup

csf-tdv

A5 REAU Y 2% (R B IR AL I A4 P 2R
virtualNetworkNewOrExisting 2 [,
D SHbAE R 55 DA A 2B e 3 1) s 2
AHIA o

virtualNetworkName

hjohn-vm-vn

AP 25 K1 4 F o

virtualNetworkNewOrExisting

new

LS R A 2 i I 1 B ) R AL A
2%, MR HIBUA I R I 45

virtualNetworkAddressPrefixes

10.151.0.0/16

RE LN 2% 1) TPv4 Mk AT 4, 124

“virtualNetworkNewOr Existing” i

BH “new” B AILIEH,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

FEFUPI 25 (1 TPve HUhERTSR, 1024

“virtualNetworkNewOr Existing”

BN “new” WA,

Subnet1Name mgmt-ipv6 T AR
Subnet1Prefix 10.151.1.0/24 N IPv4 BTSE, 1Y
“virtualNetworkNewOr Existing”
BN “new” IN LI,
Subnet11Pv6Prefix ace:cab:deca:1111::/64 BT M IPv6 TSR, 1Y
“virtualNetworkNewOr Existing”
BN “new” Iy,
subnet]StartAddress 10.151.1.4 R IPv4 HubE,
subnetlv6StartAddress ace:cab:deca:1111::6 O IPv6 Hitl .
Subnet2Name diag BB 1 T4
Subnet2Prefix 10.151.2.0/24 BIEEEO 1 W IPv4 BT, 1Y

“virtualNetworkNewOr Existing”
BHHN “new” INAAIA,
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| 1€ Azure LB Firewall Threat Defense Virtual

P VHD F1E = IPv6 ik Azure 558 [

SHA AVFBYE/ZEB B R 152 AF
Subnet2IPv6Prefix ace:cab:deca:2222::/64 R0 1 7 IPv6 Aigs, N4
“virtualNetworkNewOr Existing”
EON “new” WAL,
subnet2StartAddress 10.151.2.4 sz 1 1Pv4 Hihik .
subnet2v6StartAddress ace:cab:deca:2222::6 BAEREI 1 1Pv6e Ml
Subnet3Name P iz 2 7 AAFK.
Subnet3Prefix 10.151.3.0/24 g 2 M IPv4 B4, 1Y
“virtualNetworkNewOr Existing” %
BN “new” I hbHE,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 i 2 T IPve A4t 1Y
“virtualNetworkNewOr Existing” ¥
EHON “new” WA,
subnet3StartAddress 10.151.3.4 AP0 2 IPv4 Ml
subnet3v6StartAddress ace:cab:deca:3333::6 BAEREI 2 1Pv6e Huhil,
Subnet4Name B B 3 FM AT
Subnet4Prefix 10.151.4.0/24 BRI 3 7 IPv4 TSR, 1Y
“virtualNetworkNewOr Existing” %
HOA “new” B yahi.
Subnet4IPv6Prefix ace:cab:deca:4444::/64 e 3 7 IPve B4E, 1Y
“virtualNetworkNewOr Existing” ¥
BH “new” W AHA,
subnet4StartAddress 10.151.4.4 400 3 IPv4 Huhil,
subnet4v6StartAddress ace:cab:deca:4444::6 31 3 1Pv6 Hilil.
vmSize Standard_D4_v2 Firewall Threat Defense Virtual VM K]

K/N. Standard D3 v2 A ERIAME

BAIE R, ESRELUT Azure S0AY:
* fH Azure '] GRS E ARM FRAR
* Jl I CLI #i8 AHl ARM B

4 fF ] ARM B IH T Azure [ 88 Azure CLI #(28 Firewall Threat Defense Virtual [5 k3. 2574E Azure L5 ARM
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli

7£ Azure _ZBE Firewall Threat Defense Virtual |
. Firewall Threat Defense Virtual BR{% R B3

T—2Hit4
* 7£ Azure T 53 Firewall Threat Defense Virtual ] IP Bl & .

Firewall Threat Defense Virtual B15 R B2

BT LAZE Azure [ 77 v A B IR A% 1) 5 A48 8 Firewall Threat Defense Virtualo WA R IR & A IR
A%dE 1) C & i Firewall Threat Defense Virtual BLE SZ41

Firewall Threat Defense Virtual [t BB 14

1] Firewall Threat Defense Virtual SE {7 PR B4 i #2Bk  Firewall Threat Defense Virtual £ FSIC
PATHIE AR, A BT B KRR B b AR B ) 4G RGN AG AT TR] o PR RGO & 7 Pl 7 i) £cdis
JEFN Firewall Threat Defense Virtual #1458 st 72, 12 FRAFWUE 5805 T 0T A2 il s B ks & B b
AT A JLA A B PO 1 R G S AR IME— ID (UUID. JF40°5) o MR FEA B T4 % Firewall
Threat Defense Virtual [¥]JH 2] [], 3X7E Auto Scale #3 h #2 XCH 4.

)

Note o it w15 61t Fi] T S /ME AT M Cisco Secure Firewall Threat Defense Virtual b ({4145 RS ML I
). AN T#A R E H .

N

Note [ 4ij, {fi/f] Firewall Threat Defense Virtual ffJbR [ IWeAG 50 22 () S5 AN ST R EDFH BIAS (PAYG) 144 7] .
PAYG VP& H T BT 302 1 S nT LK eV ol FH T~ 24T PAYG VF H] R8T 1) Firewall
Threat Defense Virtual 375 .

MITE L% 61 22 Firewall Threat Defense Virtual |3 BBAR 1%

Firewall Threat Defense Virtual W% B 6 & JE7F Azure [] 7 7 & 7l Firewall Threat Defense Virtual 52
B IA L G R FE

Before you begin

SRR R I HE/INE) VHD % _LAE 3 Azare 17177 Linux VM B Azure FEAEK P 248, 41
% Firewall Threat Defense Virtual AN 7.2 B @ A ST MG . A7 B A HE /N VHD B
s, 1EZ M Azure fli ] VHD FUZE JEAHREEE, on page 192

AN 1F Y45 35 % B B ) Firewall Threat Defense Virtual SZ5VFE W ST (] & B2, 540 By kBG4
PRALY B B KI5 A4 BEAS
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| 1€ Azure LB Firewall Threat Defense Virtual
{3 FA gL 1% 1R BB ZR 2 Firewall Threat Defense Virtual 2451 .

Procedure

HIE #3 Azure [ 1)/, BEFEH P AT Firewall Threat Defense Virtual SE4 #6844 .

Note

R &I & il (1) Firewall Threat Defense Virtual S AE M 21 B KT B0y, ARG E BT SLAD A Hh B 4%,
AT AT AT N H o

2 %R (Resource Group), #XJ5i%E#¢ Firewall Threat Defense Virtual 524

3 siili Firewall Threat Defense Virtual SE49) ¥ i iU il b1 &BITIEHI & (Serial Console).

24 LN AN EFK shell 317 T B e :

B
N

G %\

> expert

admin@FTDvbaseimg:~$ Sudo su
root@firepower:/ngfw/var/common# prepare snapshot
Do you want to continue [Y/N]:

TEMA ] prepare snapshot fi2Hf, RAXWAR—FKFMHEE, FREHANPATHA. %Y B1T7HIA.
EE?%y %ﬁﬁIEl%Eﬁtﬁﬁé§ﬁ§%§bﬂ—f (WUﬁHroot@firepower:/ngfw/var/common#prepareisnapshot -£) , Ei@kfifﬁfﬁ
A B I AT A .
UEBIAS 2% 55 Firewall Threat Defense Virtual SEBISCIERIOPTATATHCE . CLi& 105K . CRCE I B A1 UUID .
MEEFERG)G . Firewall Threat Defense Virtual SE ¢ 1]

LIRS 13K (Capture),

$IR6 /- eI (Createan image) W1, MEiELE (Resource Group) 47412 i 5 30 A ¥ st 20 ) 37 e i 4

LT SNHEGIEMER (Instance Details) #7 HINE, (UHIRFEEBRR (No, capture only amanaged image), X fill# 4t
B

1% 8 Jyf# ] Firewall Threat Defense Virtual SZ{5 (1 FCET ARG G ZE i B HE LG $2 L 22 75

L9 NHEEF + 12 (Review+Create) LA ¢ Firewall Threat Defense Virtual S (15 PR HE AL

What to do next

A FH e R % 357 38 Firewall Threat Defense Virtual S5 . 152 [l i H R BRI 5 347 28 Cisco Secure Firewall
Threat Defense Virtual.

{55 FA R 4% | R BB R 2 Firewall Threat Defense Virtual 3215

Before you begin
Cisco I LL N #AE:
o WAL IR IS AT F T Firewall Threat Defense Virtual SE45 .
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7£ Azure _ZBE Firewall Threat Defense Virtual |
. 1§ 1% 1R BBZRZ Firewall Threat Defense Virtual 243

Procedure

S B33 Azure 177
LB 2 SHIH O RS 1 PR 1D
Note
Azure £ BN TEIE CBRIEBLG) B —ANR YR ID. #8311 Firewall Threat Defense Virtual SE {51 75 B & A% 1]
PR 1D
a) 1F Azure [/, ZEFEBRIE (Images).
b) RIS HFEE WG A R PR R AR
¢) AR (Overview) A& g & vE .

d) ¥ ResourcelD & il #|87ifk . Resource|D iEiLKRA:
/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>/provider M icrosoft. Compute/<container >/

<vhdname>
LR3I PR 4k 8528 Firewall Threat Defense Virtual S5 1523 M\ Azure 11/l VHD MBS YRR #%, on page
192,
Note

& 0] LM Firewall Threat Defense Virtual #51ill 51247 CLI i show version F1 show snapshot detail, UL T fi# 5
HJ Firewall Threat Defense Virtual 5241 R AS FVELH {5 S
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.9,

1£ Azure _F Z82 Firewall Threat Defense Virtual
Bali BRRAE

* &M T Azure I'ff] Threat Defense Virtualf) Auto Scale ¥R 7%, 5 211 1L

1& B F Azure _ B9 Threat Defense Virtual Auto Scale 24
s
ES
BEA
Auto Scale i 7 B3RP RIS, DA BEESR I RAC A . I R RIR TR, RGB AR LRAR
B = N L Tulirt ) N (1 B S0 O = 1| B 2 S B N L A I 2 (5 N

Firewall Threat Defense Virtual Auto Scale for Azure & 5242 [ ARG 25 S8, EHFIH Azure $24LH T
MR AFEAt 2] CEEN . Azure BE. HaHds. 2adl. BRIVIRES) .

Firewall Threat Defense Virtual Auto Scale for Azure SZHL ) —LE F 2 Th HEALFE .

* J£F Azure Resource Manager (ARM) FEAR 1) 355 5 -

* XHHET CPU MIAAE (RAM) Y REFRr .
A\

IR GTEIE R, S Auto Scale W, 5 249 1L,

* 32§ Firewall Threat Defense Virtual 528 122 A i 4 [X 5.

o Bl kB R ALy Hh5E4s 1 Bh4E I Firewall Threat Defense Virtual 5245133 i AR 7 7 M -

« HEINH RSN E Firewall Threat Defense Virtual SE] (1) NAT S0 7 1) SR A H o
o X G B I8 1 4 0 22 W] X SR

« LR HAIEEH Auto Scale ThfE.
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7E Azure R Firewall Threat Defense Virtual B3 RBAAE |
B =5=msnsmi Auto Scale A%

« BCE T Bk B ALy SR B KRR B g

* T HHEH PAYG Y BYOL i n] #3522 Firewall Threat Defense Virtual. PAYG {Xi&E M T Firewall
Threat Defense Virtual KA 6.5 FITE S RA . SR RIBA S, 5 212 T,

o ERHEML Auto Scale for Azure ¥ HLL T {HERE
Azure I Firewall Threat Defense Virtual Auto Scale fifi 47 28 S F5 PRl FHAS [5] 4 1 e B 1 4l FH 22
i
o [ =WV 44K Auto Scale - 'E¥ Firewall Threat Defense Virtual #AEEE & T Azure N B4,
Byt (ILB) 55 Azure SN 71445 4% (ELB) . [1].

* T Azure OGBS (GWLB) i) Auto Scale - Azure GWLB 5 %405 k. AL A1
AN B SS S AR R, DATRTALRI KBS A8 . A PN Jig

XERRGTE

Firewall Threat Defense Virtual Auto Scale fi#¥t /5 = 1E H T B k% 3 b0 B HR Firewall Threat
Defense Virtual, 5#{ERAT 5. Cisco Secure Firewall Threat Defense 325 P35 B B AL 44 A i ff:
MY, OREAE RGNS R ER,
o Bl kB E L, ERIE S T Firewall Management Center Virtual 3 28 VE R LG A b5 58
* Firewall Threat Defense Virtual 3 &£ 51 T Azure I Firewall Threat Defense Virtual ] 3 21k
AT IR B 25K .

\}

IR LEEE Azure Auto Scale Y T E IS, Azure _E [ Firewall Threat Defense Virtual IS 3 10 i A 2
WA 6.4,

(£ FH = BB;4%A$MEY Auto Scale £ A1

& T Azure ] Firewall Threat Defense Virtual Auto Scale J&—# H b Ky et 5 2, &%
Firewall Threat Defense Virtual R EE T Azure N MBI EE ILB) 55 Azure #5513 HT 2%
(ELB) Z [il],

* ELB K3t 5 M ELIC Y 43 2 4L HH 1) Firewall Threat Defense Virtual 3£ ; SR, B KK
R B N R .

* LB ¥ H ik FLIDE I it 1 AN R 40 B AR 4 0 1) Firewall Threat Defense Virtual 32415 3R )5,
Bij K S e e e B IR Y

o MR EARAIRASAE—ANEE PRI 2 CHERIANED 3845 -
* MULAE R 1] Firewall Threat Defense Virtual SE8I U AR 8 713 548 A 8T R
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#reference_7CC9392196754AD38B5250A9183027C8
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html#id_37873

| % Azure &3 Firewall Threat Defense Virtual (& 33 R AR 5 5
Auto Scale 5 Azure % X F1 8 E 2R E A XA .

5:{$ Fl = RA3&4R 31N Firewall Threat Defense Virtual Auto Scale 1% F3 Z 15|

A\ Azure
Management
Azure Resource Group C’P;n_tfr\
. <
! Region (west-us) Threat Defense Virtual : / @D@ \}
T I \ =)
Vol [ e LS
L i S
i ed Subnet Inside Outside [
L Subnet Subnet :
il [
i I
E | [
} Workload I H
i UDR - > ILB (VIP) b
. [
i .
i1 AppSubnet T T P
! [
! [
: } I : ! Internet
} Workload :
! Internal LIl 14 | External [
: } UDR - > ILB (VIP) Load Balancer Load Balancer : H
) } (ILB) (ELB) [
: ! DB Subnet P
: [
| -
L I
' } L -+ [} Azure Fuction &
D ! Logic APP
|
H!
e e Manager

Auto Scale 5 Azure W < £ &5 151723 {5 F =451

Azure W A I &5 (GWLB) Wl O 2 42 B K diiher B2 HH Azare VM (BT AR S5 &%) (K1 IR
W, M ESET . Azure GWLB 5 2420 SR AR RIAL T 1 KBS0 L B BRI i
PP L AR T R AR 28, I B K B e g 1 o AN ORI 1 e AN RE At B e
A LAORFFIR TP bk R n AR, XA R LA rh S OC H B,

1F Azure GWLB Auto Scale i FH 2411, Firewall Threat Defense Virtual S 2l PN, & PRd
HR—AN sz .

\}
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w45
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables('elbName')]",
"location": " [resourceGroup () .location]",
"apiVersion": "2018-06-01",
"sku": {
"name": "Standard"
} 4
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"

] 4
"properties": {
"frontendIPConfigurations™: [
{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',

variables ('elbPublicIpName'))]"
}
}
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#8 Auto Scale ARM #2157 [l

:II
"backendAddressPools": [
{
"name": "backendPool"
}
:II
"loadBalancingRules": [
{
"properties": {
"frontendIPConfiguration": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables('elbName')),
'/frontendIpConfigurations/LoadBalancerFrontend')]"
}I
"backendAddressPool": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables('elbName')),
' /backendAddressPools/BackendPool") 1"
}I
"probe": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables('elbName')),
'/probes/lbprobe') 1"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I

"Name": "lbrule"

it
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Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj



7E Azure R Firewall Threat Defense Virtual B3 RBAAE |
B = Auto Scale ARM 2R

13: Azure |1 A

E Microsoft Azure B je
ma o PRV Autrbenie

{is] FTOV_AutoScale

oo
W acsetyiog

Acowss osnarol s
* g

= Tpemaall 0 | Lottion seall 0 |ty addfiter

i

—— Showng 010 0 of O records. (] St deen ypas
& guat Name * Tee T Loaton T4
Orployments

Peboes
Propertes
Loda
B faport tmplats
Cont Masagamst
& ot smalysh

B Cott sleets provien) The O a0 Cumendly

Eudgets
& adivsr recommesduton:
Metorieg

9 imgpes ipewien

o

e

8 Cuagrenc g

® Lo

s rocommandiior
O Type nere 1o seaech

PE/S  pihitEEIR (+) (Createaresource [+]), ARRGTE G Pl HERPEE 2 R “AIEE ZEIH41” (Create Resource
Group) LI .

PIR6 (L E 15 (Search theMarketplace) ', ARIREE (£ B EXEREE) , A4 Enter.
B 14: B EXRRARE

= Microsoft Azure 2

Template deployment (depiay uting custom templates)
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EBZ Auto Scale ARM #E4 .

[ 15: #3215 B C HRIR

Scale > MNew > Template deployment [deploy using custom templates) > Custom deployment

Learn about template deployment
0 Resd the docs ot
£ Build your own template in the editor

Common templates
A Create a Lin virtuad machine
BB Create a Windows vitual machine
@ Create a web app

B Create a SQL database
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Use old console

5 g

PuTTY SSH %%/ iff o

Azure PRSI SSH i%EF#:17 17 Firewall Threat Defense Virtualo. {HA&, JToARSS 28400 H 45 I B T BOIE A5 ZEAS <2
¥F Firewall Threat Defense Virtual AT H 1) SSH %448 by, Rk, BFEE N E TR SSH 2 F ity

M www.putty.org ¥ PuTTY #2475 N3] PuTTY J&¥i (plink.exe).

& 21: N PuTTY
& oo d atest rele X+
&« cC &
'

Alternative binary files

The installer packages above will provide versions of all of these (except

PuTTYtel), but you can download sta

(Not sure whether you want the 32-bat or the 64-bit version? Read the FAQ entrv)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty, exe (or by FTP) (signamre)
64-bit Rutty.exe (or by ETP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bat RESRaEXE (or by ETP) (signature)
64-bit: RESR.EXE (or by ETP) (siznature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTF)

32-bit: reftp.exe (or by ETP) (signature)
64-bit psftp.exe (or by ETP) (signature)
puttytel.exe (a Telnet-only client)

32-bit: puttytel exe (or by ETP) (signamure)
64-bit puttytel.exe (or by ETP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit: (or by ETP) (signature)
64-bit RLink.exe (or by ETP) (signature)
pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

IR 6 ¥4 SSH & iy nl $AT SCAF plink.exe H iy 44 4 ftdssh.exe.
PHIRT 4 frdssh.exe i B R SCLFHE YR HL 8% 10 A4,

JiE) E—Eh 4% ASM_Function.zip HI4A7 &
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« iLE4FR: “DELETE FAULTY FTD” (ERiAMH: YES)

LEAN Y BIIE, <) 80 Firewall Threat Defense Virtual S245) {8 Eoy3 W 8] 97 KBS B A G o 40 SRy Mt
ML, ) Auto Scale Manager #5475 I % 10 vk 52 £ B9 1% Firewall Threat Defense Virtual 2] sl M5k . (YES:
R4S 1K) Firewall Threat Defense Virtual/NO: {# 4 Firewall Threat Defense Virtual 5241, RI{E AR Gei: M2 B
KEEEE L)
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Azure TRIFEEARR A Azure IR FEAE Microsoft Entra ID # H L5 1 543 .
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FB AL Azure [, 5 VMSS,
$1E2 fidiigielEs (1AM) (Access control [IAM]).
PRI AL N A s i
$E 4 iR eSE (Add roleassignment) F 741 ik 5 5% (Contributor).
P®S NS ECifIE] (Assign accessto) 41| ik ek R (Function App).
I 6 %4 Firewall Threat Defense Virtual BRZN .

& 24: AIM f3 & 5 e

—r1

By Frdvymss | Access control (LAM)

Selncid e
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Erpert Lo
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¥ msges

ST SR E.
ER
AN, BN MR B B 4] Firewall Threat Defense Virtual 5245 .

Es iR ¥ Ac |
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Threat Defense Virtual & FESI TR KR E. ik, B DO LES406 RVFTARE .
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. B3 Azure iB48 51

Bl Mg ] 520 N SCVRR A BT a5 1Y) SSH ik

B #1 Azure 12385 F

RN HI 782 Autoscale DIREMT B A4S . ARMABI QI E TR, )5 ETE T3 805,
RMAEZ A0 Auto Scale B #S A/ HI T (45 &

R

P MAFH TR ST LogicApp.txt K BIAH R ST, SRJ5 4T st AT gl .

EEEM
FEGRELZ W, PYBLIF B T A X LD IR

KT D IRA AL ARM BEHCP AT,  DUERT I R BEMAT T 0258 N .

a) Wi B4R “SUBSCRIPTION ID” Jf&4 b4 3T M ID 15 Ko
b) % I “RG NAME” H8r B (1 %R IR 44 75
¢) Wil BHRFTH “FUNCTIONAPPNAME” Jf4k#i Ay 45 () R 50N 44 R o

PL R - @7~ T LogicApp.txt SCEEH ) JLAT »

"AutoScaleManager": {
"inputs": {
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft.Web/sites/FUNCTIONAPPNAVE/ functions/AutoScaleManager"

}

}l
"Deploy Changes to FTD": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
"'/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAME/providers/Microsoft.Web/sites/FUNCTIONAPPNAVE/ functions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft.Web/sites/FUNCTIONAPPNAVE/ functions/DeviceDeRegister"

}
}l

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0



| % Azure &3 Firewall Threat Defense Virtual (& 33 R AR 5 5
B3 Azure 13BN A .

"runAfter": {
"Delay For connection Draining": [

d) (AR gufBfl A Bs, BLOR B ERAE (5). 1K € Wil Autoscale IR R] (] Bf . DL R 7l 5t 7s T LogicApp.txt
AR JUAT

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

}7

e) (MR i EIHTHERS IR, SEREEEROME (5). XN MY REEAVEIIR, EMIBR % % 2 /I M Firewall
Threat Defense Virtual HHES A IEFZ N ARG . LU R 7-B275 T LogicApp.txt SCAH ) JLAT :

"actions": {
"Branch based on Scale-In or Scale-Out condition": ({
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

) L) Gy 20 a), BOR B ERIAME (10). IXRAEA Y 58 UG ARAT AT ERAE I I ) . LU R o=l Bos T
LogicApp.txt SCAEH1 ¥ JLAT

"actions": {
"Branch_based on_Scale-Out_or Invalid condition": ({
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"

pE s
XL DL Azure [T/ 581 A RTEAIMEE, W25 Azure SCRY.

FR2 HARBEMANRREIE, MERBOA NI S ) LogicApp.txt SCIFN A, SRR iR,
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[l 26: /& FRiB 4B L A

o Novlopeae
) frdv-logic-app
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# T x
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- Recamence 35 actian
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B
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B oo s B [P v hons st s O cotion s

LBS BHNHASGE, I 558D B 58 Al
HIB 6 7F VMSS I IF S TS IELE 6% Firewall Threat Defense Virtual 5241

[& 28: Threat Defense Virtual S215i51T

dome vt | instances

0 fedv-vmss | Instances

,,,,,,,,,
B Overvw
B amarkg Hame Status Hiealth state

Bccess control (AMY

® g

(]
@
i
:

& Diagnose and sobve problems

FEM RGBT, /e ARM AR 58 HOKs 'minFtdCount' BEE K “3” 645 “initDeploymentMode” % H o4 “Hb&E” ,
A 3 T = Firewall Threat Defense Virtual 52451

4% Firewall Threat Defense Virtual

Firewall Threat Defense VirtualJ+ 2% AX SC 45K F REAUN LA SR (VMSS) BV ETH R B . PRIk, G 2
it Azure REST API #; 1 J} 4% Firewall Threat Defense Virtual.

)

2

IR 8] U AT REST %% 7 i K F+ 2 Firewall Threat Defense Virtual.
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. F4% Firewall Threat Defense Virtual

FFa Z Bl
o SREUTT 37 T $2 4L 1¥) 8T Firewall Threat Defense Virtual WU iA (9 l:  650.32.0)
o SRIBOH T30 8 R UG AR 1) SKU - (f51l 4 : - ftdv-azure-byol)
o SRS LA BRI LR 2 FK

UK
PR AW AT, #ELUR URL:

https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0

B2 SR ARG B
29: 74K Firewall Threat Defense Virtual

imeters rerserisirophane’ il

: Body

$1E 3 75 E 4K (Body) #4478 Firewall Threat Defense Virtual ME A . SKU Al 2535471 ISON %\

{

"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference": ({
"publisher": "cisco",
"offer": "cisco-ftdv",
"sku": "ftdv-azure-byol",
"version": "650.32.0"
}
}I

PS4 Azure I N KA VMSS B85 M
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Auto Scale 248 .

HTWAGKE LR B 1Y Firewall Threat Defense Virtual SE6 H A, 1My ixX L85 LB AE A ) e B E et RE s 30
o BHSRAL TR — R, {HELA ) Firewall Threat Defense Virtual SZAPEF 4k SEAE T 1H 4 4444

o AT LAE  FIRAT N, T 1 Firewall Threat Defense Virtual S2. ZEFATIEERAE, 75 5t VMSS
MFER (Upgrade) 44 . ek F8T A 2 I T+ 90% %€ 11 Firewall Threat Defense Virtual SEf o #5805 550 T2l #8rvE
W BT I X S T4 J5 [ Firewall Threat Defense Virtual 525 . &3 &, AEZiUERLLAE.

Auto Scale iZ%E

i RAEHR

5] DU ] ARM #5858 Firewall Threat Defense VirtualAuto Scale Rk /7 LT & . 7 ARM
RO, A DL N mi ] H T R dahs:

* CPU
* CPU. WAE URAE 6.7+)
A

pE e

CPU f8rM Azure WER; PIAFFHEAR A B K B0 Wit

ShEY RIZEE

* POLICY-1: 4{F{f] Firewall Threat Defense Virtual [} 17 2% 76 5 Ac B 16 42 B2 I 1) P9 B ik 41 1)
Y REBIER, B ANAY . [ “CPU. WAE” ¥ REFRFRIN,  Ahimd e b (e BB 4 4F
{a] Firewall Threat Defense Virtual [{]>F3) CPU 3¢ N A7 H FH % .

* POLICY-2: 4Ff & Firewall Threat Defense Virtual £ 81 135 17 2070 BT I B PRI 82 IF 1) P s

S R EMER, Bk AN . M “CPU. WAE” P REIeWI, Shmd e e {E Rl 4R
H1Ef B Firewall Threat Defense Virtual %45 #0121 CPU st N FAFH#.

A e RiZiE
* G0 H Firewall Threat Defense Virtual B£4%H CPU A ZAE BT & A FRE2 R 8] pUR T-Fd & 1)

WY REEE. T “CPU. WAF” ¥ REfabrny, WS Mg+ 4T Firewall Threat Defense

Virtual %45 1¥) CPU F0 Py A2 A F 246 BTl B I FREEm M AR TRCE W m 3 RE B E, WP
CPU 11 %85 /M1) Firewall Threat Defense Virtual.

L RA

o WP /AN LA 1 AL R (AP —VRAN N 3 /4 a3 i 1 4 Firewall Threat Defense
Virtual) -
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. Auto Scale HRIZFFERK

o MBI KBS B AL ORI AT FESR AR AN FL N RV SRR S48, T2 I I AR s AL
UE, FEMLHYT R UE I AN RE AN FE N AT AR . FESE LR, ROCVRIEEE I N A SR bR

Auto Scale HEiZFEFIAK

ToMR S 2 AR RN AL A R H L AU thAh, B a6 H &R A 23 RE A %2
* T I A BN Azure R H &
[&] 30: Azure FF £ H &

Sy E—————
frche-function-app - AutcScaleManager ¢ %

R e x Chrah o Liwwpmais

Mhcszictt Aseot Untampras

ereuning dend e sidsnager B Thit oot b e sy £oled i indpomsn
L 0

Saaeiehannger | Tk b e e reqerres. et (MM g VI ey

Sutslesehtanrger=: Chacing U commpetion trmpan

i P 42,0 0 woaraton

s Catting ot Eokan temtn

B lnmaten

Satatiehtanige Dapleyeey Frmmibes 28 F1Dvs i st 1t -

smetnd Saaslenb g Muccreded i 111890 baca 290 AM1 HERILAN  inferaten

o ATLEE RN AR N ] KA AN A AR AT ISR H A

3BEEAETAE

T SRR T R
2| Runs history = #  Legicapp run
£) Rrtresa Fun Cetads () Resubst (3
= = "4 -
T = | o "
-]
L]
-k.:o}:ow”-ﬂ!‘ 13
o
ucmakm-fmwmaw i3
Cameted.
] -]
[ [y il e e u

o 0o o 0o 0o o o 0 0 0 0

o W SEEEE, AT AR IS (/2 RN T IEAEIB AT TS . (B, R s/ &L Y iTIs T
Firewall Threat Defense Virtual ¥ 0K 4k T A —F0IR A .

o FEZEEN T R LA BIRENE AT/ AT S5 B e 28 (1 I 1)
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| % Azure &3 Firewall Threat Defense Virtual (& 33 R AR 5 5
Auto Scale #ERIFAFR .

o I EAEB zip, AT CLBEIN TR BN o AETH R BN TR, S s AR N T OF AR AT
55 5E

Auto Scale £ 1| F0BR 1
#%% Firewall Threat Defense Virtual Auto Scale for Azure I, T#F & LA A JULFT PR A -
o WA 6.6 LHEARMA) §7 @ poe ST CPU R,
o OBA 6.7+) FJdke n MEFIX CPU FIFI 2, sl WM CPU K AR 26
o B BB A . RSORE B KRR LA
o B kR E R A AL TP i
* Firewall Threat Defense Virtual & B L0 & HAT A 3L 1P Hidik.
* INSZHF IPv4.

* Firewall Threat Defense Virtual Auto Scale for Azure {2 FFV7 o) iM% . NAT 5Kl . 6 K EZSA
B, CATE N 2% R A ITERE 240 R Firewall Threat Defense Virtual S2f5 . %5 -G48 T By
KESEHL L RSO AGAIL E . A SCRF AR FITE &

* ARM Bt MBI REA B, PSR 20 Se s e A A A R IE .

* Azure B HE 53 0] LLAE pREON IR EE b 7 31 0 SO QR BUS S (i B S AR IR ) o T
DU ] Azure Key Vault iz 55 (53 SUBER «

o FCE AR ] SE AN A B RIS AT H IS b SRR AU BRAEAROR B % B T3
K BE SR T SHERS B BUAT B 45

o WREAEBA S TS HOE G A B R, A BN AL A N BRI L S R L e
AT

MUEHERR

DL F & Firewall Threat Defense Virtual Auto Scale for Azure [ WA 7 oL AR L 7R
o ERR) BB B R AR B KRR RO IP/ARIE; AR 7 KRR A B AL SR A
T i) .
« Tykil i SSH &3 Firewall Threat Defense Virtual: 6 73 A& 7538 i K 2 29 5 i 4% 33 5]
Firewall Threat Defense Virtual; £ % 422 &5 fo i SSH %

o IR HTISIBAT IR BE L #6575 Firewall Threat Defense Virtual /215 2855045422 11 12 SSH;;
KWEZEHEE.

o S KA NI HT AR U Firewall Threat Defense Virtual H G 1) NAT KU/ A 86 HH 5
R A ASLAR I 2 4> 2H 0] Th 2 (1L 1) Azure REHLIRH £/ /10 S TELRAE 1L
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BT REFAEE Azure iR 5]

* Firewall Threat Defense Virtual JoiEVEM 2] By KBEEFE0: KA B KBS BE b0 285 DAY
BT Firewall Threat Defense Virtual %45; KA ; 2 Firewall Threat Defense Virtual Jiit 4< 3¢

W N 7 ) VMSS: #7 VMSS ) TAM £ (0 B0 & 2 75 IE A

W N Iz TR E) . ZE4M R @ Firewall Threat Defense Virtual %45 FA6# SSH i in]; #2x
[ K B FE A0 P RS B M R, KA Azure VMSS A Firewall Threat Defense Virtual
B PIRES

5T ID AR Azure BRECIE HY DR B b8k o b R i T ERIATIUT .

W g AR R AN Azure SXAEBRARKCIN (R IWERSEG], AEIXPMOL T, P9 g AR T e
SOBIN IR R, (H R SR IR .

o FEML ARG B SE O i, T OREE AT N I RE S, IFSE R AT IEAE IR AT (AT 55 5 i

U1 AE Firewall Threat Defense Virtual Auto Scale 5 Azure GWLB #5323 ]38 2T 0] 5, &7 & LA
SRR R .

* K7 ELB-GWLB <t
* K57 GWLB s PR LR IR A
o W3 BAIF Firewall Threat Defense Virtual 4 56452 1 _F R ESRA AY VXLAN LE

o R A .

BB ADEE Azure F £

* Microsoft Windows 5 [fii/2& 0.4 Fifivi

* Visual Studio (fif H Visual Studio 2019 A 16.1.3 ZE470013%)

N

ER Azure BREUEMH CH W50,

» “Azure Development” T/ 412 75 2236 4F Visual Studio .

1% FH Visual Studio #%

1. ¥ “code” SCHFIE FEBIAMIIENL

2. SRS “FTDAutoScaleManager” .

3. 1E Visual Studio "7 I3 H 3C#F “FTDAutoScaleManager.csproj” .
4. Afi ] Visual Studio FRyERETHEATIE BRI L
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| % Azure &3 Firewall Threat Defense Virtual (& 33 R AR 5 5

TR FIHEE Azure 5] .

[ 32: Visual Studio P&l KR A

O Fe Edt View Project | Buid | Debug  Test Andye  Took  Edensions  Window Help  euch [)
o-<=i:s-".unrf g
Rebuikd Sohition
Mansgel  Clean Sokution
S FIDAutoScaleManager | Run Code Analysis on Soluticn AeF11 )
=using System; B Buld FDAutoScoleManoger Shift+F6 + " Exp P~

using System.Threading
using Microsoft.Asphel Rebuild FIDAutoSealeMarager

using Microsoft.Azure, Cean FTDAutoScaleManager

tion FTDAutoScaleManages’ (10

e i t dwn ) =
using Microsoft.Azure Pack FTD Ao calehla b & Dependendies
using Microsoft.Asphel age b Properties
using Microsoft.Exteny E  Publish FTIDAutoScaleManager R
gitignore

using Microsoft.Rest.d

Batch Build.. . o
using Microsoft.Azure, b€ Arure Operations.es
using Microsoft.Azure, Configuration Manager_.. b €% FMC Operations.cs
using Microsoft.AZure,  coi6oure Continucus Delvery to Azure. O3 frdsshiexe

using Microsoft.Azure &7 hostjson

using Microsoft.Azure Managesent.Monitor; b€ Manager.cs

using Microsoft.Azure.Managesent.Monitor . Madels; b oo Unses

wsing Microsoft.Azure.Managesent . Network;
using Ne entClient = Microsoft.Azure.Managesent . Network.Net
using facAuth;

=/* Scaling Logic:-
* If current Scale set capacity = @, Start Scale-Out (increase VM count by 1 or by "MIN_FTD_COUNT' duration based om "INITIAL
® POLICY-1 : ScaleDut : If amy VM's average usage goes beyond 'SCALE_OUT_THRESHLD® for "SAMPLING_TIME_MIN' duration and curr
* POLICY-2 : Scaleut : If average usage of scaling group goes beyond 'SCALE_OUT_THRESHLD® for "SAMPLING_TIME_MIN' duration
= Srale-Tn : T all the w‘:{ averape ucape enas helow 'SCALF TH THRESHID® for 'SAMPIING TIMF MIN' duration and rurrent scale ]
. 4 [

5. IR EN A G, SH1E] \bin\Release\netcoreapp2.1 L4k .

6. EEFTAMNE, il &i%F (Send to) > [E4E (zipped) 3443k (Compressed [zipped] folder), %k
J5 ¥4 ZIP SUAFHERAE A ASM_Function.zip.

& 33: & fkx ASM_Function.zip

» ThisPC » Mew Volume (0) » gt repo » cloud autoscale » Azure » FTOV » Code » FTDAutoScaleManager » bin » Debug » netconappll »

Name Date modified Type Sare
L2
I m AutoScaleManager 13-05-2020 07:56 PM File folder
bin - 2000 07-55. 084 Fila fnidae
A ConfigureFtdinterfaces 1305200007 Pinto Quick access
* CreateStaticRoutes Add to VLC media player's Playlst
* DeleteUnRegisteredFTD Play with VLC media player
DeployConfiguration Move to OneDrive
ScaleMana DeviceDeRegister 7-Zip »
DeviceRegister CRC SHA >
e DisableHealthProbe Cisco AMP For Endpoints 5
mzm Sendto > O Bluetcoth device
GetFtdPubliclp Cut 1 Compressed (zipped) folder
MinimumConfiglerfication Copy I Desktop (create shorteut)
WaitForDeploymentTask Paste I3l Documents
L = ko aComellp Create shorteut B e e
[ FTDAutoScaleManager.deps.json e 4 Mail recipient
s Rename L
4 Properties
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1£ Azure Virtual WAN _t %[ Firewall Threat
Defense Virtual

KEAPUUTLE Azure FEHL WAN AT i o 5 R AR 3538 Firewall Threat Defense Virtual SZ451 .

* Azure fE#, WAN 1] Threat Defense Virtual {841, 2 255 71
* RGUEOK, 9256 1T

* BRI, 25257 0T

© MZEIESD , 55 258 BT

* {F Azure JEFL WAN 3% Threat Defense Virtual , 55 262 71
o EEFE PO E Threat Defense Virtual , 58 270 71

o 7E FR A0 Threat Defense Virtual 52491, on page 270

* it ‘& $2 M, on page 271

s MEEOBCE M, 5 272 01

s BoE W EK D, %274 0T

o BCEBITIRBLERI D) B8, on page 277

o WbEHERR , 2277 1T

Azure £\ WAN =84 Threat Defense Virtual {5j 4}

Microsoft Azure ML WAN SRH] “HCaRa G 78 7 SRR A S8 25 ol K2 40 19X 268 R 43 SCHLAG) A7 B 22 TR) PR 3L
B, 7F Azure Il WAN 77, ¥ Threat Defense Virtual 55 Azure E42hFROME A BY 1700 1 A0y sy i)
JEAAZAR GRS M% (WSS, 2 KU AR D AT 2500 8 HURRS 2 U7 )
Azure P 2% _1F) Vneto A2 AIE i 18 ] Threat Defense Virtual [ k35 106 P, (28 B4 &
FIEEL, A, TyEREEH .

)

IR Azure B WAN SCERMUEA =AM 1011 Threat Defense Virtual 37 A5 7Y,

1 Azure EFL WAN 0525 Threat Defense Virtual B G 2 FLHEy, 40F5:
o LTGRO A BEAS 0 P St B K B i v 7 % .
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7€ Azure Virtual WAN _EZR3E Firewall Threat Defense Virtual |

* M) Azure )N 5 B3 B & (ILB) (19N B IIfE
o FE B S R I 0 SCRC B e sl o

B33 Azure [E 1l WAN L Threat Defense Virtual #1735 2 B2 FH
Azure [Efl WAN F R E A %

Azure FEFL WAN $EALIL SN M (BGP), IXJ&—Fhah A i tpisl, vl 3 B e 76 A A Azure 4%
Z IR RIS e R B A 1 HHTTH{[E%%U LK . ML WAN i fit—41 BGP % (T
S E A ) FEE RS H S (ASN), S50 F FRuCh B B E & 4 Threat Defense Virtual [f) BGP
LB o

S IEAT DA FH A% 7757 Threat Defense Virtual Ff T-3h & %
5% Azure T I PEAE B, 20 Azure SCRYF 2% T BGP Al VPN Mk,
BHEERE

= B2 Azure SRR WAN Ao i i — Rl HSh g, nT a5 405 556 X 46 s R o B4 A 31 o
1 E52 f) Threat Defense Virtual B KBS 4T R 2 it 3 %

ARVEAE R, WZ W Azure TR b &

IRET
SEI R R AR T T T R B R T-7E Azure FEH) WAN AR08 25 3 18] 3% #F 8 i & /) Firewall Threat
Defense Virtual S (NVA) B S5 R /NFTEE

fBan: 4% K/NA D3 V2 [P AS Firewall Threat Defense Virtual 291 7] DL #F 3.2 Gbps, U NVA &
& 5 XA Scale-Unit-4: 3.2 Gbps.

3 26: BT 321528804 Firewall Threat Defense Virtual &0t 2 4% 3

TRET Threat Defense Virtual 35 | K528 2! B EXFHLA
1
4 2 Standard D3 v2 3.2 Gbps
10 2 Standard D4 v2 4.8 Gbps
20 2 Standard D5 v2 12 Gbps
40 3 Standard D5 v2 18 Gbps
60 4 Standard D5 v2 24 Gbps
80 5 Standard D5 v2 30 Gbps
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I 7£ Azure Virtual WAN _EZRE Firewall Threat Defense Virtual

wil [
N
Firewall Threat Defense Virtual 37 =M% DT, B4 Azure BRH] NVA 52 JRESCRE =A%
.

)

IR FEE= MO RN Firewall Threat Defense Virtual 7.4.1 X5 SR 576 Azure B4 WAN &5k
o

Firewall Threat Defense Virtual M 2% 42 B =T MW T -

s BIREEO - B2 HAH IP #ulib Firewall Threat Defense Virtual £ 28 B PO FE—ME
a.

c SMEREED (WAEE) -2 Firewall Threat Defense Virtual 3E 8 2 A 254 A IP Mk =
MEO.

s NERED (WE) - B ¥ Firewall Threat Defense Virtual 754 21 fE 4L WAN £E 2% 2% 1 P4 3 3= 4L
W& K255 1P bk =420,

Firewall Threat Defense Virtual {E% W48 &% & (NVA)

LR 25 Azure B WAN H1 ] Firewall Threat Defense Virtual /£ 5 NVA [ % 2% e & A0 < 1Y =22 10
fit.
* {F Azure P WAN [ Firewall Threat Defense Virtual #[8], Azure <37F N #5612 VNet fIl 1

W BRI, 7R S8 UG VA B SE g e A (B2, BT DAYE S 5 A 1 2 S 1 A
IP Hitik.

o TEICIEAE M 42 A g FR O RN FE 1k PR 1, R Sy 1S 70 3 IR Tl . e 1
N AoVF TCP ¥ 11 443 8305 FH 22 R T IHEM o

* W DX S VRAE Azure FEFL WAN HGC RSy JUIEHE (0 P 350 199 0% A EAT 308455

Azure £l WAN > % Firewall Threat Defense Virtual A9 2] IR &I

SR T BAZAUA GEVT A AE PO AR R T N 35 28 203045 Y YR 41 P 1Y Firewall Threat Defense Virtual 52
B o EHEL 3] DA 0] AT A IR AL A B 57 R 7 R AR

Azure FoE N ARALSIR OIT) U5 R ZhiE, e R e OB N M BR . B2 T BE S,
152 Azure SCRYH ) Azure FG5 N MR FO R B N o

IP ¥
* NZEF IPv4,
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https://learn.microsoft.com/en-us/azure/azure-resource-manager/managed-applications/overview
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7€ Azure Virtual WAN _EZR3E Firewall Threat Defense Virtual |
| BEEEED

X FHHIThEE
« RLFFMLE Day 0/ 52 XEIEEATS 5
* Firewall Threat Defense Virtual A~ FR¥fabriife i3 Azure.
o ANSCRFIB B AE R G R T B .
* ALFERET SSH %1% 5% | Firewall Threat Defense Virtual,

o A3ZEF PAYG.

|
1 SRR REVE RTIERK ™ 1) BYOL

P 4%+ F

VEA Azure EHL WAN H1.00H1 ) NVA, Firewall Threat Defense Virtual <338 iF 00 it N 28 37 B4 5% HH Sk
Kok AR AN GEEAD  (FIanE B . 432 [3hs] 8iE VNET) B & .

PP 2 7 F 208 o A3k L gt i 8 pR 20k LR g
* R SRS
* ZR75: VNet #] VNet
 Fdb: 23 SCEIEHC
« Bdb: VNet F G ELM

B A HERE T Firewall Threat Defense Virtual )\ B EER 31 VNet 349X .

IR LU Azure KIRERE ALy, JFRERRIE WAN. BEAh, B8] LU AR L e B I I H
LI Firewall Threat Defense Virtual, T Z< V5 R g Jb i &E:A46

B/ EH WAN > 3% Firewall Threat Defense Virtual X4 8955 4L S 44 MR
W44 5| H Firewall Threat Defense Virtual 46 77 £F DL ¥ 45 2 7] 5 i 1) Y 2% 371 &«
* 4V VNET (JRZIRSRD IEHZ S| WAN ol
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I 7£ Azure Virtual WAN _EZRE Firewall Threat Defense Virtual
mesmit |

34: Azure 245 WAN . R &9 Firewall Threat Defense Virtual B5t 3% S48 WA

North-South (Branch to Internet)

9 > Internal Load
Balancer (ILB CA)

Private Private
NIC NIC

Threat Defense Virtual Threat Defense Virtual
instance 1 instance 2
(NVA 1) (NVA 2)
o Ve o 5]
[7) {} Virtual WAN Hub

On-Premises Network Azure Gateway Web Server (Internet)

DL PR T m ALt s A ) b 1 i

1 ASHh 20K 3 B Ak B Azure G

2. WRHRF| LB,

ILB k%% Firewall Threat Defense Virtual (NVA)

NVA SNAT |54 PIP - 3% 2 TLEE M

5. Web JIlk%% 2% 1| 5 5245 PIP Firewall Threat Defense Virtual (NVA) 23 H0H SNAT H-#% & 31 % .
6. PUSCHE R B A A 45

> »w

BN EH WAN 1.0 3% Firewall Threat Defense Virtual X 43 B9 4 74 5% 40 3R $)
A5 H Firewall Threat Defense Virtual £ 2 7E DL ¢ % 2 6] 5 it 1) 0 264 3 &«
* P3O VNET (JRCZIMR) EEREE AU WAN Al
o DELIX ) 2137452 21 i 8 WAN HUL 94328 VNET.
35: Azure [E 1 WAN .0 sh & Firewall Threat Defense Virtual %< 7857 £ 42 /R

e 4h & 45 Firewall Threat Defense Virtual £ 27 3%E 82 21 B, WAN A0 Bl s B0k 550 (432140320
1 VNET 2| VNET 2 [6] S0 1 N 25908 1
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7€ Azure Virtual WAN _EZR3E Firewall Threat Defense Virtual |
| BEEEED

East-West (VNet to VNet)

VNet 1 — VNet 2

Virtual WAN Hub

| i
I |
! Y :
I |
: 0 }
I |
! Internal Load :
: Balancer :
(ILB CA)
| 2] 0 © i
I
| I
I |
| i
I
! Private Private I
! NIC NIC :
|
: | | |
! I | | |
I
i t |
! ] [ :
' :
I
| I
I |
| i
I
I |
: Threat Defense Virtual Threat Defense Virtual :
| instance 1 instance 2 !
I (NVA 1) (NVA 2) !
I
i |
I
| I
' I
I
| I
I |

PAR AP SR 4 T 2R D A I R AR

1. VNetl Kfiit e A% 2] ILB.

2. ILBEHIL P — G Z) S .

3. Firewall Threat Defense Virtual (NVA) H$% K142 H bR (VNet 2).
VNet R ifit i A £ ILB.

ILB ¥ 5 52 4% & $I A N[ Firewall Threat Defense Virtual (NVA) JRZs .

o u &

Firewall Threat Defense Virtual (NVA) it & & 3% 7] VNet 1.
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I 7£ Azure Virtual WAN _%32Z Firewall Threat Defense Virtual
mesmit |

AQRE R FNRB]

ZREIEAE— NG BB KA Azure VNET FHLE N HFEF, A Firewall Threat Defense
Virtual NVA 15 A 575y 100 7] A A 23t . R T SCRFX A% 5, Microsoft 7F Azure Mgl WAN FEA it
SN T AT A

o PRUE I 28 (SLB) - MR 23 i 28 & — NS AL 830 i dy, HECE A AR L 1 a4t
IP Ml %55 4E k) SLB 1R HiT i e 2

o &2z 4 (NSG) - BT 43 il 45 Firewall Threat Defense Virtual NVA (AR5 T4 L . 200
Uk NSG FLE MO SLB R i, AR a8k 2 5 VM SEf6,

UEAH AR B HE T FUYI R A -

Customer Tenant Tenant Boundary Microsoft (AME) Tenant
]

i
| Cross-tenant VNET peering

VNet 1 |
‘ I
L. - S |
H ! ILB (CA)
! I
! I
4] !
|
|
I
NSG
IP-based Backend Pool i !
] (Untrusted CA) I NVA Instance 0 NVA Instance 1 |
] H i
1 1 : 1
o Public IP 1 r ——————————————————————— | ! (2] H VM Scale Set
SLB Front-end Configuration ! H H I
N S
i
- Virtual WAN Hub

=
[
) PUBIICIP 2 | o o Voo
et Gl SLB Front-end Configuration ' SLB (VIP)
}
1
}
}

LAR A TPv4 Hiuhik 43 2 (1 71 -

1. Web %/t Ak 1P Huhik: 1.1.xx

2. 5 SLB REKIAILIP1: 22.xx

3. Firewall Threat Defense Virtual (NVA) b2 {5 F42 L% A IP #idik: 10.0.x. x 10.0.x.x

4. % VNET BB VM G H TP Hulik: 192.168.x.x

5. SLB FC'E NTE 443 by ¥4 i i /2 2] Firewall Threat Defense Virtual (NVA).

IR e B LA 1 5 BRI G TR <

1. Web 27 ity ) N FH ks oK o Z5cdl (3@ b F B I 8% rh £1) SLB.

2. SLB ff HI S B i L A i AT 1 88380, I B G K 3 it . NSG #ic &k fuir

P .

3. Firewall Threat Defense Virtual (NVA) 5 1] DNAT #1000, Ff5F #cdi (0. 64T SNAT, #3251y
KIEASAT S TP Hudik. NVA BEUR G RIXT] VM 4032,

4. VM JE i ) b7 KRS S R FA T TP Mk 2 306 it F ok B 25 Hiie 4.
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7E Azure Virtual WAN _E &3 Firewall Threat Defense Virtual |
. £ Azure 3l WAN %R Threat Defense Virtual

5. Bl KBRS HH SNAT JRH 8l R BIAZ SR L
6. HcH LR ] Web 207 it o

1£ Azure [E1l WAN L #[Z Threat Defense Virtual

fa] Ld ] Azure 3 _EHEALHIE T Azure B2 WAN K Cisco Secure Firewall Threat Defense Virtual
Pehh, 7E Azure B WAN HU0 B2 Threat Defense Virtualo

AR

* Microsoft Azure 1k /" . #& 1] PLLE https://azure.microsoft.com/en-us/ Gl & —4>.

* FEREAUL WAN _EEIE— b, A IAE Azure HAIEBIIHO MG R, EZS0 Azure R
L.

o AR R WAN dro i k4= [a) /N T ai&E T 23,
A

Note  Microsoft Azure VAT /24 Huhlka= [A] (I REFL WAN Huls ., (H2, HTR
KIIETHEINHE, Microsoft ANEEVGTE L0 . ANSZEFAEHHEZS 0]y 124
T REFL WAN 0828 Firewall Threat Defense Virtual.

o« JURHERENK T o BEATLUAE Cisco BAFHLEIEE— 4.

\}

Note 3% Threat Defense Virtual S5, %5 n] LLAE G BN EiZ 5240 1 i 6 A LR L H TP,

BIE®E
o PR T - TR P D A R R B FE L
o WEBERET Caily ) - FHTH JEU 1700 A DL 12 38 A L
« SMBERET G - HITH UM B80S UL 12 3 A~ JL R 45

ET A EyipaiEdl
1E Azure JE#) WAN _Ff Firewall Threat Defense Virtual #8284 M 2% B HLK & (NVA) T ELE S 0.
B IR 2T A A U R B, 9 NVA ST —Ffege 4 my 2 7 2k U7 ) 2211 Azure %
W, MR BaAEIE. S E RN H— ke, W—FE ST ER T —IT N AT
{A] Threat Defense Virtual (NVA) #% .

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0


https://azure.microsoft.com/en-us/
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I 7£ Azure Virtual WAN _EZRE Firewall Threat Defense Virtual
sargtn

B2 FEEIRIR
S5 AT P SR R —BR R R/ QUL AT 500 2 A OV Y 4L
iz

HIE1 1 Microsoft Ik ;' F* 4% Fl #6152 5% Microsoft Azure [])7 .
P2 HERESHN, ARGtk . 2SR EESH m.
$IE3 Ll (Create).
PR 4 LB A
« EPEIETT RIS Firewall Threat Defense Virtual (NVA) (3T B FIZRIREEE . bR IRSPREAE 508 1 18] 73 L 45 Threat
Defense Virtual (NVA), PAFEAES BEEAL A U5 AR .

R BER, IESLONEMES T EPEIT R X

PSS A T—%.

FRR6 AERRICIH AT 1B FRAE.

PR G TP URERE S OTEAER.

P8 FEE + QIR IGIEITE S0 QI s S 00R Bos R E B4R Ui

HIEEEXAE

TS WAZNAE Azure YR RCE M A, DU B SRR AL BT 5 (105 ) BR o IX 77 A — AN,
I A WL E VT M IX LS Azure % U BT 7R HIAUR o

UK

FE1 e F Azure [ 1R IST S -
P2 Ul B e U AT,
$®3  AiliAiEiEsl IAM) (Access control [IAM]).
TEAE AR FRSR T ERMBEEX AR
PSRN FBUT A
o AT A E SRRV b M RN — AR R

o« FEMERLPR:  Riii AN JSON /B 3h.

ST/ TS BT U
ST AT IS 8 SN RLE T 75 10T T
SWE ALT—5.
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B seecxre

PRI Zw’H JISON JHALEH L AR 587 actions 7.
"actions": [
"Microsoft.Network/virtualHubs/read",
"Microsoft.Network/publicIPAddresses/join/action",
"Microsoft.Network/networkVirtualAppliances/*",
"Microsoft.Network/networkVirtualAppliances/inboundSecuri
tyRules/*"
]

FEI0 fUHRTEF
TN Al TP UAEE B E U ER.
P12 GLEE + &, FEEM O/ EEER (AM) TUH K FEIR T,

NEEEXAE
B 15 SR ELUR, TLLA 5T SRR AL A (A RO HT AT S 4

UK

P HEEE GBI
P2 AUHEON I B AN G0 . RG0K R S48 U
W3 LI T, Mt Azure B S EC.
PB4 ShRmARSE. R BRI E S B,
$ES MERE PR P EFATH. HEE, SEIERMNITE 540 5T AR IRAL AN SR
PIR6 NAE Fhy R kst Qe UM AL RCATEE S0 . THER, BRI -G ) B e Ut
FBT AHRELURA A AL
TEFEE B0 TUIH P B4 55000 “ LM A, 40T LR BI0Fogs S0 i 1.

T—3Mit 4
A8 R 5 ZARARAE Azure FREFL WAN 3728 Threat Defense Virtual , 5 264 T,

{E R A EZEIRLE Azure E#L WAN L EFZ Threat Defense Virtual

LR BN T anfol{ ] Azure 1373 AL (R fF U T SZRBARAE Azure JE40L) 3k W 352 Threat Defense
Virtual. X2 7E Microsoft Azure FEHl WAN P15 1% & Threat Defense Virtual Fr 75 [ TNZ00 B4R

AR Azure WELTRITEAE R, S (Azure ATT) o

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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TIE4

SIE6

{EFfRR 5 EARHRAE Azure [E31 WAN _EZBZ Threat Defense Virtual .

Procedure

G E| Azure TIRE HAE (ARM) [
Azure |1 B 5 ETK S AT A GBI ER R, SR O BT,
W RERE Azure Wiz > EERUAN .

N8 ZERTF Azure VWAN B Cisco Secure Firewall Threat Defense Virtual, i&#e77 0, R AiitlE
PUB R EE A T

— Microsoft Azure 0 Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * © l cisco-secure-fw-virtual-dev v ]

Resource group * @ ‘ ~ l

Create new

Instance details

Region * © East US v

Managed Application Details

Provide a name for your managed application, and its managed resource group. Your application's managed resource
group holds all the resources that are required by the managed application which the consumer has limited access to.

Application Name * [ ]

Managed Resource Group * O [ mrg-test-cisco-tdv-vwan-nva-preview-20231207100744 v ]

fit & Basics W' »

a) IERERIT .

b) EFEMEL WAN R (P BEAT B B IX k. REANERE A 2 AN B, B0 WAN H0y . Threat Defense
Virtual, EFILEAEIK o B ER 0 BT BRI A% AT ] (04 M B4 25

i B EE [ FiE 415 B (Managed Application Details) %' .

a) FNFCE N H AR

b) IEHFHEEE Threat Defense Virtual S A F6E B4 .

B & A B B bR iR .

a) il F—% LR NVA R E Ui

b) sl RN ECEE AR N

o) MWTHFIRPIELITH, R P S EMRERR 7B HEE R iR,

d) AR MEAT .
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7E Azure Virtual WAN _E &3 Firewall Threat Defense Virtual |
. {ERBERT RAEIRTE Azure [E1 WAN _EEBE Threat Defense Virtual

$B7 A T—%, T~ Cisco SecureFirewall Threat Defense Virtual - NVA T
$IE8  (Optional) XF T AN LI H, ik BRNOEENELL RVFAMEASERE (AN Fik NVA.

Create Cisco Secure Firewall Threat Defense Virtual VWAN NVA BYOL

Basics NVA Application Settings Cisco Secure Firewall Threat Defense Virtual - NVA  Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create
WAN Hub © [ hub1-eastus V]

Cisco TDv NVA Name * © [ cisco-tdv-nva ]

Scale unit* (O l 4 Scale Units - 3.2 Gbps (2 x Standard_D3_v2 instances) v l

Virtual Appliance ASN * © 65222 ]

Enable Ingress ©

Public IP Address * (O [ test-pip v ‘

FIE N IPHE FRFIR S, EPERRUE I H 3810 1P Mkl DUERE AN S 3 Azure AL, THER, B
i EAN AL TP Mtk 752 NVA A HR (K BT A A A8 0 FH Ik TP Mk 4 S N 11
P10 L E B OH NVA RIS R
a) M VWAN gl (VWAN Hub) 78 ik F L WAN 1, PL#SE Threat Defense Virtual 41 o
b) ) Threat Defense Virtual SZ41%i A3 24 4 FK
o) EPEwe LEHE 1) Threat Defense Virtual SE1 40 &= 19 & HL 0.
TR T LR BRI (04 TS, DUSEEILIT 310 NVA k. i, w8 4 M REIT - 3.2 Ghps(2x
Standard_D3 v2 instances) EkE “HRETEE - FHERH (BFXHFIZER 2Threat DefenseVirtual) .

Note
IR PTG UL L P 852 F) Threat Defense Virtual S2451 K H e B s 2870 i i .

d) WANERIZE ASN,
Note

N ASN {HAAE 64512 - 65534 JulH N -

$EB1 A T—%LUE R Threat Defense Virtual - Bt & 7L .

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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FIR13

{EFfRR 5 EARHRAE Azure [E31 WAN _EZBZ Threat Defense Virtual .

= Microsoft Azure £ Search resources, services, and docs (G+/) I

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration ~ Tags  JIT Configuration Review + create

NVA Software Version * © ‘ 7.4.1-139 v ‘

Admin Password * © l I

Confirm Admin Password * © ‘ ‘

Do you want to enter FMC registration @ Yes
information * © O No

FMCIP* © | |

FMC registration key * © ‘ ‘

FMCNATID © [ |

W F RS AT NVA 3R J A

Note

P B AR AL 5 R E AR 2 I AH Y. Threat Defense Virtual IRAIEZ N NVA AR SNF . R NFIFR Pk FEEIE
IRRAS o

Bl HAfIA U7 19149 2 Threat Defense Virtual SZ45 [RFE5 IR 40 T35 (155 PR B850 . 3% 42 H 137 1] Threat Defense
Virtual S0 i 26
A EMA FMC EMEE.
a) i\ FMC IP Hihit.,
b) # A TVEM Threat Defense Virtual 5241 ) FMC £ ZE 48 .
Note
* FMC M H AR K N 1 2 37 N ERF A R 477 o 7EVN I Threat Defense Virtual B, %06
EEH PO B E .

©) [RIIZE] Fan ANAE S JHF A () A FH i 2 0y NAT ID o

Note
* NAT ID 2R KL 1 - 37 N ERFZ AR AR5, ANAE—J7 AR S5 1P Mk, 7E57 8 rhuLl
PG Z B PEM I FE PR . NAT ID A5 Eg—AN— R E%08, Rk o ME—/, 1 B A ged HoAth
SRR M RS E ] . AR T, 5SS AEAS N Threat Defense Virtual B 7E FMC 45 & 41 [F]
NAT ID.

FE5 LT —H LR ERIC.
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. 1 AR 75 AR 7E Azure [E 1l WAN _EEBE Threat Defense Virtual

Microsoft Azure

L Search resources, services, and docs (G+/)

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA

Threat Defense Virtual - Configuration Tags  JIT Configuration Review + create
Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same
tag to multiple resources and resource groups. Learn more about tags

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name © Value ©® Resource

l : I Microsoft.Network network virtue

H16 LT —F LR R IT BL&E .

= Microsoft Azure

R Search resources, services, and docs (G+/)

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Basics  Cisco Secure Firewall Threat Defense Virtual - NVA Threat Defense Virtual - Configuration

Tags  JIT Configuration  Review + create

Enable JIT access © (® Yes

O No
Customize JIT configuration

Previous Review + create

PINE Y, BERE IT G E N2, XK B JIT YN, LI P Threat Defense Virtual S2 45 {3847
WA HE I o

. Cisco Secure Firewall Threat Defense Virtual \[J35&, KR 10.0
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{EFfRR 5 EARHRAE Azure [E31 WAN _EZBZ Threat Defense Virtual .

ST

Rt T —H L R EF+EE I,

Microsoft Azure

= £ Search resources, services, and docs (G+/)

Home > TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN (preview) >

Create TEST ONLY: Cisco Secure Firewall Threat Defense Virtual for Azure VWAN

Cisco Secure Firewall Threat Defense Virtual - NVA

VWAN Hub
Cisco TDv NVA Name
Scale unit

Virtual Appliance ASN

hub-eastUS

ciscoTDvNva

4 Scale Units - 2.8 Gbps (2 x Standard_D3_v2 instances)
65222

Threat Def Virtual - Configuration

NVA Software Version 7.4.1-139
Admin Password e ——
Do you want to enter FMC registration i... Yes
FMCIP

FMC registration key Xyz

FMC NAT ID 651234
JIT Configuration

Enable JIT access Yes

JIT approval mode Automatic
JIT maximum access duration 8 hours

Next

Previous ‘ Create

S8 (EHEB R, BT EITH. NVA. Threat Defense Virtual I JIT Bt B VRIS R, B2k, ARG

£Ii# (Create) LLLEEHL WAN H0s |55 Threat Defense Virtual (NVA).
PIE19 HREN > BE> E=FRES, K5 AERNEERIEE, OHEEELSE LOIEK NVA.

Heme > gpatward-wWan-Demo-wWAN | Hubs > gpatward-vWan-Dema-HUB

= gpatward-vWan-Demo-HUB | Network Virtual Appliance =

Virtual HUB
1 Search T Add Metwork Virbual Appliance
- Dverview Network Yirtual Appliances
Canmectivity Mame Propvisioning Slate Oifering Irstance
B! VPN (Site to sita) W cisco-ngfe-mva-eaT6Tjkpusisc Succeaded ciscofidtest Click he:

L Expressfoute
& User VPN (Point o site)

Raouting

& Rouling Intent and Routing
Falicies

() BGP Pears
® Route Tabiles

B Effective Routes

Secunity

i Azure Firewall and Firgwall
Manager

Third party providers.

i Metwork Virual Appliance

i NVA U E O 1 T4 Threat Defense Virtual <2471 .
$ ] LUAE FH 92450 B 7 BN F TP bk o) Threat Defense Virtual ,

$IE20

JEA3 ) SSH &5k o

Cisco Secure Firewall Threat Defense Virtual A\ [J$55, KRZ 10.0 .



. &I L AP B B Threat Defense Virtual

7€ Azure Virtual WAN _EZR3E Firewall Threat Defense Virtual |

AL BB RS Threat Defense Virtual SE) 2 F TP Ml T 37645 38 b0 g 2481

What to do next

FEMHIEICE SR A B U ) 0 28 ) Threat Defense Virtual 5241

18 b A g B Threat Defense Virtual

AT DI ek A 2 RO C B AE TRy R BES Threat Defense Virtual SE41

B1%E Threat Defense Virtual FiC EAE T FMETE XN %, BfFFR&H, DUEERERE R AEZ A
% b RS R B . WA 2 BN TR LB AR A B % B Threat Defense Virtual SE41]

AT ) BEMEIAR £ & PR rh L A L Threat Defense Virtual S5 [ 3E A5 3%
H{RVEIE B, 15 H (Cisco Secure Firewall Management Center % £ A & /) o

EEIE 0 ;F A7 Threat Defense Virtual 2431

PE1
PIE2
$IE3
PR
$IES5

LIE6

T WA ZRAE A BE A R FH R A AL R VR E R WAN A0 828 (1 5 Threat Defense Virtual 3241 . ‘& Af
DL B 44 57 4G S A 58 8 381 I e 543 o
Before you begin

o T Azure FETUL WAN 0 #4538 (4% Threat Defense Virtual S (2 BN IP bk, & T
FEAE B U RN S

s TEEFEPOE W AL, ES IR 4.
o BIEEVT R A B RN o 1 S B i B AU ) 428 ) SRS
o Erhut B2 Threat Defense Virtual 3R] 61 @ f) FMC 13 /3540 .

R H AL

WKL HIR & > REEE.

sl > R &

i N R BB K Threat Defense Virtual 52450 1) 23 1 1P ik

it Threat Defense Virtual SE41 ) .78 2 #5

i NAAE 0 R 28 Threat Defense Virtual $917] G 18 BE RO ERREREA

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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I 7£ Azure Virtual WAN _EZRE Firewall Threat Defense Virtual
maz0 ||

LT 4 (Group) FHzHIRH, EPEE [ HS N Threat Defense Virtual SE45 115 £ 4 o

P8 MifEEHI R EE (Access Control Policy) T3, HEHE2)W AT Threat Defense Virtual SEA7) ) S o
WX T A S e (E R

P$E10  pidiEM (Register).

TEN EELE 1 2P 10, FM I Threat Defense Virtual 54 .

What to do next
It & Threat Defense Virtual SZ49 )42 1 o

T Threat Defense Virtual SE1J5, A Z07E R BEARO LB LR M.
Azure B WAN CZRE=ANME DT, HACE MR

< EEEELL, AN P AR AL

< SNEEED, AR IP AR AMED.

s WD, KB R IP ESE AL (EEHIP)

Procedure

P11 EREFEFLO.

PE2 HARgEIH.

SIB3 A5 2 M Threat Defense Virtual X3 3 ¥ #m%E KI5

P4 S SEON N gRE R bR 10 GigbitEthernet0/0.

$IEBS i outside 1ENE—MEOMATK.

$IB6 kP 2R (Enabled) HikHE LS %320,

$IBT]  (EREXIE (Security Zone) Rz, EH% Outside.

PR iy IPvA S, 70 1P R0,

$BI  MNIPEE (1P Type) Pz, #%#{ER DHCP (Use DHCP) 44 it & i )\ DHCP FRHX IP Hhdit
HIE10 ik {EF DHCP FREXELIABE I (Obtain default route using DHCP) &% HE
$ENM (EBIAKE (Default route) F5F5THIA 1.

$E12 L OK LUMRAFLE

PR3 EEDE 1 RPE 10 IRLE N EH .
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B rsneszs

What to do next
O E B

AEOBE KRS
AL G P 20 53 L R O TP Hiudik, DA AN ORI P s VG A B b
o AN % G EAE 195G TP bk 4 Sk Jfr A7 5040 L RO R A 6 e
. gg“ﬂ;f u@%ﬁﬂa@ﬂ%ﬁﬂ% W 5 TP Stk £ Ay 3 AR B0 SR St A0 0 DL A i 24 90 [ H s F) s £
BENINE S

i FHIREANZ LV TP M hEAN -7~ R FE A b ik o 53190 5C TP ik

PHELSMERAN POERHE BB IP ioiik

AT RL R BT “AMES” A T B R OK TP bk i R

Procedure

PR G P,

PIR2 HriRE > REEE.

SIB 3 Ui AE O 38 1) Firewall Threat Defense Virtual SZ41

$IE4 £ > Command H3H, %i\ show interface GigbitEthernet 0/0 DISRERAMHHE: HLE, i %I\ show
interface GigbitEthernet 0/1 DURHUPFEE L E FELIE B o

LIRS HELE 1 28B4, DUORIN S8 1 8RAMREE L TP Mk A0 R4 HE A ko
WIE6 0 A A A 1) 1P Huk R o S
PR FIEL TR 5 FAI S 199 5 TP M hk
o BPRBANEEE LR MG TP Hdik, R PRAT DL AR
f5lEn: %+ GigabitEthernet0/0 (Ah4211)
IP Hiuhik - 15.0.112.136
T HERY - 255.255.255.128

Rk, W2 IP ihbvh 5 R M 28— 1P Huhl) 15.0.112.129.
o SEUPAE Y T 6 TP Mk, IEPAT LU T B
f5an: XF T GigabitEthernet0/1 (P4 #B#EIT)

IP il - 15.0.112.10
M HER - 255.255.255.128

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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Fk, PSP 1A (RIBEF R RIS —A IP Hbhk) 15.0.112.1.

What to do next
A N AN 1 B o

A5 aREE O Bl & EGIA RS B

TE1
PIE2
PIE3
PE4
WIES
WK
PRT

LIRS

Procedure

BB

g > BREEE.

#iili Firewall Threat Defense Virtual SZ4]
A B H (Routing) > F&7SH&H (Static Route).
RTINS

7E3% 0 (Interface) FHu4RH, EFE Outside,
ER] S R o MR EE L% +E any-ipvd, ARG R0,
BN G TP ik

a) slili + BEIARLAA R B0 5 o

b) I A EE IS BRI A4 KA ]

c) midiEM (Host) M.

d) N SS9 G TP Hbdilk.

e) miifRTE.

1 R EBHE O B & EGIA RS B

1
$IE2

$IE3

Before you begin

PR IRAEHE LR 2% | 34028 Firewall Threat Defense Virtual [¥J CIDR IP Hhutl.
.

Procedure

%ﬁ%%ﬁﬁ EF‘ Lo
HRGE> B&EE.
1540+ Firewall Threat Defense Virtual SZ441 .

J

smnnsnilss i

Tl BSR4 R B 7
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B ==neee

$£IE 4 A (Routing) > E8752&H (Static Route).
PEBS SR E.
$IE6 {r3Z0 (Interface) THyIRS, #EFE Inside.
LT ML %, DAl 44511 CIDR IP Mtk >R MC & A4 1
a)  mirh + EIAR LS I 25 0 %2
b) AW L0 R A BRI ] o
¢) RiliEH (Host) W%,
d) HAFLE CIDR IP idik (&R HuhE2s ) .
e) mitifR#EF.
W8 INIMML %, DA S8 i 28 s A TR ORI 1P Hbik >R pic & 4 1 o
a) sk + BEARLLS N MY B
b) AN W £ 0] SR A FR A o
¢) sidiEH (Host) M,
d) H AR RS TIRGUER I TP Huhik. 4 168.63.129.16.

1 TP sl s v bl ] 5 bl o

LI H MG 1P Huhk:
a) i + BEIARDAA I 6 5
b) HAXT G A FRFIUL .
¢) MFEMN (Host) W45,
d) N CUESRR PR I OG TP ik
e) milifR?E.

it & it 2 5% i
TR, ] DA R A M il L SG  (BGP),  FH T Threat Defense Virtual 5245155 HoCa 22 8] )
AR e XA LA RERL WAN A A ) 90 485 3 o G 5 ) PR R AS R ) 8% el vk o
BGP & — &K HY, EHRYEF 005 Threat Defense Virtual ¥ 452 [8] () 52 I B AT ek % [E 1%
FH o 11 AR I ER A3 FOUC B A B el B SORAS B
H R Azure EH WAN FITE4I{E S, 1521 Microsoft Azure FE#l WAN Y,
[ =k5 g
Procedure

TR SR

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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I 7£ Azure Virtual WAN _EZRE Firewall Threat Defense Virtual

P®2 HRigE > §REE.

$12 3 51l Threat Defense Virtual SE441 .

$1B4 5 E (Routing) > 82758 H (Static Route) .
PBS SRR A.

$IB6 £3ENO (Interface) FHFE T, #%$¢ Outside.

R ENE N EEE D, iH PR Insde.

HIE T RIS TP Huhil-
a)  slili + B LS I 6 %2
b) HIAX G FRAIBE .
c) RiiiEH (Host) M5,
d) #i IP Mk,
e) MiifRTE.

J2 A BGP % H

Procedure

T EREFH L,

$E2 RIKIEFIRE > REEIE,

SI8 3 4l Threat Defense Virtual S .

4 SR (Routing) ST,

$HIES A EMIRE (General Settings) K BGP.
1B 6 %1 2 A BGP (Enable BGP) ik #.
BT FANERTON AS 4.

$IE8 R TE.

What to do next
it & BGP 4F )& .

T |
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B ==scrux

B & BGP 45 &
Procedure

PR BxEH DL,

$I®2 %k BGP>IPv4> 4BfE (Neighbor).

$IE3 ik Enable | Pv4 5%k HE.,

FEA  FANERPOM SRS (AS) 4T .

WIS AEARmMLAR ik

SIE6  HAIC A BGP & s —A IP Huhk,

$£E7 kb2 BB (Enabled address) & AT

L8 {miE AS (Remote AS) FE I AS 45 .

LB EPE%R (Advanced) % L 2R ZEIZLEIE (Disable Connection Verification) & iEHE.
FIB10 R

BN EEDER 1 2K S, SN BGP £t A IP ik,

What to do next
554F BGP 4 A

IoE BGP S8 HECE

Before you begin

fil & BGP &t )5, WAZEIE TS Ol 1 BGP & 7E Threat Defense Virtual F1REEJ WAN 502 7]
MIER.

Procedure

TR G P,

P2 RRIEFEE > RETE.

#1823 i Threat Defense Virtual 24 .

TR pihg& > BRI CLL.

FIES £ _Command T-BtH, HiA show route L& H FHIIFERRE .

Note

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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CET RSSO |

15 B 7~ BGP %4 5 Threat Defense Virtual HiZEEEIRE .

B &z TR ERN T e

FLHfi{& Threat Defense Virtual PREFEREIRTS, 020N F & F2 21 P 38 SR 838 4 (ILB) 11 N 42 11
(Z5F) . ILB i) TCP ¥ 1 443 $4T € Wlig1 T'{ji #ﬁ#ﬂbﬂ PLEGIE K H Threat Defense Virtual
(I ] J8

Procedure

T G PLL,
P2 KKEFIRE > FRIRE > #Fi5kEK > Threat Defense i & -
$I83 Ny Threat Defense Virtual N NFTSREE, LU 830125
FRA G O IN T S
$IBS kP BAHTTP RS2 (Enable HTTP Server) HikHE, SRJ5{EikO (Port) FBFHA 443,
HIB6 il + R0 (+ Add) DUACE HTTP Hbdik.
BT EFSIPRIERNES 1P Mkl 755
$®8  NATAXEAEDQPEEH TN P Huklt, AR5 s dnRmLCE s in 2 E X Ei4ED .
$E  SHHBE.
PE0 KREFRE > ZEEE.
BN A2 RARER (Applied Policies) #4441 44 K Fr o
$£1E12 NFEAIRE (Platform Settings) 4712 ik B 5% .
PR3 ST H 24 e
17K E HTTP 7 MR VE (5 R, WS NG E HTTP.

B R HERR

PLR 2 HEFL WAN H Threat Defense Virtual [ WS 4% T AR R -
o St AN HH 21 Threat Defense Virtual.
* BG1F Threat Defense Virtual i 45 # A /Crs AT RIS, 2 1) 150 )3
o BOAIE A AN A DS RE L RIRAE W9 G TP Mk A5 TE A
s KA EE AR .

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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7€ Azure Virtual WAN _EZR3E Firewall Threat Defense Virtual |
B osesns

* K342 Threat Defense Virtual [K19E RFC RFC 1918: {575 % HH 2 [ Hh Wi 45 58 & P Huohik 1R
RFEC 1918 {E [ .

o S DA B A R s WL AE 5 Threat Defense Virtual #8255 i% : &SRS E RN /N F 3K
%F 23, iR HUB Hihk== (A (¥) CIDR /N F 805 F /23,
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7£ Hyper-V &322 Firewall Threat Defense
Virtual

ARFEANLH U F Microsoft Hyper-V #i2 Threat Defense Virtual.

o A, 5279 WL

o WENFIRR S, 55 280 KT

* idescAl . 2R 281 L

s VFul, 2281 1t

* N Hyper-V EHIACHRAL , 56 282 1T
* #E#% Day O il SCPF , 3 283 1T

* fifiJf] Day 0 fiC & SCAFERE 2 285 1L
¥ Threat Defense Virtual , £ 295 1
o WREHERR , 28 296 1T

HE iz

f45 0] LAl Fl Microsoft Hyper-V CAEA 10.0.0 JT45) #528 Threat Defense Virtual.
7t Hyper-V # 4 Threat Defense Virtual % & LL K 1%

EIEFW — SF N E L (Mgmt 0/0).

RERFR — 4% (Gig 0/0).

SNERF N — A0S ol T 1) LR KT P9 2% (Gig 0/1)
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Management Center
on Hyper-V

Magmt 0/0
Gig 0/0 Gig 0/1
< >
Inside Subnet Qutside Subnet
Internal Server
Threat Defense Virtual (Can be another server for
deployed on Hyper-V East-West topology)
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* CPU: f/b 44~ vCPU

* RAM: I’ 8GB

* HiALArf%: 100 GB
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download/
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3= 27: - F 12109 Threat Defense Virtual 15 5] T £ PR i1

X REHE BO/RAM) | ERFRH RA VPN £iE BRI
FTDv5, 100Mbps 4 #%/8 GB 100Mbps 50

FTDv10, 1Gbps 4 ¥%/8 GB 1Gbps 250

FTDv20, 3Gbps 4 ¥%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #%/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv100, 16Gbps 16 }%/32 GB 16Gbps 10,000

fic & Hyper-V #3324

UK

TR STITRAM U B 25
£ Hyper-V S BLEH, HRAMINIRIEG%, W5 s ERIRZ R EEE.
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o MRIREHI ML E, WAESH VLANID (0. 1503) .

PR AR, R)e s hiE R BCE .

';E Virtual Switch Manager for WIN-IKL8PCLGVGC -

& Virtual Switches .. Virtual Switch Properties
% New virtual network switch
# wla br1503-mgmt Name:
Cisco(R) Ett onverged NIC IM Virtual Switch I
H oha Cisco VICE switch
Cisco VIC Et { Interface Hotes:

B ohe
Give a name to

i the vSwitch

A Global Network Settings Connection type
U MAC Address Range What do you want to connect this virtual switch to?
00-15-5D-41-80-00 to 00-15-5D-4.. @® External netwark:
ICBCD(R) Ethernet Converged NIC X710-DA2 I v
/ 4] Allow management operating system to share this network adapter
[ Enable single-root I/O virtualization (SR-IOV)
Select external O mntarnal nmtwrk
network and O Private network
choose the D
phvs‘ﬁl adaptel’ [4] Enable virtual LAN identification for management operating system
fl'om ﬁ"e dl‘op The VLAN identifier speafies the virtual LAN that the management operating
system will use for all network communications through this network adapter. This
down setting does not affect virtual machine networking.
—

Enable VLAN identification oo
and enter VLAN ID based on

network configuration

#gvayoExH [

HEZ Day 0 BCE X

FHia Z |l

1t J5 3)) Threat Defense Virtual Z H, &0 LAEE Day 0 BL'E SO, SO 2 AL #4475 J5 3 Threat
Defense Virtual I ][] Threat Defense Virtual Pt & [ SCAS SO TGRS BRI S IE B TAEH
sk 44 dayO-config [ SCAS SO, IR 15 IR SIS BRI day0.iso SCfF . Day 0 B 3C
RO 4 /B, 5 W PO A R 1 D A B T A SR S IR AIE 1K) SSH IR 85 # 1K i %, (HEE W]
T SE32 1K) Threat Defense Virtual BU'E . day0.iso 3CfF (H5E X day0.iso BiEKIA day0.iso) WAZAE X

EEzibuR S DEE

FAHEAZR B A 2 Linux, {HXS T Windows A R LR .

o MR TEAEFE R 5558 Threat Defense Virtual, WA 25465 BAR 2 N8 L8132 4T Threat Defense

FCE I Day 0 BCE SCHF . SXANE T th Bl K ) Day 0 Bie & 301
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B csoaomzExs

QAR WA T 028 Threat Defense Virtual, W25 25 /E % BB 4 CUANTKIIE 1T Threat Defense
Bic s HIAE Day 0 Ao SCHE . IXANE H T34 B85 K56 1) Day 0 Bo& S0P, a0 BRI IR R 5
2% Threat Defense Virtual, I DAZIAES RS N A0S 1TEC & H AE Day 0 BCE M. XANGE
FHT- 2% 97 K351 Day 0 Be & S

* S Z0HE 15 IR Bl) Threat Defense Virtual Z BN Day 0 FC &S00 4 R BRI 5 5)
Threat Defense Virtual 2 J5 i f| Day 0 fic &, W2 Z0HHAT write erase 774, W H Day 0 Bii & LA,
4R J5 JE 3] Threat Defense Virtual .

di2

IR {444 day0-config [ SCA ST A\ Threat Defense Virtual [f) CLI FCHE o VS 1 =N 11 A¢) 482 G R0 75 () A4
HARCE .

517132 bh Threat Defense Virtual FAJFk . day0-config [N #7241 Threat Defense fic .. /i day0-config ff1 5% £k
77 2 WA 1) Threat Defense Virtual & 1217 B & (T #7347« day0-config AT MUFAR B2, N 54T (1) show
run iy &4t o 7 B AR -

-

{

"EULA": "accept",

"Hostname": ” FTDvhyperv",
"AdminPassword": "r2MS$9 Uk6O##",
"DNS1": "208.67.222.222",
"DNS2": "208.67.222.222",
"IPv4Mode": "Manual",
"IPv4Addr": "10.10.0.92",
"IPv4Mask": "255.255.255.224",
"IPv4Gw": "10.10.0.65",

"ManageLocally": ” No",
"FmcIp": "10.10.1.83",
"FmcRegKey": "ciscoadmin",
"FmcNatId": "cisco"

}
P2 (AL K R B BEAR AT 1 REVE FTUE S0 2 RSO R BB TS0
P3O W FESCAEH] 1D 2 RO HIBONAL AL ID A R SCA S
A (A[3E) 5 EAEYILA Threat Defense Virtual #3E REFE - 3T B 8h VAT, 15Hi{R dayO-config SCAFH A& LUTF{E &
« R IP Mkt
o (APIE) M TRAEVF I HTTP A3
* T )E S HTTP AREE Canfi e ) EHEI route i 4
* #f tools.cisco.com AT TP Mkl i) DNS k55 4%
o Ji5 58 4535 K 1) Threat Defense Virtual ¥ 1 1F [ 8 REVF v] i &
(&) f§F Threat Defense Virtual 7 CSSM 1 i3E AT A R ME— 3414

DB 5 5 K SCA SO R R 1SO SO gL CD-ROME:

Ni
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stack@user-ubuntu:-$ sudo genisoimage -r -o day0O.iso dayO-config

I: input-charset not specified, using utf-8 (detected in locale settings)
Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

SO A 3 I B BEVE AT IS 2833 T Threat Defense Virtualo

PER6 LR 25, AN TP ik 58 K 5E A Threat Defense Virtual @1 #1801 BRABC E S F

{£ A Day 0 Bc & X AR E

FEWE Day 0 BLE A2 5, T UAEH Hyper-V & L85 3HT %
IE LU P IRAE Hyper-V EHL B3 Cisco Threat Defense Virtual:

Server Manager

Bitvise SSH Server Control Panel
Component Services

Computer Management

Connection Manager Adminestration Kit
Defragment and Optimize Drives
Embedded Lockdown Manager

Event Viewer

Group Policy Management

Health Registration Authority

Hyper-V Manager

Internet Information Sernces (IIS) Manager

L2 SRR I Hyper-V 8BS .
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3 Hyper-V Manager = (m] X
File Action View Help
e 2@ EE
3 Hyper-V Manager v | Mach Actions
irtual Machines
58 WIN-R4DHSO0CCID - WIN-R4DHSOOCCID -~
Name State CPU Usage
Ni
§ ooDC1 Running 0% e
B o0Hcl Running 0% 3 Import Virtual Machine...
B8 .OO-HCI-Z Running 1% || Hyper-V Settings...
& {CscoFTOV Rurring 0% 28 Virtual Switch Manager...
H resizer_ubuntu Running 0%
. Virtual SAN Manager...
«a Edit Disk...
L Inspect Disk...
Checkpaiets m) Stop Service
Details ¥ Remove Server
© Refresh
No item selected View »
ﬂ Help

a- \ ¢ FEl - E = N >3 FEL p > N
ST MEMHUESER P IET, AT 2R P LSRR, SRR P > “IBAL” .
53 Hyper-V Manager — [m] X
File Action View Help
e=| 2@ 3E
[ Hyper-V Manager Actions
Virtual Machi
e e 3
Name State CPUU
B oooc Runring 0 New 4 Virtual Machine...
B o0-Hc Running 0% 5 Import Virtual Machine... Hard Disk...
B ooHcl2 Running 3% ] Hyper-V Settings... Floppy Disk...
B resizer_ubuntu Running 0% H8 Virtual Switch Manager...
=, Virtual SAN Manager...
w4 Edit Disk...
e El Inspect Disk...
) Stop Service
resizer_ubuntu ¥ Remove Server
© Refresh
Created: 9/17/2025 X
Configuration Version: 12.0 View 4
[ Hep
Generation: 1
Notes: None resizer_ubuntu -
+5 Connect...
7 Settings...
Summary Memory Networking Replication &) Tum Off
@ Shut Down...
Displays the New Virtual Machine Wizard.
WA EPR I B RIS (New Virtual Machine Wizard).

Cisco Secure Firewall Threat Defense Virtual \[J35&, KR 10.0
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3 New Virtual Machine Wizard

> ] Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

5 N d . computers for a variety of uses. You can use this wizard to configure the virtual machine now, and
pecify Name and Location you can change the configuration later using Hyper-V Manager.
Specify Generation
pecify To create a virtual machine, do one of the following:
Assign Memory
« Click Finish to create a virtual machine that is configured with default values.

Configure Networking « Click Next to create a virtual machine with a custom configuration.

Connect Virtual Hard Disk
Installation Options

Summary

[C) Do not show this page again

l Next > Finish Cancel

TS PUTHNFHENLE, e TER:
* Threat Defense Virtual [{] 4 FR A E o
* Threat Defense Virtual [{14%%.
A BIOS JHEN B PR 14K
A UEFI 3 sl ik 658 2 X
* Threat Defense Virtual ) 477 5.
BAREK: 8 GB
« WG RCAY ORI OB E BRI # AL
o AL AR
s EPHERNAREMER, ARNKEE VHDX XHRALE.

Empayo ExHHE [

SB6  SULSTERSERPILE VM 6. REEE R NEHE, SR Threat Defense Virtual it & .
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[
| 3 New Virtual Machine Wizard X

] Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the
Specify Name and Location following virtual machine.

Specify Generation PSR BITIE

Assign Memory Name: Cisco-FTDV

Configure Networking Generation: Generation 1

_ Memory: 8192MB
Connect Virtual Hard Disk Network: br-1503-mgmt

Hard Disk: ~ C:\Users\Administrator\Downloads\Cisco_Secure_Firewall_Threat_Defense_Virtual-10.C

To create the virtual machine and dose the wizard, dick Finish.

< Previous Cancel

$E7  E VM 4 vCPU.

£ )3 5] Threat Defense Virtual 2§, #7054 vCPU {H. 7F Hyper-V & HL8 A M 8B . “WHE” (Settings)
XHEHERFT HF o AEAMIT “REfE” (Hardware) S K, sS40 88 (Processor) LAV “AbFEZS” (Processor)
%

TERERIBLIBSEEE T, MAITTN vCPU THL.
=IKEK: 44 vCPU.
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B4 Settings for Cisco-FTDV on WIN-R4DHSO0CCID = X
Cisco-FTDV v 4 p |0
2 Hardware I Processor
r Add Hardware
[ BIOS You can modify the number of virtual processors based on the number of processors on
PP, the physical computer. You can also modify other resource control settings.
. Security Number of virtual processors: 42
W® Memory Resource control
8192 MB You can use resource controls to balance resources among virtual machines.
n Tt\)f‘l:;flsa?;)rocessors Virtual machine reserve (percentage): 0
= | IDE Controller 0 Percent of total system resources: 0
[# 5 Hard Drive
Cis rewall_Thr... Virtual machine limit (percentage): 100
=] IDE Controller 1
= Percent of total system resources: 3
DVD Drive
one Relative weight: 100

& scsi Controller Sl
4 Network Adapter

A com1

7 com2

[ Diskette Drive
A Management
[x] Name

] Integration Services

5, Checkpoints

F,&‘ S{'na»rt Paging File Location

I N Day-0 it & 1
{E Hyper-V & FEE A M S & & . REXHERFTIT. 7EAMFEH R, E# DVD IEEhaE > MG ST

WIS Day 0 BB ) dayO.iso SCF, RfE AR . 2% 5 KA 3) Threat Defense Virtual i, R G0t
T Day 0 BCE XA N AT HCE
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6 Settings for Cisco-FTDV on WIN-R4DHSO0CCID = X
Cisco-FTDV vi4p|D
A Hardware DVD Drive
¥ Add Hardware
[ BI0S Select the controller and location on the controller to attach the CD/DVD drive.
Boot from CD Controller: Location:
@ security IDE Controller 1 v 0(nuse) v
¥ Memory Media
3192 MB Specify the media to use with your virtual CD/DVD drive.
[+ n Processor O None
4 Virtual processors o Image fie:

= [ IDE Controller 0

[ o Hard D:\day0-files\day0.iso

= [ IDE Controller 1
DVD Drive
day0.iso

&l scsI Controller
¥ 4 Network Adapter
br-1503-mgmt

O Physical CD/DVD drive:

Drive 'H:'

f com1
f com2
[ Diskette Drive

A Management

1] Name

|“] Integration Services

# Checkpoints
F“? Smart Paging File Location

OK Cancel

IS RIS A

Browse...

To remove the virtual CD/DVD drive from this virtual machine, dick Remove.

Remove

Apply

Wil B Threat Defense Virtual R — /MM EIE LA« BB R /DI M GIERC RS . EAREIF, AT

I P S IR 8% 3 T 2% o
W TAE
* Threat Defense Virtual 2404k T3¢ AR

* {E Hyper-V & HE A AR E . WEXIHERAT I . fEAMKREGSE R, sl s, AR5 i Mg

EACEE > iR

iR
B “IHRR M G R .
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[ Settings for Cisco-FTDV on WIN-R4DHSO0CCID = X
Cisco-FTDV vl 4 p |0
A _Hardware " Add Hardware
[]" Add Hardware
[ BIOS You can use this setting to add devices to your virtual machine.
Boot from CD Select the devices you want to add and diick the Add button.
@ seauity SCSI Controller
ey Siorage Drive dastied
W Memory Legacy Network Adapter
8192 MB Fibre Channel Adapter

I Processor
4 Virtual processors
= [ 1DE Controller 0 Add
[# o Hard Drive
Secure_Firewall_Thr... Virtual machines are created with one network adapter. You can add additional network

Cis

= [ IDE Controller 1 adapters as needed.

DVD Drive
day0.iso
& scsi Controller
3{, Network Adapter
br-1503-mgmt
f com1
None
f com2
None
H Diskette Drive
None
X Management
[1] Name
Cisco-FTDV
[7] Integration Services
Some services offered
& Checkpoints
Production
@ Smart Paging Fil i
- 'aging File Location
C:\ProgramDataMicrosoft\Win...

carce oy

PR KRS RINGE Y > W& > R,
A2 W 11 Ay 3G 2 3 i B A 3 4L
Ji Ml VLAN #Ri2FF4 A VLAN ID.
XoF PRI BTN NG 109 264 385 i #4 T A2 bl A

Pk o
U ARREHEDG AT, AN R 2 Wi 11
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Ez] Settings for Cisco-FTDV on WIN-R4DHSO0CCID = X

Cisco-FTDV

v

4 » |0

A Hardware

¥ Add Hardware

[+ n Processor
4 Virtual processors
= [ 1DE Controller 0
[# & Hard Drive
Cis ecure_Firewall_Thr...
= [ 1DE Controller 1
DVD Drive
day0.iso
&l scsi Controller
.1, Network Adapter

None
[ Diskette Drive
None

A Management

1] Name
U Integration Services
So ffered

# Checkpoints

Production

U Network Adapter

[ BIos Specify the configuration of the network adapter or remove the network adapter.
Virtual switch:
br-diag v
e disabled
VLAN ID

@ Enable virtual LAN identification

The VLAN identifier specifies the virtual LAN that this virtual machine will use for all
network communications through this network adapter.

1129

Bandwidth Management
() Enable bandwidth management

br-1503-mamt 0
.:,4, Network Adapter 0
br-diag -
oMt @ -
None
f com2

To remove the network adapter from this virtual machine, dick Remove.
Remove
0 Use a legacy network adapter instead of this network adapter to perform a

network-based installation of the guest operating system or when integration
services are not installed in the guest operating system.

Cancel Apply

Az A Rs) (BGER T UEFD .
WA VM 2455 2 /8 (UEFI |53 , i ERE.
AAREBs) (WHRBRIAKRFHD .

$B12 13 VM.
i VM R B
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foscoFTOV

- onnect...
resizer_ubuntu

Settings...
Start
Checkpoint

Move...
Export...
Rename...

Delete...
Enable Replication...

Help

VM BRARZSIAE N /R IEFEIBT
T3 UinEtlG.
1E Hyper-V & H 2 Xt VM LT HHEHI B2
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&3 Cisco-FTDV on WIN-R4DHSO0CCID - Virtual Machine Co... - O X
File Action Media Clipboard View Help

@O n |

"tdv login:

Status: Running = u]
iR

 FEAUEE VM I, P b ZiAE R E AREE IR g REER 2 4K,

* BRI AR, AR E A )L AERE % A )a S

Choose the generation of this virtual machine.
(O Generation 1

This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

(® Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based
firmware, and requires a supported 64-bit guest operating system.

J \ Once a virtual machine has been created, you cannot change its generation.

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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%18 Threat Defense Virtual .

A Hardware
f Add Hardware
3 Firmware

Boot from File

Security
Secure Boot enabled

......

# [ Processor

EhBRRERIHNRIEHE.

1% Microsoft UEFI iE 3 571 & HLAAE A AR .

218 Threat Defense Virtual

{=1F Threat Defense Virtual 245

. Security

Secure Boot

Use Secure Boot to help prevent unauthorized code from running at boc
(recommended).

Enable Secure Boot

Template:
Microsoft UEFI Certificate Authority v

fn] DL 3 PR 7 2045 1F Threat Defense Virtualo 5824 EE3868 FH 1E 5 2.

< PRKHL (B

M Threat Defense Virtual CLI J& 256 14

i

Cisco Firepower Extensible Operating System (FX-0S) v82.18.0 (build 3411i)
Cisco Secure Firewall Threat Defense for Hyper-V v10.0.0 (build 1145)

> shutdown

This command will shutdown the system. Continue?

Please enter 'YES' or

 MRBIHL CAHERE

'NO': YES

7& Hyper-V BT, G AT VM, RJEIEECH .

A

AR RORHATIEREISCH, JF ] R S Bl EBUR .

EE /3 Threat Defense Virtual (W FEFREFHSIS)
UR%& )\ Threat Defense Virtual CLI JEZhEH 51 S, UMETHER.

Tl

Cisco Firepower Extensible Operating System (FX-0S) v82.14.0 (build 3411i)
Cisco Secure Firewall Threat Defense for Hyper-V v10.0.0 (build 1145)

Cisco Secure Firewall Threat Defense Virtual A\ [J$55, KRZ 10.0 .
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> reboot
This command will reboot the system. Continue?
Please enter 'YES' or 'NO': YES

ffiiF% Threat Defense Virtual
Threat Defense Virtual VM {5711 )5, 7E Hyper-V £ BLE$ b A7 4 T VM, AR5 RIS

)

AR R VM A INERIEE R B MERL (VHD). WA TR A, 20T gl A7t b I

HUEHERR

W - JoVE RS VM, JEERIRA A
Yt - HEALAE A S AR VM I, Sk AR )
fifthJT I - R VHD SCIFITERE AL sl

* - EILABCEUR 3 VM REEFTITRAT

Wi - 25— A VMAEH S8 VM R R BRI, 2 2B b el AU 57 - BRI VM
o - BNLURSRI, RGN AL

Yyst - MENHRERSE FRA LB RAM ¥ ClCE M N AL E] VM I, 2R AR b ) .
fit g Tk - AR EHLERAE RS LE TP RAM 7] .
o ) - iMIE SSH %#2: 21 Threat Defense Virtual 58 AR EE AL IN%K Threat Defense Virtual Ul

LR TTIE - 7E Windows 97 K 35 ) NSt R H b B0 h 7803 11 22 (SSH) 443 (HTTPS) i1 80
(HTTP).

o Tl - BEARCIE T IR LR
PRI RTL - Un R B AL (2 A R REAUAC L, IS IR CIERGRCE VLAN R C
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1£ 0CI _=%F 2 Firewall Threat Defense Virtual

#& A LAYE Oracle Cloud J:4ili 13 Jiti (OCT) L% Firewall Threat Defense Virtual, Fi& & —Fi AL AT
RS, {EREREAE Oracle $& L1 m ] I PEHLE IR EE TPz AT N TR P .
LURFEFP A1 T I e 4 OCT M85 3 )5 3)) Firewall Threat Defense Virtual SZ4 . % 7] L% 5% OCI 7]
F, {E OCI i3 & Cisco Firepower NGFW K415 k5% (NGFWv) 7= b, AR5 B sl &sefl. A
) Firewall Threat Defense VirtualJ&i, RZ0ECE 2% 3, DAMEAR YRI5 YA H b om0 1n) 295
KEi o
s WER , 3297 0t
* R 45 301 0T
* HUREAAT 3302 BT
AENANER A . 28 303 0
M ZEIR =B, 5 305 BT
U4 P Secure Firewall Threat Defense Virtual %45 , % 307 7T
* BCE OCIIfHG , 5 308 1L
* {F OCI ¥ Threat Defense Virtual , 5 312 11
CEEED, H313 W
* NIEFER) VNIC ¥ nis ch #5314 01
* ffi 1] SSH %% 3| Firewall Threat Defense Virtual 3£ , 28 315 7T
* {§ Ff} OpenSSH Z 4% %] Firewall Threat Defense Virtual 3241 , 2 315 7T
 {fi[f] PuTTY %447 Firewall Threat Defense Virtual 3£ , 55 316 171
* IPv6 bR, 5 317 1T

3

iz

Cisco Cisco Secure Firewall Threat Defense Virtual 12417 5% ¥ Cisco Blj K 5% g Bl i AH R A4E, B
FEPUTE PR B B 24 T . Firewall Threat Defense Virtual 7] LAEBELE A OCI A, #XJ5, AILL
W TECE, DAORYE— B (e N R . Wie 4 Bl 3 SLA B 1R RE LR A B 04 A0 T AR ko

I Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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B ocitmmmLn

OCI it HEF IR/

FEAR AT 28 /3 BL 25 S ) CPU %t . W AF AN LA B2 Y O ARAR «  Firewall Threat Defense Virtual 32 £F
LLF OCI IR A

3 28: 1 ¥5 x86 BT HE TR

0Cl 24K X #5189 Threat Bt #0O
Defense Virtual i
x oCPU R FF TR RS
(GB)
Intel 73x K ERA |8 120 /M 4, R
VM.DenselO2.8 8
Intel 73.x MEERA |4 48 /M 4, BORME
VM.StandardB1.4 4
Intel 73x K ERA |4 96 B/ME 4, HKE
VM.StandardB1.8 8
Intel 73.x MEERA |4 28 /ME 4, BORME
VM.Standard1.4 4
Intel 73x K ERA |8 56 B/ME 4, HKE
VM.Standard1.8 8
Intel 7.1, 72x M 73x |4 60 /M 4, KM
VM.Standard2.4 4
Intel 71, 72xf173x |8 120 H/ME 4, B
VM. Standard2.8 8
Intel 73.x MEERA |4 16 /ME 4, BORME
VM.Standard3.Flex 4
7.3x M ERRA |6 24 B/ME 4, HKE
6
73x MEERA |8 32 w/AME 4, BKE
8
Intel 73x KEERA |4 16 m/ME 4, B
VM.Optimized3.Flex 8
73.x MEERA |6 24 w/ME 4, mNE
10
73x M ERA |8 32 /ME 4, BKE
10
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ocritszmmA s |

oCI 24k ¥ #%8Y Threat Bk O
Defense Virtual i
# oCPU FEH TFEENTE# S
(GB)
AMD 73x MEERA |4 16 /M 4, R
VM. Standard.E4.Flex 4
73.x MHEERA |6 24 /M 4, o RMH
6
73x MHEERA |8 32 e/ ME 4, e RAE
8
AMD PR 7.6.4 4 16 /M 4, HRME
VM .Standard.ES.Flex 4
IR 7.6.4 6 24 BME 4, g RE
6
IR 7.6.4 8 32 B/ME 4, BKE
8
AMD IR 7.6.4 4 16 BME 4, g RME
VM .Standard.E6.Flex 4
PR 7.6.4 6 24 /ME 4, OKME
6
IR 7.6.4 8 32 BME 4, g RME
8

R 29: 355 ARM LB RYITE ZIR K/

ocCI iz  #5HY Threat B #0O
Defense Virtual ki
% oCPU BEHFELTF A SR
(GB)
Ampere 10.0.0 & mpRAS |4 8 Be/ME 4, BKME
VM.Standard.A1.Flex 4
1) Altra ZbFH2S
10.0.0 K mfA |8 16 /ME 4, BKE
8
10.0.0 S s mfRA |12 24 w/ME 4, wAME
10
10.0.0 X s A | 16 32 /M 4, BOKME
10
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ocCl iz  #5HY Threat B N
Defense Virtual ki
* oCPU BEHL AR A 28
(GB)
Ampere 10.0.0 J B hRAS |2 8 B/ME 4, BNE
VM.Standard.A2.Flex 4
) AmpereOne At #1
P 10.0.0 X R A |4 16 /M 4, BOKME
8
10.0.0 S s A |6 24 /ME 4, BORME
10
10.0.0 & A |8 32 /ME 4, BKE
10

N

AR BRAEBUEH Flex v %N,
A
F® AT VM.Standard. A1.Flex %K/, 14 oCPU 4T 1 4 vCPU.

BT H AT IR/, 14 oCPU #1247 2 /> vCPUs.

« *¥7.4.x JHERAS T Flex AR ZHF SR-IOV it

* Firewall Threat Defense Virtual £/ 3555 4 PMRE,

15 1§ [ Firewall Threat Defense Virtual 7.3 M 8 = A S5 1K) OCT & TR 1 a8l .

* OCI T3 MAE A 7.3.0-69-v2 & 5 =i it 451X 55 Firewall Threat Defense Virtual 7.3 A 58 i=i i A )
OCI TR M2

* %%t Firewall Threat Defense Virtual 7.3 & 5 S fRCASZHR 1K) OCT vH AR T8 #8

* OCI 5 B A 7.3.0-69-v3 A 5 &= R 7 5 4 Firewall Threat Defense Virtual 7.3 2 R[] OCI
THEWE B R AT 4% 55 Firewall Threat Defense Virtual — & #5580 B RIN LA IR A

* VM .Densel 02.8 T LA R 4h 81t 9, BIMEAE OGSl j5 ot itk . A OGS R, 16
Z[# OCI CHY,
T LAE OCT Bk, /] Oracle =113 B JEEL Firepower NGFW [EHUIFS kB (NGFWv) 7=
mn A BT RS, AR IEIEFE OCT IR
B4 235
BRG] UEFI #5528 Threat Defense Virtual 524 .
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HO
qﬂ.
H

iy 2 i

e
Ell

\)

AR OCI w4 R shIhte.
AT B0 M 0 28 0] AT R B RAS 10.0.0, TIASRZ B M. AN SCRAEE G 3 Us shi

PUR AR 5 W T #E Oracle Cloud FEfl % jiti_b 8% Threat Defense Virtual 1) TAEHFE

1) 2) 3 4
1 i — b g ~Search for "Cisco
Configure the
Create the N "
Virtual Cloud 4 Create the Internet Create the Secure Firewall" in
Network (VCN) Networisaecurity Gateway Subnet » the OCI
Group Marketplace
Oracle Cloud
Infrastructure
g l &= N\ T~
( 6 ) (7) ( g (9)
™ Launch and set up B "~ Deploy the threat > Attach the
the threat defense —— Provide the Day-0 —» defensevirtualon ——p required
virtual instance configuration OCl using Setup interfaces

wizard

Manage threat defense
virtual using
management center

Management
Center

T1E= 8] TR

Oracle Cloud JERE % | 7F OCI 272 Threat Defense Virtual: Fi & Rl = M4 (VCN) (M4
it (Networking) > EE$8 = M 4& (Virtual Cloud Networks) > CIDR # (CIDR
block) > 1/ VCN (Create VCN).

2 Oracle Cloud 4l % | 7 OCI |43 Threat Defense Virtual: B R4% 22 420 . R IKEF ML
Jti (Networking) > [E#lz= M 4% (Virtual Cloud Networks) > FE1l = M 4% ¥
415 2 (Virtual Cloud Network Details) > W 4% %2 48 (Network Security
Groups), #RJ5 i eI M 4% £ 48 (CreateNetwor k Security Group).

3 Oracle Cloud &A% | 7E OCI |3 Threat Defense Virtual: €7 B BRI MG, ML

i (Networking) > FE48l = M £& (Virtual Cloud Networks) > FE48l = [ &%
4B{5 & (Virtual Cloud Network Details) > EEx [ 3= (Internet
Gateways) > fill 32 B EX W Y 5 (Create I nternet Gateway).

4 Oracle Cloud J&fil ¥ | £ OCI |7 %% Threat Defense Virtual: € 1’ . M4 (Networking) >
it FEHIZ M4 (Virtual Cloud Networks) > Rl = W& iF4R{E 2 (Virtual
Cloud Network Details) > F M (Subnets) > £1|# F & (Create Subnet).
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B ooz

TE=(E] FIR

5 |Oracle Cloud ZEfifi ¥t | 75 OCI L% Threat Defense Virtual » 5% 312 B(: 7E OCI il =
Jiti “Cisco Secure Firewall” .

6 Oracle Cloud ZERl#E | 78 OCI 3558 Threat Defense Virtual , 5 312 7: J2 )% & Threat
it Defense Virtual SE24f

7 Oracle Cloud FEAi 1% | 7E OCI _L3%% Threat Defense Virtual , 2 312 T1: #&4: Day-0 fit &,
i

8 Oracle Cloud ZE%illi% | 78 OCI 358 Threat Defense Virtual , 25 312 T: 1% & 5] $:4F OCI
it #5258 Threat Defense Virtual.

9 Oracle Cloud JEAi 1% | 7E OCI _I %52 Threat Defense Virtual: #E##: 1. i+& (Compute) > 32
Jit 5 (Instances) > SLfFiE4R{5 2 (Instance Details) > %387 VNIC
(Attached VNICs).

10) BT i & BP0V B Firewall Threat Defense Virtual

AR R

* 7 https://www.oracle.com/cloud/ - flJ—/> OCI K J** .
o HRMERENK M . ] AR BRHKAE 0 (https:/software.cisco.com/) Gl gl —AMIK 1
* ¥F 1] Firewall Threat Defense Virtual.

o A 2 A RS HIVE AT TR B KR B T

o WA B RTIE I FEGEAE L, 1528 (Cisco Secure Firewall Management Center 5 B 53
fama) ) AT

A

R AR T BT IEFZAL (BARTH T Firewall Threat Defense Virtual
LB K SRR IPve BLE

o BOER:

s BHPO (2) - — AN K Firewall Threat Defense Virtual ZEf 3] By KESE FEARLy, H—A
HTEeW; LM T HisnE.

* WER O (2) - HT## Firewall Threat Defense Virtual 34 %1 P ¥ AR A JLRI2%

* ﬁrﬁ&%ﬁé
* ¥ 1] Firewall Threat Defense Virtual[¥) /A 3% IP.
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| #E OCI L &8 Firewall Threat Defense Virtual
senisames I}

* 15 9% Firewall Threat Defense Virtual 24t 55K, &% (Cisco Secure Firewall Threat Defense 3§
BMEFREED .

R U 0 BR )

L HFRIThRE
* 1€ OCI Rl = M 4% (VCN) Hif &
« BB (RO
* VPl - 325 BYOL
* IPv6
AN KR L SR
* LR /O ERME (SR-IOV).

FTDv & BE1F R R 1 RELR 51

Firewall Threat Defense Virtual SZ Fr0EGEJZ VAT, 122 MIVE AT 0] 35 T340 38 TR BRI AN [6] (1) 7 1 B 2 )
1 VPN FEHBR

< 30: ETF 121 HY Firewall Threat Defense Virtual i 7] T 8 R 1

TEEER WEHE BL/RAM) | EERH RA VPN £ iE BRI
FTDv5, 100Mbps 4 ¥%/8 GB 100Mbps 50

FTDv10, 1Gbps 4 ¥%/8 GB 1Gbps 250

FTDv20, 3Gbps 4 #%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #%/16 GB 5Gbps 250

FTDv50, 10Gbps 12 ¥/24 GB 10Gbps 750

FTDv100, 16Gbps 16 #%/32 GB 16Gbps 10,000

i (Cisco Secure Firewall Management Center 4B B3 3859 ) Wi “UFnf” —3, THRAEVFAT

Firewall Threat Defense Virtual % £ I5F (E N o

\)

ER S vCPU/NAE(E, 204G K 4] Firewall Threat Defense Virtual 145 f) BLY .
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B evmms

7£ 0Cl B2 Firewall Threat Defense Virtual |

EREML
5230 Firewall Threat Defense Virtual s EVERE, Z0T BT VM R EHLEHTREE ., HCEEAIE R,
1521 OCI L BRI R AL

$ZULi% ¥ RE - Firewall Threat Defense Virtual SCFFECERY E (RSS), P45 385 Be w1 FH 1% T ACKS /9 4%
PR RG2S W . 78 7.0 SO B2 508, ARG R, ES B H T Halor
§E (RSS) 24 RX A%,

E

IBATRRAS 7.4.3 BB S UAR ) Threat Defense Virtual SE 4 7E B YOS Z)IIRIAT 2 BTG AT 55, X
S PEEEHI G RA TP AT o IXMSERZ IEH 1. RSB AE S R 3 e KA Bl A 5 M,
HEYIR S TR RE P, AT RE T B B A S BN IMT N

ARG, R T SR LT 6

Snort

o GRS RN TR AT A, BIU0 Snort 75 BARACHS (8] A4 BESR M), Bl VM B #2218, s EHUT
FEATEFEWF, % M Firewall Threat Defense Virtual £l VM LS H K. B8 S4& CPU f# 1%
Bl NAES 1O A F S DA/ 5 I R H K AT By 10 ) AT S HE R

* 24 Snort <M, WMELEE CPU I /O . 1B AENAAA L BLEA 5 CPU KA LI
@15 7 K& Firewall Threat Defense Virtual 5241, W] Snort 4 75 ZARK I ] A GEC A, XF T2
GZE Snort Lo

AEFHFHIThEE
o JHRE B KR A A AR AR B S R
* Firewall Threat Defense Virtual AHl HA
o 35 U/ I/ A A A
* J@ ik DHCP fic & 4 £z 1

PR
* OCI _I# Firewall Threat Defense Virtualili & A 32 #:5:4 Mellanox 5 /£ 4 SR-IOV #£3T H) vNIC.
* IPv6 & F T4 OCI v (VCN IPv4 Fil IPv6) BUE R XUHERL .

* Firewall Threat Defense Virtual (ASAv F2f1 DHCP Bt &) FT i i Bah Bt ).

0CI Ampere A1 (ARM) S25;+ = 1R

o YIBLEALG RN LI, OCI Ampere A1 (ARM) S 7] fig 318 51 77 - B AR AR 0
JEHIELE S SR-IOV If o G A BB T R IR RS R B, 35 300 47 R AR 45 sk e 1 & Oracle
Cloud Infrastructure (OCI) 32 f .
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| #E OCI L &8 Firewall Threat Defense Virtual
mesmitRsl ]

* OCI HBA 2id 3% Ampere A1 5615 F SR-IOV M4 1 S AnBRHl. A CHALPEGNE S, 1520
Oracle Cloud Infrastructure W40 Ja) BUSCRY

https://docs.oracle.com/en-us/iaas/Content/Compute/known-issues.htm
* VM .Standard.A1.Flex SZf5ip £& bR i
* VM.Standard. A1.Flex kg (X S5 - HE AL 04 45 ) Bl ade 13

o WIS REAR ) (SR-IOV) M4 J5 3 1) S T Ge s PERE T B, AEAR D EE DL T 2 H IR 4t
o NP IRIX L] 8, & T Ampere A1 115 (aarch64) ¥ OCI - 5 WG U8 FiC B o A
R A R 2% o W SRAE O S A IR B T B M 2%, R B R, FF Rk
AL REEGHIE 5491 3 326 0 PR B 2V U

* 5 OCI Ampere A1 THEFHEA ) A 52 SUBAEAE T SR-IOV UL T ol LUy i 8lys (A,
JERE iR Z 3 VSUIRE G A B I R 20, DLIBTS 1 EE IR A P 2 e AN s 58 R v )
IR E
{1 & g il i VM. Standard. A1.Flex SEIIF, SV Oracle H b BT 121 BB AL I 45 J5 528
B XTHE G, W2k PEL ) (SR-IOV) 2% .
F+ER BRI F0 5 PR 14
' & 74 BR
A\

AR ASCHRRE T

TARAE T BT IAT 84y« T142 3 Threat Defense Virtual 10.0.0 J5, &0 2 LLRT R AE R A . 22
IR0 B B RRAS, D ZR B B A

P 4% 3 N 11

TEE/R T 785 B k58T @i H T Firewall Threat Defense Virtual f3#4b, £F OCI 4 Firewall
Threat Defense Virtual BCE T 4 1M CEFEL. 2. TSN .
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M L& 3R TP

& 36: €& M4~ VCN 9 H9F WM H1 0CI 52 =15 Firewall Threat Defense Virtual

Management Inside VCN OCI FW
YN i OC! Route Table
T 1.0.0,/21 10.10.2.0,/24 _l—a -
Public IP Mgt 070 Gig 00 : ] Destination 10.10.3.0/24
SSH i Inside -—@ Mext Hop 1P of FTDv GigQ/0
Diag VCN Outside VCN il
=" OC! Route Table
10.10.1.0/24
RO-10- 30285 Destination 10.10.2.0/24
= s . :
@ Diagnostics Diag Ggon | | Ouuside & —@ Next Hop 1P of FTOv Gighf1
Open Ports
Managemeant
22 & 8305
37: VCN BB MA-F M EY 0CI E3Z 7~ 15) Firewall Threat Defense Virtual
oracLE OCI Region
clow
VCN
. ocCI FW
Management Subnet Inside Subnet Rules
= OCI Route Tabl|
10.10.0.0/24 10.10.2.0/24 = oueTane
Mgmt 0/0 Gig 0/0 Destination = 10.10.3.0/24
Public IP Inside = NextHop P of TDv Gig 0/0
SSH I I —=
Cisco Secure Threat
Defense Virtual
) ocCI FW
Diag Subnet Outside Subnet Rules
= OCI Route Table
10.10.1.0/24 10.10.3.0/24 =
Gig 011 Destination = 10.10.2.0/24
4 Diag Outside —
g D = Next Hop  IP of TDv Gig 0/1
| — |
Open Ports
Management ,
22 and 8305

)

AR AERA VON A YA 7 R, S Z0RERE 52 T P IR ER A N 21 55 1% 1 I SRR IR i e

Firewall Threat Defense Virtual |Pv6 ZRE3R31
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| #E OCI L &8 Firewall Threat Defense Virtual
N{ATEIE Secure Firewall Threat Defense Virtual 1% & .

* East-West Traffic Topology

Inside Subnet - P Outside Subnet
2603:c020:5:5800::/64 g 2603:c020:6:ba00::/64

Inside |Eth0 @wm:- ! | Gig0/1 Etho| Outside
Linux | 2603:c020:5:5800:7  2603:c020:5:5800::a | = ': 2603:¢020:6:ba00::a 2603:c020:6:0a00:7| Linux

FTDv
- | Mgmto/o | )
OCl Inside Route Table Public IPv6 '\ OCl Qutside Route Table J
Destination 2603:c020:6:ba00::/64 Destination 2603:¢020:5:5800::/64
Next Hop 2603:c020:5:5800::a Next Hop 2603:c020:6:ha00::a
Inside VCN Outside VCN
or—
——
aas
FMCv

an{a] &2 Secure Firewall Threat Defense Virtual 1% &%

BH AR E PR B Secure Firewall Threat Defense Virtualo

Secure Firewall Management Center

T S A KR 1 £ B8 ] Firewall Threat Defense 7 157 [ 58
ey iy AR AR B KSR AR ) SR E B BS . ARIEAER, 152
Firewall Management Center >k ¥ Secure Firewall Threat Defense Virtual , £ 457 1L

ZRPITHREFNECS &, AT By kKBS
Z ¥ Secure

| &

BEEM  BAREEIRHE A B kB %5 T8 1 B kB4 4 1 b0y Sk T Firewall Threat Defense % %5 . 1E o
By K dik e 255 B SRR EIThRE IS . B e A B KO R0 K45 BE Firewall Threat Defense 15

%y BRAREAR A A 1 D) R SR C B A D) Re LM B KB BE Tt e 5 — 7 1H, 4% W) Firewall
Threat Defense 7 /it Bl KB HE R0 WA, Bl KB e 248 BRAS RO B 55 S~ pli 2t

[RZIRER o TEFEN

sty ot

iR B, AEINTRAE B kB v & B BEAS e B R By KBS E R AL AT,
Flrewall Threat Defense 1 250 B & FHZRAIK), 1% EBIX— A,

Cisco Secure Firewall 1% & & 1822
7 K 838 £ E BL A J2 K 24U Firewall Threat Defense 1 25 #8655 1) WebZt 1. ‘e ] DARC E /N ) 2%
e A REAR T RE . L= M IS — S BULE W& M Tl, EXFMLh, LR
e 2 B & BESS RIE HS R W & RN 4% . A RTENE S, TS ] Cisco Secure
Firewall % £5 & P28 K4 P Secure Firewall Threat Defense Virtual , 5 475 71
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B =xoumiosgmsn

\)

AR I Py KB A ELRS W AR 1 F)ER, 1521 Cisco Secure Firewall Threat Defense S 251 457 o

—_ ) 0 i rtes \
LRATRIBE IR E I H D
DR KBS EFE O — N ET 2 E P4, ik n] LI P & H Secure Firewall Threat Defense
Virtual %55 AT KBS ¥ g0 2 FF Secure Firewall Threat Defense Virtual 7.0.3. 7.2.0 5 =
WA . BREAEE, HSHEH =388 KBS B0 K4 HE Secure Firewall Threat Defense
Virtual , Zf 483 Ui,

| o

EEEW BRI KBS B0 B KRS B e A SRS B A &5 Secure Firewall Threat
Defense Virtual %45 .

B & 0CI IfiE

T LR Threat Defense Virtual #8725 00 & AU = BI2% (VCN), BARG1T:
* %/ VCN (Multiple VCNs) - £ /b7 ZPY4 VCN, 4%E4 Firewall Threat Defense Virtual #1146
Ao X FVFLEAN R 28 2 [A]HEAT B 8 0 U A o
s THFMBYEA VCN (Single VCN with Subnets) - B0, %8 n] LLECE 1 PUAS 1R ) 24 VCN,
™ Threat Defense Virtual 2 15—/~ 7ERGECE Y, 7 KR8 0T LU FH DGR % i 2 A0 1 04 il )
— VCN W Z A o X AT ] DAYEAS F FAS VON I A 280 5 31 19 (] i
TEA] DLAR AT LU R PR 58 U BE VCN. AR5 1 [B] 2] 4% (Networking), A2k, i b
FAh A1 VCN,

32

P Gk OCT H LRI X 5
OCI KI5 A1 e RR 25 1 2 AN X3 . XU R TE PR R AT F e — AN DR I BRI AN 2 R BAE 5 — N X b . i e
SRS A DA R S50 PO 1 DX 3

$IB2 KRR 4% (Networking) > Bl = M 4& (Virtual Cloud Networks), #RJi s5idi €& VCN (Create VCN).

I3 i\ VCN btk & %R, {5141 FTDv-Management.

$ 4 i\ VCN ) CIDR .
a) IPHhE¥) IPv4CIDR B, CIDR CJCZRAIEIR] B ) 2 1P itk S HOCIe R el iR 1) B o . i, 10.0.0.0/24.

7E0k VCN ] DNS 414 .
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| #E OCI L &8 Firewall Threat Defense Virtual
tenszsa [

b) IP Hilikf¥) IPv6 CIDR Ht. CIDR CICRFIERIE M h)  J2& TP Huhik K HOCIEMs i i ) S %o Bildn, [::/0].
c) JEFE IPv6 CIDR Bl Oracle A FEAML 25 M 4% 1L I1) TPv6/56 T4 -

HIE5 Lid0 IPv6 CIDR $£ (Add 1Pv6 CIDR Block) LA I IPve S,

FIE6 N0 VON ¥ IPv6 Ji4k, il /54,

$®7 g3 VCN (Create VCN).

T—5Htta

GRAAAT LU NP USSR B VON. SERUEHE VON Ji5, ORISR A 1)
## VCN.,

N

AR NS R R RS A, SRR R A . BE R T B AT, DU S A b 5
X BEYRIIVT ) o SBSFRIMRRR ) i1 Oracle 7E JHMCAR I b St . A5 BE 5 ] AAE AR RFa 8] b @1l B 2 1)
SRJEAS IS ) LU AP R L8 Y P m] AR SL A B AT ER AT . AT RTEAE R, 1S4 Oracle SCRY

LR IH]

BIEM %L =4

W 2% 27 4 20 1 —2H vNIC Fll—2 W H T 1X 28 vNIC 1928 4= 2H Al
buk

F$B1 KRIEFEM L& (Networking) > FE#l = W 4& (Virtual Cloud Networks) > 8l = W& iE4H{5 2 (Virtual Cloud Network
Details) > M#& % 240 (Network Security Groups), #AJ5 iM% % 440 (Create Network Security Group).

LB 2 TN A ERFR, 10 FTDv-Mgmt-Allow-22-8305.
$EI HET—5.
SEA NI AN
a) VSAINEEI LA S F TCP S 1 22 T SSH i) .
b) AN LA A TCP 3 15 8305 AT HTTPS 1 i),
] LA B kRS T Ay 45 3 Firewall Threat Defense Virtual, X352 HTTPS 83T FFi 1 8305,
TR
a0 DK I 822 A U Y 45 #1482 11/VCNG

P®5 sl (Create).

I Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj


https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingcompartments.htm
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B ozzpmmx

1 22 B BRI ) <

FAEE BT AT A TT T, U 2 I R
T2

HB1 RKRIEFM L& (Networking) > FE#l = W 4& (Virtual Cloud Networks) > 1l = M 41415 2 (Virtual Cloud Network
Details) > EELM M X (Internet Gateways), A Ja stili 32 BB/ [ 3 (Create Internet Gateway).
IR 2 N TR W G R & FR, a0 FTDv-1G.
P®3 A EEEMM X (Create Internet Gateway).
IR A R RS 0 A ELIE R Y 0K
a) ML EEM 4% (Networking) > FE$l = 4% (Virtual Cloud Networks) > E#l = M 4&i£ 415 2 (Virtual Cloud
Network Details) > #&FH 3% (Route Tables).
b) s BRI B ph AR B LAV N % R R0 o
o) sdARINEEEAMN (Add Route Rules).
d) MB#RZEE! (Target Type) FHiglF, EHEBKMMX (Internet Gateway).
e) HiAH#¥xs IPv4 CIDR B, #1401 0.0.0.0/0,
f) %N\ H#x IPv6 CIDR B, 40 [::/0].
g) MBFREBLR M (Target Internet Gateway) N 7412 i 654 6 g i k¢
h) AHARINEEE AN (Add Route Rules).

Bl EF W
A VCON 204 AT W B8 E R VON QI NMEFE 7M. 2H VENIEFRE A2 M,
W VCN T — NN R, AME VON F5 25— N T M o
R H— VCN, NWEAE VCN WEIEF T, 2HTF™. WETBRFSNE T M.

UK

LB KIRIEFEM L& (Networking) > 2l = M 4& (Virtual Cloud Networks) > Bl = M4 iE4H{5 2 (Virtual Cloud Network
Details) > FF (Subnets), #AJ5 riilitlEF M (Create Subnet).

IR 2 WA MRAYERFR, a0 B .

$IE3 EHFMEER (Subnet Type) (B & UK BRI E X 18 (Regional)) .

1B 4 Y\ CIDR # (CIDR Block), #1401 10.10.0.0/24. FM P (JEALL TP Mtk n] A CIDR H3RER.
a) WHIRZHM 1Pve, NIk B 1Pv6 CIDR $ (ENABLE IPv6 CIDR BLOCK) & kA,
b) 7 IPv6 CIDR 3 (IPv6 CIDR Block) ', %A IPv6 R4 .

IS MEEHR (Route Table) s Rk HE L ATAIE B R .
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{8FA Cloud Shell B2.& 1Pve Mctteit [

HIE6 NI T ML FRiFIE) (Subnet Access).
X “4 7 (Management) -, IXAAZE 22 #£F W (Public Subnet).
$IR 7 %F DHCP I (DHCP Option).
PIB8 EHE AT R LR,
FIE9 i3 F M (Create Subnet).

T—F Mt 4

M4 VCN BB, 2. B AN 5, 88T PLJA 8l Firewall Threat Defense Virtual. £ %
Firewall Threat Defense Virtual VCN BLE K61, 5SS WL NE.

38: Firewall Threat Defense Virtual [\ = P &

Virtual Cloud Networks in ftdv Compartment
Name State CIDR Block Detault Routs Table DNS Domain Mame Created -
3k 0302
il I ¥
Al
[ n

{$£ 3 Cloud Shell B & IPv6 [’ <t

4 OCIh, BT RERG —ME—F) IPv6 M OCHblE, #AZILE Firewall Threat Defense Virtual Tz
Eizihht, IPveviiEA S IEH LAE. S/ el v AZE Cloud Shell HI24T OCI 74 11T M 1E41{F S
TR &R .

UK

$IE1 # 3 OCl > FTFF CloudShell (OCI =#&i#%) (Open CloudShell [OCI Cloud Terminal]) -
PR 2 AT LLT A% DUE A7 3R IPve TEAI(E &L -

oci network subnet get - subnet id <subnet OCID>

"'JJ;H% 3 }J\ﬁ:‘é\%%ﬂfjﬁ& ipvée-virtual-router-ip %o

SRR A LHZR IR R A E .
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7£ 0Cl B2 Firewall Threat Defense Virtual |

. £ OCl L #3E Threat Defense Virtual

7£ 0CI _EZ32 Threat Defense Virtual

RN

SIE12

$IE13

TIE14

1§ ] Oracle Cloud Ti3% " #Y Cisco Firepower NGFW JE#11;7 kif (NGFWv) 7= il il i 1154 52 1) 45 OCI
b #35 Firewall Threat Defense Virtual. &35 CPU Him. W A7 =AM B IH SR RGP B 3G T
FHUEAR

UK

HFExOCI]),.
DI R AE SRR A B A . B ORGSR T DX A

kA (Marketplace) > [ FHF2/F (Applications).

ETT 48R “Cisco Firepower NGFW virtual firewall (NGFWv)” , #RJ51E 5= o

TR KT INGA, RIGIETH B RIEHIZEZOracleff A £ TS IEI &7 F0 54 (I havereviewed and accept
the Oracle Terms of Use and the Partner terms and conditions) & %4,

A BEISEH (Launch Instance).

i NS A (R R B ER, U0 FTDV-6-7.

BB ZAR (Change Shape), #R 5%+ 40 & Firewall Threat Defense Virtual T CPU %ie. RAM & HIT Tk
FIECE IR, Bl VM. Standard2.4 (G2 A , 28 297 10)

MEILE M4 (Virtual Cloud Network) T #7414 h ik 45 7 VCN,

MFR (Subnet) a1 PR HAE LT (CERR AZhERD .

Verh{E M %% 2 4R HI R 8 (Use Network Security Groupsto Control Traffic), 4R /5 EH & B VCN B & (1)
wEYl.

A E A 2L P il (Assign a Public Ip Address) #ik 444 .

FEFNAN SSH %48 (Add SSH keys) T, riilihMhA %A (Paste Public Keys) HLub % £ IR SSH 2% 4]

5T Linux (15245148 H] SSH B8 D0] 1 AN i 26 RSkt e F2 FH P EAT B B0IE . S D0 AR FAI A A SR, ]
DATE G 54 K R R B AE T ML E AR AR A SRS . A OCHEN, 152745 B Linux 5241 %8I

Hili BRERIE (Show Advanced Options) #f4% DL TF% 55 .

TERIEBIZR (Initialization Script) T, sidikhMh = ¥IELEIZ (Paste Cloud-Init Script) MLk 44>k 4 Firewall
Threat Defense Virtual #2t day0 HC# . day0 it & 25 7E 5 K| T Firewall Threat Defense Virtual H/][A] 3 [ o

DL R 7™ Bon 0] LA S HIRA LB ZR (Cloud-Init Script) B & I ARSI i 7] dayO Hic & -

{

"Hostname": "ftdv-oci",
"AdminPassword": "myPassword@123456",
"FirewallMode": "routed",

"IPv4Mode": "dhcp",

"IPv6Mode": "dhcp",
"ManageLocally":"No",

"FmcIp": "1.2.3.4",

"FmcRegKey": "ciscol23reg",

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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| #E OCI L &8 Firewall Threat Defense Virtual

wxEn |

"FmcNatId": "ciscol23nat"

)
* FmcRegKey - 3 PR M 391, T TR BT 21 B KBS B L %R M8 PR AT T
ST RECE, K 3T AN

* FmeNatld - 208 —AME— 1) — PP a PO o AR B AT B KR s BE Ly 22 1] 4 NAT B9
I, WUl 2% A PE— ¥ NAT ID FIME—[F3d 80

FIE15 it (Create).

Tt 4

4% Firewall Threat Defense Virtual 341, siili €l (Create) &G, R&SERN “IEER
fiL” (Provisioning).

| o

BEEEDN  BEREIEW HEE,. — H Firewall Threat Defense Virtual 525 MR ECAE N iz IRAE, BT EAE Firewall
Threat Defense Virtual Jii 8] 5¢ il .2 A AR $i 75 22344 VNIC,

Firewall Threat Defense Virtual &5k Nz IR H 4 —A VNIC GEZ [t E (Compute) > K15
(Instances) > Sk f5liF 4015 2 (InstanceDetails) > E#£#Y VNIC (Attached VNICs)) . iXF% 4 3 VNIC,
2t B4 B VCN.  1F Firewall Threat Defense Virtual 56 B 5 5 8h 2 R/, #8755k 2 Rir G 2t (1) H:
fls VCN 7 (2. WEB. AMB) 1E$H: VNIC, LUETE Firewall Threat Defense Virtual b [Fffi &l
VNIC,

UK

EFEHT S5 5011 Firewall Threat Defense Virtual SZ 41 .

MUKk 2% 89 VNIC (Attached VNICs) > ¢1|# VNIC (Create VNIC).
i\ VNIC HHiAYERFR (Name), #1140 Inside.

MEEHIZ M 4% (Virtual Cloud Network) #7513 FF i $ VCN.

MF M (Subnet) 751K IE L1 T M

Ve E FA M %L 4RI FIR 8 (Use Network Security Groupsto Control Traffic), 4R 51448 4 Frik VON fic & (1)
YA

6P Bk IR B AR 3% A A 2% e A gl L (Use Network Security Groups to Control Traffic).
(A[3E) FEm &R P k. UCUIEE N VNIC EFR € 1P B, A W ZHAT e EAE .
WERAARE 1P, OCL A /3 HESS T (1) CIDR gy i 1P Hihik.
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B =m0 vnic mmezmmn

$1E9

M THR7EE M (Save Changes) BLEIJEE: VNIC.

TR0 X T RS VNIC R LR

A1 %R VNIC 378 hn s B AR

G A

K e RIS INZIE WL P FEFI SR B 6 1 35

UK

WL PEM 4% (Networking) > FEHl = M 4% (Virtual Cloud Networks), #RJ5 i 5 VON CEEIBRIA S & (N5
BN o

R ARMEE BN (Add Route Rules).

M B #RZEE! (Target Type) FhrglZkt, EHER IP (PrivatelP).

MEBIZEE! (Destination Type) 4741 % ik ££CIDR 3R (CIDR Block).

i NB¥x CIDR #, 141 0.0.0.0/0.

1F B¥RiE#E (Target Selection) B i A\ VNIC [IFAH 1P Hidik.

WA VNIC I 40 I 1P sk, WA UM VNIC #4145 B (318 (Compute) > £ (Instances) > SEHI¥LHIE S
(Instance Details) > %8 VNIC (Attached VNICs)) 48 [543 B i 1P Huhik .

A RNEE RN (Add Route Rules).
T SR e B R ) DG I TPve ELIBR T 1), AT LU R B

a) MBERRZEER! (Target Type) MHug&d, LEFFEEELM M X (Internet Gateway).

b) 7¢B#r CIDR 3, 4852 IP Hihlk

) MEFREBMM X (Target Internet Gateway) 314 rh, PRILAT TLIE I 199 5K i Ia) 5 61 £ 37 10 TLIC I I S B
] o

SBFTHRA VNIC T LT

T B4 H 38 3 DHCP 3% B0 B8 1Pv6 Hbdik 1 25 e B 1) 1Pv6 Hbdik ok /128, WWAZBAE Firewall Threat Defense Virtual
B R AN I A B .

ipv6 route <interface name> <interface subnet CIDR> <ipv6_virtual router ip>
iR
® ipv6 route inside 2603:c020:5:5800::/64 fe80::200:17ff:fe96:921b

®* ipv6 route outside 2603:c020:6:ba00::/64 £e80::200:17ff:fe21:748c
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| #E OCI L &8 Firewall Threat Defense Virtual
£ F SSH %#:% Firewall Threat Defense Virtual 32451 .

1% A SSH 3%3Z%I Firewall Threat Defense Virtual 3231

B Unix KU 0 R S8 3% 8 3] Firewall Threat Defense Virtual S27, 1514 SSH & 5% 52491 .
puk 3

PR A LL Ny B E SO, DS A ] AT
$ chmod 400 <private key>
Horp:
<private_key> s CAFHISEBEBARTIARK, A L E U5 0] A S8 SRR o
$IR2 fFHLLT SSH fir 415 ) 52491 -
$ ssh -i <private_key> <username>@<public-ip-address>
<private_key> &I SERBARMATR, &IOS 207 In) (1 SL B R HR AL o
<username> #& Firewall Threat Defense Virtual S5 ) )7 44 .

<public-ip-address> @& MNFEHI G R ISLH] 1P Mtk

{4 OpenSSH % 3%Z%l Firewall Threat Defense Virtual 32 {5

I\ Windows F 48 1% 471 Firewall Threat Defense Virtual SZ{51, % 1#i fl OpenSSH & 35 512451 o
gz

TR QURIX R AT IS IS, W 250 E SO, U AT S RE SO

AT LU A

a) 7t Windows B BLEsh, SAURRPISCIE, AR AEZSCE, A5 BT (Properties).

b) fEREEIF L, riliak.

c) WHIEERAE (Owner) I ik

d) mZERA 44 (Disablelnheritance), X JEEFEAG 3T R B 45 AL BREE 15 4 2 AR (Convert inherited permissions
into explicit permissions on this object).

e) IEFEAZREHII k) AR H, AR5 i il BR (Remove).

) BERIE Rk B U5 TR AR O 52 22421 (Full control).

g) AP
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. {£ F3 PuTTY 3%4%%| Firewall Threat Defense Virtual 3215

SR 2 TEREFISEH], 15FIT Windows PowerShell 31217 L R iy 4
$ ssh -i <private_key> <username>@<public-ip-address>
Horpr
<private_key> s AR SEHEBRARTI A FR, % SCAFHEL & 5 205 1) B S DGR IR B«
<username> J Firewall Threat Defense Virtual S f¥) FH ' 44

<public-ip-address> @& MNFEHI G R SLH] 1P Mtk

{& F PuTTY i%3ZZ Firewall Threat Defense Virtual 245

HiAd B PuTTY M Windows 451433 Firewall Threat Defense Virtual 32451, #3047 DL R #4F:
puk 3

P {77 PuTTY.
$IE 2 £43 (Category) FtgH, EFESTE (Session) F4 A LLR P2
* EHA (S IP ) -
<username>@<public-ip-address>
e
<username> j& Firewall Threat Defense Virtual SZ5 ) H 7 4 .
<public-ip-address> & MNEEHI G R LA AL 1P Hubik,

® ‘#Jﬁl:]: 22

s FEIEHEA. SSH

P$IB3 £ 3 (Category) G, EIFE D (Window), RJ5iESEEH (Trandation).
$IE 4 {FITIRF A (Remotecharacter set) FHv5&d, ¥EFE UTF-8.

FET Linux (K520 BRI X 84 B 8 UTF-8, IXFEL4 PuTTY FC & k8 FH A [ X 55 1 &
5 7233 (Category) fikk 1, #KIKJE ITEEHE (Connection) 1 SSH, 4AJ5 il B4 3&1E (Auth).
$IE6 il (Browse), RJE kI .
FHIRT LTI (Open) LUR BT

USRI S R RS, T RE B R AR, RWRG S EIVE PR mdi R AGREL
U
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| #E OCI L &8 Firewall Threat Defense Virtual
ey |

IPv6 #{ = HERS

B8 SSH - 1 i} IPv6 [¥] Firewall Threat Defense Virtual A~ T {F
o fRRTE HOR SIS NI I FLIBE M M OCHEAT IPv6 22 L1 [a] R i o
* MR 753k Firewall Threat Defense Virtual & 3L & T A£7E 5 H IPv6.
* FRRTTE WAIE TR IPve AH OGS 1) 7138 N 21 #8351 Firewall Threat Defense Virtual.

o BRFE WAIFSE 8] “ipv6 address dhep default” 7E47HI4% 11 FRCE IPv6. W1 BAVE ] “ipv6
address dhep” , WUFRAHAIILL R % “ipv6 route management ::/0<IPv6_Gateway address>” .

* FRRTTE AR ARVFIERAT ssh Ao ATH BA T dr 24 47 “ssh ::/0 management” #¢E. ssh

access allow,
B8R JCi%HE IPve Hhll/rBesh A 1 .
© BERFTE WL TS ) VON 275 CUA T TPv6 .
© BERFTE AR ORALH] (42 IEH (1) TPv6 CIDR.
* fRRTTE T AR “/64” TPv6 CIDR HI4 .
B 7R AR VY ) U ANEAE A
© BRRFE AR AT CAEAAS LA
R F5 3% ipv6 route <interface name> <interface subnet CIDR> <ipv6_ virtual router ip>

#RFE R~ ipv6 route inside 2603:¢020:5:5800::/56 fe80::200:17ff:fe96:921b

o SRR E BRI Z IEAI ) IPv6 CIDR.
o FRRTE RSN IPve BCE T IERAIRUT i) 414 .
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e T
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13 =

1£ 0CI _=%F 2 Firewall Threat Defense Virtual
Auto Scale 2R A X

* fil%% Auto Scale iR J7 %, %5319 1T

* BB 3320 BT

o InE N, 3 328 1T

* #E4% Firewall Threat Defense Virtual Fit & S0/, 26 329 1L
* {58 Auto Scale iR T4 , 5 335 UL

* WOUEFRE 2 340 0T

* JH, 341 0T

o« SIS G AL, 2B 341 L

* M OCI HIHIF% Autoscale iL'E , 2 342 1L

INE Auto Scale fRR X

PLF & 48 Auto Scale fif 2 J7 A5 OCT | [#) Firewall Threat Defense Virtual &35 /EF

Auto Scale 1 Z 1

OCI _ Firewall Threat Defense Virtual H 24 FEfif v 7 2 48 FH 000 a0~ B . T8I ) 5356 11 £ 3%
YT aKE A —AE TV R A B AR 2] 2 A R FH i 1 1 2 35 TP Hihk,

AT UATE R NAT AUt g A 73 0 K20 3o R SORER IEEA T AR
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7£ OCI %R Firewall Threat Defense Virtual Auto Scale 2 5% |

B =5

39: Cisco Secure Firewall Threat Defense Virtual Auto Scale & F3 Z=5I[El

FMC
1 1
! Instance Pool H
1 |
! Reply of Outbound Tratfic . Replyckibond Tralle; | .
1
! FTDv 1 .
o 1 !
< I |
: Inside héb,m Outside :
'
. |
1 1
! ILB 1
User e FTDv 2 '
Applications | T -
| Reply of Outbound Traffic Inside 1t Ouside Reply of Inbound Traffic
i Mgmt :
|
1 1
1 1
| '
H '
< ! » :
] FTDv N "
! } >
Reply of Outbaund Traffic Reply of Inbound Traffic !
: gd Inside 5 Outside i 1
| Mgmt |
\ 1
Outbound Traffic

— Inbound Traffic

i
ki
ot
e

ARG T 355838 T OCI 1] Firewall Threat Defense Virtual Auto Scale fi#t vk 75 EFITELN B8 .

o

EERM © THSCPY AN SO, RS FEIT AR
 FEIFURTE 0T, T IR T4 1T
* THH RIS ILAR DT (K22 AT I o

PR FN SR R
DL 2 St A o J7 S s 160 OCT A PR AN SR -
1. ARPF4E

N

AR R ZUE OCT H P s A B 53 4 R Bt Y R

@5 Oracle zx LA it T W AT ™ T (K020 o IERAF A2 AT P K™ (A OGAL, WE
T AT . A OCEIE AU, WS A

2. {AZRREE
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| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755
sizzt

R AR, SRR LIRS B4 ERIE S, TR A OCI > B4 F1R £ (Identity &
Security) > 5B (Policies) > €Il 5 B% (Create Policy). @l LA N Sl I ILAR NI Pl i 4 v .

* fL¥F4 <Group_Name> ¢ ] [ & & [X. <Compartment_Name> {13545

o R4 <Group_Name> & FEE 2 & [X <Compartment_Name> H [ %4

* R4 <Group_Name> 45 FIFE 2 % [X. <Compartment_Name> 1) 3=

* fVF4H <Group_Name> #7524 [X. <Compartment_Name> 13545

« VP4 <Group_Name> S2HU K 254X <Compartment_Name> i ¢jf&4s

* fr4l <Group_Name> {ii ] [ 85 % (X <Compartment_Name> H[{I4RC i 44 25 i)
* R4 <Group_Name> 2Hi [ B & [X <Compartment_Name> Hi (1 [ 520
* SoF4l <Group_Name> i F [ 25 & [X. <Compartment_Name> 1 (1524513t
* fuVr4l <Group_Name> i i/ #1[#) Cloud Shell

* FVF4H <Group_Name> BEHUEH P Hf IR0 G A7 i 44 27 (A

* SRVF4L <Group_Name> 5 HUFH - v (147 2

A\

AR st n] DIZEAL S GO R B . RnT DL B AT WOE TR BT A OB .

3. Oracle THREBYFL IR

%Lk Oracle DIRERENS VT i) 73— Oracle AR B VIR, TR iZTh RE L& EBIASA T, ARG 6
S A SRS LA T %l AL IZ IR A U5 B

4. BIEmn7S4E

LAY, 1% OCl > H#pFI& £ (Identity & Security) > F1754H (Dynamic Group) > £l
B #1754 (Create Dynamic Group)

FEANEE )AL 5 2 LA A
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
ARENEHELHAGE LR, HSMH:

* https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm

* https://docs.oracle.com/en-us/iaas/Content/Identity/ Tasks/managingdynamicgroups.htm

5 AFNTSESERE

BEURINGENS, 1552 OCl > B Fng £ (Identity & Security) > 5k E& (Policies) > 6| # 5k % (Create
Policy). R LA SEBEE I F1 4 -

RVFEISH <Dynamic Group Name> ¥HHIBELX <Compartment oCID> "PHITAT BHIK
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B ooz

7£ OCI %R Firewall Threat Defense Virtual Auto Scale 2 5% |

M GitHub T34
FTDv - OCI Autoscale fi# ¥k 77 £ EAE N GitHub fAffFEFEAE . S8 A] LAl B 32 B el N8 e

Python3 I

] LATE 5 B APt PR rh 4.3 make.py SCIF. BEFET 2044 Oracle DO RERIBIN SCAT 4l Zip SCIF; # e
IS HIB ARSI R T HATIXEAT S, M HE Python 3 FABE.

I Python JHIA L BEH T~ Linux M55,

iR Ei &
WAZBTE LA B T -
1. VCN

WA FTDv W 5 22602 VON. @8 BA B MK VON, M 58 2 /04— Ak 21 TLHE
WA )i BRI T

B VCN F{5 &, 12 [ https://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm.

. EREFTH

WRHE 7204 FTDv W QU 7. SRR oAl S St vk Uy %€, FTDv SEGI 2 4 A1 R4
AEIBT .

AREETMRER, EZH
https://docs.oracle.com/en-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview of VCNs and Subnets.htm#.

. NERF M

TN ZEARE T “0.0.0.0/07 34 HIP M RS EE o b1 WAL SR FTDv i Ah % 1
AT [e) LI (R SRR 8% o B DR A R il Y RS I NAT 5K

AR, HSLLUT R
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managinglGs.htm
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To create a NAT
gateway
SRR
X A B NAT/HIR R 9 5C H  FE Fe7~ R AL

XfF ETDv is ARG, #n) DL I 3 11 80 26y iv) Je Bl IR 45 2% (169.254.169.254).

5 ZEFM
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| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755
Cisco Secure Firewall Management Center:> & 54 .

FHTRIN R AT, XFEE AR FEN FTDv [ SSH wl Vs 1Al 14
6. Function F&
T W FH T Oracle Functions 3% .

N

AR LA ZUEATE] NAT GW i AN HIKI GW) (¥ 0.0.0.0/0 B&HH.

DAZNFE Firewall Management Center Virtual fil Firewall Threat Defense Virtual[f] NSG (4% 22 4x21)
FVFIEF I [¥) NAT GW 1A 3L TP

7. ®2A-FTDv E=HIpME&ZR 48

j FTDv St & 22440, LLARVF Oracle DhAE (LE[A— VCN H) #4751 FTDv 1% F bk (1)
SSH 4.

8. WREFMEMBATIE

BT G A7 it iy 42 25 A AL s Ml , A7 configuration.txt SCPF. #4200 configuration. txt
AR TE A SR K o ST 4330 0E URL W] AR BRI 1A) 4 11

A\

FR 6i{E FTDv S2ffnl i HTTP URL 5 i) & B4R DL R AL E .
s

Y FTDv 3 s, SPIATLL R 72 s copy /noconfirm <configuration.txt file' s
pre-authenticated request URL > diskO:Connfiguration.txt

iy 4 % FF EE ] configuration.txt SCAEAC & ) FTDv )3 5.

Cisco Secure Firewall Management Center/ &5 5514

&R LLE H Cisco Secure Firewall Management Center K #! Firewall Threat Defense Virtual, 1X/&—
MNINBEFF A 2 W45 B2 o Firewall Threat Defense Virtual [7] %573 lic 5 Firewall Threat Defense Virtual
RERIMLRE BEE O B FMC EIF 5 2 38145 .

)4 Firewall Threat Defense Virtual Fo & FIE#L TG XTS5, BLFELE 2 & e es bl SR s R 22 26 o
I 2. e dl b 1) A c B H0HS 9 425 21) Firewall Threat Defense Virtual SE471]

DA &4 ] SRR HE o5 By KOHE R bl IEAC PR . A OCREF M 8485 B, 1204 (Cisco Secure
Firewall Management Center FiC B4 ) o #E& D7 KEE B I, 35O I0 sk LU A &L

* Cisco Secure Firewall Management Center 23 H IP #ihil:

s P AR CnF s 7T WA R, s Ziteqt 2 AN P AR e
o R FR

* Cisco Secure Firewall Management Center 15 ] 5 i 42 Fx

* Cisco Secure Firewall Management Center NAT 5l 42 Fx
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7£ 0CI B2 Firewall Threat Defense Virtual Auto Scale 'R A % |
. 1£ Cisco Secure Firewall Management Center F1 €132 5 1

© WA

£ Cisco Secure Firewall Management Center 4 £1]3& f 1

7E Cisco Secure Firewall Management Center H 6l it B AT Admin BRPIHTH 7, LME{UE Autoscale
Manager i/ .

\)

B BWAIE — A% H T Firewall Threat Defense Virtual Autoscale g4 7 2 Cisco Secure Firewall
Management Center 70Kk, BAB 15 HiAth FMC ik & mpss.

UK

£ Cisco Secure Firewall Management Center 1 817 5 Admin SURHIHTH P« EFFRSG (System) > B F (Users),
KGRl B P (Create User). 44 02006 Linux 24

C B AT, SMIET R () FFRIZ O
- AN
C RBILETHF () TSk MARETRE RIAEAN () 5 (@ SR ()

MR YRR T e T BT, A7 e #8458, 153 (Cisco Secure Firewall Management Center it B45/) -

B I%&H
o] DAMEH & S AR TR, HFEZ GRS LT, NI —/ME &, AR50 H N R
W B2 BN ) BT L & A 1% 3 Firewall Threat Defense Virtual SZ41
puk =

TR EFRE > KEEE.

W2 IR N RS kR RN
o R PN E S B i

P4 SHE (OK) LAEIE B &4

B1) 3 P 4& F0 EHLXT &
B LU N E T Firewall Threat Defense Virtual it & % % .
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e nat 58 ]

UK

$IE1 A4 4 oci-metadata-server H IP iy 169.254.169.254 (11 E#HL.
$18 2 734 4 health-check-port HAE 4 8080 [ 1, BT 7522 61 G AT Aa] T A3 11

HIB3 QI N, RGERIED (Interface) > &£ X8 (Security Zone), EFFEEEH (Routed) /425, Az 14
HEZFR, 40 inside-sz.

HB A QIESMEE T, KKIEFIED (Interface) > B2 X1 (Security Zone). E# B ¥ (Routed) 1AM, 14
AR, 51l outside-sz.

£1]3Z NAT R HB%
B NAT SHEns I+ 00 b 21 NAT B, DUER I AN D R BN AR, AR5 K b SR ms i
B350 Auto Scale Al EE 14 55 41 .
puk =3

P IEPRE > NAT

PIR2 NFRRE T hykd, SR inpEEE NAT.

W3 EAFR (Name) i A\ mE— (1 25K

I 4 i N1 (Description) (AJik) .

LIRS FLE NAT U, A G NAT JEUUATNY F NAT SEBS 14683, 152 (Cisco Secure Firewall Management
Center WAL ETRR) W04 BT HINC E NAT. FESR T 38R A 74
[&] 40: NAT 31

- Directien Type Source Dastination Original Original
Interface Objects  Interface Objects  Sowrces Destinations

¥ NAT Rubes Bafore

& £1atie [Ap— I eerr— y——

]
&

¥ Auto MAT Rules +

.i-:-'-.;.ia!i

L
& & & &

¥ NAT Rubss After

FB6 fHRTF-

£l NAT &0
SR ) NAT HLIU200% P s AR SN 30 11 TP M 10311 32K NAT BV B 15 L1 bt

4 (PAT). H5TEYNME B, 15 (Cisco Secure Firewall Management Center ¥ 4510 & 874 ) 1K)
kBB ARG B NAT
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548

7£ OCI %R Firewall Threat Defense Virtual Auto Scale 2 5% |
B oznaran

o E NAT Smg P i LAUR 2 2l el
UK

P Y ANSHIBIPIRBUAS A E LN NAT R
o PRI AMERIX IR
o HARDKSL: Pyt aR
* JRURYR: any-ipv4
* JRAG HAR: BHED 1P
* JRAAYE . BRIA
* JF A H AR health-check-port
o UHAHRUE: HAREE D TP
o CEEH HAR: oci-metadata-server
o ORI 1. BRIA
o UHARI H RS . HTTP

FEES T A SSRGS A NAT JLU .
B 41: \SESEATRIR NAT 40

Interface Objects Tranulaﬂon PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* any-ipvd v Translated Source: Destination Interface IP b
() The values selected for Destination Interface
Original Destination: Source Interface IP v PEfota b e Dt et AL e R
@ The values selected for Source Interface

Objects in 'Interface Objects’ tab will be used Translated Destination: oci-metadata-server v 9
Original Source Port: v @ Translated Source Port: v
Original Destination Port: oci-health-check v @ Translated Destination Port: HTTP v @

P2 ks RO AT E LT NAT A0,
o PRI AERIX I
o HARXIR: AMTX I
« JRUBYE: any-ipv4
* JgdR Hbs: JE#ZE 1P
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| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755

© JRAAYER s BRIA

o J5ilh F A3 : health-check-port
o CEHYR: HARE D TP

o O HAR: oci-metadata-server
o TR . BRIA

o U H RS H . HTTP

NEES T e AR OUR A NAT JUU .
B 42: H3ETRIR R NAT 0

Interface Objects Truul.l-l:inn PAT Pool  Advanced

ALl |

Original Packet
Original Source:* any-ipvd

Original Destination: Source Interface 1P

wn\‘! walkals SelaCteg fol Souence Interfae

Objects in "Interface Objects’ tab will be used

Oniginal Source Port:

Original Destination Port: oci-health-check

Translated Packet

Translated Sounce: Destination Interface IP w

{jTM vialuts Seleted for Destination nterdade
Objects in Interface Objects” tab will be used

Translated Destination: oci-metadata-server v
Transiated Source Port: v g
Translated Destination Port: HTTP v QD

[FIRE, thnr DA SR S T NAT R, FERs i HEi% 2] Firewall Threat Defense Virtual £ L.

B2 77 5] SR B

W0 B U T 42 5 LA SR VE NN B BN . mT LG B P 00 75 SRS 1R Vg n) SR, WY VR ATk
B XS, DS A/ b 1 By s R B 4% . ZE VT M SIS, U s S e £ & 52
B 2 AR FR N 28 i RS 40 720 U0 1 L A R R HE ) R AT A R G 2, 152 W)
(Cisco Secure Firewall Management Center % £ BB 8 R )  HIU5 1145 il B U] e A2 S 8 o

P SRME 2 BORF Bt 4l (MM RIS AT QIR M Ps s ) SR .

UK

P MKIRIE PR > i e 12 .
$IE2 fUHFTEKRES (New Policy).

IR 3 ELFK (Name) A1 (Description) (A% Hrr AME— A FRATE A
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7£ 0CI B2 Firewall Threat Defense Virtual Auto Scale 'R A % |
B nz=e

LA B E AR E AN, FXHEAEE, W2 (Cisco Secure Firewall Management Center % 75 ALE fR /)
D7 Il 2l

HR IR AR, 2R R .

FTDv (1245 H TR E A 20 e Ad B (904 FTDv 5241, IF B e iR T 2 AE H (19014 Rest
APL I ER .,

DIE, St EEANIS L ORAF AAR B A o % B B SO 28 HLAF AR, DAL AS SE VR BLAE SO 5
ORI . B L RER A I ks 5

LU T A ERPUE D, AT EL R A

UK

FE QIR R

OCT PRI SR AIL 22 A B AN ORAF T B B IR 55, LA R e ATTREA T s Al (1 U535 . A, NiAE 5 Autoscale
fiff R g S (R FL AR o0 A I AR R 12 e Db B DR B AR CRIR R ) o

2 OCl > B#F1& £ (Identity & Security) > R EE (Vault) > i£F 5 ) B FHIRE E (Choose or Create New Vault)

%
g
N

B TN =Y.

it A 0 A A R I Al A A

% OCl > H{3F1%k £ (Identity & Security) > RE E (Vault) > & 6|2 % %A (Choose or Create Key)
MERS € FEPIEFAT B KIZ .

1. AES-128. 192, 256

2. RSA -2048. 3072. 4096

3. ECDSA -256. 384, 521
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| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755

4% Firewall Threat Defense Virtual & & 3244 .

43 8 E=NA

Create in Compartment

<>

Protection Mode @

Software v
Name

My_key
Key Shape: Algorithm (&) Key Shape: Length

AES (Symmetric: key used for Encrypt and Decrypt) 4= 128 bits e

Import external key

Create a new key by importing a wrapped file containing key data that matches the specified key shape. For more information, see [mporting Keys

FE3 QEnEEL. .

1.

2.

#:42 OCI > #TFF CloudShell (OCI =#iw) (Open CloudShell [OCI Cloud Terminal])

T #e <Password> 1E 4 B K AT LA R Ao

echo -n '<Password>' | base64

I S PRI v, ARSI 3 ity RN 32 i 26 %55 4H OCID. ¥ LU R A, AR5 T encrypt fir 4>

* # KEY_OCID ##i 4 #&1¥1%% 8 1) OCID
* ¥4 Cryptographic_Endpoint URL 54§ A 5 1) LR 2 1) i %% ¢ i URL
o B 4k T ) R
mEme
oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

M i 4 ) 4 P RIS, AR AR i EEA ) E AT

A 7% Firewall Threat Defense Virtual Fc & 34

IS PR RT BE O B8 s 8 v R T

UK

PR AEHE AR M A S AL
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7£ 0CI B2 Firewall Threat Defense Virtual Auto Scale 'R A % |

S £ EiEt] i3t A

tenancy_ocid TR H TSI P BT IR BRI 1) OCID. B2 7 fift i fo iy A0 7
OCID, WEZ LA,
HL/* OCID Qi R -
ocidl.tenancy.ocl..<unique ID>

region AT R AL 0 TR ) DRI P B AR
759 - us-phoenix-1. us-ashburn-1

Ib_size TR FHT-0 52 SRR P9 #8788 A 2 PR PO BT 58 (N
FUITH D FRRREAR o
YR : 100Mbps. 10Mbps. 10Mbps-Micro-
400Mbps. 8000Mbps
75: 100Mbps

availability domain FRFHR 7~ - Tpeb:PHX-AD-1. Tpeb:PHX-AD-2

pE s
ERIT YRR A, THS P IeAL .

min_and max_instance count

(&l
J
3
=
m

T Ay SR A S 4G v O B (%) B /N R B K SE AR
s 1,5

autoscale_group_prefix FAF R FH T xp 3 I A PSSR 1)l (1) P A7 9 0 i 44 IR T2 . 49
wn, WRBHIHATH A “autoscale” , W FT A R YR %
21N )7 A 44 - autoscale resourcel
autoscale_resource2 %5 .

mgmt_subnet_ocid AR SE R E BT MK OCID.

inside_subnet_ocid TR LE R A8 M 1) OCID.

function_subnet_ocid A ¥ A 1Y) Function T M ] OCID.

outside_subnet_ocid TR LAF 4887 M ) OCID.

mgmt_nsg_ocid T H TG () BT Y 4% 22 421 1) OCID

inside_nsg_ocid TR AL (1) P 385 9 % 22 441 1) OCID o

outside_nsg_ocid AR B (AT W 4% 22 4221 1) OCID .

elb_listener_port 125 7 e B B 8 K A 2T W R PR LA i 11 813

A~ 80
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| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755
/% Firewall Threat Defense Virtual & & 324 .

S £ 6 il 15 AR

ilb_listener_port SCASTN CLIE] VA S S B AT AT T R T84 s 1 815
il 80

health_check_port TR IBATIBATARGUL AT (14 S A3 P4 18 8 1) i e 9544 i 11 o
il 8080

instance_shape FIF LIS TEAR . TR AT 5 23 B 45 5481 1) CPU

Hom . WA R At 2
TRFRIEIR: “VM.Standard2.4” FlI
“VM.Standard2.8”

Ib_bs_policy TAFHR P 1A BSR40 B M85 I i FX) A7 B A1 4 SRS
BT RAT R A I B g A AR IR PR 2 A5 R, T
2 At

YHEI{E: “ROUND ROBIN” |
“LEAST CONNECTIONS” . “IP HASH”

image name TAFHR FI T B S5 e 1) T S AR AR A4 R

PRINME: “Cisco Firepower NGFW virtual firewall
(NGFWv)”

2
YR AR 1 OB, UL 25

custom_image ocid Z¥{.

scaling_thresholds

(il
Jo

N
=
=0
s

FH T P9 7 FE RS B 19 CPU LA il LI
OB BT RS B RSN I T

A~ 15,50
Hordr, 15 2 RBIME, 50 Z4Mad M.
compartment_id FLFH BRI BRI BR B £ X 1) OCID.

7~ ocidl.compartment.ocl..<unique | D>

compartment_name P i B 1 DX [ 44

custom_image_ocid FrrE WIER AR TS, T sLpneE 1 B e Xk
411 OCID.
AR

custom_image_ocid J& iJ 1% 2%
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B = Firewall Threat Defense Virtual 2 5304

7£ OCI %R Firewall Threat Defense Virtual Auto Scale 2 5% |

2%

iRz

152 FA

ftdv_password

3

<

Firewall Threat Defense Virtual X in s 7% A 1415,
HF-ifid SSH %4 3] Firewall Threat Defense Virtual
BOE . AWM S, SRS,
B2 Ak

ftdv_license type

Firewall Threat Defense Virtual {F A 3E 258, wI L&
BYOL & PAYG. HTHI>Z#f BYOL.

cryptographic_endpoint

IV P TR SR URL. 2 ] LA
HRF.

master_encryption_key id

FF s s i i) 2531 OCID. Bl mJ LALE LRI p 4%
#,

TR

master_encryption_key id Fl cryptographic_endpoint 4%
20 T A — DR

fmc ip

Cisco Secure Firewall Management Center ] IP ik,
% 12k P Firewall Threat Defense Virtual SZ41 [
Bi KB A B TP
FRE
HE M5 Firewall Threat Defense Virtual £ T [F]—F
|_Jlil]L By KB B 1P AT, A5 W2 2
ILIP H T o HoAt i o

fmc username

By K B B WP I R 4 BEDOEN) Firewall
Threat Defense Virtual S| HELE, St P 445 H T
B B KBS LR TR

fmc_password

I T B KB B S 5 A7 R ] o
MR, S IAL .

fmc_device group name

By K B B L b i AN 4L, I Autoscale
iR T7 221 T Firewall Threat Defense Virtual ¥4 #
SRS IMENZAL T, DS AT LUK AH [ (1) 55w RITC R
T X £

enable memory based scaling

bool

M Cisco Secure Firewall Management Center Virtual &
i Firewall Threat Defense Virtual PN /745 F 1% 6. 18
JA LRSS, tn] DUARYE A7 MR BT g . BRIA
] CPU FIHI %
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| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755

4% Firewall Threat Defense Virtual & & 3244 .

2% HiRER

152 FA

fmc metrics_username LR

L JAa il L 5 #r k enable_memory based scaling K
ERENAERI 2, WIFFEE—ANEIR ) By K B 0
F P, BRIk PR R T BT A IE AR IS AT
Firewall Threat Defense Virtual SEBIHEE A AAAF 17
o

fmc_metrics_password L

g e AL B KGR B L T S . AR
Unfe N Es R RSy, TSI IAL.

fic & A4 FR (Profile Name)

B2 OCTH [T BCE S PR B m] RAAE T (G
B FHE R

“oracleidentitycloudservice/<user> @<mail> .com”

X GAT fih iy 4 73 ]

EAEAE AL I U ME— bR AT . H R OCI>F
2> HFERER

BRI

IX FHAE Docker & sx 1%, AL Oracle-Functions
HEE B OCI HesiEMEF . % OCl > &4
(Identity) > Fi 7 (Users) > fl P58 (User
Details) > H3I8ES % (Auth Tokens) > 4 B £ h#
(Generate Token).

HIE2 LUK A1 Configuration.json SCf4:
{

"licenseCaps": ["BASE", "MALWARE", "THREAT"],

"performanceTier": "FTDv30",
"fmcIpforDeviceReg": "DONTRESOLVE",
"RegistrationId": "cisco",

"NatId": "cisco",

"fmcAccessPolicyName": "<autoscale-access-policy-name>",

"fmcNatPolicyName": "<autoscale-nat-policy-name>",

"fmcInsideNicName": "inside",
"fmcOutsideNicName": "outside",
"fmcInsideNic": "GigabitEthernet0/0",
"fmcOutsideNic": "GigabitEthernet0/1",

"fmcOutsideZone": "<outside-zone-name>",

"fmcInsideZone": "<inside-zone-name>",

"MetadataServerObjectName": "oci-metadata-server",

"interfaceConfig": [
{
"managementOnly": "false",
"MTU": "1500",
"securityZone": {
"name": "inside-zone"
}l
"mode": "NONE",
"ifname": "inside",
"name": "GigabitEthernetO/0"

"managementOnly": "false",
"MTU": "1500",
"securityZone": {
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7£ 0CI B2 Firewall Threat Defense Virtual Auto Scale 'R A % |
B = Firewall Threat Defense Virtual 2 5304

"name": "outside-zone"
}I
"mode": "NONE",
"ifname": "outside",
"name": "GigabitEthernetO/1"
}
1/
"trafficRoutes": [
{
"interface": "outside",
"network": "any-ipv4",
"gateway": ""
"metric": ll2ll
}I
{
"interface": "inside",
"network": "oci-metadata-server",
"gateway": ""
"metric": lllll

}
]
}

HIE3 i NCE % R BT Configuration.json.

W4 BRCE SO F AL B S A7 2 ]
WK configuration.txt ST FAL B = QUL GAFf R 8], IR FAR R SO B P04 4 3R 37 K
pait 4
HPRAEHEAR T 5 T A H configuration.txt A& 43 36 1E E K URL.

R

7F OCI "B EE T 5 G 304iF URL IS 75 2252 SCEYIN ], 5 AR 1) B K, ANSSTEAR Y TT AT 3011 2155
SIS G Zip .

AJ AR ve BE A7 1 v 4k ) make.py SCF. $UAT python3 make.py build fir& LLANEE zip S0 HERSCH A ELR

Ao

Wed Apr 21 09:35 AM [sumis@SUMIS-M-41KG target]$ tree -A

L]

Dracle—Funct%ﬁps.zip
README . md R

asav_configuration.txt
deploy_oracle_functions_cloudshell.py
templatel.zip

template2.zip
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| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755
ZRZ Auto Scale R E .

INE Auto Scale fRR X

TESERGRE b &0 B )5, THGAIE OCT Hidk. & nT LM Cloud Shell $047 T2 5 H Cloud
Shell AT o S IIRRAS 13 B B A SR ] A GitHub £7-if 22 3R
FHERE

Uity 2] 4iii Autoscale R 7 ZE B AHE AP IR: HE Terraform ik 1 Hikk. #3# Oracle Thfig, AR5
HE Terraform AR 2.

#2Z Terraform Template-1 %
UK

L1 R OCI] .
X 38 R AE BRS04 Ao TR A T ) X 3
T2 RBEFEARRS > ZRETESS > HEHK > CEHRK

HFFBIBCE (My Configuration), 2R J5%£¢ H s 32 1) Terraform templatel.zip SCAEAE 4 Terraform fit & 5,
Wt E s
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7£ OCI %R Firewall Threat Defense Virtual Auto Scale 2 5% |
. #BE Oracle Thak

Stack Configuration ()

Tarraform configuration source

Folder @ .Zipfile
3o Drop a .zip file] Browse

ternplate.zip

Working Directory

Mame Oobon,

templatel-20210420223815

Descriplion

Craale in compartmant

Manual_Test

L

Terraform vearsion

0.13.x

L)

Support for Terraform version 0.11.x ends in May 2021,

$IB 3 AR (Transform version) FHs &, 4% 0.13.x 5 0.14.x.

SEA £, WANEIASESES (Collection of Input Parameters) HHICEE I T VE4IME B
NGNS, 5 WIHERE B ] e E G 2 b 2RI

WIS /£ F—2rh, EF Terraform #4E > [
PRI IR, 4REEHE Oracle Thfig.

R 2 Oracle Ih&E
A\

AR U 7E Terraform Template-1 #3538 830G 4 e AT I R

fE OCI ', Oracle i =11 Docker MR EA%, JFtox A7 £ OCT Fasmid Mk b . fEHERS, i 2
4 Oracle Hyfig#Eik 2| —A~ OCI A (¥E Terraform Template-1 H 4 ) 1,
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#% oracle 118 I

ORACLE Cloud —— [R—
Get Started Dashboard
Quick Actions Colagse ~

eate an ATP database

S %2 1% deploy_oracle_functions_cloudshell.py 1 Oracle-Functions.zip.
M Cloud Shell IR, 1k +¢ E4% (Upload).

Cloud Shell

Download

| &

Upload

[ =

File Transfers
+!) Restart

o

=2 Settings »

FE3 ] Is i RIUES AT

Deploy_Oracle_Functions.py

7';'%3% q Jé’ﬁi python3 Deploy Oracle Functions.py -ho deploy oracle functions cloudshell.py Hi?ﬂll-\%g‘gﬁ:bi—fﬁ])\%%ﬁ;

A AEH] help ZHERBILFEAE S, W KPR,
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7£ OCI %R Firewall Threat Defense Virtual Auto Scale 2 5% |
. #BE Oracle Thak

% python3 Deploy_Oracle_Functions.py -h
usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t

44 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seiek

Instruction to find values of required arguments:

Application Name: Mame of Application created by first Terraform Template

Region Identifier: OCI -> Administration -> Region Management

Profile Name: OCI -> Profile

Compartment OCID: OCI —> Identity -> Compartment -> Compartment Details

Object Storage Namespace: OCI -> Administration —> Tenancy Details

Authorization Token: 0OCI —> Identity -> Users -> User Details -> Auth Tokens -> Generate Token

optional arguments:
-h, —help show this help message and exit
] Name of Application in OCI to which functions will be deployed
Region Identifier
Profile Name of User

Compartment OCID
Object Storage Namespace
Authorization Token for Docker Login (#Please Put in Quotes)

BHEATIIA, B NS4

R SEIEMER

S ¥4Mi5% #R
[z A &R ‘& A& Terraform Template-1 #5& G1 & [1) OCT . H 1 44 FK

il ¥ Template-1 145 ¥ “autoscale_group_prefix”
RGZ% “_application” 20 &8 RIAT 3R 75 HAE .

XA ARIR AT DX IR TR A AEAN ] X 5 OCT Hp ] 1 X 3 AR A
s R RUBIIET “us-phoenix-17 BRI 2 /R AR

“ap-melbourne-1” .

BRI A X3 S X AR IR 213, 2 OCI >
B > XIHEE.

BLE X AR B OCT H (1) 1] 5] - I B S A R o

~Hi: oracleidentitycloudservice/<user>@<mail>.com
ZAAFRR] AR BB SR 2 S k3.

fRE %X OCID BB E X OCID (Oracle b5 o HI 4
OCI M HI I 125 & X OCID.

% OCI > 51 (Identity) > BB % X (Compartment) >
REEXiEM{E 8 (Compartment Details).

MR IFEHETE BTN AR IO M —FRRAT

4 0C| > %18 > AP¥EAER.
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| 7 OCI L#BE Firewall Threat Defense Virtual Auto Scale 2 75 %
#h& Terraform Template-2 .

S £ AR

b o X HAE Docker Bk WS, 2R ¥ Oracle-Functions
HERER OCI g M R . EMEMATH S SfE4
J,

% OCl > B4 (Identity) > FI A (Users) > Fl FiE4H{E
£ (User Details) > G436 iE < i# (Auth Tokens) > 4 X
£ J# (Generate Token).

WP RR R, RS EE R PG R, ek
Fr& A GRS (Developer services) > L€ (Functions).
4% 4 Terraform Template-1 QN . Aii FF36 (Getting
Started), #RJ5iEF% Cloud Shell & &, #FixLe b,
R B E G B0 UF 2 I BEE:, W R

Generate an Auth Token

ijﬂ% 5 @ﬂ{?@ﬁ%{miﬁ]\%ﬁﬁﬁf python3 Deploy Oracle Functions.py /IJLE'/\‘(\': %B%F)Tﬁﬁ’*]%%‘%%%*%ﬁlﬂ ° %E,
R nT AR 23011 955 ] Cloud Shell.

#R2Z Terraform Template-2
PR 2 08 AR QAR O BE YR, B R4 TR pR £ ONS 328, BAR 2 (1355 55 Terraform
Template-1 [ E S4B

UK

T Ex OCI1)7
IR R AEBERE AT AR ORI AE T DX 3P o
PR2 EHFFRARRS > RREMER > ik > S HL
HEFE H BRSO Hh i) Terraform template template2.zip 5 4 Terraform Bt & fJ5 »

$EI 4 F—h, AdiTerraform 84 > A

{£ A Cloud Shell Z3 2

Shy B G T A, T DA o i 7 R R iy 38 S S B AR & AwtoScale fi# )T % (Terraform
templatel template2 Fl oracle JJfig) -
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7£ OCI %R Firewall Threat Defense Virtual Auto Scale 2 5% |

B cins

HIE 1 K HFRSoE e ftdv_autoscale_deploy.zip S04 4% 3 Cloud Shell A Hs 45 S0 14
= Cloud Shell

sumis@cloudshell:~ {us-phoenix-1)% 1s -ltrh
total 152K
-rw-r——r—. 1 sumis oci 151K Jun 9 @7:25
sumis@cloudshell:~ {(us-phoenix-1}% unzip ftdv_autoscale_deploy.zip
Archive: ftdv_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip

inflating: oci_ftdv_autoscale_deployment.py

inflating: oci_ftdv_autoscale_teardown.py

inflating: deployment_parameters.json

inflating: teardown_parameters.json
sumis@cloudshell:~ (us-phoenix-1)% 1s -ltrh
total 344K
—-MW=-r—r—.
=W=r—r-—.
=wW=r——r——,.
=MW=r=—r-——,
=-rwW=r—r—.
—rwW-r—r—.

87:19

@7:19

87:19 teardown_parameters.json

87:19

97:19 oci_ftdv_autoscale_teardown.py
@7:19 oci_ftdv_autoscale_deployment.py
87:19 deployment_parameters.json

@7:25

sumis oci 2.7K Jun
sumis oci 5.8K Jun
sumis oci 7@ Jun
sumis oci 133K Jun
sumis oci 7.1K Jun
sumis oci 25K Jun
=rwW=r=—r——, sumis oci 2.8K Jun
—MW—-r—r—. sumis oci 151K Jun
sumis@cloudshell:~ (us-phoenix-1)%

(T G g gy
DO DWW WD WY

SIR2 (AT python3 make.py Mgt A 0T, IR ORI E S deployment parameters.json HIEANSHL
é‘ﬂ% 3 EE‘ ij] Autoscale ﬁ$‘/j‘\7§%ﬁ5%y %’E Cloud Shell J:Jéﬁt python3 oci ftdv _autoscale deployment.py /I%é\o

SERURTT G ERE KL 2 10-15 23 Bl
URAE AR YL T7 S8 B8 R R DR AT B R, B R H S S fRAF

B UEERE

AR AT CEE T 580, JF H. Oracle DhRER T O B FIFERE . BRATEILT, SEOlt iR

i KSEBIBCh 2. f8a] DU A 5 ) de /N e R0 AE OCT UL A 2 i st . 05 A & B )
Firewall Threat Defense Virtual 524 .

FATE B AR ) — LB I A TAERAE, FFRAEHAT A LU R T & T . SERGIEE, &
DL 28 Firewall Threat Defense Virtual B SEPRZK .

)

iE% K Firewall Threat Defense Virtual SE4 11 i /NEFR 72 = 3 BR3P (Scale-In protected), DL Gl

OCI ' & SR MM % o
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| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755

AR

T %S

A2 I}

FH4% Autoscale HEk
WRRAAN S TF . B E il HE R
F4% Firewall Threat Defense Virtual VM

WAL Fi T 2% Firewall Threat Defense Virtual VM. WAf H T 75 1) Firewall Threat Defense Virtual
WA SR H BT S S AR o

S5l
1. BETE AT B N R B K S, T BRAT BT A
Mt A NGRS > ThEE > A AR (@i Terraform Template-1 €]#) > EE.

77 9 58 24 min_instance count Al max_instance count.

2. MMBR/ZIESBIANGE T A Yo SRS (R A AT S 451 DAL B A 1 O A 1A i 97 e 5 A7 i o
MIER/Z8 0L, WSS A 3R S08 SL B 34T R

3. Max_instance _count & XMl AR 1) BE FR ], H ] L UT 5 oSl i (v S o okt
TR B PR UL R se i oh- £ T-76 OCT N A o 1% B 1Y max_instance_counto 77 JIJ, 1 AH Y
Hi K B

4. HAE MR S ) S T RO S AT LA 7 B T B E . B TR L R v AN
PN B 1 28 R RN ER, 2 Firewall Threat Defense Virtual 5 VFRJ4E, 0B E K.

5. HT-IHUEJR R, 4ni Firewall Threat Defense Virtual S48 — B (A iz 4R EAE . ey A
Joikidak SSH Ui, WIS 25 gl s il A S gl it b i B, ATV Rl uE AT e 5 2k

Oracle I &E

* Oracle JIfig SEBr L& Docker Bef% o IXLERLG 25 | R A7 21 OCT 257 MR A H b o IxX s
G MIBE, 75N ERAE Autoscale fil vk 7 2 H ) D e

* JH i Terraform Template-1 G5 OCI N H L7 Oracle ThREIE & TAEAT 75 MBI AR &, R
ARSI IEK, A JUIAS WY, B P e PR AR B (P RIS 20 BT AR AT A B M0 4 S WA B SE

R g

EOCIH, {NZFFFFIBC E A Firewall Threat Defense Virtual HP [ ¥ HE 171 (1) 32 4% 101 SRIE B 31 5249 itk
MR A T . DRI, PR i e B S B0 AT as (M e i s AN L & lt%@]ﬁl“‘ﬂﬁ%ﬁi@
flir g i) Ja A . IXLE TP A2 Bl N2 )5 s sl Ja sim A T B . FRATTH Auto Scale fift 75 5

it T AL B TS o AHAERATATATAMER AT . dEd ol S R R I Tﬁ‘é%ﬁﬂﬁ%?zﬂmﬁﬁlﬁt
ERAEMIIG O
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7£ 0CI B2 Firewall Threat Defense Virtual Auto Scale 'R A % |
. M OCI = ffiF% Autoscale BLE

RS SESR, AT DU IO R Py A S AR AE S i AT 0T 58 2 3 1o BIRRE RS T RS9 TP 23 1 5l
AN E A s, BN TEhis B L4 1P,

S B ERE PRI iE

BRSBTS DI I A i U E A WTWTRE P, 15 22 OCI > M & (Networ king) > £ 23478 (L oad
Balancer) > T #2 /¥ (Listener) > G {iilT#2 % (Create Listener).

B EimEME Fin e

F¥ Firewall Threat Defense Virtual S22 47 23545 2%, N4 Firewall Threat Defense Virtual 5244
A EE TP BEE A AN A s fa v S 1 e v . PSR 1 TP S JE Dk oA S A A T s i i AR
R SR AR EAEAE B D E g in 2T AR

M OCI 2 fifif% Autoscale Bt &

FTLUE ] OCT A iy B8 ey BHLas LIAHTR] (107 UM BR AL Terraform H28 (RIMERG . I BRMERS S I BR LAY
BT BRI, JF HAS IX S BRI O B A £ B AR 2 B A MIER -

)

AR FEHERRMER AR OUR R BCRE SEEh P R d /NS BB B 0, RS SRR SEBI K k. AR BT
MERPTA 6], I HA B MMEMIRE .

T AHAT T3 MR el A Cloud Shell.

F =l PR

I ik 213 Auto Scale BT RAFE =D MR Terraform ik 2 HEAL . MR Oracle ThRE, RJa
SR Terraform B 1 HEAR

ffiB& Terraform Template-2 4%

ZIMER Autoscale FiL'e, &2 5E M ER Terraform Template-2 HEf% .
UK

S BEF OCI]).
XA B R AE RS A EA o B R AE TR X P
T2 HBHFEARRS > RREESE > k.

P$IB 3 1k Terraform Template-2 G 2 (I HERE, X5 EE Terraform #24% (Terraform Actions) 72 Hrf i1 $5 2% (Destroy),
WE PR
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| # ocI L #BE Firewall Threat Defense Virtual Auto Scale fi#: 755
i oracte 15t I}

Terraform Actions « Add

Plan

Apply

Import State

Destroy

Ko G ERAE N, AR TR 2 LEIN H) o 8T ATE AR BB 58 U IR HEAR o 1 R B P

"
Plan Apply Edit More Actions.

Import State

Stack Information Tags
Run Drift Detection
Description:
QCID: .. kujpug Show Copy
Craated: Mon, May 10, 2021, 09:56:4 Download Terraform State
Time of Drift Detection (Last Run):
Maove Resource

Add Tags

Jobs

: Delete Stack L :
A job is created when you run a Tertaror[ - ]erraform actions tcj
L

IR 4 GRELMER Oracle Y)fE.

HIF% Oracle ThAE

Oracle DfEFE AN Terraform FMHEALTRE 11— %, & ZAE ] Cloud Shell Hpk AL, A,
Terraform HERAH 53 A 2 e HM s o S8 A2 BB 3T Terraform Template-1 G173 i) OCT N A A A
14 Oracle PR

S BEF OCI ).
X35k S s AE BB A B e TR S AR T ) X A o

PR 2 IEFFFA NGRS (Developer Services) > LRE (Functions). ZEFEAERIAR 1 HEH QIR N T 44 5K -
PR3 AN, Ui A R EOR IR .
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7£ OCI %R Firewall Threat Defense Virtual Auto Scale 2 5% |
. B Terraform Template-1 H#E4%

fiB& Terraform Template-1 4%
A\

AR HAEMERITE Oracle IREZ i, A REMENMBRBIAR 1 Hitk.

5 Terraform Template-2 JHBRAH A o
UKL

P G OCIT] /.
D38 S s AE R B AT AT e AR R A AE TUYT A X S Y

PIE2 ERFARARRE > REEESE > HK.

$I® 3 1%4% Terraform Template-2 612 (I HERE, SR)5 & ili Terraform #24E (Terraform Actions) R 473280 b ({45 2% (Destroy).
RGOV R AR, BAIER B2 U 75 2L LI )

HB 4 BB lR, A UNE L I24E (More Actions) Rz b IHERHEAR, 0 F TR

"
Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

: Delete Stack L -
A job is created when you run a TerraFcur[ * ]erraform actions tcj
“

M ER Terraform Template-1 HEAk )5, BEAAUSUE R TP SR TR, JF BRAEAT AR .

{5 A Cloud Shell P& Autoscale

ﬁﬁﬁﬂu?ﬁ? Cloud Shell ':F‘#h’ﬁt python3 oci ftdv autoscale teardown.py ﬁﬁ/ﬁ\’ QXL'ff%Hi‘HAﬂﬂU]%‘:
HER AN Oracle Difig. A RMEAIE F2NHB 1, 1 508 stackl Fl stack2 (W HERR ID, SRS ST
teardown_parameters.json SCEH N H ID.
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.14,

£ GCP _E == Firewall Threat Defense Virtual

-

1 0] AFE Google =T & (GCP) _L#B% Firewall Threat Defense Virtual, iXj&—f A& RS, ik
TEREEAE Google $R AL =y BE T I IRHEE IR iz AT N H

WETE GCP i & EHmER+ A3 GCP I HAE .
o QR IERE GCP I H , AR AE 3 I E AR Tk B I H .
o PYFRESHING, 15 A SR > £ T > BHImR.

S

Tl LLE % GCP #5516, 7F GCP i3 482 Cisco Firepower NGFW KRB ki (NGFWv) 7= i1,
4R JG J3 3] Firewall Threat Defense Virtual S261. UL FFERFA4 T T vE4: GCP 3435 )1 )3 3)) Firewall
Threat Defense Virtual S£4], LA 3 Firewall Threat Defense Virtual .

« MR, 5 346 0T

o v BT, 5 347 0T

© HURESAE B 348 UL

* Firewall Threat Defense VirtualFll GCP [JUERIFIRE] , 25 349 7T

* NIC BB DL, 28 352 1T

M2 b on il 2 353 1L

fna] 2 P Secure Firewall Threat Defense Virtual 345 , % 353 1L

* MUE GCP M5 , 28 355 71

IR KBERUN , 26 357 1L

%% Firewall Threat Defense Virtual , % 360 71

1 FH #h8 TP 7242231 Firewall Threat Defense Virtual 324 , 2 364 T1

{5 F ER AT 4551 62 3% 4% 42 Firewall Threat Defense Virtual S2401] , 2 365 7L

i [l Geloud i% 4% F| Firewall Threat Defense Virtual 524 , 55 365 71

* XA GCP LI i2 Wi I 1) Threat Defense Virtual , 2f 365 71

o HBE LW 1K) Threat Defense Virtual FUENFIRRE] , 2 366 7

* NIC 2 %4 iy, DMELE GCP _EB3E JCi2 Wi L1111 Threat Defense Virtual , 2 366 11
* {E GCP L8 JCi2 Wi# 11 () Threat Defense Virtual , £ 367 7T

s THRIm s, 5 368 1t

o HEEANTIZ TR O 1Y Threat Defense Virtual £EHE 8¢ Auto Scale fi# ¥R 72 , 5 369 T
o ibEHEER . 5 369 BT

3
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7£ GCP _t B Firewall Threat Defense Virtual |

Firewall Threat Defense Virtual iz47 54 #1 Cisco Secure Firewall Threat Defense (2 HijFK 4 Firepower
Threat Defense) AH R4, CUBIUE RFE UL %4> Dfig . Firewall Threat Defense Virtual 1] LA
WEEAILGCP . AR5, LU TAC S, CURYTE— B Rl 9 Je . W4 sl #6 H0 A7 8 1) kg
PRI A O TAE A

GCP #1222 270 Threat Defense Virtual Fi <

HEFFE Google FEFHIMIZETAYFN K /N LA A& Firewall Threat Defense Virtual 753K. HHJ, Firewall Threat
Defense Virtual SCRFHHSALACREHIHLAS S AL (bRl & A A7 LU CPU HLES AL

)

HR RN ER TR A, R AT

R 32 MR EM AR

TEREITENZE | B4 vNIC Threat Defense

% Virtual B 7
vCPU M7 (GB)

c2-standard-4 4 16 GB 4 7.0 B HE = A

c2-standard-8 8 32 GB 8 7.0 BY = A

c2-standard-16 16 64 GB 8 7.0 B HE = A

R 33 BRI EN KR

BRTENRE (Bt vNIC Threat Defense
Virtual k7
vCPU N7 (GB)
nl-standard-4 4 15 4 7.0 B R RAS
nl-standard-8 8 30 8 7.0 B SR A
nl-standard-16 16 60 8 7.0 B A
n2-standard-4 4 16 4 7.0 B SR A
n2-standard-8 8 32 8 7.0 B R RAS
n2-standard-16 16 64 8 7.0 B A
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I 7£ GCP _3BZ Firewall Threat Defense Virtual

wainir |

BATENER (B vNIC Threat Defense
Virtual k72
vCPU M7 (GB)
n2-highmem-4 4 32 4 (OETUTEN
n2-highmem-8 8 64 8 7.0 B SRS
nl-highmem-4 4 8 4 7.0 B = A
nl-highmem-8 8 16 8 7.0 B A
nl-highmem-16 16 32 8 (OETUTEN
n2d-standard-4 4 8 4 7.0 BYE S A
n2d-standard-8 8 16 8 (OETUTEN
n2d-standard-16 16 32 8 7.0 B A
c2d-standard-4 4 8 4 7.0 B A
c2d-standard-8 8 16 8 7.0 B S hRUA
c2d-standard-16 16 32 8 7.0 BYHT R AR AR

* Firewall Threat Defense Virtual £ /D555 4 PMRE,
o WE R vVCPU Hii hy 16 4.

Bl LLAE GCP _L@zEmk . #F GCP 7% L1 Cisco Firepower NGFW KB k5% (NGFWv) 7= 5
KIFB) VM sz, DL IEFE GCP iHEHLIEAL,

\ )

iR o BRINEML N, 1 UEFI #2352 Threat Defense Virtual SZ4] .

o F A LAAE &5 48 Threat Defense Virtual SE4 I 5 F 224 5 8 .

LR AR 30 T 78 Google Cloud -5 =% Threat Defense Virtual [ TAEHLFE .
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B ooz

7£ GCP _t B Firewall Threat Defense Virtual |

‘ 1 s — 3 earch for “Cisco 4 Configure the 5 Configure endt
J_: Google Cloud C’evapec — CF"EWE‘T — gecure ::Wewa”‘ e threi\i,t"\li::nse — inlerl\'fea“geosr:nd —_— m?;;:gifle:ge
. Platform Networks Rules :\;al?feﬁ:(\::ce :?:;?:2::: app\’yu‘ﬁar:wal\ virlf: g:.:tgmce
7 Manage
threat defense
Managemenl virtual USiﬂg
Center or Device manaqeme"‘
Manager center or device
manager
I1E=(d TR
(1) |GCP {F GCP L #25 Threat Defense Virtual: ] VPC %% (VPC M 4& (VPC
e Networks) > F (Subnet) > [X13 (Region) > I Ptk S5 (1P address
range)) .
(o) |GCP 7t GCP %% Threat Defense Virtual: %7 KBS (F4&
(Networking) > VPC M #& (VPC networks) > B5 A& (Firewall) > 6|2
B A 3E#LN (Create Firewall Rule))
(3) |GCP 7E GCP %% Threat Defense Virtual: £ GCP 17382 “Cisco Secure
i Firewall” o
(4) |GCP {F GCP ¥ 2% Threat Defense Virtual: it & Threat Defense Virtual 32
— ZH.
(5) |GCP 7E GCP |- #B% Threat Defense Virtual: it & P 258 10 3 5 H B K s AR
.
(6) GCP 1 GCP I #B“E Threat Defense Virtual: 7& GCP [ #%8 Threat Defense
— Virtual,
7 BB EE | &P Firewall Threat Defense Virtual:
e  fifi ] By KBS B b0y SRAS HE Firewall Threat Defense Virtual
o ffi ] B7 KBS 1 £ HE 8% OR4S P Firewall Threat Defense Virtual

HIHE R

* 7£ https://cloud.google.com |- fll7 GCP Bk /7 .

* G GCP i H . 2 Google SCFY AL | (Creating Your Project).
o JRHE RN o AT DAZE RHR AR 0 (https:/software.cisco.com/) BIJEE—/ MK F .

* ¥FH] Firewall Threat Defense Virtual.
o AT LA IR SS VT IR AR B KB B RO R i .
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I 7£ GCP %R Firewall Threat Defense Virtual
Firewall Threat Defense VirtualF GCP f:f | £ BR .

o G R WA FVF AT UE R EGN S B, 1521 Cisco Secure Firewall Management Center 45 ¥ i
PR

* 4 5% Firewall Threat Defense Virtual 24t 23K, 1525 (Cisco Secure Firewall Threat Defense 3ff
PEFRR) o

BEOZEX
o WO (2) - —H T Firewall Threat Defense Virtual ZEFZ 2] B kB BELA.Ly, H—PMHT
Wi JoVEH T I

* WEPE O (2) - T Firewall Threat Defense Virtual 34 21 P 3 E A LRI A JL R 2%

* M Cisco Secure Firewall R4 7.4.1 JFif, &nf MRzl 0, HERLDHEAGUIT 4 MO (1
ANE R DR 3 AN ) B GCP _L B3 Threat Defense Virtual. ZF S AEEH Cisco Secure
Firewall i/ 7.4.1 2 W O 90 N #E GCP L6 28 Threat Defense Virtual, 4 < HE4(E &,
2 [W I TAF GCP _L#8E TG 2 Wi O 1) Threat Defense Virtual , 2 365 T,

BIEKE
* FT-3Ji [] Firewall Threat Defense Virtualft) 24 3% 1P,

Firewall Threat Defense Virtual#1 GCP 844 1| 0 PR i)

L HRIThEE
* 7E GCP 55 rh %
AN Z 16 A~ vCPU
* B (BRYO
* VFuf - 3R BYOL
< BERE (72 BUEERAD o BHOREANE R, 1S A LA Threat Defense Virtual 1147

* {£ Cisco Secure Firewall 7.1 X TEARARA b, AXSCHF By kB # F0. M Cisco Secure Firewall i
A 72 TFUR, SR B KBRS A .

Firewall Threat Defense Virtual &5 8515 0] B9 EE R

Firewall Threat Defense Virtual SZ e B8 )ZVF AT, 2R MVE W] W] 35 T35 38 TSR BRI AN [6] (1 4 1 B 2 )
1 VPN JEHBR
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/720/management-center-device-config-72/device-ops-cluster-ftdv-public.html

7£ GCP _t B Firewall Threat Defense Virtual |
. Firewall Threat Defense Virtual#1 GCP &4 4 1l %0 BR 1]

% 34: X124 EY Firewall Threat Defense Virtual i 7] Th 5 R 1)

X REMIE (BoU/RAND | EERHE RA VPN £ iE BRI
FTDv5, 100Mbps 4 #%/8 GB 100Mbps 50

FTDv10, 1Gbps 4 ¥%/8 GB 1Gbps 250

FTDv20, 3Gbps 4 ¥%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #%/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv100, 16Gbps 16 }%/32 GB 16Gbps 10,000

i % [ Cisco Secure Firewall Management Center & F {5 h i) “iFn]” —i&, T fRAEVF 1] Firewall
Threat Defense Virtual % £ B FOVEN] o

\}

IR BET N vCPU/NAEE, 704554 Firewall Threat Defense Virtual 5% ) HLIE -

TEREML 1L

Sy 5EBN Firewall Threat Defense Virtual KPS, #80] LI VM I BN TR EE . G C1E4ME S,
152 GCP LML R .

W im 3 F& - Firewall Threat Defense Virtual SC AR Y & (RSS), 19 465 3 0 245 1) FH X TR AR 9 2%
Bl oy KRG 2 N HREs A% . 1E 7.0 R B iRAR F252 R . B RVEANE R, TES R T Eallom
§JE (RSS) 124> RX BAS1.

hE

BATIRAS 7.4.3 85 B RS I¥) Threat Defense Virtual S 4E 18 YRS sh R4 T 2 A IR GAT 4%, X

KPEERIAERLA T PR P RXAMERE IR K. WS EUOR 3 KZT# 20 Bl A5G M,
IR D BT e Ik, AT AT RE - BORCE AN ST RAMT A -

SR PR A 1] R, 0 A P T AR B R AU

EUFNERBATI Ry 2 B

SBEAS VNIC 73 BCAF e B0 (40 (RX) AR (TX) BRI LAAL B 9 25 Bt f o AR 8 FH 11 o9 28 42 1
A (VirtlO 8 gVNIC) , Google Cloud i | —F &2 B4~ vNIC 43 FL BRI £ &1 RX A1 TX BA
51l

GCP T K B\F4rEc 4 vNIC 535U R
* VirtlO - vCPU %= UL vNIC 3z, It EFAT- MR S{HE.
W, W ERINIE 16 4> vCPU Al 4 4> vNIC, W HREAS vNIC 23 E I BA A E R [16/4] = 4.
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I 7£ GCP %R Firewall Threat Defense Virtual
Firewall Threat Defense VirtualF GCP f:f | £ BR .

* gVNIC - vCPU $R [ LL vNIC 3, SR 5 PRk 45 R L 2
filan, WwREMHLE 128 4 vCPU F1 2 4~ vNIC, WA FECHIEAZIEL A [128/2]/2 = 32,
fkm] IFEAEH] Compute Engine API G BT SERIMLIS H & X Bigh B4 vNIC [FBASI%L. (HA2&,
REPATICERE, D408 DL N A -
o S/NBAA B BEAS VNIC —A

o JRBABITHEL: e vCPU T EEREEAS VNIC [R5 KB THEC P AR, ARG 10K 3

P P25 .
« WA VirtlO 8k 3 5@ CIRSFET, W KBAAITHECh 32
* WHAEH gVNIC, WH KBS 16

o WA H e XATEE VM BT vNIC FIBAAE R, T4 FE 1 BA A s B 25N T 8055 T e 45
VM 524 ] vCPU & .

A RBRVAN E 5E NS 3B A RS AR, 152 B BRIABA A 73 BOAT E 5E SCRAA 3 i o

Snort

o QRSB TR AT R, BIUD Snort 75 BARACHS (A A4 GESCH], BiE VM B 2218, s EHdT
FEAHFERS, 35 M Firewall Threat Defense Virtual Al VM EALE Hi& . WS B4 CPU IS
B NAES 1O Al F T DR/ 53k H 5K A B 106k o) A T S R

* 4 Snort IR, MELH|E CPU A VO IR . G AE NAEA L B 5/ CPU BT E
{1138 T K& Firewall Threat Defense Virtual 5245, W] Snort 5 75 ZAR K I 18] A BE < 4], 1XK S 2L
Bl Snort Lo

R
ASZHFEAE GCP ¥4 Firewall Threat Defense Virtual M Cisco Secure Firewall ffiA 7.1 F-4¢ 8] 7.2, i
I\ Cisco Secure Firewall A< 7.1 FHH] 7.2, AT EHiS
A HERITIBE
* IPv6
* Firewall Threat Defense Virtual A<} HA
© 3% W1/ IR A B A
« FE A

UEFI #1%2 £ 2 51 R
7E GCP b, {SZRFgrits (480 #E, JF H eI 4635 10 )5 ] UEFI &4 .
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7£ GCP _E#BZ Firewall Threat Defense Virtual |
- R

A FAE AT R B v AR B A 10.0.0, MASZ RN . ASCRHET S 5 T U8 shisia el 8
H UEFI %453 .
FHERBR %I F0 E PR 14
ik & F+ 2% BR i)
A\

ER ASHEHRE T

BORLETH L RTEAT %4 . T2 % Threat Defense Virtual 10.0.0 J&, #JG7 B S LUAT R APFIRA . 22
s ISt NIV 11 = S LW

NIC 2 £{#E4% O BY AR 5

7E Cisco Secure Firewall fitA< 7.1 J 80 RURCA |, 4542 1R (NIC) 2IE0E#E 1 LS i R s :
* nicO - I
* nicl - W0
* nic2 - TIEALLUKIM 0/0
*nic3 - TIRALLIKR 0/1
M Cisco Secure Firewall hix A< 7.2 JH4f, 74 B 5 @2t a8 (ELB) 0K Bl (4% K 2 nico, KIILH
FLPE nicO T A A HE B2 R (et kiR = (M 3 .
Cisco Secure Firewall fit A< 7.2 [ NIC FI%d 42 O LS R Birs :
* nicO - TIEALLLKIM 0/0
* nicl - TIRALLLKK 0/1
* nic2 - FHELH
* nic3 - ZWiED
T-IELA K 0/2

* nic4

* nic(N-2) - TIJELIKM 0/N-4
* nic(N-1) - TIELLKK 0/N-3

M Cisco Secure Firewall A 7.4.1 JFf, %830 0] LIAEEA 12 W SO B G T #8% Threat Defense
Virtual, 7EIXFHENL R, NIC AW 1D WS 4 R s
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* nicO - FIRAZLLIKK 0/0
* nicl - TIEALLUKH 0/1
* nic2 - LN

*nic3 - TIKLUKK 0/2

* nic4 - TIELUKR 0/3

* nic(N-2) - FIELLKKM 0/N-3
* nic(N-1) - TJKLLKK 0/N-2

P 2% 3 N 11

mesmitRsl ]

TEE R T 785 i B kA 8 @i H] T Firewall Threat Defense Virtual 4445, 76 GCP 724 Firewall
Threat Defense Virtual BCE T 4 1M (OME. NEB. FEIFNLZHED .

44: GCP -1 Firewall Threat Defense Virtualih & ;<15

Management

VPC Network

192.168.0.0/24

Public IP1

eth2

eth0

VPC
Network

192.168.1.0/24

Threat
defense
virtual

—r—a Diagnostics

eth3

ethl

Network
192.168.2.0/24

_ GigO0/0 (outside) :

Text

vPC

Network

192.168.3.0/24

,Gig0/1 (inside)

FW Rules

00

FW Rules

00

Destination
Next Hop

GCP Route Table

0.0.0.0/0
IP of eth0

GCP Route Table

Destination
Next Hop

0.0.0.0/0
IP of ethl

M &IE Secure Firewall Threat Defense Virtual 1% &

AT A IR PR ) Secure Firewall Threat Defense Virtual .
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. Secure Firewall Management Center

Secure Firewall Management Center

U SR PR R VA5 BB Firewall Threat Defense SCRFIFITE S22 (M D REFIAC &, 1518 H By K B
Ll CIARER R B KBS B ) SRIC BB . A RTRIE R, WS A Secure
Firewall Management Center >k ! Secure Firewall Threat Defense Virtual , £ 457 11

|

BERIN  EORGRINT T B k% £ FR A% F By ks s b0y S48 Firewall Threat Defense 4% . 785
Bl K BE e A B ES AR L IRR )G, WGV B KBS0 K4S B Firewall Threat Defense ¢
%, BRAREAE R AU BL) RE I F HUBTIC B PR e DM B KBS Bty 55— 71, 448 ) Firewall
Threat Defense ¥/ B K58 BErp0y AN, B KT 2B B SN BRI S5 S 25 H

EE AT, ERATEALE By kb RS P MU E TR B B KB RO T, e IRR. N
Firewall Threat Defense BE45HC & )& PSSR, {EHEIX— A,

Cisco Secure Firewall 1Z &5 &2z

7 K 335 £ 45 BL Ay S K 2 4L Firewall Threat Defense 13 75 L #8602 1) WebZt i o ‘& ] ARG B /N ) 2%
B IR AT B M= i B A S — G BUL G &M dth, ExXphipad, o
ke 2 WA B B R A & KE A ORI 48 . A OCTEAIME S, 1EZ M Cisco Secure
Firewall % £ Hi &8 K45 P Secure Firewall Threat Defense Virtual , 55 475 7T

\}

AR G R B KRS A B RS WA 812, 1525 [ Cisco Secure Firewall Threat Defense e 25 1EF5 1

— s <t soke \
XTI AR E IR Pl
BARAT B KB B AL R — N T R G, 1L 0T DLAE F % B Secure Firewall Threat Defense
Virtual ##5. 2 AT B K 5545 BE A0 57 FF Secure Firewall Threat Defense Virtual 7.0.3 7.2.0 M 5 i
WA . BRIEAMGEE, ESEEH =28 IR k58 B0 K4 HE Secure Firewall Threat Defense
Virtual , 55 483 Ui,

| B

EERW BAER = AAT HBE KRS B R0 S B KB A4 B8 TIC Al F RS BE[R]— & Secure Firewall Threat
Defense Virtual %55 o
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I 7£ GCP _3BZ Firewall Threat Defense Virtual

CEFENT |

BCE GCP IRz
Firewall Threat Defense Virtual {15 & ZEPUAN 4%, L J0{E % Firewall Threat Defense Virtual 22 i
X LE 2% . PIZ% AT
* SN R A1 VPC,
* W TN VPC,
< EHELT M H VPC.
* 2 VPC 5z Wi 119 .

WANE R E T % A GCP B K IEHN, DL AR IR 4 Firewall Threat Defense Virtual. 2% [ il
Bij K 3 HUU 5 7E Firewall Threat Defense Virtual A< £ b0 B (1 4 FH 2 A1 B KB RUUAS ] o AR 3t DGR 1)

WL M fREfT 44 GCP # AR KRN . 152 ] GCP L FTDv M 2546 47 il 4 A 45 -
Tn] DLV T A % FTOEAT GCP Is AT IRGUR A iR 1y, I deie 1] T B LIS AT IR BRI . SR H]

T GCP iz IR IR A i i v AN T AT, e] DU AR 1 b G058 BAy S R b i % ok Sl H
i

32

Wk

£ GCP =il &b, L+ VPC W%, RJ5nidil@& VPC M.
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/ Create VPC network

&  Create a VPC network

7£ GCP _2BE Firewall Threat Defense Virtual |

Name *
( cisco-secure-firewall-management-vpc

Lowercase letters, numbers, hyphens allowed

Description

[] set MTU automatically @

Maximum transmission unit (MTU)
[ 1500

|:| Configure network profile (2
Subnet creation mode (2)

T2 ERFR (Name) FEH, AT KA,
$IR3

TR N\ FREIEER L0, sl BEX.
FES  AETFWED T, AdiwnF R L e T K.

& Create a VPC network

Subnets

Subnets let you create your own private cloud topology within Google Cloud. Click
Automatic to create a subnet in each region, or click Custom to manually define the

subnets.Learn more (4

Vv New subnet

ADD SUBNET

$IE6

. Cisco Secure Firewall Threat Defense Virtual \[J35&, KR 10.0

FEF M (New subnet) 12 R (Name) 7B A BT (K44 B

Bk BENZE MTU, AR5 NERREHBA (MTU) TR, WE£EE 1) MTU {H.
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& Create a VPC network

~ New subnet [ ]
[ Name * Qo ]
Lowercase letters, numbers, hyphens allowed
Description
Y
[ Region * v @

IP stack type @

@ IPv4 (single-stack)

(O IPv4 and IPv6 (dual-stack)
O 1Pv6 (single-stack)

Primary IPv4 range

[C] Associate with an internal range
Use an internal range to specify the subnet's internal IP address range. The
subnetwork can be associated with an entire internal range or only part of the range.

IPv4 range * 2

E.g. 10.0.0.0/24

P$®T  MNXE (Region) FHgET, EREIESEIE NI FrA DA W48 E# 207 T 7] — X3
WIES  MIPVASEEFET, Hi A\ CIDR #5128 — /ML, il 10.10.0.0/24.

PRI A HA R ERBONRE, AR5 Sl (Create).

HEB10 ERDE 1-7, K VPC hald 4=/ VPC M4,

1) By At R

TE3 3 Firewall Threat Defense Virtual SEGIT, 13 4 5 Bz O N FH B KSR CRA AR VRHE ] Bl KBS
AL ) SSH M HTTPS #%4%) , 55 5 % 3 Firewall Threat Defense Virtual , 25 360 1. AR %)
BER, AR LU S AN RIS TR G B K BRI o

FB1 EGCPEEHIG T, KIKIEPEMLE > VPC M4 > FrAE, SR it G RE AE AN .
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B oesmosan

@ Network security 41 & Create afirewall rule

v Secure web proxy Firewall rules control incoming or outgoing traffic to an instance. By default, incoming

traffic from outside your network is blocked.Learn more [
Cloud Armor A

I3 DDoS dashboard [ Name * o ]

Lowercase letters, numbers, hyphens allowed
%)  Cloud Armor policies

=Y  Adaptive protection Description
Z
0] Cloud Armor service tier
Logs
Cloud IDS A Turning on firewall logs can generate a large number of logs, which can increase costs in
Logging.Learn more [£
Il DS dashboard O on
@ off
IDS endpoints
a P Network *
default - @ ]
A IDS threats {
Priority *
Cloud NGFW ~ { 1000 COMPARE @ ]
!i! Dashboard Priority can be 0-65535

Direction of traffic @

@®) Ingress

&  Threats O Egress

EE  Firewall policies

WIE2 EAFR (Name) FBH, AP K EEEUE AR P FK, #ilin: vpc-asiasouth-inside-fwrule.
LI 3 ML (Network) FHzzr, JEPEESG FLAIEE D5 KB VPC 511 2485, {5140 ftdv-south-inside.

PR A4 )NBHR (Targets) Fhzzzerh, wREH 7B KBEUNED, Flin. Mg a9prE £ (All instancesin the
network).

PURS N IRITIERE NRAIRT, WWRESCRR IP R, i 1Pv4A SEE .

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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L |

&  Create a firewall rule

——————

Direction of traffic @

@® Ingress

(O Egress

Action on match @

@® Allow
(O Deny

Targets
{ Specified target tags A\ ] ’

‘ Target tags * ’

~ Source filter
IPv4 ranges v @

» Source |IPv4 ranges *
for example, 0.0.0.0/0, 192.168.2.0/24 (7]

~ Second source filter
None >+ @

~ Destination filter
None vy @

HIE6 /ER IPvASEE 7B, L CIDR KU N5 TP HubEyi [, %1% 0.0.0.0/0.
A AVF X 28 TP bl Bl A AR R U
LIE T 7EhiFAER O (Protocolsand ports) T, KEFE E BI Y FRER O (Specified protocols and ports).
LIRS U A,
$IE9 piditliE (Create).

Cisco Secure Firewall Threat Defense Virtual A\ [J$55, KRZ 10.0 .
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. £R & Firewall Threat Defense Virtual

=2 Firewall Threat Defense Virtual

A L LU PR, # ] GCP T % 3ALHY) Cisco Firepower NGFW UL KK (NGFWv) 25
Firewall Threat Defense Virtual SZ4) .

PR FxI GCP £l 5.
PIE2 piiiSMKE > 115 (Marketplace).
I NG IEER “Cisco Firepower NGFW virtual firewall NGFWv)” , 2R 5 EFE7= M.

‘_’d_ Marketplace Q. Cisco Firepower NGFW virtual firewall (NGFWv) X

Marketplace > “cisco firepower ngfw virtual firewall (ngfwv)”

(@ Marketplace home 1 result
e Your products Cisco Firepower NGFW virtual firewall (NGFWv)

Cisco Systems
% Your orders

Cisco Firepower NGFWYv is the virtualized version of Cisco's Firepower next generation firewall. Advanced Security Advanced threat defense
options include next generation IPS, advanced malware protection, URL filtering, and application visibility and control. Scales up/down and high

= Filter Type to filter availability provides resilience. Cisco Talos delivers industry-leading visibility to detect and stop advanced threats. Consistent Security...
Category A
Security (1)
Networking (1)

;4 pidiEsh (Launch).

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0


https://console.cloud.google.com/

I 7£ GCP _3BZ Firewall Threat Defense Virtual

2)

h)

ERE R TR (Deployment name) - S5 i ME—HI 2 FK .

At - EEE A AR B R T Threat Defense Virtual SE41 BT 7 A PR R ARSI 7
BRIG AR A - 3R 22 1) Threat Defense Virtual M%) EAERRAS o
X13 (Zone) - L EHE Firewall Threat Defense Virtual )X 2

#E2Z Firewall Threat Defense Virtual .

HEHLZLEE (Machinetype) - IR¥F RAEK , 5 346 T1 EFIEHIATEHIZEA.,

SSH Z$A (AIik) - I SSH &= PIXPREME A 4]

HHIN B GCP AL I — N AILE IR AR — AT YISO P LR OR 2 A e 2 Se il . i

SR B PIRN RAF B SR, AR IER RS2/ .

HePE FOVFIC AL FHAE AR T I H 2003 1) SSH BB U5 IRl bS5 . 152 B Google SCRYS Fu v sl B3 TS0 H 20 i) 2

& SSH 254715 1) Linux 541

BB (Startup script) - 0] LAk Firewall Threat Defense Virtual SEF G J5 ShIHIAS, DU AE AR S5 )3 3)

I AT A SIS

LUR 7R Bl s 74 Day0 Be B 2 B PRI 21 /B ShR AR 7 BLit sl -

w5 1
{

"AdminPassword": "<your password>",
"Hostname": "cisco-sf-gcp",
"ManageLocally": "No",

"FmcIp": "<FMC_IP>",
"FmcRegKey" :"<FMC_ regkey>",
"FmcNatId":"<FMC natid>"

}

ol 2:

{

"AdminPassword": "<your password>",
"Hostname": "ftdv-gcp",
"ManageLocally": "Yes"

}

R

M EPAT R, BN AT H] JSON B0k 2% K4 IE Day0 He#

MEGIZEO — EEH I 1) AMT. 2) WS 3) FELL 4) 2.

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj


https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
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7£ GCP - #B Firewall Threat Defense Virtual |
. £R & Firewall Threat Defense Virtual

Networking

Network interfaces

Vv cisco-outside cisco-outside (10.10.0.0/24)

Vv cisco-inside cisco-inside (10.10.1.0/24)

Vv cisco-management cisco-management (10.10.2.0/24)
Vv cisco-diagnostic cisco-diagnostic (10.10.3.0/24)

Add a network interface

Firewall ()

e
QUESEGI S, R TET ) S AN 1o 3 SRAS AN TE A (4 1 C B B A S, U 25 ok 12 S0 A T 1
T R 1 8 R s S 49

1. ML (Network) FHrgl&r, 4> VPC M4, {40 vpc-assoso-mgmt.
2. M FM (Subnet) N FIEF, EFE AT,
3. MIMER IP (External IP) FHiAIEE T, HEPeE k.
XTI, KRAMER IP (External |P) 3% 4% 4 GBS (Ephemeral). XX T AR AM % 1K A rT &

4. ST (Done)s

i) BAXSE (Firewall) - 5 FH B KB HEI .

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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#E2Z Firewall Threat Defense Virtual .

= Google Cloud

New Cisco Firepower NGFW virtual firewall (NGFWv) deployment
( =

Done

Add a network interface

Firewall (2

Add tags and firewall rules to allow specific network traffic from the Internet

Creating certain firewall rules may expose your instance to the
Internet. Please check if the rules you are creating are aligned with
your security preferences. Learn more [2

Allow TCP port 22 traffic (SSH access) on MGMT Interface ()

‘ Source IP ranges for TCP 22 traffic ©) ‘

Allow TCP port 8305 traffic (SFTunnel comm.) on MGMT Interface (2

‘ Source IP ranges for TCP port 8305 traffic @ ‘

IP Forwarding (@

‘ Network tags (@) ‘

Deploy

« P 1K B Internet (SSH iiE]) &Y TCP w0 22 & (Allow TCP port 22 traffic from the Internet
[SSH access]) ZIEHELL 72 ¥F SSH.

kP RFREBEHEMHTTPSHE (FMCifia) (Allow HTTPStrafficfrom thelnternet [FM C access])
SLIEHE LA SR B K 4 B rp sy R B 4% XU ) SSL i W58 18 (SFTunnel ) $H4718 15

kT IP R R RN,

$IR5 iliEBE (Deploy).

e
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. {EF45MER IP 3%1%%| Firewall Threat Defense Virtual 215

JRBHIN A H R T2 RN ER, BRI AT M. iR nIRER 2 7-8 P BloRSE IR tL . TH2) P ITRIaGtk, T
AE 7 LM R B IFERT T 4R

T—5#ft4

M GCP #2151 VM SEG] TN A S BP0 (5 B o ORI 8 1P k. AR TP Mkl DL 45
IERUR BB ROFEAT o IR S, R 24 RS

{E A4 ER IP %352 Firewall Threat Defense Virtual 2451

Firewall Threat Defense Virtual SZ45 4G N &8 1P FAbEE 1P, %80T LU#E H #h38 TP 2K1J7 ] Firewall Threat
Defense Virtual 524 .

UK

FHEB1 /F GCP G, %It E 5% (Compute Engine) > VM 3241 (VM instances).
S8 2 15k Firewall Threat Defense Virtual SZ5] 42 #R LLFT T VM SEHI RN S LTI .
PR3 {EIFMIER (Details) i~ T, s SSH F B N hsk 5L,
IR A M\ SSH R Pk £ T 75 R AL T

$& AT LI LR 75 1:3% 82 3] Firewall Threat Defense Virtual SZ4 .

o AR A SSH %% ) w5l B = U7 T H - A CVRAIME B, W21 Google SCR AT HI 25 — U7 T 1% (Connecting using
third-party tools).

{$ /3 SSH 1%3%%| Firewall Threat Defense Virtual 32431

2 Unix KUk 1 5 4534825 Firewall Threat Defense Virtual 5247, %16 SSH & 5% 5241 .
puk =

SR AU T B E SO, DI A ] DA EOC::
$ chmod 400 <private key>
Horpre
<private_key> EMANTHISEBHARMATK, 2O S5 E07 ) 1 SL B DRIk AL -

$IR2 LI SSH 4[] 54491«

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0


https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

| 7 GCP L #BE Firewall Threat Defense Virtual
{E A E1T45%I & %12 Z Firewall Threat Defense Virtual 251 .

$ ssh -i <private_key> <username>@<public-ip-address>
<private_key> jE A 5B BEBRAR M IR, 2SS L5 S5 ) (K SEGI SCHR A FAD ] o
<username> #& Firewall Threat Defense Virtual S5 [¥) )7 44 .

<public-ip-address> £ MNIH] G KR ) SEH] 1P Hillk.

(£ E1T7i58 &%= Z Firewall Threat Defense Virtual 2451

UK

$£B1 £ GCP #&#HlGH, %EFTE 3% (Compute Engine) > VM 3245 (VM instances).
#1982 515 Firewall Threat Defense Virtual SZ41 4 FREAFT IF VM SEHHELR{EE (VM instance details) T .
P$IR3 EiIEMER (Details) EIRF, HdiEZE| RITIESIA (Connect to serial console).

HRVEAE R, 120 Google 3R AT 542 . (Interacting with the serial console).

{$ 9 Gceloud %32 Firewall Threat Defense Virtual S2 {5

K

FIB1 48 GCP G, %I+ E 5% (Compute Engine) > VM SE41 (VM instances).

IR 2 il Firewall Threat Defense Virtual 5241 4 F8ELFTTT VM SEAIER{E R (VM instance details) TT1fi .
P 3 EFMER (Details) IR N, sl SSH FBUf Nk,

S 4 i EE geloud 454 (View geloud command) > #E = Shell #3517 (Run in Cloud Shell).

ISR TIF “ 2= Shell” (Cloud Shell) i & o A RIEAIE S, 16204 Google XY, geloud iy AT THMEA (geloud
command-line tool overview) ! gcloud compute ssh.

X T 7£ GCP L& Ji2 t3x 1 8Y Threat Defense Virtual

1F Cisco Secure Firewall A 7.3 L HALHA I, Firewall Threat Defense Virtual #2& 7 £/ 4 MO
S DAV, 1L ANS I DR 2 AN R .
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

7£ GCP _t B Firewall Threat Defense Virtual |
. B2 FLiS W1 [ B4 Threat Defense Virtual 594 1 50 PR 51

M Cisco Secure Firewall R A 7.4.1 J¥4f, #&nl DU BRSO, JRATH 20 4 N0 (1 AME BB
3 AN #4538 Firewall Threat Defense Virtual. I HE S AR R — 31 W12 38 B 3
fib BrH4% 10 () Threat Defense Virtual. 11, 1F c2-standard-8 THEAIZEM |, HHIAERLIEE G 1
AN U 7 /N B B2 11 Threat Defense Virtual, A2 338 B 1 /NEBE D, 1 AM2kiEO
16 /N2 117 Threat Defense Virtual

M Cisco Secure Firewall fiAs 7.4.1 7R, FATE SR A 12WH 01 GCP _## Threat Defense
Virtual.

W HEAAE Google Cloud T~ (GCP) 3§ 1] Firewall Threat Defense Virtual S5 152 37 #r,

)

IR BT CERERRIE L EC 8, R T LAFRN N 4 /M43 KB %8 Firewall Threat Defense Virtual,
% 8 M.

=R 2E o i2 WiE O BY Threat Defense Virtual 544 M) 0 R &I
o MizWrE OB ERR, R4 HEF SNMP SZF## ] Firewall Threat Defense Virtual & ¥ 5{ 44 £z
H, AR IZEE .
o BLERE SRR A Y ke

o ANIERE BLAT S W 1135 111 Firewall Threat Defense Virtual S26 FIAS ELAT 12 W% 11355 111 Firewall
Threat Defense Virtual S 4>4H o

N

I8 ALK Firewall Threat Defense Virtual 54143417248 GCP _L- S 41 rh iz
11432 . 1X5 Management Center Virtual _|-#] Firewall Threat Defense Virtual
S A TE K

« N3 CMIL

NIC 2R O RIBRST, LUETFE GCP LERE Ti2 i O /Y
Threat Defense Virtual

T H T NIC 2dEE O mess, FH5838 512 Wik 1 1) Threat Defense Virtual o

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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7£ GCP L #RE Fi2 W% O A9 Threat Defense Virtual .

Net-Interface VPC Port

NICO outside-vpc Gig0/0 FTDv-3-NICs
NIC1 inside-vpc Gig0/1

NIC2 mgmt-vpc Management

7£ GCP L ERE iz WiiE O AY Threat Defense Virtual

PAT NG B IP R, ERAZWE ORI R B2 Firewall Threat Defense Virtual
PUK i

S W T AR E 1 day-0 BLE A (GCP 4 & L1 Startup script ) A ##{E %] Diagnostic: OFF/ON K i
FkThig. BRAEOT, X4 E A Diagnogtic: ON, JfH&BaEWE . M8 % & 4 Diagnogtic: OFF
I, HER AR AW D LR B3
RIS day-0 Ae B IA R .
{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscothreatdefensevirtual",
"FirewallMode": "routed",
"ManageLocally": "No",

"Diagnostic": "OFF"

}

bt 4

B XS "Diagnostic": "ON/OFF" [X 43 K/

SB2 HERPTH > 4 A~ NIC,
HKAE GCP ¥ %% Firewall Threat Defense Virtual FIVEAIFRESF, 124 4E GCP L% Threat Defense Virtual,
HRFZORTEAE R, 1555108 .

PR3 (k) EEGIE LA show interfaceip brief fiy4 Al W HEAI(E B #8IE 7] LLAE Management Center Virtual
EAEEROTVEAEE, PR
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7£ GCP _t B Firewall Threat Defense Virtual |
B rawz

$2 [1{F Management Center Virtual I 7~, W01 R,

Interface Logical Name Type Security Zones

® Management0/0 management Physical

GigabitEthernet0/0 Physical

GigabitEthernet0/1 Physical

Interface Logical Name Type Security Zones
@ GigabitEthernet0/0 outside Physical
@ GigabitEthernet0/1 inside Physical

HR3H=

0] DAHRHE DL R 3 8t 71 4% Firewall Threat Defense Virtual 52471

* JJifi Cisco Secure Firewall fixAx - #0] LUE 82 T2 W82 1111 Firewall Threat Defense Virtual 55
51T b B AT 12 W42 1 1Y Firewall Threat Defense Virtual S2441

* Cisco Secure Firewall 7.4 J 5 i fAS - 48 0] LU BEF 12 W42 O 16 Firewall Threat Defense Virtual 3
B T2 Sk AT 12 Wi 2 111 Firewall Threat Defense Virtual SZ41

ASCRFEL NI g5t

* JIIF Cisco Secure Firewall iR A< - Foikb 328 12 Wik 1T #) Firewall Threat Defense Virtual SZ 451 7
26 3% 12 Wi O [¥) Firewall Threat Defense Virtual SZ4] .

* Cisco Secure Firewall 7.4.1 [ 5 @A - 8 IC 100 AT 12 Wi 2 11 1¥) Firewall Threat Defense Virtual
B sz T4 ok B 2 W42 T 1) Firewall Threat Defense Virtual S24] .

N

B MR, NIC HECRRUREE (R A2,
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| 7 GCP L #BE Firewall Threat Defense Virtual
EE 152 W1 O AY Threat Defense Virtual ££E£5% Auto Scale 2R 7= .

ZNE 552 B73E O BY Threat Defense Virtual ££E£5) Auto
Scale #FR A HE
BAEAME F 2 Wi O 104500 T % Firewall Threat Defense Virtual 227 8% /1 Firewall Threat Defense Virtual

SEBI AL F Sy TR AR T EPATHR S, SR LE day-0 e & A Hoks 8 {5 %) Diagnostic: OFF/ON
BEE M OFF,

MU HERR

WAL 5 Firewall Threat Defense Virtual IS AR MR 2 W 1, 5K & 8 (A X Diagnostic: OFF/ON 4&
3 CLLE day-0 Fic & A h ¥ & ol OFF.

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj



7£ GCP _t B Firewall Threat Defense Virtual |
B s

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0



19 =

£ GCP _E == Firewall Threat Defense Virtual
Auto Scale 2R A X

* Auto Scale ¥R /7%, 371 U

o FEGTE AT, 5 374 10

* RGUEDK, 374 1T

* HURESAE B 377 1

o ¥R Auto Scale ¥R 7% , 5 385 T
* Auto Scale @4 , % 392 GT

o Hidsx ik, 56 392 it

o WREHERR . 2 393 BT

Auto Scale 2R A=

PLF & 48 Auto Scale il 4 )7 = 1A {7 % GCP L ¥) Firewall Threat Defense Virtual & 35 /E

1Btz

1l 7] GCP HJ Firewall Threat Defense Virtual Auto Scale & — 523 K TC R $5 85 S2 )7 %6, & A GCP
RO TR SR i (=%, MBIYHTES. Pub/Sub. SEHIAEE)

[fii 1] GCP [¥] Firewall Threat Defense Virtual Auto Scale HJ SZH [t — 48 3= B D) B4 45 :
* GCP #3358 g 5L T B T B2
© SCRERET CPU M I SRR o
* Y F Firewall Threat Defense Virtual 528 F12 ] F 4 X 15
* % FF Firewall Threat Defense Virtual [¥] H 073 HFIEUE A Mt
* SEA HENEIC B4 B3N H T 1179 i€ Firewall Threat Defense Virtual S5 .

o HK NAT 560, V5 o) SRS 2% i B 35 F 2| Firewall Threat Defense Virtual.
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B evmms

o O SR BT A RN 22 n] R DX S S HE
o fEHABAF 4 ES7FF Firewall Management Center Virtual.
o JARHEAETE 7] GCP ) Auto Scale H#2E- LA {5 .

* Threat Defense Virtual SZ41 38 i P4 042 11 0 N2 AT RG]

A FABR
* {SCHF IPv4.
« Vi) - {2 FE BYOL. ANSCRE PAYG VFH] .
o HEPABRBE& Dy Res k.
o SRR IR K AAHUN 25. X & Firewall Management Center Virtual 52451 7 (1) i AR il o

* fEFTH Cisco Secure Firewall it -, #&HS AT DAA# FH PR AR 2 Threat Defense Virtual H 3
YRR T % . $E 1 Threat Defense Virtual SEH] /0 BF 4 MO - 1 ANEHEEOL 1 M2H
O 2 MR .

M Cisco Secure Firewall hiiA 7.4.1 FF4f, 80 0] AAEEAT 2 W A1 DL T 3% Threat Defense
Virtual. [FFEEMR S, IHED 4D QA DM 3 MR LD 52t B . Hh
ITHHRAE, IEMREmAZSE, 5 378 T IS i =44 diagFirewallRule.
diagSubnetworkName. diagVpcName F1 withDiagnostic.

o ANSZREHT T A0 1047 i i T £ 26 Y b i 72
* NSRRI RE
© ASCFPRET P NAFAE T R I A B

o IR /A mI 4 e AT e o Al SE A BB ek b/ Nl 1. {Hs2, Firewall Threat Defense Virtual S/
H &% Firewall Management Center Virtual 32 RS M, BRZEANERS

* FEW I REIIA], JEREFEILIN AL, 300 A0 o R8I ] AT-SIpRE AR I E]C ok i i 0 I ) Bt o
o SNBSS Mg AR PEIOBEAR G . ANSCRR A U 98 2 ] TP (1) DNS 25K,

© R 50K LA SRR AN “ =R 7 et .

o A REMAYT AN A [ LR B B EHR TR B, T 2 BB H

* NAT. JERE B o 2 1K) 20 A SO R A % R L 0T B 1) B K sk P 7 1 o

* GNRAE J 2/ Firewall Threat Defense Virtual #5228 gk 7%, WIFCE R AP0, KA Firewall
Management Center Virtual — /X H GEAN I —MAMHE R . H4MAY AR INZ /> Firewall Threat
Defense Virtual SN, #E BB 080n. HAT, P WA i A4 06 e 2647 o

* WAZ{E Firewall Management Center Virtual "I & 220 . NAT MLUUFI 2800 5, SR A B 3)
HEh . HER, LB FELB IP (UAEME Mgy S A o AUk, fnT AR RE Ut 52,
JFAEARISE B TP J5 BT 5%
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Auto Scale {5 FZ 4 .

Auto Scale 1 Z 1

i& H-F GCP H Firewall Threat Defense Virtual Auto Scale & —Fl H st /K AR T2, ©%
Firewall Threat Defense Virtual 55420 & T GCP it 43745 (ILB) 5 GCP 4N 41 43511 4% (ELB)
Z I,
* ELB W9 5 M H BE 9 43 & B s 45 2H 77 ) Firewall Threat Defense Virtual S24; 4R )5, Firewall
Threat Defense Virtual K 4% & 3 N FAFEF .

o ILB ¥ H uh B I0E P 3 i MU FH R 7 43 & 31 SE 451 25 0 () Firewall Threat Defense Virtual 241, X )5,
Firewall Threat Defense Virtual ¥ & %% A& 21 HL P

o MR E RS AE— NER P RIS gk (N FERRNANEE) Shak i s .
o MUFEAE P [ Firewall Threat Defense Virtual SE68I BUB AR 85 71 8 544 B sh AT R FIEC '

45: Firewall Threat Defense Virtual Auto Scale 1 FA Z= 15

Instance
Management P Group
Center Manager
Instance Group Instances - -
-, _-
(IGM ) #7 P
Threat defense ................oooiiiiiiiiiiiiiii » -
virtual : : _--"
Aoplication Inside Subnet ~ : : -
Subnet 1 : inside outside g = "
Resource : Threat :
= defense = e
» ) < g
< virtual 1 [ g
<& > <
< >
Application :
i " i
Subnet 2 Outbound : o am ; Inbound
Resource —( Initiated flows : : Initiated flows
Routedto ILB R : Load Balanced C/\)
D inside outside  :
et ] L8 = - — Threat — : =
Application =] : P > " =5 >
bt & == : df:fense < : <
< »| virtual 2 3 o
Resource <% 5
memtl dmz
Application
SubnetN
- —{
inside outside
Threat
defense
> ) < >
P virtual N [ e
> > <
< > <
<
memt dmz
Flows that are initiated from inside toward internet: Flows that are initiated from outside toward backend resources:
-Inside subnets route internet traffic to ILB -Threat defense virtuals are the backend pool for ELB
-Threat defense virtual — Source NAT internet bound flows so they can NAT to public IP of -Threat defense virtual — Source NAT internet bound flows so packets return to same threat
each threat defense virtual defense virtual
-Threat defense virtual — NAT probe packets back to threat defense virtual management -Threat defense virtual — NAT probe packets back to threat defense virtual management

Inbound traffic (Internet->ELB->Threat defense virtual->Application)
Outbound traffic (Application->ILB->Threat defense virtual->Internet)

LEFTA Cisco Secure Firewall i 4s I, #s#5 0] DA 2 4L 1A AR 7528 Threat Defense Virtual Hzh3 &
T 22 . (1 Threat Defense Virtual SE4] /D HAT 4 AMED - 1 AVE D, 1 M2k 2
AN .
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M Cisco Secure Firewall hitA 7.4.1 JFf, %830 0] LIAESA 12 W AU 5 G T #5828 Threat Defense
Virtual. [FIFEFERI S, M R4 M0 QN B ORI 3 AN D) S . BT ik
BAE, ERIEMASE, 5 378 DU B S Uil 2 5L diagFirewallRule.  diagSubnetworkName.
diagVpcName F1 withDiagnostic.

i
kil
(ot
e

ARICRYA G428 Firewall Threat Defense Virtual Auto Scale for GCP fi#t vtk /5 2= 1 TC IR 45 25 A B 1R 40 2
%,

| o

BEEW RO, AR TITA TR
OETFRAHBEL AT, VR TR
- R T SR T R T I

s -F
TEERBIREE
Firewall Threat Defense Virtual Auto Scale for GCP fift ik 5 28 /& —Fh3E T GCP #i5 & BL 2SR A3 2
THIH GCP it ER S 2 3bnt it (=ThAe. HBH25. Pub/Sub. SEBIAHEE) .

T #%)5 3)) Firewall Threat Defense Virtual auto scale fif 4% 77 & BT B 3CA4E . 8 1) Firewall Threat Defense
Virtual FAS [R50 2 A RERR 7] AN GitHub A7 3R

P

AR UWERL Cisco Bt A BIY I EEE BIARIBRAR ) THEUR B3R AL, AFER I Cisco TAC CHFH

Mo

A Y E < A
AZEXK
DL 4B 4449 i T 18 H T GCP ] Firewall Threat Defense Virtual Auto Scale fifE ¢k 77 % .
EREEIEEE
BB E RIS HAT AT EEHE . Google 7 & BLAS AL VA F YAML DLk PEA% 24

52 N F BT (T A B8 5. S vl LU Jinja2 MK S0 EC B[R] AoV 25 4R 4 o L)
HIERERR

Gk s SRR SO, T DURIG AT QIR R A R, T3 B LE . A
{5, 12 https://cloud.google.com/deployment-manager/docs .
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[E] 46: AL B E 1R E

zazx |

< autoscale-cicd-ftdv-deployment

(] autoscale-cicd-ftdv-deployment has been deployed

B Overview - autoscale-cicd-ftdv-deployment

w [B Autoscale_Parameters ftdv_template.jinja

B cicd-pransm-ftdv-instance-template vm instance template

E cicd-pransm-ftdv-instance-group

compute.v1.regioninstanceGroupManager

W DELETE Overview - autoscale-cicd-ftdv-deployment

Deployment properties

ID 6509426199080067142
2021-10-11 (21:26:25)
manifest-1633967785070

Created On

Manifest Name

Config View
Imports ftdv_template.jinja
Layout View
Expanded Config View

E cicd-pransm-ftdv-autoscaler compute.v1.regionAutoscaler

B cicd-pransm-ftdv-backend-service-elb

compute.v1.regionBackendService

Bl cicd-pransm-ftdv-hc-elb compute.v1.regionHealthChecks

B cicd-pransm-ftdv-fr-elb forwarding rule

E cicd-pransm-ftdv-elb-ip address

B cicd-pransm-ftdv-backend-service-ilb

compute.v1.regionBackendService

B cicd-pransm-ftdv-hc-ilb compute.v1.healthCheck

B cicd-pransm-ftdv-fr-ilb forwarding rule

B cicd-pransm-ftdv-ilb-ip address

B cicd-pransm-nat-router router

GCP ey E L HIA

FEHE B4 (MIG) AR S48 E (1 5 BT REARORT ] SRR L EOR QAR MR S AT 0N R,
2 https://cloud.google.com/compute/docs/instance-groups.

47: BT BE

High availability

Scalability

Safe updates

Autohealing

Regional {multi-zone)

- Load balancing

Autoscaling

Auto-updating

Stateless
serving

Stateful
application
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EETRlGE S
© MR T HARFMARSR R EHE AShY R IN LS AR CPU R 4R bx.
* HEhY TR P2 i P 8 AR 3 SR AR RR S AR A P D15 L, RSB R T 30 5 Bt £ H A

AP HEAT PO, A I 85 BOR A o 4R 7 ZEMBR SE] A 8D 2 i se il (A
PR .

o HARFIHIZR K2 AR UL (VM) SEBTRIKFo i, dnds CPU MR 4T

J&, MRT LUK HBRAI AR 308 75%, BBl AR P20 R85 el 411 CPU A AR FFAE
BRI 75% . BENEFR AR HR K AT i B 3h9 eSS BEAT AR AR . A RPN R, iF
2[5 https://cloud.google.com/compute/docs/autoscaler.

Target
utilization
metrics

HTTP load
Average CPU balancing
utilization serving
capacity,

Cloud
Maonitaring
metrics

RSB B RINRE
10T LUK TR 4545 Google Cloud MIREF] T30 2 SSH %44 . LB PEAS . {E Firewall Management Center

Virtual i} Firewall Threat Defense Virtual BA M M Firewall Management Center Virtual H7H A
Firewall Threat Defense Virtual 24145,

o MAEANR YT A ) S5 21 b BB ) Firewall Threat Defense Virtual SEJ, 488 75 B4 T i W oE

o SSH %515, Mt & & 8%, {F Firewall Management Center Virtual 73/} Firewall Threat Defense
Virtual LA & M Firewall Management Center Virtual {71} Firewall Threat Defense Virtual %54T-
%

 FEANYT RIERE T, A DIRES IR 2 R A AT T i . ORI PR H SRR

%, LT IHTAESN g A nse pil o

=TI REBGH £ M AR 55 88 1F AT E
o LE Y W A Ba s g isp, #8353 M Firewall Threat Defense Virtual SZ45) b B 3 W ml ik 35

M Firewall Management Center Virtual H{1 3 JJi} Firewall Threat Defense Virtualo

© AIBERE L 2R ATAT B LR A . R TR R, A AN B H SRR

& BT TAEN Y IR S
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mesd

o TEflR I, mIhRESs L SSH IEH: 3 1EAE MR 1) Firewall Threat Defense Virtual 2451, Ffi247HL
WHIEMHAF AR T4

Auto Scale fi#R 77 S5 £k
[&] 48: Auto Scale fR:R 75 AR

=

v Triggers Scale-Out function when CPU

utilization exceeds threshold value

GCPI Group Manag < Serverless Scale-Out and Add/Delete management y
(Auto scaling Enabled) |- — - ——————— e Scale-in Functions center virtual (via REST APT) |
> M "
t
Scale-in / Scale-Out Center

Manage threat defense virtual

- : Add/Delete NAT rules, \
________ configuration by using the routes, and so on (via A
Apply the threat defense virtual config st REST API)
+ o configured in management center
| Log management
I
1 | Runs in Google Cloud Functions
I | environment
ILB ‘
A |
I
5 |
1 v
I
1
|
= =
Al 1E =R
-~ ~
GCP =&
D3 Ui
GCP In B

FSE LA R S I P A AL AN B R OB QS R I H

VPC %%
iORATIUAS VPC AT/ B . Auto Scale FBERREA S G B Cldhs BRAT Ay 9 2% B3 U

FRTHE WA, EaEER 28 TMIFEHE VPC W h At VPC iEH2s . =IhRefii VPC
AR 5 H 1P Mk U7 0] Firewall Threat Defense Virtual.

Firewall Threat Defense Virtual 75 %% 4 AW 10, KL BRI S T 4 ST R LR T
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B szocezus

* SMEUR R
© W
BT E

&
5
<
fEm

Bh kb
FAI g A YE VPC RS LA TR BRI 1 75 K B5 R

AW ML BN B 4 NPT seAh, B SR VRS A TR OUS AR Y s K i
WUR

IBAPIRGUAS AT LRI (1) 1P Uk 21 T s «
* 35.191.0.0/16
* 130.211.0.0/22
* 209.85.152.0/22

* 209.85.204.0/22

REAL I Je B A A B B AR A AR BT KRR o
JSEAE BT A [ 0 2% 22 A 2 R AT T LU i 1«

* SSH(TCP/22) - 5133 #1 %5 55 Firewall Threat Defense Virtual 22 [H] Kl AR ORI T A 75 . TCHR
- 25 PR 5 Firewall Threat Defense Virtual 22 [8] [{H {5 i b 7

o N R S/ 1 - AR N R T/ (i, TCP/80 45)

193 GCP =INRE

Flrewall Threat Defense Virtual GCP Auto Scale fi# 1 77 Z HESR G R PN RSSO, LUK ZIP LR

* ftdv _scalein.zip

* ftdv_scaleout.zip

FXRWMFIE ftdv _scalein.zip M ftdv _scaleout.zip HAEMMEL, WS Auto Scale
HIE gl
XL BT RE B L ARATHF AR S5, IF T IR 75 SEEAT T, DLSR I 5 D) REMUBT FRCA SRS

HMINSE

TRE X TERSEOT R T . BiEXEEA, ] LIEK GCP #0588 B A B 582 2] GCP
i 5 I X 85 28648 Firewall Threat Defense Virtual %45 .
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& 35 WIS

wrss [

e

SVFHYE/LER

1t AR

resourceNamePrefix

TAFH

JITA BRI HRAL AL 55 LT 26 44
Pragt .

7~ demo-test

region

GCP SZHF A R 3K
[String]

K P8 BT H I DX A4 R

7~ : us-centrall

serviceAccountMailld

FAFH [ Email 1d]

AR URUIR S5 FR A ko

vpcConnectorName

755

<

AbFRTC S5 A B VPC (4%
Z IRV B RE R AR AR

7~fil: demo-test-vpc-connector

adminPassword

Threat Defense Virtual SZ41 §#]
. M5, WSHESEN

A “newFtdPasswordSecret”

bucketName

¥ FAEZThRE ZIP AL GCP 17
AR A2 K

7). demo-test-bkt

coolDownPeriodSec

H 3 A AETT 4 MBS liic gk
(ERSPAIIVAZ NS¢

il 30

cpuUtilizationTarget

2k (0,1]

34 AR N ) S 2
REAUBLIK T34 CPU A%

Bl 0.5

deployUsingExternalIP

A /R1E

i 5%€ Threat Defense Virtual i ¥
TN HAT AL TP ikt

s true

R E N true, I Threat
Defense Virtual 3V 245 245 1P #h

Hh. WERBEE A false, MIATHE
AN TP HihE
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SH2

SIFRY(E/EE

152 AR

diagFirewallRule

TAFHR

A Z W VPC G B K S A
K o

~l: cisco-ftdv-diag-firewall-rule

QR BB B S W
Firewall Threat Defense Virtual,
il 2 T R PNt P
B

diagSubnetworkName

T2 W 101 VPC F M4

~Hl: cisco-ftdv-diag-subnet

QR BB B S W
Firewall Threat Defense Virtual,
K S B0 2 sl N L
B

diagVpcName

T2 Wi L) VPC (447K
~: custom-ftdv-diag-vpc

QR BB B S W
Firewall Threat Defense Virtual,
K S B0 2 sl N A A
Ho

elbFePorts

ELB FR38 DL Wi 11
7~ 80,22

elbIpProtocol

% FH %) ELB IP While
~Pl: TCP

elbPort

ELB i 115,

A~ 80

elbPortName

ELB 3ij ) 4 7R

il tep

elbPortRange

ELB ¥ 35 .
7~ 80-80

elbProtocol

14 FH ¥ ELB i3
7~ TCP
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wrss [

SHB FIFHE/ZEE 1L AR

elbProtocolName TR ELB Wl IH %K.
~il: TCP

elbTimeoutSec sk ELB I #E (F2)
w5

elbUnhealthy Threshold LA IBATIRDUAS A RO BB 2
il 2

fmcIP TR By KB BE AR 1) TP btk
s 10.61.1.2

fimcPasswordSecret £ FIF B 2 A FR

FtdPasswordSecret

fmcUsername FR Firewall Management Center
Virtual ]/ 4

ftdvChecklIntervalSec HOEL IBATAR DU 22 1R 1) B o
il 300

ftdvHealthCheckPort K Firewall Threat Defense Virtual i&
AT AR DA 2L 5 1 5
il 22

ftdvHealthCheckProtocolName | 5245 51 HF iz R i
/~fil: TCP

ftdvPassword LR Firewall Threat Defense Virtual %
i,

ftdvTimeoutSec E Firewall Threat Defense Virtual 7%
Ee7 LN
il 300

ftdvUnhealthy Threshold B IBATIRBUAS AT I IO 1B 2
il 3

grpID A 1 B KRR E AL o O

#HAR AT

7~l: auto-group
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SH2

SIFRY(E/EE

152 AR

IBAPARDURS: A K SR

TAFHR

FVER HIs IR DU AR 1P
05 T 1 3000 PR 917 K et R U ) 42

Ko

5:  custom-ftdv-he-firewall-rule

healthCheckFirewallRuleName

SVER Qg frROUR & 2N 1P
0 [ AR T 917 R R ) e
K

W o

nHl:  demo-test-health-allow-all

ilbCheckIntervalSec

KT TILB 43217 1) g B 1)
~l: 10

ilbDrainingTimeoutSec

EPRE R IR
A~ 60

ilbPort

ILB % 115

ZN B

ilbProtocol

{5 I ILB i
~#l: TCP

ilbProtocolName

ILB WY& FR .
7~ TCP

ilbTimeoutSec

ILB &I HARK
A~ 5

ilbUnhealthyThreshold

TEATARBUAS: 25 S BB K
w3

insideFirewallRule

PR BIT K it LD £ 44 K o

;. custom-ftdv-in-firewall-rule

insideFirewallRuleName

FVFAEN TS VPC H3d {5 B 2k
Sy Wil e

754 :  demo-test-inside-allowall

insideGwName

PRI IR A P o

7~l: inside-gateway

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0




| % GCP L #BE Firewall Threat Defense Virtual Auto Scale #3755

wrss [

SH2

SIFRY(E/EE

152 AR

insideSecZone

TAFHR

W24 XA K

45 inside-zone

insideSubnetworkName

SEHIERETUE

7~ custom-ftdv-inside-subnet

insideVPCName

W VPC 4K .

~45]:  demo-test-inside

insideVPCSubnet

ISR EINEY

7~]: demo-test-inside-subnet

licenseCAPS

BT FIVFTIE R 44 5K

~: BASE,MALWARE,URL
Filter, THREAT

machineType

Firewall Threat Defense Virtual
VM TR LA,

5. nl-standard-4

maxFTDCount

S 2 v AR VR R 8 K Firewall
Threat Defense Virtual £ 4% .

w3

maxFTDReplicas

B

B zh4 B4 Firewall Threat
Defense Virtual 5241 [ 35 K%K
o

w2

mgmtFirewallRule

B K BRI ) 44 o

ZNE
cisco-ftdv-mgmt-firewall-rule

mgmtFirewallRuleName

FVFEREEL VPC A 1By -k
ot L) (R B 25

7~9l: demo-test-mgmt-allowall

mgmtSubnetworkName

BT P A4 K o

~l: custom-ftdv-mgmt-subnet

mgmtVPCName

HI VPC 4K,

~: demo-test-mgmt
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SH2

SIFRY(E/EE

152 AR

mgmtVPCSubnet

TAFHR

BT R R A4 K o

7~ demo-test-mgmt-subnt

minFTDCount

A

TEATA 25 I TR], SEB2H A mT
i)/ Firewall Threat Defense
Virtual SE61%L,

w1

minFTDReplicas

B

E zh4 e 4 7 Firewall Threat
Defense Virtual 52491 [f) 5 /N3
o

w2

natID

TE B KBS B A by Bk
BRE 0y I 75 EME—RT NAT
ID.

outsideFirewallRule

BT K A BRI ¥ 24 K o

~l: cisco-ftdv-out-firewall-rule

outsideFirewallRuleName

FVFAEANE VPC H3d {5 R B 2k
o KL (R B 25

5P demo-test-outside-allowall

outsideGwName

LR PN Ry

~: outside-gateway

outsideSecZone

A2 Az X A4 TR

75f: out-zone

outsideSubnetworkName

MR P (4 FK o

75 : custom-ftdv-outside-subnet

outsideVPCName

A5 VPC B4 FR

7~l: demo-test-outside

outside VPCSubnet

MR P [ 2 FK o

7~9]: demo-test-outside-subnt

policylD

<
2
i

ACL JREW& 12 F5
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ENE Auto Scale R A X

N
g

i
g
N

ZRZ Auto Scale R E .

SH2

SIFRY(E/EE

152 AR

publicKey

5

<

Firewall Threat Defense Virtual
VM 1] SSH %4,

sourcelmageURL

Hi

i
=X

eI H ¥ FH Y Firewall Threat
Defense Virtual B{% [¥) URL.

sshUsingExternallP

A /R E

i Google B 4fH HIfIZA 3t 1P
Huhkit 2L F 1P Huhik

~f: true
R E N true, Google BREUK
{EHASE 1P kb, WR R E N

false, Google PR H % 1P
Huhlk,

withDiagnostic

A /R 1E

RSB B ) Firewall Threat
Defense Virtual 7&75 EL 5 12 Wi
I,

e true
TR E N true, TWFFE

Firewall Threat Defense Virtual ¥
HAEZH#EO., WRERN
false, D38 #) Firewall Threat
Defense Virtual B 12 Wi 1 .

g2

B Git 171 22 v B 2 A o ST A

git clone git url -b branch name

7t geloud CLI H A A AR -

gsutil mb -c nearline gs://bucket name

pakcd

1E R 58 255 1) Google Cloud Shell 5% Google Cloud SDK iz 4T Ay HH AT 4] gsutil B gcloud iy 4.

M R4 Zip 3

a) MK ftdv_scaleout Ml ftdv_scalein @IS LA U IS Zip .
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. ZNZ Auto Scale fRR A E

TIE4

LIS

* main.py

* basic_functions.py

* fimc_functions.py

* requirements.txt
R
?“maxinpyiﬁ:qj L RAE ] Y3 TP ik, 18] ssh_ip=responsd] ‘networkinterfaces’ 1[2][ ‘networkIP’ ]
AT ﬁu%ﬁﬂﬂ/l‘*ﬂ( IP #hil, %A\ ssh_ip = response] ‘networkinterfaces’ ][2] [ ‘accessConfigs’ ][0]
[ ‘natlP’ | 4. Mok, MCEREChESIN T IS AES . 8 nT LU fme.create static_network_route
(vm_name, outsde , ‘any_ipv4’ ,os.getenv( “OUTSIDE_GW_NAME” ), metric=1) Fl
fmc.create static network_route (vm_name, ‘inside’ , ‘any _ipv4’ , os.getenv( “INSIDE_GW_NAME” ),
metric=2) iy 215 A B H

b) KA Zip BE M4 N ftdv_scaleout.zip Ml ftdv _scalein.zip.

R
FESCARIerp S, ERESCHE, A, ARJGIERE “IR4E | /A4%” (compress | archive) LLAE % GCP n] BLISZEY
) .zip.

P4 Zip 1 (ftdv _scaleout.zip M ftdv scalein.zip) bA&Z|AguiEds TAEA .
H B ARSI P ) LU SO AR B R g R TAE DA

* ftdv_predeployment.yaml
* ftdv_predeployment.jinja
* ftdv_parameters.yaml

* ftdv_template.jinja

B IEAR I Zip L5 247 o
®* gsutil cp ftdv_scaleout.zip gs://bucket name

®* gsutil cp ftdv scalein.zip gs://bucket name

JNEB AN B ERNZ W DA VPC R
EEH VPC /, A 28 M, #illn 10.8.2.0/28.

T LN NER AR BRUZ IR LE DA BT KRR eAh,  BGE N TR VRIS AT IR AS 2 B0 1 977 K ik
F
i F 2% BEAS GUI A DL R X203 PN %4 . 182 [ https:/console.cloud.google.com/security/secret-manager.

* fmc-password

* ftdv-new-password
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$IE10

TEN

SIE13

$IE14

ZRZ Auto Scale R E .

il VPC 485 .

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

il

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

AR BAT A 1P (A3 21 & L2 Firewall Management Center Virtual, 7 RUMT{ESFIAIL L P& B
Firewall Management Center Virtual (74115 &, 1§24 (Cisco Secure Firewall Management Center Virtual A | 45
) .

iR
X 2L #85 #Y Firewall Management Center Virtual SZFI#AT 0 12 5 16,

7E Firewall Management Center Virtual 5249 I - 24 Firewall Management Center Virtual 1% FH / restapi, JfAili &
{74E fmepassword 250 H AR R 350 . A CTVEAIME L, 6 .

7t Firewall Management Center Virtual SZ45 b - G AL . Vs i) 5 ) SRBE AN U7 i) R0 . A RTEAE R, 1F
SIS INBERZH S BEEREAS T [a) 47 T SR T 61 St R0 i 45 117 ) 2 T )

1t Firewall Management Center Virtual 5549 I - % 045 H % 4. 47 L WHATTE Firewall Management Center
Virtual FEOIED RITEAIE R, TES B0 S5 B,

* ELB-IP

* ILB-IP

* Application-IP

« BAPRBUK A TP YT (4)
- TR

object network hcl

subnet 35.191.0.0 255.255.0.0
object network metadata

host 169.254.169.254
object network ilb-ip

host 10.52.1.218
object network hc2

subnet 130.211.0.0 255.255.252.0
object network elb-ip

host 34.85.214.40
object network hc3

subnet 209.85.152.0 255.255.252.0
object network hc4

subnet 209.85.204.0 255.255.252.0
object network inside-linux

host 10.52.1.217
object network outside-gateway

host <>
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/get-started-device-management.html#ID-2242-000007cf
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/access-policies.html#ID-2176-00000240
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7£ GCP _LZB=E Firewall Threat Defense Virtual Auto Scale fZ:R /5% |
. ZNZ Auto Scale fRR A E

object network inside-gateway
host <>

IR 15 1t Firewall Management Center Virtual S0 | - Q224X (X5 o AAEIME R, 162 A1 d 24X 5
Rz D %

* inside-security-zone

* outside-security-zone

U816 7F Firewall Management Center Virtual SE41 - - 61 NAT B AT NAT B A OCTELIE R, T 2 5 9 2 kb
e

nat (inside,outside) source dynamic hcl interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic hc2 interface destination static ilb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (inside,outside) source dynamic any interface

nat (outside,inside) source dynamic hcl interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc2 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc3 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic hc4 interface destination static elb-ip metadata service
SVC 4294968559 SVC 4294968559

nat (outside,inside) source dynamic any interface destination static elb-ip inside-linux

O 4 oweion  Twe maico e 20

O X D... inside-zone outside-zone B hei Ry ilb-ip Qridinal Interface Ry metadata Sriginal Drsfaise £ W
0 2 X D..  inside-zone  outside-zone Ry hc2 Ry ilb-ip VOTE‘]E?,‘, Interface Ry metadata VO'E‘T"TEF', Drsfase W
( 3 X D... inside-zone outside-zone B any-ipvd Interface Dnsifaise  #'W
0 4 X D... outside-zone  inside-zone B hel B eb-ip 70‘”3‘12?,‘, Interface B metadata VO’E‘T”TE,', Drsifaise W
s X D... outside-zone  inside-zone g he2 B elb-ip rof'ﬂ‘#il‘, Interface 5 metadata ro”a#‘,', Dns:faise W
[ 6 X D..  outside-zone inside-zone P he3 By elb-ip ‘O“'iﬁ‘{lﬂ, Interface Ry motadata VD"E#", Dnsfalse £ W
O 7 X D... outside-zone inside-zone [ B elb-ip 70‘”3‘12?[‘, Interface By metadata VO”E.‘P%I, Dnsifaise W
( 8 X D... outside-zone  inside-zone Fg any-ipv4 B elb-ip Interface B inside-linux Dnsfalse  #'W

SIET KT E A Firewall Threat Defense Virtual Autoscale 5% 587 Jinja F1 YAML CAFH RIS
a) #IJF ftdv_predeployment.yaml AFHHH LI NS4,

* resourceNamePr efix: <resourceNamePrefix>

* region: <region>

* serviceAccountMailld: <serviceAccountMailld>
* vpcConnector Name: <VPC-Connector-Name>

* bucketName: <bucketName>

 fmcl P: <Bjj Jk &% & PR s -TP-address>
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/710/management-center-device-config-71/interfaces-settings-nat.html

| % GCP L #BE Firewall Threat Defense Virtual Auto Scale #3755
#BE Auto Scale IR 7R .

* regl D: <registration-ID>
* natl D: <unique-NAT-ID>
* grpl D: <device-group-name>
* policyl D: <acl-policy-name>
* licenseCAPS: <licenses>
« fmcPasswor dSecret: <[jj k455 B H1.L-password>
* newFtdPasswor dSecret: <new-Firewall Threat Defense Virtual-password>
* fmcUsername: <username>
* ftdvPasswor d: <password>
* outsideGwName: <outside-gateway-name>
* insideGwName: <inside-gateway-name>
* outsideSecZone: <outside-security-zone>
* insideSecZone: <inside-security-zone>
* sshUsingExternall P: <true/false>
b) ftdv predeployment.jinja KM ftdv predeployment.yaml JCAFHHIZEL,

¢) #IJF ftdv _parameters.yaml XHFIFHUFH LT S5
VPC and Firewall Parameters

* mgmtVpcName: <mgmt-vpc-name>

* diagVpcName: <diagnostic-vpc-name>

outsideV pcName: <outside-vpc-name>

insideVpcName: <inside-vpc-name>

* mgmtSubnetwor kName: <mgmt-subnet-name>

* diagSubnetwor kName: <diagnostic-subnet-name>
* outsideSubnetwor kName: <outside-subnet-name>

* insideSubnetwor kName: <inside-subnet-name>

mgmtFirewallRule: <mgmt-firewall-rule>

diagFirewallRule: <diagnostic-firewall-rule>
* outsideFirewallRule: <outside-firewall-rule>

* insideFirewallRule: <inside-firewall-rule>

* healthCheckFirewallRule: <healthcheck-firewall-rule>

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj



7£ GCP _LZB=E Firewall Threat Defense Virtual Auto Scale fZ:R /5% |
. ZNZ Auto Scale fRR A E

* adminPasswor d: <initial-Firewall Threat Defense Virtual-password>
* deployUsingExter nall P: <true/false>
Instance Template parameters
* machineType: <machine-type>
* sourcel mageURL : <source-image-URL>
FTDv Health Check
* ftdvHealthCheckPort: <port-number>
* ftdvCheckInterval Sec: <interval-in-seconds>
* ftdvTimeoutSec: <timeout-in-seconds>
* ftdvHealthCheck ProtocolName: <protocol-name>
* ftdvUnhealthyThreshold: <threshold-count>
FTDv Autoscaler
* cpuUtilizationTarget: <percentage-in-decimals (for example, 0.7)>
* coolDownPeriodSec: <cooldown-period-in-seconds>
* minFTDReplicas: <min-number-of-FTDv-instances>
* maxFTDReplicas: <max-number-of-FTDv-instances>
ELB Services
* elbPort: <port-number>
* elbPortName: <port-name>
* elbProtocol: <protocol-name>
* elbTimeoutSec: <timeout-in-seconds>
* elbProtocolName: <protocol-name>
* elbUnhealthyThreshold: <threshold-number-for-failed-health-checks>
* elbl pProtocol: <IP-Protocol>
* elbPortRange: <port-range>
* elbFePorts: <fast-ethernet-ports>
ILB Services
* ilbProtocol: <protocol-name>

* ilbDrainingTimeout Sec: <timeout-in-seconds>
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I 7£ GCP _LZB=E Firewall Threat Defense Virtual Auto Scale fZ:R /5 %=

SIE18

SIE19

ilbPort: <port-number>

ilbCheckl nterval Sec: <interval-in seconds>

ilbTimeoutSec: <timeout-in-seconds>

ilbProtocolName: <protocol-name>

ilbUnhealthyThreshold: <threshold-number-for-failed-health-checks>

e

ZRZ Auto Scale R E .

X} ¥ Firewall Threat Defense Virtual Auto Scale, ¥ & T cpuUtilizationTarget: 0.5 24, &n UARYE B A E
SKxTH AT . HAEE ST Firewall Threat Defense Virtual SE4H () CPU 1 FH %k 50%.

d) ftdv template.jinja XffM ftdv parameters.yaml SCHFIRINSEL
BT YAML BCE

gcloud deployment-manager deployments create <pre-deployment-name>
--config ftdv predeployment.yaml

-

gcloud deployment-manager deployments create demo-predeployment
--config ftdv_predeployment.yaml

The fingerprint of the deployment is b'9NOyOgsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025c]...done.

Create operation operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c
completed successfully

B % Firewall Threat Defense Virtual Auto Scale #1232 .

gcloud deployment-manager deployments create <deployment-name>
--config ftdv parameters.yaml

i

gcloud deployment-manager deployments create demo-asav-autoscale
--config ftdv parameters.yaml
The fingerprint of the deployment is b'lJCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5¢c55e51d79d01-1a3acf92-4f3dafl6]...done.

Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6
completed successfully.

O TLB Bttty USRS Kodta o A Py o I A 75 380 T IR A

gcloud beta compute routes create <ilb-route-name>

--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>
il

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global

/routes/demo-ilb].
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. Auto Scale 1248

A Y
Auto Scale 12
o BEATREE B ir CPU F) R 27K A S0 40 H— B I TR) N BT vCPU 1348 H & 10—

7£ GCP _LZB=E Firewall Threat Defense Virtual Auto Scale fZ:R /5% |

35

e

* WERE vCPU (KRR T H AR A, W B shy JERE P i e 2 VM S22
vCPU ISR AIRAR T H AR A, 0 A hd ARy 2 IR S

o i, B 0.75 (1 HARA 25 50 B shy R R LB AL B vCPU PSR T AR AR RRAE

75%
« YRGS S CPU A SRR

 ZITHFE T DU M B ST 2K 22 E T Firewall Threat Defense Virtual 2 [7]°F-35) 43 Bt i

e, — Mk, FTH Firewall Threat Defense Virtual N-T- 35 Nk

HE1EEZFA1AR

R N AR B IIRE H .

* YRR EH A
[ 49: 51 13 R B 5

Function execution started

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww FTDv Name: saaanwar-new-ftdv-instance-vxtc IP for Login: 10.4.2.217

saaanwar-new-ftdv-scaleout-action  I1p58rbbtmlww First run of function

saaanwar-new-ftdv-scaleout-action  1p58rbbtmiww Trying to Login to FTDv

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Policies deployed on cisco-ftdv-vxtc

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Response body(rest_get): {"links":{"self":"https://34.86.149.90/api

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d Configuration is deployed, health status in TG needs to be checked

saaanwar-new-ftdv-scaleout-action  1p58z4quilsd Deployable devices:{'links': {'self': 'https://34.86.149.90/api/fm

Function execution took 346329 ms, finished with status: 'ok'

saaanwar-new-ftdv-scaleout-action  1p58z4quil5d

fE g b kg H &9, Function execution started il Function execution took 346329
ms, finish with status:  ‘ok’ 4% H A& Rohfie H & E’Jﬁﬁ“%ﬂ B, ] DAER R AR AR A,
BN R R EGEAT . Firewall Threat Defense Virtual B 5% . Sl B84,

* WY R H &
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ey |

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 Function execution started

saaanwar-new-ftdv-scalein-action  9d572q7v16f4

Deregistration of FTDv: cisco-ftdv-vxtc

saaanwar-new-ftdv-scalein-action  9d572q7v16f4 = Getting a new authToken
saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 = Response Status Code(rest_get): 200
saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 = Response body(rest_get): {"links":{"self":"https://34.86.149.9
saaanwar-new-ftdv-scalein-action 9d572q7vi6f4 = |Deregistration Successful of cisco-ftdv-vxte
saaanwar-new-ftdv-scalein-action  9d572q7vi6f4 = |Function execution took 50852 ms, finished with status: 'ok'

1 Fgs sy s H E T, Function execution started F1 Function execution took 50852
ms, finish with status:  ‘ok” 45 H 43R~ Dhfe H B G EE o). 1833k v] DLER B FLAth #8242
B ECE M AR S B BOEE MRS . SRIBGHTIT authToken 45 .

MR HERR

DL 235 T GCP [ Firewall Threat Defense Virtual Auto Scale 1% UL 5% L AR T 7R
* main.py ARKLE| - HHIRAUN AR Zip 3R . 180T LU 31 25 D REFFAL 2 SO . AN ATAE

Al LA o
o PREASRN A - B PR AL jinja AT yam] RS T “<>” WA SEUE, SR AR S OAER A
HIE

Google PR%{JC%7)j In) Firewall Threat Defense Virtual - fifi i Al i VPC 448 75 YAML Z4{
SCAF R BT AR A4 R

SSH J%#% Firewall Threat Defense Virtual I 5 4 5041F U - A O 23 HL 8 EHFURABH T 1B Af 0%

.

ARG I0AE S - #fi % 8+ Y Firewall Management Center Virtual 265 1E4ff .

IEATIRIEAN IEH Firewall Threat Defense Virtual F13 & [ @1 - A5 £ 57 K 455 A IR0 b wh A 1) it

Jo1: T8 % 5% Firewall Threat Defense Virtual - A 7848 F (12 51 23500 . [HZ L@ 40 3 e bR
B AT H M.

JGAAE Firewall Management Center Virtual 71 J1 5% - B {& 7] M\ Firewall Management Center
Virtual Vj 1] Firewall Threat Defense Virtual. Firewall Threat Defense Virtual 1 Firewall Management
Center Virtual [ B8z O NAL T [A]—F B

T ashiz PR ERIE SR, 7€ ILB A Firewall Threat Defense Virtual 2[R JE i 5 1) £ BY 3% 3%
238 m CPU . BFRKE CPU i %, af LM LA Rz —:

1ET0 1 - 7F Firewall Management Center Virtual [, ZEHEdE#H 0, HlEIZITROGERN NAT M
W], B O . AR H: R NAT PRGNS B, 15 S D4 TURES 1 0 26 bk 3 46t
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B osesns

7£ GCP _LZB=E Firewall Threat Defense Virtual Auto Scale fZ:R /5% |

LT 2 - M\ Firewall Management Center Virtual 3 IS 1 RGLERII NAT RS, 5% 2 Firewall
Threat Defense Virtual #5514, SR 511 H clear conn iy 4. R i & 4R, #5144 cluster exec
clear conn 74

E Firewall Threat Defense Virtual #1544 4] show cpu iy &K1 CPU i FH %
PRIBIE R - 384T U R S, e % O B R Ia A RO o L2 75 2R
show running-config http

ciscoftdv (config)# show running-config http

http server enable 8080

http 209.85.204.0 255.255.252.0 loopback interface
http 35.191.0.0 255.255.0.0 loopback interface
http 130.211.0.0 255.255.252.0 loopback interface
http 209.85.152.0 255.255.252.0 loopback interface
ciscoftdv (config) #
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+ 10 =

7£ %] HyperFlex L&} 2Z Firewall Threat
Defense Virtual

ARFEAHE vCenter A 55 #3807 ESXi AL L 1)} HyperFlex |- %% Firewall Threat Defense Virtual
LT o
« Bk, %5395 1T
* RS 95 396 0T
AENANER ] . 25 399 0T
* U1 # Secure Firewall Threat Defense Virtual %% , 55 402 71
« Mk, 55403 1T
* #0% Firewall Threat Defense Virtual , f 404 71
* ff{H] CLI 5¢ % Firewall Threat Defense Virtual %% , 3 407 1L
© BRI, 55 408 1T
o ibEHEER 5 5 409 BT

Cisco Secure Firewall Threat Defense Virtual (2 Fii#%A Firepower Threat Defense Virtual) ¥ Cisco
Secure Firewall L gy B MEAUFA L, SCRER B0 22 2 0N RER AW HL L AR 2 BREE DA S = 2 i)
(R TAE S

HyperFlex 4 0] A ATA0] B R P FAT ] 7 B S ARl G o 380 SR Intersight 20385 F & &7 BR 1)
HyperFlex KH] T B — 755 25t (Cisco UCS) HR, 7] LAAEAT R[5 A [ TR P AN B a4 4t S 4
DA INAZ DB D B G FI AL 2 28, s I e DevOps SE k4 iy R

ARTFES-4H Firewall Threat Defense Virtual 401 7E B &} HyperFlex M35 TAE, SIS R, AHEE
SR VENFNPR G AZIEAN4H T % BE Firewall Threat Defense Virtual FI3ET . fEFIGTEE A7, T
T PR I B, 480 LB ) Secure Firewall Management Center  ( LAF#% 4 Firepower
Management Center) 5% Cisco Secure Firewall W £ #1125 (LLHTFR M Firepower Device Manager) K
B H NS 42 Firewall Threat Defense Virtual. Hofth 8 Bk tH AT R 0] .
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B sases

i £ i F2 7

7EB %} HyperFlex %3 Firewall Threat Defense Virtual |

PLUR U 360 T 76 ;8 R HyperFlex L% Threat Defense Virtual [ TAE L

(1) (9 () (a)
] O €) 3) (4)
. Dg:lfg:,?::vt&ig?r\?f' Review the Customize the R;i:l]ii:\: t?)nSecgliir(ik
HyperFlex . 0 —>  depl t —>
il SUF o tle > O it L segomencr
<5> Manage
Management lhreat. defense
Center or wrtugl
Device by using
Manager management center or
device manager
Tz PR
(1) Hyperflex 7£ HyperFlex 3% Threat Defense Virtual: M Cisco.com % Threat
N~ Defense Virtual VI OVF g 44,
2 Hyperflex 1F HyperFlex |- #%¥ Threat Defense Virtual: & OVF R[5 E .
3 Hyperflex {E Hyperflex 334 Threat Defense Virtual: H & XL & .
4 Hyperflex 7t HyperFlex _|-#% Threat Defense Virtual: & J40E BoRx I15 E o
sl “5Ep” (Finish) JHiGHE OVF Bk .
{-\fg\-} FH LT | % F Threat Defense Virtual:
R B E O
i o B
o A B LA
A Y -E >
%N
EEEARA WERRA
Bk BE A B B PR 7.0 Firewall Threat Defense 7.0
By K B B0 7.0
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| #E%} HyperFlex LB Firewall Threat Defense Virtual

zgEx I

15 2% Firewall Threat Defense Virtual >Z 155 [ BRI BRFR P 05 5., 1§55 (Cisco Secure Firewall

Threat Defense A TEIEFE)

Firewall Threat Defense Virtual A7%. #4#& %0 vCPU X/MaE

R A T 30 2B 1 s B R PSR, Firewall Threat Defense Virtual 33522 BT 4 FH 1 BLARRE/F 1] e 2
AN . A Firewall Threat Defense Virtual S5 #0575 2k 5 2 RAE S/ DI EREC S, XAFEN AT

Hm . CPU HURREAE =51

wE &
PE e ) 7.0 RESRA
Firewall Threat Defense Virtual SZ#E fEZL 4], %4 4 n] n] JE
T30 28 SRR R ) A i B e A VPN IE PR 1 o
« FTDv5 4vCPU/SGB (100Mbps)
« FTDv10 4vCPU/SGB (1Gbps)
« FTDv20 4vCPU/SGB (3Gbps)
« FTDv30 8vCPU/16GB (5Gbps)
* FTDv50 12vCPU/24GB (10Gbps)
* FTDv100 16vCPU/32GB (16Gbps)
i % % Cisco Secure Firewall Management Center Fit &' ) “i4 1]
R —F, THR{EVF] Firewall Threat Defense Virtual 555 (Y
e,
TR
TR vCPU/NAAE, W22k IH] Firewall Threat Defense Virtual
A% T HLE
ez Lo R it o ST W
* ARG R /N A 48.24 GB.
vNIC Firewall Threat Defense Virtual =z 457 DL 5 UL 00 2% 3 Fic 2% -
* VMXNET3-7E Firewall Threat Defense Virtual |-, 11561 2 /&%
WAL, DUERIN VMXNET3 £ H. SGHT, BRIAE R 1000,
(7.1 ZEERA) vmxnet3 WXSNFE F# F 56 — N LUK W@
PRUHATRE L, S ANERAS AR . (7.0 SERLRAD
VMXNET3 IX AR A8 AN E B 1. /A LAK @& Aic
LRI E ST — N H TSRS AN, — 2T
2,
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B zs=x

7£ 2%} HyperFlex %R Firewall Threat Defense Virtual |

Firewall Threat Defense Virtualif 5] iiE
o T A A I VF AT B BGAAE B KR S P i

o IR BVF R IE R SE 245 B, 16 S (Cisco Secure firewall Management Center it & 45 15 )
P RG]

HyperFlex HX R 5|89 EC E 18T

BLE L3

HX220c fl&r o NFEERE
o /b 3 AN SAER (s, VDIL VSD

HX240¢ @5 /A o NAFEERE
o Fe/b 3 AT EAERE (VS IT/RiNEN T
WA ED
HX220C 1 Edge (VDI. VSI. ROBO) < RAHERE
HX240C (VDI. VSI. it/ % o /b 3N AR
B200 + C240/C220 Y8 e N H/VDI

HyperFlex HX F 41 [ B 1L 101 :
< RAERE
 INAFEERE
* HyperFlex 1%
* SED IK#)j 8%
* NVME 217

* GPU

H K HyperFlex HX = SCRFIE BRGETN, 38 2 [ JR} HyperFlex 4824445 #g (1) %8 HyperFlex A2
R B BT B I AR 4

HyperFlex 4B {4 F0Rg A
A R
VMware vSphere/VMware ESXI 7.0

BB Rl VMware vSphere/VMware
ESXIPAHEAMEMITEANE IR, 15 [ Jal Wi 873 i K 4
Mt VMware.
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Nutanix MLz 6 & DRSO ANa P RETFE R 280, H TS AR e LlisiT£
AN, XL B A Nutanix AHV SRIZ1T K& M7 Firewall Threat Defense Virtual OS B4,
A ERNUAE T R R MR mi . EIEER RS 555
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7€ Nutanix _£ B Firewall Threat Defense Virtual |

PUR IR A T 7648 Day-0 fit & SCHER Nutanix -6 %58 Threat Defense Virtual i) TA/EFE

/" Prepare the

. ) Download and
Linux Host save the threat 5 Day 0
defense virtual configuration
I gcow?2 file (dayO0.txt) file
'\4\ Deploy
Upload the threat defense
Nutanix Prism qeow? file to the onvll\lrtut:Lix
Web Console Nutanix using deployment
environment script or
open-source GUI
‘\5\ Manage
Management ~— threat defense
Center virtual using
managemenl
center
TieE=[a) T®
710 |Linux 4L fF Nutanix %% Threat Defense Virtual: | #J{#1F Threat Defense
— Virtual gcow2 344,
(5 |Linux Tl {F Nutanix 758 Threat Defense Virtual: K qcow2 U 4% 2 Nutanix
2) q
. x . W ] . R
3 Nutanix Prism Web | 7 Nutanix | Threat Defense Virtual: ¥4 Day-0 A& 3 fF (XK
il G S (Text file) > #IANBL B 14015 2 (Enter the configuration details) >
%174 dayO-config.txt (Save as dayO-config.txt).
4 Nutanix Prism Web | 7 Nutanix I #}% Threat Defense Virtual: 7F Nutanix [ #§% Threat
Rl G Defense Virtual,
R AL & ¥ Threat Defense Virtual:

o fE AT B

DU AR B T 753 Day-0 Bl SO 1S DL T 7E Nutanix 115 _E#%% Threat Defense Virtual [¥] T

TEURE .
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I 7£ Nutanix 32 Firewall Threat Defense Virtual
zgzx |

(1)
“~" Download and
. save the threat
Linux Host defense virtual
. qoow?2 file
& (3)
~=7 Upload the b~ Dsploy
Nutanix Prism _, qeow2fieto threat defense
Web Console the Nutanix > V,'””ar:
environment usmgj: e
setup wizard
P
'(4/3 Manage threat
Management i defense virtual
Center ! > by using
management
center
T1E=iE G
:-f'i N Linux F#1 {F Nutanix [ %558 Threat Defense Virtual: N #% 3{5- 1 Threat Defense
— Virtual gcow2 A4,
2 Nutanix Prism Web | 7F Nutanix |5 Threat Defense Virtual: ¥ qcow2 (£ 4% %] Nutanix
#4015 78—
Nutanix Prism Web | 7F Nutanix | #}3& Threat Defense Virtual: 7F Nutanix | Threat
3 st 2 )
il a Defense Virtual .
(a) B % P Threat Defense Virtual:
4)
o A B
RFEK
IS
kR
SRR W&
15 <k B 3 Ay 7.0 Firewall Threat Defense 7.0

45 % Firewall Threat Defense Virtual 32 ¢ ¢ SEFIALET B P (150875 &L, 1528 (Cisco Secure Firewall
Threat Defense A TEIEFE)
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B zs=x

7€ Nutanix _£ B Firewall Threat Defense Virtual |

Firewall Threat Defense Virtual J7%. vCPU fnf% & XK/MuE

MR A BT e 30 225 ) S 49 B0 5 Fs 225K, Firewall Threat Defense Virtualils 2 B 4# F B B A4S 47T g2
HHiAIA . 44 Firewall Threat Defense Virtual SE #8752 IR 45 2% PRl i /DR VRIC &, X AFENAE

¥, CPU BRIEAL =51 .

wE

&

7.0 RESIRA

Firewall Threat Defense Virtual SZFrPERERVF VT, 1%V AT v] 3
THRE ER IR BN R A A = 0 A1 VPN & 28R .

* FTDv5 4vCPU/S8GB (100Mbps)
« FTDv10 4vCPU/SGB (1Gbps)

* FTDv20 4vCPU/8GB (3Gbps)

* FTDv30 8vCPU/16GB (5Gbps)

* FTDv50 12vCPU/24GB (10Gbps)

* FTDv100 16vCPU/32GB (16Gbps)

152 Cisco Secure Firewall Management Center it & ¢ “ 1]
KRG —i, THAEVFA] Firewall Threat Defense Virtual 15 7% B 1)
N

pacb

PERE vCPU/NAAE, WAZISE ] Firewall Threat Defense Virtual
A I LY

A7 fik

50 GB (nJif{#5)
o W EF virtio ik %%

)

%  Firewall Threat Defense Virtual [ /N W Z8 50 e 4 NP1 CEBE. 2. AMSFINER)

Firewall Threat Defense Virtuali’f 7] iif
A A IRSS IVE PTUIESRAIAE B KBS B A e .
o HORWAEEVFRIUERSE 215 8, £ (Cisco Secure firewall Management Center [t 45 7 )

P RGVEA .
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I 7£ Nutanix _tZBZ Firewall Threat Defense Virtual
snFms [

Nutanix 284 F0 kA

HF REAR

Nutanix Acropolistf{f 24t (AOS) 5.15.5 LTS M B @hRAS, ANily VPC SHF.
6.8 M H miUA (3LFF VPC)

Nutanix FH 0 # (NCC) 4.0.0.1

Nutanix AHV 20201105.12 K 5 @A

Nutanix Prism Web %5 & -

Threat Defense Virtual hAS 7.2.9 & 5 S AN SZ R Nutanix fAS 7.0 B33
FF7.2.9 [f) Threat Defense Virtual it A 57 5 7E Nutanix A 6.8 F16.10 _F#5% .

8 U 0 BR

XFFRIThAE
© BRI - B M7 L BREHT (HA). WIRZMAL. IR, Bsh g
* ¥FA] - f BYOL
* IPv6
* Firewall Threat Defense Virtual A< HA
« B

* VirtlO

TEREM 1L

S50 Firewall Threat Defense Virtual S, #80] LUK VM I EHLBH T IREE .. B oCE41ME S,
152 7 Nutanix 8] RE AL TR o

Ui R - Firewall Threat Defense Virtual SCRFECImT T (RSS), 45415 FL A% 1 F 1K TUEE A W 244
Bl oy KRG 2 MBS A% . 1E 7.0 M B iRAR 252 R . A RVEAIE R, TES W T Bl
¥R (RSS) 12/~ RX BAA .

hE

BATHRAS 7.4.3 85 B R AS ) Threat Defense Virtual SE51<: 48 18 R 8 sh AT 2 W IR 0AT 4%, X
SR G HERAIL PG AT . IXPPER & R 1 B & AE B A 805 KL 438 b,
TG S B AT RE 2 I, NI AT BE 3 B B AN Se R R AMT Mo

SR RIC I A, 2 DB R BT 2R R IUF 6
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B evmms

7€ Nutanix _£ B Firewall Threat Defense Virtual |

Snort

o GRS RS R AT A, BIU0 Snort 7 BR8] 4 BE e H], B3 VM B R 219, siE AT
FEAEFERS, 35 M Firewall Threat Defense Virtual /1 VM EALCE Hid& . W B4 CPU 1S
B NAES 1O A F S DA/ 5 B H KA By 06 ) A T SRR

* 4 Sport IR, MELH|E CPU A VO IR . iR AENAAAL HEAEH CPU AT E
@117 T K& Firewall Threat Defense Virtual 5245, U] Snort 5 75 ZAR KB 18] A BE < 4], X T
fZE Snort Lo

PFRRIThEE

* Nutanix AHV _|I %] Firewall Threat Defense Virtual A~ #5582 0 Bddidk . 152 1F Firewall Threat
Defense Virtual 1 LB 52308 i/ Bz 1 .

* Nutanix AHV A3 # SR-IOV & DPDK-OVS.

A\

AR Nutanix AHV f§ ] VirtlO SZ £f i % W DPDK. <N R, 1S AHV
) DPDK .

— e
TP B R SR LR R 8. SR 11 AV

N

e * Firewall Threat Defense Virtual ERIAFC B R & BREE L 12 W D R Py 6
BOBTR—TM L.

o B Es I I, D205k ] Firewall Threat Defense Virtual #4% o

* Firewall Threat Defense Virtual FIERIARC B R s BB S BB O CEELFNZID R #HE O E TR
—FM, I HAE AT P9 SRR A U [ LR R OC (et AR D .

* Firewall Threat Defense Virtual & /X8 s, 208 HEDUANE D B RG L NER DN
HAfEEEE

* Firewall Threat Defense Virtual 3233541 11 M0 - 1 ANMEHRE O, 1 DMigiEn, DR 9
MHATEIRR BR300 30 /450 T D UG LL R IR«

1 EEED (BF
2. LWHED ()
AhERE T (TR
BRI (b))
5-11 Hdld - (k)

o > w
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I 7£ Nutanix _tZBZ Firewall Threat Defense Virtual
snFms [

A

E®  Firewall Threat Defense Virtual F5 /W28 %2 4 MR L.

o XHFEEHIE VI, Wi telnet SCHEFLUmAR S 5% o
o DU X HF) vCPU AN 7S5k

CPU k<3 Firewall Threat Defense Virtual - & ##%
4 8 GB 4vCPU/8GB (BRiM)

8 16 GB 8vCPU/16GB

12 24 GB 12vCPU/24GB

16 32 GB 16vCPU/32GB

1% & & Firewall Threat Defense Virtual 32 F LA N P EGERC AT« 5 P4 RN H Fr B 245 (I N o8 & «

o) 4% 1 B 2% AT B R M 4 Thie
vnicO* Management0-0 Management(0/0 I
vaicl i i LI
vnic2* GigabitEthernet0-0 GigabitEthernet0/0 AR
vnic3* GigabitEthernet0-1 GigabitEthernet0/1 SRS

LR

UEFI #0122 /3 BRI

£ Nutanix £, fUZH (4087 &35 SCRF UEFI [H fFA1 UEFT %425 80, JF HAA AU G R LY TR
IENER

A A TR B T AR BIRR AR 10.0.0, TASZ RN . A SCREES S G 5 BUs s el )3
1 UEFI %4 )5 3.
FHERBR FIF0 F BR 14
ik & F2% BR 1
A\

AR AR T

MR TR AT HEAT 25407« TF4% 2 Threat Defense Virtual 10.0.0 J5, % IGiERE 2| LATEY A A, 32
IR BIEG B P RRAS, W5 20 H BT B A B
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7£ Nutanix %3 Firewall Threat Defense Virtual |
. #N{a &2 Secure Firewall Threat Defense Virtual i &

AR A
* Nutanix K17 i8]
* Nutanix J17 % 25455
* Nutanix bR} 53255

{212 Secure Firewall Threat Defense Virtual 1% &%

fn] LU FH PAF 77424 #1451 Secure Firewall Threat Defense Virtual % 45

Secure Firewall Management Center

I G4 K B T % B i H Firewall Threat Defense SZFF 5 H AR ThREFEE S, 544 H By kB
B SR ECE BB

T RTRIBE K S E TR D

AT IR KB AL R AN T B S, AT LUEF 5 Secure Firewall Threat Defense
Virtual 5o 2 38T B 7 K BEE B0 SRR Secure Firewall Threat Defense Virtual 7.0.3. 7.2.0 A 5 5
WA . ARVEAE R, WS 2P K B0 K 2 Secure Firewall Threat Defense
Virtual , 5% 483 T,

| A

EERW BRI BE KRR B R0 B KB A% B8 TIC Al RS BE[R]— & Secure Firewall Threat
Defense Virtual %55 o

7£ Nutanix tERE2 8RR R

* M Cisco.com 2% Firewall Threat Defense Virtual qcow2 3CfF:  https://software.cisco.com/download/
navigator.html

%.

iR T2 Cisco.com & As SAUER RS o

s BEME , 411 TT—2,
o 49K Nutanix Fl R F A5 M, 1S 0 (Cisco Secure Firewall Threat Defense FEA M8/ ) -
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I 7£ Nutanix _tZBZ Firewall Threat Defense Virtual
AT 7€ Nutanix &R Firewall Threat Defense Virtual .

N1 Z£ Nutanix =32 Firewall Threat Defense Virtual

TB | IF BEXER

1 EEATPEEAT 7F Nutanix B8 RIHESAE , 26 418 1L

2 4 Firewall Threat Defense Virtual qcow2 | ¥ Firewall Threat Defense Virtual QCOW2 A%} I
SCAF AR B Nutanix P35 . A3 Nutanix , =8 419 1L

3 (ATIE) #E4—> Day O BCE SCf, Horb | i Day 0 BC&E S, 5 420 1T
ALE T A E R RN L 75 2 AT 26 e
NERAET

4 # Firewall Threat Defense Virtual #3821 | %% Firewall Threat Defense Virtual , #§ 421 51
Nutanix ¥15%

5 (A an R AR AE H Day 0 it & SCF K% | 58 /% Firewall Threat Defense Virtual %8 , 55 424
‘B Firewall Threat Defense Virtual, &l | 71
%% CLI KRS8 E

1% Firewall Threat Defense Virtual QCOW2 3214 _ 1% %I Nutanix

¥t Firewall Threat Defense Virtual %% £l Nutanix ¥R55, JLAZITE Prism Web #2455 71 M Firewall
Threat Defense Virtual qcow?2 R %% SCAE G #EL% .
FrIaZ Al

M Cisco.com | %% Firewall Threat Defense Virtual qcow?2 4 3C#F:  https://software.cisco.com/download/
navigator.html

UK

HIE 1 Z 5% % Nutanix Prism Web #5465 .

PR 2 AT AR KR g E U .

W3 AUl A GRS BEECE (Image Configuration).
PR 4 midh EERUR (Upload Image).

WIS QA .

1 MBS AN FR.
2. MBR&ZEA (Image Type) FHid &£ H k£ & (DISK).
3. MTEfiEZA 88 (Storage Container) 4 514 FR kBT T 10 25 2% -

4. %55 Firewall Threat Defense Virtual gcow?2 % SCF RN & .
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7€ Nutanix _£ B Firewall Threat Defense Virtual |
B csoaomzExs

AT LAFRE URL (LA Web [l g5 &3 ASCAE) s AR B AR SCH
5. milifRTF.

FE6 IEAF, HEHM A IERRIKECE (Image Configuration) Ui

A% Day 0 Fic B 304

7E % Firewall Threat Defense Virtual Z |, 0] LIYES—A> Day 0 fid & . e S0fF 2 —AN oA
P, For 0 5 T AR GRS ML 75 2 HH R s e 8

ERRYEE,
o WAEAEH] Day 0 B & SR THE, %I Pk AP 84T Firewall Threat Defense Virtual 1% 7% (1)
AV RE

© WAL B Day 0 BC B SCHF M FUHTHE, WRAHE)RF)G S R HR RS : K%

W25 E, 1535 Firewall Threat Defense Virtual & , 45 424 71,
A LATRE :

« B2 (AR PVl (EULA).

* REMFENL .

o PRV R B 5L

* WA KB RCEYIAGP K. BB EUER.
U AT S P ARl 77 K B 4 R BRI, T A B K AU N BB . ANREAT
I35 K Kl 15 2 B BT TG W By KR 1

« HHRE; IS W L Secure Firewall Threat Defense Virtual %4 , 45 5 0.
BN By KB I 7B (Fmelp. FmcRegKey A1 FmeNatld) 45 .

o Al e T AAE BRI 45 B REAT AR A R 48 T
UK

TR A ORI SO G SR R B — B I SCAS A
PR 2 LA AR BV AE S, W B s

il

#Firepower Threat Defense

{
"EULA": "accept",
"Hostname": "ftdv-production",
"AdminPassword": "Adminl23",
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I 7£ Nutanix _tZBZ Firewall Threat Defense Virtual

#E2Z Firewall Threat Defense Virtual .

"FirewallMode": "routed",
"DNS1": "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "',

"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.44",
"IPv4Mask": "255.255.0.0",
"IPv4Gw": "10.12.0.1",
"IPv6Mode": "disabled",
"IPv6Addr": "",
"IPv6Mask": "",

"IpveGw": "",

"FmcIp": "",

"FmcRegKey": "",
"FmcNatId": "",

"ManageLocally":"No"
}

Day 0 it & SCAE A 285 0K ] JSON A% 3. #5481 JSON B6AIE 2% T H RIS UE A

W3 XA 5 AN “day0-configtxt” .
FIB 4 BN Firewall Threat Defense Virtual T8 558 1-3 DL EME— R BRIA L E ST

=12 Firewall Threat Defense Virtual

FraaZ 8l
RIS THRIER K] Firewall Threat Defense Virtual [FU4 2/~ 7EBRK ECE (Image Configuration) Tl
o

UK

55 2 Nutanix Prism Web #2154 .
MR, ST ME R RAR, RIFIEFE VM.
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7€ Nutanix _£ B Firewall Threat Defense Virtual |

£BZ Firewall Threat Defense Virtual

Home ! . . 0 9 v

Hypervisor Summary Cluster-wide Controller IOPS

AHV
VERSION NUTANIX

202010512

Storage Summary Cluster-wide Controller 10 B/W

13.85 MBps

6.48 TiB free (logical) of 6.72 T

|

VM Summary

19

WIM(S) 10

o Paused

cowo -

& VM =il b, riidiel3# VM (Create VM),

AT LA 1A

1. i Firewall Threat Defense Virtual SEZ1 (44 7K .

2. (n[i&) %y Firewall Threat Defense Virtual S (111561 o

3. EPEA Firewall Threat Defense Virtual S5 H X

BATHHVEAE R

1
2.
3.

Iy N4 Firewall Threat Defense Virtual 52181 (¥ lE$l CPU 31 &
BN ZSr LA BEAS EHL CPU 1A% 0 3L

i NELAIC YA Firewall Threat Defense Virtual SE41F) N 175 (GB).

P15 3% 2 3 Firewall Threat Defense Virtual SE441 .

1

2
3
4.
5

{EWi AR (Disks), ritiiRINF#;E (Add New Disk).

MZEE (Type) Ry PP & (DISK).

MIEAE (Operation) FHrgl, L MBRIRBRSS 52 & (Clone from Image Service).
MBEZEE! (BusType) Musilk , %+ PCl ol SCSI.

MR (Image) FHzgir, b2 i i rmg.
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#E2Z Firewall Threat Defense Virtual .

6. M.

$BT  WEZEDIUAERIMN RO,
EMZIBEBCEE (NIC) T, MIdHRNET NIC, EREMLS, AR5 M ERmn.
A IR DA I B 2 482 1

Nutanix "] Firewall Threat Defense Virtual 32 FF35il 11 AM% O - —AMEHE O, —ANigWiEn, DUEZ A
T B B 24 1 . 22 1 39 X 28 40 Wic D6 20 B4 L 2 <

* vnicO - BRI (L)
* vnicl - 2L CLF)
* vnic2 - MR ()
* vnic3 - WHHE I o)
* vnic4-10 - Hffadi 1 (alik)

P8 (eI VM WIIF 5 A UEFT #i8R 2242 8 sl R, @ ifii 1] UEFIL,
FESBI T IYIE], AR SECE B2 T, 2B+ UEFI BIOS £,

Boot Configuration

B Boot Configuration cannot be updated while the VM is running

UEFI BIOS Mode

Legacy BIOS Mode

Shield VM Security Settings

B Shield VM settings cannot be modified when the VM is running. Power off the

VM to update these settings

S 9 [l ® Firewall Threat Defense Virtual ) 5CHE SN .
EVM EMKRET, SdngEREK, ERHEEN, A5 RT.
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7£ Nutanix %3 Firewall Threat Defense Virtual |
. SEFX Firewall Threat Defense Virtual i &

EFEZ AT LA AR RIS T 5 DA% 8 A J2 4T Firewall Threat Defense Virtual.
HIE10 WRECOHES T Day 0 e 'E S0, 15T A N At

1. EFBEXMIZA (Custom Script).

2. miili Ef&3045 (Upload A File), , #RJ51%#$E Day 0 L' SC {4 (dayO-config.txt).

IR
WA H AN SR BT AT FiAts B 52 SUBIASIE T

FE1N S dRTFELLEE Firewall Threat Defense Virtual. Firewall Threat Defense Virtual SE40| < B 75 7E VM R AS A & o
$IE12 7 VM BASALE T, L8588 Firewall Threat Defense Virtual 5249, 2% )5 255 ¥TFF HIE (Power On).

T—F Mt 4

o WIREAEH] Day 0 it & SCF K & Firewall Threat Defense Virtual, U5 425 BRH o T 48 3L B 1)
(EBLIV I

o NS AR H IR RTE, AT B KBS I 0 45T Firewall Threat Defense Virtual; i
21 ffi i Secure Firewall Management Center >K % 2l Secure Firewall Threat Defense Virtual ,
o5 457 1L,

o W ARAS FH Day 0 i & SCF K% & Firewall Threat Defense Virtual, #1818 5% CLI K 5¢ i Firewall
Threat Defense Virtual % & . A<, 142458 Firewall Threat Defense Virtual % & , 5 424

e
UL

5t i Firewall Threat Defense Virtual 1% &

i+ Firewall Threat Defense Virtual %45 H Web JtiT, WHREERSE Day 0 FLE AT T
BB, WAZIAET] CLI SR & R £ .

UK

5181 1T Firewall Threat Defense Virtual ({54 .

WwIE2 7r firepower login $&7-4F F, T HERAESE (usernameadmin, password Adminl23) &3k,

IR 3 4 Firewall Threat Defense Virtual RZEJA N, 2300 S PonHATEUN #RAE, IR AR E RGTH I T 2005 B
* #% EULA
o B B DAY
* IPv4 5 IPv6 il 5

* [Pv4 5% IPv6 DHCP % &
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5% Firewall Threat Defense Virtual & & .

© BRI L1 IPvA HUMERI T ROHERD, B IPv6 Huhik T4

* RGBT

* DNS %8

* HTTP f{2E

* B
TR4 RAREN FHRE. BRMESCATR A NE S SRR S . EESZ 2 AN, 154% Enter .
PRSI TR ARG E .

SIB6 LG IR PIE] #HORFI, KU E e T .
HIET KM CLL

T—5 i 4
B R 5 B T AP 0 BB

s NN ERAARMEIRIE LTS, B B kB B bl 49 3 Firewall Threat Defense Virtual;
152 W # H Secure Firewall Management Center K% B! Secure Firewall Threat Defense Virtual , 5
457 L,

A I an] B BT MEIAR , 152 0] 5 B Secure Firewall Threat Defense Virtual % , 5 5
T,

~
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. 52 i Firewall Threat Defense Virtual i% &
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1EF B = R Firewall Threat Defense Virtual

* #Ei&, on page 427

SRR . SR 428 1T

* HIHE451E, on page 430

o HENFIER I, on page 431

o FCH SRS R £ 1 5, on page 433

* fii’E Alibaba 1555, on page 438

* 5% Threat Defense Virtual, on page 438

Mtz

Fif Bz 2 — PP A= IR EE . Firewall Threat Defense Virtual A 45 i B = IR P E A i 15 4T .

R BB 7= S #7 A S 150 25 BUFN Threat Defense Virtual b Z<
Alibaba "] Firewall Threat Defense Virtual 7] LLA# H DL R sz 2584 .

Alibaba ECS S5 % Bt X HFHy R AHEO 4 | Threat Defense

A Virtual REZA

vCPU M7 (GB)

ecs.gSne.xlarge 4 16 4 7.2 SR S RA
ecs.g5ne.2xlarge 8 32 6 7.2 KH S RRA
ecs.g5ne.4xlarge 16 64 8 7.2 KR RRA
ecs.c7.xlarge 4 8 4 7.2 JCEERRA
ecs.c7.2xlarge 8 16 8 7.2 SR S RA
ecs.c7.4xlarge 16 32 16 7.2 S HE A
ecs.c7nex.xlarge 4 8 4 7.2 J T RA
ecs.c7nex.2xlarge 8 16 8 7.2 JCEERRA
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B sases

1E M B = |+ EBZ Firewall Threat Defense Virtual |

Alibaba ECS SE 151 % =k X5 KO % | Threat Defense
) Virtual g2
vCPU A 7% (GB)
ecs.c7nex.4xlarge 16 32 16 7.2 KR A

Note  Firewall Threat Defense Virtual %3 />75 % PUAN 3% 1 (ENT) 2K 32 Hrs4)

Note {1 AN St 4 18 4% Sz 451 25 70 1) /N AT #5585 Firewall Threat Defense Virtual.
& B A AR S K /MY Firewall Threat Defense Virtualo

J

T I UREALE ] 4 ) 78 8K

)

Note « BRASHLR, f# ] UEFI #3855 Threat Defense Virtual SZ451)

« BRI T AW, ASCRRE AR B DIRE
o DA RSttty P28 ] ATH R BIRRAS 10.0.0, TS ZBISEM . AN SCRFAE S I 3 BUA S,

W E K

o BEET LA — AN B A VYA Vswitch (PR 1) VPC, LL3Z FrdiACFirewall Threat Defense Virtualo

* B Vswitch 25200 A] F] T B S AR [R] — X, DA 2 s 5491

PSS a

AREGIRP I ERELE L, ESHE A

BRI

1528 LA T45 AESE ) Alibaba 3% Firewall Threat Defense Virtual.
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| #M 2= LEE Firewall Threat Defense Virtual

wainir |
1) Create
Alibaba Console Alibaba
Account
2 | Configure/ 3 Add 4 Add 5) Add
Alibaba VPC Create ———— Internet —— VSwitch ——p a
Dashboard VPC Gateway (subnet) Route Table
v
6 Create Create 8 Create q Deploy the
li CS a etwor astic IPs ) Threat Defen
AD::.:achrd Security ||.|N13}.fac;5 el e:’inuile *
Group Instance
:\I:E::l/j Manage Thraat
Management Defense Virtual
Center with the
management center
TE=0a) TR
(1) Alibaba %1l & https://marketplace.alibabacloud.com/. 7 Alibaba &
— SRkl Rl SR
5 Alibaba VPC i HiH |Gk VPC, 55433 U: GIEIFRCE LK Alibaba k"%
¥ VPC,
3 Alibaba VPC #EHIMIHC | AINTLIRII OG5 434 e SR ELIR Y 995G LA 4%
VPC 5 B 4% .
4 Alibaba VPC ¥l [HIFR | #5010 vSwitch , 2 434 T1: ¥ VSwitch (7M) #Rn#l
VPC.
5 Alibaba VPC #EilHIAR | dSinik e, 55435 U0 K th & 20 VPC L E [
WK o
(6) Alibaba ECS ¥l iAR | QU2 a4l, 5436 Ul B Ad, FELadiE
— TEREIR E SCVFII B i D RIYE TP Huhk i .
(7) Alibaba ECS il iAR | GUAEFZHET, 55 436 Ul AEFH A IP Mok %y Threat
~— Defense Virtual )% M 2535 1.
(g) Alibaba ECS FEilmiaR | QUEHPE 1P Mokt , 25 437 5l 54k 1P 2 TR AL 1P,
— T2 f 7 18] Threat Defense Virtual BL S HoAth 52451
(9) EHPOEGZ A E HAS | 5% Threat Defense Virtual , 2 438 i: A Alibaba []/7
bt %8 Threat Defense Virtual.
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1E M B = |+ EBZ Firewall Threat Defense Virtual |
B ooz

T1E= 8 Gz
10) R AL ¥ Threat Defense Virtual:

* ff ] Firepower & F 1004 B Firepower Threat
Defense Virtual

HIHE R

* Alibaba Ik /' . #& ] LLYE https://www.alibaba.com/ @l i —4,

THEESSH % Fim (454, Windows ) PuTTY 5k Macintosh [ %) A &1 9] Firewall Threat
Defense Virtual #5554 o

o JWRFRENK . AT LATE Cisco B4 0y https://software.cisco.com/ I i —1.,
* ¥FA] Firewall Threat Defense Virtual.
o T %A RAWIVF il UE B A HE Firewall Management Center Virtual g & .

o IR BV IR TPELNME B, 1530 (Cisco Secure Firewall Management Center it & &
B Y “VFT Cisco Secure Firewall 248”7 .

* Firewall Threat Defense Virtual 2 135 3K

« FIHE O (1) - H 1% Firewall Threat Defense Virtual %% %! Firewall Management Center
Virtual,

MO T 2W AREH T HiEmE .
7E 6.7 AT R A, nl DLERE ) FMC 45 BEAC S £ 42 11, MR i . i 2%
P DV BT AR, DA 75 BRI 46 Y rhon AT L & . A5 v nT R
ANSCRF N2 AT FMC Vi i) .
H A FMC Vi il i & 5 82 DG N5 B, 1525 FTD iv4 2% 411 configure network
management-data-interface iy % .

N

* W ER O (2) - - T# Firewall Threat Defense Virtual 3445 51 P #8 = AUFI A FLRI2%

o WAF AR
* H-F1Jjin] Firewall Threat Defense Virtualf 2y Fla 4k 1P,

XERYR ST E

The Firewall Threat Defense Virtual Auto Scalef#t ¥l J5 - 58K AEA TR, 1T # A0 FL8E 1 Firewall
Threat Defense Virtual W45, A R ERHRAFFGEAE e A G B, WA RGEMICE R ER, 1F
%% (Cisco Secure Firewall Threat Defense 384 METEEE) -
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https://software.cisco.com/
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| #M 2= LEE Firewall Threat Defense Virtual
senisames I}

* (Firewall Management Center Virtual 2145 75) K41t Alibaba | Firewall Management Center
Virtual ARG E T EE2EK

* (Cisco Secure Firewall Threat Defense #f 7¥ 5/ ) 41 Alibaba L Firewall Threat Defense
Virtual A3 2 AN AT IR K .

R U 0 BR )

SCHFHITH RE
o FEATS
* Day 0 it &
o A A PIEES 1) SSH.
* Alibaba Ul #5414, T /i1 Firewall Threat Defense Virtual LA/ TAE A 8K
* Alibaba UI UI {# 11/ )3
o ISR ecs.gSne.xlarge. ecs.gSne.2xlarge Fl ecs.gSne.4xlarge.
o LR
o A ATHIE (BYOL) V¥ RJHiF 32

Firewall Threat Defense Virtual &5 8£1%F 0] A9 4 BE2
SR RE AT, VROV ] AT T S R R AN A A A i R RN VPN SR PR ]

Table 37: 5T 1AL HIVF R LT RE PR

X REHE BO/RAM) | ERRH RA VPN < iEFR#]
FTDv5, 100Mbps 4 1%/8 GB 100Mbps 50

FTDv10, 1Gbps 4 #%/8 GB 1Gbps 250

FTDv20, 3Gbps 4 #%/8 GB 3 Gbps 250

FTDv30, 5Gbps 8 #%/16 GB 5Gbps 250

FTDv50, 10Gbps 12 #%/24 GB 10Gbps 750

FTDv, 16Gbps 16 1%/34 GB 16Gbps 10,000

* {H] Cisco & REVF AT UEMK /™ () BYOL CH i F il k)

A VP Firewall Threat Defense Virtual B¢ I8 (#EN, 11 2[5 Threat Defense Virtual 4 2L -G lic &
H¥) “VF Al Threat Defense Virtual R4” — %o
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B evmms

1E M B = |+ EBZ Firewall Threat Defense Virtual |

EREML
5230 Firewall Threat Defense Virtual s EVERE, Z0T BT VM R EHLEHTREE ., HCEEAIE R,
152 [ P B 2 b R S TR SR AL

$ZULi% ¥ RE - Firewall Threat Defense Virtual SCFFECERY E (RSS), P45 385 Be w1 FH 1% T ACKS /9 4%
PR RG2S W . 78 7.0 SO B2 508, ARG R, ES B H T Halor
§E (RSS) 24 RX A%,

E

IBATRRAS 7.4.3 BB S UAR ) Threat Defense Virtual SE 4 7E B YOS Z)IIRIAT 2 BTG AT 55, X
S PEEEHI G RA TP AT o IXMSERZ IEH 1. RSB AE S R 3 e KA Bl A 5 M,
HEYIR S TR RE P, AT RE T B B A S BN IMT N

ARG, R T SR LT 6

REHEHITEE
* FDM
e Al AR 2l g
* Autoscale
* [Pv6

* SR-IOV

PR 1)
o WA 7.2 ANSCERE . R s AL
* Alibaba A FF R PG I .
o NSRBI, PRUOAE AR T Alibaba $EAEA LRI SZEIER, HRELZHE R, HSRE A,

\}

Note  Firewall Threat Defense Virtual 24575 PUAN: 1A BE R 2

VFHE]
* SCFRFER Cisco B REVFRIIEWK /7 () BYOL (HAFVFRTIE) o

FHERBR & FOE PR 1%
1 & T+ 4R BRI
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| #M 2= LEE Firewall Threat Defense Virtual

mezminizsirs

A

Caution 137 RIS T2

TARAE T BT IAT 854« F1 423 Threat Defense Virtual 10.0.0 J5, &0 2 LLRT I RAF R A . 32
IR 0] ) B RRAS, s ZR B B B A

BeE R FRE

Il VPC

£ %%% Firewall Threat Defense Virtual 1K 1% 255 il #] Firewall Management Center Virtual /5, 7] L4
1 ] Firewall Management Center Virtual F /™ 4 4 7E Alibaba 21217 [f] Firewall Threat Defense Virtual
Jic A BT B . #80] LU#E ] Firewall Threat Defense Virtual S 45 Fic & RS FH 7 vl 4 61 55 ek R e Athy
HH R SR R BRI B

G4 MG ] %] Firewall Threat Defense Virtual#2 81 R4S 2EATH# 0] (40— X IPS el S8R H ik
J€) o AT LM# ] Firewall Management Center Virtuallit & Firewall Threat Defense Virtual | [ % 4> 5
o A ORUNTIC B 2 SRS RIS S, 1§20 (Cisco Secure Firewall Bt B 45 75) 5 Firewall
Management Center Virtual H1[FI7EZEH H) .

AU = (VPC) J& Alibaba Ik /L FI R FERIMI o 2 M 2838 55 [ 55 Fn] B 25 v 4 A o 400 0 2% A4 R
2. #E0] L¥ Management Center Virtual #11 Threat Defense Virtual 5245125 B L 2 %8 5 )3 51 %) VPC .
A IS VPC, R IP by, 6% VSwitch (7)) , JFECE B RIL R A2 41
Ho

% 3% https://www.alibabacloud.com -3 54 BT 78 X 55

BT PR 2 R 0 B IR R B (R AN R e KB R /R R BRI B — AN DRI R SRR AN S tHIRAE 55— AN X el
T 7 SR 2T DR AR 8 A TR DX A o

MdiF=& (Products) > VPC.

A VPC #4I|mE#R (VPC Dashboard) > #&#9 VPC (Your VPCs).

#8138 VPC (Create VPC).

a)
b)
©)

d)

5 7EEI3E VPCHTHHE 4 A\ LU 15 B

M AR VPC R P A€ LA TRIRE .

IP Hihk () IPVACIDR#. CIDR (CJCZEAIRIERS th)  J2 IP Huhk A OGRS th a2 i B ok i, 10.0.0.0/24.
7t |Pv4 CIDR # (1Pv4 CIDR block) 1%+ 2 = 125 A9 | Pv4 CIDR 3 (Alibaba Cloud-provided | Pv4 CIDR
block), LAYEREIUAE = )8 H 1Pv4.,

BINFAPIEE, LUALRAE L VPC H ) Bl 1K S8 s st Al 4 e 1R 8 1.
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1E M B = |+ EBZ Firewall Threat Defense Virtual |
B snEsmmx

L6 midfRE L VPC,

What to do next
ININHE BRI W3] VPC Yy, R —#840 .

im0 ELHR W ) 5%
AT LA I R P OC (NAT M) DA VPC 5 IR )% . 80T LUK VPC Z AN TP ikt
% 2 IR YOG
HEETE
* 4 Threat Defense Virtual 541 1] VPC,

Procedure

$IE1 Ldi7=& (Products) > VPC,

$IE 2 SilVPC #E$IHE R (VPC Dashboar d) > B EX M W % (Internet Gateways), 45 sl 1) 3 BLEE M /X 5% (Createlnternet
Gateway).

L3 BN A E X BRRERZEUSRIRM G, AR5 midh#E LB M G,

7 4 vt ol ma L AR E SN PSR

HE5 lgIEEI VPC (Bind to VPC) ik 2 fi I 1) VPC.

IR 6 AU HRRE LK MOS0 E 21K VPC,
BRANGOLT, ZEAIE NAT WO H 82 2] VPC 201, £ VPC HH Bh s Bl ek S IR .

What to do next
WSIN VSwitch (FM) 2] VPC H, PEIL R —#85

AN vSwitch
AT LA Threat Defense Virtual SE] AT 38214 VPC 1P Hulil GBI M T 20 Br . AT LIRYE 22 s E 35

A

A vSwitch (M), PLSEELSEHI) /020 %FT Threat Defense Virtual, &7 26—/ NH T4
) vSwitch A1 T =) VSwitch.
HEEIE

* 4 Threat Defense Virtual S G124 VPC. W& VPC #4F Arik

* B VPC s II—A vSwitch (7R
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wmemz [

Procedure

$E1 idiF& (Products) > VPC.
$I1E 2 tidh VPC 5 5IE#HR (VPC Dashboard) > VSwitches, #XJ5 &7 & vSwitch (Click vSwitch).
123 71613 vSwitch (Create vSwitch) XEHEF I A LU T {5 &L :
a) JTARI vSwitch [ 7 [ 52 X BFRERE
b) FTF It vSwitch [ VPC,
c) It vSwitch FF3E R X I8, LT BRI (No Preference), Hiff B2 Rk FEIX 4k
d) IP Hidik (IPv4) [f) CIDR $. vSwitch H1 ¥ IP Huhik i [ 2425054 VPC [ IP Hibko f K46« HiuhkEROC/IN Db 25T
W £5 5 /16 A1 /28 2 1A, vSwitch K/NuJLLE VPC #H% .,
P4 fUHELLEIE vSwitch.
WIS WFEFZA vSwitch, HR UL FBER, O F BRSO @ MK vSwitch, RS LN R E A 24 vSwitch,

What to do next
NI 2R 2 VPC b, PEWL R 4.

IR ANES 3R

TEr] LUK B 1 R IERL 20 VPC LB MM G . BT LLRIRZ S 7 M B AN R i3k, (H 5 — O]
PRI — AN R

Procedure

FIE1 L7 & (Products) > VPC,
$IB2 il VPC 2 #ImE# (VPC Dashboard) > 8 H% (Route Tables), #&J5 fiili €I H (Create Route).
PR3 FAH ThORE BRI P B LERRE .
IR 4 TR R Pk Bk A e th & 1) VPC .
PIRS ST LCIEK HR.
W6 PO R
PIRT s E (Routes) iR, DAZETEA(E ELEA% T ok thig B
I8 fiiidmig (Edit), A5 aidiiRMEMEEH (Add another route).
a) ftB¥r (Degtination) #H, 4 FTH 1Pv4 Jii &4 A 0.0.0.0/0,
b) fEEERSIH, R,

PRI iR F.
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B oezza

What to do next
Qg a4, PRI —59.

tlE% £

AT A, JF A A PR R S SR VR B S A TP bk . W] DAGI s AT
AT R 2 A 2425 n] LLREX LS 23 Fo 25 B A 54401

Procedure

$1E1 LidiF=& (Products) > ECS.
$£122 LI ECS#E#IHE#R (ECS Dashboard) > %2 £ 48 (Security Groups).
YB3 pihitlEREA.
$IR A4 FEEERESESITHE A LL N E R
a) M TR A Ae XREHATR.
b) Bt .
o) Sk g K VPC,
LIS LEREHMN:
a) s ASEF (Inbound Rules) L1, A5 midiRm AN (Add Rule).

Note
FLM\ Alibaba #MHE 2 Management Center Virtual, 5% HTTPS Fl SSH V5 i) o #& N5 AHMN K5 1P Huhik. gt

Ak, WHAE Alibaba VPC P [RIAJ AL E Management Center Virtual £ Threat Defense Virtual, WA foiF& H 1P &
SR

b) siliHugEN (Outbound Rules) &<, XS5 stiliRAnAM (Add Rule) LAZs it s A0, Ok ERB iR
2 (All traffic) (fE 2B (Type)) FHEERLE (Anywhere) (/5% BEF (Destination)) HIERIA K E .

PER6 it ae4l.

What to do next
B ML, PEW R 5857,

BlEM O

a5 n] LU A& TP #lik (IPv4) B DHCP 4 Threat Defense Virtual €12 &5 8% 1. A3 BARHS B 5
35, QUM (ANEBRTN R .
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ezere e et [

Procedure

S SRS (Services) > 34 M 4510 (Elastic Network Interface).

F2 NHEM%&IED (Network Interfaces).

PIEI AUHEIEMEIED (Yes, Create).

FB A {E 8138 M4 IE O IEHE R LL R 5
a) ML A e RB (iR .
b) M FHHIRFERE > vSwitch. #ffRIEFEZEA]E Threat Defense Virtual 541 1#) VPC [#] vSwitch.
c) HANERIPHubL. 5wy U] 1P Huhl (IPv4) 28 H 3542 /% (DHCP).
d) EHE—AHEAREE. HIRLEA O T L H I

$£E5 Al @M 4IED (Create network interface) LG & R &5 1,

FIR6 IEPERIGIEE R LR,

BB AR PHESUR/ B et it e & .

WIS HUHIETT IR/ BRREIEHE N BREIEE, K5 S RE.

What to do next
Gl sbE 1P Mohl, PEW R —8B4).

el FEg: R [ chl

GBI, S S AN ASLIP bk . R IERS BB, %A L IP ik (IPv4) 2 H 3 3 24
SR ) L, ] A S TP Mk S SE AR — AN AR AR 35 TP Mk B 1P Mk — AR
a3 1P Huhil, FH TR 4] Firewall Threat Defense Virtual #7134t Sz

Procedure

S firem (Products) > #8141+ E AR S5 (Elastic Compute Service).
FIE2 M ERRSS (Elastic Compute Service) ¥ HI AR H, 5 A2 MR HL e (13845 | P (Elastic 1P).
HIB3 LS EE |P Hblik (Allocate Elastic |P Address).
$IE4 JiE EIP -
a) IEFEELIFIC EIP H X35 .
b) 4 EIP &£ a7 Kl %6 vh &l 54, BYOL 5T H.
o) FRE T AT .
d) EEENLER, K5 SERELIC EIP.
$HIB5 ¥ EIP 5524 SC 1k
a) Jric EIP 5, &t ERR% (Elastic Compute Service) £ Ak 1 (1384 | P (Elastic I P) #5143
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B == nibaba 1

b) HBNEAIEN EIP, R)5 KBk (Associate).
c) VEFEE L EIP KB ECS 520, AR5 HdiflE.

$IB6 i{f EIP BILESIAESCIEN) ECS LB, JEgF &R .

What to do next
Hh%8 Firewall Threat Defense Virtual, W T —#547-

fic & Alibaba IM&E

TLAE Alibaba 38 Firewall Threat Defense Virtual, 75 A8 40 228 145 8 TR FIAE >R C S Alibaba
VPC. TERZHEIEN T, W& W FKI FEEREEIFE. AlibabafefitEL Ry, HpEnr LR
5% ORI LIIEE) FRAHAGER. AXREZ2EE, S0P =30,

Firewall Threat Defense Virtual #8 75 % JUAN W 2% lE U FATT 25 (VPC), HEDAZIAETSE Firewall Threat
Defense Virtual 2 1ij 1] i 1X 46 £ .

XPYA M 2% VPC AL FE
o BT M FIE B VPC.
s W P2 W VPC,
o WEBF M A EE VPCo
o HNERF- W I APEE VPCo
N ST Alibaba WE, LU BB R AEAT 57 JE 36 Firewall Threat Defense Virtual S2451 2 §ij ai{a]
fit® VPC 1 EC2 [1F57a -
HEETE
o QUGB K

N2 Threat Defense Virtual

Procedure

SIE1 3 https://marketplace.alibabacloud.com/ 3+#%#% Cisco Firepower NGFW Virtual (NGFWv) - BYOL 7/l
LA 2 Firewall Threat Defense Virtual,

Note
Alibaba 2345 %1l 73 A 1% L FG 5 1 2 AN X3 XU RAE R AT B e — AN 1 IR 2 U BLAE o) — A X 3k
o T E A A AR ORI AE FRUI I DI
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| #M 2= LEE Firewall Threat Defense Virtual
EB<Z Threat Defense Virtual .

$IE2 ik LT IT Cisco Firepower NGFW Virtual (NGFWVv) - BYOL T [fij
LIEI  ATHEEERITRI (Choose Your Plan). #4#% 5e v 2158 1411 B AR 55 (Elastic Compute Service) UL .
$B4  (EBEXRBE (Custom Launch) #7> HEA LLF EE4(E A
* i+#753% (Billing Method): AR ¥ Zk .
Note
277 UG TR = R SEb v, R LR 75 I
* X1 (Region): M EHEK,

* M4&F0XIE (Network and Zone): M RN H741 3 thik % VPC FIEE 2 1 B8 57 B vSwitch, Bl (i ] €113 VPC
(Create VPC) Fil 1| # vSwitch (Create vSwitch) 4% F T il g «

$IES B ELHIF0E (Instances and I mages) T
TEFRE RBIZEE! (Al Instance Types) #4> . $AT LA R #E4E:
* 25 (Instance): HEFELL FATAT 52 32 FF IS 25 7 - ecs.gbnexlarge. ecs.gbne.2xlarge 5% ecs.gbne.dxlar ge.
* BR1% (Image): #HHif Firewall Threat Defense Virtual T3 A i/~ fE W 35 1& REC #i4rH.

a MiEFIEFEMG (Resdect Image). RGK Bon “FlI B =TGR 7 SEHE, Hh a8 IEEHRER
Firewall Threat Defense Virtual B4 3404% B .

b. M #1513 H IEFE Firewall Threat Defense Virtual 4 Jf i ik 3% (Select).

$IE6 LR 7FhE (Storage) 5. TR BRIE 4k,
$BT  HRHEML 2 (Bandwidth and Security Groups) #43 H 347 LA R 4%

* ENI
« 24 4f (Security Group): EFEIE MK L4,

« £ ENI (Primary ENI): i \N7EM4&FA X 18 (Network and Zone) 7Bt P #5110 =421, RI4E 2 vSwitchs

« 4B/ ENI (Secondary ENI): MIRA& $#Bh#E O (Existing Secondary | nterface) 412 sk ¥4 Bh4% 11,
ol I o R T ) vSwitch B ELE Al BhaE .
Note
TESEB R BN B, o] LIS PR AN kB s, H T DAYE M BCS #5841 & 3 8 fe i e oAb s A2 00 .

« BAXS (Key Pair): W T R8I b FEEUA 1R 3 B0 ol 1 e ) 35 B R

$IE8 R EFRKIEE (Advance Settings) JH AT LN R AE
* SR (Instance Name): 253 I S 451 42

* AP ##E (User Data): FR 4 ZEk$E 4 Day-0 Bl 'E CANZEEH i\ Baseb4 4RB3H915 2 (Enter Base64 Encoded
ilnformation) & iEHE) .

{FAEEHORETE Threat Defense Virtual B Day-0 Bt & =151
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. £BE Threat Defense Virtual

{

"AdminPassword": "<your password>",
"Hostname": "<your_ hostname>",
"ManageLocally": "No",

"FmcIp": "<IP address of FMC>",
"FmcRegKey":"<registration passkey>",
"FmcNatId":"<NAT ID if required>"

}

Note
W RAELE Day-0 BB P RFEAATATZE A, WERIN B & Firewall Threat Defense Virtual [ 5541 ID, U1 Alibaba
BEHE K CLL EAR.

PR X ECSEREEM, A5 ALitIEITE (Create Order).
Firewall Threat Defense Virtual fff N2 11K A 8, #80] LALE ECS &l & L& EEA 1.

Note
FSERA BNIERE, A ZE DU 2 D KRB Firewall Threat Defense Virtualo

S0 E 0 HHAR PN 1 kLR Firewall Threat Defense Virtual , 54T UL T 4k

a)
b)
©)
d)

e)
f)
2

TERTH 2 |, #3381+ B AR S (Elastic Compute Service).

Al 2 &R h g Fn R £ (Network & Security) R 38 M4&4E O (Elastic Network | nterface) .

R AR ERE .

e B DO Y R S HE, AR5 RSB EE) L4 (Bind to Instance). R G0H 2o gBE R SE ) (Bind to
Instance) X iGHE .

ERH (Instance) - B #ii A\ Firewall Threat Defense Virtual 44§,

s #BIA (Confirm), K ILECE 4 SLFIH eth2 #:00

BEESE cEHE T, & Firewall Threat Defense Virtual Fiil & eth3 #:1 .

$HEBNM il EC #2#IHE 4R (EC Dashboard) > 21§ (Instances).
1812 7 Management Center Virtual 5283 85, 18N 1%k BE 85K HL7E M 2] Management Center Virtual .
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7£ OpenStack _E#}Z Firewall Threat Defense
Virtual

o WL, 5 441 5T

* RS 95 442 0T

© BIRAAE, 442 T

o WENURIPR S, 25 443 1T

* RGUER, 445 1T

* OpenStack _I- Firewall Threat Defense Virtual [ 2455 b7~ , 25 447 1
* Gnf 45 Secure Firewall Threat Defense Virtual 4% , 5 448 71

* 3 Firewall Threat Defense Virtual , = 448 5T

* f4 Firewall Threat Defense Virtual#tf% 4% %1 OpenStack , 5 449 11

* J OpenStack Fl Firewall Threat Defense Virtual @ & P 2 S fili it , 28 450 ¢
* {£ OpenStack i3 Firewall Threat Defense Virtual , 5 451 71

HE iz

ARIGEIN PN AE OpenStack 3435 HH1 ¥ °5 Firewall Threat Defense Virtual. OpenStack s&— 4~ 2% 1) I
BAHER BTG, EEEAARBESARSE = FER BRI IRS (aaS) #55, BRIk %
FAHAR G Y o] L P A A

UEFREE ] KVM BRI LIE RE 7 ok B R 2 . KVM 2@ H 35T+ x86 fifif4: 1 Linux H A5 i
LY R (BIsekE /R VT 5B RE 7 % & al k) WA kvmko (FHT
PP O BRI WD) AT— N AC R B (45401 kvm-intel ko)

AT LMEH] KVM SRIZTT 2 AMEAT RAE A E R G WUE I B TINL . AN SERINLACE & F i L
i WA WAL, ISR g 4R,

T KVM BRI RE T OS2 R s &, RIS 75 SeAth 9 AZ 01 5K 2l B2 BT AT ) F OpenStack
BES

\}

¥ OpenStack _I“[f] Firewall Threat Defense Virtual 7] L3S fEAT M PLALIG 2 15 A B .
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1£ OpenStack % Firewall Threat Defense Virtual |
B :aes

i £ i F2 7

PLUR A FE 561 T 7F OpenStack ¥ Threat Defense Virtual [ TA/ERFE

_ = =
. ‘(1) Upload the '\E) Create the &3) Deploy the
threat network threat defense
OpenStack defense infrastructure for virtual on
virtual gcow2 > OpenStack & —  OpenStack by
image to threat defense using heat
OpenStack virtual template file
(4)
Manage
threat defense
Management B
Center using management
center
TiE= (8 B
(1) OpenStack {E OpenStack " #5%% Threat Defense Virtual: ¥ Threat Defense Virtual
— Wefg b A% %) OpenStack.
(2) OpenStack fE OpenStack _I"#5% Threat Defense Virtual: A OpenStack £l Threat
Defense Virtual 815 /) 2% LAk 4 i o
(3) OpenStack {E OpenStack "% Threat Defense Virtual: 1§ ] Threat Defense Virtual
— Heat # M SCH#E OpenStack [ #$°% Threat Defense Virtual.
4 LA 1 F1 4 BP0V PR Threat Defense Virtual

AR

* M software.cisco.com 3XH{ qcow?2 Firewall Threat Defense Virtual B4

* Firewall Threat Defense Virtual 32 £ T IBGE IS OpenStack 35 A1 E R VIM F42 OpenStack 435
TR
H4% OpenStack #EN K% & OpenStack P15 .
* 52 5 T8RS OpenStack SCRY:

Caracal i A - https://docs.openstack.org/project-deploy-guide/openstack-ansible/2024.1/
overview.html
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https://docs.openstack.org/project-deploy-guide/openstack-ansible/2024.1/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/2024.1/overview.html

| #E OpenStack %3 Firewall Threat Defense Virtual

R JU) 0 PR )

snFms [

* 52 BAE LIS R i FEAS (VIM) OpenStackSCAY . JEARL I FLA0 FE At 15 it 7 B 2% 5
P4, 443
o« RHERENK o 40T LLLE Cisco B0 —
* YFr] Firewall Threat Defense Virtual.
* ARG IV T UERAUILE B KB B O P L E .
o A WA BV R IR VEGEAS L, 1523 ( Cisco Secure Firewall Management Center 45 2
fam) Hm “vrar”
¢ ?ﬁ M3k

o BT (2) - — N T¥ Firewall Threat Defense Virtual 22 B KBS BLAHLy, H—A
HTeWr; LM T HERE.

o NEBAIAMEREEIT - H T Firewall Threat Defense Virtual 342231 )4 &5 - HLAT 2 2%

« WFHAE:
* T 1519 Firewall Threat Defense Virtual [{]773) IP.

o AL Fr 1Y Firewall Threat Defense Virtual iiAs:
* A 7.0

* 4K OpenStack 223K, WEZ M RGENK , 4 445 U1,

* 4% Firewall Threat Defense Virtual Fl &G 34514, &S (Cisco Secure Firewall Threat Defense
FERVEFERED) o

SXFFHITH BE
OpenStack _I[1] Firewall Threat Defense Virtual 32 5L T g

* 7 OpenStack JR35 HET 5T 55 L1247 10 KVM B RIHL I #2727 L% Firewall Threat Defense
Virtual.

* OpenStack CLI
* JET Heat B E
* OpenStack Horizon ¥ il i #

* [Pv6
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https://software.cisco.com/
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html
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B evmms

1£ OpenStack % Firewall Threat Defense Virtual |

* YAl - {3 FF BYOL
o AN Bk BB HE A0y K4S B Firewall Threat Defense Virtualo

o IREHFLFE - virtlO A SR-IOV

Firewall Threat Defense Virtual £ &5 7] B9 1 BE R

Firewall Threat Defense Virtual SCRFPEREE VT, 1% 14F v] ] 3 T35 28 EE SR $E LA [R] i) i -2 )
1 VPN BB

3= 38 -T2 Firewall Threat Defense Virtual i 7 1) 8 BR il

HEE= WEMIE (BoL/RAND | RERE RA VPN £ i BRI
FTDv5 4 ¥%/8 GB 100Mbps 50

FTDv10 4 #%/8 GB 1Gbps 250

FTDv20 4 ¥%/8 GB 3 Gbps 250

FTDv30 8 1%/16 GB 5Gbps 250

FTDv50 12 ¥%/24 GB 10Gbps 750

FTDv100 16 ¥%/32 GB 16Gbps 10,000

i %4 (Cisco Secure Firewall Management Center & ¥ G145 5g) thi “iFn]” —&, THRAEVFAS
Firewall Threat Defense Virtual 1 £ I 1) #E )

TERER L
J95EB0 Firewall Threat Defense Virtual &S, #80] LUY VM FIENLBH TR . BRGNS,
12 [ OpenStack [ HIREFUL RFEFNHLAL

$EWuw R - Firewall Threat Defense Virtual SZHRFECCHYE (RSS), P24 E R i A HTIZ IHBAHS 1) 44
VORI KRG 2N NZ . 15 7.0 ERIRA R S0R. ARAME R, WS THlomn
¥ JE (RSS) 124 RX BAS1.

EBE

IBATRCA 7.4.3 B i hiCAS I Threat Defense Virtual SEG23 A8 B UUA SHINIRIAT 2 BHIAGALAT S5, X
S PEEERI G ERA I PG T o IXMSIER L IEH 1o W RBEAAE R 3 A KT Bl A5G H,
B D BT e Ik, AT AT E 3 BB E AN SEAERRAMT A .

TR PRI, A2 T EORT R P 6
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https://specs.openstack.org/openstack/nova-specs/specs/rocky/implemented/libvirt-virtio-set-queue-sizes.html
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| #E OpenStack %3 Firewall Threat Defense Virtual
zgzx |

Snort

o GRS RS R AT A, BIU0 Snort B BR8] 4 BE e H], B3 VM B R 219, siE AT
FEAHEFERS, 35 M Firewall Threat Defense Virtual A1 VM TEALCE Hid& . W B4 CPU 1S
Bl NAFS 1O A F S DA/ 5 B H KA By -6 ) AT SRR

* 4 Snort <IN, MELH|E CPU A VO IR . iR AENAFAAL HEAEH CPU AL E
@117 T K& Firewall Threat Defense Virtual 5245, U] Snort 5 75 ZAR KB 8] A BE < 4], X T
fZE Snort Lo

R FFRITNRE
OpenStack I [f] Firewall Threat Defense Virtual A~ 32 LA R #5-Jii :

* Autoscale

e

FHRIRHIFR IR
1 R R
A

AR ASHFRE T

BORAE T RTIEAT %4 o T2 % Threat Defense Virtual 10.0.0 J&, #JGik BRI LUAT IR AFIRAS . 22
IR BB RRCAS, 20T i i B

OpenStack FMELAZIAT 5 AR SCRF IR BEAF R AT 2K

3 39: 7% OpenStack HORE - FOER 5K

%51 T HERIARA it AR
45 B AE UCS C240 M5 AIE T 2 6 UCS RS 4%, 2

5 H T os-controller FI
os-compute 17 o

IR R 2 VIRTIO. IXGBE 1 140E X SRR UK B FE T
BHERS Ubuntu Server 22.04 IXJE UCS JIRSS % b st il gk
ZIN éﬁi o
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1£ OpenStack % Firewall Threat Defense Virtual |
B 7s=x

%3 X FFHIR A it AR
OpenStack JigtA Caracal JitA & Fh OpenStack A 1741

fFR, WU

https://releases.openstack.org/

Threat Defense Virtual 3 A F S FFEYIRIER 5 -
* 3 F Threat Defense Virtual k7S 10.0 (Caracal):
Caracal FRASSZRFAELL AT R 48 EHEAT A
* Ubuntu 20.04. 22.04 F124.04

* RHEL WA 8.4, 43 CVIM/HVIM hRA: 5.0.3

« 3F 7.2.9 ZHi#Y Threat Defense Virtual f7s (Wallaby):
Wallaby JEASSCHFAE DL A7 F 5
* Ubuntu 20.04

* RHEL ii A 8.4, i CVIM/HVIM JiEA: 5.0.3

3 40: BEl VIM$EE OpenStack B9FEEFNERAEZ K

]| B2 3:0) 77N it AR

R 45 g higift UCS C220-M5/UCS C240-M4 | g i{fi ] 5 & UCS k4528, I
1 3 & H T os-controller, W&
£ H T os-compute 7T R,

IR B A % VIRTIO. IXGBE 1 140E XL SRR IR B FE T

R VIM A BRI VIM4.4.3 HRVEANE R, ES IR ER

& JOLE=T AL SEAE e B B SR 4.4.3,

* #HAER Y - Red Hat
Enterprise Linux 8.4

* OpenStack A - OpenStack
16.2 EUIIRA)

OpenStack F&#A31
TR R T AT, DOSCHHTH AN UCS k454511 OpenStack H 5
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I 7£ OpenStack L #FE Firewall Threat Defense Virtual

OpenStack _t Firewall Threat Defense Virtual &7 425 $h w451 .

[& 51: OpenStack - & #h$1

KeyStone !

—

Hornzon

Glance

&
= = e

Neutron

Neutron networks Neutron networks

OpenStack _t Firewall Threat Defense Virtual B/ 4& 4R $M 7R
1

IR T AR B kB0 R Firewall Threat Defense Virtual 199 2541 48 7~ 451, 7E OpenStack H o4
Firewall Threat Defense Virtual fit 5 7 4 A~ R 2. WEFISNED .

[&] 52: OpenStack - {&F Firewall Threat Defense Virtual #1 Firewall Management Center Virtual B30 R 5]

Glance

Swilt \

Neutron networks
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1£ OpenStack % Firewall Threat Defense Virtual |
. #N{a &2 Secure Firewall Threat Defense Virtual i &

W{] & T2 Secure Firewall Threat Defense Virtual 1% &%

A5 PN IR Pk B B K Secure Firewall Threat Defense Virtual.

Secure Firewall Management Center

WA ELAE K R £ B8 Firewall Threat Defense SCHFI S 5 2% I DI RERIACE, 154 b7 K4
By CUAZEE ) B KB s B HE) KRB &S . ARHAMER, ES M Secure
Firewall Management Center >k ! Secure Firewall Threat Defense Virtual , £ 457 11

| &

BEE  BAHERINAE R B kB & S s F BT KR B e SRS BE Firewall Threat Defense ¥ 8. 75 i
Bl K BB A I BRAR ARRCE HLIIRR S, B OGVET A B KBS E L K4S B Firewall Threat Defense 1
%y BRARGSAE P A RO B D) R T I B BE T RE DM By ks B bty e 19— 71, 418 ) Firewall
Threat Defense ¥/l 7 K58 BErp0y AT, BT KOG & B B SN BRI SS SS 1 25 H

EE O OHAT, ERATRALE By kb B BLAs U E TR B B KRR FE R IR, e IRR. RN
Firewall Threat Defense B4t & )& BLSAURS, THHEIX— .

Cisco Secure Firewall 1% & & 1822

MIAS 7.6.4 TFUs, AT LA B k855 24 B #8857 2 OpenStack | [1) Firewall Threat Defense SE 44 -
B <k B 24 P 2% 2 K 228 Firewall Threat Defense ¢ £5 _F #0020 10 WebFiHl o B w] DUEC B /N 15 Y 2%
B IR EA D B . IE/= i B A S — G Bl &ML rt, ExXFhpad, o
FHEPERE 2 5o B B AN R I I 5 KiE s R N 4 . A OCTEAIME B, 2B Cisco Secure
Firewall ¥ £ & Hl 2% K 2 Secure Firewall Threat Defense Virtual , 5 475 71

)

R GRS R A A WA 5K, 15 2R Cisco Secure Firewall Threat Defense 3 25 4575

=2 Firewall Threat Defense Virtual

MERHEMLH 737 Firewall Threat Defense Virtual [¥]7~15] Heat 1554 . 1% OpenStack JE il it 9% 5 1)
PRI AAE Heat MM (Deploy os infra.yaml) SCfEH, CLGIEEMS. T MRS R . &
{R1MI7 , Firewall Threat Defense Virtual #7520 88554 LR JLASH 43

* % Firewall Threat Defense Virtual qcow2 Bif% 4% %] OpenStack Glance 55

o Bl Y 2% Rl s i -
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/compatibility/threat-defense-compatibility.html

I 7 OpenStack 3 Firewall Threat Defense Virtual
4% Firewall Threat Defense VirtualB {5 1% 2] OpenStack .

TS
* M (Subnets)
o P g
* fill## Firewall Threat Defense Virtual 34 :
it
« BN
* F5) 1P

. Sl

SE AT LU B LU 20 BR4E OpenStack [ #35 Firewall Threat Defense Virtual.

1% Firewall Threat Defense Virtuali®{% 1% £l OpenStack

¥4 Firewall Threat Defense Virtual qcow2 B4 5 i) £ OpenStack #4515 5, ARG REW% _EALF
OpenStack Glance %5 .

FIaZ Al
M Cisco.com % Firewall Threat Defense Virtual qcow2 3L I8 HBUE Linux £ L

https://software.cisco.com/download/navigator.html

)

B T Cisco.com &%/ BAUERHRS & TH

UK

PR K qeow2 WHR LA B OpenStack F5 il #5515 £
I8 2 ¥4 Firewall Threat Defense Virtual W% 4% %] OpenStack Glance li%5 o

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<ftdv_gcow2 file>

HI2 3 I5iF Firewall Threat Defense Virtual W% AL & 75 i
root@ucs-os-controller:$ openstack W4 413

ERUE

root@Qucs-os-controller:$ openstack image list
- o Fomm - +
| ID | Name | Status |+
| 06dd7975-0b6e-45b8-810a-4££98546a39d | ftdv-7-0-image | active |+
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1£ OpenStack % Firewall Threat Defense Virtual |
. 77 OpenStack #1 Firewall Threat Defense Virtual £1| 32 /) 48 E A% 7

ARG o © EAR U LR
T4 BLESGENE
REBEEFEE:
i H UEFI:
openstack image set <your_ image> --property hw firmware type=uefi --property hw machine type=q35

J8 ]l UEFI (2248 5)) -

openstack image set <your image> --property hw firmware type=uefi --property os_secure boot=required
--property hw machine type=g35

T—5Hit4
] deploy os infra.yaml BEHRK A H M 26 FERl Rt -

71 OpenStack #1 Firewall Threat Defense Virtual £1] 2 ¥ 4% £
hitl iz it

FiaZ |l

Tl ] Heat RS- A1) 58 W 48 FL 4l % Jifi A Firewall Threat Defense Virtual T35 (404, #ilfne&
Uiy PIZE. TR SR DR gl ) .

* deploy os_infra.yaml

* env.yaml

& 1) Firewall Threat Defense Virtual MUAS (54K il ik FTDv OpenStack Heat #5245 A GitHub 17 fifi 723K
B

| A

BEESEN R, ARHEIUEIAE N TRE R BIEROE, AER SR TAC SCRREHIN . 52 WA GitHub LA

TR B RS .

UK

PR MBI Bl Heat BURSCAT
root@ucs-os-controller:$ openstack stack create <stack-name> -e <environment filesname> -t <deployment file name>

pRiIE

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv

| #E OpenStack %3 Firewall Threat Defense Virtual
7£ OpenStack %R Firewall Threat Defense Virtual .

PR 2 BRSO B Bk Bt Ak

root@ucs-os-controller:$ openstack stack list

T—¥#it 4
7£ OpenStack _I"fill 7 Firewall Threat Defense Virtual 524

7£ OpenStack _-ZB82Z Firewall Threat Defense Virtual

1§ F 73451 Firewall Threat Defense Virtual Heat 4% 7 OpenStack _I 7% Firewall Threat Defense Virtual.

FIEZ Al
{£ OpenStack [ #% Firewall Threat Defense Virtual 75 2 Heat f: AR :

* deploy ftdv.yaml

& 1) Firewall Threat Defense Virtual fix A< (4547 1] il i FTDv OpenStack Heat 247 A GitHub 74 E 3k
H.

|

BEERN  WEE, ORI TSR B AL, AERHULR TAC SCFRREHIN . WK GitHub L
TSR E R SO

R

$IE1 2 Firewall Threat Defense Virtual Heat B4 S/ (deploy ftdv.yaml) ELf# Firewall Threat Defense Virtual 5%

il

root @ucs-os-controller:$ openstack stack create ftdv-stack -e env.yaml-t deploy_ftdv.yaml
=l

Fmm - o +

| Field | Value |
Fmm - e +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | ftdv-stack

| description | FTDvtemplate

| updated time | None

| stack status | CREATE IN PROGRESS

| stack status reason | Stack CREATE started

Fmm - e +

FIE 2 BF 2T OBl % Firewall Threat Defense Virtual HEF

root @ucs-os-controller:$ openstack stack list
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/openstack/FTDv

1£ OpenStack % Firewall Threat Defense Virtual |
. £ OpenStack %R Firewall Threat Defense Virtual

Al

o o o Fo————— +

| ID | Stack Name | Project | Stack Status
o fom R i e et et et Fom +

| 14624afl-e5fa-4096-bd86-c453bc2928ae | ftdv-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE

\
| 198336cb-1186-45ab-858f-15ccd3b909¢c8 | infra-stack | 13206e49b48740fdafca83796c6f4ad5 | CREATE COMPLETE

et Fommm - B oo +
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« 20 =
Threat Defense Virtual B9 & f0fE O 1&5H

N

AR IXEEHR DR AE VMware FIl KVM _E52 30HF.

* Threat Defense Virtual S FFa) ST, 55 453 7L
OS5 454 T
s Bz, 5454 010

Threat Defense Virtual 235z 75H 2 R

MARAS 10.0.0 JF4f, Threat Defense Virtual 2 FriEs T BRI G 378 ALY B . IR B T
fhEni R4 (W, Bif 64 CPU/ 128 GBRAM MRS MR %, HEiXf &R, KR
BRSO CR/ANAN 16 GB) 2 BT S 8l 4 25 (A3

Y

£ 1F Threat Defense Virtual i 38R KN HT, 205G M 2 25556 6 B IRERL KN .

o BRIANREE K/ B Threat Defense Virtual #0254 H 100 GB MR, HEK T 2 A1 48.5 GB
KN,

 RESEE: WRIRESK, fEA KN AP E] 500 GB.
s YTHEHIIFE: FIKMTTZ ) Threat Defense Virtual S21E8 S W33 & o
s HAE, HPaUAEH LU CLI a2 3G KN

resize disk -s <total size>

Nl: resize disk -s 500
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Threat Defense Virtual #F & %03 014358 |
B zozneEx

A

iR o ANSCREAE B OR300 6] B A K

© WIRAE BN R RS AR IR (A0 48.5
GB) .

)

IR OB 10.0.0 FFUR, S SCERSRERLY 4 500 GB.

)

£ Threat Defense Virtual AN SCRFHAB RIS R . RSB AL T B8 2 S BUR S RE RIS,

3 F1
FEOZFREN
MARZS 10.0.0 745, Threat Defense Virtual 25 lEPLIFEG _EAF AR EAL B D dy A 2058 -

|Hﬁﬁﬁﬁéangﬁz GigabitEthernet0/x EETEnquabitEthernetO/x

%ﬁfﬁ% g’]E Ethernet0/x

* BB IR :
LR N BT Ak 5, T AE Day 0 FC & AEH LU 24
"IfNamingConvention": "Old" // for legacy naming
"IfNamingConvention": "New" // for standardized naming

< SEREl: S SAUE RS .
< EEPEHIG  CLIAE BLpL UL Hh 57 (K45 1 44 BRI BT ) i 44 4% 3
THRFBIRCA 10.0.0 (3L a5 Or B FL A I AR, DA ERICE 0k

FRE] 100 FIET S RMB SRS A BT

RS NRRCAS 7.7.0 58 FLRRCA THER 21 10.0 J5, R sl s N BRI sl il s vl FHPEXS, 16 R
7t Day 0 Bt & 14 7 "IfNamingConvention": "Old" 0 FH 15 R S0 X208, A FHE
B SRS D4 25 (Bl GigabitEthernet 5% TenGigabitEthernet) , WA A BLEE (I
XT, B H i A4 AN VS ECRE BB 1 AU TS (R S 5 5 THE S (1715 OB G HA X

BFR1Z MO

MIEA 10.0.0 7F4fi, Threat Defense Virtual SCHRFAE T RS- & EFEE AT H =M 1 GNIC) [ .
Day 0 Fic & W A5 8% Diagnostic: OFF .
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I Threat Defense Virtual 59 & 03 01858
sz ]

« TATLMEHILAR Day 0 M B 2 BORFE B M E ] A 2 Wik 1 .

"Diagnostic": "ON" // Adds the diagnostic interface
"Diagnostic": "OFF" // Removes the diagnostic interface

A

AR RXOGE TR

* THBIRRA 10.0.0 RIBLA 824 08 B EL 24 A A2 Wi T e

BB =4 NIC 8y Threat Defense Virtual 8y Day0 BEL &

Threat Defense Virtual Day0 Ji 8 I A< 7= 441«

{

"AdminPassword": "E28@20iUrhx!",
"Hostname": "ciscoftdv",
"FirewallMode": "routed",
"ManageLocally": "No",
"Diagnostic": "OFFE"
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Threat Defense Virtual #F & %03 014358 |
| R
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21 =

{£ F Secure Firewall Management Center K&
I® Secure Firewall Threat Defense Virtual

RFEAF UM BB 55 KR B A0 B BRI AT 2 Firewall Threat Defense Virtual 1% 4% o
Y

IR A CRYIH 5 BB Firewall Threat Defense Virtual MRA T BE. U0 SR 1A T & IHIRAR B4, &S5
FIMAH (B kB SR FEE TR HRIPER,

* T HA Secure Firewall Management Center [1] Secure Firewall Threat Defense Virtual , 5 457 17U
* %>k %4 Secure Firewall Management Center , 2 458 11T

* 1] Secure Firewall Management Center VEM %5, , ZF 458 7T

o WO EIEAR ARG, 5 461 7T

* 1Jj 8] Cisco Secure Firewall Threat Defense CLI , % 473 T

X T B A Secure Firewall Management Center £ Secure
Firewall Threat Defense Virtual

Secure Firewall Threat Defense Virtual & B} NGFW iy )7 L1 BRI A F . Firewall Threat Defense
Virtual $EEESFR N —ACB KBRS, BIRRAR kB, BH. NSRBI RS (NGIPS). W H
AALPE S AT e (AVC). URL 2L 3€, LAECEREALER.

fEa] LY B kRS 5 Aoy 45 1 Firewall Threat Defense Virtual, X2 —/MNINRESF M L& EH
2, LTI RS %5 | . Firewall Threat Defense Virtual [i] %543 lit 45 Firewall Threat Defense Virtual
VAL B O L0 By kIR A0 MR S 2 s .

Firewall Threat Defense Virtual [1] %45 4} Bt %5 Firewall Threat Defense Virtual 1182817 B 1 _F 1 BTk
B Ed0 MRS 2 s

BT I HERR, ST LU A EE O E 1Y SSH 17 i) Firewall Threat Defense CLI, 0] LA 5 k4%
L CLI JEH2 2 Firewall Threat Defense.
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{& F Secure Firewall Management Center SR Z 2 Secure Firewall Threat Defense Virtual |
. B 3K ZE Secure Firewall Management Center

A A B R EAT 5 RS B A0y B EE 207 2 Threat Defense Virtual W5 . 5 9 B kG & #
ROl EEAIECE S S, ES CFREAOE RN ) A CGEFRROD R SRCE RN .

K2 dE Bk BE AL BE R, 630 (Cisco Flrepower Management Center 1600, 2600 F1 4600
ffif 2364554 ) 8L (Management Center Virtual X\ | J§§

% £ Z Secure Firewall Management Center

A HIBJ7 <K 3% 48 PR U CMEE B T W #25 Firewall Threat Defense.

FrIAZ Al
A RZSCFR AR IS S, WSS IT - RRCAS I R AT I (2 [ https://www.cisco.com/go/

firepower-notes)
UK

TR SRS 4 A LT URL.,
https://fmcv_ip_address

fmc_ip_address Fri} B KBS BE R0 1 TP HuhikER ML 44 .
Pk 3
FFE T IPv6 [¥] https://[fmcv_ipv6_public_address]

P2 N A4 R

FE3 NEXR.

[5) Secure Firewall Management Center ;i1 i& & -

T8 Z Bl
fif& Firewall Threat Defense Virtual T1 5L 2388 B CEE I H B8 ko il 8 sh R .

)

AR SRR e 08 i day0/bootstrap JIA A kaiﬁ”@%“u POt T NME . HJ2, mTRAR S 7E CLI
HfiH configure network 4 5 ST AT IX B 1 . 12 [ Cisco Secure Firewall Threat Defense iy 4
2%0
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https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc-1600-2600-4600/hw/guide/install-fmc-1600-2600-4600.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fmc-1600-2600-4600/hw/guide/install-fmc-1600-2600-4600.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fmcv/fpmc-virtual.html
https://www.cisco.com/go/firepower-notes
https://www.cisco.com/go/firepower-notes
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

I & F3 Secure Firewall Management Center 5 & 32 Secure Firewall Threat Defense Virtual

[5) Secure Firewall Management Center ;¥ % & . .

TR EFRE > REEHE.
FER2 RN T RRESERINIZ &, RIaA LT 24

Add Device @

Host:+

| ftd-1.cisco.com ]

Display Name:

| ftd-1.cisco.com |

Registration Key:*

Group:

| None v |

Access Control Policy:*

| Initial Policy v

Smart Licensing

Note: All virtual FTDs require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.
Click here for information about the FTD performance-tiered licensing.

Until you choose a tier, your FTDv defaults to the FTDv50 selection.

Performance Tier {only for FTDv 7.0 and above):
| Select a recommended Tier v |
Malware
Threat
URL Filtering
Advanced
Unique NAT ID:+

| cisco123nat

Transfer Packets

Cancel

o M- AN B IP Hodik  (IPv4 AT IPv6) o fE)3 ] IPve BB S T, N4 T LIS Tpvd B
Ipv6.

* BIRAFR (Display Name) - fis N EEA1 By KR BP0y T 7R B 4 FR
;i1 4A (Registration Key) - #if A4 7F Firewall Threat Defense Virtual 5|5 R85 B0 & H 8 52 O 54
* 13 (Domain) - 41943 ZIEIAEE, TR LS 2 e

Cisco Secure Firewall Threat Defense Virtual A\ [J$55, KRZ 10.0 .
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. [5) Secure Firewall Management Center ;¥ % & .

* 28 (Group) - WERTEAFAHAL, WL B4l

* i BT HI SR BE (Access Control Policy) - EFEHIAA 5N . BrAE CEA B ANE B O FEAH I 8 € SORg, 7
W@#ﬁLﬁ%Kﬂmmmmmw)%Fﬁ%mtﬁﬁmg@m*wnm©oZF@WH%&%&EME

VR IS MECE Y R EEE 5 471 00
New Policy @
Name:
ftd-ac_policy
Description:

Select Base Policy:

None v

Default Action:
®) Block all traffic

Intrusion Prevention

Network Discovery

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

Q_ Search by name or value

192.168.0.12 \w\

EHEIF AT (Smart Licensing) - 25838 1 TN RE 43 E T 7 144 RE14F AT HIE « Malware(ﬁﬂ%’ﬁ‘”?]ﬁﬁ%%fiﬁﬂ@i
MRTT) . Threat (Al BBITHEAAFIARZBIHE) « URL (U RG50Szt 5 7250110 URL 138) .

* fE— NAT ID - $5 2 #4F Firewall Threat Defense Virtual 5| 32 i & 45 1K) NAT ID. AN 448 #: D E8E1F
Mﬂu%Fﬁﬁ,Amﬁﬁ%&o

 FHRBUIRE (Transfer Packets) - AJ LB &K Kot WAL dan 28 B KB B poLy . WSRAE ST HI R TN A5 T TPS
o Snort FHH, B 2K A RS B A B s A% B B KChE B LA TR N . W SRR BRI,
S FAIE B 5L 2] P kB B L, S Bdls A kiX.

$E3 SdSEM (Register), FEHIIAEM LTS
WA WY, WA IR FIR b e RN, 2 E B — A58 S . W Firewall Threat Defense Virtual
eI N O Y D U
* Ping - Vj 7] Firewall Threat Defense CLI (/i ] Cisco Secure Firewall Threat Defense CLI , £ 473 1), 4K 51l H LA
T ir4 ping b7 KB5S BE UL TP MUkl
ping system ip_address

W ping AR, {§HH show network fir 245 A 48 WE . 1 L 757 2 85 2 Firewall Threat DefenselP H#ihik,
configure network {ipv4 | ipv6} manual or DHCP 4.

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0



| & F3 Secure Firewall Management Center 5 & 32 Secure Firewall Threat Defense Virtual

magrzezn JJj

* NTP - fififf NTP 45 %8 55 & % (System) > B & (Configuration) > Bt 8] [E 4 (Time Synchronization) 7 ifii ] [y
KERE P RS AR BEE — 3

 VEFE D] NAT ID M KA B A0 TP Mk - A R AE P9 S BEo% LA FTAH R FRVE 2§19 NAT ID (i
H1) o Al LIfEFirewall Threat Defense Virtualfii i configure manager add DONTRESOLVE<registrationkey>
<NATID> iy 4 B e i 2 A F1 NAT 1D AR n] DUAS ] i i 4 50 05 7 K8 B0 IP bk

BEEREARZ SR

ASHR I3 GAUMAT AL T LT B0 B R AR 22 4 SR
 WFBFIANIEL 11 - O 9 A RO TP Mudik, IR DHCP JHAESMTE L
* DHCP 454 - 76 A % 1 2k % i i ) DHCP %545«
* BRIARK H - a3 A CUR I ER A S £
* NAT - AEAMEREE 1 A #2211 PAT.
1 55 I W = 0 N B S P

RS

FB1 ECERI, 461 1T

FIR2 L E DHCP 5545 , & 465 1L
W3 NINBAES B, 5 466 UL
FIB4 flE NAT , 4 468 i(

WS ME VRS, 471 1
W6 HOCEAE , 472 70

BcE#&O

J3 ] Firewall Threat Defense Virtualf% 1, ﬁ,ﬁi/\@ﬂﬁéliﬂﬁﬁuﬁ IP b, %, A0 ﬁ&'*@ﬂﬁ
AN LA BeLL R GG = . W, KA T 1) b3l bl 2 R IE R () A R 1T
SR ZE [P — AR E AN . Hrp— EEEDTﬁE% “BaEgX 7 (DMZ), ‘TWU\f,E\*ﬁJIET
NIFVTIRBE™, Bt Web g5 o

ST St R DU DHCP A ISP SRHUANHE FUHhE, R I8 A e 11 Lo O A bt

LUR 7R Bi48 /] DHCP 7E8: LN BRACE. 1M sl CGisiasituiit) , JFER DAMICE TN
I

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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B =s:0

P EHEE > REEE, REAHRENEE (D) .
FE2 pidi#EN (Interfaces).

'E‘fs'élé' F‘fepowi ijf?i({eme”‘ Center Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q @@ @ v
Cisco Firepower Threat Defense for VMware
Device  Routing  Interfaces  Iniine Sets  DHCP
Q Search by name Sync Device Add Interfaces v
Interface Logical Name Type Security Zones MAC Address |Active/Standby) Virtual Router
@ Diagnostic0/0 diagnostic Physical Global Vs

B3 SHEA TN O RE (O .
PEIP R B R —A% (General) ETI

Edit Physical Interface o

General 1Pv4 IPv6 Advanced Hardware Configuration FMC Access

——
Name:
Inside

Enabled

Management Only
Description:

Mode:

None v

Security Zone:

inside-zone v

Priority:
0

Propagate Security Group Tag:

‘ Cancel |m
a) MANKJERAH 48 N T4 RFR (Name).
B, ¥E: 0444 insides

b) %4 EA (Enabled) k.

¢) K& (Mode) {1 4t (None).

d) MZRE X1 (Security Zone) T s R HIERE AT AR AL, 50 ST FTE (New) IS In—AN Bk 24
X3k

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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maz0 ||

B, An-—/~44 inside_zone [FX $k . ZI0KE AR 1 A0 B s 2 A XSk /sl 4l AN L BEE T
A AR, AN] LRI R T2 AN D4l 8nT LIRS DI aR gL N 22 A sems o Bl 4] LUK Pz 14 il
FIAFBIL, MM BL R AN X . AR5 ) ARG E UG ) d i e, e vrdi s M AL BIAMT, (HA R
VEMAMEA NN . KB A R e A X e #0] DLYE NAT Sl Tl JE 4 SmE Al QoS SR rp 4 i [X 1
BBz 4

e) fiddi IPv4 FI/EL 1Pv6 I | .

« IPv4 - W Hi 4Rk SERERS IP (Use Static IP), X5 LARMT FRvEd N IP Mok -7 W HEfS, 534 4
A DHCP 177 .

Wi, %\ 192.168.1.1/24

Edit Physical Interface (7
General IPvd4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use Static IP v

IP Address:

192.168.1.1/24

* |Pv6 - & JCIRES B BhEL & LA IPv6 DHCP B TL & Y B #hBCE (Autoconfiguration) S LA JH H #%
M,

) RiE.
PR g BN TANBIE ) e (2D
VEINPRE s — % (General) ZE3F

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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B =s:0

Edit Physical Interface @

General IPvd4 IPv6 Advanced Hardware Configuration FMC Access

Name:

Outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outsize-zone v

nterface ID:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

. Cancel ‘ m
a) HIANKEERAN 48 N FAFH Name.
B, Ri#z A4 o outside.

b) kAR (Enabled) HiEHE.

¢) ¥R (Mode) £ T (None).

d) MZ&EXid (Security Zone) NHFIFRHILEFE— NI IISMT 22X, B0 S HETE (New) VR I — S8 i) 24
X 5k

fihn, hn—/~4 4 outside_zone fIX 1,
e) it IPv4 FI/EY | Pv6 ZE T
* IPv4 - & F{E A DHCP (Use DHCP), #AJSMCE LA FIEHS 4L
« {£F DHCP 3XBXBkIA ¥ (Obtain default route using DHCP) - )\ DHCP JIz55 %5 3k U ER A 2% 1 .

* DHCP & H#§#x (DHCP route metric) - 73 BC 2 BT 3R 2K 8% I BERE 25, A1 1 f1 255 2 0], SRR
I ER A PEEE B A 1.

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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Edit Physical Interface Q
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use DHCP v

Obtain default route

using DHCP:

DHCP route metric:
1

* IPV6 - N TCIRA AN Bk B 3hE B (Autoconfiguration) 5 EHE .

) RiL#E.
FES RUlRTEF

BcE DHCP AR 558
\)

FR R EIEE R AL ST (B AWS. Azure. GCP. OCD) , Bk b ie)y.

A5 B % 7 i {d FH DHCP M Firewall Threat Defense Virtual b3k H 1P #uhil, i /5 B DHCP IR45%5% .
pUE i
S ERRE>REEE, RAFALHERENSEE (&) .

$I% 2 #%$% DHCP > DHCP fR %28 (DHCP Server).
HIB3 (EARS R UL b iR, ARJEEE DL IR

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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B =i

Add Server (7]

Interface*

Inside v

Address Pool*
10.9.7.9-10.9.7.25
(2.2.2.10-2.2.2.20)

Enable DHCP Server

o | I

* $%0 (Interface) - I\ FHIFIRFIEREH .

* Hbiitith (AddressPool) - DHCP il 55 w48 JH ¥ 1P bk I Fl CANERAR B B i) o TP bk PRl 06 20 g 326 5 4 11 o7
TAHFE T L, HARER IR A 5 1P Hiht.

* J3F DHCP BE %28 (Enable DHCP Server) - 75 1%# 0 I3 1] DHCP JIR%: %% .

FEA RLERE-
PES milifREF.

A INERIA 2SR

BRI L 45 i) AT AR 007 e (b3 i b ds o A0 SR A0S DHCP J/EANE 1, I i a5 ]
AE LR T BB e WORT ET it dr, WM IR P AT, W3k B DHCP I ds 2%
MIBRIARES T, FOR Won /IR & > IR E TR > B > B2 VU LA | Pv4 B ol I Pv6 BRE LT .

R

PB1 EHRE > REEE, REntksglgmE (0) .
$IE 2 %A (Route) > 7SI (Static Route), shidiRnEEH (Add Route), 4R )5 BE LA R I

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0
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wmziczs |

Add Static Route Configuration 2]
Type: e IPv4 IPv6
Interface*

Outside v

(Interface starting with this icon Eg'signiﬁes it is available for route leak)

Available Network C + Selected Network

Q_ Search any-ipvé4

any-IPv4-10.0.0.1

L 1]

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway
any-IPv4-10.0.0.1 v | 4+
Metric:
1
(1-254
Tunneled: (Used only for default Route)

Route Tracking:

v: +
‘ Cancel ‘ m
* 2R (Type) - WAL INEFAER MR, i IPv4 5 1Pv6 BRIk 144
* 0 (Interface) - LREH HHE 1 JWF EAMTH .
* AT AR 4% (Available Network) - 2 IPv4 ERIA R HHIEHE any-ipv4, 500 IPve BRIAEE HIEFE any-ipv6.

* WX (Gateway) 54 | Pv6 [k (1Pv6 Gateway) - 4 A BREEFEAF 4 BLk sk AN ER AU R OCES 4% S mTLLER
AL 1P ik B 2/ AN 5

* $8#R (Metric) - T A HARMIS MER S8 ATREVE DY 1 21 2555 BOAME 1.

$®3 LHEmE.
BHE ORI S ASS bR,

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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B e=nar

Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers + Add Route
Global v Network 4 Interface Leaked from Virtual Router Gateway Tunneled Metric Tracked
Virtual Router Properties ¥ IPv4 Routes
ECMP =
any-ipv4 diagnostic Global test_dhcp false 1 s u
OSPF
OSPFv3 ¥ IPv6 Routes

RIP

FB 4 R

Bic & NAT

HIR ) NAT FU 220 N 8 Hb b 3 46 S AR 11 TP bl b (3 110 33X 28 NAT FUFR A4 11355 11 kil
4 (PAT).

T ERIEE > NAT, RJF S HHTSREE > Threat Defense NAT .
TIB2 RS 4, EREEH SRS B 2%, ARG i Save,

New Policy (]

Name:

Interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

Q_ Search by name or value FTDv 7.1.0 Build 1...

o)

Add to Policy

e |

SR B LS N 7 K B B P o AT AR S SR S A

Cisco Secure Firewall Threat Defense Virtual \[J35&, KR 10.0
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CEIN |

P33 AR MHN (Add Rule).
Add NAT Rule Xf iFHER R o

A I EIEA R .

Add NAT Rule

NAT Rule:
| Auto NAT Rule » \

Type:
‘ Dynamic v ‘

Interface Objects Translation PAT Pool Advanced

* NAT #10] (NAT Rule) - 145 B 51 NAT 1 (Auto NAT Rule).
« 28 (Type) - £ FE17S (Dynamic).
HIB5 {E Interface Objects TU[fil, ¥ Available I nterface Objects [X 15k /1 {414 X 375 i £ Destination | nter face Objects
'Zﬁo
Add NAT Rule (7]

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v |

Interface Objects  Translation ~ PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)

Q, Search by name

outside-zone [W‘

l Add to Destination ‘

outside-zone (]

(o ) IR

$IR6 7riEHR (Trandation) T A - Fic & LA T 2B :

Cisco Secure Firewall Threat Defense Virtual A\ [J$55, KRZ 10.0 .
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B e=nar

Add NAT Rule (7]

NAT Rule:

 Auto NAT Rule v

Type:

‘ Dynamic v ‘

Enable
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

QOriginal Source:* Translated Source:
any-IPv4-10.0.0.1 v‘ =k ‘ Destination Interface IP v
— @ The values selected for

Original Port: Destination Interface Objects in
TCP = 'Interface Objects’ tab will be used

e |

« [R447% (Original Source) - fiiiifAn -+ T IPv4 It B I 44 X142 (0.0.0.0/0) .

New Network Object (7]

Name

| all-ipv4 |

Description

Network
() Host () Range | (® Network | () FQDN

0.0.0.0/0 \

|| Allow Overrides

o | (D

pEL

. Cisco Secure Firewall Threat Defense Virtual \[J35&, KR 10.0
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CEEC |

RS T R85 X any-ipva X%, R B3 NAT BUUEEX %o G B rP s in NAT, I S EkgniE R
WD Q0P
FIFE, el LA RTA 1Pve Ji s QU ZEBRA AL LS [:/0] H NAT ZRHE .

* 4535 195R (Trandated Source) - % £ B#x#%0 IP (Destination Interface 1P).

FERT mdiReFE DS
MRP CLORAF 5 Rules .

il F|repower Management Center
CISCO [ V NAT Policy Editor

Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q &o $+ @ adminv

—
Interface_PAT You have unsaved changes [ESHANEIGITIE m m
Enter Description
Policy Assignments (1)
Rules

Filter by Device Y Filter Rules > Add Rule

Original Packet Translated Packet

Source Destination o
s | Dwecuon: | “Tviel Intertace e Original Original Original Translated Translated Transtated (oo
9 . Sources Destinations Services Sources Destinations Services
Objects Objects

» NAT Rules Before

v Auto NAT Rules

#. X Dk, any oo outsize-z g any-IPv4-10.0.( (@) Interface @ Dnsifa W

Vv NAT Rules After

PYR8 st NAT Gl ERMRTE DULORAF T

Fic & 177 o] 3% ]

R AE S BT kR BP0 B Firewall Threat Defense Virtual IN A T A KIS R E17 N
PR TR, DU ) SRS IR DA FS VR Il I v o DU R RS IR0 DA 7 128 DA PN 38 X dak 21
DN S i (R S L 3 R T AP 1 ) W o 1= el B e | S = 91 5 LIS

Z0 (P KEE PP ORCE SRR ) (BCETRHE) DANCE S m g 2 A v B AR .
UK

SIE EFEREE > 70 5REE > T RI5REE, ARG A4 EC4S Firewall Threat Defense 11 0] #5 H SRHE 1 YR58 (&) .
HIE2 ARMMN (Add Rule) JF¥% & LLUF S5

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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B s=m=

Add Rule Q
Name Insert

inside_to_outside Enabled into Mandatory v
Action Time Range

© Allow v =] None v |+

Zones Networks VLAN Tags A users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Zones C' Source Zones (1) Destination Zones (1)

Q_ Search by name inside-zone w outsize-zone

o)

. 1 ‘ Add to Source ‘
inside-zone _—

* ZFR (Name) - AU Az 44, 40 inside_to_outside.
« JE[X13 (Source Zones) - )\ AT A X i3 (Available Zones) HIEFE P FRIX Ik, 4SR5 didiInZElR (Add to Source).

« B¥r[X 18 (Destination Zones) - M F X138 (Available Zones) A iEFAM X, #R)5 sidiidRinEl B4x (Add to
Destination).

HoAth 5 B O B R
SEB3 SdRm.
HLUET C8 I % Rules 3K

ahaln, Firepower Management Center
CISCO  Policies s C

Access Control / Policy Editor

Overview Analysis Policies Devices Objects AMP Intelligence Deploy Q &o i} O admin v

Initial AC POlICy You have unsaved changes [ESIISTAVCIQILIEE Analyze Hit Counts l

Enter Description

Inheritance Settings | Policy Assignments (1)

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
——
Filter by Device Y Search Rules X Show Rule Conflicts @ -+ Add Category + Add Rule
Source Desti...
Source Dest Source Dest VLAN - Source Dest
4 Name sl e es N Nela= Sacs Users Appli... o e URLs g{tr;la z‘ytr:la Act.. B O R A2 BEwm 3

v Mandatory - Initial AC Policy (1-1)
1 Ainside_ inside-zo outsize-z A 4 A A A A A © Allov [

v Default - Initial AC Policy (-)

here are no rules in this section. Add Rule or Add Category

Default Action

Access Control:Block all traffic v

FE 4 JHRE

HERE

Bl B 2GR 3 Firewall Threat Defense Virtual; £ 385 2 87, BHFTA B lE#ASLEE % LA

. Cisco Secure Firewall Threat Defense Virtual \[J35&, KR 10.0
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i/718)Cisco Secure Firewall Threat Defense CLI .

UK

L1 i EJTERE (Deploy).
Deploy Q @

Deployment ‘

Deployment History

$IB2 RPFERERBE (Deploy Policies) X FHEH [ %, K5 miidiEBE (Deploy).

|Y ‘ ‘ Q  Search using device name, user name, type, group or status ‘ Deploy time: Estimate Deploy
Device Modified by Inspect Interrupti... Type Group Last Deploy Time Preview Status
> FTDv 7.1.0 Build 16- Betal admin, System, masad... FTD Aug 4, 2021 9:28 AM B I Ready for Deployment

PR3 MORIBE ). SR ERE (Deploy) 4 H14 M bR i LA ZOIRAS .
ralysis Policies Devices Objects AMP Intelligence Deploy Q {:1— o admin v

Deployments Upgrades @ Health Tasks ‘7> Show Notifications

m 0 running 1 success 0 warnings 0 failures Filter

@ FTDv 7.1.0 Buil... Deployment to device successful. 1m 14s

Show deployment history

1/718]Cisco Secure Firewall Threat Defense CLI

& nI LI H Firewall Threat Defense Virtual CLI 5 XU #4521 S HOF T M HERR . 220519 CLI, Af
DU & BB 11 (1) SSH, AT LA VMware #2418z .

UK

ST GED 1) Wit SSH B %82 3| Firewall Threat Defense Virtual & BEE% [ 1P #idik,

TESSE REFUNLET, BT B 8 1P Mkt A admin bk = FIATT 465 25 11 8] 152 52 1) %65 % 5% Firewall Threat Defense
Virtual,

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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. if7 i8] Cisco Secure Firewall Threat Defense CLI

P2 GEBI2) 41T VMware 121 & JFA BRI 7 44 admin ik ™ R 46 & 25 391 10] BEE 1R 36 05 6 %

[l Cisco Secure Firewall Threat Defense Virtual A\ 1355, iz~ 10.0



22 =

{§ FH Cisco Secure Firewall 1% Z & 1E 28 SR ETH
Secure Firewall Threat Defense Virtual

ARFENF UM BB 55 KRS 25 5 B A% & B ST 28 Firewall Threat Defense Virtual B4 . 2
B nl FHPEXE, 1152 % Cisco Secure Firewall 4 54 BE 4 I B 6 7
» 5 F HA Cisco Secure Firewall ¥ £5& #12% [¥] Secure Firewall Threat Defense Virtual , 2§ 475 71
s WIGECE , 26 476 1T
* Al #E Cisco Secure Firewall % #2555 #48 FEUE X% , 55 478 L

% F B %A Cisco Secure Firewall i & &858 £ Secure
Firewall Threat Defense Virtual

FRIABCE

Secure Firewall Threat Defense Virtual J& B R} NGFW fift g 77 W) UM 2H 4. Firewall Threat Defense
Virtual $& (5 A~ —ACR KBRS, BHRRAR KB B N ARNRBI R S (NGIPS). MW H
Al S TN (AVC). URL ik 3&, PAACE R SAERG .

& ] LM Cisco Secure Firewall 1% 7% & P 2% K& # Firewall Threat Defense Virtual, iX & 5-4% Firewall
Threat Defense 745 B fff (15T Web (B4 W B 1T o Bl KR8 HLA5 1] ARG & /NI P 2% J s FH
WAFFEARTIRE . L= i T NS — S BULE RS wth, EXFMLt, TRl R
2 WA E TR R4 A A% Firewall Threat Defense 45 F A Z 2% .

T W A PR K B 15 4% BN P ] Firewall Threat Defense SCF7 )58 Z ALK DI REFIBCE, 540 Bk bk
PEAL GRS R B KBS A BEES) SRIC BB W & . BRHAEE, EZS A Secure
Firewall Management Center >k #f Secure Firewall Threat Defense Virtual , £ 457 11,
BT ISR HERR, 85 a] DA PR EERE 10 A SSH j i) Firewall Threat Defense CLI, A LA i ki
WA B LSS CLI #4428 Firewall Threat Defense.

Firewall Threat Defense Virtual BRIABC BB & BB OMNEEOE TRH-— 7MW F. GO wm
HAEHBMIER, 46808861 0] JE3 B AR S B PE ) 55 .

Cisco Secure Firewall Threat Defense Virtual i 1457, KiZ< 100 [Jj
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B onm=

MIgECE

& Cisco Secure Firewall % &% &2 58 K& 32 Secure Firewall Threat Defense Virtual |

Rk,  BRIAECE 10 B i 4 T LK Management0-0 F1 GigabitEthernet0-1 (NB) PN L #5IE R
JEFUAZHML IR — 2 o RO BRI AS R A0 TP b R DG, DRI, A 11 i i o N
R, SRJE L AN T B

L T LLIE R Management0-0 4% 5155 1 1 A B8 1 K7 OAS ] (61 00, 4 B AT ELIER 0 42
NFIE% RIAT o AR A 0 &% LA I A B2 1 TP bl A0 g 5

Firewall Threat Defense Virtual 15 /X5 shi, 2000 H /P01
* ERWLA S —ANE2 11 (Management0-0) 2B #R 211,
o REFUIL O 58 AN LVOR B AR AR
o ERIHLEI = AN2 10 (GigabitEthernet0-0) &AM 1
o ERIHLEI DU L (GigabitEthernet0-1) & A 8% 1 o
TRIE W] LA I 22 78 AN B MR as Jriee 1, ARBc  R B0k B )\ AS  n SRAS IS 1 Bk

F1s VR ORI D 255 WS 28] TR0 %) L b X 8, T LA A i 42 1 s il 2 281 — AN E— 119 1 B VLAN.
HZH “BE VMware #2117

B SE RATUA T S, 4 fE{d Firewall Threat Defense Virtual 175 M 25 Hh IE 55 iz47, Hrh A inid B4«
ARG A N I 25 DL R L 42 1) M) LA, b 3t i rh s B 75 il . 4 mT DI DA R T 5k
AT RAEHIUH LA -
o fEH By ka5 2 BEAY Web FHI (HEFE) o B KBS & BLES R M4 iEas Hhisdr. fif
FZA A E . BRI RS .

o AT (CLD) BB M T (i) o WPMEH CLIRE WS (MAE B KRS E EE)
HEATHIGEEC S, JFnT DA CLI AT M HE R . S8R n] DU 97 KBS pe 2 BILES ORI E . 4%
FAWERS; S (A[iE)  “J33) Firewall Threat Defense CLI [ %7 &

PATR @ R An e 4 X 26 LR AT R G AR RC &

R B AR A E RS

UK

FET UOEF i KBS A AN, RSl W BB 0 S B S In RS E .

S FIIFN A2 5% B KBS A PSS . (RO ARAE CLI P THIRIE &, 1A 7E https://FTDv 22 F IPv4 ik s
[FTDv IPv6 2 R HIE] 47 FF B KBS & B2 .
H1E 2 i FH /7 44 admin #1255 Adminl23 &35
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eI et |

PLEEI MR EUOERRG, M HERMHL CLI 23 's, REUHINEHEIEESZ “HE&H VT DL
EHLR N, WA e X, A Regkak.
HIE A AN ORI B ORCE LU R, KRG AT —5.
R
M T—8 ), BRRERHERS . O mHh “outside” , FHUSMME] “outside_zone” %X . i
PRIV B W TG
a) SMERIED (Outsidel nterface) - BIV %4z 21 4 U il ikt 1 25 Bl % bh 28 10 2 o 1 o FERTGR Be s W B IR, ISR REIE
PRILAb AN . 38— AN DR BRI AN EE
BLE |Pv4 - SMEEE (1) TPv4 il WL DHCP, B LLFahH AF A IP Hhtik, TSR . T54b,
W LUERE SR, ANALE IPv4 Hulik .

BLE 1pv6 - AMERHZ 11 Tpve bk nT LU#F] DHCP, tHr] LAFah AN A IP Mk, srgg R e, 74k, tnll
R, AELE IPv6 Hulik.

b) BEIEEQO

DNSARZ 8 - R BLHLEE ) DNS 45 45 %t N DNS RS- 28 (1) — AN s 2 A bk LU BT 27K . BRIAE R OpenDNS
A 3L DNS k4545 . i R A g7 BOT AR B R BN, 15 st {EF OpenDNS (Use OpenDNS) LA B & id

() 1P HuhbZ N 7B
B K 3E EH#1 (Firewall Hostname) - &40 8 Fit k) FHL4 o
R

FEAT I BE A5 BEE 1) RO E BT BRI B e 2 I, R ZE e o sl AN Bt B A AN BRI D R 885 mT DAAE
SEIRATAEC B n S oK Ly i U o

TS ARG E, KT —5.
a) X - IEFE RGN X
b) NTP B [E]AR 55 25 - JEFEAH BN NTP fids s, Tl A NTP Ak 55 as itk nf LA IN 22 A i 55 s R4 A
&

FER6 Jy RGUNCE A REVF T IE.
A BABREVEATIENKR ™, A BEREU N I R GE R ZE M VFalE. Jed], T RUEHT A ) 90 RIIPPAS VAT IE, LUG

BRIV
SESTDE A, B A O REAR PP IR, BTN R, JEAF %4 WS B BV A

BTV VR, WEIERE 30 90 BiT A EA T A iE M (Start 90 day evaluation period without registration). 4
T 5 B £ AR O BeVE TR, 3 s S P ) B 4 PR F T IR ¥ E B (DeviceDashboard), 28 )5 st & &8
FATIE (Smart Licenses) 2H 4% % o

PR M.

T—5Htta

o fHH] B kB R A BEAY RICE W & 18 S M WA 7E Cisco Secure Firewall %% & #2s AL E 1%
%, 478 L.
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. 4n{AT £ Cisco Secure Firewall & & S1HEE FEERE

4n{a] £ Cisco Secure Firewall iZ X &8 2E A HIZ &
SEREE SR, BRBENIZSER TEFNERE T R AN
o NERATAN R O A 2 A X 4
o [SATRTA P ER R A1 vt 8 A 1) )
o P20 NAT BN, FTBATA ARSI i e 2 AN O 1P Mk b A —uk 1 .
o fEN TR O a4 _FIZ4T 1 DHCP A4 2%

LUR PSR T 7T R ZERCE I AR DI RE . 15 ol DU L (03 D% AL (), SR REEA D BRI TR
.

UK

PR kRS, Ao EIFEA TN EREE.
FFREAREAT PR VFATIE (IPS. SRR, URLIS IS , siiBA. WREZBGI R E Mg, @y
JA BT () RA VPN VERTIE . WA 32 2 15 T BAE A ANV AT E, i 2 B VP IR A B o

SRR ATER, 7T LUK UIRAT 4R AF . AT ER AR (Request Register), JFHIBEIIATHRAE . W5 2EVFAAR
VFATE ST -

i, LAR AR A TIPS FATE:

53: /B Ry IPS VFATIE

Threat DISABLE

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules, You also must have this license to
apply file policies that control files based on file type

Includes: Q; Intrusion Policy

P2 WERE T AL D, iFiERRE, Re AR NERREFICEN MR,
R L) A A 116 0 A2 I B P B0 2, R SR A . AN D b (@), s TP

Hohk R At 3
DU R /R — N O RCE D “BRE X7 (DMZ), o] LK Al 28 TFU7 il (0% 7= (Blin Web IR4528) JRAEZX I+ . 58
A AR TR
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BN{ATZE Cisco Secure Firewall ¥ & &1EE R BEF&E .

& 54: 4m483% 0
Edit Physical Interface
Interface Name Status
o @©
Description

IPvd Address IPv6 Address Advanced Options

Type

Static .

IP Address and Subnet Mask

192.168.6.1 ! 24

AR
LA M IPve Hiudil, T IEFE IPve 1Bk, AT HIEASEL DHCP FUE IPve Hidik.
SBI WRCOEETED, EEPEXMR (Objects), A5 M H 3 ikHr% £ X1g (Security Zones).

AR ot 22 2 4 BT DI e A L AR A 2R TN DX, DRI 7 AR AR 2 4 DT AN 4 R O S . T
B LI AR FUBAE DC AR, DL E 2 BT 1 SO SO e I I R 2 e, #2000

LAR -l s i oy DMZ 42 11 81— 8 ¥ DMZ [X k.

Cisco Secure Firewall Threat Defense Virtual A\ [J$55, KRZ 10.0 .
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. Hn{A 7E Cisco Secure Firewall & & EEE B SFE&

[ 55: 2 & X3 R

Add Security Zone

MName

dmz-zone

Description

Interfaces

+

@ dmz

S 4 WR RN Gl DHCP R4 3REL 1P Hudik, 1R & > RFIRE > DHCP RS, AJGikf DHCP
AR &5 28k T .

WHRHE L CRCE T DHCP AR5, (HAT LAGw st ikt ol T S0 JOM R . A R0 T A g iz 1, IR I 2 1
W DHCP g5 ae i A SR A s sy +, D BEAS PR 1 G B 5% 2 At ik

Ak, ] LIAEELCE (Configuration) IR ot o4 % P a2 L) WINS Fil DNS FI R B TR 403, DL R sl 2
TRUMALE inside2 311 (Hihkih 192.168.4.50-192.168.4.240) | i%E DHCP [R5 %8 .

[&] 56: DHCP AR %5 25

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

FES LR E, R nhBRATHNERELE (NEEE- SRS , IERINKD.

BRAN % 3l 5 A7 T A 1 2 AR L3 ek ISP B 2% . BRIAIK IPv4 #% H13E H T any-ipv4 (0.0.0.0/0), THERIAIK
IPv6 % & T any-ipv6 (::0/0). A FTfl FHEAREAS TP AN QIR #% th o an SR A8 ] DHCP SREXA/MREE sk, jn]
Re LA BT 5 BRI H
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WN{AT7E Cisco Secure Firewall ¥ & &85 R FIRE .

pE s
W T B SR e DGE T TR 1, A R B L. EiIRE > RRE > EBEO EREE MK,

PL R 7- ) B TPv4 IER N o AEMRBIR,  isp-gateway 42 ] TR ISP W56 TP bk (48 6 % (BN ISP
SREGHAE) o W LA T R 3k (Gateway) I F7 2 HURHES 1 B 2 #T M £% (Create New Network), SRAIEHZNT %,

& 57: B IA B

Add Static Route
Protocol

(®) 1Pva O 1eve
Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks
ft: any-ipvd

[FIRE, ] LB L% FE IPve Fik f5 4 K & TPv6 B .
FIB6 IEPEIRRE (Policies), I M4HLE 2 4TI .

AR 2% 1) BB SR VE N RIS A X SR TR AR Rl JFRE T AT 42 10 B [ A 45 11 PR Hat i o 2% 3
BEFEAS (NAT). BIAERCE OB, Qs JEas i £ A e D sk B, U e 22 dDRN thoks 91 ) s 3k 24 11

o2, WA ZAWEEE T, TG 2 4 U5 ) 42 IR R o VE A D2 IR A s I oAt 22 = DX, )
T EERN A FoVFIX B DX Al TR PR e 32 1 e A T 1) e K P 1) S 5

BeAb, I R AR SN DASR A IR 55, T NAT A5 i) FUMEAT RE 40 8%, DUSEERA VT4 . )
PAFCE LA SRS«

* SSL f#% (SSL Decryption) - 41 B EEAG AN E R (Flan HTTPS) A MAEENR BRI, ML Z iR 2
HEdE. I SSL s SRms A e T B 1 . R EIER G, W HLER N,

« 54 (Identity) - WK ZERE W25 30 5 5 AN AHOCIBG, - SRR T s 7 e 5 B il k4 s 1), 3 18
B3 03 SRS 5 3 40 52 U TP Bl SRR AT
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. Hn{A 7E Cisco Secure Firewall & & EEE B SFE&

* REEEE (Security Intelligence) - 4 FH ¢ 4% BE SR s DU % 703 R A N PR 44 L1 TP HhuhiE B URL 3% 8:. O
MBI SIS, FEVS )45 ] SRS B a] o5 26 R el o5 SRR T B T I 0 s kA
URL I, 225 fe A4 SN o0 A S IR, 0 7 I 2 SR e AN I sl o 22 42 e (1 I H

* NAT (Network Address Tranglation) - it ] NAT SR04 55 TP Mol 56 ey AN nT 4% iy k.

* i 1alEH (Access Control) - {1y [l #23  SR s A o X 4% b R VFIRIE:. ] Ddgae 4 X8, TP k. Bl
iy N URL F P B AT g8 . s iy AT U 1] 42 R0 U >k B NAR SRms FISCF CBRE R A
M o T FH SRS Sl URL i & .

* MR (Intrusion) - IR eI CURNEr o RIVAEALE P U i) 42 A D S PN AR S s A7) DAG AN AR 3R
W, DAGE PRI A TR S (AR R

DLR 741 S5 7 VR] £E 5 ) 423 51 S R Fe VR P B X 4 S DMZ K 38 2 A) [ . bRl i, AT ) Hodsk o 3ok
WEALMTIED, HEFIER (Logging) Kok, Hrh7ZEEIZLER AT (At End of Connection) 1EIi L1k .

] 58: 375 (6] = | SR A%

Add Access Rule

Order Title Action

2w Insice_DMZ B allow v
Source/Destination Applications URLs Users Intrusion Policy File palioy Logging
SOURCE DESTINATION
Zones + Metworks + Ports + Zones + Networks + PomziProtocols +

&8 inside_zone B dmz-zone

PR EFORE, R EHRATNERERE, b ARAZEE A E .

U RAE PR SRS, 5o “RE” R “VDB” Bl e E W R W AR A REN, WO < A “VDB”
s B Rl o RAEAEA 22 A SR p A I B, BAT N ILRE AR, 350 “RU” A “VDB” K e e .
Rtk
:;-:5
PER8 Al ERE (Deploy) 15, RJa il L HI B (=), DA B A .

AR S B, il ARk

T—F 4

G A% 95 KBS B TS Sk B B Firewall Threat Defense Virtual FIEANE &, EZM GEHT
Cisco Secure Firewall 1% %55 FE#% 1 Cisco Secure Firewall Threat Defense it &5 ) BX Cisco Secure
Firewall ¥ 5 2% BEHLHEBY
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WA RY

23 =

EH =X TR NISE I L KEIE Secure
Firewall Threat Defense Virtual

ARFEA U EAT 2 A8 A B KR B A0y 457 BRI Firewall Threat Defense Virtual %% .
* WAMEA , 483 1L
BN SAATHIB KB E O TR SRS L B 484 T
* {i|7# Security Cloud Control #1)"" , £ 485 71
] CLUVEMP S IR e, 2 487 1T
o BOEFEA L AN L 5 488 TT

AT BT kB #E R0y ZEIB 4T Cisco Secure Firewall fRAS 7.0.3. 7.2.0 A 55 i A AS ) Threat Defense
Virtual 54 B2 FF . BAE A LRI = WAk, 2 (Cisco Secure Firewall Threat
Defense 7 MEFRRTY BL T fREE4IME .

TE IR ) 5, AT LK Threat Defense Virtual ¥ 258 2384 i) Firewall Management
Center:

* 3 N Fr11 Threat Defense Virtual % 5%

o N T R A L2 & L) Threat Defense Virtual % 4%

N

AR WURER B A BB AN 2SS IO R B G, TG
il ] e 2 B R B %

o FNYHT A HE B A OB PR Threat Defense Virtual W4 . A =TEAME R, 152 0¥ 2485 K
B 0 B IR B = .
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£ =32 HIBE A S & TR ol SR ETE Secure Firewall Threat Defense Virtual |

B s zxanmossEsoITRES

g

A

AR RSB EUERE B AT HIBE KB E L IS R A DL S L
o U HL A DA HE S FR P B Cisco Secure Firewall Threat Defense 1% 45 &
FEBE R B BE IR N ZAS AT 55 B BE A0y (Y4, TS B SS () o
DA R R A i A 7 B A B P AT SRS

o WARKE B WAHAE P LIE RS B A AN AR KB B, i3t
R O B JA 22 T G R K 2 R

U AREANFITE BB A2 15 O 3 M B B, T AE B 1) CLI R Al

show managers i % .

AIGFA R AF ] =224 A7 k85 B A0 SR P Threat Defense Virtual FFERKENTR . 75 2% Security
Cloud Control )5 Z #4115 B, 2[5 Security Cloud Control.

A TRATRIBFAEEE R ORI SH

ENBRFIFIZE K
KRN BAATBT KR E OIS, R LA BRI
© WHADLFUSAT 7.2 BCH mUA
« BEATLAZ TR FTD 31 2 A B KB B by SRR RIS AR b By KO B b 5 2R
HA Xfo TEIEBZ AT, HA A SR HAL T IEHORAS .
o 0] DU P 5105 280N Hh 77 R i 160 4% T S8 A A 7 L ) 6 o

* W Firewall Threat Defense ¥ #2811 CWINIFRFT) BLO MK ) BCE, W] CUAS A 2= 4 fd i
Bt AN cdFMC.

o SR i AP K B B, T ORI A BN B RS B 2 A B R B
HZ IREALATIAT SRS R B2, 1A B S MMBR K Z AR AT X 5. A QTEAIR
Z 5 4 FTD 3EA2 B 2= A A B Kb Bt

 ASRASIT VL B R I AT, VA A N 2 TN A T4 8 R VP T
IV GE S T AR, LR R o 28 UK OB 49 RE VT

o RIS Z AT T th By KR a5 Hi gy B %, FF M\ Security Cloud Control "l T %1%
2, DMETH A LT 28 8, W) w200 AE MR 145 Ja R 7 K0 v o5 A BEAS VR 21) 22 4 ss
T 7. S (Firepower AT SecureX g N AR AR Y HH) “ U5 ) 2 ARG =

—H

o
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| 1ER 3R k&= g s k&R Secure Firewall Threat Defense Virtual
#1)# Security Cloud Control 2 7 .

Je

B A 255 0 KRR oy SR b AR R 00T T A K Z R R
SR B 1 A HB AR B P AR, MUT LU RS B IR B S M IR R 4R
KL, WS # FTD SEA 81 2 A AH B A S 0

P 28 5K

FEBANB A Z T, TERAOR LT S VA AR L st D7 ) AR A A VR ise &6 BRI LA R o . 2 2R
i3 14205 K BELLE DN e 86 AT RE 23 R

\}

ER 8 HIEALE Security Cloud Control UT Hr it B I St 1. 8805 250 o 158 45 1) SSH 2K Ji I w11,

RN RFIHOEK

im0 iU &e HHER

443/tcp HTTPS JRIEFNFEICR: 18 FLIE W PR 25040 -

443 HTTPS 5 AMP = (AR WG

8305/tcp & SULE] TE ] — 8 P ) 1% I 22 4
HHATIA .

EEFEIRED

PR JES AO B2 IR RAINC B B sl 12 11

1/ Security Cloud Control 72

f&n] LU ECHT ) Security Cloud Control FHL P EABA KIS B (2 o W R AGAT T A oiy s B vp
D72 R A, A LS R A R, R T AR SR B ARV €14 Security Cloud
Control £« #0T LURKR JEAF 7 BB 8 (AL THRBVF AT AR

RIESER

1. ¥ Zhttps://us.manage.security.cisco.com/provision.

2. EFEARC Security Cloud Control FLF X 38 Jf fi i B 3% (Sign Up)-

3. diE A Security Cloud Sign-On % 3 (Sign Up with Security Cloud Sign-On). 7 Security Cloud
Sign On TUTH I, $RALREMEYE.

4. WERIEBAT g W) IR ARG >, 5 A I REM (Sign up now).
1 SRPLAIEE ™ il (15 S
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. 12 Security Cloud Control 7

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

| I

First name *

| I

Last name *

Country *
Please select *

Password *

Confirm Password *

| |

[] 1 agree to the End User License Agreement and Privacy Statement.

Cancel
FA VIR T EL R .
© BFEBMF: TR ZH T 5K Security Cloud Control [RIHIEAE ikl o
© BRD: AR,

2. iR (Sign up). Cisco 2350 E HL 1 M A 328 B I ko
3. FIFMBAEIE 5 i Security Cloud Sign On BT 1 [#385E M P (Activate account).
4. FEIBEPBEM B L AEH Duo fLE 2 S 50E, 85 sidii@id Duo B RMFEMK -

N

AR IRATEIUETETHL L 223 Duo Security N o 0 B0 T 204 2225 Duo A %E ], 1575 F Duo XK %
G urfarg: MR .

5. FEBLBMIREZ U, 5@ 3T Security Cloud Sign On &5, ARG AL IR 24 =8 5 5%
UEHEAT 85k
RSB RR, KA R BIEFTI P (Create new account).
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| 1ER 3R k&= g s k&R Secure Firewall Threat Defense Virtual
fem e simEaaes ]

6. TEEREI X I Al T —ASHTY Security Cloud Control £ ; #4838 ¥ K B4 JC IEAE A 2 1Y
Security Cloud Control FHL7 [ L4, Hrh @A EFHER. WREC S 24 Security Cloud
Control /" Bk, if7ri%$EF A (Chooseatenant) TUIf I, YEFEENINIAIEE FRIFEL D LS %A1
o GRS — B EE B ) Security Cloud Control FLF, W4 B B2 6 s 2N G I FL /- o

E%cu&%%ﬁﬁA&
LN FE Pl CLI i M =284 BB KIS B i pty N 5% o
N

ER WE A AT B AR KR O R, TN AR R, AT LA A b B K B 0
T V5 8 A by B0 SRS B R ) A BT B BN, T LT RS e & O FOR B AT S RO B A7 R
A5 S, TSN FTD A8 2 2 A B KB B0

Fra Z Al
ERNE AT, D TE ML N RS
o TN AT IR B K s B L
© WAWIUEATIRA 7.0.3 5L 7.2.0 LA H i RAR .

wEIRE =)y

T—F Mt 4

fEB % FP A, MERE#& (Security Devices) SUIHT L HIERINIZ I B, AR IEFRAL T4 i
& B (Device Management) G t% I HIH AT, FAT ]9 20 WA AT L T 3841

© WAL BATCIE, AU A g XTI, LA E SO At RS R, 3
% ({41 Security Cloud Control 1 11z A2 Ao s K s 57 B HH Lo K57 2L 5 K i g 1 ) EPE’JU?IHHI
THIRLIE o

o JAHERMZ 4T AT H Eid sk (SAL) BAZE Security Cloud Control #4  [iAk # & & SF A4 20K e &%
131 Secure Firewall Management Center LAREAT %473 #r. A CTEAIE B, 1HZ M (fEH Securlty
Cloud Control ' [’ s AT A5 7 K Sk A5 B e SR/ 3L 97 K3 pgld MBI ) o i) JEUR 22 4 43 B R 1D 3

Ko
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E/ =3 RRE MBI o b SRETE Secure Firewall Threat Defense Virtual |
B e=ntzenn

BEEEARRL TR
ASFR I3 G WA A DL 80 I B R AR 22 4 SR
o WIEBRIAMIREE 11 - O N D RO AS TP Hidik, IR DHCP AN R
* DHCP %54 - 7038 11 F 24 % 7 i 4] DHCP iR %545 -
* BRIARK H - a3 A FUR I ER AR £
* NAT - fEAMERE2 1 A #2211 PAT.
o i Pl - AoV AN AL 2SR

UE

FB1 AR, 5461 1T

$IR2 L E DHCP ]R85 , & 465 1L
W3 NINECIAES B, 5 466 U1
HIB 4 flE NAT , 5 468 il

WS ME VRS, 471 1
W6 HOCEACE , 472 70

fcE&O

J&2 FH Firewall Threat Defense Virtualis 1, SN 224 K38 1 & 1P Hohik. T8, G040 4 /bl &
WA A BEL R E B W . 05, GOR T R _R 3 2 sl B EC Az 1, B
N ZRM G (AN ERZ AN R L. Horp SR LI “PR X7 (DMZ), #n] LLEE Hodh s il
AFEUT R, B0 Web HR%5 5.

ST Gt R DU 28 DHCP A ISP SRHUAMAHE LIk, R IR 7 A 4 11 o i A bt
LUR7RBi48 1] DHCP 7E8 LN BRICE. 1M Al Crigiasitiit) , JFER D AMIBICE 1%

iR

UK

P EHEE > REEE, REAHRENEE (D) .
FE2 pidiEN (Interfaces).
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rzzn |

ahil, Firepower Mﬁf?ﬁgﬁme”‘ Center  Geniew  Analysis  Policies  Devices  Objects  AMP  Intelligence Depoy o P @ N
Cisco Firepower Threat Defense for VMware
Device  Routing Interfaces  Inline Sets  DHOP
Q Search by name Sync Device | | Add Interfaces v
Interface Logical Name Type Securil ity Zones MAG Address |Active/Standby) Virtual Router
@ Diagnostico/0 diagnostic Physical Global v

PB3 AHEH TR O RE (O .
I 2R —A% (General) LI

Edit Physical Interface [~}

General 1Pv4 IPv6 Advanced Hardware Configuration FMC Access

—

Name:
Inside

Enabled

Management Only
Description:

Mode:

Nene v

Security Zone:

inside-zone v
Interface ID:
MTU:

1500
Priority:

0

Propagate Security Group Tag:

‘ Cancel |m
a) HIANKIERK N 48 MEFFINZFR (Name).
W, BI04y 4 K inside.

b) AR (Enabled) HIEHE.

c) KX (Mode) £ b T (None).

d) MREXIH (Security Zone) i glR P IEFE—NIA N IBL X, B0 Sd 72 (New) I I0— AN B 24
X 45K o

B, dn—/~424 inside_zone ffIIX $k . 20K REANEE 1 /0B h 2 A X SR /sl 1 4. RN L L BR s T —
A A I, ARAT AR S T 2 AN 4L B80T LUK DX I al 4 N 22 A 5 o i, 46T LK o Bz 1140 i
FIAIXIL, M AMTE O BC R AN X . AR5 ] DARCE UG ) b e, e vrdii s P SRR BIAME, (HA RS
VEMAMTAE NN K2 BRI A SR e A X #80T LUZE NAT 56l T S5 SR A1 QoS SRms Hp A FH [X 1k
[ mEL
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e) M7 IPv4 FI/EL | Pv6 LT

« IPv4 - )\ R SR ik PE FERAS |P (Use Static IP), 485 DARHT RN TP bk A7 MRS, s
N\ DHCP #:1ii ,

Wlhm, i\ 192.168.1.1/24

Edit Physical Interface (7
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use Static IP v

IP Address:

192.168.1.1/24

* IPv6 - EH JERES A AL E LA & IPv6 DHCP B AL & 1) B shBL & (Autoconfiguration) &ZEHE LT HI#:
.

) HiEE.
PR S AN RO e (O .
VEIRE 7s— % (General) 2T F
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Edit Physical Interface @

General IPvd4 IPv6 Advanced Hardware Configuration FMC Access

Name:

Outside

Enabled

Management Only

Description:

Mode:

None v

Security Zone:

outsize-zone v

nterface ID:

MTU:
1500

Priority:
0

Propagate Security Group Tag:

. Cancel ‘ m
a) HIANKEERAN 48 N FAFH Name.
B, Rz A4 outside.

b) kT /EH (Enabled) HiEHE.

¢) ¥R (Mode) £ I (None).

d) NZ&EXid (Security Zone) NHFIFRHIEFE— NI HISMT 22X, B0 S HETE (New) VR I — S8 i) 24
X 5k

fihn, hn—/~4 4 outside_zone fIX 1.
e) it IPv4 FI/EY | Pv6 ZE T
* IPv4 - % F{EA DHCP (Use DHCP), #AJSMCE LA FIEHS 4L
« {£F DHCP 3XBXEkIA & (Obtain default route using DHCP) - )\ DHCP JIz55 %5 3k B ER A 2K 11 .

* DHCP g% H#§#x (DHCP route metric) - 7r L I BT 3R 28 8% I BERE 25, A1 1 f1 255 2 0], SRR
I ER A PEEE B A 1.
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Edit Physical Interface Q
General IPv4 IPv6 Advanced Hardware Configuration FMC Access

IP Type:
Use DHCP v

Obtain default route

using DHCP:

DHCP route metric:
1

* IPV6 - A TCIRA AN Bk B 3hE2 B (Autoconfiguration) 5 EHE .

) RiL#E.
FES RUlRTEF

BcE DHCP AR 558
\)

FR R EIEE R AL ST (B AWS. Azure. GCP. OCD) , ik thie)y.

A5 B % 7 i {d FH DHCP M Firewall Threat Defense Virtual b3k H 1P #uhil, i /5 B DHCP IR45%5% .
pUE i
S ERRE>REEE, RAFALHEREHSEE (£ .

$I%2 #%$% DHCP > DHCP fR% 28 (DHCP Server).
HIB3 (EARS R UL b iR, ARJEHEE DL IR
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Add Server (7]

Interface*

Inside v

Address Pool*
10.9.7.9-10.9.7.25

(2.2.2.10-2.2.2.20)

Enable DHCP Server

o | I

* $%0 (Interface) - I\ FHIFIRFIEREH .

* Hbiitith (AddressPool) - DHCP Jii 55 w48 JH ¥ 1P bk I Fl CANERAR B B i) o TP bk PRl A 20 g 326 5 4 11 o7
TAHFE T L, HARER R A 5 1P Hiht.

* J3F DHCP BE% 2% (Enable DHCP Server) - 76144 1 |3 1] DHCP JIR% %% .

FEA RUERE-
PES milifREF.

A INERIA 2SR

BR8P AR 107 e (b3 i b ds o A0 SR B0Ks DHCP J/EAN 1, I i e ]
AE LR TRV e WORT ET st dr, WM IERE P AT, W3k B DHCP I ds 2%
MIBRIARES T, FOR Won /IR & > IR E TR > B > BHZSEH VU LA | Pv4 B ol I Pv6 BRE LT .

R

PB1 EHEE > REEE, RGntksglgmE (0) .
S22 %A (Route) > 7SI (Static Route), shidiRnEEH (Add Route), 4R )5 BE LA R I
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O

Add Static Route Configuration 2]
Type: e IPv4 IPv6
Interface*

Outside v

(Interface starting with this icon Eg'signiﬁes it is available for route leak)

Available Network C + Selected Network

Q_ Search any-ipvé4

any-IPv4-10.0.0.1

L 1]

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

IPv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway
any-IPv4-10.0.0.1 v | 4+
Metric:
1
(1-254
Tunneled: (Used only for default Route)

Route Tracking:

v+
‘ Cancel ‘m

* 2R (Type) - WAL INEFAER MR, i IPv4 5 1Pv6 BRIk 144
* 0 (Interface) - LREH HHE 1 JWF EAMTH M.
* AT AR 4% (Available Network) - 2 IPv4 ERIA B HHIEFE any-ipv4, 500 IPve BRIAEE HIEFE any-ipv6.

* WX (Gateway) 54 | Pv6 [k (1Pv6 Gateway) - 4 A BREEFEAE 4 BEk th K N ER AT R OCES 4% SEmTLLER
AL TP ik B 25/ AN 5

* $8#R (Metric) - T A HARMIS MER S8 ATR8EVE DY 1 21 2555 BROAME 1.

$B3 LHEmE.
BHEI ORI S ASsS bR,
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Cisco Firepower Threat Defense for VMware

Device Routing Interfaces Inline Sets DHCP

Manage Virtual Routers + Add Route
Global v Network 4 Interface Leaked from Virtual Router Gateway Tunneled Metric Tracked
Virtual Router Properties ¥ IPv4 Routes
ECMP =
any-ipv4 diagnostic Global test_dhcp false 1 s u
OSPF
OSPFv3 ¥ IPv6 Routes

RIP

FB 4 R

Bic & NAT

HIR ) NAT FU 22 N 8 b b 46 S AR08 11 TP bl b (3 110 3X 28 NAT FUNFR A4 11355 11 kil
4 (PAT).

T ERIEE > NAT, R0 EHHTSREE > Threat Defense NAT .
TIB2 M4, EREEH SRS 2%, ARG i Save,

New Policy (]

Name:

Interface_PAT

Description:

Targeted Devices

Select devices to which you want to apply this policy.

Available Devices Selected Devices

Q_ Search by name or value FTDv 7.1.0 Build 1...

o)

Add to Policy

e |

SR BN LA N 7 K B B P o AT AR S SR S A
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B e=nar

P®3 AR MHN (Add Rule).
Add NAT Rule Xf iFHER R o

A I EIEA R .

Add NAT Rule

NAT Rule:
\ Auto NAT Rule - \

Type:
‘ Dynamic v ‘

Interface Objects Translation PAT Pool Advanced

* NAT #10] (NAT Rule) - 14 B 51 NAT #1 (Auto NAT Rule).
« A (Type) - EFFZS (Dynamic).
HIB5 {E Interface Objects TU[fil, ¥ Available I nterface Objects [X 15k /1 {414 X 3#7% i £ Destination | nter face Objects
'Zﬁo
Add NAT Rule (7]

NAT Rule:
| Auto NAT Rule v |

Type:
| Dynamic v |

Interface Objects  Translation ~ PAT Pool  Advanced

Available Interface Objects C Source Interface Objects (0) Destination Interface Objects (1)

Q, Search by name | 3 outside-zone (]

outside-zone Add to Source

l Add to Destination ‘

| Cancel m

$IR6 7riEHR (Trandation) T A7 - Fic & DL T 2B :
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Add NAT Rule 2]

NAT Rule:

| Auto NAT Rule v

Type:

‘ Dynamic v ‘

En
Interface Objects Translation PAT Pool Advanced

Original Packet Translated Packet

QOriginal Source:* Translated Source:
any-IPv4-10.0.0.1 v ‘ =k ‘ Destination Interface IP v
— @ The values selected for

Original Port: Destination Interface Objects in
TCP = 'Interface Objects’ tab will be used

e |

« [R447% (Original Source) - fiiiifAn -+ J T IPv4 It B I 44 X142 (0.0.0.0/0)

New Network Object (7]

Name

| all-ipv4 |

Description

Network
() Host () Range | (® Network | () FQDN

0.0.0.0/0 \

|| Allow Overrides

o | (D

pEL
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B ==vaEn

SRR T R G0 e XK any-ipv4 X%, R4 E3) NAT ST %08 SO FE R s in NAT, IF BB TGE404E R
WD Q0P
FIFE, el LA RTA 1Pve Ji s AU ZEBRA AL LS [:/0] # NAT ZRHE .

* 4535 195R (Trandated Source) - % £ B#x#%0 IP (Destination Interface 1P).

FERT mdRTFE DS
MRP CLORAF 5 Rules .

Fire ower Mana ement Center ;
p g Analysis Policies Devices Objects AMP Intelligence Deploy Q &o $+ @ adminv

alialn Overvi
verview
Cisco  De V NAT Policy Editor
—
Interface_PAT You have unsaved changes [ESHANEIGITIE m m
Enter Description
Policy Assignments (1)
Rules
Filter by Device Y Filter Rules > Add Rule
Original Packet Translated Packet
Source Destination o
% | oiection | ‘Type Interrace iteirace Original Original Original Translated Translated Translated Optiotia
- 5 Sources Destinations Services Sources Destinations Services
Objects Objects
Vv NAT Rules Before
Vv Auto NAT Rules
#. X Dk, any oo outsize-z g any-IPv4-10.0.( (@) Interface @ Dnsifa W

Vv NAT Rules After

PER8 sl NAT Gl ERMRTE DULORAF T

Fic & 177 o] 3% ]

R AEAS BT kRS BP0 0 Firewall Threat Defense Virtual IN G T A KIS R E17 0
PR TR, DU ) SRS IR DA SS VR Sl I W o DU R RS IR0 DA 7120 DA PN 38 X dak 21
BN S i (R S L 3 R T A7 1 ) o o 1= el b e | S <= 9 5 LIS

Z0 (P KEE PP ORCE ) (BCETRHE) DANCE S m g 2 A v B AR .

UK

SIE EFEREE > 70 5REE > T RISREE, ARG A EC4S Firewall Threat Defense 15 0] #2 H RBE 1 4R%E (&) .
HIE2 ARMMN (Add Rule) JF¥% & LLUF S5
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werz ]

Add Rule Q
Name Insert

inside_to_outside Enabled | into Mandatory v
Action Time Range

© Allow v =] None v |+

Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
Available Zones C' Source Zones (1) Destination Zones (1)

Q_Search by name | inside-zone w outsize-zone .

. 1 ‘ Add to Source ‘

inside-zone _—
CETR | o

* ZFR (Name) - AU Az 44, 40 inside_to_outside.

« JE[X13 (Source Zones) - )\ AT A [Xi3 (Available Zones) HIEFE P FRIX 1K, A5 didiRinZlR (Add to Source).

« B¥r[X 18 (Destination Zones) - M F X18 (Available Zones) AiEFAMEIX I, #R)5 idiidRinEl B#x (Add to
Destination).

FoAd e B R B JURE

SEB3 SdRm.
HLUET C8 I 2 Rules 3K

'lcllls.clloh lﬂrepower Mgnggepﬁ?éfemer Overview  Analysis  Policies  Devices  Objects ~ AMP Intelligence  Deploy Q ﬁo £+ @ adminv
Policies / Access Control / Policy Editor
—

Initial AC POlICy You have unsaved changes Analyze Hit Counts l

Enter Description

Inheritance Settings | Policy Assignments (1)

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
——
Filter by Device Y Search Rules X Show Rule Conflicts @ -+ Add Category + Add Rule
Source Desti...
Source Dest Source Dest VLAN - Source Dest
4 Name sl e es N Nela= Sacs Users Appli... o e URLs gma z‘ytr:la Act.. B O R A2 BEwm 3

v Mandatory - Initial AC Policy (1-1)

1 Ainside_ inside-zo outsize-z A A A A A A A A © Allov [T
v Default - Initial AC Policy (-)

O rules in this section. Add Rule or Add Category

here are

Default Action | Access Control:Block all traffic v

FE 4 JHRE

HERE

Bl B 2GR 3 Firewall Threat Defense Virtual; 25385 2 87, BIFTA B SlE#ASLEE % LA
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B s=m=

L1 s EJ7EBE (Deploy).

Deploy Q @

Deployment

Deployment History

= \ . e .. N Ny s .
$I% 2 EPERERBE (Deploy Policies) X 1HHEH 11 %, #RJ5 fithERE (Deploy).
[ Q  Search using device name, user name, type, group or status ] Deploy time: Estimate "
Device Modified by Inspect Interrupti... Type Group Last Deploy Time Preview Status
> FTDv 7.1.0 Build 16- Betal admin, System, masad... FTD Aug 4, 2021 9:28 AM B I Ready for Deployment

PR3 WRIRE ). ST ERE (Deploy) 4% HLA M RS T DL & 2R .

alysis Policies Devices Objects AMP Intelligence Deploy Q {:1- o admin v

1 total 0 running

@ FTDv 7.1.0 Buil...

Deployments Upgrades @ Health Tasks () Show Notifications
1 success 0 warnings 0 failures ‘ 0. Filter
Deployment to device successful. Tm 14s

Show deployment history
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