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* IPv6 NAT

FI AT T A% Palo Alto Networks B X 1% # 2 Cisco Secure Firewall Threat Defense .



Cisco Secure Firewall FB TEEAANIT |
B swaEnTs

* {f 1] URL &L 38 1) 5w
S B DA _EICEANSE SCRFIZRE, 15 8 B B B G R T

Y

AR SCRREUAN SRR T SRR A B B L . AN SRR SRS IT R JE A o ST LATE AR i
i) 2 i s AR A B Oy R A I S S .
AL E SO URL 198 H P IDS P58k H AR5 [ S R 35

i R T R 5 0 2 R B o ) I BR 7

R RIPKs PAN &R 2 S B E, Wi m et AT A % S e e (B e
P&, WZEHERL TR WA, Cisco Secure Firewall iITH T H.2> A iR 1 & 35 N PAN it & T8
2f

Il o

)

AR Pk CHbS B BCEEG RN R, BATENEAEITR 20T Tahig B & .
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Rest APl & ikHE.
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BESH WA SO A E RN M0, AR REST APL. A G
oM MERTERER, WS M.

TRAITRYB KIS E TR L

AT IR B KB B O S T B BT B A KR BT 6, e R P 45 (CDO) A2
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KEEEH L, BRI KEEEE ORI ELZE R, 5S4 B KB ok
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Cisco Secure Firewall iT#%5 1T H SZRERE 2 AT A KBS B PO E S IE R I H bR Bt . SR PR
BAAT B K %8 B OME AT I B AR FE A0y, MIFRER N CDO X3 Jf M CDO [/ 48 API
AR

CDO X3
CDO " F=AANFE X kA, I Hal DUdH URL 37 44 KR X 28 X 4

% 1: CDO X35 F0 URL

X CDO URL

D b X https://defenseorchestrator.eu/
L EHL X https://defenseorchestrator.com/
pug= https://www.apj.cdo.cisco.com/

ST BRI AR

AN X FEF B Cisco Secure Firewall 342 T.H.. PAN F1 @it iAs

¥ %589 Cisco Secure Firewall iT# T B4~

software.cisco.com _ KA [ ARAS & FRAT T T REFN SR ZUE A CZRFIIRA o BAT 15 2t U A
software.cisco.com | Z & HiAH] Cisco Secure Firewall T8 T .
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PLUFIRFEE U8 T 48 H Cisco Secure Firewall 114 - E ¥+ Palo Alto I’ 4% 55 K 5% 3 4% 3] Jg W77 481 1) LA

y2s FHt
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VAT
(1) bownload the 2 ) Launch the .
Secure Firewall Secure Firewall 12) Review the
Local migration tool . migration tool post-migration
Machine from Cisco.com —» report .
3) Export the
Palo Alto configuration
Networks
Firewall
o o
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Secure i pr igf interfaces to rations with Review and configuration to
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(1) | AsHuitEEbL M Cisco.com T & FihitA K Cisco Secure Firewall iIT# T B, 5
M MBI, WHZM Cisco.com FF# Cisco Secure Firewall i 1. H..
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{1\: Cisco Secure PG, TR H*Tf’%%( HRVEA T, EHSHA
" |Firewall ¥ T H |Cisco Secure Firewall T8 T Higw iS4,

_\ CDO CA3e) BPBON T, FF HACH IR B 2 A8 A 1 97 K a7 B O
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" |Firewall iT®% T H | #8004,
(7 |Cisco Secure HHRIEFHT RS PAN BLE, BT Z0% PAN 22 1 SR 2040 . 1) J8 o
7 |Firewal iEBS TR\ g D%, XM 4. A VEAIP I, 1520 4 PAN B K
B ACE S TR s

8\ Cisco Secure P PAN $2 VWL 208 Y 1 e A X3, A ORTEIDER, 1E S K PAN
" |Firewall IER TH | gl #4240 X 040 .
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’i& Cisco Secure ﬁ%ﬁﬁ%ﬁﬁ@ﬂ%%%ﬁ?%ﬁﬁﬁﬁﬂ 55 08 75 B0 R B A i 4 I
" |Firewall i TH | By RUCH. G X450, WSk, KA fmirm e .
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S |Firewall BB TH | BT8540y . A, 5SS TR NN B % ) 4 B D,
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— BT GRS I se i .
12 | EHEAL PR I C N B AR B O B 8 . A OCTEA PR, 155 A
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M Cisco.com T~ Cisco Secure Firewall T2 T E

M Cisco.com T Cisco Secure Firewall T3 T H

FFaZ 8l
1A Windows 10 64 47 5% # macOS 10.13 B S A T HHL,  IF et B %% 2 Cisco.com.

FE1 EBEENLE, 4 Cisco Secure Firewall 3T T H A —ASch:3%2 .,

GRS ANTEALE s S e vp A7 AT HoAth S0 24 Cisco Secure Firewall iT85 L BB shf, &4 HE. WIRMITS
oAb SRS F b s,

AR B2 BEBOHT AR 11 Cisco Secure Firewal iER T LI, 1EHHORGIEEB SO, AME AT SO .

IR 2 F Y H https://software.cisco.com/download/home/286306503/type, A it B A3EEF T A (Firewall Migration
Tool).

s T | T E NPT kB NGFW Virtual R[] Cisco Secure Firewall IE# T H . %k n] LU B b %25
X3k R 2K Cisco Secure Firewall iT# 1.1,

2 3 ¥ Cisco Secure Firewall 3T T 5 [ Hol hRAS T 28 38 G e 1) S s vp
& T Windows 5% macOS ALK Cisco Secure Firewall 3T TR [FAH N /] 047 304

ZITiER

I3 Cisco Secure Firewall i T &

HAEAEAS FH SR A Cisco Secure Firewall iF#5 T BB AT A4 @& M . an R 4&4d /& CDO LI
BRI LA =, 1EBESE M Palo Alto Networks [ k1% S HIAC & -

\}

ER M)A 3 Cisco Secure Firewall 3T T HI, S7ERIAE O b4 It 6 . SHTITER, #Hlas
mTQWHWWWRWME@Iﬂ¢méW)%mﬁrom%fﬂAimTEE%L;Wbﬁﬁﬁ
AEREAE Cisco Secure Firewall i T H 5.

FaZ B
* M Cisco.com [#% Cisco Secure Firewall iT-#% 1. H.
o AU RFINTRE HARE B, 565 13 10 b ik .

o BHORIE AT ST BOB A ) Google Chrome i % 2% LLIZAT Cisco Secure Firewall iTF 1. H..
HRANTH Google Chrome BB I BRIANI WA 15 E, 1EZ ¥ Chrome ¥ & A ERIA Web 3%
o
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. /&) Cisco Secure Firewall i T &

o WAL KRR E SO, TERCEMEIRBCE,  DUEAEE BRI N R A HE A EIRIRZS

S EERENLLE, S5E S/ A N2 Cisco Secure Firewall iF# T H A 3435,

T2 PATUU N EEEL —:
» EH45 1) Windows 11541 I, XU Cisco Secure Firewall iF H A HAT 3, 7E Google Chrome i1 i 25 H JH
e
WIS, A d R (Yes), LAY Cisco Secure Firewall 3T A% 12X 468 1) R AT H o8 24
Cisco Secure Firewall i T 52 G Fr A3 AH SO -4 SCH-A7 it A0 SR 3k B9 1 Sk e, B0 4E H B R 98 Y5 S
ez

« 7 Mac I, ¥ Cisco Secure Firewall L%;I/E\— * . command CAFRE BN BN BT 75 SCAEE, TR s & ui N, 0 3 2
B KBRS T2 SO 18T LU i 4

# chmod 750 Firewall Migration Tool-version number.command

# ./Firewall Migration Tool-version number.command

Cisco Secure Firewall iE 8 T H 2 G Fr A3 AH SO -5 SCA-A7 it A0 FL 3 B 1 Sk e, A48 H B R 98 95 S

%o

2R MIE 2R FT I Cisco Secure Firewall 3E# T ER, FAEE AR &N RAE Apple FiA:
Cisco Secure Firewall iE# T H, RG4S BB EMEHE. A TCE R IF &N SF T IF N H 45
B ES RIS TR N G F T TN

iR 1 FI MAC 28355 zip J5%.

$IE3  EmZBAPIFRHMY (End User License Agreement) T F, W25 BREHLZENG R, 0GR EESBER
R I M 4% L = #0347 (1 agree to share data with Cisco Success Network), 77 Ui i F s /E BT (1'l do later).

M FEEB GG B A XS ﬂE}leJI—Jé%Ei RGN ] Cisco.com K P8 5o WHR G EREAN ) BRI
W& KEG TS, WS A H A5 1IF 2 5% Cisco Secure Firewall 3745 T H..

SIE 4 {F Cisco Secure Firewall iT8 L EFI& k0 L, PATUA TN EAEZ —:

o SRR I M ILEG G B, iE A dHER CCO &% (Login with CCO) B, MR 1K) 5 B s AR IR B 5%
#2114 Cisco.com Pk /7o W EREEAT Cisco.com Pk /7, iE7E Cisco.com &3¢ UL _FAIEMK f .

R4 E# A Cisco.com Mk ok, 1HREPAT VI 8.

o QAR AE S AT FLIBER U7 IR PR AR I 2 T 28 T 7 ke, 1 16 AR SRR AR SRR O LA 4 8 DA AR
N FRRAS o TR, MR A 1) IR XTI S ge v 5 S, IF RS oo il DU R fit 4%
1k
YIRS EEEFR N L, BABRIHEML., P, REMmAHEN.
P e s 8 MECE L R, I HLE S KERUNG R, B FER R =1
P$IE6  riLEE (Reset).
SBT AFRHB K.
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7£ Cisco Secure Firewall i TR A {EFHERER .

iR WL T %49, 75 M <migration_tool_folder> = Il Bk BT IR AT £ 4 JF 25 7 ¢ %% Cisco Secure Firewall
T TH,

AR IT IR R ORI O 58 BT A 21 3 H .
WEREARTE AL L P AT, SR HIH, R r4ks:.
R EER (New Migration) .

B FHHE (Software Update Check) % I, @R EAHIE H &5 IEAEIEAT Cisco Secure Firewall iTF T
HLBCHRAS, 1 155 Cisco.com I [R4ERE LAKGUE FRAS

M4k EE (Proceed).

Tt 4
45T AR SEA AT LR 25

o YR Cisco Secure Firewall iT42 T.H M PAN By kB4R B &, 15 4kE: 34T Palo Alto By
KBS E SO (GFFEH Panorama & HLD)

7t Cisco Secure Firewall T T B {FHERIER

MR s AR KT TRIM T R BREE Ui, A LUEHA FiaEBFmsiTiEn

HHEN HERRR

R B SR AU T A B A AT BRIV 2, IF T SRR IT R AL RIS L. 1TH T R
AR TRBE KSR R N 7473 P T AR LE B A s 0d mT LA B AR 0 B S 4 21 S I 8t
FIFAREEIT R o 0] DU MRS H bR e (F1Anis7R FMC ARSI FTD et ) RARSEIAT
HRITR .

A

AR AP RN S REA LR AR G o WRAE RE TR ARSI A N A AR
B, PR SO R, REER SRR, wEEF A3,

ROE T LU N BOFRARIER AR . WO . G2 D, RS AL, IR BAESERRT R TR
PR —FEPAT P A JLAb A . B, SRR UEIC B U PAT I RIT RS o S TC0 R L B s 2
T H bR B, UM RSB ) DS IR RS A 22, AR5 miil IR IR R AR 3 LA
PR 2] JRAFIRECE DI LT 4R 5Bl -

\)

AR EEURBLUT, BT AR e 42l KT TR DR ERRCERRSN) |, JFESAT SEFRIT
¥ Z A i 2 S A R o
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. M Palo Alto Networks Bf M5 S H BB

M Palo Alto Networks fi MIESEHELE

CIR>STEUR> v ) T

Palo Alto [5 A YERIECE X4 (F+3EFH Panorama &312)

TEA
$IE2
PIE3
$IE4
$IES
IE6

SR

Y2 YNEPS R

FRIRE > 8E > BME, RGERRFIEERE <file_namexml>.

Hii#BE (OK).

S22 #& (Device) > X E (Setup) > #&1E (Operations), A5 st S HIEEE E (Export Named Configuration).
WF% <file_namexml> 0.

M E (Ok).

RS HIEATINCE <file_namexml> [ XML S, AR5 S E (OK) LA H B A

2 ursr 1 .
CAl3E) WERAESE I NAT SEmsH,  H bk NAT FLATAH A A H bR X R, G537 LR 2D
a) MPBi k% L CLIIZ4T show routing route fir4 .
b) iR HIE xS
o) ¥ .t SCARAR I BN P R4 txt AT xml S22 K panconfigaxel (K304 R
XL D IR AR EIME R . W RAPAT XD, H AR A 7E Cisco Secure Firewall iT45 T BT #51
[HJ WS, R AR TR .
R {1 show routing route iy 2 $E U R FEANE B o KR I S HRS G 20 A,

Palo Alto B X3S HIECE 324 (FH Panorama 32 )

TE1

I RIS K i 4% & 11 Panorama & BEAY, WA PSSR EAC & . & JF Panorama it & A1 W 5< FHFEINAC
Ho

{E Cisco Secure Firewall iT# T HH P AH+, #0447 LA

FiaZ /i
A I RB 2 Pk ;o 8 5% Palo Alto By 2k 5% Web Ul

SHiEI% % (Device) > 3z#¥% (Support) > $ AR 3 #% 304 (Tech Support File).

FE2 R AR IFCH (Generate Tech Support File).
PR3 BRI HE, s T EEAR S #5304 (Download Tech Support File).
LI 4 RIS RIS 4 S0, AR5 S1E %48 \opt\pancfg\mgmi\saved-configs\ LAY % mapped-running-config.xml 3044
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massnxt [

T—%#ita
s 45 5 Y (0 S04

45 H e
S Palo Alto B[ -k 5% () panconfig.xml LLK routetxt (It 545 i) NAT H0) EL A AH 7] 5 (X 4 A

bR D .

i | route.txt — panconfig.xml o
panconfig.xm + lapiiona] — ot bt = config.zip

71 Cisco Secure Firewall T2 T EiEE HIrSH

T8 Z Bl
o SRAFIUIA B KBS EFR O B ER A0 1 TP Huhl,
* M Cisco Secure Firewall 3T T H 3.0 FF4G, %07 DAL AR MBIy 3% 525 B eb 0 88 25 AS AR BT k33 2
PR (AR
o T =ASATIIBT KBS H by, AR AEX R APL A . R THZER, ESH LHENTR
H bR B
o (AR WIRTELEBARE TR A ECE (Wﬁﬂ%lﬂ%ﬂﬁ%ﬂﬁ) » VEAN I H bR B A TR B
FRAUL, W H br B S A B 28 0 B B A O o 1 2 [ 12 A8 AN 0 BB K R s
o W BT SRS AEA B FNIEE (Review and Validate) BT s IPS B SCAE S v T ACL, FRAl
s FUEE B AE T 2 B AE B RO O RNS . EFAH R SERE, R4 Cisco Secure Firewall
IR T H N EFE I B B P SRS o B8 SR ms oK JL 4 it 25 2 A7 in) 723 1) 51 26 ] E S BAAIG
PhgE, e SRk RN

$£I1 7R E B (Select Target) FEHeftIBh A IE IR (Firewall Management) #5701, 4T UL F#RAE: B8] LAk HET#
FUA H 5 K B B R B 25 A A AR 97 it B

o BT B M B KB FE AL, BT LR A
a) i A FMC (On-Prem FMC) Fiik %4l .
b) FNEEIHLT 1P Huhb s 54 R 2 4844 (FQDN).
o) fEfE Ry, EHEITE BN
WSR2 A A, SLREIT RS B B s b wT F I g S A
d) Aili%E#E (Connect) JF4k4E 1R 2,
BT B = A B KBS By, AT A N A
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a) M =AY FMC (Cloud-delivered FMC) ik 1441 .
b) LRI IFHENE CDO APT A ff. M CDO ) API A fd, AT UL N 1%

1. &xXF CDO ]/,

2. SHIEIKE (Settings) > B MIRE (General Settings) J£ 5 | APT 4 hiL.

c) siili%E$E (Connect) 444518 2,

$1B2 RIS ETE LB FE (Firewall Management Center Login) AHEHEAR, %A Cisco Secure Firewall iT#% T 2% 1]
= IR P A FI A, K5 R B3R (Login).

Cisco Secure Firewall iTF T HORE &% 31 B H R0y, FRR R iz BV BN — R U ik & . 28] LR
G h A G I BRI
$IEI kL (Proceed).
PB4 (IEEEABATE (Choose Threat Defense) #rH, FATLL FH#AEZ —:
o AR ERR ISR EI& & (Select Firewall Threat Defense Device) N7 514, 4R )5k h ST H Bl &1
W
TERER AL o 1 B A K i 1P s R ER A

iR TS IR PR AT i B A8 152 £ 020 2 DA S5 A LA 1) TC AR R0 H I B sl s B2 1 .
PN 875 R 6 1) 2 b S4B a6 20 48 /> LA A ) 0t ¥ A B oty L0 2 IR o S 200k %
HACE S FCEA R KB (HE, ISR L IR R U T B H A AH A (9 2 8K

iR Y SRR B AR U B 5 02 BAT B B D hROA 6.5 BOH SRR AT Firewall 1010 B, FDM 5505
TR SCFEAE T, ANIE TR A0 S o 18 208 Sy B A 4k 22 ), Cisco
Secure Firewall JEH T H AN S WG AT o] Jic 2 5 Sk W A0 2 gl Wpo fo DRIIE, A Dby Sl 905 01 58 5 o
et 0 VRN i DA Kol st 18] VPN ST RS o EU, BT HAth 32 S Rt e (R Sems Fnxt )
KL, B NAT. ACL Fli 6 5. ImFEVs in] VPN JE— PSS se g, RIS A g 97 48 4y
PUTH

Cisco Secure Firewall 3T 1 H 32 RFE R I FE S E 15 50 K Palo Alto Networks B Kk 8514 1) 4 £ H0 B
BB A 6.7 BT AR . B AL AT RS T8l e
o mii 2R FTD Fre44E, K ETH 2] SO,
AR 2 BT 1R T4k ST, Cisco Secure Firewall 3148 1 H AT Ml e i 5l SRS #1221 gt . [N
M, FER BB g E T B A DR th DA s SR VPN AT, FETFEiE 340 FECE.
2, A AR IR E CEEEEAX S BT, HIUNAT. ACL g A% 4. ZFEV) i VPN &
— RSN, RS R R B A T LTS
YIRS RS (Proceed).
MRS I H A%, Cisco Secure Firewall iE# T H AV EIEREEIT R K D fE

$IE6 kIR INEE (Select Features) #57> LAPE Ik BT 8 H bR LI HE

. FI AT LAY Palo Alto Networks B X 3%iE # 2 Cisco Secure Firewall Threat Defense
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71 Cisco Secure Firewall iT# T B8 E BirSH .

o I RBT R B H bR MBI 4%, Cisco Secure Firewall iT#% T B4 A MR & B & (Device Configuration)
F#ZFEE (Shared Configuration) 843 1) BLE HEF AT H T EBMIhEE. &80T DI 77 2t PE X BRiA
.

o W RBLT R H AR &G04, Cisco Secure Firewall iT#% T H A g &EHE. EZEEBM Mtk 35
O3 T E kAT T TR Th g . ST ARSI 5 Bt — S e BRI .

« XF PAN, EHZEEE NIERH S 3= H L
T E/E R Application-Default BYSREE - L ILIE TN, PAN MBI . Y& L IENER, 4 fE
F5T# 2 R A Application-Default B 58 B& L I .

i DO PR SRR I, 4 23 )0 T L R AR &

Device Configuration Shared Configuration Optimization

E;Ii IFitmracas J Access Contral b Migrate Only Referenced Objects
4 Rroutes Migrate policles with pipplication-default as Enabled

B3 site-to-Site VPN Tunnels

Policy Based (Unsupported)

B4 Route Based (vTI)

B3 Remote Access VPN

( Proceed )

Qo VPN [t E 1) Palo Alto Networks 7 kBB HC &, Wl LR BN LR REEE W% N BihS
[8] VPN %18 Al HZFEE &% NI ZIEFE) VPN o TR, ANHIET50m8 B0 S 3005 4 VPN il
4 Palo Alto Networks B KRS AS 2 $7 e i '

BRE A “Application-Default” BISRHEL

A% “application- default” (R SR LA K gk 13 B 4 7 | FH R FH K AR AR S /- T BEAR #% (Feature Selection) T
ﬁkﬁ)ﬂﬂﬁlﬁ’]uﬁxffﬁ TH. BEHFL %A S application-default Z5 30K LhfE, AT LAHERS S S i iRk 45 4

“any” . W HY application-default 5L LIHE, T Palo Alto 2% 57 Kk B 4 N FH B Astt P g 11
3‘1’%‘5_ %%EEPJL‘» e SR 1) i 1 20 T G B e

W, ¥ “web-browsing” HARZS A “application-default” [ 5m&iT A AN H HTTP (A4 F
web-browsing) , ik “any” . EHE L “application-default” AH[H ITIRE, 1K 6 DBCE k) TCP/80 Al
TCP/8080. Web-browsing {#i [fi%i [T TCP 80 A1 TCP 8080, 1 B M 22 AN JH, i e B AEAN N FH A P 1) S
1,

WERSENS AT 2 AN, BT DU AR NC B 1 2 BT 2 SR, DRI DA e T B SR VIR A N FH PRV RIS D 4 o

NIBCE N “any” HARSSHCE M “application-default” (K 5eng < IZARDR ST, i S5 ThRERE vim Fi
AT (NN “any” , BRSSN “any” ) o WURATIEEZ AT N, 35 N IR TTE . A,
T IERET T BN BIRSS,  FE)a FH SR

RN 53 Bz F 77 (8] 4= 1 51 3=

R AL AC B 2 AN FH AN (U5 [ 3 AU I, TR RESR 2> ACL,  IX 2K MR 43 4 22 /R,
FEAN—AS N . %A LA % Split ACLs with applications per rule 5 iEHESR AT IV ERME . HE, 0
AR ST A BC B AR S BNV U S 1 2 AN, AN S B/ i I HE

REFR NS 2 e 22 AR, SRS, EmT DR UL . EEFIIEECE Uik h A A X L.

FI AT T A% Palo Alto Networks B X 1% # 2 Cisco Secure Firewall Threat Defense .



. Palo Alto Networks By k353 s so i B Tienie |
BEIBARE

. Llﬂﬁ% HArE 02 7.2 8 B A, Cisco Secure Firewall i1 T H 3T B F21)7 i) VPN, FE1)7 7] VPN
—FPIC T B A B T IE R () LSRN o G SR PR U B A A TIE RS, W R B AR R A N A 7.0 B

mﬁ)ﬂio

o (AR FEMALER D, IEFGERBSI AR, DAUER U A ] RN NAT Sk 51 e 4.

pE s LIEIEFRICIETUN, AT WE P ART TN R o XA LU H I 5] S B o i B A
FHHIA 5

P$B/T R4S (Proceed).
$IE8  EMMEEHR/RIRECE (Rule Conversion/ Process Config) sy, i FFikEE#k (Start Conversion) DL h#: #e .

$IB9 A% Cisco Secure Firewall iTF T HAL I o K (M 2.
SR A SR AT OB EAL RIS, ARG B 2 i N BOFRAIEE B ATIR & -
FIE10 T EHIRE (Download Report), JHR/7FEFBHIIRE (Pre-Migration Report).
ARG AE Resources PR PIRAFEBATIRE 0 MEIA (5 Cisco Secure Firewall IT# T HAL TH A {147

BH) .
EFIBEIHRS

W REAET I AT T B8O R R ey, A DL BT R 8
ER AT 2 & iy — http://localhost:8888/api/downloads/pre_migration_summary html_format

\}

F® B HBELE Cisco Secure Firewall 318 T 2 IE/EB TN iR .

L1 PN FEERETIRES AL E
RGN ATE Resources XM FRAFERBEIRE T —MHIA (5 Cisco Secure Firewall IE#%5 T 2 AbFAHIH (147
B .
SEB2 FIFEREIR S M AL, DU T RS S BT R MU AT AT ) 35
TREMRE AL N E R
A IR B BB (152 S0 TCE TT 3 DL IE R BRI 2 ThREMI L .

« HEERYELE 1T - N4 Cisco Secure Firewall 3T T LIS IEMRNT AN GE RSN AE 1) BC B OCETEANE B £ il
R E IR, ORI E SO, KPR E SCF EA% B Cisco Secure Firewall iT# T H, AR5 FF4k4E,

* BB AFRELE - (ATHNER I BUEDCR TS S XSRS E O R AR S S SR I AT 5, o
R B 52 AT AE TG iy G TR D0 N IEAE . A IXAEAT, B0 O AR A SR RSO T, IR SIE,
WIS #E 4 H Cisco Secure Firewall IE# T H 58 T i T-3h i B X LE 2L 13

. F) T T E4% Palo Alto Networks B ‘X151 % 2| Cisco Secure Firewall Threat Defense
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15 PAN B 3% BB 5 misbmie EOmst ]

* AZFHIECE - P Cisco Secure Firewall 1T T B A FHT X LD CiEIT B 1 Bl & T & M EA1E B
FXEAT, I0AF FEd O RS R I RE . RS HE, WITHRIZELEH Cisco Secure Firewall ITF T 2.5
TR 5 T o B IX Le T fE

s ZESHIELE - A7 &3 drry 8% Cisco Secure Firewall 3142 T H 3 3 i 4 Z0& (1) BL & (1174115 B . Cisco
Secure Firewall i 8 T EASMHTIX AT, BFIXLT, 6IF FH O B ECRSIIIEE. R HF, Wk
YIF B B IX LT e

7
J

R BB R B 2 SR RERI S 2 A5 S, G S A B O RLE R .

$B3 WREBRHR S EPITA EEAE, 157 B0 g gox sea) EEE, FH S0 BCE SO, B SR & SR
1, SRJG PRREE .

T4 ERP) FCE SO _BAERENT 2 S5, IR [EIF) Cisco Secure Firewall iF#% T H, /5 midi F—% (Next) PLZkSE
¥,

T—¥ it a
K PAN Bl K BC B B B A 122 i

¥ PAN By A s BCE 5 BUARA 1) 43 O AR5
BRI 48t 5 BT 15 AT 25 P RS LA 1 AR e O S
S PAT A4 60T DL T 45 14 LA .
1S AUV RTINS 0 K T
WS AR B A

o AU A 06 2L AT A [ i B 22 KR 1 A8 BT PAN 25 11 s 13 (PC) #di 2 ke 1
(PAN FCE AR L HEID o R OHER D, 16576 B b BB s
sz .

* T2 i Cisco Secure Firewall iE42 1~ ELAR 44 ¥4z 10 Bk v 11 100 10 Bl S 6] 2

o WRE bR BB 7 AR

o SRS A DA 25T LAT A R B 22 BRI A PAN B2 100, Bz 1, iy 1 Tl 1 I8
ErED (REPAERBEECHEDD o SRR E D, EE B By -
ISP R8O, i, 2R 5 bR gbr B b s R O B SR L PAN
42 VAR /D 100 A, AT LAYE Hobw b fE 100 4 5 20 A B 1 sl #1422 1

FHia Z |l

ORI B 2] A H O IR HARIE RN B . A OCHEAE S, 121 M Cisco Secure Firewall
T T Efse Hbns5, 5 23 i

FI AT T A% Palo Alto Networks B X 1% # 2 Cisco Secure Firewall Threat Defense .
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B seanzEomsmzexzna

\)

AR WCRELT BRI B A R L, M BEAEH

R RGBSR DT, 6 Ad FTD # AR sk, JFEFE RN 2 O n.

ANBE S SO L R o G R A B O R, WS ARBE AN P AR R %R . BT 2 ALY
B A Ak AT

(AW 1. Cisco Secure Firewall KRS T A& 7E MU e i Lot RUH P IOFTAT T8 LIS 74501
R SRUER LR VMR T BRI B AR, I R A LRI TR TR
ST HUHAEA B DI B0, T —2 (Next).

T—9#Mita

K PAN 2 WS BUAH N A SO Bl 80 42 DO AN 22 X . AR TEANR B, TE 2 BR PAN £ LB £
wAaEX AR,

1 PAN £ ARSI E| 2 £ X #O4H

RROR IER TR WS, AN e IR BUAH Y ) B B N S X TR BLE T, Vi
TS AT NAT SRS AT 114 FK (nameif). 76 BB O, IXREETRIE AT FHEZ I0 5. BeAbh, &8
o SRR A2 LA T 242 L0 %

© ZANK - ORBEET AR

Cisco Secure Firewall iT#% T B3 Fri 0 52 X —X— Bt [ X B R 0wy, RS
BRI RV, AN AT R AR . g Ok A B O e IR I PRGNS B, 21 Cisco Secure
Firewall Management Center 15 £ Fit & F8 56 7 11 e X IR Ez 141 .

P AERSREXSE L, AH RO 242X,

PUR2 FOR WU B 4 B A TR 2 A XORE VAL, R 1) C SO A D 22 e ORI BT I BILE T sl
(R DR T, AT BA R AE:

a) £ RERX 4, BEHFZEOMNLEX.
b) 7EFEOE B, EEZEZImE 04,

PIE3 T WL B R R X, IEERERET, EPRZEO X
PB4 B LLT WU e B 3l G 2 X .

TR A X, AT LU N A

a) AidiiRin SZ #11G (Add SZ & 1G).

b) {ERIASZ 0 1G (Add SZ & IG) XTEHES, idiRAn (Add) LAASINHT IR 2 421X

. FI AT LAY Palo Alto Networks B X 3%iE # 2 Cisco Secure Firewall Threat Defense
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| Palo Alto Networks Bf A 35 2| g i BA 19T 58 TIETRAE
matmEnns [

¢) MERERXFHPMNZEXBIR. AV TIEHCN 48,
d) riTixH (Close).

SOEN A S QUM 24X, AT LU B

a) miidi B8 (Auto-Create).
b) fEBEENEEENEHES, ik XIgARET .
¢) miiBEIfI#E (Auto-Create).

mdi B8 (Auto-Create)Jr, REt4x ABIWURIEBT KX WA 4 Bty B CAAAEARI A AR DR, i IX
Sl AR Y o MR T THDRE XS FOB (i H (9 X s “(A)” o Biltn, inside "(A)".

PERS (LRI WU BN 2 2 X 5, ST —3 (Next).

AR5 BC & #0 Ly A

ST LUCRE S FH R S5 AT ) H AR o 85 mT BLIE RS 10 AR

PERE IR R A T A8 Bty BTIOE SON AR ANNE B S rp i — 2o . A Bl TR AR — 4t
il WA et

)

AR B TCIAG I TUE YU .

Sz FR R & T[] {2 735 LA R G T
© TR - BHRZATH R TC R 51K .
FELUR LU T, W I (i TT S s -
 HBREHER LTV AR O, (A BN
o YBRETART i O Hoiw AN G . SARETRE, TR U % .

\}

AR EIEMIEZ T, TSR A .

FI AT T A% Palo Alto Networks B X 1% # 2 Cisco Secure Firewall Threat Defense .
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B usmEanm

aliafn . .
cieco  Firewall Migration Tool (Version 4.0.3)

Source: Palo Ao Networks (6.1+)

Application Mapping © Target FTD: No FTD

(©) Valid Mappings (16/18) Blank Mappings (2/18) 9 Invalid Mappings (0/18)

Valid Source Appiications

D ©

RMNIFEPRIIE AW IR, R Geor B S FUE SCHINT o 0 RAFAE AR W RN
WA Z5CRE EATT T B S 21 g 1) BN o

© DHBUN - BRI N, SRR A R R R 2 R R 5w O
N

AR UM T A A, (HASRHIER,

IR ORI AR, IF B H AR LR A o, W T e .
)

AR BOAHOUT, BRERGTIE IR R BT A TOE UG

o TR - BN IEMIIMLE o X T AN, Cisco Secure Firewall 3142 T HAHAT A 1) PAN Al
NS AR Y e SO BHE A . B PAN 3 FH 5 T e SO B 3R R VLIS, XS R 5 3)
WL, IF R TEA R R

R L I8 R R R O, A S A AR
A\

AR POE UM AN G

TERE A RO R T B TR T AN AR AL
R RN RS e o

. FI A% T A% Palo Alto Networks B X 351X 2| Cisco Secure Firewall Threat Defense
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matmEnns [

* 2 AMS REY
FE 1t AR
PN 7R Palo Alto Networks [7 k855 148 F (1) 5. F 471
.
S A vk VA E Rl | B R (BN ]/ o v
o I - DRI H AR 413 v 2k i
I S I REBUR — AN
o i 11 - DART T 1813 S P I 3 1
P N, BLER R s =X A AH O g
g . B4, tcp/80 A1 udp/80.
B FRF LA GEAT %
RN SR BET RS SR E b B 1A 512

ICMP F1 Ping I HI R # 0 ICMP il ping le%5 . B4 1 Cisco Secure Firewall iT 4% T_H [ 858 B,
DRI AN 2% 7R AE R FRBR ST VO

PN R EERET (Valid Mappings) S5~ , AHEZITH KA B0 Bof . /A ZINBRETARTC T WL B R aiR R AR A

w

N
g

Sk

=4

®6

EHRRLA .
S AR, T DL B M SR

el 25 ER MRS (Blank Mappings) LU E 7 T RS 1075 (MBI . (4 2 MBREHESY T WU 22 R e P A BLARRL AR
B, ISR I R AR T RRN LB, W% I SR . R IEIR, IR AR AT

.

pE 2 R AR 2 AR, ATy AT AR LA TIERS

s o3 ERES (Invalid Mappings) JEF, AR LA 12 . AT BN #RAE
a) TR - RIS A (KT

b) WA - AR N B 7 AR R AR

c) HARNH] - e AT H FR R o

i, QR ORI A, (FURE N TS 2 FCAh F bR, NGRS AR T . &7 TCRARGT I T,
HNIERGE HARN, AR5 RAT N HI LT

FERFAN IR P 738 3E (Validate), DUSUEZIT IR 25 H 8 00 .

5 ;5 T—4 (Next) k4LE4F .

FERAEZ T, iy TERRARETEURE LU BRI T Sl AT I o B U A 58 A IEAERAT IR I s iy B83EE
D1 6 2 T 6 I R R R AR A7 20, R T IR A

FI AT T A% Palo Alto Networks B X 1% # 2 Cisco Secure Firewall Threat Defense .
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T—%#ita
(R A< L AT

i, WEEIERE

FERSTR I RO EHER ) RO 207, PR A A A E BT IR B2 1 IR A H 5 S5 2210 B
B e A WO BT sCIRRC e A PRAIE IR RO B 2AT T — D # A

\)

P

W R AE L . MBI IEE & (Optimize, Review and Validate Configuration) %% E5GH] T Cisco
Secure Firewall iE# T 5., ‘&S RAFEEE I A VFEELUE R IER . WRAEIE NI %2 H7 ¢ ] Cisco
Secure Firewall it 8 T B, WIAS{RGEGERIHEE . W R AN 5 R ILHE, Cisco Secure Firewall iT42 T

B k43 N3 ORRET (Interface Mapping) 5t %% F051 5 5.

AL, Cisco Secure Firewall i T HA3RE & F POy | EFAERI N B RS (IPS) SmE A S5
W, I SO VR IROKS IX 8 SRS 5 B A (1)1 ) 4238 Hh AR DU A e G o

SO M AT O AR ) 42 T — F 2 R P TP T 288 s B A Bl 4 SO e —
AMCE . XA CRAIE R GAEAL i 55 U5 PR I A PR RC IR ST 2 T, e iz st

FIRE, EARVFRRARSERIAIL H bR 07, nTUME ] IPS SRIEAE N R W Ja— il 4. N12 S i
B ZR G WA R WAL B AP AE 2 AR, I FLAE I T LB s o i it . B RGAE
PR WKV i, B S OGRS AR . AR AR P 1)K 2 40 1 3 m AR AU s T
VUMYEAN H b TP bk B o 1 RME . 88348 ] LAAE NARE SREm ol FH A i 3 7 22 1 R ) 2 R DU IR 2 v
[ IP Mkl

THYZRIETR P4 ERC B O RS TR 7 Beh NI H A48k R AP IAT R L, AR 598
RAEILACI I H -

N

AR BUAHOUN, W LR IAL TR APIRAS

WUR AL . T FILEIERE (Optimize, Review and Validate Configuration) %= <] T Cisco
Secure Firewal iT# T B, ‘Ea A7 B RVFIBTE LUK ITR . WERTESE N IE bR 2 A DS M, )
ANSARAFEE I REE o W AENT 5 HBLME,  Cisco Secure Firewall iE#5 1 H 4k 452 )\ 32 O BR&F (Interface
Mapping) Ji %= 557 5 50

Cisco Secure Firewall iZ# T & ACL 1Ltk

Cisco Secure Firewall XE#% 1T E 3735 M B 580 00 e A s FnBg 2 el e (2R sliiBR ) A9 ACL, 1fi
AR T fE
ACL A SCRFLLR ACL 282
* JU4% ACL- 41 ACL B A R B B AU EE RS, BHBRAEFREAS ACL FEAS e M 4% . B,
ARAT = P ARV R — AN g% EI FTP AIP &, v M FE4a in) & SO, )] L)
RN R

. FI AT LAY Palo Alto Networks B X 3%iE # 2 Cisco Secure Firewall Threat Defense
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i, wemnins [

* T ACL - 5i—A> ACL 5¢ 281550 A ACL L E . W R p W B AT A BL At i, ISR —
A S BT AR, PO E R JA 2 MBLEDT M ZIER . R A U S i e 1A
[ AR, AT BE R EEA2 2 1 5 M i 4 A A RN Z —, - DU S i v g S o ol ¢
THEMIRE bR, AN T RESE4E 1P Jis, MBERUI Al fg2s SLVF FTP it .

F 3 ACL AL HEES, Cisco Secure Firewall iT4% T B4 H UL N S48

)

ER UMAUE AT ACP BUNEEAET PAN .

 FEPAE RE R A% B AR HIK ACL.

* J5 ACL ¥4 JE AN ACE (NERED , SRJEXLLLL F 4L
o PSR H Fr X Ik
o PSR H A i 45
* PRI H b 1

mi TEIRE AR ACL LHRLL I Excel XA AT H AU AR FIBH 2 ACL. 1 H] 1£480 ACL 18

B REGHZ ACLEE.

;7S IPHm OEEREO

£ . BEFEIUEEE T L E&F NAT BLE LA Palo Alto P45 TR 2 g i by i, 483 m] DAKS &
NAT S HA sh75 P OELR BiddE, DLAES ST EFIZMN,

G RACE KA TP sl PR T bk 5 H g IX stk A [H]), W) Cisco Secure Firewall 3T T 22>

TR NAT . WRANTE], WA 238 39 51 A2 3 8F, R4 Cisco Secure Firewall & B 1

O GEK H br ik FAVESD A TP sl D EE#: 10 . Wi NAT MUIWKE RLERE, WER L HAT %

Wk, JEE Bh7S IPAm OEER 51945 &R .

ST AL WEABEREF A L, N, T Bl R A
a) AFHETIRASH, ARSI L.
b) WU AARATE R — AR Ay P bIIUR i, KA S SRR BT, AR 4B > TR, R
il R
PR N AT IR R 1 AT HLU #2218 P A K.

) RELRG PR SO N ] A B AT I PN, Ik P A AT 0 REHE, SRS IEFHRAE > 3

R .
FESCR SR (File Policy) A EHERT, 1B EIE 4 1K SCAF SR IR LN 3 Frae (7 [ 2 Sk, AR5 i iR 77
(Save).

d) G RELK A RL TIPS SN T — AN AU 4R S, I AR AT I S HE, SRS IEFEIRAE > IPS
REE.

FI AT T A% Palo Alto Networks B X 1% # 2 Cisco Secure Firewall Threat Defense .
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| R

$IE2

7E 1PS 5k 8% (IPS Policy) X 1 HE T,  ZEFEE 2 1) IPS Sl FUGS I [ AR S A2 HRF 0 Y FH -1 B 326 1 ) 42 1l SR s
G RURTE (Save).

e) ﬁﬂ%%iﬂ&ﬂ?ﬂ%lﬂ SOV ) RN ) H RIS I, 15 FPAH AT RSB AE, ARGk PERME > B

IL:

FEH BN UHE,  n] DRI ha /g RN i H R0k WA I H &R, W A0E FER 144
FMROL D BHER[/N/BARF AT, LGEEFERIERSIOL R ARG H SRS SN, TUNRFERE M
SR P CAE B L LEL%‘E’J%%K &S

) R s IR T IR G A N (A, SR T A NAT (K BERE, SRR IR RHRAE > LR
€.

1R XHT SR IR AN T AR, BRI U7 IR PR TIPS RN ST ey 1 S o
BRI DHETHT . BEP . 25T KT RN TR BRI Kk 1k & ACE 144,

BUH BRI IR I BRI R, G S ERR I RS (Clear Filter).

R 3L+ ACE %t ACL JHATHEF I LAY o ACL 438 A 1A B i gt 432%

i DU IEICR 2 7 0
* e
c R (MEWR. wHAFTHR)
* NAT
o {n
* BH
* S5 18] VPN B%iE
* JEIZEN VPN

P 23 F -l ARG FE DT 0) VPN G, VPN i8S B A S A S Y R Vi ) 5 R 6 ok gz #%, JF A
A DALEAH N R TR T A .

WERSEARUER — A s> NAT ROk di 11, 5 AN NAT IO SOEHE, JE 8 #8R4E > RER, R)e sl &
=,

T IEFE A AN AT IERS 10 BT AR 2 7E 3R AR TR
(3D EEAMER, Ba] LI WIS LR im O & eI il i fon g £ 8E > ER R K
iy 44— AN AN I 2% B 6 .
5| FH A 4456 % 5 10 FULHT NAT SEms o3 5087, DU P R 5 4 0%
ATLAN BEE XA A M, Rl R AN H IR 18345 > REBKRIEFREALERL 1S H .
7F Sh S8 VPN BEIE . A1 H T U5 EE kO BSEL B TP ) VPN B%iE . AF VPN FREEEE, HnsATe BiEQ.
VPN AP IKEVL fl IKEV2 B'E, JEf {0 a7 At it = s g4 .
fE 2 E] VPN #4y, HmFEFE A VPN XN BTG X5 #B8 N Palo Alto W 2% B k% 1242 )& #L AL IF R

. F) T T E4% Palo Alto Networks B ‘X151 % 2| Cisco Secure Firewall Threat Defense
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TIE7

SR8

i, wemnins [

- EBESE: AAIFRULERERCE SO JOVPN PRI HAR A LR VPN B 04 B BT A 4404 B B
fF, WSRO H, SRR B1E > BRE.

* IKEV2: AFIFRAE IKEV2 PRyt E (A BUR S s fr s .
* Anyconnect Z 4 8: ;% AnyConnect #4143 F1 AnyConnect Fit. & SCH4 N 5 ¥ &k R Has 2] H T84 .

YERITR RTS8 5r, KT AnyConnect B4 H)_FAL B BE Ly, AT LA AnyConnect it & SCAF
B FAL R BP0 RN Cisco Secure Firewall iT# T H 4%,

TERENE B O R I Anyconnect. Hostscan BUAMN A B, U020 2 Dk $E—> AnyConnect
BAFAL. I ZILEFE Hostscan, dap.xml. data.xml BRAMBHE R CWARAEEEE D HD . AnyConnect it
HIAF ATk,

AR TR 7 KB5S 2R B IE A 11 Dap.xml SCHF. X AL B SR A vl T dap.xml SCAFATIGAIR . fS00 200 1AL Ik
PEPTA DT SR BT IR . BT RO B bnic I A 5638, I H. Cisco Secure Firewall iE# T H A S 4k 4L
HHATHAL .

MR 045 7 T s X BL IPv4 T IPv6 it

o RSB MM X Jal e R I 5 ) i S PR B SO RN i AR R i B SO, I DX e S s A i
JC B SCPE L SR . R EIC B SOPE . R i AR R AN C B SO A4 S o G E SCF 2 AE AnyConnect
SO I, s R A Tk . A48 T DA PR M R T I S PG SO AR R i S
iR

o EFEED B SR A AL R I T AT BRI B SRR A

s (SRS - f54F AE PKI A5 M PAN B k5% 308 25 b0 ST B R sh it — 32, IF HoA R R T i i
Vila) VPN IF A AN Al /). BRETEZFZ 7 [814E O &5 (142 /5 SSL. IKEv2 A ST A, DAAkEphAT I 4
WIRAEAE 22 W S FRICHE S (SAML) A%, WA LAZE SAML #54> Hiet SAML IDP #1 SP {5 4T 2. SPiiF

P bAL ya . ] DA G545 e B IE AL (ST 05 . A S 55 110 SAML {5 T 5 e & AEdR Rl i, e DAAE 2B
= SAMLIET LR ZILE .

(Al B TIPS EAECE DU E EEgE B, 15 S T8 (Download).
SEKS AT, ATRIEIE (Validate). 1HERL, TR EERMBE TR S —HINGE, BHREEL PG, RAEHE
A WIHTBE, Wik 42 E .
FERUEIHIE], Cisco Secure Firewall I8 T H B8 2 FHIFPL, KENAXN S, R XE G5 2IER 1%}
GHNRHAT LR . AR B F A0 o OAEAENTS, Cisco Secure Firewall iT#5 T L &HAT UL FH4F

o WIS BATH R K 4 FRAIBL ', Cisco Secure Firewall iTH2 T HSHEH A N %, AL EH g
RN R 4

o RN B A M FEI LB EA RNFEIRIECE . Cisco Secure Firewall T8 T SR 45 65 mh5e,

BT LIEE ) & T AR SRR L .

AR RE, W REEAR TSR HE SR — AN ERE A X R, AT LU T 4
a) SRS (Resolve Conflicts).
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B sEsomsmss sman

PR A R S i 97 &, Cisco Secure Firewall iITH T A4 7E M43 % (Network Objects) F1/aim O 3T &
(Port Objects) L1~ i 7R —ANE 5 Kl br

b) AR, K%,
o) KEAFAEMRIITNN G H, RIGIEFIRIE (Actions) > B IHZE (Resolve Conflicts).
d) ERRFRIMRE O, SERE U ERAE

B, ARG RSN R ARG, A S EUA B B O S b 5. SmT DURE A2 BN s 28 ks
HAR O H RS

e) Miif#R (Resolve).
f) Rk BRI a R R )5, SEHRTE (Save).
g) sSiEIEIE (Validate), FEHIGIEACE, JHHIAL SR ITE M S5,

FEN0  (EKUESE B H I REARZS X HE WoR i B B BUTHIRIE N, ZREEHATROT R I B e 2] A HrboLy, 56 36 L.

BT ECEHEE EE A0
A AT TR B R U0 S5, MR REAEE RS RO EHRE 81 FPBnsh s

ER RO B TR I B AOL 2 B HOD PR SR IC B8 21 B b e 2. (H
FEMD SRS BRI BIT A8 AT AT AT C

)

E® 4 Cisco Secure Firewall i 4% L LT (A Nc B AL 2 A B rPUC Ry, AR B {0 (o] e ' il 58 28 34T
B o

P AR URHE S, &F R UER 2.
$1E2 A HEERLE (Push Configuration), KHT M Bl & RS &R,

Cisco Secure Firewall iT# T R4 BT B #HERMEG B B UEEH ST EERANRITHEG S, THIE
TEREIRLE ] - HEE 2 B H L

$I®3 ARG, S TEIRE (Download Report), N IFRAATRE GRS .

ARG STE Resources XM FRAFEBERET—RIA (5 Cisco Secure Firewall IEF% T 2 ALFAHIH (947
) .

P4 WMGLTB R, A EETB GRS HESCERRMENT SO, T4 5 R T B
A T LAIBE 2R SRR A BEA T i B
EBRM I HF
WA ALY, TR SRR
1. 7EERIER (Complete Migration) 5% I, s5ili 3 #F (Support) 44411
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RGK s “HBY” SCREIUM .
2. W FFRGIE SLLHNE, RGP N AR E AT
B RN R, RECEPLLE TEM HEM dB 3
3. i &k (Download).
SCRARZB RSO LA zip A% 2 N BB A R A12 . R4 Zip SCHFR LUA R H S0, DB FIC & SO
4. R EIEMRE (Email us), I HL7 I ERRE O AN AR BRI A R AR HBA
3 T LIS 23000 SRE SO B on 38 v s e
5. riiliifial TAC TUm (Visit TAC page), 7EDARFSCF U Al TAC SZRFEK.
B BT DAEIT R T2 B IR SR BT AE TAC SCHFIF K

EREIREREFTHITR
SRR R0 T RS T ACL HHL. ACL AL bSO BT S LA L 55
RiB. XA R, WSO, RERRIERE , % 32 5

AH IR B
< E3
* ACL RN % CJETCED
« ZBAALI ACL MUNRH. #ltn, TUR. M5,

* MAGIT ACL vF % th T OUA T e o545 H 0 ACL BRI S 4
IR EAEIT I A I N BT IR, TE A DL MR T T

TR JE i N8 &y — http://localhost:8888/api/downloads/post_migration_summary html_format

\)

IR B IBELE Cisco Secure Firewall 3T T B IE BT FEFR .

PR PR MR T EBERENE.
T2 FUHER RIS I AR A A, TSR B ER W TERR Y

 EBHE - SR TR B R E R AR, AR RO B AL BPAA AL H AR
JBUSAE B CAnFSE D R SRS I S T R M R

 EFIERRGTR - WATE RS, SRR E DI REMLAL =S A IR 1 E DURERITEA (.
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* EOZE FTD FHOMRS - CORIBERB IR D NTEAE R, BRI ADRE e b K8 R 21 g9 A 2% 1
o BN EEMG T S A T o

pE i AHRIP ANE ] T-AT HAR BB e B RIEFEE O MNITRE

c REOBMERDHEERERX - CRIETH I PAN AR ORIZFRFITEANE B, LU Re e A T 2] sl

B R A X BN IX LU AT S R A T
pE s WERARIE R I EHEHIFURA NAT, WL B> ANEH o

© MPRINSALIE - A B TP R IR B ITEAE R . WO G EAT AR R R 44 FRORTC

', Cisco Secure Firewall ITF T HAHEFH & B O 5. WS BA M E A A BAANFE WL, WE
AT IR LENT S . AT A X L%, JERA O IEFfR e 5.

 IMIERATBEY T EEEEI N . NAT FOEEH - kAL Cisco Secure Firewall 3T T HATF5 10 R0 U 1) 1264045

K. & At Cisco Secure Firewall iF# T H2EH HAREH KX LN, &FIXLAT, FRI0UERIEFRI BT M
WHEE b . iR TFE, v LTS Bk LR )

* B IEHMECE - OGO TR M MNP RS R, S S SR I, e, AR R R SO T DL

TP, &FXLET, IEE FHP O & SRt (R RE, FahilE XTI,
AZFFHIBCE - [A Cisco Secure Firewall i T HAZFHERIX LR AP  IECR N FEMNGEE. &
FIXEAT, I0UF BB R SRR R . WUR SRR, VELE BRI TR E X L D) e

BRI el SRS AR - £E TR IR O —A> Point FUNF™FE B2 A BT AN FU) A Ty ) 425 11 S M R0 0] ) 126
45 B

o XoF 7y e i ML 0 SRR A 4R A

e

iR

s BIEBETRBRYF RN - kAL Cisco Secure Firewall 3T T HITAE 1 1 il 42 RN PR 4045 5L
MHIXIAT, JFRUEROEFERI A A FIAE R b e IR 2, AT LA TS Il B X L R

* HIRAER Bt Hy i B BN - {47 Cisco Secure Firewall iLF T H ST “HUERAE " (5T Vi 0] 4561 58
MR PR 5 B OB EE S o vr. (AR, s, Bk, BIEIFEE . AT, JRmuEit
FERI T RN S IZEBE S 2 b o AR 2E, W] LT ShRe B L .

* BT IPS SREEFNIT 2 LAY R EIRN - N TIPS HEME BT U [n) 456 S M0 (R VEAE 5 B . 474
PR IXLER A 52 BB A e 75 SR TR fE

* R T SO SRR R B AL - N T SCOR SN (K BITAT U 1) 42 1 SR RO (K PRANAS S o A B X L
FENITERAE BRI & 5 SR LT Be -

MM “HE” REBEHYIHRIEIESIFN - 44 Cisco Secure Firewall I THFEN T “HEXRE” M1
SRR G S . H BB E (S False. FHFAER. RGHE. TFXET, FRUFEIERDR
BT N B0 ZE B3R 4y b o WHR T EE, AT LTl lc B X e ).

ARIERE BIANSZ SCRF RN W] e BN B L, LA 2 L S fR B K s o SUSEAE 7 B
HCE A DR B 7 AR L e

WS EOR AR B FNIGIE DU R TIPS BSCPF SIS N T ACL, WIS H U AR B 2 i B
O RIS . (AR HENS, K24 Cisco Secure Firewall 3T T H MGZEHE (145 2L b R IGR K . 4
ST SRS A M E 25 22 A SRS T e PRI PEBE, t mT e BRI RN
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wrnz [

170K AL B T 2 SRR 2 AR R, WSRO E RN, A 6.2.3.
T3 FIIHEBATIRE, JHid NELAE BB 5 TR AT R .
SETA 1 FH PO, TN R
a) TUE BB I IE, FANTE SO ARG E S H CRESLL A BCITE:
* Vi ¥EHI51% (ACL)
o 99 2% 26 o )
* Sty IR 48 %o 52
« Hih
s
« AR S

b) FCE FTA AL 3R SR U2 T4 F e & 550 H R o
A Qe i TR LI R (5 B, S A B O E e o DU R T TS A A I H s

CPEIE, 4 SSH A HTTPS Yiil, Qg i i1 & e v ik

s REHERE, WicE K% HED R

 ZhASEh, Qg A Ak b Tk

* MRSk, Wl FlexConfig S - fridk

* VPN RO, fgihrbifil VPN g

CEBHERE, wERH KRRk

PIS EHAE G, B O R E A B O B B B A
KAEIE R EIRE e IR S T ANSCHRE AR 7 SCRF (U A 24

Cisco Secure Firewall iT 5 T A5 5S4 FC 2 B bl e o BARIB/TRCE T2 B R T . AH IR 2
RIS, IXLLTERE P B P A FRE BB N4 .

FRITIRE
WIS Bt B T NAT. SRS IR . NS00 AU S . RBFRTANEE, b
SR

s FRITHIEE - [MEHCE S BonBrTarii 2. 7EbBr By, Cisco Secure Firewall 3T T H B R &5
RGBT E . AU R B SON B AN H o R B E 8 2 VSYS, M R5E3VSYS
MIFE V8. AT AT A S on T N, BRA SR B N A THEAE N . Ak,
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https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623.html
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/platform_settings_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/platform_settings_for_firepower_threat_defense.html#concept_8637BBD154854CA498A2DA66D55A115E
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/routing_overview_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/flexconfig_policies.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/vpn_overview.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/connection_logging.html

| L

TR
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VRO TR 2L NAT AT SRR O MR AT AT 22100 J LA AL B 0 7T fE s T
H, HXIFAERERLEREAEFMCE TR,

o BRATAREE - A CTTIREAR” 5 BoRENT 2. fEBERITBL,  Cisco Secure Firewall iT# TR CUx)

FCEPATERAE, JF M- Eoh MBS 7T A SCRFIICE . A3 SRR S B 5 AE v Hod
DR AN B2 SCHF IR SRS AEIT AL 21 A B rh J5 A TAEADIRGS . FEE I REN AL HE BT . i
Hrdi 2Eh o T O R BT (A DI B H

 HIRBIHE-ERFGPR AN EHEET FHP 02w, BoRHEEAHE. MR Cisco Secure

Firewall 3T# T HRIRAE, AT AT 20 HOT BEAN R TN 2. NAT " EHES ) 1P #f
VEA XS GAEL . 0 ARG N TS 20 1, IR S5 oo n, T 8ess R B T SR T It By
25, N b . RSB A E R A %5 RO ER Bk Eek b .

IR WA A A A S
o FRATSRIM - K & _E4% 3 Cisco Secure Firewall iT %5 T H 5 K A AT M. LA 2 e B A U .

WURECE T 24 1P ol /32 58 /128 TP 20 Hdes 74820, W4 S E8UpAT 8.

RGOS T 24 TP s s .. FMlak VLAN O a-SAR Y, NS E8EE R0,
MR E - THEBAIREG, HSWTBIRE T HEMEETH . S SR FE0Z M)
fCE RN E B A F % in) @ K AC & 8 &3 Cisco Secure Firewall iE# 1 H..
ISR HEL 2R WO F B E P (I BETE . BRRIEE VLAN 200 5380, W AZ5H s 24 0% i 3 bt
%, RN &AL RO,

o HEIER - 24 Cisco Secure Firewall iT42 T 2 TR ECE H A IEAHEZE D] S A0, KAH#HERE

KW EBERE TSl LRI

RFE - TEEBRREG, HSHEBMRE P HEIRIRE T 0. il o S 80X n) 8k
BRVEAE R . UOAE $EEFNIGIE UM _LANEZ R S, VRN T BRI ik A
EFRBIEI, AT DAZEYRAC & P8 R A% ) oK I B FE R A% 3] Cisco Secure Firewall iITF T H .

ENZ% Cisco Secure Firewall iT#2 T 2

FIT A AT 344746/E S Cisco Secure Firewall IEF T HAH R ) SCAFJ&

T SHEAILTHCE Cisco Secure Firewall iE#5 T H 1) U4,

P2 WRERAEHE, YIS Log SCARIFRIMG R T — M7 .

PR3 WIRELRAFT RIS TR G, B VIR resources SCAFIIFRING R 55— M7 .
S 4 MIFRALEE P CE Cisco Secure Firewall iT48 T H B30 F 52 .
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E#RMI: PANZ] Threat Defense 2100 ]

BR HE S84 % Ok, W Cisco Secure Firewall 318 T H K EI 6 % DA T3 HIRS, @i
EMIBR H &SRR SR,

iT#27~%: PANZ| Threat Defense 2100
A\

AR QIR UG AT AE H bR e L AT ro ik vl
© YEYRITE DTS
 YE R DRSS

HEIPEIE AES

FHia Z |l

BOR D RIS T L A OCTEANR L, TEZ DA N A B rp OO 22 S e AT N FR A
FOATIRR .

W AEM LTS Firepower 2100 R4 B4, EHA% N T I B & HEYE
HRPAMER, WHS0 GER TS O 2100 R DEHE B EPSEN 11 /) .

P2 1M Firepower 2100 541 BE& LU A B 1 B
HREMGF R, ES RS2 B L,

1% 3 M https:/software.cisco.com/download/home/286306503/type #1247 i B A Cisco Secure Firewall 3T/ 1. H .
ARTEHE R, 1S Cisco.com T #k Cisco Secure Firewall iT#% T H , % 19 Ui,

H B 4 55 Cisco Secure Firewal iTA T HIFHR & HARSEUN, AL M 2] 45 B bty (1) Firepower 2100 2571 B 4%
HXRVELIE B, 1554 Cisco Secure Firewall 3T T HI5E HbnZ ¥, 5 23 1.

LIS K S U U
B Cisco Secure Firewall IT# T H SR VFRORE $2 IS AU MR 21 bbby 48 45 12820
ARVRAME R, WS IR PAN B ki BCE S b i 82 10w o

IR 6 B T B 2 X, i BEE)E (Auto-Create) LL L 1F Cisco Secure Firewall iT85 T HL B EE B 1 22 45X
PRI 22X, HFIN 2R WU Bl 2lX

HXAEMTR, BB PAN BB B2 4K B 141
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https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/defense-center/products-installation-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/quick_start/fp2100/ftd-fmc-2100-qsg.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/device_management_basics.html#ID-2242-0000069d
https://software.cisco.com/download/home/286306503/type
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PERT AL B UK O SIS IE ST R E, R R B HER B B L.,
PIR8 ERTB A, TahBCE AR E I HE 2 BB, eIt .
AREER, WS,

S 9 i HIEAETRIER IG5 F IR R Firepower 2100 51 ¥4 o

HirE NES

FiaZ |l

ORI C o8 B A L AHELEY B 1 Z BT AT BAESS o IS TR T a5 5 41 0L,

LB TG A eSO s HE AT P (ARP) 22 4%

IR 2 PAT M A e Al 3 2] Firepower 2100 R 41 ¥ £&#2 11 1P Huhik[(3EA ping M3, #ffR e Tn Ui .

SEBI PUTITTES 3 2 % % 2 Firepower 2100 R %1 B2 454 1 1P HuhEfFEA ping Ik

T4 W ES Firepower 2100 &) B4 FOHT I IP Mo, AN 2 SoHEH e sh 7 1P shbk, EHJTEL N DR
1. ORI 1P Mok TR es B, DA IS5 7] Firepower 2100 551 % IP Hidik.

2. nSAEHES L, IERIRATE R Firepower 2100 241 5 4% IP Huhb AW A FO0 A9~ —Bk H bx

PR ST A MR RIFE I 355 B Firepower 2100 #7451 45 BEH L.
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=,
BRI N 2% - 1E N EE

o ORI S5 - RENEE , 5 43 51T

FERL BT W 2% - 1E NS

Cisco Success Network J& Cisco Secure Firewall 1T T 5 1 (1) — I K I8 75 45 (1) 48 FH A 05 SRR bRl
L£IRE, EIEITE T HEAUEERL 2 Z A1) 24 21 R AR A S LG v B X B85 B
AT WA A AAE F ) D e SR AR RSN S HE, IR RRATN ™ o B T8 AE Cisco Secure Firewall iTH#
THAFBT A FRIN,  AH Y ()28 £ SO A AN A7 i 1 [ 5 7

TR IR AL B LY, HEMRSS 2 L OB MO SO, ARl 1%
S TR IUME

TR T HIEW N E I, FFARRE N s -BR ATz,
# Cisco Success Network ¢ & BRI, WAL N BN i

= 3 HREEN

iR = TR w~BlE

e 171 AT AR U 5 A £ s T R A 2023-04-2510:39:19

A PR ASA

WAL ASA 5 ASA5585-SSP-10, 5969 MB

RAM, CPU Xeon 5500 %41 2000
MHz, 1 CPU (4 ¥)

PRRA ASA FRA 9.2(1)
H bR B R A EHAUCME H AR RRCAS 6.5 W HE A
ERTREELIE SR HARE BER A TR, B Pk | 5 P b
/[L\
H b 15 45 Wi A H br 5 25 PR A 75
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BRI R - 2R

BRI - ENKE |

HiEm iR A

H brise g 5 H bR & 1 1 5 Cisco Secure Firewall Threat
Defense for VMware

T T H A The version of the migration tool |1.1.0.1912

IR ASACEIER B PO IR | SUCCESS

24 Cisco Success Network 1

R 4T ZHEN

RN Tz, ARSI SCE

G A s U RS B R A R -

RS |k ~HE

¥eE & | i847T Cisco Secure Firewall 34 T HAUHE 245 &0 LLJ& Windows7/Windows10 | Windows

g 64 fi//macOS High Sierra 7

WA ¥ Ji8) Cisco Secure Firewall iE# T HL 1 Y% . ‘&7l LU Mozilla/5.0 5%, | Mozilla/5.0
Chrome/68.0.3440.106 5¥ Safari/537.36

= 5 BEBRE (EEPL)ER

HiES A w~fl{E
HARE AR | O 1 H bR 6.2.3.3 (PHEBIRLA 76)
EN
EARE IS | BARE A 2R, RE ARty | 3ol
):11'2
HARB I | AR & B RA 75
EN
HEr &M | HARBe s Cisco Secure Firewall Threat Defense for VMware
THTHENE | 1T THEMRA 1.1.0.1912
EN
= 6:IBWE
R = iR w1
&
7 B4 ) SR B
B 7 I 45 T SR s 1) 44 B AAE
1
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| BRAAL - EN5RE

HiE = iR w15
&
i 1) R4 TR ACL MRS |0
A IR ACL BT | 640 iT R (1 ACL BEMILE |3
# #
PN ACP MUNTHEL | IR ACP MUK |0
NAT SRHB
e NAT 5 1) 4 Fx A
1
NAT #1245 I NAT &% |0
FB TR NAT BUTE | E-T R 1 NAT JUU & |0
# #
BEEEBIFEESR..
EARRI R E RN 0
TH O R O M E 0
FASER T8 P I EH ) 2 0
PUESIE A3 (%) % % 34
XA B0 G20 L 6
A XA AU AR R HoE |3
EESUE A T 0 58 21
o 265 ) 5 T i 44 H ERGESPIE $13 1
iy U0 B 5 S s D 54 |0
3ty F % 5 T o 44 14 ERGEAIEIRPIE S 0

% 7: Cisco Secure Firewall i T B 1% 65037

iR = iE:pu THBIE
L | AT MO EAT BTt AN TR) CRAS3 Bk ok BAA7) 14
RN ) i B 3 3T P it FR1GA I 1) CRAZM o Fpr) | 592
PC BRI ) | HEE S 28 B P A A 18] CLAAM o Bpr) |7

srmnng- e
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BRI - ENKE |
B =arums-Ense

iR i3y ~HlE
TRE W B EITR 2 A P RS SUCCESS
R R Cisco Secure Firewall 38 T 2 B R 4R | null

)5
R A RR A RIIBY BRI AT BE AR A SR R g g | null

]
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HEFRIT #% 0] &

* Cisco Secure Firewall i T HLIfis 4R , 55 47 0
o FFHER M i H A H At e, 565 48 1L
o APN M HERR R HABIXT G AR , &5 48 TL

Cisco Secure Firewall 1T T B Ry FEHERR

£ PAN BCE SCAF AR BoRs D% (e B4R 2 A Pl I, ITR I 2 K.

RAN SO - KB TR PAN SCF. i, 5 Mac #:4F RS B4 G Mac 2RGS0, MR
Mac XA

Cisco Secure Firewall T3 T B iR 416

Cisco Secure Firewall iT#5 T H32 It N R0k, PIERINE B W HERRE B, #lan A&
SCAE BRFERRCE SO . AT DL R B

1. 7E5ERIT# (Complete Migration) Fise |+, i sZ#: (Support) %411,
R o “HE)” KRR .
2. P EEHRYIE SEMNE, REEPEET BN AL E S

N

AR OBUAEILR, R U R HEA dB S

3. riili ™%k (Download).

SCRHRGR AT LA zip MU R I ABER 12, 1548 Zip SCIFR LA HAESCF. DB A
B

4, JSHAIANKIEEREE (Email us), EI IR PEANE B REABIARBIBA
] UK R 2800 S 47 SCEF B n 21 Fe 7 IR o
5. ridiifzis) TAC Tim (Visit TAC page), 7EERCFF i F A TAC SZFHE R
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HpEnaE |
| R

\}

AR T LIRS I R TP B IR A SCHE DU R AC TAC SCRFE K.

T HEFR S = 89 H R F0H Ath 3T

FE LR SO AR R B B T PR R HEER R A5 R

X &

H & <migration tool folder>\logs

TR <migration tool folder>\resources

TGRS <migration tool folder>\resources

AR A <migration tool folder>\resources

telemetry sessionid timestamp.json <migration tool folder>\resources\telemetry data

APN #BEHEBRRB: 3BT REABIK T

FEATRBI, AR RCE B, PAN o B SCIE AL R4 R

TR AR R E DU E
IR A e DA R

A=y HiRHE
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