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# chmod 750 Firewall Migration Tool-version number.command

# ./Firewall Migration Tool-version number.command

B3 KBRS T H2 QU I AR SO IR SCPEAT Rl A IR B A SO e, A4l H AR B

'’ B IT I KA TN, DU AT AT ORI TR AN DA AE Apple HHEERT BT KBl TH, &R
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fE R 28 F P AT 98 (End User License Agreement) BT |, w25 BAEHL @G E, HAHREESER
RN M 4% 2 = #03 (1 agree to share data with Cisco Success Network), 5 )3k s o e #8 FF B44T (1'Nl do later).

ARG BAOEBUR I I, RO PR A Cisco.com K/ 85 e W RS FEAN 1) SR BT
W28 RIR GRS, A P A SEUE B % B KBTS T -

FEB KEIERS T RAE SR IR F, AT LT 384t

o TE IRV M4 S TS R, 15 AT ER CCO B3 (Login with CCO) 4z,  F 8 1 5 i B S SR IE B o
1 Cisco.com K 7 o

R WRAE A Cisco.com K, 157E Cisco.com &3 UL _EAIEMK F .
o fFEH LR ERIA G UEE 5%
* R 4% - admin

¢ %85 - Admin123

WEREE AT Cisco.com MR 5k, TAREEHAT LB 8.

EEEFEIUN b, MANERIRED, i, RIGHAR .

WL s 8 MECE 2 T4, I H A& REANGFR/E HF IR R

MHEE (Reset).

A8 T R 35

P4 WSS T %, 1M <migration_tool_folder> =k Fr A B AT £ I 508 2225 B K BT T H. .
BF T AN R IR C e ST A A I .

WARBER S RPN ADTH , WA, AR5 ket

Hdi#ER (New Migration).

TER M E FHRE (Software Update Check) JE%: ., WRIEAHE B O & E IEFEBITR) K5I T ISR,
1 s il Cisco.com I 854 LG AIE A .

i ek4E (Proceed).

T—%Hft4
T AZREEAT LA 2D R

o I SR AA AL B K AT A% T H A Fortinet By K AR HUE EL,  T4RSEAT A Fortinet [ K 8- Hi T

M Fortinet [ XIS HECE

Al LA AR 55 Y Fortinet 97 KBS HCE -
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F LU B 38 N Fortinet 7 -k 5% GUI $H it '«

£ 1 M FortiGate VM64 GUI 1, L& > B E > &%

1003MiB/ 1GIB
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&

& FortiGate-VMé4

LI 2 W& € W B A M PC 5% USB #E4E.

e 23 MR T B VDOM, i H5 44078 B2 T3 FortiGate fl'E (28) 2T TH 2 VDOM HAr &
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1 E5k FortiManager.

PR 2 BB ALSAT A0 I Fortigate B4 .

PR3 AEREMRERS T, EHEEETT 551 EbR LR A o
$£1B 4 51T (Download), F#Hc & .

RIS A conf ISTIERAY,

T—5Hit4
A% Fortinet Bt & 3 1F

4% Fortinet B2 & 314

FiaZ |l

L B SO MR Fortinet W4 S H A . conf B . txto
N

AR AN AT LT B SR E SR SO S A ST I S BUT A R
AT AILAL )

PN B KREIER TH DARRCE SO P RBECE SO, DR B A K . i G et —ANZAT 3k H A
B, Hrb & IELEMR TN Fortinet BUEAT . WIARBRAEREHIG, W LAFERT KT LR 5 IS e b 3]
‘Blo [F=IEEE (Context Selection) #i /35 i€ b AL K HLE 2 156 B T~ 215 & Fortinet.

$IB2 HEIEEEE (Context Selection) #54y, LTI Fortinet VDOM.
FIB3 BITHER S BRIrRE.

PR BF B KBTS T AL LA FCE SO R IR AT 1) 7T 3R A 40 24
PBS i T—% (Next), EHEHIESH

T—3#ita
e R KEGIER TR HARSE, 218 1T
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#.
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b) I AEELHLL ) TP Mkl 5o 4 IR E 44 (FQDN).
o) fEE Fh AR, SRR B

W LT 2 BB B, HBEITAS B ik ssh vl ) e s o
d) Aili%E$E (Connect) J4k4E 1R 2,
IR B A AT BT KA B, AT LA R
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b) MEFEX BITHREG CDO API A, 55541 CDO API A IS &, IEZ I = A A KBS B rp 0T, o
45 Ui,

c) siidii%#E (Connect) JF4kLEP R 2.

7ER KIS T B R (Firewall Management Center Login) X EHE, iy ARG K B5TER T H-E& FK i1 H P 44
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VED BRI o

k4 (Proceed).
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AT WA TR o B KERIERS TS AE UM B i 0% 04 Fortinet ML & (1 A1 8% LI 745 11

R A Fortinet £ IS 2 gl B A0 £2 11, 335 1 T —2 (Next).

T—F Mt 4

¥ Fortinet 4 1 WU 2UFH A K OB 8 2 0 5, 2 RX DA ARIEAMEE, 12 BH Fortinet
WU 2122 4 X

1% Fortinet 3£ LG E| 2 £ X

S

AR IE A HIT A% Fortinet ICE, %575 206 Fortinet 33 11 WSS SIH N (1) BUWRBI A 2 05, 22 481X
A 41, {E Fortinet FL'E A, U 0] 72 I SIS AT NAT S Al H #2114 K (nameif). {E 5 B0 HT,
IXEE NG A T 0 5o BEAh, A FI AR SRR 4% LR T 3 2 4% 1 X %2

« wAK - HORBERET RN

B K G IERS TR SRR DV S D)Wl e BN SIPEAMR N, R R D
VF, AU B AR . AR R L R e X TRE R, TES g

FOREE LT 1) B B O I e A X R LA, Bl S B0 0 38 SO PR R A Db 2 4 X R A6 G M IRAE R f g 3K
(22 A X R 4L, THRAT L R A

a) ERERXFT, EEZE LN,

b) TR EOER D, PR O 04l

FORGHE WU ) A E L P X, EERERM T, ERZE O
A AT e B ah Bl d 242X .

BT 2 A X, HPAT LA R A

a) RN SZ (Add SZ).
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¢) HERERXFPENLEX LR RFIHEKFRECD 48.

d) siidiZkH (Close).

FLWE I [ S BIRBUR AX, TEAT LT A

a) A1iliBEEIE (Auto-Create).
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(LB ACL IALHLIINY, B KHEEERS TR 2L F 540
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AR e

H+ ACP LU AE( Fortinet.

i
» FEARM T R 2% R AR ACL,
« U ACL 44 FE U HIRL I ACE (WMD) , ARJF R HELL F 24
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* RIS - W LLEFAEIT R IT AR I AR RS I 4
s RN - RN R OAAAE T R b, WIASEIEEE NG, o 5 A0 5N .
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ACL Lt ey &
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act tireirs i

A
fl[si.no  Bd Act name edundant ACLs Shadowed ACLs

1 outsideACL_#1
2 outsideACL_#13

3 outsideACL_#14

4 outsideACL_#19

5 outsideACL_#25
6 outsideACL_#26
7 outsideACL_#31
8 outsideACL_#34
9 dmzACL_#1

10 dmzACL_#2

11 dmzACL_#3

12 dmzACL_#4

13 dmzACL_#6

14 dmzACL_#11
15 dmzACL_#12
16 extACL_#1

17 extACL_#2

18 extACL_#3

19 extACL_#7

20 extACL_#8

21 extACL_#11

22 extACL_#12

23 extACL_#14

24 extACL_#15

25 extACL_#16

26 extACL_#17

27 localtoremote_#1
28 opt_#1

29 opt_#2

30 opt_#6-1

31 opt_#9-1

32 opt_#11-1

33 opt_#14-1

34 opt_#18

35 opt_#19

36 opt_#22-1

Summary

B

Detailed ACL Information

dmzACL_#5

C

extACL_#9, extACL_#10

extACL_#13

opt_#4
opt_#17-1
opt_#10-1
opt_#12-1

opt_#23-1
+

D

outsideACL_#2, outsideACL_#3, outsideACL_#4, outsideACL_#5,
outsideACL_#6, outsideACL_#7, outsideACL_#8, outsideACL_#9,

outsideACL_#10, outsideACL_#11, outsideACL_#12
outsideACL_#17, outsideACL_#18

outsideACL_#15, outsideACL_#16, outsideACL_#17,
outsideACL_#20, outsideACL_#21, outsideACL_#22,
outsideACL_#23, outsideACL_#24

outsideACL_#27, outsideACL_#28, outsideACL_#29,

outsideACL_#32, outsideACL_#33

dmzACL_#5

dmzACL_#7, dmzACL_#8, dmzACL_#9, dmzACL_#10
dmzACL_#13

EXtACL_#4, extACL_#5, extACL_#6

extACL_#18, extACL_#19
opt_#3
opt_#5

opt_#7-1, opt_#8-1

opt_#13-1
opt_#15-1, opt_#16-1

opt_#20, opt_#21

outsideACL_#18

outsideACL_#30

41 ACL 5 /& (Detailed ACL Information) - %t /<24l ACL fUFF4H{E . B4~ ACL #iair 5 —4
ACL £ (Shadow 5% Redundant) #xict, FHFARIRIEAR ACL DMERAT LLE A S0 H 1 ¢

1 outsideACL_#1

outsideACL_#2

outsideACL_#3

outsideACL_#4

outsideACL_#5

outsideACL_#6

outsideACL_#7

outsideACL_#8

outsideACL_#9

outsideACL_#10

outsideACL_#11

outsideACL_#12
2 outsideACL_#13

outsideACL_#17

outsideACL_#18

Source zone

outside

outside

outside

outside

outside

outside

outside

outside

outside

outside

outside

outside
outside

outside

outside

Destination zone

ANY

ANY

ANY

ANY

ANY

ANY

ANY

ANY

ANY

ANY

ANY

ANY

ANY

ANY

Source network
any

any

192.1680.1

192.168.0.10

200.200.200.1

10.10.10.10, 10.10.0.0/16

any

any
any

10.10.1.1

10.10.1.1

Destination network
10.0.0.0/8

10.0.0.0/24

1000.0/24

100.0.0/24

101.1.0/24

10.11.0/24

10.11.0/24

10.10.10.10, 10.10.0.0/16
10.10.10.10, 10.10.0.0/16
10.10.0.0/19,10.99.99.99

10.99.99.90, 10.99.99.99,

10.10.10.10, 10.10.0.0/16

10.99.99.90, 10.99.99.99,

10.10.10.10, 10.10.0.0/16,
10.99.99.99, 10.10.10.10,

10.10.0.0/16, 10.10.0.0/19
192.168.0.0/16

192.168.0.0/16

192.168.0.0/16

ANY ANY permit
ANY ANY permit
ANY ANY permit
ANY ANY permit
ANY ANY permit
ANY tcp:80 permit
ANY ANY permit
ANY ANY permit
ANY ANY permit
ANY ANY permit
ANY ANY permit
ANY ANY permit
ANY tcp:443 permit
ANY tcp:80 permit

Shadowed by
outsideACL_#1
Shadowed by
outsideACL_#1
Shadowed by
outsideACL_#1
Shadowed by
outsideACL_#1
Shadowed by
outsideACL_#1
Shadowed by
outsideACL_#1
Shadowed by
outsideACL_#1
Shadowed by
outsideACL_#1
Shadowed by
outsideACL_#1
Shadowed by
outsideACL_#1

Shadowed by
outsideAC_#1

Shadowed by
outsideACL_#13
Shadowed by
outsideACL_#13
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. 15T % 9Bt & 1% 2 Cisco Secure Firewall Management Center

18T 72 AU EC & #E1% 2 Cisco Secure Firewall Management
Center
T RA B A BT I UG B AR R BT W% w58, WA GERHT R 1) ASA Fortinet it & 1% 3] Cisco Secure

Firewall Management Center.

TR LR R D TR A BT B I TIC 1 &2 42 Cisco Secure Firewall Management Centero D BRAN 2K
Hi & #0383 Cisco Secure Firewall Threat Defense ¥ #5 . {HAE it A5 18 o 254884 Cisco Secure Firewall Threat
Defense b [FAT A AT L &

\}

ER Y KERER TIUBIERS L E K% F Cisco Secure Firewall Management Centerft, ANZZHE
AT P B P BT A 1 45

P EIPIRZS N IEHES, AE IR .
IR 2 N #EEELE (Push Configuration), KiT#% ) ASA Fortinet it & & 1% % Cisco Secure Firewall Management Center .
B KIS TR BT M R B M A5 B 80T DI G T G TR B AT E AR L, T IEAEAR R LR 2 1
#Ei% %2 Cisco Secure Firewall Management Center.
$IB3 BTG, Sl TEIRE (Download Report), R IFRAFTRE GRS .
RYGWAAE Resources MR P RAFIEBRTIRE K —DEIA (LB KERTE TR TR E) .
PB4 RSB EN, EFAEETHEIRSE . HESTERRMT SO, TR 2 R 38R
Tt n] LB 28 S5 R BAREAT b IR I
TR ST HF
W ARIT AN, TIRR SRR
1. 7EERITER (Complete Migration) 5% I, s5ili 3 #F (Support) 441
ROk on B SCHEF U .
2. EhSTEARYREIILIEAE, SRS IEPEET SN E S
AR BB R, RACEEE TR HEM dB .
3. M™% (Download).
SCHFRGRAL AT LA zip M6 5UN BBV I A ER A . R4 Zip ST R LA H &GO DB RIECE ST
4. HRBATEEMY (Email us), I L5 HECER SR TEANE B ARORG BRI
T mT LCRE R 8000 SRF SCAR B n 21 a7 s e
5. siiliiie] TAC UM (Visit TAC page), 7RISR jUi EAId TAC SCRFAE K.
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AR O] DT I R BE I A SRR TP AT TAC SCHFIE K

ERIRRHREFTAIH

¥

i)
-
=)
[

qE'il

Ei
?R

Z3

TSGR AE T AR R I ACL T4, ACL ALl A BN C & SCAEA T DA 1R 8 (AR P 45 1
fFE. AXREMER, WAL, REMBIEEEBIRE . 223 1T

BHE AR5
* E3
* ACL #LI S % (J5MCED
« HIEOULK ACL B H. filan, JiR. BAREAE.

* MEALT ACL F 8 th T LA T s v 545 0 ACL BRI 4

WURASAET W A T B8O R Jm Ry, A DL BRI T R
ER JE it N8 & iy — http:/localhost:8888/api/downloads/post_migration_summary_html format

\}

AR AR B BRI LR IEAESAT I R Jdiah .

SRR T EBERENE.
TIOTER JEIE A AR A LN, T RN Fortinet it & /2 WA EAZ 1K) -

EEHE - O Fortinet BB 2 g B4 MIRCE G R, HPp K Fortinet #: 0. & HHL
Wzﬁuﬂz Hbr BB e CUnSRIER)D M2 R it & oo & 115 B

< EFRERRGTR - WA E LS, SRR RERAL = AN AT IE RIS 1R € Fortinet LhREN TR
£

MTvo

* Fortinet}# [ % FTD & OBRES - IR 8 DRGNS S, LU WITRE Fortinet MU & 1 A% VRS 21 s
B A e 2 L RORE o BV LSRN AT RS A TR

ER O RHOAEN T8O b B B B RIEFIER O KIER .

c BEOZBMEHMBPHHTEX - LT Fortinet WAREL LM FRHITEAIE B, LAACIITR & AT s 21 jak
BT A PR A D I SRR A R R T

iR IR R IEPETH T B2 H 5 R A NAT, WL AN H] o

© JPRIPALIE - CHHE NS B PRI Fortinet X ZTEAfEE . QRN R BA MK 4
FRAACES, B KA THIEF A B O 5 AR S BATAR R A PR B AT AR RO BCE, I iy 43X
LEXS G, AR BRI B, IFIA SRR R
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s RFEA I BRI EHEEIMN . NAT FIEEE - L FEALE B kBT THITB RN e S A& B

KEGERS T REEA HART R HIZ LN . AR RXLAT, IR S A el b IR 2,
A LLT- Bl B I A

* BAEBRIBEE - AT Fortinet MUWIKTEAIE ., BIRHA S ZOE IR, o, FERAT R gaL s

MO0 T R DOER N . AR IXLEAT, BRURAE & PO AR SR R JaE . RS KR, Tahic XLtk
BET

* REFFRIECE - KB KGR THASCHFIT B IX L) BETM AR YT AL Fortinet L B TR MITEAIE . AHIXLE

17, BE BRSO R SO R e . WURSERE, NS AE A B RO T T B IR LT e

* BIFA RS RER N - 7RI 8 ) O Fortinet Point AU J& 2 2 A~ ml B 18 I Fortinet U5 ) 45

SR A

o Xof iy e I 0 SR ER A 4R

pEd E

pat i

s BIRFERT BRI RN - EREFEALL B KT THIEH 1) Fortinet U5 W42 HIRL (0TE4{E B . AHX
SEAT, JFRRUERIE PRI P A AN SRS S h . R AT EE, W) LA Bl e B L

© FUMIRAER o8 BN - A B K A TR SESCT “ R FR B U ) 42 i S s 0 8 1 4
fER. BN E AR RVE. FE. W, ik, BLEFEE. AFIXEAT, JRRUEEE R B R
BBIAEBLER > rh o WERTTEE, W LLT-2hlC B L o

* AT IPS RAEFNITE L AYTF ST HIRN - NI TIPS HEWE I Py Fortinet 1y [n] 47 i SR M I () PE 40 45
B AFAEEIXLENIEHE BB &5 SR b

« BRI T TSR B B B I AL - N T SCPESREIS (T AT Fortinet Vs ) 42l S ms AU (0 RN B . AP
B IXLRFERAE Y B A 1 S Rp b I g

BN “BE” g E A BRI EHEEIN - fEH] B TR THE ST “ HE A" 1 Fortinet U7 i £ 1]
MW PEAGE . HAS B E(H S False. SHFEES. REHE, AEXEAT, IFRIEEIERRITAM
UIBRIRZI RSN : 1 SO/ I B S - T I S W e 5 S W

ARIERE A SCRF N FT e 3 B DL L, AE A AN s B Il S B okt iU A A B rpv
(LT o S W BT R P T L M e

WA e EOR AL EFNTEIE U R TIPS BSCPFARIE NHT + ACL, W5 2 U AEXE RS -2 A2 B 0
s o AL AR R SR, DD B KIS TH AR B L RIS o B B S T FL
Bes 22 Hems vl R FRARPERE, BT e BUEIL R

AR B AL BB I3 SCRFIREME 245 R, S I B OIS BRI 6.2.3,

T3 FUMERAETIRE, Il MELIE BB Bt TR AT Fortinet FLE I H .
R A/ EHAP O, AT LR A
a) HA BB TR, AT BN ARG E ST H (BRI A HEiEs:

o P #EHI5ZR (ACL)
o [0 28 b 1l 2 ot R D)
o i 1R 2 3ok
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https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623.html

TiE%

B

HEpAEEIHIA

*
s B
* A HX R
b) FCEITARITBIIE 23R AR T2 TR C B 550 H AR -
A3 ST P X e AR (5 L, T S I E O A RS o DU R T T A I (A IO H (K
* FEWE, W8 SSH A HTTPS Ui, g b 8- & 15 & k.
* REHERE, WILE RS H &k
© BHASERE, QBB R Ak v ik
* R4 5w, Wi FlexConfig S ik
* VPN IO, ngiirbifil VPN g
s ERHEWE, g H &Kl Tk

PERS SEHAEZ 5, K O R E A B O FE B B B
RAEE R IR 4R & L A A S T AN SRR 3 SR ) 0 28

Bl KGRI T HCRE S oy O 2 BUPM O A e o BRI ATIC B PR A S TS0, D B U ST R S, X
LSRN (R H AR (5 B B S Fortinet MU & K L4

&R K IETEH TR

WA AL 1R R S5 TR T LM R S0

SR PHUE AR PRCE P KR TR SRR

T2 WIRERAF H &, TEBYIEEN Log SCIFRIFRENG S 55— M7 E .

PR3 WERBELRAFITH AT S TR S5, B VIR H resources SCIFIIFREMGE] 55— ML E
SR A MBI TR R KBRS T RSO

1B H BSOS 6 & DA, N K EHTR TR 6 & DA T IRRES, sUICiEm: H &Stk
FASCAE
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https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/platform_settings_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/platform_settings_for_firepower_threat_defense.html#concept_8637BBD154854CA498A2DA66D55A115E
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/routing_overview_for_firepower_threat_defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/flexconfig_policies.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/vpn_overview.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/connection_logging.html
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1og

HEFRIT #% 0] &

o KT Wik TRKHREHER , 56 31 1T
o FHFHERR S 1 H A RIAR SO fF , 5632 1T
* Fortinet SCfF EAR RN HERR , 25 32 7T

KT B AEE R TR BEHERR

£ Fortinet Bl & SCAF AR E0K CUT R (O RC B 2] & b0 i, TR R 2 R
XEAS I R R — S WG 0
* Fortinet It & AT A AEAR RN ER TG 8745
* Fortinet Jit & SCAF AR AEA S8 Bk 2K T 3R
© PERIER TR EAEIR
BN iEE B TR SIFRHE
B K G IE R T HAR ML R BRI R AL NI, AR BUCE SR R AR R, B H &SR B
FIRCE SCAF . EPAT LR34
1. 7E5ERIEF (Complete Migration) 5% L, st (Support) #24H .
RGN oR “HW” SCREUR.
2. W FFRHE S, RGP N AR E .

\}

AR OBAEILT, RGCEFEE R H SR dB ST

3. Mii %k (Download).
WRFRERAL AL zip A2 N AR AT B, AR . RIRSE Zip SCIFIE L&A HESCME. DB Ailfid
B

4. RGBTV ERIEEBMY (Email us), 8 HL B AR R TEANE B IE S HAR PR .
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HpEnaE |
| R

TSI AT LR R 2 SR SRR 21 fe 7 iR
5. Jhiliigie) TAC Tim (Visit TAC page), 7RIS HF iU A TAC SRR,

\)

AR T LIRS I R P B IR A SCHF BT R AC TAC SERFE K.

T HEFR = 89 H R F0H Ath ST

AE LR SO R R B B TR AR R ) R A R

X &

H & ek <migration tool folder>\logs
AR <migration tool folder>\resources
TGRS <migration tool folder>\resources
AT A <migration tool folder>\resources

Fortinet 34 & 5 M1 P& HE B

WA Fortinet MU & SCAF_EAR RIS, I B KA IEA T HICTAMRMT S AT B AT
FAE DU 7 B ) 3 AR AT S B R (A DG4 R
o B K EHT R TH SR I R - 2SS EURM B A .
s TR - KA BRI EAT” #5r, & Fortinet L B U K MBLEAT S BT RN
o HAESCHE - 48R “HR” — R BLEE KRR .
o RAEHTSCAT - BRI E Y, e CBIENT IR Fortinet Fe B ST 4 5 4 IR K1 AT o

. FIF Cisco Secure Firewall iT# T 2% Fortinet B A 3%1T # 2| Cisco Secure Firewall Threat Defense



PN IE T F2 T B L) iR
o B KBRIT R T HH WL, 28 33 1t

fp A5 #2 T B DL o) @t

BrAiEiE % TR E IR AEE

[al:  fRAs 3.0.1 [ Cisco Secure Firewall iT#5 T H 7 FFWF L35 1) g 2

& Cisco Secure Firewall iT# T E 3.0.1 BLLE{N ¥ Cisco Secure Firewall 3100 & 414E 4 M Fortinet
ERMH AR

[al: A 3.0 [1 Cisco Secure Firewall iT4% T. =2 7 £rmF L5 2 fE 2
B B 3.0 L ID RS

#I A Cisco Secure Firewall i£# T &% Fortinet B X 1%1E # 2 Cisco Secure Firewall Threat Defense .



B vt

% i

m@i

pAsEEBIAEREE |

e

RS B AT IIBIT I B ALy

A 2.5.2 ] Cisco Secure Firewall 3% T 2 37 FR0F L83 I fE 2
Fortinet [] ACL itk

Cisco Secure Firewall i3T5 T H 2.3 i KBS HYE & M H s &6 2 4a?
Cisco Secure Flrewall IR L H AT D S N SZEEIF) Fortinet By k36T 51 EH 2 FTD I H. HR
PEAIE R, SRR E T 5.

Cisco Secure Firewall iT# . H. 2.3 S Fri 4L Th e 2
5 kB3 8 1 EL 2.3 ] DUE SR M SZ =51 Fortinet &1L 8 FID ‘4.

SERF MR [ 5 £ AIA A A 2
0] U Bl k53T 8 T H MIZ 4T FortiOS 5.0 2 ¥ =il A [ B2 VDOM B2 VDOM Fortinet [
KEERITBHCE . A RBERTRIEAE S, ESHCFNIIE 5,

Fortinet [ k5% J& 5 SC R O 4.2
75. Fortinet Bj k3% 7 FTD #4eint, AN 4F04.

2 A KBTS T B ST R e T R Iy fik 2
Bl K55I R T 23 Fe L3/L4 Fortinet Bt &% 2] FTD, JH Hikv] LLER LLR Fortinet B :

© XSGR CREOr AN SCRF IR BRI BER M)
 MREEXSGL, DR H A IR 55 X SR b
* MRS BA, IRENRS G A LRSI

\}

AR TR KB B A SRR, IR KT RS TR 5 A

TR A, Ha, REITBMN L IhhE

* IPv4 fil IPv6 FQDN XJ % 541
* IPv6 FE4iScRE (B, WSt th. 4. ACL #1 NAT)
P
* NAT Hu
« f§iJ1] VIP I TP i) NAT CRFF 2 NAT)
© WA AT 1 ECMP 2% H
 YrER Rz O
s FHE
o i W

* X1 (Zones)
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o BLTIN A R0 5

NAT A 7 KB B O AN SCRF I FQDN NAZ S A 752
B K BEIT RS T B AN KO B PO AN SCREYE NAT 7B 48 H FQDN-address-object. b 7 & il 5
PMFRCE, BT n T3 E 5 FQDN WA A 1P Huhk4k

M7 KBS R L L HARBT KBS 2, Bz B AR

W YE B KBS I FE 1L B ARG KBS E 2, WIZEJH shiE B 2 wide FTD LAl -F4 0.

Bl KBRS TR 0 G Di@iE) 2

B kBT R T HASIT IR G liE) « ERshiTB2m, WEY ki g b
P B A 1T

B V12 G ] Ak A 2 A SCA 2

Z RC SR AN 22 T Fortinet 15 b5 KBS 8 BEHUL TG R AT . RIL, ‘e Iadi 2%, &
DAIBAT AN A T M A TC B o I A 99 K5 7 O T B BC S WA 2835 0 v (R AT ART AN A S 1 41
B3-S

RIGERBRTIRE AT — MR . 75 AT DL 1 gk 42

RIS ERAB AL OISO 4ks:, WK B EASITR .

FEATT R BCFR o DL B IR A4 2
T Bz A 24N TP Muhk sk Hoor e T 7 R A ) TP ik (5 /32 1 /128) TR A AT AR Lo
BEARA, S IE 1P ik i TR .

fnfa] S HY Fortinet i & ?

& LAk M Fortigate % 7% 5% FortiManager (41315 4% i FortiManager £ #) HH42HCk T H
Fortinet it & . 1 XKTEAMME S, 1S M Fortinet By K 55 T HIIC &

o

5 i BRI K S e B 0o A RE A B K 832 LR H AR Sh g ?
HARBI I B AL 6.6 B B i ARCAS SCRFIE TN [8] 1RO B Dh
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APPENDIX A

R BTN M 4% - 2 AR
o WBHS I LS - BIEEE 5 37 0

EH £ gt Y2 3| A

BRI M 2% - 1E R
R IEAE B KT R TR PR SRR RN, P R AR 388 I s S A AR [ e e AR
IR HNE oL T, A ECREITAS 1) Fortinet Mo B HERE B B UL, HEIR AR S5 23 M iz (i 1S U]
A SCrE, IR ) DAL B2 Jake SURIER . e RS A SEUE T A A Cisco.com KR P EAIEEE
K PIKEIER TR, ENEIEASHERER =, FF BB TR M A&
<migration tool folder>\resources \ telemetry data

RS SCRE IE L LU AE 1 R

R LAFKER

RS |k &

BEER 1847 B KBEIER T H MERE R . ' AT LLJE Windows7/Windows10 64 11/ /macOS | Windows

5 High Sierra 7

WS | TR B KB T Eds . & BLUE Mozilla/5.0 5% Moxzilla/5.0
Chrome/68.0.3440.106 &Y, Safari/537.36

% 2:iF Fortinet {5 8

HiER 3% ~l{E

WA PR T Fortinet

WIS Fortinet [1])7%1 5 WIS ClnA7
£ .

NN Bithes Fortinet )75 FGT80E

PR 2% FAS Fortinet HfiuAs 6.0.6
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BRI - ENKE |

iR i THE
PRI E VRCE ¥ AT H 504
Bl KB Fortinet [0 & AR5 KA - Bl siE ] | Bl
15 SR Fortinet [ 50, X1 DUZ LIS a2 1 | s
5o
Fortinet BL &4t it:
ACL 14 HEHEEIV M 411 ACL it 46
Vi ) R T i I R0 K 46
NAT 0 T4 NAT iR % 17
B DU S Fortinet H1 it 1 14 19 £ 5% 5 40 34
RETE SR Fortinet " [1) 199 £ 5% 52 41 45 6
it UM R4 it 0 IR B 85
i I A1 HL ity D0 G A B 37
SRV TR | A2 SRR U ) B0 R 3
AN SRR NAT BUMTHEC | A2 SRR NAT U 1) B0 3 5 0
BT FQDN Fis i $UUTHH | 2T FQDN s ) 45 7
LT IS 1 Y Bl 0 e 28 | 5T I T e L 7 ) 0 ) 1
BT SGT Vi M THEL | HT SGT vy i) B i 0
TEIEBTRETHE
FS ] W fE AT A G TR B B AT H 68
AT (K7 ) I B AT (U7 1) 90000 0 3
¥ % Fortinet EEF#HAER...
EMILE T RA VPN JETRAE Fortinet ¢ & T RA VPN false
JEHCE T S2S VPN JE AL Fortinet D¢ 1 3k £i8] VPN false
e IE T BGP JETTAE Fortinet i’ T BGP false
JEILE T OSPF JEAT/E Fortinet L E T OSPF false
EN I IDRRT S P 10 A b P ) 5 0
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6.2.3.3 CNHBRRA 76)

HFREEIR | B B A A, B RE L | 7 B .
it
Hbrvesehi | H bR A 75
ZIS
HEr &M | Hir¥&HaE Cisco Secure Firewall Threat Defense for VMware
%4
TR THER | IT8 THIRA 1.1.0.1912
ZS
R4 IBHE
iz s iE:pUS R
&
i B SR A
EX 7 i 5 T SR 1) 44 B AF
1E
Y7 TR RE I LM ACL Bl g% |0
I ACL BT | BT ACL FULE |3
PRI ACP BT |97 ACP MU M8 (O
NAT RHE
R NAT S0 IR 44 PR A
1t
NAT FLI -4 IR NAT US4 |0
FRZMITRE I NAT BT | B0 82 10 NAT JUUE |0
BEZIBIFEMER...
2 dmbr O ST L B 0
TR C OB 7R DR 0
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iR i3 Al
18
A I H 4 A I PR R 0
P87 B RIRT 53 34
G B 0 R AL 6
A IR QI X R |3
W &% o) 5 T o HOHE ] A0 5 8L 21
W 4% o) 5 iy 44 CINGEAINPIE it 1
it 1) 5 R H 4 AT M %8 |0
iy 1108 G T iy 44 TH L EXGEAINEIRPOE 3t 0

*®EBAEEH IR LR

HiEm iz:pu ThiE

B 0 I 1) fif# bt Fortinet it B4 T T 5 IS 0] CLAZM o Sf) | 14

SRR i 38 it 1 T 5 (R AU IR IR) - C L34 kg B4 ) 592

Pic B AREIA I TR] | HELS f5e 20 BB A (RO TR) CLL2R ok A7) 7
ERIRE K Fortinet fic EIEF 2 7 HLpLy (KPR SUCCESS

BRI R B KERIER TR Ros R S null

B R ] A R R ARSI BOA AT BEAORRA s R e ] | mull

= Fortinet 7= {5 32 14

LA BiI2% 174 5C Fortinet X8 fia) JauH 95 A XA P93 I A4 SCAT«

{

"metadata": {
"contentType": "application/json",
"topic": "migrationtool.telemetry"

}7

"payload": {
"fortinet config stats": {

"Ipv6_access rule counts": 3,
"Ipv6 _bgp count": O,
"Ipv6_nat rule count": 3,
"Ipv6_network counts": 3,

"Ipv6_ static route counts": 6,
"access rules counts": 62,

"acl counts": 62,

"fgdn based access_rule counts": 2,
"nat rule counts": 27,
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"network object counts": 59,
"network object group_ counts": 11,
"no of fqgdn based objects": 9,
"port object counts": 166,
"port object group_ counts": 37,
"timerange based access_rule counts": 0,
"total unparsed access_rule counts": O,
"tunneling protocol based access_rule counts": 0,
"unparsed config count": O,
"unsupported access_rules_count": 0,
"unsupported nat rule count": 0
}I
"context mode": "SINGLE",
"error description”: null,
"error_message": null,
"firewall mode": "ROUTED",
"log info_acl_count": 0,
"migration status": "SUCCESS",
"migration summary": {
"access_control policy": [
[
{
"access_rule counts": 62,
"apply file policy rule counts": 0,
"apply ips_policy rule counts": O,
"apply log rule counts": O,
"do not migrate rule counts": O,
"enable hit count": false,
"expanded_acp_rule counts": 1,
"name": "FTD-Mig-ACP-1602513965",
"partially migrated acl rule counts": O,
"time based acl count": O,
"total acl element counts": 69,
"update rule action_counts": 0

] r
"interface counts": 20,
"interface group counts": 0,
"interface group manually created counts": O,
"ip sla monitor_ count": O,
"nat Policy": [

[

{
"NAT rule counts": 27,

"do not migrate rule counts": O,
"name": "FTD-Mig-1602513959",
"partially migrated nat rule counts": 0
}
1

] r

"network object rename counts": 0,

"network object reused counts": 37,

"object group_counts": 2,

"objects counts": 35,

"port object rename counts": O,

"port object reused counts": 10,

"prefilter control policy": [
[
{

"do not migrate rule counts": O,

"name": null,
"partially migrated acl rule counts": O,
"prefilter rule counts": 0
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]I
"security zone counts": 19,
"security zone manually created counts": 0,
"static_routes_counts": 9,
"sub interface counts": 20,
"time out": false
}I
"migration tool version": "2.3",
"mtu_info": {
"interface name": null,
"mtu_value": null
}I
"rule change_acl count": O,
"selective policy": {
"acl": true,
"acl policy": true,
"application": false,
"csm": true,
"interface": true,
"interface groups": true,
"migrate tunneled routes": false,
"nat": true,
"network object": true,
"policy assignment": true,
"populate sz": false,
"port object": true,
"routes": true,
"security zones": true,
"unreferenced": true
}I
"source_config counts": O,
"source device model number": "FGT80E",
"source device serial number": null,
"source _device version": "6.0.6",
"source_type": "FORTINET",
"system information": {
"browser": "Chrome/85.0.4183.121",

"operating system": "Windows NT 10.0; Win64; x64"
}I
"target device model": "Cisco Firepower 9000 Series SM-24 Threat Defense",
"target device version": "76",
"target management type": "6.6.0 (build 56)",
"target management version": "6.6.0 (build 56)",
"template version": "1.1",
"time": "2020-10-12 20:16:15",

"tool analytics data": {
"objectsplit 100 _count": 0

}I

"tool performance": {
"config push time": 533,

"conversion time": 3,
"migration time": 1108
}
}I
"version": "1.0"
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