> o

TEIXE

o WEHME, 510

* fid'® SSH, % 8 il

o fit'® TLS, 55 12 7L

e Bl 'E Telnet, %5 14 7L

 fit'® SNMP , 5 14 7T

* 0% HTTPS , %524 71

« NLE AAA, %537 1T

o IGUFEFE AAA RS ARBCE , 5 49 1T
cHERFGHE, Hs51 0

* L& DNS k4545 , 553 1t

* JAH FIPS #ix , 28 54 01

o Ja s A ARERE S, 58 55 T

s BOE IP Vi , 555 0t

o JARASSEIFE 0NN MAC haT4%, JFEE AL MAC sk, 25 57 10
o RGN I IR B S, 5 59 T
o PCE AR SRS, 2R 62 UL

s BCEHUA URL , 5 64 7L

\n_ ca A Y

W E HHEIFART 8]
] R SCA A CLI iy A 1E R %0 LG E W 2SR B (NTP), 2 & H IR ], 803 25 0T
RGN Ao
NTP % &1t Firepower 4100/9300 HUAH S5HUAH [ 2B MAT 1848 B4 2 [0 H Bl )0

\}

AR WURMBAE Firepower 4100/9300 HUAH _F 75 Firepower J&UFrB5 1, W LAZRAE Firepower 4100/9300 HLAH
FACE NTP, AR BeVF il 1B TAE IR R A v MR I TR E i . #8NX) Firepower 4100/9300 ALAT
A1 Firepower & B Ly AT AR NTP k4535, HIEHEE, EARETH Firepower 5 H o AE A (1)
Firepower 4100/9300 #L4H 1) NTP JIx %5 #% o

Faigs [l



Fans |

B zseswamasE

L A T & NTP, U A) LAZE 2 BT A /8] (Current Time) YB35 F A H KR AOIRA, sl tnl LA
I 2L B 8] [E] 4 (Time Synchronization) £ 1 [ NTP R 5588 (NTP Server) &£ 4 (1) “ 25 #IR 7S (Server
Status)” FEE AT CECE M NTP RS2 FIRIRES . W KRG VL SR € NTP IjRGS#: R, &
A UB bR B AE “ R4S 2%IR A (Server Status)” 55324 145 & Bl Ax _E3REUE 245 & .

EFAECERY HEAFOET 8

WERX

UK

HA4% % FXOS CLI (2 [ 1i ] FXOS CLD .
PO CURCE R, HPAT DA A
Firepower-chassis# show timezone

237 TC 1) I U1 ] «

Firepower-chassis# show clock

Gt

LA 391 S s B ] A8 73S TG 5 D B DRI i 28 8 H 30 2 I 1 -

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

UK

HEAN R G

Firepower-chassis# scope system

BEAR GRS

Firepower-chassis /system # scope services
WHEX:

Firepower-chassis /system/services # set timezone

PEI, RGN S BTN TR S/ DR DX DSR2 5 o AERES R GUPEn 15 b i
ANIEHIE R
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MRGERAREAEE BN, KRG EIIACRE TIEMPN XA WA 1 G2 T,

BN 2 (1) BUHERAE.
BEA CORCE D, AT U 4
Firepower-chassis /system/services # top

Firepower-chassis# show timezone

Gt
LAR 7 DR I XE B ARSI X, $&A84 855, IF H o CRCE I X

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe

3) Antarctica 6) Atlantic Ocean 9) Indian Ocean

#? 2

Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49
Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County
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8) Eastern Time - Indiana - Crawford County
9) Eastern Time - Indiana - Pike County
10) Eastern Time - Indiana - Switzerland County
11) Central Time
12) Central Time - Indiana - Perry County
13) Central Time - Indiana - Starke County
14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County
16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County
18) Mountain Time
19) Mountain Time - south Idaho & east Oregon
20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time
22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time
24) Alaska Time - Alaska panhandle
25) Alaska Time - southeast Alaska panhandle
26) Alaska Time - Alaska panhandle neck
27) Alaska Time - west Alaska
28) Aleutian Islands
29) Hawaii
#? 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#

£/ NTP 1% & H B #06|8]

NTP J TS tirr R 552 REL,  AIAE W28 R GEH SR AR 0[R20 I I o I T SR MR8 A i ZEX IR

)

B, BIAE CRL, L ALFRRHIN AR, B2 v LIRCHE 4 4> NTP IR55 4% .

TaigE |

a4

FXOS {# i NTP A 3,

FHia Z |l

WSS AL T NTP IRS:2%, AZ0HEL E DNS R4S 25. 20 il & DNS 452 . 26 53
s

~




L uds L |

UK

N R G
Firepower-chassis# scope system

BRGNS

Firepower-chassis /system # scope services

fEFFRE M N IPv4 B IPve HAIEAC & R EE, AT NTP %5 4%

Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}
(&) ML NTP S 5iiF

ISR SHAL HEAT NTP IRZ- 25 B0 50 iF . M NTP 25 25 3REUHEH ID Fifi. filtnn, AR T
OpenSSL f NTP fIR25-%% 4.2.8p8 Wik T mihieA A= ik SHAL 24H, &%\ ntp-keygen -M 114>, &
JA1E ntp.keys SCAFH A F %5 1D AUE . B T35 J0%0 7 i R AR 25 w76 V153090 JS 97k B2 o 244 FH WA
i

a) W SHAL %% ID.
set ntp-shal-key-id key id
b) WE SHAl ZHF5H.
set ntp-shal-key-string
RGP MmN 7R 8.
c) B ntp-server B,
exit
d) JiJH NTPAIE.

enable ntp-authentication
il

firepower /system/services/ntp-server* # set ntp-shal-key-string 11
firepower /system/services/ntp-server* # set ntp-shal-key-string
NTP SHA-1 key string: 7092334a7809ab9873124c08123d£f9097097fe72
firepower /system/services/ntp-server* # exit

firepower /system/services* # enable authentication

RS R BN RGN A

Firepower-chassis /system/services # commit-buffer

TE A CHCE R NTP RS2 [R50

Firepower-chassis /system/services # show ntp-server

HIT AERE NTP RS2 10 AR
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Firepower-chassis /system/services # scope ntp-server {hostname | ip-addyr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

Gt

DU 746 4di ] TP bk 192.168.200.101 B NTP R 458 3F HIRATAT %

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

PLR 7514 ] IPv6 Hihik 4001::6 Bl & NTP IRk 45 28 51 HAZATE5S:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

P ARG
Firepower-chassis# scope system
BB 2 EANRGRSHA:
Firepower-chassis /system # scope services
SIE3 MR EHLA . TPv4 5 IPv6 Hubik (1) NTP 45 2%
Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}
T4 BRI BRI E

Firepower-chassis /system/services # commit-buffer

Gt

DL =B 5 4T TP Huhl 192.168.200.101 () NTP k4528, 3 HIZAZE%:

Firepower-chassis# scope system
Firepower-chassis /system # scope services
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Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

DU s 1Pve Hutilk 4001::6 [ NTP IR%-4, I HIEAAT4%

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

F i & HEAF0AT (5]

Y

AT AU LE Firepower HUAR b T35 B H IR 0] o R GERBE T B AERE

pE

WER RGP U ETIEAE S NTP IRS-#% 70, LT3 H BRI A

HEN R G

Firepower-chassis# scope system

BEA RGeS

Firepower-chassis /system # scope services

L R

Firepower-chassis /system/services # set clock month day year hour min sec

T, A A RS =AN . AN AUE ] 24 NS, T8 7 pm AT RURIAY 19,
RGN BME SO AR TN X .

Gt
PAUR /R BIBCE T R GE o

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #




B ==sse

Bc & SSH

N
8
N

Fans |

PA R F2 A 4l an o] Jo FH 4% FRAE A SSH v 17 Firepower HLAR W) H4 FXOS HUA1E R SSH & ) i J5
AL RAR A EE & SSH I T SSH 5545 M1 SSH 7% 7 i INEE 8% B ACH M1 JEL 5 A Bk 1A 25 b ik

o

ZRINTEUL R, SSH AbF )3 IR ZS.

UK

i&)\}%éﬁiﬁlﬁz

Firepower-chassis # scope system

BEA RGeS A

Firepower-chassis /system # scope services

FECE X} Firepower HUAR 1) SSH Vi), i5HAT UL FE1EZ —:

* LLAVERT Firepower HIAAEEAT SSH Viin), HHIALLT fir 2

Firepower-chassis /system/services # enable ssh-server

o BUAEEX) Firepower HUARZEAT SSH Vi in], 1EHIALL T iy 4

Firepower-chassis /system/services # disable ssh-server

e B Al 55 s PR s B«

Firepower-chassis /system/services # set ssh-server encrypt-algorithm encrypt algorithm

T

Firepower /system/services # set ssh-server encrypt-algorithm ?

3des-cbc 3des Cbc

aesl28-cbc Aesl28 Cbc
aesl28-ctr Aesl28 Ctr
aesl92-cbc Aesl92 Cbc
aesl92-ctr Aesl92 Ctr
aes256-cbc RAes256 Cbc
aes256-ctr Aes256 Ctr

i
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P o LRI P AR AR N AN SCHR DU s Sk
* 3des-cbc
* chacha20-poly1305@openssh.com
* chacha20-poly1305@openssh.com 7 FIPS H1 A5 3 . ani4E FXOS HIAH FJHH T FIPS
i, MIASEELE ] chacha20-poly1305@openssh.com 1 4 I 5vd:
o UM EEBRAA S A H :
aes128-cbe

aes192-cbc
aes265-cbc

Fic. & it 45 %% Diffie-hellman (DH) % 8148 #u517%:
Firepower-chassis /system/services # set ssh-server kex-algorithm

i

Firepower /system/services # set ssh-server kex-algorithm
diffie-hellman-groupl-shal Diffie Hellman Groupl Shal
diffie-hellman-groupl4-shal Diffie Hellman Groupl4 Shal

DH %A e Ao ik AT A — 5 Bduf s (L 2358 . RS e 528 A M ENLS e A, DAER
PN G D IR, SEB3HAS W E 3 B UR S5 28 S 0 I E . A M8 H DH S HAS e 5 ik NS
B, &2 RFC 4253,

R o FTRRAERER R R SR LT 300148 B0
* diffie-hellman-group14-sha256
* curve25519-sha256
* curve25519-sha256@libssh.org
* £ FIPS B AN SRR LUR S P H bk
* curve25519-sha256

* curve25519-sha256@libssh.org

WE MRS A% mac 5ik:

Firepower-chassis /system/services # set ssh-server mac-algorithm

il

Firepower /system/services # set ssh-server mac-algorithm
hmac-shal Hmac Shal

hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Sha2 256
hmac-sha2-512 Hmac Sha2 512
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WIRT TS TEHEY, A RSA B PI BIHCN
BB (LA SRALD K 8 (A4, HAT 1024 21 2048 2 (8] F& € I3 FIBLHO /INERK, A2 ik
RSA S PI0S Pl (I TR0l . U 2048
Firepower-chassis /system/services # set ssh-server host-key rsa modulus value

TP

Firepower /system/services # set ssh-server host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-server host-key rsa 2048

$IE8 N TIRSAE PR ECRIR G, W E FXOS Wit & ifig i aridhs L AVFinE (UL KB
£ .
Firepower-chassis /system/services # set ssh-server rekey-limit volume KB of Traffic

i

Firepower /system/services # set /system/services # set ssh-server rekey-limit volume ?
100-4194303 Max volume limit in KB

W9 N TIRSSA EH NUR I R BR ], 3 CE FXOS Wi T2 i 8 2 57 SR VPR SSH 23 il 2 W [a] (LL2rBh
HEAL) o
Firepower-chassis /system/services # set ssh-server rekey-limit time minutes

i

Firepower /system/services # set /system/services # set ssh-server rekey-limit time ?
10-1440 Max time limit in Minutes

TR0 KL IR TR E

Firepower /system/services # commit-buffer

TR FER TSR A, USR] SSH THLA Pk A
Firepower /system/services # ssh-client stricthostkeycheck enable/disable/prompt

i

Firepower /system/services # set ssh-client stricthostkeycheck enable
* BA - iR FXOS CANM BN RS THVES, SRk, BAZirE FXOS CLI H1
18 2R G5/ 45 1 T 1) enter ssh-host iy T30 00 L.
* BN - R THUAA TP AR ENUE Y, RASIREEZ SR 4% FHLE .
* B - R BURHK A 3hEsz TR AR I R .

P12 FUE R Nk
Firepower-chassis /system/services # set ssh-client encrypt-algorithm encrypt_algorithm

IR

Firepower /system/services # set ssh-client encrypt-algorithm ?
3des-cbc 3des Cbc
aesl28-cbc Aesl28 Cbc
aesl28-ctr Aesl28 Ctr
aesl92-cbc Aesl92 Cbc




mEssH
aesl92-ctr Aesl92 Ctr
aes256-cbc Aes256 Cbc
aes256-ctr Aes256 Ctr
iR * B FRUEPASSCFE 3des-cbe. WIRAE FXOS HUAH L8 A 7l A bR vERL, A REAE

3des-cbe 1E A e 5k .
* UM I SEBRAAS A :

aes128-cbc
aes192-cbc
aes265-cbc

fic. & % )7 3 Diffie-hellman (DH) 25548 #4015k
Firepower-chassis /system/services # set ssh-client kex-algorithm

i

Firepower /system/services # set ssh-client kex-algorithm
diffie-hellman-groupl-shal Diffie Hellman Groupl Shal
diffie-hellman-groupl4-shal Diffie Hellman Groupl4 Shal

H %A A TGk AT — J7 Bl s PO 4] . AR I 5 2 M ENLEARC A&, DR
HEENL S IAE. & %H@?%Tzzw,\ﬁzﬁﬂ&%%%%%%iﬁo H R H DH ZAHA #I7 LRI 1R
B, 1EZ{ RFC 4253,

WE & S i mac HIE:

Firepower-chassis /system/services # set ssh-client mac-algorithm

il

Firepower /system/services # set ssh-client mac-algorithm
hmac-shal Hmac Shal

hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Sha2 256
hmac-sha2-512 Hmac Sha2 512

TR i LA, N RSA B ORI

BB CLA R BT Nl 8 A5 AT 1024 31 2048 2 J0). $8 € S SRE R/ NERR, A2k
RSA YIS Pl (RN TR AUl . iU 2048

Firepower-chassis /system/services # set ssh-client host-key rsa modulus value

T

Firepower /system/services # set ssh-client host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-client host-key rsa 2048

128 g B S A R B, T B FXOS Wb & il i b avriiiisE (LLKB A
) .

Firepower-chassis /system/services # set ssh-client rekey-limit volume KB of Traffic

i
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Firepower /system/services # set /system/services # set ssh-client rekey-limit volume ?
100-4194303 Max volume limit in KB

X e SR IN )RR, 5 B FXOS WidT 2 WERL Z i SevF (¥ SSH 2 iR IR TA] (LA
AL
Firepower-chassis /system/services # set ssh-client rekey-limit time minutes

IR

Firepower /system/services # set /system/services # set ssh-client rekey-limit time ?
10-1440 Max time limit in Minutes

RSB ARG E -

Firepower /system/services # commit-buffer

Gt

PLR 7R J3 %) Firepower HUAR K SSH Vi ], I HEEAAT 55 -

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

ki )z 2 4 (TLS) WIsCAE PSR 1) N T 2 IRV DR FE A 2 A AN St e 480k o 80T U FXOS CLI
KM FXOS HUAR 55 AN B £ 815 I SO VF IR A% TLS WA o OB K TLS A il S 4 5 22 42 IR A
LR AR TLS FRASURE i) i AHe A8 TH Y

W, G F R FXOS HUAH LR E K TLS fA Dy 1.1 R, 1 HL2 7 i) S0 28 e & AIE 4T 1.0
W, AR ks Joykiial HTTPS #1715 FXOS MU B FEas i)z . Ik, 0200 24 M e & % 45 1
FHAI LDAP IR4%-5%,

PR R B T A i AN A FXOS HUA 5 A e 46 18] I IELAS Iy SE VR eI TLS A

TR

« # % FXO0S 2.3(1) A, FXOS HUAHMIER NI AE TLS JRAA v1.1.

i

BRI

Firepower-chassis# scope system




waTs ]

P2 BEEMARZEH A TLS AL i -
Firepower-chassis /system # set services tls-ver

i

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver

vl 0 v1.0
vli 1l wvl.1
vl 2 wvl1.2

PIB 3 BE HAE TLS fiiAS:

Firepower-chassis /system # set services tls-ver version

i

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

TR RE:

Firepower-chassis /system # commit-buffer

PIRS WORTEEM RS EE R TLS JRAR:
Firepower-chassis /system # scope services

Firepower-chassis /system/services # show

Tl

Firepower-chassis /system/services # show
Name: ssh

Admin State: Enabled

Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Cbc,RAes256 Cbc,Aesl28 Cbc,Aesl92 Cbc,Aes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa

Host Key Size: 2048
Volume: None Time: None
Name: telnet

Admin State: Disabled

Port: 23
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: default

Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH:+MEDIU
M:+EXP:+eNULL

Https authentication type: Cert Auth

Crl mode: Relaxed
TLS:

TLS version: v1.2




. BL & Telnet

fic & Telnet

LU N RS ] 3 FH B 2% F A Firepower HLAR ) Telnet V5]« BRINIEUL K, Telnet &b T2 AR .

\}
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HHT, Telnet M & X ATAEALH] CLI N A R AEH]

UK

HANR G
Firepower-chassis # scope system
BEAN R GRS
Firepower-chassis /system # scope services
TR E X} Firepower HUAA ) Telnet V), 34T DL R 42 —:
o B AU Firepower HLAAIHEAT Telnet Vi), 1EHIALL T T2
Firepower-chassis /system/services # enable telnet-server
o B2 ||} Firepower HUAAIETT Telnet 5], iEHIALL Fdr4:

Firepower-chassis /system/services # disable telnet-server

FAESTIRAL R RS

Firepower /system/services # commit-buffer

Gt

LR 7= 41 5 H Telnet 3 H3RACT45:

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

AN UWHTLE Firepower ALAE L ] 5 0 26 5 BRI (SNMP). HCTEAIE B, WS LT &

A
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\}

=7 snve [

i PP 25 P (SNMP) 2 — NN TR B3, HI -2 SNMP 8 B G RACEE 2 Tia] FR 0475 B2 (13 EA%
o SNMP FR AT T~ WP AN B R0 25 o ()3 2 A AR HE LA AT T 5

SNMP HEZE b = N850 41 -
* SNMP & RE#E - F Tl i SNMP 47 il R W 42 WM 4% 15 45 TG 31K R 4.

* SNMP X - Firepower HUAH N T AFALAY,  H 1454 Firepower HUAR 1 505 HE AR 3 75 22 1) SNMP
B R T 2 . Firepower HUAHHL S /RHLA MIB 226 . B8 A SNMP A -G 2 #E 28 FnAX
P2 AR, HLE Firepower MR FE 2% 5 FXOS CLI i3 F JEHc & SNMP.

o EHE RE (MIB) - SNMP A HE F 325 0 5854

Firepower HL4f % £F SNMPv1. SNMPv2c Al SNMPv3. SNMPvI1 Fil SNMPv2c #3 4 Fl 3 41 X 2
Ak, K SNMP e X, iHZ B LL Fhrik:

* RFC 3410 (http://tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)
* RFC 3413 (http://tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
* RFC 3415 (http://tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)

* RFC 3584 (http://tools.ietf.org/html/rfc3584)

TR

SNMP & %0

THTERL, SNMP WA 1 Ml 2c EATZER S MLl eI MEmpraE S, Rtk
XA, % TR 7S 2K B RRAS M — () S B

SNMP ] SHE T BE A& BENS ZE BOR ) SNMP AR & o IX 28T AN ZER AN SNMP 45 BILER A ik 1
Ko AT LR RAME L Al ERE S EEEUT. BIAHARE t 8 001 R TR e AR
FifF.

Firepower HUAKF SNMP Il %17 S PP BB A FEBFAN U@ T 5, (A0 SNMP & PR g AE I 31 B

WFIANJGEAEATAAIN, IF H. Firepower HURJCIA A 52 A& 77 CHCRIBAIF . I 1335 K 10 SNMP 27
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http://tools.ietf.org/html/rfc3411
http://tools.ietf.org/html/rfc3412
http://tools.ietf.org/html/rfc3413
http://tools.ietf.org/html/rfc3414
http://tools.ietf.org/html/rfc3415
http://tools.ietf.org/html/rfc3416
http://tools.ietf.org/html/rfc3417
http://tools.ietf.org/html/rfc3418
http://tools.ietf.org/html/rfc3584
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ZREF— SNMP Wi 5 B B 50T (PDU) SKHHATH R . U058 Firepower M4 AW PDU, NJHAJ
PLFR VR IETB A0S K
{HJE, WA AT S SNMPv2e T, XA AL 4, RIEASE S .

SNMP %= £ 2% 5| FA1 R

SNMPv1. SNMPv2c Fll SNMPv3 43 3 AN [ (1) 2 A i
TR SNMP 714 LI 11 22 4 WL o

LA E B 5 SNMP BB SGIBR IR S Br i IO PR o AR a1 il 15 7 205 90 SR e
T SR S SCFRFI 2 Ao B T S8t K 22 R SNMP 22 4403 SCFF LR — A E @ A
B

* noAuthNoPriv - J& 5 ) 5 iF 54 i 2%
* authNoPriv - S 50E, (HIGIN%

* authPriv - 5435 UEA1 N

LAY Pk 2 Ao 45 5 R E A

SNMPv3 [l $2 4t T 2 AR A 2 A g o 22 ARSI P MU P e Ak 1) £ (0 BB 1) B B E 5
o AR AR R SRVF LRI o AR A 0 A 4 5 KA 2 AE AL BE SNMP $i4)s
IR R 1) 22 2B

SZHFHT SNMP 2 £1EBVFIL BI4A &
e % A BRI £ S

R 1: SNMP 22 & 18RI F0 2R 5

U7 | BRI [ [ RR

= =

vl | noAuthNoPriv | #: X 75 8 | 5 | 4 FH AL X 7455 5B VS B HEA T 5 A0 B0 AIF

v2c | noAuthNoPriv | # X FRF it | 45 | F AL X 755 R VSR EA T 5 0 3640

V3 | noAuthNoPriv | fi] j1 4 | EH P A USRS T A 5AIE
AR HARTTDIBCE, 1H FXOS AYE R noauthNorriv 5

SNMP 55 3 JiR e & H

V3 |authNoPriv. |HMAC-SHA | 75 | $2{{tJLF HMAC %4557k (SHA) S0 5 E .

V3 | authPriv HMAC-SHA | DES | it 3+ HMAC-SHA V51 S 0 WiE . Bt T2 i Bt
(CBC) DES (DES-56) #aifE 1 S UEAr, bR n 2 b
#E (DES) 56 £ 1% .
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SNMPv3 & £ Tfj ¢

SNMPv3 J8 i K E R 45 5 iR T B 00 56 UE AN D 26 AH 25 & R B2 L0 5 2 B 2 3 N . SNMPV3 (X 3%
CLHC B R P SRS B, 43N SNMP W8 . SNMPv3 511 /' i 22 R 8 (USM) 295
SNMP 71 Bl 22 4s, FEHAELL R RS

* THESEENE - B ORI EORAE R BB O R BEAT B el 58, JF BB e SR S sl i )
ARSI A BUIN R -

* THESRIES G IRE - BRI CREAERZAT ettt el 197 W B EAT A
o B TERINE - SR FUR AN L SR B R i sl A

SNMP 7%

Firepower L4 SNMP $#214E 31| 57 £

&3+ MIB B9
Firepower NI 307 MIB ) K215 1)
A AT HIHE 2 MIB FIZE(] AbSRIUX EE MIB 115 8, 1HS 0 (AR FXOS MIB %151 ) .

&M T SNMPv3 F P 89 53 38 I thiY
Firepower HLATE % SNMPv3 H] 7 324 HMAC-SHA-96 (SHA) & {73 563k p i3

&M T SNMPv3 ] P HY AES F2FA 17138

Firepower HUR S 1w 203 b5k (AES) 1124 I T SNMPv3 i SO R B FA B 2 — JF45 45 RFC
3826.

B A B uY, priv E IR AL DES o 128 {7 AES N[k, LLET SNMP 224 . Witk | i
AES-128 fit B I 7% SNMPv3 H S I AL 250, ) Firepower HLAR S FHZ BE FA TS A K AE 1 128 £ AES
. AES BAAEM S0 BAT )\ AFRF. RO E, B4R eH% 64 75

J5F SNMP FEc & SNMP [E 14

UK

7 AP VN LAY B
Firepower-chassis# scope monitoring

1B 2 31 SNMP:

Firepower-chassis /monitoring # enable snmp
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B =5 snve stmE snvp m i

$1E3

$IE5

(A[iE) HEA SNMP AEX K :
Firepower-chassis /monitoring # set snmp community
fI set snmp community %5, REFERE N SNMP #EIX A FK .
AT SNMP A X A FRIN, 43 245K 11 SNMP @ F 8 B3 156 118 3K 5 Fl SNMP hitAs 1
2c

ER TERE, SNMP A 1M 2¢ AATTE R AN A e AT I 175 A T A
B BFRAEDCPRT S, % TR 7S I RRAS e () S AR 5

FE SNMP #LX 44 8K;  BEAEIX A RRHAE SNMP #8041 X 44 0] DU R B A 45 R, 2 32
M
Firepower-chassis /monitoring # Enter a snmp community: community-name
B — M AR (H)g, &nT LUE set snmp community 7 36 U7 48K ZEMIBRILA #EIX & 8K
CIAJES 22K H SNMP 3 72 55 FL 28 ) 46 1175 Sk 25 F SNMP [RAS 1 Al 2¢) , 1\ set snmp community,
THABEANAL DX ZF s B2, N FHAZ Enter. fEEHRACZMIX )G, show snmp fi K 45
LUMAT: RERERK: W,
TR 15T SNMP R ARG RN . REAR AL AT LUMER PR 747 R, w2 255 77T, fl
D Sl Bk B A AT 5 6

Firepower-chassis /monitoring # set snmp syscontact system-contact-name
fia e SNMP AABE (RS54 AT {ER BN S . RGN E LR LA B F B/ i, i
2 512 NFAT

Firepower-chassis /monitoring # set snmp syslocation system-location-name

FAL SR LB R G A -

Firepower-chassis /monitoring # commit-buffer

Gt

PLR 7R )5 ) SNMP, it # 44 24 SnmpCommSystem? () SNMP #E[X., it & 44 4 contactperson
MRGHREN, FLE %N systemlocation IR NN E, I HIRASATS:

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

T—5Hit+4
Bz SNMP [EREFIFT ) .
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Firepower-chassis# scope monitoring

J ] SNMP:

Firepower-chassis /monitoring # enable snmp

TG E I ENLL . [Pv4 HilikE IPve Huhl6) 8 SNMP F4BF.

Firepower-chassis /monitoring # create snmp-trap {/hostname | ip-addr | ip6-addr}

52 FHT- SNMP BB SNMP #IX 44 B fiAs 3 - 44

Firepower-chassis /monitoring/snmp-trap # set community community-name

5 5E SNMPv1/v2e 41 D7 4F o SNMPv3 Jl 7 4%, LARVRUG MIBERIE H bR FA LA 200, ARG
BAEWEX AR AR ATEE 32 N7 8, AEERK AN R

5 5E FH T SNMP [ B fg i 1«
Firepower-chassis /monitoring/snmp-trap # set port port-num

i€ T BBk SNMP AR 55«

Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2¢ | v3}
ER IR, SNMP A 1A 2¢ R ER QA e R eI 7 S BT A R
Ko BT, AZ TR R 2 ISR A R ME— (Y S R R R TR .
(T i e BRI A,
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
BT BT LU
* BB (traps), W0 RRASIER v2e 8L v3,
* B (informs), WL MNRAESR v2c.
iR AAEARE R FRASTEFE v2e I, A AT DUACIRIE 15 T8 40

CAIE) AR FRA LS, v3, TR E S B OCAIALRR -
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Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}

T BT PARE

e auth - G4 E AN,
* noauth - %A G IAE NS . TEFE, BARWLIERE, {H FX0S A372FrH SNMPv3 it &1 H

Bz 4o .

* priv - S UEFINE .

TN RS EAT 55

Firepower-chassis /monitoring/snmp-trap # commit-buffer

Gt

PLUR 7<) H SNMP, i IPv4 sidik- G SNMP FaBE, 45 7€ BaBiFs /e sim 11 3 AT H]
SnmpCommSystem2 #£[X, WA E A v3, RIS BE N FEPE, B v3BEREE R “HL
B (priv)” » I HHfAES

Firepower-chassis# scope monitoring

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/monitoring # enable snmp
/monitoring* # create snmp-trap 192.168.100.112

/monitoring/snmp-trap* # set community SnmpCommSystem2
/monitoring/snmp-trap* # set port 2
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer

/monitoring/snmp-trap #

LUR7- Bl 5 SNMP, {#11] 1Pv6 HihkG%E SNMP FaBF, i PR fEim 11 2 A8
SnmpCommSystem3 #1D<, FFRRABEE Jy v3, REB ISR B E O P, K v3 BRBEE N “HL
B (priv)”  FF HAAMT S

Firepower-chassis# scope monitoring

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/monitoring # enable snmp
/monitoring* # create snmp-trap 2001::1

/monitoring/snmp-trap* # set community SnmpCommSystem3
/monitoring/snmp-trap* # set port 2
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer

/monitoring/snmp-trap #
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Firepower-chassis# scope monitoring

Tty A 9 1€ B4 B TP Hubik (¥ SNMP BB

Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}
WAL SRR RGN E -

Firepower-chassis /monitoring # commit-buffer

w15
LR 7RI A7 T TP Huhl 192.168.100.112 [ SNMP falE, 3 HARATAT %

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

£]3Z SNMPv3 F§ F

LI

IR 2

I3

UK

HEN MR
Firepower-chassis# scope monitoring

Ja [l SNMP:

Firepower-chassis /monitoring # enable snmp

Al SNMPv3 .

Firepower-chassis /monitoring # create snmp-user user-name

i\ create snmp-user )5, RIS EEINED.

Firepower W " JHEAE R G0 FE LT AN 2 DL 1 2R 130«
© WAL E D 8 MR, IRE 80 AT

o AL SRR B MIBL R AT
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. i SNMPv3 Fi

~1@H%N&H O+ [IN"<>
CRBEEUTFES: § CEEAS) L 2 (159 = (%%) |
- A ED S AR T

* MG IS 2 IE SIS L T B B B AR 123457 W ISR AT, AT
“ZYXW” AE AR TR WEARISR AT I B A AR CEHA KT 4 2 6 47
FE) 5 DIy kA 2R 2 RN

iR LEASFH B A s 8 s s R AT BN TP B Z I, RGNS B i 1 i o ok - R
. Fltn, abed&!121 FEUH BRI AT, {H abed&!125 A4x.

S4B AEH AES-128 I (i H -
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
BRI UL T 2225 1) AES-128 N
TS fE R
Firepower-chassis /monitoring/snmp-user # set priv-password
i set priv-password )5, RGN EAIEIIAGA .
Firepower AJ ¥ fEHR1E R G FEAATA AN AL DL R B R ) 23505 .
© WAL E D 8 NTAT, IRE 80 NN
o WU AL SRR BUFRILLR 4
~N@HN & ()N <>
c AMFOELTRTS: § GETTfia) 2 (i9) mi= (585) .
o BIELE B/ 5 AR
* MG I 2 IESHE N GG T B R P, AR 123457 W ISR AT, AT

“ZYXW” AE AR AT DRI P AT I B AU I AR CEH AR T 4 2 6 417
FE) 5 DIy ARG AR 2 RN

iR FEAS ) A 32 08 B R PR BN TP 2 ANy, RGNS B 0 4 189 i 3o ok 7 757 i
Bl Bln, abcd&!21 K EH S04 A R, (H abed&!125 ALy,

TER6 LSRR RSB E

Firepower-chassis /monitoring/snmp-user # commit-buffer

Gt

LL R 751 3 FiI SNMP, 6178 44 & snmp-user14 () SNMPv3 1), J3 il AES-128 N, & &%
RIS, If HIRAAT 5
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Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

fIES SNMPv3 F

g2
HEA AR

Firepower-chassis# scope monitoring

MR 45 %€ 11 SNMPv3 )«

Firepower-chassis /monitoring # delete snmp-user user-name
KA IR BN RGIE

Firepower-chassis /monitoring # commit-buffer

Gt

LA 7= B MR 44 24 snmp-user14 ff) SNMPv3 HI 7, I HARAZAT45

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

EF SHRY SNMP X &

LU CLI a4 Won 2485 ) SNMP & & . 7 FIFGERE

T AR

firepower# scope monitoring

FER2 IR SNMP BEE

+
i)
]
I
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firepower/monitoring # show snmp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact: R _Admin
Sys Location:

HYR3 FI T E LK SNMPv3 I
firepower/monitoring # show snmp-user

SNMPv3 User:

Name Authentication type
snmp-userl Sha
testuser Sha
snmp-user?2 Sha

LA HIH Y EE LK SNMP R

firepower/monitoring # show snmp-trap

SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
trapl informs 162 Kxok K V2c Noauth Informs
192.168.10.100 162 KKK V3 Noauth Traps

5l

U R B R WA SRR SNMPV3 P IRIAE DG PRSI & -

firepower /monitoring # show snmp-user snmp-userl detail

SNMPv3 User:
Name: snmp-userl
Authentication type: Sha
Password: ****
Privacy password: ***x*
Use AES-128: Yes
firepower /monitoring #

B & HTTPS

AT EUHATLE Firepower 4100/9300 HLAH & HTTPS.
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i, wpmansees [

P

0] LUE T Firepower HLAR Y B 2858 FXOS CLI St HTTPS ¥ o 7 HAth HTTPS Pt &A% ] 4 1]
FXOS CLI 5& .

IEH . BHRHRMEZEER

|

HTTPS i F ARt (PKI) FIZARLE AN (BN 7 i i) W8 #% A1 Firepower 4100/9300 #L
F) Al e AT .

N SAFNE AR

RS PKI 45 B A — AFHEXSFR Rivest-Shamir-Adleman (RSA) #5354 (Horp— MR RAE, H—
NRTF) 5 AFEEAE NI . BT — %2 s B3 T H o) — A . BRI H S,

RAEJTAE A FOT A B R, FBOT A B G AR A . 2yt mT U I A I A
FR NS (R “2847 ) TN ESRIE I A FrAa A W B0 Tl IR AR
IIfR B I, T2 7 A N RAA R T A AR LIE B . s S5 K B vl AN [R], BB R 512
PrAE 2048 7 — MOk UL, FMAKEIMREK, LatEtiim. FXOSIML—ANBRINEEHIR, 771 2048 47
RGN, IF R VFRIE S 2 &P

DR SRR A PR S e o 0, e 2T 3 T A BRI B I MIE TS

IEH

VBN AR AT IHERS, PIB & E B AR . B PR E R M AP LA S S
A5 BRSO . BRI AR, Wk B A SR PINM AR AR . TR A
BoR ABAUEB KB, B R SRR S, HA S s iyl 2s 8o S ik s .
BOAEOLT, FXOS W WEMBEAUET, ik ARSI A,

ZiEER

L FXOS A5 10 S A3 IiE, 35T S AR AT AU s AT i SRIDO 2 B A e 54 (1 58 — 7 1k
5o BB=TNE MAUSAE B M52 G E M2, AT LUERIE B AU B (CA), tr U+
1) CA BUEAEAE GE AR CA KIEAEEE—70) o ZERPUFHIET, #n2id i FXOS A it 1K,
IR RITAL B R AR

EEEM

B2 % AN

L5420 K 1] Base64 4t X.509 (CER) #%:.

FXOS % 30 #F 8 MEYIIF, WA E IR,
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Firepower-chassis # scope security
T2 QI Ar A% # P
Firepower-chassis # create keyring keyring-name
PW3 WHE SSL HYPIKEE (LM A HALD -
Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
TEA RS

Firepower-chassis # commit-buffer

Gt
LR Rl st s AR/ 1024 {7 )3 BT

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

T—5#tta
I IZEGIRIE TR, %P1 OIRAE Pk

EIERECAE AR

DR R AR A4 PR S e AR, e 2T 2 T A BRI B I PAIE S

UK

T PN
Firepower-chassis # scope security
P2 SENERINE P PIA 2 4 pi sk
Firepower-chassis /security # scope keyring default
FIR3 I ERSENE I

Firepower-chassis /security/keyring # set regenerate yes
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LIB 4 A5

Firepower-chassis # commit-buffer

Gt
AR 7 8] 587 A R N B0

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

B1]32 % THIRRYIE T 1A 3K
158 PR LA 1 1328 B SR TR IE 5 VAR 35 PR B AR R AL 1 2 B A EF AOTE 43 17K

UK

g A I PN E N S

Firepower-chassis # scope security

BEN PRI AR

Firepower-chassis /security # scope keyring keyring-name

IR A€ 1Pv4 B0 IPv6 bk sl sz e B ELIR IR A2 PR UE 5T 5K o RGeS i AN UE A5 37 K 1) 35
fthe

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}
RS

Firepower-chassis /security/keyring/certreq # commit-buffer

ORI T USRI I A2 2 A5 AT Bl sl P AR LA R 5 375 5K -

Firepower-chassis /security/keyring # show certreq

Gt
LR 7 9 A P S AT 3508 3 IR QS I s HAT IPva M hikRAIE oK -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04

raigE IR
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Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04
Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEBR/wWQQOMA6CBNNhbWMwNICECSE1XJjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD0O1ZTLO9H

Firepower-chassis /security/keyring #

Tt 4

o STHRIEATIEROCA (ABITAR [BEGIN] MIZER [END]AT)  FRREILORAF BISCHF o Rt iE 1)
RIS AOE A AR S -BAUA U, DR PIAIEF .

o QU S AR AR ROF BB S AR RIS AR UE B BE 108 . QU S2 AR AR ROF 0 MR AR B
(ARTTE Y7 & 15 i

1 SRk ) 2 % SATRAYIE S 1F 3K

P11 AN AR

Firepower-chassis # scope security
B2 ENEYIIHERA.

Firepower-chassis /security # scope keyring keyring-name
FBI QIR K:

Firepower-chassis /security/keyring # create certreq
FBA T AT TR S/ E S5 X A -

Firepower-chassis /security/keyring/certreq* # set country country name

PIRS AR LUK A4 R 55 4% (DNS) Huhik:
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Firepower-chassis /security/keyring/certreq* # set dns DNS Name

F0E 5 UEAS T SRAR SR AT I A M-

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

&5 Firepower 4100/9300 HLAH (1) TP Hudil::

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

78 1 SR UIEAS (¥ 2 W) S8 BT A5 10 308 T il -

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

Fa e T KAE T 2R

Firepower-chassis /security/keyring/certreq* # set org-name organization name

i AL EA AL

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
DUEAS T SRR 8 AT 5 -

Firepower-chassis /security/keyring/certreq* # set password certificate request password
TV RIGIEFS 2w FRPTAE R4S S T ERERIX -

Firepower-chassis /security/keyring/certreq* # set state state, province or county

55 Firepower 4100/9300 HLAG 1) 5¢ 4 PR € 48 44 -

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
RATATSS

Firepower-chassis /security/keyring/certreq # commit-buffer

SRR LU I I A A5 AT R s A UA LS R UE A5 175 3K

Firepower-chassis /security/keyring # show certreq

T
LR 7 94 v e 3508 s A QS O s HAT TPv4 ik FRAIE oK -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreqg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04
Firepower-chassis /security/keyring/certreg* set country US
Firepower-chassis /security/keyring/certreg* set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreg* set email test@cisco.com
Firepower-chassis /security/keyring/certreg* set locality new york city
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"

HH H = FH H
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Firepower-chassis /security/keyring/certreqg* # set org-unit-name Testing
Firepower-chassis /security/keyring/certreq* # set state new york
Firepower-chassis /security/keyring/certregq* # commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKnlt8gMZ0O4UGQILKFXQQc2¢c8b/viW2rnRF8OPhKbhghLAL1YZ1F
JgcYEG5Y11+vgohLBTd45s0GC8mM4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHJACMBOGA1UJEQEBR/wQQMA6CBNNhbWMWNICECSELXjAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQue LTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDIAV
TTYVUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgqoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring/certreq #

T—% it 4

o SHNEBIERSCA CEFEITLE [BEGIN] 145 [END]AT) » FRRILORAF RSO . Ky A3 e 15

TSR SO AR AR AR B SR B LA, DLRIBCE PIFAIE o

* QIR R RO E MG AR R IE B IR . U S A5 M O F 0 WS AR £

AR BB IR .

B EER

BEN 22 A
Firepower-chassis # scope security
IS AT

Firepower-chassis /security # create trustpoint name

N IESZAFAT KR EUE AR R -

Firepower-chassis /security/trustpoint # set certchain [certchain ]

WERAE A PR EIERE R, REUM IR EMAEBSEE AR, 2 XEHIET R (CA) FIE

TEErE. NG ER N —1T, N\ ENDOFBUF L)5¢/liffE .
BEEEL U PR Base64 4ifid X.509 (CER) k42X,




wirssamag ]

T4 FTTS

Firepower-chassis /security/trustpoint # commit-buffer

Gt
PR 7R Bl G 52 5 AT s SR 0 32 A5 AT 3R AR5 -

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

\'
1
1
1
1
|

o

=

(7]

H

2

Q

%

H

H

m

g

H

>
i
1
1
1
£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghkiG9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVVYVYVYVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

F—fift
I E AT U AR 5 R E T35 F 4 I 9 A 1
RIER SN E AR

FHia Z |l
o WAL BIPAIE B I TE B B 5 A R
o MAG AR SRS AUAH UG SR I FAESS -

+
i)
]
I




B scssazex

N
Firepower-chassis # scope security
HE KRGS 52 DI FA T C B A

Firepower-chassis /security # scope keyring keyring-name

G rRSRIBCES PR UE S (045 AT B BiE PR B UG 7 7 32 A5 AT R

Firepower-chassis /security/keyring # set trustpoint name

JA B T4 AR A 3 SR UEAS (K0 1THE

Firepower-chassis /security/keyring # set cert

FEFERTT A RIS A AT B RS AR B U B B ATEAS SCAS . AEIES R 1 17,

SERGIE TN o
EEERI LUK T Base64 it X.509 (CER) # .

RAAESS

Firepower-chassis /security/keyring # commit-buffer

Gt

LUR R B2 AR RO FRAE B S AN B P15

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

VV VYV VYV VYVVYVVYV

\

>
ENDOFBUF

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

TaigE |

% \ ENDOFBUF
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T—5Ht4
A F 5 53L& HTTPS JIRSS

B & HTTPS

A

AR SEMHTTPS Fid CELHE S ek i HTTPS {8 i DA 830 J5, — HARAFEIRACAT S, I 4
AT HTTP Fl HTTPS & UGt A1, A W4t

UK

TE1 ARG
Firepower-chassis# scope system

T2 ARG

Firepower-chassis /system # scope services

HIE3 )i HTTPS Jif %

Firepower-chassis /system/services # enable https

TRA (L) FE R T HTTPS 315 1 -

Firepower-chassis /system/services # set https port port-num

SRS (AR FE G T HTTPS (3 P38 44 5K

Firepower-chassis /system/services # set https keyring keyring-name

FE6 (AL A Cipher Suite % 42201
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode V] LAJE LA R RBEF 22—
* high-strength
* medium-strength

* low-strength

* custom- SUVFEHR E /7 & XLIH Cipher Suite BURS HEYE 4 5 o

HIET (k) WK cipher-suite-mode ¥ custom, 5 21K Cipher Suite 22 4P [ 52 X 4% 5
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string "] VB & I % 256 745, FF HAAJIFF & OpenSSL Cipher Suite Biii. AfFH#
FAEF R BRI A, 1 OIS o + On'g) - GEFRD F: (B9 BRéb. AEAE R,
152 7 http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite .

| raws W


http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite

Fans |
B =cumesin

o, ERIAELL T, FXOS A IR o o S RS 7 15 A -
ALL: !ADH: !EXPORT56: ! LOW:RC4+RSA: +HIGH: +MEDIUM: +EXP: +eNULL

TR 4o ¥ cipher-suite-mode 13 B 4 [icustom 2 A1 AT AR HoAd (R, 0 Z0ME5 e 356 101

P8 (W) A HEEEEE A SR A
set revoke-policy { relaxed | strict }
T BRI BRI E

Firepower-chassis /system/services # commit-buffer

A5l
PLR 7RG E H HTTPS, #5558l 443, B2 HIR A RREA kring7984, ¥ Cipher Suite
GRYMBCE N E, IS

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

B HTTPS im 1
TRIATEOLN, 7R 443 B HTTPS MR%s. %125/ HTTPS, {HAf LIS dumd, BT
HTTPS %4,

i

T HEARGHA

Firepower-chassis # scope system

P2 EANRGRSHA:

Firepower-chassis /system # scope services

WIE3 F5E T HTTPS dHz b 1«
Firepower-chassis /system/services # set https port port-number

N port-number &€ —NAT 1 Fl 65535 Z (A 4. BRIMEOL T, 7o 443 13 FH HTTPS.

TR PRSI RSB E




e |

Firepower /system/services # commit-buffer

S HTTPS S s, P 400 HTTPS e il #H il o I 5 2248 F s 1 BB 6 5% Firepower #l
MBS, QR PR

https://<chassis mgmt ip address>:<chassis_mgmt_port>

o <chassis_mgmt_ip_address> J&EAEA AT E WA 1) %61 A\ 1¥) Firepower HLAE Y IP Hhubiksl FHL4,
<chassis_mgmt_port> J&ERWINIFLE ) HTTPS %ij [ .

ot

PLUR 7~ HTTPS i 15 5 ok 443 H HAR /T4

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

A B %5 A 2R

T AR

Firepower-chassis # scope security
T2 MERSEE Y1

Firepower-chassis /security # delete keyring name
PR3 RS

Firepower-chassis /security # commit-buffer

Gt

LA 75 0 i s 3 -

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #




Fans |
B museas

MikrZEER

FHia Z |l
i O PR RAL ] 32 A5 A R

UK

7 A RPN B
Firepower-chassis# scope security

TR 2 MIERIRE S F AR

Firepower-chassis /security # delete trustpoint name

T3 RS

Firepower-chassis /security # commit-buffer

]l
LAR 7R B B 52 A5 AF 1

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2% HTTPS

RS

S HARGHA:
Firepower-chassis# scope system
P2 EANRGRSHA:
Firepower-chassis /system # scope services

I3 25H HTTPS 4

Firepower-chassis /system/services # disable https

TR PSR RS E




Ao & AAA

%F AAA

CEYYYS |

Firepower-chassis /system/services # commit-buffer

w15
DL 716022 1] HTTPS FF42A5 (T4

Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

KA BEHBIAE ZAALIK . A RPEAE R, ES LN .

KAl BRCCIK (AAA) & —AUSs, FITHhxs 2 g ds it v il o S SRms . PPAS 1 IS Dl F 4
B IS ATV SR PT AR IAE B e R IR T IRBI 7 o SBUT TSt sims, XL SRS A € 20 1d 5
Gy S0 UE (KT ™ BENE U7 1R WIRLE B PSRN 55 o I RS I [ AN PR A TIR B, IR LB BEU T3t 2 A 73
Bro IXBERE RN T kAT W 2 B 22 4 VR T 5 R G L

B4

SRS T MR TR, XA ST A RO AR R, R
JA R T VTR . AAA IRSS a5 2R L7 B AL 0 AEAIE 55 B e b A7 Ak 0 P AR IEREAT EU AL, IR A%
UEDTAC, W Sevr U5 ) P4 o AR AEIEANIEAC, USRI UE R, JFFH4E R 255 )

AT LLKE Firepower 4100/9300 HUFA L B X HUAR 1O BLEBEAT S S0 0E, AAH LA B & ik
* HTTPS
* SSH

EE

&
FROE AT AR 052 SevF R U IR 35 )y, BRIk g5 . AT B B0
W] REL BT AT B S L AR U7 1) B 3




FagdE |
B c=amn

=it
O FE 0 B FH A e SR RS R R, X AT DAL ZR I TR K i P AE A B ) A i
PR E R  E KRl I SR R G T BV RS EORBUTIY, X B TR T BRI
T BT BRI R S RIS S .
BRI, FNFICMZ BB E
ST DL 5 0y B UEThRE, ] LUK L 5 32 BURE K ShRERC &1 H o AR & B SRk Al H P gk
TGO I0AE . S8 a] LAl K T e, ] U S 5 00 50 E A4 Rl el A1
B IEIERE
FXOS S FFLLU R P G4 6 E :
o AR - SCRFLUTI NS AAA RS
« LDAP
* RADIUS
* TACACS+

« IRt - Firepower ALAE4ES—AN o] F ] P IC & SO 78 A HW B P2 o 468 ] DA FH I A st 5 s
FEAREE AAA RS54 KPR 7 Sy B0k . R AURTEIK .

RRfig
FXOS SCHFEL P A (B T U AT AR AR AL 7T LU PC I (B 155 -

c EEG -SCHO ARSI BRI P A BRI R A, JF HA
AEXS FLEAT B

© AAA BEE - XTI MO AAA BEEITEE Ui o RGBT .

* BRME-XINTPECE . A T B8VFv] 1) Smart Call Home FL'E AR S0 H & (WHE R 48 H & RS A5
k) HEATEEE TR o N ARG HA A I T 1] o

© RUE - M ARGRCEAT RV, HERB SRR,

ARAM A OB E R, WS R,

& AAA
XS IRERAIE T 1E Firepower 4100/9300 #4515 B SN I0IE . FARNLIK (AAA) [FIEAR KN,
1. BCE AR SO g 2R
o AR - P8 SCRIAHE 5 Oy S0AIE 2 FH A R

© LR - BUEETE AAA IS5 as Ui MR G BCE K, Rl
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mE wapzitir [

P LDAP $LAERLT . 25 39 51
 FiL RADIUS $2EEFEF . 41 44 5T

* lii'® TACACS+ 2 tLRE2 , %47 10

N

IR R TR AAA RG2S, S AR RN S5 g LR FH I & AAA
He%s, SRJGTE Firepower HIAH LACE ZCFE AAA A 55455 ]

2. FREBAS O IGAIE ik - XA T A B — .

BLE LDAP $E1ti2F

BCE LDAP {2t 2 Fr R B 1%

TE AT 25 TP C 2 1R SR M) T 2R A () P A R IR PP A e i 5 R B W . R B AR P (64T
X LE g PR BB, W Firepower W] 4 A RGKAT HIZ W B I IS ERA IR E .

AT Active Directory {F 3 LDAP R %5%%, & {E Active Directory R 55#% -H 8 FH Ik - LAY &
Firepower "4 JBER/E RS LK N AT KA TS W) %04

UK

BEN AR

Firepower-chassis# scope security

BEN %4> LDAP #:

Firepower-chassis /security # scope ldap

AR A0 5 95 52 B ML Il SR AT S A R

Firepower-chassis /security/ldap # set attribute attribute

AR 0, 55 5 5 DX il 44 R SR dE AT 25040 R A R
Firepower-chassis /security/ldap # set basedn distinguished-name
AR 5 4 i DE A 0 SR A T i PR R
Firepower-chassis /security/ldap # set filter filter

Hor filter 72 35 LDAP R 4528 — A R SE2s m Y, BN cn=Suserid Y, sAMAccountName=3$userid.
L yE R IS Suserid.

BEE RGUAETE W] LDAP IR 55 a5 HLZ T, RE 55 A I 55 5 2 Hh Wi S FD IS 1) o«

Firepower-chassis /security/ldap # set timeout seconds
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Fans |

TR LSRRI R AN E

\}

Firepower-chassis /security/ldap # commit-buffer

Gt

LR 7K LDAP J&E 5 &l CiscoAvPair, KAl X 51 4 e & M
“DC=cisco-firepower-aaa3,DC=qalab,DC=com” , ¥ il JE2% % E & sAMAccountName=Suserid,
VB B B g 5 Fp, IF HRAS T4

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

£I%2 LDAP 12 {32 ¥

iR

\}

Uik LDAP JJJ7 ) DN ik 255 A 745, H 858 KIK

T—5Hit+4
@143 LDAP $24EFE .

M UL D B IS LDAP $¢4EFE 7, B4 Ik Firepower ¥ #2134 T- LDAP ) AAA JIRS5%E
SEEFE RSS2 o

P i

Firepower M4 JEHAE RG22 L HF 16 1~ LDAP $2{1LF4 /7.

FiaZ |l

W HAE ] Active Directory {F ) LDAP R %5%%, 1 {E Active Directory i 55#% -H 81 ] Ik 7 LAY &
Firepower H§ Rt R4 . JLIk P N EB KA 20,

UK

BEN AR

Firepower-chassis# scope security




TIE10

ez wap 2tz

HEN 224 LDAP FE

Firepower-chassis /security # scope ldap

% LDAP R55a% 5245, HEN 224 LDAP R4 2etiak .

Firepower-chassis /security/ldap # create server server-name

WS SSL B, server-name (GHH 4 1P Huht 5k FQDN) A ZUR5AfiVCHC LDAP A4 4% 22 ik o p
I3 2R (CN)o BRARTRE T 1P Hudik, 75 )25 C & DNS JIR45 % .

CHIIE)  BOHE LDAP JEE, FRAA# T A A DX ks B A -
Firepower-chassis /security/ldap/server # set attribute attr-name
PR PEIR L — DMK . RGUEH il s b A VL FC L s 2 R IR
A A ST, BRAECA LDAP $RAEF2 738 T BAE 1.

(AIE) {E LDAP JR S K rp B B e Dl 44, AEBLRIREE R, g e P 8 0F H AR g2
AR TEH 7 A4 3R BUT 7 ) DN, JIRSS 4 Y 24 THIR 1 &R -

Firepower-chassis /security/ldap/server # set basedn basedn-name

FEfE DN KB B K AT BAAE 255 DN 2: CN=username K&, H, H/ 28248 LDAP
GOy I0AE VT M) Firepower HUAR S FL#3 8 FXOS CLI e )7 o

A AT, BRAEC A LDAP $R R w1 s 7 B JERE DN,

(ATi%) A LDAP #odf PRIk 7 BEE X3 44 (DN), K 7 0 JEAitl DN T BT S B DU 2 AL
B

Firepower-chassis /security/ldap/server # set binddn binddn-name
SCRF IR HR K 255 A ASCI 4% .

(AJi%) #4 LDAP 482 [ A ILAC U SOy s H - 44
Firepower-chassis /security/ldap/server # set filter filter-value

Hrp filter-value 72 %25 LDAP w45 a4y — &AM (M yE4s m v, Bl cn=3userid %
sAMAccountName=_38userid. L JEaF LS Suserid.

A LT, BRAEC O LDAP 4R P W E T BRIA L IE S .

S E b gEE DN 487E 1) LDAP il el 7 i e 256«

Firepower-chassis /security/ldap/server # set password

PR E R, THTEEEN set password A5, 1% Enter ., JFAEIEIRTRAb N B PIE.

] DU AT BEARE ASCIL7-4F, A%, § (015 2 (nl'g) Bi= (58'5) KRSk,
(AJIE) $i5E Firepower R4 e R GUE I BLFRALRE P F - EA T B 03 60 1T O Gy

Firepower-chassis /security/ldap/server # set order order-num

(WTik) FREHT5 LDAP R4S 2545 v 1 o Ardfkdm 11504 389,
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Firepower-chassis /security/ldap/server # set port port-num
Y5 LDAP JIR o5 #il (5, it 1 sl n s 1 -
Firepower-chassis /security/ldap/server # set ssl {yes | no}
HEIGLT «

* yes - AU . WIAINETCIED R, JERK R

* no - Z5NE . SR RAIESS S AW SO .
LDAP {§ ] STARTTLS. X fo i/ fd i 11 389 SEAT & 17 o

FRIETE RGN 21T, RGZAER LDAP B PRI K AL SR I TG B (LR R B -

Firepower-chassis /security/ldap/server # set timeout timeout-num

Fans |

BIN—AT 160 BbZ M REE, B HIAN 0 (), DMEHI ) LDAP S AURE 348 i 142 Ja) i

fE. BRINEN 30 7.
it E St LDAP $R 5y IR 55 2 R0 A5 S A S A 7«
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
HEIGLT «

* ms-ad—LDAP $#2{/t2)7 )2 Microsoft Active Directory.

* openldap—LDAP $£{/t2)7 4 J& Microsoft Active Directory.

CArE) A FUET mAS S A 7
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

ER O JREE R SSL 5 A AR
F ST IRAL B RGN

Firepower-chassis /security/ldap/server # commit-buffer

ot

PLUR R A1 44 00 10.193.169.246 [ LDAP JIR 4528524, B & 465 DN &5, WP oG
SSL ¥ LN fE i, H HARAATSS

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server* # set order 2
Firepower-chassis /security/ldap/server* # set port 389




i oap szitizs

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*

# set ssl yes

# set timeout 30

# set vendor ms-ad
Firepower-chassis /security/ldap/server* # commit-buffer
Firepower-chassis /security/ldap/server #

DU 7 B 44 A 12:31:71:1231:45b1:0011:011:900 (1] LDAP IR %2854, BB 4552 DN,
BN WUF. i, SSL. WA LN ENE, J HARAS S

Firepower-chassis# scope security
Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server¥*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*

set order 1

set port 389

set ssl yes

set timeout 45
set vendor ms-ad
commit-buffer

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server #

HH H H o H

P& LDAP 12 {12 Fr

g A I YN N W
Firepower-chassis# scope security
TR 2 FA L4 LDAP #RK:
Firepower-chassis /security # scope ldap
IR 3 MIERSRE IR ST A%«
Firepower-chassis /security/ldap # delete server serv-name
SR FHEF IR RSB :

Firepower-chassis /security/ldap # commit-buffer

w5l
PLR 7RI ER 44 4 1dapl () LDAP IR%5 2%, I HARATAES:

Firepower-chassis# scope security
Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl

+
i)
]
I
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Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

Bic & RADIUS 1212+

BLE RADIUS 2 {12 F Ry E1E

FE AT 55 RO ) J P T SR TP BT A SR (IR e I e T S R BB . R MR R P AR AT
XL PRI BEE, W Firepower R4 E#R AT RS0 R % BB I B ERIA B

UK

BEN 24
Firepower-chassis# scope security
BEN %4> RADIUS #5:
Firepower-chassis /security # scope radius

(AIE)  $REAETE W] RADIUS e d5 a2 /i, H8 2 il 5 i 55 s 1O K -
Firepower-chassis /security/radius # set retries retry-num

(ATE)  BEE RGAEVE W] RADIUS JIRS5 8315 WL 1, K5 S84 I 55 2 5t Wi 7 P I T
Firepower-chassis /security/radius # set timeout seconds

FAESTIRAL R R AL

Firepower-chassis /security/radius # commit-buffer

Gt
LAUR -1k RADIUS SR8 i B 4, Kol (] Be B 30 #, I HARALAESS

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

=Mt 4
B RADIUS 12452 .

£1)32 RADIUS 12{L52 5

UL T AP ORI RADIUS $24EF2) 7, HIA Ik Firepower % #5 $2 43T RADIUS [1) AAA filk
55 AR i S R AR 25 2%



A\

ez raDwus 2tz ]

pEL

Firepower 19" JEHAE RG22 SCHF 16 /> RADIUS $&EFET .

UK

BEN 22 AR
Firepower-chassis# scope security
HE 24> RADIUS B :

Firepower-chassis /security # scope radius

A RADIUS 554 Seti], 3k N\ 44> RADIUS JIR 55 4
Firepower-chassis /security/radius # create server server-name
(n[3%)  FRwH 15 RADIUS g a3 im 15 (s .
Firepower-chassis /security/radius/server # set authport authport-num
BUE RADIUS fIR4S5 4% 1
Firepower-chassis /security/radius/server # set key
BREAE, EERN setkey 45, 1% Enter §, JE{EFRFT AN EHAME.
AT LU AT AR E ASCIL 4%, HA%. § (155D 2 (%) 8= (55%5) FRob.
CAIie) 48 Sl IR 55 25 B <
Firepower-chassis /security/radius/server # set order order-num
(Ali%)  WE AT WIIRSS 4 SR I AT, HURr2i 5 RADIUS k45 45 HEAT I 15 I KL
Firepower-chassis /security/radius/server # set retries retry-num
17 RGUAETE Y] RADIUS IS5 S84 HLZ BT, RS540 IR 55 2% ¢ Hh Wi I 4 I ] 8«
Firepower-chassis /security/radius/server # set timeout seconds

R WEREEDH RADIUS $2AUR PR 0 A 3 S JniE, U B A= 1 Timeout {5 .

AR GERC BAL 55 -

Firepower-chassis /security/radius/server # commit-buffer




B % ra0ws 2tz

A5l

TaigE |

LUR R Bl G — D444 radiusserv? IS 4% LB, 5 5 ks 1 B E Ol 5858, K1
BN radiuskey321, KEMUF AN 2, KEIKKEBCE N 4, KHBINBIEY 30, JF HiegH

%

Firepower-chassis# scope security
Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858

Firepower-chassis /security/radius/server* # set key
Enter the key: radiuskey321

Confirm the key: radiuskey321l
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2

set retries 4
set timeout 30
commit-buffer

#
#
#
#

fHIF% RADIUS 1232 %

BEN 22 R

Firepower-chassis# scope security

HEA %24 RADIUS #K:

Firepower-chassis /security # scope RADIUS

TR 45 22 R R 55 2% -

Firepower-chassis /security/radius # delete server serv-name
KA H IR B R A E

Firepower-chassis /security/radius # commit-buffer

Gt

DL -5 BSR4 4 radius] (K] RADIUS k4548, If HAEASAF55:

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #




m & 1acacss izitiz [

Bc & TACACS+ IR {1z =

fic & TACACS+ 12 {72

Nij
g
N

1) TACACS+ {2172

Y

FFRIE
FE AR5 PG R P T SR R B A S (R e i S R B B . R AN R R P B
FEALPR L m PR3 S, W Firepower I JE4RAE R 48 KA HT % B BT RIS BRI B .

UK

HEN 22 R
Firepower-chassis# scope security
HEN 24 TACACSH i :
Firepower-chassis /security # scope tacacs
(ATi%) W RGAETE W] TACACS+ RS E S L F, 49 85405 JIR 55 e A L Wi 12 1) I [ -«
Firepower-chassis /security/tacacs # set timeout seconds
AT 12 60 FPRIREE . BN 5 7.
KA IR BRI E

Firepower-chassis /security/tacacs # commit-buffer

T
LAR 7R TACACS+ I (] B e B0 45 7, I HLARALAE 55

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

T—5Hit4
Bl TACACS+ $2EREF o

F

Fe M DU D3R UL TACACS+ $4LF2 /7, R4 Firepower 44 #2 LA T TACACS 1] AAA
55 1 TERE A 45 4%

pE

Firepower A[ 4" JEHAE R Gi e % SCFF 16 > TACACS+ R 41EFE)7 .




FaigE |
. /22 TACACS+ IR {12 /5

UK

7 AP B
Firepower-chassis# scope security
SR 2 PN A TACACSH FEal:
Firepower-chassis /security # scope tacacs
PR3 QI TACACSH &5 5t], HEN %24 TACACS+ JIRg5 ik
Firepower-chassis /security/tacacs # create server server-name
SR 4 i TACACSH i d5 2% %41
Firepower-chassis /security/tacacs/server # set key
BREEYIE, SN setkey i), 1% Enter 8, JEAEFIRRH LN % YIAE .
AT LU MT B ARE ASCIT F4F, HA5k&. § (O5) o 2 (a9) 5= (255) B4,
PSS (k) fiE 2RSS 25 U .
Firepower-chassis /security/tacacs/server # set order order-num
PR 6 15 RGAETEY] TACACS+ IG5 a5 WL AT, RE A Mk 55 4% St i 2 14 B 1] ) e «
Firepower-chassis /security/tacacs/server # set timeout seconds

Br WRECH TACACS+ $RBEFR P £ R 3R A B ik, 2 BUEIC B BB N

N
g
~

(AT F8E H T 5 TACACS+ JRSS-283@ 45 R 1 -

Firepower-chassis /security/tacacs/server # set port port-num

TR 8 KL IR R AN E :

Firepower-chassis /security/tacacs/server # commit-buffer

Gt

DL 7- B 61 44 0 tacacsservo80 [ IR 454 S, H485 P BCE N tacacskey321, KMl & 4
4, B SR RAIES BB N 5859, JF HAEAZAES

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #




ik Tacacs+ i2ttiz I

fB% TACACS+ f2fit72 /%

g A I PN E N S

Firepower-chassis# scope security

HIE2 k224 TACACS+ Rl

Firepower-chassis /security # scope tacacs

TR 3 MIBRIRE AR5 45

Firepower-chassis /security/tacacs # delete server serv-name

TR KHES IR R A E

Firepower-chassis /security/tacacs # commit-buffer

w11
DU 7GRS 4 A tacacs] (] TACACS+ R%-28, Ff HIRATAT S

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

IO WFITFE AAA RS SR
DL % 1/ 28 el fd FH FXOS CLI fff i 2 Fhize e AAA I 5548 16 S AL

€ HATAY FX0S H{A 1 iEf &

LR 78] 57~ a0 fn] £ ] show authentication iy 2 Hff %2 24 A 1) FXOS G0 IIE R & . fEARE T,
LDAP & BRI 1) G S0 F AR X

firepower# scope security

firepower /security # show authentication

Console authentication: Local

Operational Console authentication: Local

Default authentication: Ldap

Operational Default authentication: Ldap

Role Policy For Remote Users: Assign Default Role
firepower /security #




ragE |
B cizeamnssns

Ty ZATAY LDAP BL &
PLR 250 s el 8 1dap #2 RAHH show server detail iy 21 Hf 72 24 1T 1 LDAP B & B3

firepower# scope security
firepower /security # scope ldap
firepower /security/ldap # show server detail

LDAP server:
Hostname, FQDN or IP address: 10.48.53.132
Descr:
Order: 1
DN to search and read: CN=cisco,CN=Users,DC=fxosldapuser,DC=lab
Password:
Port: 389
SSL: No
Key:
Cipher Suite Mode: Medium Strength
Cipher Suite:
AT: 'DEERAEOR-IA: HHRATFSRS-SA: FHISS TSRO TESRCS-S A 1ATH: | 3FS: IEXRRM0: IERRI56: TOW: R4 : IMD: ! TTFAAHIGE:AMEDIUM: XN IL

CRL: Relaxed
Basedn: CN=Users,DC=fxosldapuser,DC=lab
User profile attribute: CiscoAVPair
Filter: cn=$Suserid
Timeout: 30
Ldap Vendor: MS AD

firepower /security/ldap #

5 E HaraY RADIUS B &
DL 7540 B 7R WA AE radius B3 R 18 show server detail iy 2 K7 %€ 24 17 () RADIUS Bl B % & .

firepower# scope security
firepower /security # scope radius
firepower /security/radius # show server detail

RADIUS server:
Hostname, FQDN or IP address: 10.48.17.199
Descr:
Order: 1
Auth Port: 1812
Key: **xxx*
Timeout: 5
Retries: 1
firepower /security/radius #

fE X BTHY TACACS+ FL B
LR 759 58 75 U] 78 tacacs A5 20 T {8 1 show server detail iy 1A & 2417 H) TACACS+ Fl B 1% B o

firepower# scope security
firepower /security # scope tacacs
firepower /security/tacacs # show server detail

TACACS+ server:
Hostname, FQDN or IP address: 10.48.17.199

Descr:
Order: 1
Port: 49

Key: * Kk Kk Kk




EERZRE

Timeout: 5
firepower /security/tacacs #

= =

ARG H SRRk B MR REET R H G A 6 TR RS 4 107 R sk
B ARG SR S5 a5 B LR HUE A . R0 H AR 545 32 B PR AR A SO, i
AR5 fi] BLC B SCAEAT B R DO AIE D 3 H &AW 2 HAS SO Ry It o F Ao A
B HE R S FEAF AL PR A B

UK

UNEGLEW

Firepower-chassis# scope monitoring

JA P BEA T T 46 5 RO R GE H

Firepower-chassis /monitoring # {enable | disable} syslog console

(Al P BRI B0 . mRAGHECKHM, REKAAEES 6 ERRtgom Ll b
THE . JONEIHE R SR N BHRAUR S . BRINGON ) ™ (Critical)” o

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

JA B RS R G H SR

Firepower-chassis /monitoring # {enable | disable} syslog monitor

IR SRR R BRI R0 . WAL AIRA TR, R0k Won g0 & Ll B S 2
T T B SR P N s BRI P 21t o BRIAZR9 A ™ HE (Critical)” o

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

R HEMEMANT terminal monitor ayS 2 J5, A /E&um Bles L Bor T “OYE” 2R
/ﬁ JN o

R EEE T 1 R G H S B ARG H G
Firepower-chassis /monitoring # {enable | disable} syslog file
TR WSk B S A bR . U iR Z A 16 N FAT.

Firepower-chassis /monitoring # set syslog file name filename

CRIE)  JEFREATAl B SCAF P IR AR B 200 . WARSIPIRA T, RGURAE RS H &SP A7
fitt 2 ) B LA B R e G0 I T04% B SR M s BRI 51t o BRAAZR9 A ™ FE (Critical)” o

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

Faigs [l
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Fans |

(%) ARG AR IEEE SHIHE B0, s RN (LFEWH YA o JuH
b 4096 F| 4194304 Fi .

Firepower-chassis /monitoring # set syslog file size filesize

a) A MeZE WB?%%EA%%B?VL MH%%%&%Ui% BB

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b) (AR EFEAF AR B SNES H SR BAR B S0 . aRIZFEHC A, RGORE ) S8 R 55 o
RN S L BT R e GO T B SR I ISR 41 o BRAG A “aE
(Critical)”

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

o) i CIERZE RS H GRS BN B IP ik, FHA T REZEE 256 74T

Firepower 148 /monitoring # set syslog remote-destination {server-1 |server-2 |server-3} hostname

Xk
d)  CTIE) 4R5E O E IR R G H SRS de SIE I R G0 H S S B 5 e % 40 .

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

BCE AR . O B2 Y B (B A A R P A LU i

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
X AT LA LT Hoh— i
* B1Z (audits) - 5 H SR AL B A A2 B 00 H e ¢
* BB (events) - i FHEUAEHI T R GEF AR H Bl 5%
* #UR& (faults) - o JHEEAH ITAT R0 H &l .

AL

Firepower-chassis /monitoring # commit-buffer

Gt
LAR 7Rl A din e e FHAEAS 0 SCA T b A ik 2R 48 H 73 BT HARASAE S5

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console
Firepower-chassis /monitoring* # disable syslog monitor
Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
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Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

BcE DNS AR5 =5

)

WERARGEESROR AL MR 0 1P Mk, R 24455 DNS IR554% . . W R ANEC & DNS JlRds &5,
AL Firepower HUAH FRCE WCE I, AREATH www.cisco.com %544 5K . %8 AT e 7 20 FH Ik 45 45 1)
1P Hhiik, CATLUSE TPv4 Bk IPv6 Mk, 5% nLLELE 4 4> DNS 45 %%

pE

FoE Z A DNS kg5 iy, RGN TR IR 45 WEARACHE B Ay & 25K DNS JIid5 &%
i, B HAELLBEHLBFEE 3 4 DNS Hids &

UK

HEN R G
Firepower-chassis # scope system
BEANR GRS
Firepower-chassis /system # scope services
LA B B DNS HR4-4%, IEHAAHN M4, W FR:
* ZECE RS DI AT YR 2 1Pv4 5L IPv6 Hibilff) DNS fR%5-85, 5T LA M A
Firepower-chassis /system/services # create dns {ip-addr | ip6-addr}
o SR BATHR T IPv4 B IPv6 Hubk(¥) DNS RZ5-4%, il AT LU R At
Firepower-chassis /system/services # delete dns {ip-addr | ip6-addr}

FAE SR BN RGN

Firepower /system/services # commit-buffer

Gt

DL 7 e B ELAT IPv4 Hidik 192.168.200.105 [ DNS RS 883 HAZATAT 5

Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # create dns 192.168.200.105




Fans |
B =mees st

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

DL 7 e B H 4 IPv6 Hidik 2001:db8::22:F376:FF3B:AB3F [f] DNS 45 %8 3 H A5

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

PLR 7 I EL AT TP Hudik 192.168.200.105 (1) DNS %5 28 3 HIRATAT45

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

J2 A3 FIPS ##5

PATLLF LB, LAYE Firepower 4100/9300 #L46 )i i FIPS #:X.

UK

S 1 W FXOS CLI BN % A4
scope security
T2 J5H FIPS £k
enable fips-mode
PR3 RATHCE:
commit-buffer
TB4 TP RS
connect local-mgmt

reboot

T—5Mit4

7E FXOS WA 2.0.1 20, Bk E & &N I SSH NS AL A 1024 7. A
FIPS L@ FARHEAUE 753K, S8 A 00V Sk 1H EHLE T, IR 2R B SSH ML 1 RN #5420 B
AT EHLE T o IR AT IX SR N 3R, WAE FIPS A s FH s oL, W i ash e, %
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pRammeet ]

JCVEAE ] SSH 45 8 - 5 5 B 5| .t A FXOS 2.0.1 B i AP T WIAA B, W JE 75 AR 1k
BN .

J& R FpR R

PUATLL P88, 7E Firepower 4100/9300 HLAH L i3 FH 8 FHbRuEA L

UK

$IE1 )\ FXOS CLI #E N\ 2244t

scope security

HER2 A HIE bR AERE

enable cc-mode

PR3 A

commit-buffer

SR TR

connect local-mgmt

reboot

T—¥ it a

7E FXOS WAL 2.0.1 20, B IR E R &G BIA SSH EHUSHB M 40S h 1024 7. 75
FIPS FlIl AR A UE 775K, 20U S IH =AU EH, A F 2E il SSH ML B Ve R D IR
EROHT ENE . W RAPATIZ LR InP R, WIAE il A FRiE (Common Criteria)” #5220 H F11E
BUF, WRERENE, KIGEATH SSHIER I By %, A HH FXOS 2.0.1 38 S AT
WAL, WG A2 BORT I LA

BLE IP 7le] %15k

BRIMEHL T, Firepower 4100/9300 HLFSHHE 465 A H Web JIR 25 2% BTG Vi i) o #8020 48 F AR TP BRIF)
VPR FIRBCE 1P U5 513K

IP Vs M I SCRF LA R X
* HTTPS
* SNMP

* SSH
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B s==rsanx

FIR

TaigE |

XTA% IP HLhES (v 5ive) , RN SRR E IR 25 DA T . T/ 0 FIETSE 0 SRV R

PR i R 55 o

M FXOS CLI #E AR SR :

scope system

scope services

N IR U T AR 1 e 25 G 5 TP e

IPv4:

create ip-block ip prefix [0-32] [http | snmp | ssh]

IPv6:

create ipv6-block ip prefix [0-28] [http | snmp | ssh]

1l
IPv4:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope system

/system # scope services

/system/services # create ip-block 10.1.1.1 24 https
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # sh ip-block

Permitted IP Block:

IP Address

IPv6:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
/system/services/ipvé-block* # com

/system/services/ipv6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 snmp
/system/services/ipvé6-block* # com

/system/services/ipv6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 https
/system/services/ipvé-block* # com

/system/services/ipv6-block # up

/system/services # sh ipv6-block

Permitted IPv6 Block:




HABTHIEO RN MAC uEig. FaEEmacki [

IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https
2014::10:76:78:107 64 Snmp
2014::10:76:78:107 64 Ssh

ABEFEGFEEORI MAC TS, FEFHH MAC itk

FXOS HUAH 2 A 304 25885064 11 3 2048 1% MAC #ihik,  DARR AN S v it e 290 D4 FH ik — 1)
MAC Hiht. FXOS HLUAEAE A LU N4 UA Bl MAC Hidik:

A2xx.yyzz.zzzz

b, ey B SCHIRTR B R G LIRS, zz.zzzz 7 P UFEZE A O 3 B8 . R4 LI
45 C/F IDPROM F a4 MAC Hihibyth 1 (1 25— A MAC Huhk (1) 2 AMEA A AHERC . A
H connect fxos, #XJ5iH 1 show module & F MAC Hihibyh . #lf1, TR BasiisH TR 1 MAC
Huhik3 [ 4 b0aa.772f.f0b0 & b0aa.772f.f0bf, N RGEHTZ54 42 f0b0.

ARG R, WS RSB 1 B3 MAC ik,
UEREP A A T & MAC $tuhit, DR i apade e e SCA e 1 (VTS

\}

ER O WREAEREE RS ST MAC HuETSE, R RS B R WA

UK

TE AN LS HEL REEAN AZ) MAC L.
scope ssa

scope auto-macpool

IR

Firepower# scope ssa
Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool #

N
5
N

BE A MAC Huhk B F # MAC HhhbRT4% .
set prefix A%}
© HUZR-HN— DT 1 H165535 2 (Al . LRy SR 25 46k — AN VUL B+ /N 3B B
FEHAE MAC Huhik () —3E645 .

WA ST ER B 1 - WARCRE T ERBEE N 77, WINURS 285 77 $e8 o -+ N 2EHI{E 004D (yyxx).
FE MAC HUBEFFAE TN, TSR 2 S8 (oxyy), DA HUAR (1 AR 3t 1 KDL A -

A24D.00zz.zzzz

| raws W


b_CLI_ConfigGuide_FXOS_271_chapter11.pdf#nameddest=unique_171

B »zssomEnmmmac i, FEER MAC tat

$IE3

$TIE4

T HIZE 1009 (03F1), MAC Hudik
A2F1.03zz.zzzz

i

Firepower /ssa/auto-macpool # set prefix 65
Firepower /ssa/auto-macpool* #

RAFICE .

commit-buffer

T

Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

EE MAC #ihkhd .

show mac-address

i

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftdl3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channell5
A2:46:C4:00:01:7B ftdl Ethernetl/3
A2:46:C4:00:01:7C ftdlz Port-channelll
A2:46:C4:00:01:7D ftdl3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channell5
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdlz Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8
il

LA 7K MAC HiTgE 324 33,

Firepower# scope ssa

Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool # set prefix 33
Firepower /ssa/auto-macpool* # commit-buffer

TaigE |
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Firepower /ssa/auto-macpool #

HBEZERHRINFIRECE X

TR RN A LB BRI DL, H B e A BRGSO AR B %/ N S 451
I, TR E A A B B SO BEUNC B OO W CPU AR LA s R RI %O B= 3)
&I RAM,  FEREREAS LRI AL 23 10 B 40 GB.

 B/MZOETE N 6.
© BT NFRARIR, JovERRE 8 ML
< BATLA BB (6. 100 124 14%5) M, JhEH K.
o KA R OBOR R T AP NIAI RS, 15 S D 2 35 5000 1 BER A6 4 451 o
HUAAEIE— A4 4 "Default-Small" (¥ BRI\ JEEC &S00, LSOO 3R R MZ O A 80T LU St

BB S e L, AR ARG IS 0 MR SO . 1R, SRR E SO RN LA RN H R g EA
AFAEAT ] TLAR T B SO I BT ke

USRS IEAEAE ], WJCVE S OB UG SO . AR A A ST AR AT S5, 9% e B s
YR E SO, dwim B R A S o T SR T gy W PR R SE R, R JiE R AT REBR
B ORI A 1l 53 R — 2

WERAERE FTD SEBIAINE) FMC Jo SE st RGBS BEE, e AR IR & > IREEIE > IR& > R >
FETE XA b OB RN B (A7

UK

TR AL RRSHE.
scope ssa

Tl

Firepower# scope ssa
Firepower /ssa #

N
5
N

B B E A
enter resource-profile name

* name - WHEAT 1 64 DT IECE SRR THER, SRRCE SO ARSI Lkl
o

-

Firepower /ssa # enter resource-profile gold
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Fars |
B sssnmnarREs

Firepower /ssa/resource-profile* #

T3 WAUY .
set description description
* description - W E IR 510 N FRFECESCIF R . AE S A SR IEEN S (1.
5l

Firepower /ssa/resource-profile* # set description "highest level"

TR 4 WE CPU LK.
set cpu-core-count cores

* cores - WEANT 6 Mg KAHZ A IR B SCHZ O (RED , BARBIRTHUAE . OiEdRE 8 4
Lo

EUE
Firepower /ssa/resource-profile* # set cpu-core-count 14

SRS RAFILE

commit-buffer

i

Firepower /ssa/resource-profile* # commit-buffer
Firepower /ssa/resource-profile #

PER6 ML ARSHAAF THIRAC B S RO
show resource-profile user-defined

i

Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 10 mid-level

N
g
~
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show monitor detail

IR

Firepower /ssa # scope slot 1
Firepower /ssa/slot # show monitor detail
Monitor:
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OS Version:

CPU Total Load 1 min Avg: 18.959999
CPU Total Load 5 min Avg: 19.080000
CPU Total Load 15 min Avg: 19.059999
Memory Total (MB): 252835

Memory Free (MB): 200098

Memory Used (MB): 52738

CPU Cores Total: 72

CPU Cores Available: 30

Memory App Total (MB): 226897

Memory App Available (MB): 97245
Data Disk Total (MB): 1587858

Data Disk Available (MB): 1391250
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0
Disk File System Count: 7

Blade Uptime:

Last Updated Timestamp: 2018-05-23T14:26:06.132

IR 8 A Y H S 1 P Y
show resource detail

Tl

Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

A5l
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Firepower# scope ssa

Firepower /ssa # enter resource-profile basic

Firepower /ssa/resource-profile* # set description "lowest level"
Firepower /ssa/resource-profile* # set cpu-core-count 6

Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile standard

Firepower /ssa/resource-profile* # set description "middle level"
Firepower /ssa/resource-profile* # set cpu-core-count 10
Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile advanced

Firepower /ssa/resource-profile* # set description "highest level"
Firepower /ssa/resource-profile* # set cpu-core-count 12
Firepower /ssa/resource-profile* # commit-buffer

Firepower /ssa/resource-profile #
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NSV IAR BRI %, FXOS SCHRFERZ AL IMN (LLDP), X2 — /NS T8 55 e 5% A HL P

1, 7F IEEE 802.1ab #x#EH5E . LLDP fUF M 2% 4 250 A 55 B s
BWHEBIREE R E LIEAT, ST AR MR RG] L T8
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LLDP & P ppisl, e ki s KR DK RER L APk FE . LLDP S A HHZ P SOR U

oAl LLDP % 4518 3K 15 B

FAE FXOS HU R HIstThfig, ] DARCE Mk bl sems, TR E LLDP AR5t . M
kg QI e, W EOBCER . SRR AR ARSI G 1. EPM 3 1 i B A7) 52

i 176 A AT T4 1 1) LLDP.

a4

o JovkAE L A i 1 _FCE LLDP.
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AN ZEHE .
scope org

T

Firepower # scope org

B I It 100 286 4 ol SR s

create nw-ctrl-policy nw-policy

il

Firepower /org # create nw-ctrl-policy nw-policy

Ja 71 LLDP.

enable lldp {receive | transmit}

Tl

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit

PEAT L -
commit-buffer

i

W rewE
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Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

fae 5 3 AR LLDP M T80/ A% 40 .
enable Ildp W /A%

commit-buffer

IR

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

AP BT iy 45 90 288 2 1 SR I P 2 11

a)

b)

LV NARE
scope eth-uplink
scope fabric a

scope interface interface id

Firepower # scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # enter interface Ethernet3/1

WHE RN .
set nw-ctrl-policy nw-policy

commit-buffer

Firepower /eth-uplink/fabric/interface # set nw-ctrl-policy nw-policy
Firepower /eth-uplink/fabric/interface* # commit-buffer
MIO-5 /eth-uplink/fabric/interface # show detail

BE L

show detail

Firepower /eth-uplink/fabric/interface # show detail
Interface:
Port Name: Ethernet3/1
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Sfp Not Present
State Reason: Unknown
flow control policy: default
Auto negotiation: No
Admin Speed: 100 Gbps

mamsznzn ]
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Oper Speed: 100 Gbps

Admin Duplex: Full Duplex

Oper Duplex: Full Duplex

Ethernet Link Profile name: default

Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default

Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Allowed Vlan: All

Network Control Policy: nw-policy
Current Task:

d) $RATHE:

commit-buffer

i

Firepower /eth-uplink/fabric/interface* # commit-buffer

Firepower /eth-uplink/fabric/interface #

B EZ 4158 URL

AL E B B URL, LMEE B2\ FMC 24497 JF FTD SE41 1) Firepower HLAA & BEZS . G S AT @ HL

M EL URL, WIAEHIBUAE 47K o
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WERAEH FTD SEA 2] FMC J5 S bUAH URL B, MENARE > REEE > RE > R >

FETEXAAE b OB RN B AT

BEARGR
scope system

Tl

Firepower# scope system
Firepower /system #

FHC EB LA 445 -
set name chassis_name

* BURA PR - BEEA T 1 2 60 N7 RFZ I FIH A 44 5K -
il

Firepower /system # set name Firepower chassis
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$HIE 3 S E A URL:

set mgmt-url management url

* management url - % ¥ FMC N KIE# T Firepower HUAH & FL g% FTD 5249ff) URL . URL 44
ZLA https:// FF3ko W RARSREHUARE B URL, WS ALAG 449K

TP

Firepower /system # set mgmt-url https://192.168.1.55

TRAFRCE

commit-buffer

IR

Firepower /system* # commit-buffer
Firepower /system #

EENE R E
show detail

IR

Firepower chassis /system # show detail

Systems:
Name: Firepower chassis
Mode: Stand Alone
System IP Address: 192.168.1.10
System IPv6 Address:
System Owner:
System Site:
Description for System:
Chassis Mgmt URL: https://192.168.1.55
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