ARpEIR
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o WKW HAERIP, 5530

* 4 Firepower 4100/9300 HLAH A FK » 25 6 1T
o ZRZAEESET , 6 It

s A NIERER , 25 12 1L

o GoRHTREE A 14 0T

* #3813 5)) Firepower 4100/9300 HLAH , 25 17 17T
* 5] Firepower 4100/9300 HLAE FLYR , 25 18 T
o WA H) BB E , 55 18 UL

o MR RGAE, 19 T

BNEIR IP thik

FriaZ |l
# T LA FXOS CLI B4 Firepower 4100/9300 AL L ()% 2 TP Mkl

)

AR PG ERIP Mok S, T B B kil EE R 2 7 B Firepower HUAE B HL S 5k FXOS CLI ATA 4%

UK

HIE1 H 3] FXOS CLI G2 1 FXOS CLD .
IR 2 BCE [Pv4 FFEL P Huhik, EHATLL R
a) VOB AR TLHK a (Y5 -
Firepower-chassis# scope fabric-interconnect a

b) BEALAURTRCE IP Mk, WAL A
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Firepower-chassis /fabric-interconnect # show

¢) HALLUTar4, BCE A HL 1P sk A 5

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network _mask gw
gateway_ip_address

d) FHESRAZFIRGIE

Firepower-chassis /fabric-interconnect* # commit-buffer

FECE IPve B PL IP Hudik, AT LR HRAE:

a) BCEATHAERE T a Y5
Firepower-chassis# scope fabric-interconnect a

b) WEEI IPv6 Bl E L

Firepower-chassis /fabric-interconnect # scope ipv6-config

o) EEFINTE L IPve Hikl, TERIALL N A

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d) FALL T4, BCEHTEE IP Hhhk A S

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_address ipv6-pr efix
prefix_length ipv6-gw gateway address

IR AN HE TPv6 4= R Rk bbb I HLAE 1H) TPve & FE bk .

e) RHESRAZFIARGIE

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

A5l

PUR 7RI B 1Pv4 8 BE 1R O

Firepower-chassis# scope fabric-interconnect a
Firepower—-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #
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DU 7R BIEC & TPv6 & 2 TR 56

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé-config # set out-of-band ipv6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

B MHAEREIP

T LA FXOS CLI B % £ 31 Firepower 4100/9300 HUAR (K8 H IO E FE 1P Huhl. Ak, B4
SELE FXOS “FE g0 Bk 1P 58, ARJSTEN FH 00 B2 1P A5 & .

\)

AR SOV IR B TP 2 3 BUIRS

T

$IE2

puE ]

#E#3) FXOS CLI.  GEZ R 11j i) FXOS CLD .
B9 B BB A

scope ssa

scope logical-device logical_device name
FHERBCE NG ST, JFRE S SBT3 HTE, WEZAEEZER:
XT ASA AT AT O -
a) MIAEIE R BG] SR)T
scope mgmt-bootstrap asa
b) ARG TP B
scope ipv4_or_6 slot_number default
c) (PR IPv4) WEFH IP Hulil:
set ip ipv4_address mask network _mask
d) (IR IPve) WE BT IP Mkl
set ip ipv6_address prefix-length prefix_length_number
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e) WE MICHL:
set gateway gateway _ip_address
) PRACHCE:

commit-buffer

X+ ASA IR AG FIBEEERNLE :

a) FIABFEE G PR
scope cluster-bootstrap asa

b)  (fXBR IPv4) BT L IP:

set virtual ipv4 ip_address mask network_mask
c)  (IXBR IPv6) &Mk fEdul IP:

set virtual ipv6 ipv6_address prefix-length prefix_length_number
d) WCEBIP it

set ip pool start_ip end_ip
e) WHE M ICHL:

set gateway gateway _ip_address
f) PRACHCE:

commit-buffer
XFF FTD [ r A AR

a) MANEHR R BS SRT
scope mgmt-bootstrap ftd

b) ARG IP B
scopeipv4_or_6 slot_number firepower
c) (VPR IPv4) WEFT IP Huhl:
set ip ipv4_address mask network mask
d) PR IPv6) BE M1 IP btk
set ip ipv6_address prefix-length prefix_length_number
e) WE M ICHLL:
set gateway gateway _ip_address
f) $RACHCE:
commit-buffer

IR ST RESERCE, A0 B2 B Firepower 4100/9300 LA (145> b FH ¥ & BT 16 TP Huhik. 4
AT HUR A AR EE HA BOE, W0 BAMUAE AR B B 1 A I e I8
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SR A RN ARG R B S SR E R
a) VUM E N ssa f:
scope ssa
b) R s A A
scope slot slot_number
o) R A A I S
scope app-instance asa_or_ftd
d) HREHT SEFE R
clear-mgmt-bootstrap
e) %Tﬁﬂﬁ

commit-buffer

SRS SN
disable

commit-buffer
iR ST REAERCE, SR 5 T 25 HI 3 2 3 Firepower 4100/9300 HLAR i4FS N (&5 #L 5| &
FEPAR B WIS WA R RFAEEE HA BCE, 2006 3 HLAE b A4S B A X e b
[
FR6 LN AL BRI ALy, FoHR A
a) HVulEEE Y ssa i
scope ssa
b) R R A R
scope slot slot_number
o) R A A I S
scope app-instance asa_or_ftd
d) JAJHN
enable
e) %Ellfigﬂméq
commit-buffer

iR XTI S, 020 B 53 PAT IX L8P SR DL T 5 F 45 3] Firepower 4100/9300 HLAH 1) 5%
NN WA AR B HA B E, WA 2006 PANLAR E BRI Y E A X e P B
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B =2 rirepower a100/9300 115 % 75

5 4 Firepower 4100/9300 #/1#5 & #7

# T LAAE FXOS CLI H B ] F Firepower 4100/9300 LA 11 4475 -

i

#HH:F) FXOS CLI GEZ [V H] FXOS CLD .
HEANR SRR

Firepower-chassis-A# scope system

PR AR

Firepower-chassis-A /system # show

LR EA TS

Firepower-chassis-A /system # set name device_name

RAE S IR B R

Firepower-chassis-A /fabric-interconnect* # commit-buffer

]l
LA R 2 0Rs S S0 o6 44 K

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

RRZEESMES

TESEMIMARLE G, REH LK A% 4 SSL iE 15 LA Firepower 4100/9300 A4 Web N . Hi
TZUE P2 ST, & umiaes A e Bl E. HiE Fumtl W8 & X Ui W) Firepower
4100/9300 m%“ﬁ Web FHifify, w%Eds &P SSL &4, ZEKH P E Vi [ Firepower 4100/9300 HLAH 2
AUEESZAE TS ﬂuﬁ%uTﬁﬁ,ﬁﬁancuiﬁﬁ%ézmkaxm A3 B B 1y
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UEFS A Firepower 4100/9300 HUAR o Bb G U0 UE 5 RV S iyt W 2S5 ATERE,  IF H4% )R 51 Web
FHIHM IS

UK

HH:F) FXOS CLL. (W& Vi ) FXOS CLD
i N 2 AR
scope security
BB I
create keyring keyring_name
BCE AP A
set modulus size
AR -
commit-buffer
FUE CSR FBr. WLMERIIEARI (I, AR LGS, WrTLls v R (i,
D IRANAZD) RN UEF S ke i, TR, EEEE CSR BN, RASIRRM AU,
create certreq subject-name subject_name
password
set country country
set state state
set locality locality
set org-name organization_name
set org-unit-name organization_unit_name
set subject-name subject_name
AR -
commit-buffer
S CSR, KA S AE AR A o UE P AR MR ] CSR K BIER 1) & 4iE 15
a) R CSR:
show certreq

b) HHIMN GFEE)  “-----BEGIN CERTIFICATE REQUEST-----" #| (Jf{u%) “-—---END

MIIC6zCCAdMCAQAWAzZELMAKGALIUEBhMCVVMxEzZARBgNVBAgGMCkNhbGImb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3NIMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1zMQwwCgYD
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VOQLDANUQUMxGJjAYBgNVBAMMEWZWNDEyYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0OBAQEFAAOCAQ8AMI IBCgKCAQEASOONSgagkfz2 fi4JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJjBwkUMNQAImMQsRODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKVObttYg3kf/UEUUgk/EyrVg3B+u2DsooPVg76mTm8BwYMgHbJEV4Pmu
RJWE88YEVVWH7JTE1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3GIITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBOrnyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAWHjACBgNVHREEFTATghFmcDQOxMjAudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsSFAAOCAQEAZUfCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INVOW/ 61
JBNLxusYilrZzZcW+CgnvNs4ArgYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
z2zyoyrG+EZXC5ShiraS8HUWVE2wEFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8zREOWT+xHtLSgqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

S EHUEPIE SRR
exit

LIE10 B IR
exit

PN R PAURH U AR, AU N U SR CSR firth o W ARAE SR, AR MUAR B R A
ol 4 CAE T CA FIRVIEAT B P 244 (K B e F5
TRWI2 ER TSR AUR ] Base64 XA it P AR FXOS. QIR MUEASATUAR MU HACE ) 5 4
UEPSEER AR 2 HAt RS 5, B AU SSL TR (494, OpenSSL) #EATH: 4.

QBT (5 A 5 AR B 0 IE

create trustpoint trustpoint_name
HIB3 B R, BNTETES 11 5 T MGIE R WL R S 1 5 0

iR b FAFE P TR IE S FE AR AU, AZIUSARAIE A (RE B T4l & . A SCA SR,
FEHUE TSR AE T, AR a2 B R — N REYS, B$5 T BEGIN CERTIFICATE Al
END CERTIFICATE #5itt o F 2N SCACH S 0 RS s 25 AT

set certchain

IR

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQQODA jBTMRUW
>EwWYKCZImiZPyLGQBGRYFbGYjYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwWNzI4MTc1NjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGOBGRYFbG9J YWwxGDAWBgoJ
>kiaJdk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcghk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGEJQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIKkWEAYJKWYB
>BAGCNxUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lgy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==
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>ENDOFBUF

L1 FETHE:
commit-buffer
FE5 IR AR
exit
PIR16 FENHEPIIBA
scope keyring keyring_name
FBAT A5 13 DRI REAE AU O CSR BB PR SCHK -

set trustpoint trustpoint_name

P18 FAMSEHMEL B Ol .

set cert
FYR9 RENGIE AU LR P 1 5 A EA5 1R A 75 -
TP

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

>MIIES8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggqhk jOPQQODAIBT
>MRUWEwWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwNDI4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUZETMBEGA1UECBMKQ2F's
>aWZvcmSpYTERMAS8GA1UEBXMIU2FuIEpvc2UxFjAUBgNVBAOTDUNpc2NvIFNS5c3R1
>bXMxDDAKBgNVEASTA1RBQzEaMBgGA1UEAXMRZnAOMTIWLnR1c3QubG9j YHwwggEL
>MAOGCSgGSIb3DQEBAQUAA4IBDWAWgGGEKAOIBAQCZzQ43mBgqCRINZ+LglUQAOb7tga
>BwdudS3sulXIwKGco48mMHCRQwW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvIOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbO0hNssvmAhhlVql PGnodNR7MEfYwgjM5q9Tp3WOH2ufLGAa2H1 09XR2FAGMB
>AAGjggJYMIICVDAcCBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1lcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXN0aW4sREM9bGYjYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1IMjBLZXk1MjBTZXJ2aWNlcyxD
>TJj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2F's
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1jZ2XJ0aWZpY2F0aW9uQXVv0
>aG9yaXR5MCEGCSsGAQQOBgjcUAGQUHhIAVWBLAGIAUWB1AHIAdgB1AHIWDGYDVROP
>AQH/BAQDAgWgMBMGA1Ud JQOMMACGCCsGAQUFBWMBMAOGCCQGSM4 9BAMCAOGAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=

>ENDOFBUF

PR B E P

| zaeE ]
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IR 2 A

BEAZRGiA

scope system

BEA MRS

scope services

BiC & FXOS Web k45 LA H B e -
set https keyring keyring_name
AT E

commit-buffer

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: firepower cert

Cipher suite mode: Medium Strength

zogEr |

7R 5 HTTPS MR 5548 RBRII S HIN . & N W RIEARRE T 150 3 20 Hh B (P 3 AH IR A . o SR o i
HUB R BRI B HER 4 R, W HTTPS RS2 AR T Hr, AR HTIEP:

show https

TP

fp4120 /system/services # show https
Name: https

Cipher suite: ALL:!ADH:!EXPORT40: !EXPORT56:!LOW: !RC4:!MD5: | IDEA:+HIGH:+MEDIUM: +EXP: +eNULL

BoRGNPEBRINZ, #fiikCertificate Statusft i /< Ay Valid:
scope security

show keyring keyring_name detail

il

fp4120 /security # scope security

fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT

B 7ae=
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Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, 0O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:03:43:8d:e6:06:a0:91:£6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:€6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8£:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:c4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:ef:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£9:ae€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:04:26:a7:bf:20:6f:1a:e2:cf:£d:0f:
cd:9a:fd:cb:a3:71:0d:21:36:cb:2£:98:08:61:95:
5a:05:3c:69:e8:74:d4:7p:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MIIE8DCCBJagAwIBAGITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDA]BT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/ISZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvcemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTALIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEil
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
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ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUyMEN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG9] YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQQOBYj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=
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$IE2

$IE3

i N2 R
scope security

R B AR
enter tp-auto-import

IR

FXOS# scope security
FXOS /security # enter tp-auto-import
FXOS /security #

FEATHCE -

commit-buffer

Rk B8RS
show detail
il

EESIEEPNGAIE

FXOS /security/tp-auto-import #

FXOS /security/tp-auto-import # show detail
Trustpoints auto import source URL: http://www
TrustPoints auto import scheduled time : 22:00
Last Importing Status : Success, Imported with
TrustPoints auto Import function : Enabled
FXOS /security/tp-auto-import #

EEEYNCRLE

FXOS /security/tp-auto-import #

FXOS /security/tp-auto-import # show detail
Trustpoints auto import source URL: http://www
TrustPoints auto import scheduled time : 22:00
Last Importing Status : Failure

TrustPoints auto Import function : Enabled
FXOS /security/tp-auto-import #

i tp-auto-import DJEE. W & import-time-hour.
set import-time-hour /N import-time-min 4344

il
FXOS /security/tp-auto-import # set

aasnirsEs [

.cisco.com/security/pki/trs/ios_core.p7b

23 TrustPoint (s)

.cisco.com/security/pki/trs/ios_core.p7b

import-time-hour Trustpoints auto import hour time
FXOS /security/tp-auto-import # set import-time-hour

0-23 Import Time Hour

FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min

0-59 Import Time Min

FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min 20

<CR>

FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min 20

FXOS /security/tp-auto-import* # commit-buffer
FXOS /security/tp-auto-import #

zaeE ]
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iR H 23 AU URL A2 [ 58 1R, 2006 5 NI T R4 45 B S O RER I 0. R ANRERAE
TERIPI RN EAT o A SRR B /NIRRT 2 g, IR 3 AANAE S e T — IR uE B AE
JHHGR L N B 42 Jopt/certstore | HERT, BB T 24 G s AT U R . SRR
(ios_core.p7b) —ifd, FHiox ABIHEISMIET (AutoTP1 %] AutoTPn) .

ST AP AR E NG, i show detail 4.
show detail

T

FXOS /security/tp-auto-import # show detail

Trustpoints auto import source URL: http://www.cisco.com/security/pki/trs/ios_core.p7b
TrustPoints auto import scheduled time : 07:20

Last Importing Status : Success, Imported with 23 TrustPoint (s)

TrustPoints auto Import function : Enabled

AR AR ARECRUETECH 300 WUR Cisco UET RS d-AFAEAT IR n) &, MBI E AT
261K, SRJGAE show T4 TP EEET LT AR .

PIRS (Wik) LA AZEATIRE, A delete auto-import 7%
delete tp-auto-import

il
FXOS /security #
FXOS /security # delete tp-auto-import
FXO0S /security* # commit-buffer
FXOS /security # show detail
security mode:
Password Strength Check: No
Minimum Password Length: 8
Is configuration export key set: No
Current Task:
FXOS /security # scope tp-auto-import
Error: Managed object does not exist
FXOS /security #
FXOS /security # enter tp-auto-import
FX0S /security/tp-auto-import* # show detail
FXOS /security/tp-auto-import* #

R WCRZA AR ATIRE, SANIERRRREAZE, BRI AR AT SO ik IR
SN HZRATIRE, RIGEERTHRA ERCA, W2 BIERIETS .

2R BIEE

WRALE TSR, T G 5] Firepower UBEF LSS, RATK BosbiliscA, T i
WA LR, RS SEURRAS S SRR, KRR S AT, RS
HE AT P 44 B Y AR BB

M B FXOS CLIF, RGBSR (WCBCE) , ARG NS,
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HEHF] FXOS CLI GiEZ [ i) FXOS CLD
Nz i

Firepower-chassis# scope security
HEANT 22 4 A5

Firepower-chassis /security # scope banner

i N LA i A 6l X s A e

Firepower-chassis /security/banner # create pre-login-banner

8 e £ P 5% Firepower ML BR AR5 FXOS CLI fif FXOS M i) F F 27~ 71 L«
Firepower-chassis /security/banner/pre-login-banner* # set message
JAB—ASXHEHE, I35 A G ST E T OO

(ESRAEAL, SNSRI B 7] LA B S AESTRYE ASCIL 45 . T LA 247
XA, FHTIRZ 192 71T, 4 Enter B4 .

ERH NS R —17, %\ ENDOFBUF Jf4% Enter 4 LL5g e/ «

% ctrl Al c B B E T B A .

FAL SR BN R G LA -

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

Gt

DN See i UE

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

zaeE ]
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B

HEHF] FXOS CLI GiEZ Vi i) FXOS CLD
N2 i
Firepower-chassis# scope security
PR3 HEARIE 2 2B
Firepower-chassis /security # scope banner
PR A NG AT 2R

Firepower-chassis /security/banner # scope pre-login-banner

S %
5
N =

WIES F5E L G 5k Firepower HUARE #4351 FXOS CLI H FXOS J¥ i) FH 7 SR (171 5 :
Firepower-chassis /security/banner/pre-login-banner # set message
JAB—ASXHEHE, I35 A G ST E T SO .

SWE (CHURIAL, HAEATHORIL . (60T LRI 7B A ERTRRIE ASCIL 747, #T LUA S 47

XA, FHTIRZ 192 71T, 4 Enter BT,

ERH NS R —17, %\ ENDOFBUF Jf1% Enter 4 LL5g e/«

% ctrl Al c B B E T B A .

FAL SR BN R G LA -

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

N
X
~

Gt

LA R 7R G e 8 S i i -

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

B 7ae=
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MFR = X TR

UK

S} 1 EHH FXOS CLI G Vi) FXOS CLD .
P2 N AR
Firepower-chassis# scope security
PR3 EARAIE 2 A
Firepower-chassis /security # scope banner
T4 ARG MR S TR -
Firepower-chassis /security/banner # delete pre-login-banner
LIRS LSRR RGN E

Firepower-chassis /security/banner* # commit-buffer

]l
LA 7 A5 1803 28 i A e «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

& 35 5 Firepower 4100/9300 #/1 75
i

P HEANAARA:
scope chassis1

PR 2 AN CLUT a2 F=H H S LA
reboot [J5[A] [no-prompt]

iR WEREAE A [no-prompt] SSBE T, WA 2 G HUARR LRV 5 8. WA
[no-prompt] JCHET, JIAE %N\ commit-buffer iy 47 RS EHE B .
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. 5 i) Firepower 4100/9300 #55 F2. 5

RGURIEH G RS ERCE AR A%, A QMRS L iy 515, $5 )5 ¢ I B8 3)

Firepower 4100/9300 LA . M FE KLY 72 15-20 4050
PRI TR E

scope chassis1

show fsm status

5% A1 Firepower 4100/9300 #/1.55 &2, i&
g1z

T AN
scope chassis1

LIB2 FNLL T NS
shutdown [J&[A] [no-prompt]

IR G REAEH [no-prompt] 8T, Ny & EHAR LRI ] . 40 R H [no-prompt]

KHEF, WEEA A commit-buffer iy 45 REEASTEHH 5

RO IEH R RS LB M E R % %fimtlﬁ%&ﬂ@l,mEiWFmer
4100/9300 HUAT . UL FERAITT L 15-20 23 Bh e AEHUMT DRI G,  Sm] DUSRAs LA ) R4 =k o

PR3 MR AIL R
scope chassis1

show fsm status

WE N BOABCE

& 0] LU FXOS CLI K44 ) Firepower 4100/9300 HLAT M 42 Hi T BRIAHC '

A\

AR R AL BRI A T RCE, BT BRI E . SRR S
g GEZYINICE) .

R EE R R
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UK

SLIE1 (A]ik) eraseconfiguration a4 ANa MHLFE T MHIER R BEVF AT UEAC & o 0 LIRS AR I B 2 BE A VT
UERCE, TEHAT UL DR

scope license

deregister

IOV Firepower 4100/9300 HUAT £ Ik MR B . G SR K 4 - 9T 47V P IE B2 BURNE
TBG

SRR 2 JERBANE PS5

connect local-mgmt

HIE3 WAL N4, MU Firepower 4100/9300 HLAR G B FTA F LS, JHEHLAE K 2 B H s b
LN R
erase configuration
R PERIEHIN, e SR P RE
LB WA ENSPRTTEA yes, BB BRICE .
40K WY Firepower 4100/9300 ALAR -HIGFR T A H P ICE, ARJEEET RS

ZEMIER R GEH

&R LUE A FXOS CLI ¥ Bk I 22 4 B B e 25 I 2044

k) ECARCE S 18 i TR, erase configuration iy nI M ERALAR F 1K A P G EAS
BRI N a1 BRARCE .

secureer ase iy & o L AR E M BER AL Wwt2 v, IFARDUMBREDE, B th ot “ 4%
7 GERTER) o XALSHEOR B I AR B2, UG EA7 LA 2 O B 5 P Sl A7 AR

)

IR WA SERSERMINENSS, XEWE SSHIEEAZIE. Kk, BATEBUR S B AT 6 & b 1
ERIAT LR

UK

TR ELBAME BN

connect local-mgmt

HIB2 HANLLF erase configuration fiy42—, DL2e 4 HBdER TR & 1% & 200
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erase configuration chassis

RGBS, A Bl AR AR 2k HIGEWAL, IR SRS 29k W R A
v, BV YL I, G RR e, R FE R B S .

W T3 B DA He AR R s i By, DRI e AL ROM i #%4% (ROMMON) Pk & 546
erase configuration security_module module-ID

RO, B L P B R AR K B, IR BRI 2 gkst. R
BNy, BLUCRHEEER.

iR decommission-secur e 7y 4 7= A 1) 45 R 5 iy 2 FE A A
THRRZ PG, R ORFOCHIRAE, HRIIA CERIT O B .
erase configuration supervisor

RGBSR, BRGNS 2k BRI, IFEREMIOE G Egks:. WERE A
v, BRSSP e bR

I B G |3 L (AT Bs MR i bR, DI BE N ROM 4% 2% (ROMMON) P &2 i3 7%
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