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Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration
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--—- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.
Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y
Enforce strong password? (yes/no) [y]: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.

Do you want to configure SSH Mgmt Access? (yes/no) [yl: y

SSH Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
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SSH Mgmt Access IPv4 netmask: 255.0.0.0
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Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.

Do you want to configure HTTPS Mgmt Access? (yes/no)
HTTPS Mgmt Access host/network address (IPv4/IPv6):

HTTPS Mgmt Access IPv4 netmask: 255.0.0.0

Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : 10.164.47.13

Configure the default domain name? (yes/no) [n]l: y
Default domain name : cisco.com

Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)?
Applying configuration. Please wait... Configuration file

Cisco FPR Series Security Appliance
firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

[...]

firepower-chassis#
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(yes/no): y
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Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt)# erase configuration
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--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted

to apply configuration.

You have chosen to setup a new Security Appliance.
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Continue? (yes/no): y
Enforce strong password? (yes/no) [y]: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: ¥y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) I[yl: y
HTTPS Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]l: y
Default domain name : cisco.com
Following configurations will be applied:
Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11

Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y

Applying configuration. Please wait... Configuration file - Ok

Initial Setup complete, Terminating sessions
.Connection to <ip_ address> closed.
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IPv4 REST API example:

{

"fxosBootstrap": {
"dns": "1.1.1.1",
"domain name": "cisco.com",
"mgmt gw": "192.168.0.1",
"mgmt ip": "192.168.93.3",
"mgmt_mask": "255.255.0.0",
"passwordl": "adminl23",
"password2": "adminl23",
"strong password": "yes",
"system name": "firepower-9300",
"https mask": "2",
"https net": "::",
"ssh mask": "0",
"ssh net": "::"

IPV6 REST API example

{

i718] FXOS CLI

"fxosBootstrap": {

"dns": "2001::3434:4343",

"domain name": "cisco.com",
"https mask": "2",

"https net": "::",

"mgmt gw": "2001::1",
"mgmt ip": "2001::2001",
"mgmt_mask": "64",
"passwordl": "adminl23",
"password2": "adminl23",
"ssh mask": "0",

"ssh net": "::",

"strong password": "yes",

"system name": "firepower-9300"

FERAAT |

1% 2 [ https://developer.cisco.com/site/ssp/

ssh_net 1 ssh_mask #B A i%IH. REST API

T LU A N 24551 65 i 1) v 1 280 >R 4 B FXOS CLIL. B0 UE S BI4% 1 5 iy 1 IR F SOHL 28 o
CalFzEdl G asa)  EREHIE b H SHGEE N PR:

* 9600 PR
« 8 N

B &R


https://developer.cisco.com/site/ssp/firepower/
https://developer.cisco.com/site/ssp/firepower/

EAAIT
i pxoscu ]

« AR

o 1AM IR
st AT LI SSH A Telnet i%4% % FXOS CLI. FXOS 5% S #: )\ SSH Jf- k& H: . 244/ SSH 1
ITIERE, 1535118 Firepower 4100/9300 HLAR 1) ML 4 B 1P Hudik
{FFH LA R VE R 2 —kiliid SSH. Telnet 5%, Putty #E47 & 5%

\}

I8 SSH &skX K5,

{§iFf} SSH M Linux 283 % 5%«

* ssh ucs-auth-domain\ \ username@ {UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

* ssh - ucs-auth-domain\ \ username {UCSM-ip-address UCSM-ipv6-address UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -I ucs-auth-domain\ \ username
ssh 192.0.20.11 -1 ucs-example\\jsmith

ssh 2001::1 -1 ucs-example\\jsmith

ssh ucs-auth-domain\ \ username {UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1

18 ] Telnet M\ Linux £ ¥ 55 :

\}

AR RS DLT, Telnet &b T2EHPIRAS . H5%)A H Telnet OULH], 15 S R E Telnet.

* telnet ucs-UCSM-host-name ucs-auth-domain\ username

telnet ucs-gqa-10
login: ucs-1ldap23\blradmin

* telnet ucs- {UCSM-ip-address| UCSM-ipv6-address} ucs-auth-domain\ username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

M Putty 7 i 6 5%«
e 3773 ucs-auth-domain\ username

Login as: ucs-example\jsmith
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