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SR | BEXEY | FRTE Bt ID Z3K
®igrRF
LDAP Ak T LGB HAT UL R R E L — SR} LDAP SE i 75 2 unicode 2R &
C WORELE LDAP 7R, KR | TE
FFEERMIE AR R EYE. | W RIEFAIEE CiscoAVPair H & s
PE, A4 LR s M ID:
* 7J& LDAP Uy, AHFHME 4 F.E3.6Tlﬁ.flﬁ.!;.§8;2)?7r.il
FR (#tn, CiscoAVPair) f)%
5 Rk LT3R sy Pt 7n 1 OID.
RADIUS | nfik T DG REHAT UL R E 2 — SR RADIUS St [ S 7 ID A
. ORI RE RADIUS 72, 3t |20 JEMERI AL RS ID 24 001
{FHFF A ZORMIE AR E | LR Evon 6l Bor, kPRl
. cisco-avpair J& I, WHTFEEZAH
o JAR AR X3
* ) RADIUS J %€, SEHIE— shell:roles="admin, aaa"
Ak (i, cisco-avpair) llies shell:locales="L1,abc". fiff
FE T RIS 7 5L M A
i
TACACS+ | ph3 WY T %, I AR cisco-av-pair % FR4&h TACACS+ ¢

cisco-av-pair Il [ & SR .

PREP SR YE ID 1745

LA 82749 S 7S ] £ 1
cisco-av-pair J& LI 456 24 H 7 )
£ RN X 3«
cisco-av-pair=shell:roles="admin
aaa" shell:locales*"Ll1
abc". 7F cisco-av-pair J&PEiELH
IR (%) B X Selbgac oy ml ik 1ot
L3 G A5 FHAH [ 5 473 B0 E S S
FoAd SRl 5 O B0 UE R W A A
EREAE N BT R B 2 AME .

LDAP F R E £ #9715 0ID
DL & A 52 X CiscoAVPair J& M 1741 OID:

CN=CiscoAVPair,CN=Schema,
CN=Configuration,CN=X
objectClass: top

objectClass: attributeSchema
cn: CiscoAVPair
distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration, CN=X
instanceType: 0x4
uSNCreated: 26318654
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HARfat&

attributelD: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X

ARG E Ut
EIER

SERON N RGM G VTR . BOATEOL, T BOAE B it €, JF HASREX JEaE
(e

=0

Hix
X RGHCE AT KB, HIAUE SR SR A
izE

FSINTPHCE . FT & 6514 0] /) Smart Call Home Il B RSt H &k (G035 R 48 H & IR 45 28 F il e
BATEEE Ui i) X RGE AT  se B i ) .

AAA EIRER
X AR AAA BCE S Vi X RGO MBI .
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e s P AR v A AT DAL AS I B Gy S8 e (R T S AR IR)— 3. Mo B bR RS, Firepower
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B B E R AERT,  XAE ATA DR 2438 1 B S sk v K s 2 Jm O S A e I ) i
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A e A B ARG, T A B A 1l B 47 6 I ) P AR R S /D IR RO RES EAT (R R SR kK. TR
2 R B A O ) A A e L T

password change allowed)

(8] & e & it AR i
ARVFEE TS (No | BRI R VFES S SR AR E | B4, SEAEAH 5 gy 06 UEH P 5

JINHSE B P B A S 5 4 B T
()20

AT LAFREAT T 1 F1 745 /NI 2Z ] HY
TCE ARG . BOATLR, JCH
[aIRE A 24 /NI

BT 48 /N P BELL S B,
HEAT LA F B
~ A L ) ) L A
* W TR 48

Fa G S p wa s T
4 (Password changes
allowed within change
interval)

WG I TR A A B B 473 B6E 1 FH P 1
SN A TR SC IR B P AT DA B 4 e
KUHL

AT LLFREA T 1 F1 745 /NEF 2 T8] )
KRB, AR 0 F1 10 Z R
B REM . BB T,
FOVFA L B 3 B0 K FH P AE 48 /N
(V) b P e 22 B O 2 IR

. EAEA G 05 E ] SO
HHJE 24 /NN IR 2 SOVF RS
B, TEHT LR B

o HEAE IR B 3Y11A) B e 0 A

< RO E Y 1

o K B ln] B i B 24

1 EOA S92 0 IE AR 55

JUE
T AN AR

Firepower-chassis # scope security
P2 HENEAB 2 2R

Firepower-chassis /security # scope default-auth
PR3 FREEA S Rk

Firepower-chassis /security/default-auth # set realm auth-type
b auth-type 4 DL R REE T2 —:

* |dap- 572 LDAP S350 4F

* local- 4 & A Hu £ {3 BriiE

* none- FEVFACHII] X%, TR E H A

* radius- 5 7€ RADIUS &35 3iF
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Nil
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wIE8

* tacacs #5 7€ TACACS+ & /35 iiF

ER S RBOAS O I UE AR 5 5 0 B0 R AR E A A R R S A3 JIE P (RADIUS,
TACACS+EULDAP) , ANEPHX L] BBt IovA S S0z i 55 s fic B 1 528y i (i,

T 122 1 55 s B R SO 7 BRI

CAIe)  $REAHCHR SRR P4, 2R AT

Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name
CRAJIE) A IR 8 s Wi BT s K e K ) 18] B -

Firepower-chassis /security/default-auth # set refresh-period seconds

FRE AT 0 F1 600 Z ] 5. BRIAE N 600 75

WA I SR TR BRI, 0 FXOS 2IA A Web & ifikb TR SIRAS, HAZ AT,
(AT3E)  Fi7E B EBHNE K G 2 FXOS WAk Web 217 UL 45 A HT 114 fe K BN [ 1] B«

Firepower-chassis /security/default-auth # set session-timeout seconds

FaE— T 0 Kl 600 2 [A] I #E% . BRINE A 600 7.

R %A RADIUS 8¢ TACACS+ Sl B A 25 S 50 ik, 15 %5 8 4E K session-refresh Fl

session-timeout HFK, & Geze e HH ORI S S TR 3R T S B AIE

CRTRE) REAT ) B 43 9otk 5 2 0 XU 3R S A Y -
Firepower-chassis /security/default-auth # set use-2-factor yes

R XU PH 2 5 Gy 36 A& T RADIUS F1 TACACS+ i .

FAESSIRAL B R AL

commit-buffer

Gt

EUR 7R IR BRI S 3 B UEBE B RADIUS, KA S B e SR (R P 4L BB N provider 1,
JE XU 2 5 3k, R T IR B 300 B (5 4040 RSt BN IR BB O 540 £
9735t JFHRREZR SRR K5, #RAZES.

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #
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masized ]

=gyl

# T LA FXOS CLI SKFR 2 Firepower 4100/9300 HUAR A5 < M F 23 1 2 /i SV P2 AN Bl 1 1) 1]
Bto Bn LG 2515 UL K HTTPS. SSH M1 Telnet 23 1% Bt & AN 7] i 36 & .

AR B KT8 R 3600 F2 (60 2381 o BRIMEA 600 75, ZAEH LS, 1SS 1HE@ A% E
0.

UK E:

HEN AR

Firepower-chassis # scope security

BEAFRINFZ R 2 4k

Firepower-chassis /security # scope default-auth

% & HTTPS. SSH F1 Telnet 231 [#) 45 PR I«

Firepower-chassis /security/default-auth # set session-timeout seconds

CRIED BB P 6 2 Ul 02 R I -

Firepower-chassis /security/default-auth # set con-session-timeout seconds

FAE SRR ARG A -

Firepower-chassis /security/default-auth # commit-buffer

(AT3%) A SR ML 2 TR I B .
Firepower-chassis /security/default-auth # show detail

T

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No
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TH BT

Firepower 4100/9300 M4 A 4% iAW E, RS SELN &GN AR i ERMA <
i, MAFEESTERAMER. wgaBnshae LRt SR TIE RN CERESEATEG
. SSH F1HTTPS) »

REAT DO ER AT 65 23 1 PR B 2 0 S TR I o X SR VRET R R /7 SR AR SR AT 1 65 2o 2 i
I, [ O A s ) R I

256 ER IS ERIA R 3600 F2 (60 231D , AI{#H FXOS CLIG AT . BAAH s, i B4a0 2315
RN 0,

UK

HEN 22 R
Firepower-chassis # scope secur ity
BEABRNRBL 2 4

Firepower-chassis /security # scope default-auth

BEE LN ST -

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

CRIE) B E AR 5 40 2 e -

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

RAE S IR R R G

Firepower-chassis /security/default-auth # commit-buffer

(A% A SR AL S iR 15
Firepower-chassis /security/default-auth # show detail
il

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No
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soepprnsresn [

AinEH P BEE A B RER

BRUAEGL R, 174 ] LDAP. RADIUS i TACACS WM FE AR 55 % & 5% Firepower HUAH & F 2% 0k
FXOS CLI T 2 T R R et T2 A S R, A b PRI T T gl S g 7 f (i S e i
(U )AL RR o

fmr LUl ek DU 5 O e R G A TR
assign-default-role

P R R I H e g0 e R AR P ANRE D0 T A g A B B kA S, SevF il A
HE g,

R BRNAT N .
no-login

M R RO Ham RS i W e SR AR AN 7 A (B A S R IR (5 I, L7 )

UK

HEN 2 A

Firepower-chassis # scope security

F 52 2 15 ARSI A (PRSI Firepower HLAEFEEAS Al FXOS CLI fH /' i ) -
Firepower-chassis /security # set remote-user default-role {assign-default-role| no-login}
KA SRR RS E -

Firepower-chassis /security # commit-buffer

Gt
PAUR 7= A R B A (5w, S48 55

Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

AR REIER A P ERELRERE

WS 25 R Ay, ) FXOSAS eV FHEREASF & i 2 i fE I 20 G 2 R 309 1048 5
n, %3750 .
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UK

N
>

BEN AR

Firepower-chassis # scope secur ity

N
g
N

fE w i am & O R e 2 B4

Firepower-chassis /security # set enforce-strong-password {yes|no}

]l
LA 7391 i P e i A 2«

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

LIRS ) sl bgw S

llfﬁﬁﬁjtz:ﬁinﬁ%Ukﬁ
ISR E AR P BT A P 2 B s B R MR, an S ik, F P 244 Firepower
4100/9300 HLAH 8 & — Beda 22 W B A B 2 /i o v PP S B e 1 B RO IBOR B Bie — B R e IR I
AR . W R B KRS R RS, AP R%8iE. 2RSSR~ gt
SERREN . AXFMEN T, AP RSENS B e N E, REA il 8 5%k,

PATLU R 2P, DATC B K8 sk 2R

\)

iR s B B R SRS R BUG, IR KT CREVEEERIK BEie.
o BRI B R SR8 S R 0. (BB e K2R B sk kB, P 9 RS 80E BRI 1)
KR 30 %80 (1800 #2) &

* REE MNP BUEREAE R BUEIREIIP IR, WS aE AEERN S BUEIRE . 5 13
o

~

X A B AR G P A IE A PR SR PE A AR 2RI 2 — o AT RTEANE R, WS LIRS M
e

UK

$IE1 )\ FXOS CLI #E A\ 22445

scope security
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P2 WE BT R R

set max-login-attempts num_attempts
num_attempts & 7] LAE 0 2 10 2 [a] (AT 0] 4%
PR3 FREEILT

set user-account-unlock-time

unlock_time

T4 RTE:

ERMFRAPEIRZS

$IE3

commit-buffer

semapAraeks i

SRR E H P NAR R GUE I T CRURR B

X} T ik Maximum Number of Login Attempts CLI ¥ 5 H 48 i 11 5 K R B0E s 2238 2 5 # Firepower
4100/9300 HLAE B E I 7, B P rl B A NS BRILBUE RS AGTEAGE R, WSk E &k

PARBFIREL, B 12 T,

UK

M FXOS CLI #E N 22455

scope security

WM AR R (BIERBUERE) -

Firepower-chassis /security # show local-user user detail

Tl

Local User user:

First Name:

Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

CRIED BRI R -

Firepower-chassis /security # scope local-user user
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Firepower-chassis /security/local-user # clear lock-status

Fic & 58 o [B] PR BY B K %5 A5 BB SR 2

i

BEN 22 R

Firepower-chassis # scope security

HEN R G B ST A 22 A

Firepower-chassis /security # scope passwor d-profile

IR T A s B 3 BGALE P P A28 52 /)N I B A B s B R B

Firepower-chassis /security/password-profile # set change-during-interval enable
Fi5 5 A My 5 47 56 UE FH A B A ) b A ) A SE eSO S B ) e K TR
Firepower-chassis /security/password-profile # set change-count pass-change-num
ZAE P LA T 0 1 10 22 8] AT AR

TRE /NN, B BN, 30 5 SR EON EE it %1 (Change Count) “7B  JIr 5 7€ [ 4H -
Firepower-chassis /security/password-profile # set change-interval num-of-hours
GAEATLUE 1 5 745 ONED TR

W, A% T B A 48, EESU‘I‘;& (ChangeCount) FB ¥ B N 2, HS A H 5 43 5630F T 7 £F 48
NS P BRAT I 60 B O RE R 2 YK

FAESTIRAL B R AL

Firepower-chassis /security/password-profile # commit-buffer

A5l

LU 745 3 < 1) b BHTH) 5504 (change during interval)” ZEIR, K SO 80 E R 5, K HL
(BB E N 72 /NI, I B3RASAT %

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #
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REs/NERRKERE

WS E P s/ NEE R A ARG AT, WULAZBUAE IR E A B NECH A AT QU & i i, 4 ks min_length
WL 15, WL AUE T 15 A sE 2 P AT QIR S . IRk WU AE R 48 E T T St i HI AR
MEAFPER AR Z LI —. ARPEMAER, S ZENES T,

PATEL T AP, DARCE S/ NI B R

i

M FXOS CLI # N\ 224155

scope security

j:FT ’/_iEHi/J\ anUJK}g

set min-passwor d-length min_length
AT :

commit-buffer

N ERLECE I E e fR

$IE5

UK

N A

Firepower-chassis # scope secur ity

RN B T C B S A 2 A

Firepower-chassis /security # scope passwor d-profile

SEHIAE IR N B2 s g

Firepower-chassis /security/password-profile # set change-during-interval disable

Fi5 T 7l 51 473 56 UE P A B SO S 8 8 2 Wi A A A ) e D /N I
Firepower-chassis /security/password-profile # set no-change-interval min-num-hours
GAEATLUE 1 5 745 ONED BATREAE.

40 9K 18] B A 18) 82 2 (Change During I nterval) J& 1 15 & ) 22 (Disable), %I i) 7] Fg K ik 2%
R IR BRI E
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5

Firepower-chassis /security/password-profile # commit-buffer

T

LAR I AR AT 18] B 39 19) 52 24 (change during interval)” 6750, R I 5 e [m] B ¢ 0 72 /N
RAATSS

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

AcBZ RN EigxitE

i

BEN 22 AR

Firepower-chassis # scope security

TR R B S A 22 A

Firepower-chassis /security # scope passwor d-profile

i3 A G S0 UE FH P D6 20 G PR — S A, AR i, R R DA A DA O s
Firepower-chassis /security/password-profile # set history-count num-of-passwords

ZAETTLLZEM 0 2 15 AT .

BRNTEOL R, SR E (History Count) P Bl B4 0, XR/RZE Py vk 2, 8] Bl ae s =
SA ] 22 A ) A

BRI BRI E

Firepower-chassis /security/password-profile # commit-buffer

ot

PR 73491 e E5 2 1 sl s v B0 T HAR AT 55

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #
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B AR A R P
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BEN 2 AR

Firepower-chassis# scope security

QUK

Firepower-chassis /security # createlocal-user local-user-name

Ferh, local-user-name Je 8 SR LUK IR ST K 7 A48 . EAA BRI ZIME —, JFIBEL bk A4 B
AR DU R A5 2 B 1 D P 44 B 4 32 s, 25 2 30D

SIS, AREEESCE S ID. WZUMER I Pk, BRI ik .
FRE AT K 2R ik 2 2 AR

Firepower-chassis /security/local-user # set account-status {active| inactive}
B B

Firepower-chassis /security/local-user # set password

Hy \#05. password

fi ik 4d.  password

WER A T s R A, U (K0 e 50 5 R, FXOS 2 HR AL ATAT AN AL 50 5 A6 2 SR (1) 3
i GES R e T, 53 50 .

pE ERAAE LR S: $ GEIOfFS) « 2 (5 fl= (%5 . LHEmER T Z
WA, SRR .

(AT 52 M 14 5

Firepower-chassis /security/local-user # set firstname first-name

(Arag)  FRE M 2R

Firepower-chassis /security/local-user # set lasthame last-name

(ATE) e AP P 2 H ] month 2402 A 0y ZFRITRT = AN 7B,

Firepower-chassis /security/local-user # set expiration month day-of-month year

ER O AR RCE W H S, ok EORTIC B AN . AR, SR DU R G
ERELibEo [pue ZIRE P

CRIEE)  Fi5E F P d PRt

Firepower-chassis /security/local-user # set email email-addr

RRE
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P (AL fE M.

Firepower-chassis /security/local-user # set phone phone-num

TR0 k) 458 IRV #Y SSH # .
Firepower-chassis /security/local-user # set sshkey ssh-key

TN P BEGAAC T read-only fith, JF HItM (0 JoikmikR . X728 45 P A8
Firepower-chassis /security/local-user # create rolerole-name
Horpr, role-name ZACEREE 3 le g P K IORLBR I A 8 GRS P Mt 25 6 10 .

ER N AORBUREESAE RS A S A WERAE T T ) 23 BT A ek
M IERIUAT - 8, WS iR ke i ] E— A GRTBUR

FE2 A IR 2B AR 1
Firepower-chassis /security/local-user # delete role role-name
B P BB AL T read-only fith, I HLb A€ I iE Mgk

R W fatanl, RESEEZASFSIESIEID, XEWEH D IraEshEiE (B
CLI Al Web) #BFF B 1k

SIE13 A5

Firepower-chassis security/local-user # commit-buffer

Gt

LAR sl €044 O kikipopo FFT K, JE I K™, K3 05 8B fool2345, JrRCi
MO e, JF HIRASAESS

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

LUR R Bl s 44 2 lincey BRI, AT IK™, B OpenSSH % 4 LAEAT JC % 5
], Z}AC aaa RUEHE I fth, JFHIRAAES

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAuo9VQ2CmMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQgap+NFuNmHcb4K
iaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ugq51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDPD
m8HPh2LOgyH7Ei1MI8="
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Firepower-chassis /security/local-user* # create role aaa
Firepower-chassis /security/local-user* # create role operations
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

LU 7- i 813 44 2 jforlenz O P K, JA I K P, B Secure SSH % I LAREAT Jo 2% 1%
Vi, I BRI

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
User's SSH key:

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAU09VQ2CMWBI9/S1£30k1CWinV31gdXMzO0WUL5iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£f4VcOelBx1lsGk51lug51lsloblVO
>IEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10p9LDPDM8HPh2LOgyH7ELi1MI8=

> —--- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

I PR 2 1t FH 2 ¢ =

07 AP S B
Firepower-chassis# scope security
T2 MBRAH ] K
Firepower-chassis /security # delete local-user local-user-name

T3 FHEF IR RSB E

Firepower-chassis /security # commit-buffer

Gt
LAUR 7=l foo JH MK, JF HARAZAESS

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

| preE ]
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AESIE AR P ik

AU L D s AAA BRI, A REROS sifs FIA A ik

i

BEN 22 R

Firepower-chassis# scope security

BRSSO B TR, BEAASHBH] P22

Firepower-chassis /security # scope local-user local-user-name

FRE A K S 2 5 Bk 2 RS BPIR A

Firepower-chassis /security/local-user # set account-status {active|inactive}

SR PELBUH UK R RS, R,

FAESTIRAL B R AL

Firepower-chassis /security/local-user # commit-buffer

A5l

PL R 745 J3 AN 444 accounting YA B Fibk 7 -

Firepower-chassis# scope security

Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

AR S I IERIH P RYE RSN BIER

T

FIR2

UK

BN
Firepower-chassis # scope security
BEN CARE H P K P (A P 22 Ak

Firepower-chassis /security # scope local-user user-name
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PR3 ERR ORI AL P sl %
Firepower-chassis /security/local-user # clear password-history
T4 RS IRCBI RGN E

Firepower-chassis /security/local-user # commit-buffer

Gt

LR 7 1R B 35 0 ) S SR I e AR AT 55

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

| preE ]
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