SR HERR

« BelE ok . 10
© MM ZER , 259 1T

o BB DR MR . 2 11 0

o B8 i OB TERAS 5 B8 11 3T

o NERPFSR R, 3 14

* WBEBRIISCIERGEP IR, 25 18 1T

o L GUEM AR B BOARCE . 5 28 1L

o AL plbE R H OSSP, 5 30 1T
* A U2 O, 5 32 T

#4841 Firepower 4100/9300 HLAL , 45 33 1L

o B4t RAID JBRUIKSNES , 20 34 11

o fiffig SSD Hy )@, 2 36 T

GRS

Ko Ak T HOZ I 5198, AT H) IR I R i A i) 7

T f#iEd Firepower 4100/9300 HL4H

(R . ST U T B A sk T HAd skl il Firepower 4100/9300 HUAR - 1 ) 45 5 32 1 1 I B o
e LA 2 AN BRIk & 0h, NS DU IR 2 AN O BN X T RS TR LA

AR RN, R QU R Bl Bl 3k (PCAP) SCAF.

5 i AR S

Firepower 4100/9300 HLAE XS A F8E #c i 1147 LA Bl 33«

RERR iy 1 B3 15t A

AR 1/ 45| Ethernet1/9 A EE 0/0
AR /2 45| Ethernet1/10 A 0/1
AR 2 Ethernet1/11 W 0/0

B RS .-
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BT |

REER i 1 AR & 15t AR

AR 2 Ethernet1/12 PR EE 0/1
AR 3 Ethernet1/13 W% 0/0
AR 3 Ethernetl/14 PR EE 0/1

KR B OE N FA PR F
Heth Bk T A7 AE LT BRI
* HiliZRIE A F: 2 1A 21 100 Mbps.

o BIAEAAT AL 18 1 A7 fik 2 (RO AT A i R o i, KSR AT LB Bl il Sk e il o AETT R Kdle

BIAAR A TEZ AT, SN I0TE ST 0 A7 2 )
* X HLSE 4x100Gbps B 2x100Gbps M Z5 B G5 435l i FPR-NM-4X100G 1

FPR-NM-2X100G) _E Rl taliihiais, WS mRas g % ofe), MR 1T B3
BHIEHIL “ORESIRF: RAETIR. 7 (Oper State Reason: Unknown Error.). #0520 ZE & #R A 4
THRWAIT (on) JaHHT B SRS 1

XEFPrAT A I A6, BHR Al 3R 2 1 e AE A By ot B AU TR 4R 2
© AR MG BB Ll TR 1
o DCAE A BN 1 BdE A T4 3R
TN EAZHA UG B AR B R (B, e dIbR e M S RSB kg AR

(R

o EUEAE—ADEZ AN D ERA AN, A SR AR — A D .

* CIERFRIE EtherChannel Y, EtherChannel T2 O OER . 2%010, X4 RIZE R ST
EtherChannel, 7] LAfifi3k EtherChannel /™% 24 O _E A 6. W o0 e 782 1A 2 A 82
H, WTeE e e O B s £ .

o YR T TIAL TR SRS N, IR BT Y PCAP U1
o MERECE ISR, b TR AH O I T Bt B SRS R B B

B S mE IR E RIS

UK

pz APPSR ER i EIR IS

Firepower-chassis # scope packet-capture
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$IE2

aesmasraprsiz [

(e ES NS P T P I W €7 TH DK | E/ QT BRY/E S U R

AT LR g% B T e el sk i b A A AR R

L)l el R A R 2 1

Firepower-chassis /packet-capture # enter session session_name

fig € EEH] T B A IR 1 22 X R

Firepower-chassis /packet-capture/session* # set  session-memory-usage session size in_megabytes
FRE e IX RN 25T 1 A1 2048 MB Z[H].

T 58 N A WAl AR 2 U SR I B B

Firepower-chassis /packet-capture/session* # set session-pcap-snaplength session_snap_length_in_bytes
5 E 1) Snap KFELZIAE 64 3] 9006 711210 WAL E 2315 Snap K, TERA MR E R
1518 M1

T 8 B HCHE LA R 2 1 o A0 5 PP B 11

famy LU Z AN R, T ULE ] — 0 il 30 2 il 393 1) ] BRF AP 0 11 RS, FH g V4R 30 K0
Sl A B B REAN B 1O A B ) B G SR SO PF . TEVE IR AEAS EtherChannel (R0, 4R,
X T Bl 42 3B Y 4% (1) EtherChannel, 1] LLAii3k EtherChannel EAN K G4 1 EEEAL.  f iRl
FHOM A LA EtherChannel, NGy sis il b 0 ErEE .

iR LENECH ELA R 2 1l T I BRI delete AR R T 41 i 2 HH ) create.
a) FaEW R
Firepower-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port_id

i

Firepower-chassis /packet-capture/session* # create phy-port Ethernetl/1
Firepower-chassis /packet-capture/session/phy-port* #

b) ik D AR
Firepower-chassis /packet-capture/session/phy-port* # set subinterfaceid

AU — 2RO LA 2N, M Fa il 1 n s — N T O EHE
£, ASZHF Etherchannel (17421 . 1R KRG ACHE: 4 F 52, #8n] DUEFEACH: L 8142
H; BIEFNIEFEEE.

i

Firepower-chassis /packet-capture/session/phy-port* # set subinterface 100
Firepower-chassis /packet-capture/session/phy-port* #

¢) XTI, R E R RIS
Firepower-chassis /packet-capture/session/phy-port* # set app-identifier instance_name

B RS .-
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i

Firepower-chassis /packet-capture/session/phy-port* # set app-identifier ftd-instancel
Firepower-chassis /packet-capture/session/phy-port* #

d) FREN AL,
Firepower-chassis /packet-capture/session/phy-port* # set app name

51

Firepower-chassis /packet-capture/session/phy-port* # set app ftd
Firepower-chassis /packet-capture/session/phy-port* #

e) (L) NP L iEds.
Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername

e 24 L i IRk s, 58 set sourcefilter " .

f) WIEHLER ERDE, BT A b
TR T FE L G B Ul A 5 10 I P Ut 1

T LU AN 3R, tha] DU [R]— A G 3 2 U0 ) 1) I A By RS, P e 1 3R 5
SRR IR RE A B 1 B A B ) Bt R AT RS

AR EMEER AR P IR 1, 3] delete AR R I A1 i 2K create.

a) FiE N T
Firepower-chassis /packet-capture/session* # create app_port module_dot link_name interface name

app_name
Syntax Description module_slot FEHC P22 T N R () 22 At .
link_name S AT P A 8K, #9140, link1. inside_portl 5.
interface_name ) T LA SR L B R e, It , Ethernetl/1.
Ethernet2/2
app_name SEEAEREER ftd. asa b (¥R FLRE

b) XTSI, TR A S AR
Firepower-chassis /packet-capture/session/app-port* # set app-identifier instance_name

i

Firepower-chassis /packet-capture/session/app-port* # set app-identifier ftd-instancel
Firepower-chassis /packet-capture/session/app-port* #

Syntax Description instance_name TR A 0 IR RS0 467, A M

| G
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¢ Cik) WP g .

Firepower-chassis /packet-capture/session/phy-port* # set  {source-filter} filtername

aesmasraprsiz [

Syntax Description filtername

F A HNEET “create filter” #y2 M JE 2% 44 FR

e 24 N BRI eSS, 15 1# H set source-filter ",

d) My EEL LidPIR,

SR8 WIRAEHAETT dn Kt Bl Ak & i

Firepower-chassis /packet-capture/session* # enable

BOAHOLT, Brd 8 il ke i b T2 HPIRAS . 3238 SUn, WIR R T 2 12 0 2ot i 3k
R A R . B U] C AR TR SR K B

wilie WA HAb L

DR O o i gk 1

Ko

T

HIEATIESPIRE, HH S
BT, A REA H A,

PR KHES IR RS E :

Firepower-chassis /packet-capture/session* # commit-buffer

Firepower-chassis# scope packet-capture
packet-capture # create session asalinside

packet-capture/session # set session-memory-usage 256

# create phy-port Ethernet3/1

# create phy-aggr-port Ethernet2/1/1

# create app-port 1 linkl Ethernet 1/1 asa
# exit

filter interfacelvlanl00

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

packet-capture/session*
packet-capture/session*
packet-capture/session*
packet-capture/session*

packet-capture* # create

packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*

packet-capture/session

#
#
#
#
#
#

#

set
set
set
set
set

AN IR 5 AR BT AT N i 1

RGFIT IR B . EN UL 3 PCAP SO, S5 A 14

ivlan 100

srcIP 6.6.6.6
srcPort 80

destIP 10.10.10.10
destPort 5050

exit

packet-capture/session* # scope phy-port Ethernet3/1
packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
packet-capture/session/phy-port* # exit

packet-capture/session* # scope app-port 1 linkl Ethernetl/l asa
packet-capture/session/app-port* # set src-filter interfacelvlanlO0
packet-capture/session/app-port* # exit

packet-capture/session* # enable

packet-capture/session* # commit-buffer

B RS .n
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fic B 23R S IR R 2R
T DL O L 8K B S 32 e 02 00 OISR 2 0, T Bl
e 1A RS 8

N

AR RS SR CN T T AT IE AR B AT I s el SR TR L vE g, IS ARSI OF BB R T i
wifia, HlA R

UK

TR BT IRB
Firepower-chassis # scope packet-capture

pz ¥ A SOl R HINEACI TR R [ EFSUR/ SR

Firepower-chassis /packet-capture # create filter filter_name

BTk RER NP CITRR [ ESUR/ A

Firepower-chassis /packet-capture # enter filter filter_name

B3 S Y RERINEAC TR R [ EFSUR)SA

Firepower-chassis /packet-capture # delete filter filter_name

PR3 M BE NSNS E N, g S TR R

Firepower-chassis /packet-capture/filter* # set <filterprop filterprop_value

iR RET LUAE ] TPv4 5 IPve Mkl ik, (HICTRAE Al — et A ik 2 16 b [R] I 1L DRI P R it

R LFNEIERREM

ivlan | Py VLAN ID - CGJE N3 E1IRF R 38 £ VLAND

ovlan | 4} VLANID (Firepower 4100/9300 HLAGVS NI VLAN)

srcip YR 1P Huhil: (IPv4)

destip | H[¥) IP H#uhl: (IPv4)

sreipv6 | i TP Hudil: (IPv6)

destipv6 | H [¥] TP H#uhl: (IPv6)

sreport | Y 1145

destport | H {115

| G I
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pamErsraprsE [

protocol | TP #pi} [ITANA 52 X F e, KH 3k ]

ethertype | LUK B Bl i 2 [TANA 5 SCHI LUK Ppid e, R H2kike s Bln: 1Pv4=2048,
IPv6 = 34525, ARP=2054, SGT =35081]

srcmac | Y Mac Hhhl

destmac | H ) MAC bk

Gt

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create filter interfacelvlanl00
Firepower-chassis packet-capture/filter* set ivlan 100
Firepower-chassis packet-capture/filter* set srcip 6.6.6.6
Firepower-chassis packet-capture/filter* set srcport 80
Firepower-chassis packet-capture/filter* set destip 10.10.10.10
Firepower-chassis packet-capture/filter* set destport 5050
Firepower-chassis packet-capture/filter* commit-buffer

HH H = H H

BEFZIEEEHRSA

UK

gz A RPN CIEER [ EIR IS

Nil

Firepower-chassis # scope packet-capture

i N8R B e R A A SR U Y -

Firepower-chassis /packet-capture # enter session session_name

LA B AL R 21

Firepower-chassis /packet-capture/session* # enable [append | overwrite]

pE TEICVEAE o5 — AR ATIN G B AR 25 1 .

TEBHR ORIRSURISATI,  #A PCAP SCAFHI ST R IR BRI R TG . — HB B 22 X R
B, REF I AR, B FS “ 25 # (Drop Count)” 7 BUAUEHI N .
T A B R 21

Firepower-chassis /packet-capture/session* # disable

KRR B R A E

Firepower-chassis /packet-capture/session* # commit-buffer

B RS .n
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BT |

A R B A R 2, 2ol P (R 1K) PCAP SCARIE AR SR i B . W SRS TR C B
B U, BTN PCAP B B . WURANIKPFICE, ke gl i SUBLAT A (AT

Gt

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

THETEEHRX Y

TR A BLAT R (PCAP) SCPF N2l T 803 A v S0, DA P 0 28 B 40 20 A 4 20 i X 4 5
e

PCAP ¥ 4743 workspace: //packet-capture H3%, T F&L45E:

workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap

UK

32 M Firepower 4100/9300 HLAH & ] PCAP 3014
R TN et IR BRI A1, ARG MIZ ST R4 PCAP 1.

a) VERERIA AL P
Firepower-chassis # connect |ocalmgmt

b) &l PCAP 3 1f:
# copy pcap_file copy destination

ot

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1: /workspace/

MIFRE R RIS 1E

AR AR AR T S TORISAT, WP SRR, s T DUINER AT AN sl i il B i ke 1

| G
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mixmszz ]

UK

HEA S AR

Firepower-chassis # scope packet-capture

L B S B B AR 2 14

Firepower-chassis /packet-capture # delete session session_name
SR T AN B R A A SR U

Firepower-chassis /packet-capture # delete-all-sessions
BAES AR RGN E -

Firepower-chassis /packet-capture* # commit-buffer

Gt

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # delete session asalinside
Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #

3 ) 28 1ZE F%

FHIa Z |l

LA N4 8E 1Pv4 Ml ping 4% Th K D3 —BEek,  LARI ﬁtﬁZIKHQ% £, WA ping fiv
S LA B TPve ik ping WIS AR i) o —Be4, UiS1EH ping6 iy

PR N4 B IPv4 B hEERER 2% b o — W& T . 15 traceroute iy 4o ] ML 44 Bk
IPv6 HuhikER R M0 4% o — W s i B, 3B tracerouteb 4.

* ping H1 ping6 i 2 A 1 1ocal-mgmt AL FAEH

* ping fir 238 1] 7E module B FAEH .

* traceroute Fl traceroute6 T2 1 7f local-mgnt HER FEH
* traceroute i I8 7] 7E module M T HH] .

i

WAL N4 —1EH#F] 10cal-mgmt B module B :

B RS .-
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FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

* connect local-mgmt

» connect module module-ID {console |

telnet}

FER2 A EHLA B IPv4 Huhik ping FIZE 1 55—, DABEORINIEAS B 48 3 4%«

ping {hostname | IPv4_address}

seconds ] [packet-size bytes ]

IR

PR 7R WA ping SER M2 K 53— e+ ik

[count number_packets ]

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198

64
64
64
64
64
64
64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from
from
from

.51.100.10

198
198
198
198
198
198
198
198
198
198
198
198

---198.51.100.10
12 packets transmitted,

rtt min/avg/max/mdev

FP9300-A (local-mgmt) #

(198.51.100.10) from

.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.

100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

icmp seg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
icmp seg=5
icmp seqg=6
icmp seqg=7
icmp seg=8
icmp seg=9

203.0.113.5 ethO:

ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61

time=0
time=0
time=0
time=0
time=0
time=0
time=0
time=0
time=0

.264
.219
.234
.205
.216
.251
.223
.221
.227

[deadline seconds ] |

56 (84) bytes of data.
ms
ms
ms
ms
ms
ms
ms
ms
ms

icmp seg=10 ttl=61 time=0.224 ms
icmp seg=11 ttl=61 time=0.261 ms
icmp seg=12 ttl=61 time=0.261 ms

ping statistics ---

12 received,

0% packet loss,
51.005/51.062/51.164/0.064 ms

PR3 AT EHLA B IPvA HhEEREE R 26 5 — B K

traceroute {hostname |

TP

IPv4_address}

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10
198.51.100.57

1

2
3
4

FP9300-A(local-mgmt) #

netl-gwl-13.cisco.com

(198.51.100.57)

netl-sec-gw2.cisco.com

netl-fp9300-19.cisco.com

(198.51.100.10),
0.640 ms
(198.51.100.101)
(198.51.100.201)

(198.51.100.108)

737 ms

2.050 ms
0.

540 ms

time

30 hops max,
0.

11104ms

40 byte packets

0.686 ms
2.038 ms 2.028 ms
0.591 ms 0.577 ms

0.336 ms

_’Ifqgr% 4 (ﬂ)ﬁ) ﬁﬁ)\ exit IR local-mgmt *ﬁiﬁﬁifilﬁlﬁméﬁﬁﬁo

| G
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B RS HPEHERR

FEWILAAC R B a), o A MRS A B 1 pl TRl R AR AT I (9, Jeidkvs mIMUAR T EEAR)
W8] 1ocal-momt shell 1) show mgmt-port iy 4 &5 B PR A

\

B IEJI1E £xos shell 4§ show interface brief 4, BAE 24981 Box S EAIER.

PR WAL i RS 1ocal-ngmt B
* connect local-mgmt
il

firepower# connect local-mgmt
firepower (local-mgmt) #

HIE 2 i show mgmt-port 4 & B PR PR A .

i
firepower (local-mgmt) # show mgmt-port
ethO Link encap:Ethernet HWaddr bO:aa:77:2f:£f0:a9

inet addr:10.89.5.14 Bcast:10.89.5.63 Mask:255.255.255.192
inet6 addr: fe80::b2aa:77ff:fe2f:f0a9/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:3210912 errors:0 dropped:0 overruns:0 frame:0

TX packets:705434 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:1648941394 (1.5 GiB) TX bytes:138386379 (131.9 MiB)

firepower (local-mgmt) #

e m] LA show mgmt-ip-debug fiv4 s 1H'e 4 A4 oK B 14 R S R

EARZS

TAT DA LA 2B SR S 2 i SR s T IR

=
i
3iE

S BN LU T4 HEN Jeth-uplink/fabric fRz{:

| ey



* scope eth-uplink
* scopefabric {a | b}

i

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

FHIE 2 fir A\ show port-channel fiy4 DL 7 24§ 1) 5 118 18 412 LS BEAN T 8 0

i

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channel4s8 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

SR UE N MR RSN /port-channel R,

* scope port-channel 1D

i

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

PR A YN show fir 4 LU R Fa & i LB IE FPIRASE B el
il
FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin

| G
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State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

B S5 i\ show member-port iy 4 LAE 7~ i - 38 A% b3 v PR S S B
GNCE

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

B AlE o v 1 18 @ﬁ‘@ﬂ?ﬂﬁiﬂ&% TNAL BRI AE B W IZ R & ER TH i 8P
PBCRPMMBR, i HEER KR BT R
15%%6 ngi%i ﬂﬁ LJL_1_$HIAACP1n/uw 5%)\k17:ﬂ 3 Hﬂ/eth—uplink/fabric/port—channeliﬁ
FIFHEN £xos L
. top

* connect fxos

il
$HIE 7 i\ show port-channel summary T4 LA 7 2w 38 38 19 245 8.

Tl
FP9300-A (fxos) # show port-channel summary
Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

10 Pol0 (SD) Eth LACP Eth2/3 (s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1(s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5(D)
48 P048 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)

| ey



B russmssns

BT |

Atk show port-channel 1 show lacp i 4 A 7E £xos Al N A o 45 0] LA I 2 iy 4 5K I 73 4% s

FUEIEA LACP {5 &, Blinasa. . vHEEs a2,

T—5Mt4
oG um D IEE NS R, ESREIN EtherChannel (i HEIE)

MRS FE Rk E

FHI6 Z |l

FEBHIE RGN 51 T ARt DL, T LU BU R 5 1 S B R R AS . BE58 izl 7,
8T 2 TFTP K51 SRR, TR RGAEBARWE, AR5 H Gt AT 515

i€ FXOS WA IR & g 7] LU Cisco.com [ BA AT —7 B $REX -

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 &%) -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423&softwareid=286287263

PRE MG S = AR Se . Flan, LUR & FXOS 2.1.1.64 B 2487 K & i .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

UK

i ] ROMMON::
a) EEREHIG .

b) HJH RS

REWTTIHNEL, H B RES BRI T 28
c) eIV IR 4% Escape % ] 3k X ROMMON #53,

Tl

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.

| G


b_CLI_ConfigGuide_FXOS_2111_chapter10.pdf#nameddest=unique_195
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263
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Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

TFTP 5| %5 8%

a)

b)

<)

A IR B E T B TP Mok B EE M ZS HERD AN OC TP kb # ] DAl set ip &5 HH. &
LM ping iy 20K 5 TETP R 45 25 45k .
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

B S5 52 6] 2 7] )N Firepower 4100/9300 HLAR V7 i) 1) TFTP H 5.

iR %5 SWAE I RRA 5 SRR R S AT IRE o 578 FXOS A 5 i s mefg 2 16) i g 1)
{5 BT £E Cisco.com ¥ F# TR HF

1 1151 S 4 )\ ROMMON 5| 5% .

boot tftp://<IP address>/<path to image>

iR f&38 0] LT HIAE A Firepower 4100/9300 #LAH HI IR 1) USB 4% v (1) FAT32 % x(/¥) USB
A%, M ROMMON 5133 g . Wik USB % #& & 7E RGuaAT WG AW, )
TR TIHN RS, KRG RGEA S IUNZ USB 4.

RGURE s — R # Fros IEAE RO BOF HLBE S 2 ndson shmds.

T

rommon 1 > set

ADDRESS=
NETMASK=
GATEWAY=
SERVER=

ey
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IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

rommon 3 > netmask 255.255.255.0

rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
rrrrrrrrnd

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
BEREERERE

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

s sasisiasasisiasasiiaaaiiiaaasisasaiiiaasiiisaniiisaRiiiasaRiissRnts;
iiadasasassasasisiasasiiaaaiiiasaiisasasiisaaniiisaniiisaniiiasaRiisRnts;
igadssasissasasisissasiiiasaRaiaansiiasasiisasniiisantiiaantiisaRttssnni

File reception completed.

T ERINTINZ ] Firepower 4100/9300 HLAH ¥ /5 B WLAR A VL BC VK AR SR BE 3R A5
a) LAWK RGN B ARG, AT SR A B TP bR OC . BTCVAIE R USB TR X L
%

switch (boot
switch (boot
switch (boot

) # config terminal

)

)
switch (boot)

)

)

)

#
(config) # interface mgmt 0

(config-if) # ip address <ip address> <netmask>
(config-if) # no shutdown

(config-if)# exit

(config) # ip default-gateway <gateway>
(config) # exit

switch (boot
switch (boot
switch (boot

b) KK E RS NE B IUG NIFE IR 55 2% 2 i 2 bootflash:
switch(boot)# copy URL bootflash:

fEHI LU R —, WIEE S ARSI E URL:
* ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/ path/image_name

* tftp://hostname/ path/image_name

-

| G
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switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) Kwtg i h & 2 Firepower 4100/9300 #1465, €% —4> H nuova-sim-mgmt-nsg.0.1.0.001.bin ]
EIARIVR RGE . BRBRERE 0T 10 N LR A I A A B UR . X RGN PRI AR 2%
4 nuova-sim-mgmt-nsg.0.1.0.001.bin, JCI&REZAR A4 BAZ AR & Wit

switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Tl

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

INESE NI 2 R AR -

switch (boot) # load bootflash:<system-image>

IR

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

B RS .-_
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-
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Manager image digital signature verification successful

System is coming up ... Please wait ...

Cisco FPR Series Security Appliance
FP9300-A login:

IR 5, AN LA & LURE S 28 G 221N 25 H 5
AR BRSO BT D R

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

NI A FAE Firepower 4100/9300 HLA - AE ST G40 IIE . HRPEAGEE, ES G
I,

TP

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

MR ER G HIRE

FHiaZ |l

W SR LS OB INAF BUR, JF HARGTCIE R 8, T DA LU R R IR R 8. 5K
IR, 2 TFTP K51 /A shmg, Bfs LA, NGRS B s m g, AR5
BB,

| G
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\)

AR WP OEERR RGN B, SRR RGN 50 T 58 4 ORI E

FEE FXOS WA IR 2 A% 1T LA Cisco.com b [ LA N AT — A7 B 3K :
* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 & 4] -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423 &softwareid=286287263

PRAZWAR AL = AN SCAF . i, BUR & FXOS 2.1.1.64 HITE B .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

i

i i) ROMMON:;
a) ERRIEHIG .
b) FH RS
REW T INEL, JF HAEZIE R 2 o — MBI I T I 25
¢) {ERITHI A% Escape il 3 X ROMMON 5 .

Tl

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA
Use BREAK, ESC or CTRL+L to interrupt boot.

use SPACE to begin boot immediately.
Boot interrupted.

ey


https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263
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rommon 1 >

P2 TFTP 51 /A 34

a) HIACIEMBCE S B 1P Hihik, 57 BRI 2 HEAD AN OC TP ik R LIS set in & &5 G HAH. &
LM ping iy WA 5 TETP R4 25 4k .
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>
b) KBRS A N Firepower 4100/9300 HLAR T i) 1) TFTP H 5.
pE A BRI A S SRR AR 5 AL . 7R FXOS WA S Ja g 2 [ st i)
{5 LA 7E Cisco.com #AF N & 0T K2
) M54 M ROMMON 5| T4
boot tftp://<IP address>/<path to image>
iR 138 TT LA 4 Firepower 4100/9300 HLAH HT AR 1) USB ik -h ¥ USB MM %, M
ROMMON 75| 3z, Wil USB B/ fE RETISAT AR A, TR F5 2250 500
JHENRGE, KRG RGEA V% USB B4 .
RGK LR — R # RN IEAE RIS T HBE S 25 n#0s 34 .
-
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=

PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

| G
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TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEFHFH R AR R R R R R R
FHEFHFHH AR R R R R R R
iasasiaassasiassiasisadasiaasasiaaiiasisatiasssasiassias st iansiiatintssi

File reception completed.

In# kickstart BG5S, AT init system iy 4 HHTAS AL N AE

init system iy & SHER NN, B FEBI RGN ITE RAEML U R LIRS . 5Ei%
A KME T 2 20-30 73 %h .

Tl

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

B E W% R 253 Firepower 4100/9300 LA :
a) BUREMEMUE, SRR IP MR OC . SOEILIE USB R X S .

switch (boot)# config terminal
switch (boot) (config)# interface mgmt O
switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown
switch (boot) (config-if) # exit
switch (boot) (config) # ip default-gateway <gateway>
) (

switch (boot) (config) # exit

ey
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b) K M R I FE R 548 S 1 E) bootflash:
switch(boot)# copy URL bootflash:

LR EEZ —, WIEE S ARISCA TR E URL:
* ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/ path/image_name

* tftp://hostname/ path/image_name

5l

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) PG T & 2 Firepower 4100/9300 HL46 /5, AIZE— H nuova-sim-mgmt-nsg.0.1.0.001.bin f]
EERAR IR RG] ) AL P N ) BRI . RS ) A FRIN AR 2%
J nuova-sim-mgmt-nsg.0.1.0.001.bin, JCiEZAR N4 WAZER 2 Witk

switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

i

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

| G
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/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

HES PN HAL:

switch (boot) # reload

EUE
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1L

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!
rommon 1 >

PEE A DBBIRES N AT SO “BkIE” BB 2T, W REEAT T

rommon 1 > boot <kickstart-image> <system-image>

AR ENBARGEWURIIN, AR Re S E BIVE AT UEE B RO R T B4 R X L
T

rommon 1 > dir
Directory of: bootflash:\

| ey
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01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12

12:
12:
12:
12:
12:
12:
12:

Fi
Di

33a <DIR>
33a <DIR>
16a <DIR>
27a
29a
3la
34a

4,096
4,096 ..
16,384 lost+found

BT |

34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
330,646,465 fxos-k9-manager.4.1.1.69.SPA
250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA

330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin

le(s) 946,269,798 bytes

r(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1 Kickstart Image verified successfully 1

Linux version:

[ 0.000000]

2.6.27.47

(security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan
Creating /callhome. .
Mounting /callhome..
Creating /callhome done.
Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration

Checking NVRAM block device ... done

FIPS power-on self-test passed
Unpack CMC Application software
Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up

Please wait

nohup: appending output to "nohup.out'

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of

the system.

Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.

TR NEBURE, REKRRE
L8 T HIEILE Firepower 4100/9300 HLA AT I SR IAL . A A5 S,

| S

BEAVARCE BCE . A RIEAEE,

Continue? (y/n):

TS A A I 6 5 TR R .
T IUSESEgZ R
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il
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

LREAE B DR R BRI R

AR RO BRI T 15 2] 20 2.

a) HEN H3hzedesis:
Firepower-chassis /firmware # scope auto-install

b) ‘&% FXOS V-G Mgp.
Firepower-chassis /firmware/auto-install # install platform platform-versversion_number
version_number &% ELE 281 FXOS -G g8 LA S, Bil4n 2.1(1.73).

©) RGUKE SCIUEA B R MR, e T AN AT ke M N H S5 0E I FXOS & 2
BIPTAAIR . Joh, BN, TGO e, ARMTEA SRR &k, ARGk 2
A o

BN yes, HNEAEARAIOLE
d) i yestfiA BRIk a2k, BN noliU 2.
FXOSHTFFHHZR L, T2/ EHma 41t
e) TMETIRFAL, AT L R A
* i\ scopefirmware.
« %1\ scope auto-install .
« %\ show fsm status expand.

2R

TB10 /firmware/auto-install # show fsm status expand
FSM Status:
Affected Object: sys/fw-system/fsm
Current FSM: Deploy
Status: In Progress
Completion Time:
Progress (%): 98

B RS .“
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FSM Stage:

Order Stage Name Status Try
1 DeployWaitForDeploy Success 0
2 DeployResolveDistributableNames Skip 0
3 DeployResolveDistributable Skip 0
4 DeployResolvelImages Skip 0
5 DeployValidatePlatformPack Success 1
6 DeployDebundlePort Success 0
7 DeployPollDebundlePort Success 1
8 DeployActivateUCSM Success 0
9 DeployPollActivateOfUCSM Success 0
10 DeployActivateMgmtExt Skip 0
11 DeployPollActivateOfMgmtExt Skip 0
12 DeployUpdateIOM Skip 0
13 DeployPollUpdateOfIOM Skip 0
14 DeployActivateIOM Skip 0
15 DeployPollActivateOfIOM Skip 0
16 DeployActivateRemoteFI Skip 0
17 DeployPollActivateOfRemoteFI Skip 0
18 DeployWaitForUserAck Skip 0
19 DeployActivatelLocalFI Success 0
20 DeployPollActivateOfLocalFI In Progress 1

R AESADBICIRES “HHATH O “Bk” B 2T, WAREAT .

W0 WU GG UG 5 TR R IR B0 T B0 kickstart FIRGWUE, LA
TEAERRIMBCR G A o 222 R S P A T R R R — B S Rgb e, REtA s Bhias.

a) BCEACHAE LI a )V [

FP9300-A# scope fabric-interconnect a

b) 1] show version fir & B IEAEIEAT I LRI R GERRA o R A AT L8 345 R s e 152

FP9300-A /fabric-interconnect # show version

ER WARRS WA R B R GRS LB E LS I8 AT WX IR RS AT R GERRASAH UL, - )
Pt enn S SEPINEREIYEE V2 ST

©) HALLT fir & LABGE WA -
FP9300-A /fabric-interconnect # activate firmware

kernel-version <running kernel version> system-version <running system version>
commit-buffer

R 55 e IRAS T REEL A “Disk Failed” o #GTAHOIG R, I TR EAT IR

d) 8 H show version fiy &I\ L IEAf 1 B R Sl RCAS I I 45 WG R B0 IR s
BEERR AREMM “Activating” FEEH “Ready” 2, WE/NMEUMAT T,

FP9300-A /fabric-interconnect # show version

TP

| G



| s
mire st rging [

FP9300-A /firmware # top
FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FBEN EHRIRS:

i

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

ARG I AR Z T2 e R A e /51 8%, AR5 4 T )3 Firepower 4100/9300 AL . ILid FE K
YU 5210 795

P12 BHERGRE . BRI “Discovery” ¥4 “Config” , )ikl “Ok” .

RtIR

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

| ey
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FP9300-A# show server status

Server Slot Status Overall Status
1/1 Equipped Config

1/2 Equipped Config

1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status
1/1 Equipped Ok

1/2 Equipped Ok

1/3 Empty

BT |

Discovery

Complete
Complete

Discovery

Complete
Complete

BEARREN “Ok” I, IR CWE .. SRR Hrilic B4 g (WRVPTIERE , Jf

PR RIS . VRN

* Firepower 9300 RI% A [ JHEF -http://www.cisco.com/go/firepower9300-quick

* Firepower 9300 FC & 7 4 -http://www.cisco.com/go/firepower9300-config

* Firepower 4100 R 5 PIEA 148 H -http://www.cisco.com/go/firepowerd 100-quick

* Firepower 4100 R 5| & $5 74 -http://www.cisco.com/go/firepower4 100-config

R FRRE L BOABCE

UERE P I Firepower 4100/9300 HUAR R SE R W FLERIA RO B i B, BUFR A DU . 9% B DA i 1
RGN, AT P W LIRS . WP TR ITA O e 2 4%

)

ER IR R G Ui 0] Firepower 4100/9300 HLAH -

UK

A PR AL ) & 88 PC MBI G i L, JHE ] S EDh 9600 Jks . 8 NEHRAL. JodF
s 1AM IR JESE R L BE I 2 U A E R BIPE G . AR S mBiTra e,

S (BEl Firepower 9300 {4 22 35501 ) o
BB . RERRLL MR, 4% ESC B ka3 .

i

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.09, RELEASE SOFTWARE
Copyright (c) 1994-2015 Dby Cisco Systems, Inc.

Current image running: Boot ROMO
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grazmkarag s HinE ]

Last reset cause: ResetRequest
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: 00:00:00:00:00:00

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
Use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

SRR EREN U S

i

bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

TN SRS

rommon 1 > boot kickstart_image

T

rommon 1 > boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
'l Kickstart Image verified successfully !!

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Tue Nov 24 12:10:28 PST 2015
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592

Usage: init 0123456SsQgAaBbCcUu

INIT: POST INIT Starts at Wed Jun 1 13:46:33 UTC 2016

can't create lock file /var/lock/mtab~302: No such file or directory (use -n flag to override)
S10mount-ramfs.supnuovaca Mounting /isan 3000m

Mounted /isan

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2015, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under

license. Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or the GNU

Lesser General Public License (LGPL) Version 2.1. A copy of each

such license is available at

http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch (boot) #

LN WE RS 7w
switch(boot) # config terminal
il

switch (boot) #

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

EN-EARPIRVPN IS

switch(boot) (config) # admin-password erase

ey
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ER PRSI I E IR RGN FLERARC B R

T

switch (boot) (config)# admin-password erase
Your password and configuration will be erased!
Do you want to continue? (y/n) [n] vy

I M A

switch(boot) (config) # exit

U2 3 DR BIN R GG, ARG HAIIAIC B AT 55 I A K B R I R 4.
switch(boot) # load system image

-

switch (boot)# load bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Uncompressing system image: bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

4 REIBEHERR B S

ST A B H S SCPER T B AT S FR B, sl i 2 A 2 BB R TAC

iz
AR B A B

Firepower # connect local-mgmt
(AliE) BALL Fr 4
Firepower (local-mgmt)# show tech-support ?
i 4 HH R A 7R B AT O AR e R SO R 4L

il
chassis Chassis
fprm Firepower Platform Management

module Security Module

BAT LA i & LA B HE B SO A
Firepower (local-mgmt)# show tech-support <component keywor d>

T DR A SRS R HE BRSO AL R BT 5 I OCHE 7o B3, moduledCHt 7o 2 b 1k
e HERR S

DR T RS R HE RSP AL PR BT 3 (OG0 B, fprmICHR 3= -1 5 4 IS B
B HERR S

| G
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A LNt
B Firepower (local-mgmt)# show tech-support chassis

1

Firepower “J- & & FI

fprm ZEILE 2.8(1) FRAS A, AR AL
s

AR

Firepower (local-mgmt)# show tech-support
module 1

i

Firepower (local-mgmt) # show tech-support chassis 1 detail

The show tech support file will be located at

/workspace/techsupport/20191105041703 firepower-9300 BCl all.tar

Initiating tech-support information task on FABRIC A ...

Initiating tech-support information task on Chassis 1 Fabric Extender 1
Initiating tech-support information task on Chassis 1 CIMC 1

Initiating tech-support information task on Adaptor 1 on Chassis/Server 1/1
Initiating tech-support information task on Adaptor 2 on Chassis/Server 1/1
Initiating tech-support information task on Chassis 1 CIMC 2

Initiating tech-support information task on Adaptor 1 on Chassis/Server 1/2
Initiating tech-support information task on Adaptor 2 on Chassis/Server 1/2
Completed initiating tech-support subsystem tasks (Total: 8)

Waiting (Timeout: 900 Elapsed: 30) for completion of subsystem tasks (1/8).
Waiting (Timeout: 900 Elapsed: 50) for completion of subsystem tasks (2/8).
Waiting (Timeout: 900 Elapsed: 70) for completion of subsystem tasks (5/8).
Waiting (Timeout: 900 Elapsed: 90) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 110) for completion of subsystem tasks (6/8)
Waiting (Timeout: 900 Elapsed: 130) for completion of subsystem tasks (6/8)
Waiting (Timeout: 900 Elapsed: 150) for completion of subsystem tasks (6/8)
Waiting (Timeout: 900 Elapsed: 170) for completion of subsystem tasks (6/8)
Waiting (Timeout: 900 Elapsed: 190) for completion of subsystem tasks (6/8)
Waiting (Timeout: 900 Elapsed: 210) for completion of subsystem tasks (6/8)
Waiting (Timeout: 900 Elapsed: 230) for completion of subsystem tasks (7/8)
--More--

The detailed tech-support information is located at workspace:///techsupport/201--More--

91105041703 _firepower-9300 BCl all.tar
IR, el AT LU 22 e e A il o HE R ST
TEAE BB R A i
1847 LT i 4 LA A SCA 2 15 A2 e
dir wor kspace:/techsupport

T

34426880
56995840
56842240
87623680
87756800
152627200

05
217
217
17
17
05

13:
05:
12:
06:
10:
04:

10:
30:
42
27:
22:
30:

05
37
42
57
38
10

2019
2019
2019
2019
2019
2019

Mar
Aug
Aug
Sep
Sep

1
1
1
1
1
1 Nov

20190305130133 firepower-9300_ FPRM.
20190827052331 firepower-9300_ FPRM.
20190827123535 firepower-9300_ FPRM.
20190917062046_firepower-9300_ FPRM.
20190917101527 firepower-9300 FPRM.
20191105041703 firepower-9300 BCl all.tar

AT AR AR 8] o 4k B30T

tar
tar
tar
tar
tar

ey
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Usage for workspace://
3999125504 bytes total
476835840 bytes used

3317436416 bytes free

ER O WA =S8 (fprm, HUEFIRLEL e s ft:, MM AE ftechsupport H s
HEBIEAN]

IBATLA N i

Firepower (local-mgmt)# copy wor kspace: /techsuppor t/<troubleshooting file name> ?

it 45 R R ORSCEF I, H T ARV HORE R SO A FXOS S BB A S B RT LA
FIATATT 52 SCHF ) iAo

i

Firepower (local-mgmt) # copy workspace:/techsupport/
20191105041703_firepower-9300 BCl all.tar ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI
usbdrive: Dest File URI
volatile: Dest File URI

workspace: Dest File URI

FERE AT N FXOS S BITHENLZ /T, S0 ORI A2 LT B 4T

o AR B K RS S AT s i 1 AR N ISR i, i R i e A A e SIS,
T SERLAZR A VFR AT AR SR 1 (o 1 22) %

o BT ENLASUEAT A ] (SCP) MR4s BT 52 LRI, AR R S0k ] DAAE B
156 b4k 314 Fh SSH 8k SCP il 45 28 4k Ao (HE, SRS SZRF22 B A B AT 145 52 SCP IR%s %% -

1847 LA dir A LA SCf .
Firepower (local-mgmt)# copy wor kspace: /techsupport/<troubleshooting file name> <supported file
transfer protocol>://<username>@<destination | P address>

T

firepower-9300 (local-mgmt) # copy workspace:/techsupport/
20191105041703 firepower-9300 BCl all.tar scp:/xyz@192.0.2.1

& R D E 6

FEREER 1R PR Lo il AT B 16 AR G0 ot N BEA T W Bflf B, sl B 2SR A% 21 IBRL TAC
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UK

SRR LB R il

Firepower# connect module 1 console

P2 (AR HA LU N a4 LEE 2l I O IRE -

Firepower-modulel> show coredump detail
i 2 BoR BT OISR R, AR 8 T DB 4
il

Firepower-modulel>show coredump detail
Configured status: ENABLED.

ASA Coredump: ENABLED.

Bootup status: ENABLED.

Compress during crash: DISABLED.

iR L > IAE R BI21T ASA IR IN T I, {E i # LI21T FTD i A .

FI& 3 fiiH1] config coredump i ot T BAE FIAZ O e A, LA 5t 0TIV i Y sl 4 P A 0o e ik s 4
* fii /] config coredump enable 7t jif {5t 91 F] Gl A% Lo e fifh
* ffiH config coredump disable 7t fif {5t A 45 A% O At 1) 2
* fifi Fi] config coredump compress enable k¢ i3 A% Co 54t s 4 o
* fifi Ff| config coredump compress disable &% #% 00 i [ 45

Tl

Firepower-modulel>config coredump enable

Coredump enabled successfully.

ASA coredump enabled, do 'config coredump disableAsa' to disable
Firepower-modulel>config coredump compress enable

WARNING: Enabling compression delays system reboot for several minutes after a system
failure. Are you sure? (y/n):

y
Firepower-modulel>

R LSO AR R ), R AN A HOR R i, WBRIAE A ] T RO R, B
TVERAF LA A

T 5515 Firepower 4100/9300 #/158

T LA 245 55 Firepower 4100/9300 HLAH L7215 (74015 .. 15, Firepower 4100/9300 #1
S SRR PS5 AN A .

| ey
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AP AR -
scope chassis

Tl

Firepower# scope chassis
Firepower /chassis #

EATE RS R

show inventory

il

Firepower /chassis # show inventory
o th b R e A S AR

Chassis PID Vendor Serial (SN) HW Revision

1 FPR-C9300-AC Cisco Systems Inc JMX1950196H 0

=& RAID EIIX N8

RAID (HSZHEELTUARIES) S MM BN G M5 e, 5 AR M REA A RE 0. Bl
WAL A Y BIKEh A IXLEIRE) SRR R I IR B 8% K 70 X AT A B

IR a G R AR, RAID IKEN #8241 T $¢ w2 A 6if nT SEE R AR B8 ) o Tk AR 4R DK B s
AR EE, T LABT 1R sl 2s s S U BE 2k . RAID n] 42 = /O YERE IR s A7 il R G vl ¢
o

W —/~ RAID UKzhas & B M el 22k, ) RAID BEALUKEh AR S b T B Z0RAS . A R
KIGAE RAID REFAIR SN 8 A 15 A0 T FRZCIRAS ,  FAE Db B2 I I I A b 28 T B PR SRS B2
“17 (no) MEI FIHIEE .

)

AR AR A R B R HOR BB R (no) I, RRAE b BT Bl A e B

B2

$IE1 K7 RAID AN sk A

1 AN

scope chassis

2. BEANRGaEA

| G



| s

=22 A EnmszE

scope server 1
HEN RAID il 85«
scoperaid-controller 1 sas

B LIRS
show virtual-drive

iR RAID REFLIKSh A R4, Wl 4k 7R 04 Degraded. 4

Virtual Drive:
ID: 0
Block Size: 512
Blocks: 3123046400
Size (MB): 1524925
Operability: Degraded
Presence: Equipped

P2 B AL A E R BB “ 777 (no) AT RAID K& . ViR - 58X —2 ), #idt BRI
AT B4 ISR A 58

1.

e

i NAHLAI L -

scope org

Bty NS M A T A Y <

scope local-disk-config-policy ssp-default
KRy “457 (no):

set protect no

PEAT L :

commit-buffer

I3 S5fF RAID XG4 g, A& RAID FADRA::

scope chassis 1
show server
4 RAID YXzas S iy, ikl i S 4R &2 8ol Ok it
-
Server:
Slot Overall Status Service Profile
1 Ok ssp-sprof-1

YR 4 RAID KBNS AL n, A AP RC B SRS R “2” (yes).

1

2.

N LI .

scope org

i N A B A T L A Y B«

B RS .-_
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scope local-disk-config-policy ssp-default
3. KRy A “H7 (no):

set protect yes
4. RAHE:

commit-buffer

T € SSD Ay o] 5h

1 F DL R R B B BT W e 12025 1) SSD R R f7AE O IR1 L. SSD ] #51 f1 — AN s B RE IR 2 5
EPG | (DME) JERE R E 5.

\}

AR ORUE NPT SSD I, /1 Blade BIOS Kl f5, HATIALEE CGRA, RS FHI54) SHARH

77 o ANAE SSP-OS FF R SE G, AHBRAA B A SR BB~ F . Wik SSP-0S Fgiflab+ “ 1EAE
THRIRA” WA WoR AR A H, S IR % SSD JE#E 1wk iy &

W LU H &L S5 R B SSD A7 AE ], )75 B0 45 H 5 | SRR AT RMA GEZS 1

https://www.cisco.com/c/en/us/buy/product-returns-replacements-rma.html)

UK

R F) FXOS fir4 shell:

connect fxos

7R nvram H &30
show logging nvram
B R s -

2020 Oct 22 13:03:26 MDCNGIPSAPL02 %$ VDC-1 %$ Oct 22 13:03:25 $KERN-2-SYSTEM MSG:
[28175880.598580] EXT3-fs error (device sdad4): ext3 get inode loc: unable to read inode
block - inode=14, block=6

R H A& S
show logging logfile

RN

2020 Oct 21 21:11:25 (none) kernel: [28118744.718445] EXT3-fs error (device sdaid):
ext3 get inode loc: unable to read inode block - inode=14, block=6

| G |
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