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* NH&EE (Inlet Temperature) - M58 R G0 E (LAEREE AN A7) o
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o HLYRN ORI (Power Supply Input Feed Status) - i AR ¢ “1EH [0k]” < “iffE
(Faul]” ) .

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)



| Firepower 2&ig& &N

o FEYESTHUIRAS (Power Supply Output Status) - 12V #irHiR A ¢ “1E% [0K]” -
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o HLYFFEAAIRZS (Power Supply Overall Status) - PSU [ #EAKIZITIRIL ( “AIIZ4T [Operable]” « “E
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Firepower-chassis# scope chassis 1
EAFHABIPRGHLE, A LT 4

Firepower-chassis /chassis # show environment summary

ot

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # show environment summary

Chassis INFO :

Total Power Consumption: 638.000000

Inlet Temperature (C): 32.000000

CPU Temperature (C): 47.000000

Last updated Time: 2017-01-05T23:34:39.115

PSU 1:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
PSU 2:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable

i (DA IR
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FAN 1

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 2

Fan Speed RPM (RPM): 3388
Speed Status: Ok

Overall Status: Operable
FAN 3

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 4

Fan Speed RPM (RPM): 3212
Speed Status: Ok

Overall Status: Operable

BLADE 1:
Total Power Consumption: 216.000000
Processor Temperature (C): 58.000000
BLADE 2:
Total Power Consumption: 222.000000
Processor Temperature (C): 62.500000
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A2k 1% T EXEC #3011 scope cabling fir4> | /cabling #
BLAE i T EXEC #i3X1) scope chassis 4> | /chassis #
AR P4 Il 55 25k 1% T EXEC #5201 scope eth-server fiy | /eth-server #
A A SRR AR T A
DUK M AT BE % 1% 11T EXEC #2/) scope eth-uplink fiy | /eth-uplink #
é\
Tﬁ%ﬁﬁ$ﬂﬂ% & H T EXEC 4‘%;’&[@]’] scope /fabric-interconnect #
fabric-interconnect fiy 4
] 1} i F T EXEC #2011 scope firmware iy | /firmware #
A
~
BNV N AN 1% T EXEC #5301 scope host-eth-if iy | /host-eth-if #
é\
iR WSRO AN SR I i & F0 T A 1
nu 7 [t /adapter # *%JC‘FT
U ES IR NGk AN
YFATIE i F T EXEC #3011 scope license fiy4> | /license #
W & H T EXEC #50¢) scope monitoring | /monitoring #
s
Organization & T EXEC #i3CHY scope org i 4> /org #
EAETHIKT BTN i FHF EXEC #5201 scope /packet-capture #
packet-capture fir4>
LA & T EXEC #H scope security #ir4 | /security #
k55 2% i F-F EXEC #2301 scope server iy | /server #
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create. set =k delete T4

%o

/service-profile #

SSA

iE T EXEC #5821 scope ssa fir &

/ssa #

System

& H T EXEC #%5X [1) scope system iy 4>

/system #

el HBA

&M T EXEC #::U1) scope vhba iy 4
peab MATA LRI a SRR Ty

/vhba #

HEL NIC

1& FHT- EXEC #5201 scope vnic i 4

/vnic #

FXO0S CLI &=#z2[E

TEMEAR T B A FXOS CLI TZ AT Sy 4,  BUMTT ] FXOS i

M5 IERESS . CIMC Fl2e 41 CLI.

4> shell. A4S PR Ay 4 shell.
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. SSH/console session

DA~ 3E FH iy T T A B
* create object
* delete object
* enter object

* scope object

AT LUK scope fr 4 TARMIZE W% (L &KANS, I sefien %0 o Hfhdr 4 H T
AL P b 5. 4 TAEAS create object fiv4,  #RAEAE—ANXFN Y delete object and enter
object T4 -

FEF SR I B, X S IAT W BOR T XTSRS B A AR, W R AP T
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create object Bl G A B CnRIEAD .
delete object A A R R

enter object Bl G AR B CnRIEAD .
scope object Az R TR

RIMREFERBBSITA

we 174

create object A R S

delete object B %

enter object ARG ER CRIEAD .
scope object HEAXT I BC B

A UAEARA A A Tab BORSE AT @ o BEA TR & A PR IT 4 Tab B, S fliar 584 s ulif
B 75U AN A OCHE 7 S B AT

AN s
AR <7 U_J Elﬂi
CLI T2 2 BT 2 P A T i Ao 06 T0T LA T 1) 5 S o ) 7 Sk B8 46 300 2 A

Mo ) LB 2 D) Ll kb i b4 s, ) NEEkEE R R D sk i % m A
N AR g A SR AR B IN,  d% )N Sk B AN AT A AR o

T L 1o 2 25 0 5 D Al sk AR T i 2 %Fi‘“ﬁEnter, M D7 5L S BT 4
2 AN RS TSN — . BT LLE R A dr %, JFAE4Z Enter &ZHJE‘&MWQ\O

B, EFMEFFLEGS

MYE CLI A ANECE A0, AN HZmS, H2RHA commit-buffer iy 41k HEREAS)E,
fic By 24 A TR BUR A, JErTE S discard-buffer iy 2 AT .

ﬂJUf%%‘ 2 ST AL B, IR S Ay commit-buffer i un A—ENH. T LLEL AT
Har A N show configuration pending fir 4K 25 B 7 b B i 4

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .



cu g |
B cuwommzm

\}

AR KA HRN SR HE, WURFESRATIYIEHBN AP IR 6 &R0 R Gees N HAx iy
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T fr 2 AL TR AL DRI, A PR RF T R 5 (%) Hii A\ commit-buffer fir &I, 2
TR R

PR 7 8] Sk 7 i 7 4 A1 iy A N T R o G i B

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services
+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #

CLI By R EX#S BN

TET ABBIN BEN 2 PR s AE A 2 WA RIS T LT

R RAESE S AL AAE T AR, WA 2 S I P AR T AT ol i %o 3T 2 A
i<, HA 2 250y EE T T B AL P S T S AL

CLI 1A BR

FXOS H§— XAl A TG sIRA 7 CLI 25 IR ER B4 536 32 Al e AR E
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Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration
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--—- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.
Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y
Enforce strong password? (yes/no) [y]: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.

Do you want to configure SSH Mgmt Access? (yes/no) [yl: y

SSH Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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SSH Mgmt Access IPv4 netmask: 255.0.0.0

FERAAT |

Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.

Do you want to configure HTTPS Mgmt Access? (yes/no)
HTTPS Mgmt Access host/network address (IPv4/IPv6):

HTTPS Mgmt Access IPv4 netmask: 255.0.0.0

Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : 10.164.47.13

Configure the default domain name? (yes/no) [n]l: y
Default domain name : cisco.com

Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)?
Applying configuration. Please wait... Configuration file

Cisco FPR Series Security Appliance
firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

[...]

firepower-chassis#

{5 & 18 um O B e hl i B

(yes/no): y

A& [P Firepower 4100/9300 ALAH JH 200, G RILFAR S ShECE, WA E A REAL ORI, 78
A, WS TR TN (DHCP) RSS2, SR Al HAS BEEZ 11 1P Mok F4T 5 30
SR, fEnr Dol e O3 g, TR SSH. HTTPS 5 FXOS REST API it &5t

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)



| ERAIT

\}

eRgmsnnmzmae ]

P

Nil

LEBYIRUCE, BHEAEH LU 05 R AR T A e

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

1NN Firepower 4100/9300 HLAE b1 — 5 #il o 145 € — 4> IPv4 Motk W OCHI+ I HERY, B3 —
AN IPv6 Ml WISCHIRI L BiTEE . S mT LIOA A Pl 11 1P HuhibBe & 1Pv4 2% IPv6 Hilik.
FIRZ B
AR LL T AR R B B A — A A -
o P DY A
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K H Firepower 4100/9300 HLAH [¥] DHCP %% /7 bt 15 SR W40 2 LU T 4 2%

BRI L1 MAC Hihik.

* DHCP £ 60 (vendor-class-identifier) - 3 &4 “FPR9300” B “FPR4100” .

* DHCP #£77 61(dhcp-client-identifier) - ¥ & 4 Firepower 4100/9300 ML 515 . MFH 5wl ZEHL
EIOE DA STl w7 | 8

F1IT Firepower 4100/9300 HUAH 1) HH I
WERAEHUFE RS AR A S ICE, WK AICE A A
L HTTPS Bl & R4
a) AEHISCHFRAS, sk i@ A LLR URL:
https://<ip_address>/api
Hr <ip_address> f£ 44 ¥ DHCP 55 %% 43 BiC ¥ Firepower 4100/9300 LA - (/8 E1 3t 11 TP Huik o

IR ARSI IE R, WS AR AT U GEZ

http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.html)
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b) RGHERn, A4 install fil% 4 <chassis serial_number> 5% .
KA HUAR b kRZE 1] 3R <chassis_serial_number> .
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* BRINM G IPv4 5% 1Pv6 itk
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o SCVFAEIT HTTPS U ] ) AL/ 199 2% kA0 00 28 HE AL/ i 28

* DNS flli%5 %% IPv4 ok IPv6 Huhi .
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d) RifRR.
W4 ZFH SSH il 'E R4k
a) A LLT fr 2 R B B 1
ssh install@<ip address>
Hrh <ip_address> J& 44 ¥ DHCP il 4% %% 7> Bt ¥ Firepower 4100/9300 HUAH _F 1K)/ Bt 11 TP b
b) HISERES, fHH %S Adminl23 k.
o) MR RTEHRALIE .
ER BT AR AATC B ) BN NS, DAY AT AR 5 () Rl 1 IR
RY . BEINASEHN, % Cul-Co ZHR SRR, MK Cal-D. ifEE, &
FES 4% R Ctrl-D 555 k3% F Ctrl-D Z [rl3 i NATAT 2%, #RHAE SR k% NRis
7o

5l

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted

to apply configuration.

You have chosen to setup a new Security Appliance.

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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Continue? (yes/no): y
Enforce strong password? (yes/no) [y]: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: ¥y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) I[yl: y
HTTPS Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]l: y
Default domain name : cisco.com
Following configurations will be applied:
Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11

Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y

Applying configuration. Please wait... Configuration file - Ok

Initial Setup complete, Terminating sessions
.Connection to <ip_ address> closed.

S8 5 i | FXOS REST API il 214 1 R 4 :
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firepower/.
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IPv4 REST API example:

"fxosBootstrap": {

"dns": "1.1.1.1",

"domain name": "cisco.com",
"mgmt gw": "192.168.0.1",
"mgmt ip": "192.168.93.3",
"mgmt_mask": "255.255.0.0",

"passwordl": "adminl23",
"password2": "adminl23",

"strong password": "yes",
"system name": "firepower-9300",
"https mask": "2",

"https net": "::",

"ssh mask": "0",

"ssh net": "::"

IPV6 REST API example

"fxosBootstrap": {
"dns": "2001::3434:4343",
"domain name": "cisco.com",
"https mask": "2",
"https net": "::",
"mgmt gw": "2001::1",
"mgmt ip": "2001::2001",
"mgmt_mask": "64",
"passwordl": "adminl23",
"password2": "adminl23",
"ssh mask": "0",
"ssh net": "::",
"strong password": "yes",
"system name": "firepower-9300"

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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SSH Ik, Bl SSH FATIEF:, #5875 B A3E Firepower 4100/9300 HLAR T 34144 5 IP Mk
{FFH LA R VE R 2 —kiliid SSH. Telnet 5%, Putty #E47 & 5%

B SSH &k X i K/ANE.

{§iFf} SSH M Linux 283 % 5%«

* ssh ucs-auth-domain\ \ username@ {UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

* ssh -1 ucs-auth-domain\ \ username {UCSM-ip-address UCSM-ipv6-address UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1 ucs-auth-domain\ \ username
ssh 192.0.20.11 -1 ucs-example\\jsmith

ssh 2001::1 -1 ucs-example\\jsmith

* ssh ucs-auth-domain\ \ username@ {UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1

18 ] Telnet M\ Linux £ ¥ 55 :

\}

ER OBRUEUT, Telnet &4 T2EHPIRAS . H A Telnet (UL, 15 S ICE Telnet , 55 130 T,

* telnet ucs-UCSM-host-name ucs-auth-domain\ username

telnet ucs-gqa-10
login: ucs-1ldap23\blradmin

* telnet ucs- {UCSM-ip-address| UCSM-ipv6-address} ucs-auth-domain\ username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

M Putty 557 i 6 55K
e B3 7J73: ucs-auth-domain\ username

Login as: ucs-example\jsmith
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FERL R Th W 4552 £ 4E
Cisco Success Network feVFHLFESRE 24 /N ] Cisco Success Network zs b i A& i — X id & A1 TIRS
5 5o RN 4% I B 0 455«

* SEMIREIE R - Firepower 4100/9300 HLAH 215 A8k, = ibni ST P45, UUID. RAIEHIZ
AT AR BEVF AR R e TSI VM 20dl . 28 26 L.

* BHIE R - 75 Firepower 4100/9300 HUAH g AT AR BLRIRUA S o i 20 RAEIRAS S
, 5526 T,

* ASA 1% &5 2 - 5 Firepower 4100/9300 1) AL/ 51 % 384T 1¥) ASA B AHIZCMING R 1i5TE
R, 4T Firepower 4100 R4, U EH RPN ASA W& M. ASA B&F B ARG &
WAER R REVFRIE. WIS JFHSHEMRA . 1520 ASA B&HdE , 2 27 Ui,

« MEEIS B - ASA WA R IEWIBATI N . CPU M HIAR . AWAEE AR Badh = a4 I 15 vl
Ay BE A R TS0 PEREEGE , 5 27 L.
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cERER - IR R MDA R
* THRERZS - O E SERIA R M CJa M ASA TIREMIFIE

« EBHER - R ASA WA TAERR, WIBFERGE. R ASA w&ARLT5
BERLC, WAL BoRIfs B SRR LV HE ASA WA SEREAL A FR . SRR LR
W GRRFRES o X T [A)— S b ) FeAh 6 25 15 4%, IXS6(5 LA RE A AR IRERTT 51

Fo

WSR2 - WK ASA A TR DI B, s SIsTIE B R ASA Rib
TlbE AR, AN BRI AR o MR DI B ASA A AR, BURORT
S8 ASA BT, AREHFHS .

* BRHEIER - ASA Bk BRI B RMIAR G I R AN el i 8 ok (¥ H . (2
&, BRI SCSRAEET T Bk A SRR A AN A AE

ARVEAMGER, WSS, 5 28 1.

MR &R
1t Cisco Success Network H17¥ I} Firepower 4100/9300 HLAF Ji5, 126 AHLAR AH SR W £ P K i A% fan 2
Rz T U PSR A A B H R
F 4 2 Mg EIENEUE
KiEm w~HlE
WS JF} Firepower FP9300 2% 4= Bt %
P GMX1135L01K
e ATHE PIID 752107¢9-¢473-4916-8566-626d0c4a5bd9
BIREVF R UE HE R P 44 B FXOS-general
RGABATIN ] 32115
UDI 7 i bR iHAF FPR-C9300-AC
R A E R

Cisco Success Network WA S HUAIOC IV E R, QAR ARMBPEIRAS . B 2B TR AT 42
INE7CER RIS

R 5 R AE N B

KiE= ~fE
S it} package version
A 2.7(1.52)
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asaigsse [

ASA ig & HiE

Cisco Success Network 23l 4E I 5 Firepower 4100/9300 (1) 22 4xfE/5 1% FIZ4TH) ASA W &4

5B TRV FTER M1 ASA B AR B

F 6: ASAZ EZENEIRE

HKirm e

ASA %44 PID FPRIK-SM-36

ASA # M R A IE N2 A e

ASA B &ITHI XDQ311841WA

R CRHE A Ji A= Y

A BRSO (Rali®) FAE

ASA BAFRRA . -
type: "asa version",
ersion: "9.13.1.5"
}

B B hCAS { . .
type: "device mgr version",
version: "7.10.1"
}

TEAEAS ] C 305 2 REVF RIHIE ! ,
"type": "Strong encryption",
"tag":
"regid.2016-05.com.cisco.ASA-GEN-STRONG-ENCRYPTION,
5.7 982308k4-74w2-5f38-64na-707999g10cce",
"count": 1
}

T REXIRE

Cisco Success Network S EE ASA A& INPERERE &5 B XL B RS E R IZ1TI . CPU
FIZ WAAE R RG2S o) A R B AD o Ad F A5 L.

* CPU f# R - i 2 Hior B CPU A HIE B
* AFEERE - R4 TH. CH AR
s MEFERER - . OB R
© REFIERITITHE - REEF BT E R
c WRMEM - RGN AT nameif £ HCR
X3 WK [ R G B R) Llok RS i (. () g iHE .

R U TR A ) R o
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B smse

= 7 TEREIE AR

iR = ~E

XTI RS CPU A 2% {
“fiveSecondsPercentage” :0.2000000,
“oneMinutePercentage” : 0,
“fiveMinutesPercentage” : 0
}

RGENAHAT T H {
“freeMemoryInBytes” :225854966384,
“usedMemoryInBytes” : 17798281616,
“totalMemoryInBytes” :243653248000
}

e I (

;? ¢ Znu{fﬁﬁhﬁjﬂ "freeGB": 21.237285,
"usedGB": 0.238805,
"totalGB": 21.476090
}

RGLIBATIN [A] 99700000

FR G0N v Af FH 0 ! .
"receivedPktsPerSec": 3,
"receivedBytesPerSec": 212,
"transmittedPktsPerSec": 3,
"transmittedBytesPerSec": 399
}

ER#E

Cisco Success Network 2 ENIFE N 2 afiby/51 8 FIZ4T ) ASA W& IIHREIRA . BRE. MbED)
RS R A5 B NRULHBTICEERIE P ASA 525l FH £idis

& & EAIFREN IR

iR = ~E
iR [
“name” : “cluster” ,
“status” : “enabled”
} 4
{
« » « »
name’ : webvpn” ,
“status” : “enabled”
} ’
{
“name” : “logging-buffered” ,
“status” “debugging”
}]

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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el |

iR =

A

AR

{
"clusterGroupName": "asa-cluster",
"interfaceMode": "spanned",
"unitName": "unit-3-3",
"unitState": "SLAVE",
"otherMembers": {
"items": [
{
"memberName": "unit-2-1",
"memberState": "MASTER",

"memberSerialNum": "DAK391674E"

}
]

}

AL PSS

{

myRole: “Primary” ,

peerRole: “Secondary” ,

myState: “active” ,

peerState: “standby” ,

peerSerialNum:
“DAK39162B”

}

o

{

"loginTimes": "1 times in last 1 days",
"lastSuccessfullogin": "12:25:36 PDT Mar 11
2019"

}

EN R BI

Firepower 4100/9300 LA V-2 A LR FHEEIN ) T ASA B8 it TR AERS s R ad 21 R =
AT, SHUAERE R BN B AT 2 b i BT BAT R A i S R, DA 3

B Rl AR 2 A = .

LL R 72 Cisco Success Network 25 Il SCAE—Norffl,  Hop a5 k2% 2ERFA 1) Firepower 9300 F 1

5 ASA B HIME S .
{

"version": "1.0",

"metadata": {
"topic": "ASA.telemetry",
"contentType": "application/json",

"msgID": "2227"

}7
"payload": {

"recordType": "CST ASA",
"recordVersion": "1.0",
"recordedAt": 1560868270055,
"FXOS": |
"FXOSdeviceInfo": {
"deviceModel": "Cisco Firepower FP9300 Security Appliance",
"serialNumber": "HNY4475P01K",
"smartLicenseProductInstanceIdentifier": "413509m0-£f952-5822-7492-r62c0a5h4gf4d",

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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"smartLicenseVirtualAccountName": "FXOS-general",
"systemUptime": 32115,
"udiProductIdentifier": "FPR-C9300-AC"

}I

"versions": {

"items": [
{
"type": "package version",
"version": "2.7(1.52)"

}
}I
"asaDevices": {
"items": [
{
"CPUUsage": {

"fiveMinutesPercentage": O,
"fiveSecondsPercentage": 0,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "ADG2158508T",
"systemUptime": 31084,
"udiProductIdentifier": "FPROK-SM-24"

}I
"diskUsage": {
"freeGB": 19.781810760498047,
"totalGB": 20.0009765625,
"usedGB": 0.21916580200195312
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"

"name": "firewall user authentication",
"status": "enabled"

"name": "IKEv2 fragmentation",
"status": "enabled"

"name": "inspection-dns",
"status": "enabled"

"name": "inspection-esmtp",
"status": "enabled"

"name": "inspection-ftp",

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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"status": "enabled"

"name": "inspection-hs232",
"status": "enabled"

"name": "inspection-netbios",
"status": "enabled"

"name": "inspection-rsh",
"status": "enabled"

"name": "inspection-rtsp",
"status": "enabled"

"name": "inspection-sip",
"status": "enabled"

"name": "inspection-skinny",
"status": "enabled"

"name": "inspection-snmp",
"status": "enabled"

"name": "inspection-sglnet",
"status": "enabled"

"name": "inspection-sunrpc",
"status": "enabled"

"name": "inspection-tftp",
"status": "enabled"

"name": "inspection-xdmcp",
"status": "enabled"

"name": "management-mode",
"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",

%! Firepower 4100/9300 FX0S CLI B E157, 2.10(1)
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"status": "enabled"

"name": "static-route",
"status": "enabled"

"name": "threat detection basic_ threat",
"status": "enabled"

"name": "threat detection stat access_ list",
"status": "enabled"

1
}I
"licenseActivated": {
"items": []
}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:18 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226031548496,
"totalMemoryInBytes": 241583656960,
"usedMemoryInBytes": 15552108464
}I
"versions": {
"items": [
{
"type": "asa_ version",
"version": "9.13(1)248"

"type": "device mgr_version",
"version": "7.13(1)31"

"CPUUsage": {

"fiveMinutesPercentage": O,
"fiveSecondsPercentage": 0,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "RFL21764S1D",
"systemUptime": 31083,
"udiProductIdentifier": "FPROK-SM-24"

}I

"diskUsage": {
"freeGB": 19.781543731689453,
"totalGB": 20.0009765625,

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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"usedGB": 0.
}I
"featureStatus

"items": [

{
"name":
"status"

"name":
"status"

"name":

"status":

"name":
"status"

"name":
"status"

"name":
"status"

"name":
"status"

"name":

"status":

"name":
"status"

"name":
"status"

"name":
"status"

"name":
"status"

"name":

"status":

"name":
"status"

"name":
"status"

21943283081054688

"o

"aaa-proxy-limit",
: "enabled"

"call-home",
: "enabled"

"crypto-ca-trustpoint-id-usage-ssl-ipsec",
"enabled"

"firewall user authentication",
: "enabled"

"IKEv2 fragmentation",
: "enabled"

"inspection-dns",
: "enabled"

"inspection-esmtp",
: "enabled"

"inspection-ftp",
"enabled"

"inspection-hs232",
: "enabled"

"inspection-netbios",
: "enabled"

"inspection-rsh",
: "enabled"

"inspection-rtsp",
: "enabled"

"inspection-sip",
"enabled"

"inspection-skinny",
: "enabled"

"inspection-snmp",
: "enabled"

el |
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"name": "inspection-sglnet",
"status": "enabled"

"name": "inspection-sunrpc",
"status": "enabled"

"name": "inspection-tftp",
"status": "enabled"

"name": "inspection-xdmcp",
"status": "enabled"

"name": "management-mode",
"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",
"status": "enabled"

"name": "static-route",
"status": "enabled"

"name": "threat detection basic threat",

"status": "enabled"

"name": "threat detection stat access_ list",

"status": "enabled"

1
}I
"licenseActivated": {
"items": []
}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:16 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226028740080,
"totalMemoryInBytes": 241581195264,
"usedMemoryInBytes": 15552455184

}I

"versions": {
"items": [

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)

ASA piFATEEE |



| AsAmiFmiEeE
santrmrzst ]

"type": "asa_ version",

"version": "9.13(1)248"

}I

{
"type": "device mgr_version",
"version": "7.13(1)31"

0 &b 7/ fH 4 Y 5
BT A W F &Y
WA, AFEAGEH] T Firepower 4100/9300 HLAT 1) ASA ¥ #% . £ KU Firepower
JMOIT AR i e A AT VE AT T T TEANS &, 1520 (Firepower & BIHULACE TR ) «
o (R RVRHE R B AS R KR
https://software.cisco.com/#module/SmartLicensing

R BOR AT, U i SRR ABCEDRT IR o Tl I RE PR AR, T LON A2 —
ALK

o ML EVRRT 25 ARG | ABREAVFANIE. £ E, Wi &R RMERA R R TR
HWRERFG . FLEVFIHER %R, [ ZR eI 21 - s AT Ik .

o Bt T AHLAE Vi i) B P 55 ) HTTP AREE, DML BE 6 U 1) VF 0] TEAT R AL o

* il DNS HRS 2%, LAEHLAE REGE MHTVF AT AR WAL K 44 Bk o

© BE NI .

o ERCE ASA VAT FBLZ R, T 7E Firepower 4100/9300 HLAS - i B 44 A 441 VF m] FE Atk B )t o

& RE I R EN
ASA B EY IR ANBE TR

HE> Firepower 4100/9300 LA #2504 M BIVF ] UEMUR MG s R IS5 3 b o Al B B & AN 227 A4
A . R TP K AVERTUE, 250k A HUAR I S 50 1 VF PTE .
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ASA piFATEEE |

B =oossrmmsiigs

BRI RTRIEOARE

BLEE

(AT

Firepower 4100/9300 HL4H 2R INAC B ALH5E 444 “SLProfile” [¥) Smart Call Home Bt & S, % CAFEH T
FRE VA AU MLAL ) URL

scope monitoring
scope callhome
scope profile SLProfile
scope destination SLDest
set address https://tools.cisco.com/its/service/oddce/services/DDCEService

BB RE I AI

P RN AR UL, T DRSNS HTTP AR, L p i n e AR W UAATE T, 204
Firepower 4100/9300 HLAE L4 A MR Ge A FVE AT UEIK AR5 I M4 1D

pUE ]
£ (nfik) EE HTTP LR, 36 1.

H1B2  (A[ik) MIER Call Home URL , 5 37
LRI U A UEMUR HURITE M Firepower 2245 %, 5 38 T,

Bc & HTTP {32

WIS M &84l HTTP AREESEAT I U5 1], WA 200k 2 R4V m i AR B Mk o AR — %
1 /T~ Smart Call Home.

\}

R A SCFERAUERHTTPICHE.,

UK

$E1 B HTTP /CH:

scope monitoring scope callhome set http-proxy-server-enable on
Tl

scope monitoring
scope callhome

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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set http-proxy-server-enable on

$IE2 WENH URL:

set http-proxy-server-url url
oot url 2R R S5 25 (% HTTP 8¢ HTTP Hbdik.

GUE
set http-proxy-server-url https://10.1.1.1
B,

set http-proxy-server-port ¥ ||

-

set http-proxy-server-port 443

FEAZ G X -

commit-buffer

(AJ1%) f#iF& Call Home URL

Nil

A8 FH DL 2 I B 46 A G & /) Call Home URL.

UK
CIPANHAR GRINEE P

scope monitoring

#i\ callhome [l :
scope callhome

2k SLProfile:

scope profile SLProfile
HIr:

show destination

Tl

SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

HIE S5 JHER URL:

(ATi) IR Call Home URL [

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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B airmiEmE gL Firepower 248 %

delete destination SLDest

TIR6 AL IX:

commit-buffer

[ FTIE A7 & WA E AR Firepower R 218 &

Nil

B

243 M Firepower 4100/9300 HUAA I, V¥ RTUEMUA LA 224 Firepower 4100/9300 HLA 15 VF AT EMUA

BRI IR TBAE UK ID UETS . &0 i& 2344 Firepower 4100/9300 HLAR 43 e FIAH . (1 s 4000 7 o 303 175
DUN, SRR R —IRIESE . UL, SR ID RS T i i e A S R I 2030, U0 ) T e
FHTEM Firepower 4100/9300 HLA

i

TER RE R PN o BE AR B LA, 2N I Firepower 4100/9300 LAV N 21 1) K 401K
T SR ISR
A Qe A5 RE AR RS TR SR I TEAME B, 162 AR RE R B LA
JFREE) (https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite. html).
7t Firepower 4100/9300 ALAF H 4 A3 M2 1 -
scope license
register idtoken id-token

(nik) J3 A force iETT. WA i T3 4% 51717 B8 DR 2 W] )lA5 RIS 30 &3 MR, CTC
SR 24 /NI, ARJE PRI ST . AT force JEITUR BRIV M
register idtoken id-token force

P

scope license

register idtoken ZGFmNWMS5NjgtYmNjYSOOZWI3L
WE3NGItMWJIkOGExZJIxXxNGQOLTEON] I2NDYx%$0AMDIzNT
V8N3ROAXM1ZONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1
g3R3dvemRD%0AY29NQTO0%3DS0A

SR JE WO R A, TR

scope license

deregister

UMM Firepower 4100/9300 HUAR 2 A HIIER Be %o RGeS MR ¥ 2% L i BT VR AT IE SR AURTIE

H o ] Re A B HOY T IR A B () Firepower 4100/9300 HUAN BEMCVFATHF . B, o m) LA g i
B AR MR B 4% o

SR A LA 1D LB RO AT e A ERRG TimA :

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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EE 24 Cisco Success Network ;A .

scope license
scope licdebug

renew

BOATEOLT, IDUEASEE6 AN BB ERT, VFRATUESRBURE 30 KBRS U7 [) LI (R 1) A B
BUHAER REPCHE A B A P AT 1AL VE R] SE AR A, W] REZE X LI H FBh ST M -

B X Cisco Success Network ;T i}

\}

¥ Firepower 4100/93007F /i 2 BHE BEAHE BLAS I, v LRSS M % . 2 )5, W DMERIEAR
FEfy B B S PR S

P

N
g
N

SO Lh W A AE PP AR R BT T AR

iz
ARG .

scope system

T

Firepower# scope system
Firepower /system #

i N 55
scope services

T

Firepower /system # scope services
Firepower /system/services #

iy N R0
scope telemetry

T

Firepower /system/services # scope telemetry
Firepower /system/services/telemetry #

Ja 22 H] Cisco Success Network T fE.
{enable | disable}

Tl

Firepower /system/services/telemetry # enable

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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B m=E=airTEn 2S5 /AT Firepower 4100/9300 417

WIS L0E Firepower 4100/9300 HLAH =¥ Cisco Success Network JR7

show detail

w15l
ffith Admin State {57~ Cisco Success Network F) IEAfIRE .

Telemetry:
Admin State: Enabled
Oper State: Registering
Error Message:
Period: 86400
Current Task: Registering the device for Telemetry
(FSM-STAGE : sam:dme: CommTelemetryDataExchSeq:RegisterforTelemetry)

il
fifiik Oper State ‘78 OK, FKox E AN s .
Telemetry:

Admin State: Enabled
Oper State: Ok

Error Message:
Period: 86400
Current Task:

fic & & 56 1F 7] Wk I 2 AR 55 25 FH T Firepower 4100/9300 #/1 55

PL R R SR WA AL & Firepower 4100/9300 HLAR LU FH & BEVF vl HiF TR IRSS 28 .

FHIa Z Al
WA RERAEVR T A S 3 35 TR A KT s A
o BREORTCE R REPIE AR SE As

M Cisco.com T & HEVF UL L2 OVA U, FF7E VMwareESXi Ak 45 4% b Ze3E Fe & S
HREAMEE, ESH (BRI g DALMY .

o WAEE ReBrE LR RS 2% 1) FQDN J2 157 AT AR 25 (1) A 5 DNS IR S5 2 AT
o WAE DS RS OAFALE:
scope security

show trustpoint

HER, FXOS WA 2.4(1) M S RA P BGARIMEAT Mo IR SAEAE, WA 2R F LA
N BEERIN—AME

1. %% http://www.cisco.com/security/pki/certs/clrca.cer, FKf5¢ 41 SSLAE T IEL (M
“..-—-BEGIN CERTIFICATE-----" #|| “-----END CERTIFICATE-----" ) & il ) 1 5 i & 17 /&)
AT ) (P FAT

2. WENLAERN:
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UK

B B 5k AVFRTIEFA B

scope security

QU I iy A4 A5 A A

create trustpoint trustpoint_name

MEAT AR E PSR VER: UEPBX AR ] Base64 4ifid X.509 (CER) #% 3.
set certchain certchain

X certchain 8, RIS TED IR 1 A SCHIE 15304

WREMLSHARIFCIEBE R, RASTRNER AL EOE SURIETAUR LR (CA) IET
AR — RGN NG RN~ 17, 8\ ENDOFBUF LL5¢i#E1F

PRI -

commit-buffer

¥ B EMRS 28 ¥ & 4 Callhome HIF):

scope monitoring

scope callhome

scope profile SLProfile

scope destination SLDest

set address https://[ T ik 45-%% 1) FQDN]/Transportgateway/services/DeviceRequestHandler

[ UE T A0 A WAV M Firepower 4100/9300 HLAS (I 213 [a) VF nJ R A A ALK M Firepower 22 4% 14 7%
, A 38 01D o IEVERL, AR NRYREVE TR PSR T SRR I S

Big B 7k AVF AT IE T B8

&I LLK Firepower 4100/9300 AL 73 e — AN K AV AT UE 0l FH R SR VISR & EANSZ TS0 ol
A FATAT 42 A o

\)

a4

I K AVF A IE

FETFURZ AT, RSB SR AVEWTIE, A REAE R RE B AH AT BEas TP A8 T o JFARPTA K P S HEHE AL ]
KAVFATUET R o RIS AR B LTI BEZ BT, 15 Ok CARA3 URHLHE .
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M FXOS CLI Ji FHVF AT UE T B «
scope license

enable reservation

WG BB A VP T UE TR «
scope license

scope reservation

A T B R A«

request universal

show license resvcode

e AR B R B T T 1) “ R BB LSS A7 (Smart Software Manager Inventory) Jif %%,
HifiLicensesiE I

https://software.cisco.com/#SmartLicensing-Inventory

Licensesi i~ 2 55 4 AUIK 7 AHSC BT A BT VFATIE. CGEFIE SRR AR
HifiLicense Reservation, JE7EHEH SN AR i TR FAE AR o

#1117 Reserve License.

B BEAE T B R BU o SR LR BOZ BB O FE R B RIS . AR eI HEA
VRATIEEL S A T HPIRZS

WA #License Reservationdic#H,  WIRE K P JCAE FH K AVFRTUETIEA o 7EXFHE LT, B8
AR K A VE AT UE T3 B O 08 i A\ 3 1) R BBV AT UE AT 2o

7F FXOS CLI 1, HAVFnl i [

scope license

Ay N\ YR P«

scope reservation

i NAZA

install code

& 11 Firepower 4100/9300 HLAHL £ 5¢ 42 3k7% PLR 1 r].

7E. ASA HR e B FIDIREERL. 162 ASA FBLE T LS AL
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$£B1 ¢ FXOS CLL 1, %AV Al uFEvEH
scope license
L2 ARG
scope reservation
SBI  RIEKAVFATIE:
return
Firepower 4100/9300 LA 43 37 RIAR AR SRVF n] HEAE AR A “V-AL 7 IRE.
SEA4  EEMEHRIETEAA:
show license resvcode
LIS AR A TP A A FXOS il % & AR AT (UDD), X FE AT LR B 1K) FXOS SEf:

show license udi

L6 Ui AR L2 ALY (Smart Software Manager Inventory) JiF %, HiifiProduct Instancesik I
e

https://software.cisco.com/#SmartLicensing-Inventory

FIBT  AHEH & AR (UDD) R &1 Firepower 4100/9300 HLAR »
SR8 EHF Actions > Remove, FF7EHEHEE N A IR I8 T B A
$1®9 i Remove Product Instance.

T AVF T UEASER 14 21 7] i o

HIB10 T RS AU TS S 41 Firepower 4100/9300 HLAA I ELN{E B, 155 % 97 5 3)) Firepower
4100/9300 HLAR , 2 113 Ui,

RS REE VR A]
B HBLT fr 4 K A U ITIER

* show license all
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* show license status

* show license techsupport

BREM IR I R1E%

FREACH R A . UDI 5 &
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BREARIURS . EREHIRE . BZBUR

&k B R T bEA i3858
SRR 2 271 AR AR 90 R S5 S 25

%o Jo BRI 2], Firepower
4100/9300 HLAH 5 RN = Z M e g ar 22
IR DAL AT S S BRI S T
Ko DA DA v LS — L
Hil T A ASA JEPRIBS R B
FEATEFH 5 Ha A kg A% i 380 e A A B
uli, DUMEPAT LA R AT

o [l S5 JIAE I 28 e R SR et e

ORI FH DR

o [ AT Be IS T AL

AR SR IR S5 R0 A

o A5 W) RARR SR FRAT T 7
B3 M Cisco Success Network J&, Al
SRS ALY AR,
LId ik 2 Y SRRl Dy 14 4% I e O P 1k 3
2, IXFES R 5 TR Y 28 2 Wy
¥
SIANT LU F 4
scope telemetry {enable | disable}
SIANT LIRS0
&% > 1A > Cisco Success Network
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[fil 7] Firepower 4100/9300 HLAf [ F R
REFAFVE AT

TR A AT, ] LA S A B
VFAlEN . B BEVF AT IEA S5 7415
KMo M AT LUAR A TR 2 Bl FH e %, T
AN E A B I %A .l
ReAFVERT, 8k n] CUEDWHL T g rml
WEAE RS DO TR o 2 REREVF P i
%1193 A Firepower 4100/9300 HLAH & 3 5
BRI AR

FTATIINT LN fin4: deregister .
register idtoken. renew. scope
callhome. scope destination. scope
licdebug. scope license. scope
monitoring. scope profile. set
address. set http-proxy-server-enable
on. set http-proxy-server-url. set
http-proxy-server-port. show license
all. show license status. show license
techsupport
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SR TR A AN P R R P P, IR AR 3 P P v S €000 22 i AE S FE
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* fiCE LDAP $2ERL 7 . 4 156 nt
* MUE RADIUS $2ftf 7, 5 161 it

* it & TACACS+ 2 tFE 7 , 25 164 TL

F R ¢ P R 21 HA
Ry DARC B R K AERUE I Ta e A 2A R R, RS2 K
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I [ P2 EviE S =

FH 7 4238 FAE Firepower ALAR #1281 FXOS CLI )% 5% 1D, Kf 8% ID 20 R S K ik, i 2% e
DL 85 D UL AT B A«

* B ID ARV 1B 32 MFH, AU TR
o AL A REERF
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RTINS
AR TR AHAUE ] K RS A T 1 o AT BE 5 B AAA BURR T P v ARG B AR 48, LUK
FP s AT s s A A WOR A AR A A R T, AR T e 2004 P o A

HEUREAS P R s b o 0 SRR A H B O B0 R FH P R A i s BEAG Ay, W] Firepower eXtensible
Operating Systemeté- 5 48 AFF G DL SR (AT Ao 5 1«

o WAL B /b 8 NFEAF, % 127 NFAF
A\

E BT LGERE RS FIE ST (/NS KR 16,
B Dol AR R . RS A, IS E BN K
FERNTY , 45 61 7L,
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« ARG RS- NETRECY R TR

* AREA IR S 3 RIFFT, Bl aaabbb.

AL =A LMETIUF HE FE S8 7 57 BF, 1l password ABC E{, password321.
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Firepower 4100/9300 HLAf AEWS 5 R UATIAS . NHI4R TR SZmT FH - #2AL:
T2 SR IIERR S5 PRI A P K P
F K o] BEAFAE T Firepower 4100/9300 HUAE A 1 k2t 72 5 473 B0IE IR 55 2% o
AT LA B 3 Firepower HLAR S B #% 5 FXOS CLI HY RIIEFE 5 43 B0 AF IR 455 3% 10 T P F s o 2
1o
ERESHIEIERSTHARAR
WERAE R 5 Oy B e i 552 B P K, WL 20U PR DK = 045 T 78 Firepower 4100/9300
MU TAERTR M, JF LIXEA a2 H S FXOS H i 4 FRAHDCAE . 3T £ 0 5ems,
ATREAN ARV P AT 85, Rl AR T P SR
ERESHIEIEHREREFPHA BN

%7 RADIUS Fl TACAS+ L', #AZi7E i P HI T8 3% Firepower LA FEAR 5 FXOS CLI ff)4E4
TEFE G BAF SRR /7 4 Firepower 4100/9300 AUARFECE — AN @ 2. B0 P R HEA- 6 70 Fio 45 %
FE T B €60 00 X058 4 135 6

855, FXOS T LL R #AE:

1. A S e RS .

2. KA.

3. ANARTHH T TR, S A4S 12 P IR A R X R

R A FXOS STHFIEER 5 660 TEHL OURLT 10T P e 225K Lo
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BNEIEHRE | BEXEM | FERTE B ID &K
HEF
LDAP Al ik B LEFHAT L F A EZ — JURL LDAP St 75 2 unicode Z87 J&
C REE LDAP g, fom |TEe
TFEEORIIIA IR B, | Wik B 1% CiscoAVPair H & X &
M, i PLUF &M ID:
* I/ LDAP Jj %, AfJME 4 Eﬁ?iflﬁ.!;.ﬁssz)iﬁl
FR (#tn, CiscoAVPair) f)%
H 5 SR PLF #4r $E 7 OID o
RADIUS | nJ ik A LGB HAT L FEAEZ — R} RADIUS s RN 7 1D A
. WREESE RADIUS 772, JIF 009, JEMEFIHENF ID 24 001
TG ER A AR E | DL Eom G B, iRk 6
. cisco-avpair J& I, WHTFEEZAH
. F A 0 RN X Jk «
* 7 RADIUS Jy %, fAME— shell:roles="admin, aaa"
Ak i, cisco-avpair) g shell:locales="L1,abc". ff
FE Xt R A XNt
Fo
TACACS+ | 31 AR T %, I 44 FK cisco-av-pair % F5 A& ) TACACS+ #¢

cisco-av-pair Il [ & SR .

PREP SR YE ID 1745

LA 82749 S 7S ] £ 1
cisco-av-pair J& LI 456 24 H 7 )
£ RN X 3«
cisco-av-pair=shell:roles="admin
aaa" shell:locales*"Ll1
abc". 7F cisco-av-pair J&PEiELH
IR (%) B X Selbgac oy ml ik 1ot
L3 G A5 FHAH [ 5 473 B0 E S S
FoAd SRl 5 O B0 UE R W A A
EREAE N BT R B 2 AME .

LDAP F R E £ #9715 0ID
DL & A 52 X CiscoAVPair J& M 1741 OID:

CN=CiscoAVPair,CN=Schema,
CN=Configuration,CN=X
objectClass: top

objectClass: attributeSchema
cn: CiscoAVPair
distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration, CN=X
instanceType: 0x4
uSNCreated: 26318654
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HARfat&

attributelD: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X

ARG E Ut
EIER

SERON N RGM G VTR . BOATEOL, T BOAE B it €, JF HASREX JEaE
(e

=0

Hix
X RGHCE AT KB, HIAUE SR SR A
izE

FSINTPHCE . FT & 6514 0] /) Smart Call Home Il B RSt H &k (G035 R 48 H & IR 45 28 F il e
BATEEE Ui i) X RGE AT  se B i ) .

AAA EIR R
X AR AAA BCE S Vi X RGO MBI .

A BB UE A PR R RS EC & S

B T B SRR P A M B 5 U 0E P £ 08 [ 529 SR B S S [ () B e ko AN RE D B A
M B A7 BRAIE K 48 R T A B R G B 3P
TR LIERITE

e s P AR v A AT DAL AS I B Gy S8 e (R T S AR IR)— 3. Mo B bR RS, Firepower
WU s 22 W] Al A b B 00 S IE PR D P S T T A 15 AN B0 o 3 B A A PO U -5 I TR) B> L 4 A1
B B E R AERT,  XAE ATA DR 2438 1 B S sk v K s 2 Jm O S A e I ) i

FIP s BB AI A HIAE B 5 g Sl sk vk Boh BE B K S 80, K5 A REE R . i, R
TR g Sl SR O A 8, AHL B IR UEH] P VA ET A AL AR — AN, BRI R
W4 1k

ERNTEOUT, S5 D SR A 00 (A P Sl vt 880 Sevr L RIS FE0BT A LA IR 3RS o
WAL, AT LA BRAS H B 3 BT B #6513 S sk o O S E AR SR AT
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A e A B ARG, T A B A 1l B 47 6 I ) P AR R S /D IR RO RES EAT (R R SR kK. TR
2 R B A O ) A A e L T

(8] & e & it AR i

ARVFEE TS (No | BRI R VFES S SR AR E | B4, SEAEAH 5 gy 06 UEH P 5

password change allowed)

JINHSE B P B A S 5 4 B T
()20

AT LAFREAT T 1 F1 745 /NI 2Z ] HY
TCE ARG . BOATLR, JCH
[aIRE A 24 /NI

BT 48 /N P BELL S B,
HEAT LA F B
~ A L ) ) L A
* W TR 48

Fa G S p wa s T
4 (Password changes
allowed within change
interval)

WG I TR A A B B 473 B6E 1 FH P 1
SN A TR SC IR B P AT DA B 4 e
KUHL

AT LLFREA T 1 F1 745 /NEF 2 T8] )
KRB, AR 0 F1 10 Z R
B REM . BB T,
FOVFA L B 3 B0 K FH P AE 48 /N
(V) b P e 22 B O 2 IR

. EAEA G 05 E ] SO
HHJE 24 /NN IR 2 SOVF RS
B, TEHT LR B

o HEAE IR B 3Y11A) B e 0 A

< RO E Y 1

o K B ln] B i B 24

1 EOA S92 0 IE AR 55

UK
p7 A PPN E N U B

Firepower-chassis # scope security

BEABRINBRL 2 i

Firepower-chassis /security # scope default-auth

i 5 BRA S 13

Firepower-chassis /security/default-auth # set realm auth-type
o auth-type LA R it 72—

* Idap- {552 LDAP G 561F

* local- $& & A 5 3 40 11E

* none- FCVFASHLIT " 6ok, Joiladin g B

* radius- i€ RADIUS & {346 1F
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* tacacs- #5E TACACS+ & /356 iiF

ER S RBOAS O I UE AR 5 5 0 B0 R AR E A A R R S A3 JIE P (RADIUS,
TACACS+EULDAP) , ANEPHX L] BBt IovA S S0z i 55 s fic B 1 528y i (i,

T 122 1 55 s B R SO 7 BRI

CAIe)  $REAHCHR SRR P4, 2R AT

Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name
CRTE) Ay AR B P 6 5 L K 4 5K )

Firepower-chassis /security/default-auth # set refresh-period seconds

FRE AT 0 F1 600 Z ] 5. BRIAE N 600 75

WA I SR TR BRI, 0 FXOS 2IA A Web & ifikb TR SIRAS, HAZ AT,
(AT3E)  Fi7E B EBHNE K G 2 FXOS WAk Web 217 UL 45 A HT 114 fe K BN [ 1] B«

Firepower-chassis /security/default-auth # set session-timeout seconds

FaE— T 0 Kl 600 2 [A] I #E% . BRINE A 600 7.

R A RADIUS 8¢ TACACS+ S i B A 25 S 50k, 8 %5 8 4E K session-refresh F1

session-timeout HFK, & Geze e HH R GE An S FE 3R T S 4 B AIE

CRTRE) REAT ) B 43 9otk 5 2 0 XU 3R S A Y -
Firepower-chassis /security/default-auth # set use-2-factor yes

R XU PH 2 5 Gy 36 A& T RADIUS F1 TACACS+ i .

FAESSIRAL B R AL

commit-buffer

Gt

EUR 7R IR BRI S 3 B UEBE B RADIUS, KA S B e SR (R P 4L BB N provider 1,
JE XU 2 5 3k, R T IR B 300 B (5 4040 RSt BN IR BB O 540 £
9735t JFHRREZR SRR K5, #RAZES.

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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# T LA FXOS CLI SKFR 2 Firepower 4100/9300 HUAR A5 < M F 23 1 2 /i SV P2 AN Bl 1 1) 1]

Bt AT LUAESI G 215 LU HTTPS. SSH F Telnet 231 it & A [7] [ 14 &

masized ]

HEIN R AR K ATBEE ) 3600 F2 (60 708H) o ERIMEY 600 Fho EARFIICTCE, THRF 2 0l i B

0.

UK E:

HEN AR

Firepower-chassis # scope security

BEAFRINFZ R 2 4k

Firepower-chassis /security # scope default-auth

% & HTTPS. SSH F1 Telnet 231 [#) 45 PR I«

Firepower-chassis /security/default-auth # set session-timeout seconds

CRIED BB P 6 2 Ul 02 R I -

Firepower-chassis /security/default-auth # set con-session-timeout seconds

FAE SRR ARG A -

Firepower-chassis /security/default-auth # commit-buffer

(AT3%) A SR ML 2 TR I B .
Firepower-chassis /security/default-auth # show detail

T

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No
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Firepower 4100/9300 M4 A 4% iAW E, RS SELN &GN AR i ERMA <
i, MAFEESTERAMER. wgaBnshae LRt SR TIE RN CERESEATEG
. SSH F1HTTPS) »

REAT DO ER AT 65 23 1 PR B 2 0 S TR I o X SR VRET R R /7 SR AR SR AT 1 65 2o 2 i
I, [ O A s ) R I

256 ER IS ERIA R 3600 F2 (60 231D , AI{#H FXOS CLIG AT . BAAH s, i B4a0 2315
RN 0,

UK

HEN 22 R
Firepower-chassis # scope security
BEABRNRBL 2 4

Firepower-chassis /security # scope default-auth

BEE LN ST -

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

CRIE) B E AR 5 40 2 e -

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

RAE S IR R R G

Firepower-chassis /security/default-auth # commit-buffer

(i) A ST AL SR B
Firepower-chassis /security/default-auth # show detail

T

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No
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AEHRPEERERE

BRUAEGL R, 174 ] LDAP. RADIUS i TACACS WM FE AR 55 % & 5% Firepower HUAH & F 2% 0k
FXOS CLI T 2 T R R et T2 A S R, A b PRI T T gl S g 7 f (i S e i
(U )AL RR o

ST LS L 7 O S B PP L A1 €65
assign-default-role

M PR8I B B G 0 AR R P AN e F P A 32 S IR (5 B, ARV P A
B - e s k.

R BRNAT N .
no-login

M R RO Ham RS i W e SR AR AN 7 A (B A S R IR (5 I, L7 )

UK

HEN 2 A

Firepower-chassis # scope security

F 52 2 15 ARSI A (PRSI Firepower HLAEFEEAS Al FXOS CLI fH /' i ) -
Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}
KA SRR RS E -

Firepower-chassis /security # commit-buffer

Gt
PAUR 7= A R B A (5w, S48 55

Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

AR REIER A P ERELRERE

WS S i s R A, ) Firepower eXtensible Operating System AN ft 17 7 BEFEANFT & 5i0 25 L) o4 D))
HIE S GEZ BRI, 26 49 70 .
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Firepower-chassis # scope security

Sk
g
N

fE w i am & O R e 2 B4

Firepower-chassis /security # set enforce-strong-password {yes|no}

]l
LA 7391 i P e i A 2«

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

LIRS ) sl bgw S

llfﬁﬁﬁjtz:ﬁinﬁ%Ukﬁ
ISR E AR P BT A P 2 B s B R MR, an S ik, F P 244 Firepower
4100/9300 HLAH 8 & — Beda 22 W B A B 2 /i o v PP S B e 1 B RO IBOR B Bie — B R e IR I
AR . W R B KRS R RS, AP R%8iE. 2RSSR~ gt
SERREN . AXFMEN T, AP RSENS B e N E, REA il 8 5%k,
HATCL I IR, DIRC & F o8 S 2 i

iR s B B K ZARE R BUG, TR IR CEEREEERIK S BWRsE .
o BRI I R 2208 S RO BN 00 FERE IS B KR8 S kB G, F P 8 R G 8 e BRI TR
KR 30 0% (1800 #5) &

s AAREF N BUERSANE R BUEIRE PR, WS AaEATEER N BOEIRE . 28 59
g

A

X 2 g SR G 3 F R AR S P SR L AR 2 R T — o BRI R, TES 2 ANIES
P, 581 .

UK

$IE1 )\ FXOS CLI #E A\ 22445

scope security
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P2 WE RN R
set max-login-attempts num_attempts
num_attempts & 7] LAE 0 2 10 2 [a] (AT 0] 4%
SIS i AR B W T R UHUR L R SR B T K (AR )
set user-account-unlock-time
unlock_time
PR FETHE:

commit-buffer

ERMFRAPEIRZS

X} T ik Maximum Number of Login Attempts CLI ¥ 5 H 48 i 11 5 K R B0E s 2238 2 5 # Firepower
4100/9300 HLAE B E I 7, B P rl B A NS BRILBUE RS AGTEAGE R, WSk E &k
FARE K IREL, 5 58 Tl

UK

$IE1 )\ FXOS CLI #E N\ 24k

scope security

T2 WM AR (REERBUEIRE) -
Firepower-chassis /security # show local-user user detail
Tl

Local User user:

First Name:

Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

P33l TR BUE R

Firepower-chassis /security # scope local-user user

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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Firepower-chassis /security/local-user # clear lock-status

Fic & 58 o [B] PR BY B K %5 A5 BB SR 2

i

BEN 22 R

Firepower-chassis # scope security

HEN R G B ST A 22 A

Firepower-chassis /security # scope password-profile

IR T A s B 3 BGALE P P A28 52 /)N I B A B s B R B

Firepower-chassis /security/password-profile # set change-during-interval enable
Fi5 5 A My 5 47 56 UE FH A B A ) b A ) A SE eSO S B ) e K TR
Firepower-chassis /security/password-profile # set change-count pass-change-num
ZAE P LA T 0 1 10 22 8] AT AR

TRE /NN, B BN, 0 5 SR EON EE it 21 (Change Count) 7B JIr 5 7€ (4 -
Firepower-chassis /security/password-profile # set change-interval num-of-hours
GAEATLUE 1 5 745 ONED TR

#itm, ﬁu%ﬁ%ﬁxuajﬂs, EEﬁll‘l‘;ﬂZ(ChangeCount)%EquiJ2, B LA H G 47 56 FH 7 AE 48
NS P BRAT I 60 B O RE R 2 YK

FAESTIRAL B R AL

Firepower-chassis /security/password-profile # commit-buffer

A5l

LU 745 3 < 1) b BHTH) 5504 (change during interval)” ZEIR, K SO 80 E R 5, K HL
(BB E N 72 /NI, I B3RASAT %

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

[l =#! Firepower 4100/9300 FXOS CLI B & 4575, 2.10(1)



| mremE

rashenkEns [

REs/NERRKERE

WS E P s/ NEE R A ARG AT, WULAZBUAE IR E A B NECH A AT QU & i i, 4 ks min_length
WL 15, WL AUE T 15 A sE 2 P AT QIR S . IRk WU AE R 48 E T T St i HI AR
MEE ML AR Z LT — FARVEMER, SR ZENES I, 2 81 Ui,

PATEL T AP, DARCE S/ NI B R

i

M FXOS CLI # N\ 224155

scope security

j:FT ’/_iEHi/J\ ) EUJK}&
set min-password-length min_length
AL -

commit-buffer

N ERLECE I E e fR

$IE5

UK

HEN 22 A
Firepower-chassis # scope security

BN ) P A 2 A o

Firepower-chassis /security # scope password-profile

2 HAE ] b 3 SE 0 fig

Firepower-chassis /security/password-profile # set change-during-interval disable

Fi5 T 7l 51 473 56 UE P A B SO S 8 8 2 Wi A A A ) e D /N I

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours

ZAEATLU 1 %2 745 ORI AT RS,

R % 8 B £ 8] 3 24 (Change During Interval) & 415 & 425 (Disable), 1Z 8] 8] B 4 28K o

FAESTIRAL B R AL
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5

Firepower-chassis /security/password-profile # commit-buffer

T

LAR I AR AT 18] B 39 19) 52 24 (change during interval)” 6750, R I 5 e [m] B ¢ 0 72 /N
RAATSS

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

AcBZ RN EigxitE

i

BEN 22 AR

Firepower-chassis # scope security

TR R B S A 22 A

Firepower-chassis /security # scope password-profile

i3 A G S0 UE FH P D6 20 G PR — S A, AR i, R R DA A DA O s
Firepower-chassis /security/password-profile # set history-count num-of-passwords

ZAETTLLZEM 0 2 15 AT .

BRNTEOL R, i SEiH 8 (History Count) P Bl B4 0, XK RZE Py vk 2, 8] Bl ae s =
SA ] 22 A ) A

BRI BRI E

Firepower-chassis /security/password-profile # commit-buffer

ot

PR 73491 e E5 2 1 sl s v B0 T HAR AT 55

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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sl |

B AR A R P

i

BEN 2 AR

Firepower-chassis# scope security

QUK

Firepower-chassis /security # create local-user local-user-name

Jerf, local-user-name & ¥ SRR P IR AR T AR A4 Bk e A4 BR A Z0IME —, JFIE AL T R T A4 R
OB AT R G2 B 1 1 P 44 198 S s 285 48 D)

SIS, AREEESCE S ID. WZUMER I Pk, BRI ik .
FREAM T K 2 ik 2 04

Firepower-chassis /security/local-user # set account-status {active| inactive}
B B

Firepower-chassis /security/local-user # set password

Hy \#05. password

fi ik 4d.  password

WA T R A A, W P (R B G 20k 5% Y, Firepower eXtensible Operating System 231
AATATANG SR ERT B LR MBS GES WSS 142 0, 265 49 70D

iR FHAFEES LU NS § GITffe) « 2 (a5 M= (FF5) . LR REREZ
WA, SRR .

(AT 52 M 14 5

Firepower-chassis /security/local-user # set firstname first-name

(Arag)  FRE M 2R

Firepower-chassis /security/local-user # set lastname last-name

(ATE) e AP P 2 H ] month 2402 A 0y ZFRITRT = AN 7B,

Firepower-chassis /security/local-user # set expiration month day-of-month year

ER O AR RCE W H S, ok EORTIC B AN . AR, SR DU R G
ERELibEo [pue ZIRE P

CRIEE)  Fi5E F P d PRt

Firepower-chassis /security/local-user # set email email-addr

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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P (AL fE M.

Firepower-chassis /security/local-user # set phone phone-num

PR (AR fi5E R Ui ) 1) SSH %,

Firepower-chassis /security/local-user # set sshkey ssh-key

TN P BEGAAC T read-only fith, JF HItM (0 JoikmikR . X728 45 P A8
Firepower-chassis /security/local-user # create role role-name
Horr, role-name ZACERZ 3 e g FH P K IORLBR I A 8 GRS B Mt 20 52 50 .

ER N AORBUREESAE RS A S A WERAE T T ) 23 BT A ek
M IERIUAT - 8, WS iR ke i ] E— A GRTBUR

FE2 A IR 2B AR 1
Firepower-chassis /security/local-user # delete role role-name
B P BB AL T read-only fith, I HLb A€ I iE Mgk

R W fatanl, RESEEZASFSIESIEID, XEWEH D IraEshEiE (B
CLI Al Web) #BFF B 1k

SIE13 A5

Firepower-chassis security/local-user # commit-buffer

Gt

LAR sl €044 O kikipopo FFT K, JE I K™, K3 05 8B fool2345, JrRCi
MO e, JF HIRASAESS

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

LUR R Bl s 44 2 lincey BRI, AT IK™, B OpenSSH % 4 LAEAT JC % 5
], Z}AC aaa RUEHE I fth, JFHIRAAES

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAuo9VQ2CmMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQgap+NFuNmHcb4K
iaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ugq51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDPD
m8HPh2LOgyH7Ei1MI8="
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Firepower-chassis /security/local-user* # create role aaa
Firepower-chassis /security/local-user* # create role operations
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

LU 7- i 813 44 2 jforlenz O P K, JA I K P, B Secure SSH % I LAREAT Jo 2% 1%
Vi, I BRI

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
User's SSH key:

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAUo9VQ2CMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£f4VcOelBx1lsGk51lug51lsloblVO
>IEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10p9LDPDM8HPh2LOgyH7ELi1MI8=

> —--- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

I PR 2 1t FH 2 ¢ =

o I NS S
Firepower-chassis# scope security
FER2 MIERAI A IR
Firepower-chassis /security # delete local-user local-user-name

T3 FHEF IR RSB E

Firepower-chassis /security # commit-buffer

Gt
LAUR 7=l foo JH MK, JF HARAZAESS

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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AESIE AR P ik

AU L D s AAA BRI, A REROS sifs FIA A ik

i

BEN 22 R

Firepower-chassis# scope security

BRSSO B TR, BEAASHBH] P22

Firepower-chassis /security # scope local-user local-user-name

FRE A K S 2 5 Bk 2 RS BPIR A

Firepower-chassis /security/local-user # set account-status {active | inactive}

SR PELBUH UK R RS, R,

FAESTIRAL B R AL

Firepower-chassis /security/local-user # commit-buffer

A5l

PL R 745 J3 AN 444 accounting YA B Fibk 7 -

Firepower-chassis# scope security

Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

AR S I IERIH P RYE RSN BIER

T

FIR2

UK

BN
Firepower-chassis # scope security
BEN CARE H P K P (A P 22 Ak

Firepower-chassis /security # scope local-user user-name

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)



| mremE

mpanapwirnprnzEneios [

PR3 ERR ORI AL P sl %
Firepower-chassis /security/local-user # clear password-history
KA H IR B RGIE

Firepower-chassis /security/local-user # commit-buffer

IR 4

Gt

LR 7 1R B 35 0 ) S SR I e AR AT 55

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope security

/security # scope local-user admin
/security/local-user # clear password-history
/security/local-user* # commit-buffer
/security/local-user #
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AR5 & 3

s KTWURE R, 55 69 1T

* )\ Cisco.com T , 2 70 1T

* ¥ Firepower eXtensible Operating SystemZ /-4~ 4% 2] Firepower 4100/9300 HLAE , £ 70 7T
o WUFMUR I SEHENE B 72 L

* J+2 Firepower eXtensible Operating Systemf> & #4540, , 2 73 7T

o AT AR U A A USRS 453 Firepower 4100/9300 HLAS , 2 74 7T

o BN S IS IRA , 28 76 1L

o A, 278 1T

* FEIEHBIRA 2.0.1 BUHEARARA , 25 78 1L

XTI GEIE
Firepower 4100/9300 LA FH (1 WAR 53 Ry PRAN BEAC R .
A

ER T WURHES R 2 B TR B A AR AIE . W) UMERT T B IR, RS SR R

Hiko

* S MWYEA (Platform Bundle) - Firepower - & #4840 & — R ¥I2 1T /E Firepower & B 5| 2 F
Firepower 22 &M HL/ 514 2 AN G . 7 & 954 /& Firepower eXtensible Operating System
B,

* W] (Application) - W Ji] 5 S ARAE 2 A BY 5| BE 1) Firepower 4100/9300 HLA i85 R AF A o
IS PR B D S8R 2 A el A0 3C A (CSP) MEATASAS, — EATMAER BG4 |, H A QI
BRSO R e QR R B AT HER I RE R, PEEE B iy 5 S,
AT LAAE Firepower B BG4 A7 fif A1 R T GRS AN R RCAR o

\}

AR WURIEAETHIOT B WO — R A IS, AU SETH T B G
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. M Cisco.com T~ Z#R1%

M Cisco.com T AL 1%

M Cisco.com F#; FXOS IR WG, PUERH &3] Firepower H146

FHIa Z Al

LA Cisco.com MK )™,

UK

S LA FATE http://www.cisco.com/go/firepower9300-software B¥ http://www.cisco.com/go/
firepower4100-software.

ARG AL Y8 4T T Firepower 4100/9300 HLAE (142 F 4k i1 -
FER2 EHE M IHAEAR, SRER T BRI A S

1% Firepower eXtensible Operating SystemZx 4R 1% T £ 2l
Firepower 4100/9300 #/1 78

&R LA H FTP. HTTP/HTTPS. SCP. SFTP 5k TFTP K FXOSHK {15 5 #F] Firepower 4100/9300
HUAH o
FrE Z il
R T 3 NI SO AR A R
o TR ILFE VIR (1 IR 55 25 1) TP My h A0 B4 4 56 U SEIE
* FXOSHUG A 156 4 B 7 44 7

N

R M FXOS 2.8.1 FFih, 2 HTTP/HTTPS DL 2% [ A4 F0 5 FH Bl o

UK
gz A B UPNER IS

Firepower-chassis # scope firmware

P2 N FXOS B

[l =#! Firepower 4100/9300 FXOS CLI B & 4575, 2.10(1)
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| g

1% Firepower eXtensible Operating System%X {48 1% T £ 2| Firepower 4100/9300 /1 55 .

Firepower-chassis /firmware # download image URL
fEHIL R EEZ —, WIEAE S ARSI € URL:
* ftp://username@hostname/ path/image_name
* http://username@hostname/ path/image_name
* https://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name

* sftp://username@hostname/path/image_name

tftp://hostname: port-num/ path/image_name

usbA://hostname: port-num/path/image_name

PR3 E FEORE, W AT DU R AE

Firepower-chassis /firmware # show package image name detail

Gt
LA 74 SCP st &2 il et :

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

PLF 745148 ] HTTP/HTTPS Hpis 5 % .

Firepower-chassis # scope firmware

Firepower-chassis /firmware # download image
https://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show download task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.1.1.1.119.SPA

Https 192.168.1.1 O Downloaded
fxos-k9.1.1.1.119.SPA

Http sjc-ssp-artifac 0 Downloaded

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: https

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

S UERRIG B SE R4

KRG IN A Firepower 4100/9300 HLAH 5, &4 A S0AIEMUE R 52 3800 . Wi ifg 22, 1T LUl
FH UL R R R T 2 50 E g i e e

32

L1 EH:F| FXOS CLI GiEZ[1in FXOS CLI, % 18 1) &
H122 HEAEERE

Firepower-chassis# scope firmware

pz EIIEMUSEE

Firepower-chassis /firmware # show package

PR 4 BiEmg:
Firepower-chassis /firmware # verify platform-pack version version_number
version_number &% IEAE K IE 1) FXOS ~F & Mg ipRA S, #lin 1.12.51).
FIRS RGBSR B2 L.
i \yes, HABALEGRSERAIE.

FER6 ZRAMBR IR

Firepower-chassis /firmware # show validate-task

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)



| g

F+4% Firepower eXtensible Operating System<F- & #f 45 &1 .

H2% Firepower eXtensible Operating System- & #H 4§ &

FiaZ |l

M Cisco.com & GRS GESE M Cisco.com FEWLAG , 55 70 11) , RIEFKILG
N2 B Firepower 4100/9300 HLAS (i 2 DR 38 B v 45 4 A5 T 4531 Firepower 4100/9300 HLAR , 25
74 51

a4

Th 2R 3ol P2 T8 5 5 2 20 2] 30 43k

U R B BT ML I 4R 45 B Firepower 9300 8% Firepower 4100 & 51 22 AW 45, 88 W B2 T2
IBATHLFE W SR Firepower 9300 4241 7%, WITH AR =AWl %% %o

R BT R T AU TR BEEE R Firepower 9300 EY Firepower 4100 241 224544,  WIFH2R 3 R i 7
A IEAEF RS HE, AR TR I A B 2 AR Sl ok i

B2

HEHF] FXOS CLI GiZ 5] FXOS CLI, 5 18 51) .

HE [ AR

Firepower-chassis# scope firmware

BEN B 8l et

Firepower-chassis /firmware # scope auto-install

%% FXOS V5l gh L.

Firepower-chassis /firmware/auto-install # install platform platform-vers version_number

version_number &1 IE4E 2235 1) FXOS - & PR RRA S, #lin 1.1(2.51),

RGUR 1 SC AR R A . B A AT O AN T S 3R € 1) FXOS & B 2 18]
WP AHER . BAh, EibE NG, AT et , EMIA SInER &L, REEHERER.

BN yes, HHNIEARBIGRLLIGE .

i\ yesHfi A AR gk a2 A, BE TN noliUY 2%k

Firepower eXtensible Operating System$| FF- AL, T2/ 58 a4l 1t
BRI RRE, AT CL T ERAE:

a) %A scope firmware,
b) #i\ scope auto-install.
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c) fi A show fsm status expand.

>

1% 5B 2 EX AR 1% T~ % 2] Firepower 4100/9300 #1575

&P LM FTP. HTTP/HTTPS. SCP. SFTP i TFTP 418} & £ A F W5 52 £ Firepower 4100/9300
DIRP
Fro& Z i
R T B3 NI SO B A5 SR
o TR ILHE VIR (1 IR 55 25 1) TP M hEAN B4 43 50 U SEIE
* BRATPWUG SO 584 e 47K

N

R FXOS 2.8.1 5 s ROAS SRR 1 [ A4 R0 W FH ii% R 28 HTTP/HTTPS B33

UK

pz A PPN W

Firepower-chassis # scope ssa

FER2 AN AR
Firepower-chassis /ssa # scope app-software

PR3 FHZ AT

Firepower-chassis /ssa/app-software # download image URL
LA N R —, NIEE R ARISCEHEE URL:

* ftp://username@hostname/path

* http://user name@hostname/path

* https://username@hostname/path

* scp://username@hostname/path

* sftp://user name@hostname/path

* tftp://hostname:port-nunvpath

SRR A ENE T ERE, W AT AT R A
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Firepower-chassis /ssa/app-software # show download-task

LA FEN, AT LU Ak

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

LAF R E NG R, AT U 45

Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

Gt

DA 7B SCP sl 52 il es%: -

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:

File Name Protocol Server Userid State
cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default
Port Type: Cluster
Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

SEHMZ IR & RYARIR Rl S
IR ASA REHIBVETH R ENBRAS, 50Kt Firepower BB 81 S F WG A #AE KAHEVR K2 7
s S 0T IR Bl ARCAS o

A8 Firepower LA FEA 8 FXOS CLI ¥4 Firepower BB HZ 51 % E 1A S ARCAS, W
FAS LRI TR R A o 12515 4% J SR A 2 Firepower JEMM S AEIAE ek &R 37 5% v 80T 22 36 21 11
HARNRA . {EMIGA A FTDIZ W& 5, KI5 H Firepower HUAHE #1855k FXOS CLIJF FTD
WA . BT FTDIR W4, B2 Firepower B HL ALy, 45 CHELIME B, 5S4 (Firepower
RYRATUIDY : http://www.cisco.com/c/en/us/support/security/defense-center/
products-release-notes-list.html.

JIERL, FTD 2R B AL SR #8 A2 SAE Firepower HUATE BiLds 11124818 & (Logical
Devices) > #wig (Edit) ALt (System) > E# (Updates) GUHI_E o X488 G G IO RRA L i3 1) 7
FTDIZ B P R RRCA (CSP gD

TERS T ASA iR BRSNS, ASA ST RBIZIRAIRE T ARCE . RIEEHIEE,
A AR TARGEER S 2 ASA A BRA -

ASA = ] I -

1 S & ERE B WUR IR .
2. WO A

3. WU — A& LN A A

ASA HUA FIHELE -

1 S v EIRBOA .
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2. PR BB B E NP B
3. WG (BER SR ) LRSI .

FFi6 Z A

M Cisco.com & E - F@H & & 1IN HMG GEZ 0 M Cisco.com FEMLE , 5570 T , RJEH
ZWU T 23 Firepower 4100/9300 HLAE (I 2 BR @ 1 25 AT R R 253 Firepower 4100/9300 Hl
o, 7400

WEREIEAETI 9 SR IB IR A — A B2 DN TR, A 2E ST B IR .

g2

BEAN A g5k

Firepower-chassis # scope ssa

K 9 R R A BRI 2 A B

Firepower-chassis /ssa # scope slot slot_number

W30 B AL O S A ST IR N A

Firepower-chassis /ssa/slot # scope app-instance app_template

BCE A BIRRA

Firepower-chassis /ssa/slot/app-instance # set startup-version version_number

WURBIEAEBCE Firepower SOV HZ % LN IR ZIRA, RE0K BBl M ESHE:
13254: 7% ftd ASCFF FXOS THeo 48 MRA KA fE i 2 H0RT 2205 fid I 4 2]

T

firepower /ssa/slot/app-instance # set startup-version 6.2.2.81
13254: Warning: FXOS upgrades are not supported for ftd. The specified version will be
used only if ftd needs to be reinstalled.

PR
commit-buffer

RAZRGIEATSS . NMAWR O, SRR,

il

DA 72 SET IEAE 22 i 1 IEATH) ASA AP G . TR, A LI show drd
A RS

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

A RAEIE ) Firepower 4100/9300 HLAH T IE 1045 B, 525 (JLF} Firepower 4100/9300 FXOS
Wl AR R -

F PR B MR 2.0.1 S E{RARA

N

LW LUN CLI DR, {2 et BT 4 CIMC BH1Z,

a4

LI

SRR LTI T ANRRCAS 2.1.1 BCE R RRAS BRI RRCAS 2.0.1 BEEARRAS o

FHia Z |l

TR EE R 2R ) 3 R PP A% T 2 31 Firepower 4100/9300 ML (WS [ M Cisco.com &% , 55
70 TURLELZ BV 4 % R4 8 Firepower 4100/9300 HLAG , 5 74 1) .

FERES CIMC WHR 2T, 4SS ARCA LA o
S IATRG] 1020 BRI BRBRAT 5 WUR A

T

firepower# scope org
firepower /org # scope fw-platform-pack default
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firepower /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
firepower /org/fw-platform-pack* # commit-buffer

firepower /org/fw-platform-pack #

PIR2 QRS
ARG D B CIMC A5

i

firepower# scope server 1/1

firepower /chassis/server # scope cimc

firepower /chassis/server/cimc # update firmware <version num>
firepower /chassis/server/cimc* # activate firmware <version num>
firepower /chassis/server/cimc* # commit-buffer

firepower /chassis/server/cimc #

W HE G MOPER, DU Al .

TR 3 RSP R
FL AT (120 IR 2 e e AR

i

firepower# scope firmware

firepower /firmware # scope auto-install

firepower /firmware/auto-install # install platform platform-vers <version num>
The currently installed FXOS platform software package is <version num>

WARNING: If you proceed with the upgrade, the system will reboot.

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup
Do you want to proceed? (yes/no):

T—5#Mit4
0] LAAE R £/ 1 3h 2B N 48] show fsm status expand iy 4k W55 22 i 74

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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1og

ZEINESRE

o GANUEA RN, 581 1L

* 7B SSH WL , 25 82 1L

* N IPSec A0S , 5 83 UL

* BCEASAT AU CRL, 28 89 1L

o RTIEBRUE s R A , 25 89 1T
* MCE CRL EMI M, 2593 1t

* WE LDAP % UET , 5 95 it

s &Pl B SR RIE , 5 96 1L

ZEINES IS

5% BB R BUR B LR AT I 75 2L A 15 el S 1 7 A A BROEZH SV T ) 2 b 1R B % AR A

Firepower 4100/9300 LA SCHFFF G Horp 45 T2 Nl bRt o
S LN 38, T SRR G X SehRAE I T RE ) A FH 2D IR

* JAHI FIPS #5i:, %6 171 0T

o JA HE bR AR, 3 172 T

* ML IPSec ¢ AxilIE , 5 83 UL

* FUEARAE AU CRL, 25 89 1L

o RTAEP RS AR A , 5 89 T

* MUE CRLEY &, 25 93 it

 BU'E NTP B50AE: 1 NTP & & HIIRIE R , %5 120 1

 WH LDAP #HHIMES , 5595 1T

s BUE IP Ui 413, 28 173 1T

* JAME P ik S KA, 55 96 1t

* fE R NEME KR A, H 61 T

2%} Firepower 4100/9300 FX0S CLI fit 15
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© RN E RN, 58 T

\}

AR R, R E UL Firepower 4100/9300 HLAH F i FIIAUE A U . 7E Firepower 4100/9300 HL
F T FIE SR 24 5 FUPE B B0 AR 16 20 e B AT ) B e #%

4 sk SSH F#1 % 4R

7E FXOS A 2.0.1 Z 0, W&PIaG % E RGN I SSH BN B i gn it 1024 7, EFF4
FIPS FUE RN UE TG R, S0 St 1H EALS A AR OB 0 WU . Aot 5, ES0
Ja M FIPS #5X , 58 171 musym b, 28 172 11,

PATEURN BB, U IH A SSH LN H 4 OBt AT A DA IEE 5 ER K L

UK

HIE1 I FXOS CLI #4545 K:
scope system
scope services
S 2 Mikk SSH N
delete ssh-server host-key
PR3 FRACHE:
commit-buffer
IR 4 ¥ SSH WA HK L E R 2048 fi7:
set ssh-server host-key rsa 2048
LIRS RAHE:
commit-buffer
FE6 QIEHIN SSH EHLE Y-
create ssh-server host-key
commit-buffer
PR HH LA
show ssh-server host-key

EHUEHKE: 2048
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B & IPSec £ & i@ 1E

N

IPSec & A M TRAT 5520 (IETF) TR —ANTF ISR ERESE . &) LATE TP &% At 2e 4. &t
B AN FE IS . IPsec %4 IR HRAML

© TCIEHSEHENE - B IR R R E L
o Bln U S AL - R RIS BV TT RO .

< RENE OnED - BT TR EAPARRBUT R
* DT - B AR 2 B B

a4

IPSec &4 HBEM FXOS B3I, FXOS AEZA4E A IPSec iE#EE K .

IPsec [&1E j& FXOS fEX S ML) SA 4245 . SA $i3 52 1 M T Ul AWMU SR IR 4 e 1t
SEARAE IR I 7R o TPSec SA FETHIIT P HBE I SEbrftedar. SATEHLI (1), (HUZIEH B (A
) .

Firepower ML B 2% 1) IPSec A PRI .

EimER
IP #23k, IPSec fit3k, TCP ik, #id

BEEET
BrIP #Rk, IPSec ¥k, JR#h IP sk, TCP 3k, #dE
IPSec HIHAER] 43k HAS FE D IR,

1. JEIESE - USHL IPSec SIS F5 BB =< )R 8l IKE JEFE. 04, = LU#E A sre/dst 41 1P
W MERRE. 8, MW LUEE admin 64k filk IKE 2.

2. IKE % 1 By B - X IPSec XFEEAKRIEAT SOy iE, e e 24zl a8 LU B IKE A2 ##:

3. IKE %5 2 BB - 79 SA DLk IPSec B%iE. SA B REE, &2 IPSec L2 MHCHR, i
BT H TR B R 0 2 A RS .

4. Hl AL - AT SA H A7 1S BOR 2 PH 5 0 0 25 F 23 AE 1PSec 4k
5. IPSec P¥IEZL 1L - IPSec SA i fiH R ok BT £ 1L
1] LLE Firepower 4100/9300 ML _LFEL'E 1PSec, o IE i 2 FH 9 2% 1) B . 52 (1t ity 81 ity 258 o 3 11

SR IOAE RS o X8 N SR G I AR AEDIE A SR Ak 2 LT — . HREAE R, 155
[ 22 A AE A RPE 5 2R 81 1L,

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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\}

R o W RS FIPS # R A# ] IPSec 22 4xiliE, W) IPSec X 2R M5 Z0 % #F RFC 7427

o AR IEPERC B AT IKE FT SA 4 (RN &5 S5 PR FE I UL (AR BL T AP 3R sa-strength-enforcement

WA yes) :

Ja H SA $dT )5 71 IKE 3 i (R85 H K7/ T ESP Wb i 1) 2% B K
ANESCE TN
IKE P35 (1) 2 RN KT 585 1 ESP B R 1K) %5
IR/, SA TR Bk I HaER s

5 SA AT A SA PATAT A IE i HAE R L

PATEL T AP, DARCE IPSec 4 4xilil .

i

HIE1 M FXOS CLI kA %4k
scope security
PIR2 QIR
enter keyring ssp
I create certreq subject-name subject-nameip ip
FEI A KENIE I R R
enter certreq
THA4 WEEFMIX:
set country country
PS5 WHE DNS:
set dns dns
PIR6  BCEMA
set e-mail [IS 14
FB®T  WEIPfHLE:
set ip ip-address
set ipv6 ipve
FIRG  WEAE:

set locality locality

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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FB®  WEANLK:
set org-name org-name

W0 W E AL AR
set org-unit-name org-unit-name

TEN WEEMN:
I set password

P12 WERS:
set state state

$IB13 W HE certreq [ M4 5 :
set subject-name subject-name

TE14 B
exit

WIS WERL
set modulus modulus

FIR16 BCEUE U KA EFT R R
set regenerate { yes| no }

BT WCEETA:
set trustpoint interca

$IE18 B
exit

TR WA A E AT R
enter trustpoint interca

L2 ERIE RS IEK:
set certchain
il
MIIF3TCCASWgAwIBAgIBADANBgkqhkiG9wOBAQsFADBWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAWCQOExDDAKBgNVBAcMA INKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgtzc3BAc3NwLmSI
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMA0GA 1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
A1TUECwwEUIRCVTELMAKGA 1UEAWwWCQOExGjAYBgkqhkiG9wOBCQEWC3NzcEBzc3Au
bmVOMIICjANBgkqhkiG9WOBAQEFAAOCAg8AMIICCgK CAgEA2ukWyMLQuLqTvhq7

zFb30z/iyDG/ui6mrLIYn8WE3E39XcXA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/IrAie7bNn3ZYrI29yuyOrlqoi9k9gL/oRBzH18BwBwGHBOz3hGrSK
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Y c2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/19x/JSnbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keYs/rbZdRSeXy9kMae42+4FIRHDJjPcSN
Yw1g/geR2F7QUKRygK ckJKXDX2QIiGY SctISHj1808705s/pmQAWWRGKKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMS1lvwb+vrSWE9HsAIMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqStIsAuV1/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGIm0+q4RDvnpzEviOYNSAGmOKILh5HQ/eYDcxvd0gbORWb3 1H32yS1
[la6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8uSB4VcLKIC
x0vkqjo6RvNZJ52sUaD9C3U0dTUCAWEA AaOBgTB/MC8GA1UdHWQoMCYwWJKAioCCG
HmhOdHAG6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UOAPKk76pVEYQQ5AWHWYDVRO;BBgwFoAU7J201A74jpx8U0APK76pVIY QQ5AwW
DAYDVROTBAUwAwWEB/zANBgkqhkiGOwWOBAQsFAAOCAgEAvVI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5SR18n
BNXYHqxuoNMmgbS3KjCLXcHO6XIN8t+Uk{P89hvt/flul+s/VISVZWK4AWVR 7wl
QngCKRIJW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWcVGD2ro6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmthqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj 1 oulk+/ZyPtBvFHUKFRnhoW;j5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCA5CgAwWIBAgIBBDANBgkqhkiGI9w0OBAQsFADBwMQswCQYDVQQGEwJVUzEL
MAKGA1UECAWCQOEXxDDAKBgNVBAcMA INKQZEOMAwWGA IUECgwFQ21zY28xDTALBgNV
BAsSMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKo0ZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwOXxN]EyMTUyMTMONTRaFwOyNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRlIcmOxLWNhMSgwlJgYJKoZIhveNAQkBFhlpbnRlcm0OxLWNh
QGludGVybTEtY2EubmVOMIICjJANBgkqhkiGO9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyExS14P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBXS5
4itJSOxy XFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvKUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5Y UaRJIMak/t8kCqhtGX fuLLll
E2AkxKXeeveRIn6cpQdSJiNzCT/t9IQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQFCj5hSmk3StVQK gICjaujz55STGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH 1yeHIJHrL1ZgJ5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwWAWEB/zAvBgNVHRS8EKDAmMMCSgIqAghh50dHRwOi8vMTkyLjE20C40L;jI5L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiIErKdupLqLOThjnX/WRFfEXbrBQwm5SkWAUUDr97D1Uz+2A
8LCSI8BSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dyS52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0dj TKFUM8uBO3{+II
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBYZ4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga
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ENDOFBUF

$EBEN DoREEE41ENK:
show certreq
w15l

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICwTCCAakCAQAWVTELMAKGA 1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwWCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
Ul AwggEiMAOGCSqGSIb3DQEBAQUA A4IBDwAwggEK AolBAQDG292Rq3t0laoxPbfE
p/1ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKW TrmvcZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR 1
qiR4q7j1RmzVFxCDY3IVP/KDB0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONI;jd
K5TxAgMBAAGgJzAIBgkghkiGO9wOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUIcEwK gA
1rjANBgkqhkiGOWOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCgKttu3+Hc7UdyoRM
2L.2pjx50HbQICC+8NRVRM Yuj Tnp67BWuUZZ103dGP4/1bN6bCIP3CvkZdKUSIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL7gq/1ShF
RIh6sq5WIp6E0S] YefK62E7MatRjDjS8DXo0xj6gfn9DgK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVcezmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

HIE22 kN IPSec B
scope ipsec
PR3 wE HEILKY:

set log-level log_level

LB 24 QI — [PSec &%
enter connection connection_name

PUR25 O IPSec B BEE Jy b5 1E ol A 4 -

set mode tunnel_or_transport

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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PIR26  BUE A IP Mok
set local-addr ip_address
P21 PEEAE [P ML
set remote-addr ip_address
FE28 WAL ERE A, BRI 1
set remote-subnet ip/mask
PIR29  (Wk) BEERE S
set remote-ike-ident remote_identity_name
PRI BCEEYIIALIR:
set keyring-name name
TN (k) WERIHEM.
set keyring-passwd passphrase
HIE32 (k) WE IKE-SA LAl () -
set ike-rekey-time minutes
minutes {E 1] LAJ2& 60-1440 (ALETERN)D IR 244
P (k) WET SA A (8D (30-480):
set esp-rekey-time 4}
minutes {5 1] LA 30-480 CELETTEAND) R IAEf 4840
PR3 ATk BEE A UGS R T A 50 7 21 AT K
set keyringtries retry _number
retry_number {Hr] LU 1-5 CRLETEN)D Z AT ] 250
PRI (L) A HEEE R A R A
set revoke-policy { relaxed | strict }
P36 TR
set admin-state enable

SIR31 EnEGER:

reload-conns
R ER:, RGEHNEEl]. 22X EhdE T rfaEs:.

PR3 (L) KHUA AL ARSI A TPsec:

create authority trustpoint_name

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
88



| =&ihEE#s

mEEEass L i

IR FUEAT IKE FI SA 42 0] 0 25 25 £ it X2 AR VT -

set sa-strength-enforcement yes or_no

it B (51T = 8275 CRL

E A IE PR A AEIE T A 513K (CRL) H e & 3 3 A H CRL S A iR 45 #1140 B AIE o IR 55 4
HAIH CRL #2 7 EdE 4k B AN T2 A5 AT 1055 7 g N B 1 U5 1901 2K

AT BCE Firepower 4100/9300 HLAF A FHUEAS i #9513 (CRL) {5 BRI UEXTSFIEAS o X024 SKBLAR S
(¥ P AR A IE A PSR AR 2 IE T — o ATRVFANE R, WS L ANEG IE . 26 81 UL,

PATIX LS BRI CRL 15 B RIEXT S5IE 15

UK

M FXOS CLI N 24455
scope security

BEANFAT

scope trustpoint trustname
HEN AR

scope revoke

N4 CRL (-
import crl protocol://user_id@CA_or_CRL_issuer_|P/tmp/DoDCA1CRL1.crl

(W[3E) IR CRLE B S AT FEIRE:
show import-task detail
FEUE P vk B E AR T CRL:

set certrevokemethod {crl}

KTIERHEmRIFIIREE

$E0] LIAE IPSec. HTTPS 144> LDAP JEFE HBHAIE 15 A 5122 (CRL) A e A Ul S “T™ A% B “ 56

1;/\ ” R
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REINESHME |
B cresmnuswnens

FXOS M X.509 i 151f) CDP 15 S H 3R #hE (EFE) CRLEE, %FEEIEREIE CRLER. &
GG B2 T8 R 8878 FXOS R4 (A CRL 15 B# A CRL {5 B.. FXOS AR#IE P 5E
T IEAE AL B RE B AL BN A CRL {5 E . FA CRL {5 U Y T B AN G 28540F P54k o

%) ek 28 F Xt 22 4 TIPSec LDAP I HTTPS ¥ (E 1 B #0 & it AR B8, 15 2 I ' IPSec
ARG, O] LDAP $2LR A1l S HTTPS.

)

iR o INHL SRS K A R 2 (Certificate Revocation Check Mode)” B4 “FE#% (Strict)” , NN 24
AL P AR A ) 1 jZEEI_JQZ(ﬁIJH—J" A CRL A @M. (B, 45F2E PEE U E SR CA
UEPSFIAR CA 244 K0 SR O I o

* 4 IPSec MU E 4 CRL i, S AR CRL Iﬁ:rhié‘/ﬁﬂﬁ “ERUE AR IRAT (authkey) (Authority
Key Identifier [authkey])” “7-Bt. 50, IPSec 24 HA AT

o H A CRLALAE TR AR MR # EA& CRL, 24 FXOS Wil A 25 UE I, i A7 Rk &
IS (OHIE) #A CRL, FXOS £ ZBE5 2550 59 1) CDP.

* BRAAELL M 75 s ™ i CRL fer -
* BrEVEE 24 LDAP $RIURE PSR . TPSec Mo /M ik 545 H
< BHE 1 FXOS MUARE EESS (1] FXOS 2.3.1.x 85 S MCA IR 46 3 S IRAS S 8D

AR TEREE R, FAARGR T UE T R A A RS A BE AN TR E .

& 9: LA ERTS CRLETIS “EBHEEERRE (Certificate Revocation Check Mode)” & &} “ ™1% (Strict)”

T AR HE%7S CRL LDAP i%E#: IPSec i&1% & FigiE B S5 58iE
R 6 50 54 T B SE AL TR T B SE AL TR T BT AL TR
Ky a5 E BaE i | T B e s E Tk T B UE P B UE P
CDP
EEGE AR A AR CA | S ANIE T i
IF-PAT CDP K 1%
FEUE R FATAE | RN, REERR | EBERAN, REERAR | ERRKN, REErRA
FEGAIF M G &M E G &M E G &M E
FEXPEEPRE PR 7 | 3SR, REERR | BN, REERR | EEKN, REERA
FEATIE P 4 H & A 48 H & A 48 H & A
SHEENE T TP B D — A R, REGERR | T ERRM, |, RS RN A&
CDP G H &M E REWRARGHEHE [HEHA

WA CA: YES R

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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| =&iNES#MS

cFirsmmnumnres [

JoARHtE% 7S CRL LDAP %1 IPSec ;&1 & PimiE P S8
H/NCDPCRLEHA A | KL ERT) ERRN, REERER
B4 R SEE g ZHEMNR
Jg 7
Tovk FEKTEE P RN, RERARR ST EERM, | EBRR, REERR
HI{T-A] CDP 4 H & A ARG BARRGEHENE |[ZHENA

FRA) CA: FEE RN
W1 HA CDP, {HCDP | E#RM, RGE/RER | WEAET: &AM, |ERERW, RFELRR
4% % © % 1A G H &R RAEWRAGHENE [SHEMWN R

FRA] CA: HEHE RN
IEBHA CDP, MR%#% BRI, RGWRR [ MWEIED: EBRIN, |[EEAW, REE AR
OB H CRL 7 CDP | 48 H & B ARG RGHENE |GeHEME
FH#A CRL, {HCRL A N s

N CA: & Il

Y FF ] TR

%= 10: BB A HbE%E7s CRLBTIS “EH#EE T (Certificate Revocation Check Mode)” & &} “=4& (Strict)”

BB KH#EZS CRL LDAP i&#& IPSec &z

R A0 S5 - s LS A I UE s LS A I UE
For A0 SHIE P 5 IF) CDP i 2 S B IE i LT R I UE
BRI S UEFRE I CA UEF5 P | 2 AN3di

17 CDP K #x

X AEUE P HE T AR FRIE T RAIE K | 38
T

E

E

LESFEEUE P RE PR TATATIED | BRI, REBRAGHEN | EBRW, REBRAGEHEH
B B

SHESIFFAE b —ACDP GIF | R Th R

PR 1D

SFEEAE P aE T () —4 CDP CRL | #H:5h RN

A GIEBEESN AN 1)

TovE N EOTEE TR AT B ERR NI

CDP CUEPBHEZHIN 1)

WFP5E A CDP, {H CDP fIlk%+s | R T) RN

CokM GEBHEEZRA D
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REINESHME |

B A ARES CRL LDAP &3 IPSec E1E

W EA CDP, MR4-2:C)msh | iER NI ER NI

CRL7ECDP ., fHCRL Hfik

WML QIEBEELHIN 1)

FEAE PR =T 1 BRI, RGN RRGHEN | RS CDP 44, EHRESI)
B WA CDP, M2 I

MEGHEN R

= 11: TARMERZS CRLEHIE “IEBHEEER (Certificate Revocation Check Mode)” % & 3 “#H (Relaxed)”

JoAK it E%7S CRL LDAP E#E IPSec &3 &= PimiE P S IEE

R A 0 S UE 5 8 SERERIE 155 SERERIUE 155 SERERIUE 155

KX e P | SEREIAE T RE SEAEIE 1o SEEEIPIE 105k

CDP

EEGXT AP AEIAR CA | 2 AEH j3

W HAT CDP £ £

XA P A AR AT R
SEL AN NI

BRI, REWRR
gL H s H R

BRI, RERRR
gL H s H A

BRI, REWRR
gL H s H A

I, {HCRL R TR
#

FEXTEHE PR T SR, RERRR | EBREN, RERRR | EERRE RETRR
ATARTEFS i HEHE B FZHEMR FZHEMR

SENE PR R B DA | SR RN BRI, RETRA
am 4 HEyH R
HASCDPCRL &E B H | ALY ERR NI ERR NI
B4 R SEIE P
ks
Toik PR EE e | T TR TR
HI4T-A] CDP
WFP HAT CDP, {HCDP |JEBHTh ER I ER NI
M 5548 2.5 4
WL EA CDP, RS %% | 1EH NI R R
i3 3h H CRL 7 CDP

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)



| =&iNES#MS

mEcRL s TH

= 12: BB AR HhER7S CRLETIE “IEBRIHETIER (Certificate Revocation Check Mode)” % & 51 “ T (Relaxed)”

4T CDP e

BA AR5 CRL LDAP & IPSec jE#x

R A0 SEIE SEREUE T R SEREMUE T R
R SRR P K CDP SERE R SERERE
BEXOAEUE P HE AR CAGIEFS P | 2 AN

X AFUEASHE P A AR AT UE AR BRI 2%
T

BRI ARG RG H SN
hSs

RN, R R RGH G
hSs

FERS UL HE B T AR AT IR

ERRN, RBRIRARS
5|

AN

G

E?}T%%m’ /\éﬁﬂﬁ_\‘/\gﬁ
E

AN

G

CRL 7 CDP -, {HCRL 5L
WA GIEBEESN R 1)

HHEAE P EEP LD —/NCDP IE | 2R ) ER )
PEEL A 1D

WHEEE 4% i — CDP CRL | 442 R0T) ER T
HA GEBEESHA 1D

T R SR P BE P AT | R ) ER )
CDP GUE-PBEEZH 1)

HiFBHEAT CDP, {H CDP JIR45%s | Bt R
ELoRM] GIEPEES A 1)

WP HF CDP, W44 )ash H | iER ) R T

MR EES  T 1

RN, ARG RGHSH
5

gany

WL CDP 454, ERHESY)
WSAEAT CDP, 4 It

ARG H B E

B & CRL EEA T £

B RS E N e W R4 (CRL), DMERERE 1 2 24 /NSHEH BT CRL BAIEIE S o
AP DL P SOR g  FH Ti% 0 fg

* FTP

* SCP

* SFTP
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\)

* TFTP

* USB

w&NEERY |

a4

\}

« 37 ¥ SCEP F11 OCSP.

* 5> CRL AT & — N W F 8.
» REMEAE R SR> CRL,

pE

Nil

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)

TEA T A /AN IS DAy 1] o e 0 30

SLURELL /NI DAy T o e e 341

PATEL T AP, DARCE CRL & 3k

FHIa Z |l

TR CBCE Firepower 4100/9300 HLAR LAE H (CRL) 15 BRAIEXT &54F 4. A5 8, WS M

BEARAT A CRL , 5 89 UL,

UK

M FXOS CLI #2245

scope security

BENAG A R
scope trustpoint
BEN AR
scope revoke
i T BT

sh config
BCE LN
5l

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd



| =&iEamit
iz & Ap s [

set crl-poll-server 182.23.33.113
set crl-poll-user myname

PR 6 IR E S
exit
BT (AIk) R HGE CRL BURTHC A -
TP
Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

X & LDAP % AINIEH

WL E 224 1) LDAP % )7 i 2 PR UE 1S,  DMETESCRF Firepower 4100/9300 HLAH [ 32 FF TLS &
Feo XN LIRS R HEAUE GV AR 2 18— ARTEAER, S 0E
Lo, Z 81 T,

\}

AR WA <8 bRUE (Common Criteria)” A%, WAZiUH H SSL,  HAAZIE H IRk 45 %% DNS 15 S 61
EAHME TS

9k LDAP JIR4s 28 4< H A SSL, M ZR S 4 78 # L FZEFE I 5 | RIS 2 3 B A5 R

LDAP 45 &7 B2t CC BE T T %4 LDAP 4 (3 H SSL) [¥) DNS f5 &
WATLLF B3R, DAL %2420 LDAP % /i 35 PR 1

UK

$1B1 M FXOS CLI #E N 22 485

scope security

Nij
g
N

HEA LDAP fi:
scope Idap

$1E3 3\ LDAP R 28

enter server {server_ip|server_dns}

$IE 4 WE LDAP % 41F.

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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B zrzssissepnir

ER%E

set keyring keyring_name

PES SATHCE

commit-buffer

F'l#Jﬁ :Hﬁ"ﬁﬂ_ﬂﬁ

Tl RGP il 15 LDAP 455 H, X HTTPS Uy W) H 7 3ET S 4 AIE . Firepower 4100/9300
Mﬁimﬁw%m%ﬁmﬁﬁ$%ﬁo

)

AR AHIEBE SRS, XA RV HTTPS KM S 5E B K.
2 PVAE S IE DI BE ) FXOS 2.1.1 FRAAS SZHEHIF 35 a5 7 o

P AL 2N AL UL ER, A R IR Tl fE

o HIP 220080 5 A8 X509 J@PE “UEH 4T & A B - BEF (Subject Alternative Name - Email)”
.

o B UE A 20 OO FHIE S AR B G 5 EEESIR CA T84 . &) il A5 420
HT CUREHAE S T A2 B G| 2 1R AR AR CA 2544

UK

$IE1 )\ FXOS CLI #E A IR &AL
scope system

scope services

S22 (W) &F HTTPS B4 Kk ik
set https auth-type
il

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

IR 3 ¥ HTTPS G 50 UE 15 ok 128 v «

set https auth-type cert-auth

pZ LA

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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commit-buffer

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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S
= -
fo

ARpEIR

o R IP Huhil , 28 99 T

o WM AEFLIP, %5101 7T

* i Firepower 4100/9300 HLAE & F5 , 45 104 1T
o BEZAFAE G UET . 25 104 1L

o GoHIRE . 25 110 1T

« FH7 3 5 Firepower 4100/9300 HLAS , %5 113 1L
* M Firepower 4100/9300 LA HLUH , 25 114 7T
o WA ) ERAACE , 2B 114 T

o GAHEERR RS, 115 T

BEIR IP ik

FrIaZ Al
#a ] LA FXOS CLI B % Firepower 4100/9300 HLAH (145 21 1P Huhik-.
S

AR W RLIP M )S, SRR A AT HT L I EORT i 57 3 Firepower HLAT i BE 45 5L FXOS CLI AR 4% .

UK

P EALF| FXOS CLI G215 FXOS CLI, 53 18 1)
FIR2 LECE Pv4 EHLIP Hhhk, EPAT LI ERAE:
a) VOB AR TLHK a (175 -
Firepower-chassis# scope fabric-interconnect a
b) EEE R IP bk, ERA LT 4

Firepower-chassis /fabric-interconnect # show

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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| R

¢) HALUR A4, BCEB A B 1P fhhb A 5

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network mask gw
gateway_ip_address

d) RHESRAZSIRGIE

Firepower-chassis /fabric-interconnect* # commit-buffer

HIE3 EE [Pve FHE 1P Mhhik, TEAT LT ERAE:
a) WEATIFERE HI a BOTEH:
Firepower-chassis# scope fabric-interconnect a
b) WEEH IPv6 FLE 1)V :

Firepower-chassis /fabric-interconnect # scope ipv6-config

o) LAFEUHIE R IPve Hikk, IHMIALLT 4

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d) HALL R a4, BCE A B TP Mk A 5 .

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_address ipv6-prefix
prefix_length ipv6-gw gateway address

IR N7 HF IPv6 4% Jay PR s i/ S HLAR ) TPv6 5 # bk

e) KHESRAZFIRGIE

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

w15
PR 7 C B IPv4 45 342 LRI R 6

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

DU 7RIS TPv6 & 542 R 56

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé-config # set out-of-band ipv6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

BV HEIEIP

N

AT LA FXOS CLI B %231 Firepower 4100/9300 HUAR 1A H _E ¥4 #E 1P Mok, ik, iy
SEAE FXOS ~F-E ol 1P 5 5, ARG TE N H 20 5o TP 5 L.

a4

LI

$IE2

SO RS B TP 4 S BRSSP T

UK

EHEF FXOS CLI. - (G Z P Il FXOS CLT, 5 18 1)
K Va1 BB N BB
scope ssa
scope logical-device logical_device_name
FEEBCE N E G ST, JFRCER SRS SEF S BT, WEZ AR
KT ASA AR A KIS LA -
a) AR BG] SRE)T

scope mgmt-bootstrap asa
b) HAAFE ) 1P ALK

scope ipv4_or_6 slot_number default
c)  (NPR IPv4) ¥ EFN IP Huhik:

set ip ipv4_address mask network _mask

d) (IR IPve) WE BT IP Mkl
set ip ipv6_address prefix-length prefix_length_number
e) W E M ICHL:

set gateway gateway ip_address

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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f) RATHE:

commit-buffer

KT ASA B & RN E

a) AR G| S
scope cluster-bootstrap asa

b)  ({XBR IPv4) BCEHT I HE AL IP:
set virtual ipv4 ip_address mask network mask
¢)  (LBR IPv6) BEEFTIIMES IP:
set virtual ipv6 ipv6_address prefix-length prefix_length_number
d) BEB IP it
set ip pool start_ipend ip
e) BCE M HL:
set gateway gateway _ip_address
) FEATHE:

commit-buffer

X} -1+ Firepower PS5 481 1) A 7 FO AL 0 2
a) AR E L] SR
scope mgmt-bootstrap ftd
b) AR TP K
scope ipv4_or_6 slot_number firepower
c)  CIXPR IPv4) BEE B IP Huhik:
set ip ipv4_address mask network mask

d)y  (UPR IPv6) VE BT IP Huhik:
set ip ipv6_address prefix-length prefix_length_number
e) BCE ML
set gateway gateway _ip_address
) RAHE:
commit-buffer
iR WP REAERCE, 00N I B B Firepower 4100/9300 /LA 454N N F B8 B BT 14 TP Huhl. 4
RAEEWAA BB HA BOE, 22006 AN HLAE b 1) RES N H A IR P IR

SRR A RN R S R B
a) R BCE N ssa B

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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scope ssa
b) R B A R -
scope slot slot_number
o) REE A A I S
scope app-instance asa_or_ftd
d) TEBREBL]SRRE R
clear-mgmt-bootstrap
e) WAHHE:
commit-buffer

AE R
disable

commit-buffer

ER O N TRHERCE, BIUEERIFEEERL R Firepower 4100/9300 HUAT AN A 25| 3
FERPAE B W RGN AR R HA BOE, 25006 IS HUAR L BES B J] A X 4808

K.
MY L BARR K S AE 2, S8R N .
a) KEHIEE R ssa B
scope ssa
b) R BeE A A
scope slot slot_number
o) K VE IV E A N H A
scope app-instance asa_or_ftd
d) JAJHMN
enable
e) PRAHHE:
commit-buffer

iR X TREARRCE, R B AT IX LD B DL H T 1% 82 21 Firepower 4100/9300 HLAH ¥ 57
A ARG PR AR B HA LS, 206 AN HUAR E 1 REAN R B X e P B
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B =2 rirepower a100/9300 115 % 75

5 4 Firepower 4100/9300 #/1#5 & #7

# T LAAE FXOS CLI H B ] F Firepower 4100/9300 LA 11 4475 -

i

#HH:3) FXOS CLI (& vila] FXOS CLI, & 18 1) &
HEANR SRR

Firepower-chassis-A# scope system

PR AR

Firepower-chassis-A /system # show

LR EA TS

Firepower-chassis-A /system # set name device_name

RAE S IR B R

Firepower-chassis-A /fabric-interconnect* # commit-buffer

]l
LA R 2 0Rs S S0 o6 44 K

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

RRZEESMES

TESEMIMARLE G, REH LK A% 4 SSL iE 15 LA Firepower 4100/9300 A4 Web N . Hi
TZUE P2 BT, &Frumiaes A e Bl E. Hi Fumtl W3 & X Ui W) Firepower
4100/9300 m%“ﬁ Web FHifify, w%Eds &P SSL &4, ZEKH P E Vi [ Firepower 4100/9300 HLAH 2
AUEESZAE TS ﬂuﬁ%uTﬁﬁ,ﬁﬁancuiﬁﬁ%ézmkaxm A3 B B 1y

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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UEFS A Firepower 4100/9300 HUAR o Bb G U0 UE 5 RV S iyt W 2S5 ATERE,  IF H4% )R 51 Web
FHIHM IS

UK

H4F| FXOS CLI. - (iFZ i1 FXOS CLI, 45 18 51) .
i N 2 AR
scope security
BB I
create keyring keyring_name
BCE AP A
set modulus size
AR -
commit-buffer
FUE CSR FBr. WLMERIIEARI (I, AR LGS, WrTLls v R (i,
D IRANAZD) RN UEF S ke i, TR, EEEE CSR BN, RASIRRM AU,
create certreq certreq subject_ name
password
set country country
set state state
set locality locality
set org-name organization_name
set org-unit-name organization_unit_name
set subject-name subject_name
AR -
commit-buffer
S CSR, KA S AE AR A o UE P AR MR ] CSR K BIER 1) & 4iE 15
a) R CSR:
show certreq

b) HHIMN GFEE)  “-----BEGIN CERTIFICATE REQUEST-----" #| (Jf{u%) “-—---END

MIIC6zCCAdMCAQAWAzZELMAKGALIUEBhMCVVMxEzZARBgNVBAgGMCkNhbGImb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3NIMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1zMQwwCgYD

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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B =s=casnias

VOQLDANUQUMxGJjAYBgNVBAMMEWZWNDEyYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0OBAQEFAAOCAQ8AMI IBCgKCAQEASOONSgagkfz2 fi4JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJjBwkUMNQAImMQsRODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKVObttYg3kf/UEUUgk/EyrVg3B+u2DsooPVg76mTm8BwYMgHbJEV4Pmu
RJWE88YEVVWH7JTE1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3GIITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBOrnyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAWHjACBgNVHREEFTATghFmcDQOxMjAudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsSFAAOCAQEAZUfCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INVOW/ 61
JBNLxusYilrZzZcW+CgnvNs4ArgYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
z2zyoyrG+EZXC5ShiraS8HUWVE2wEFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8zREOWT+xHtLSgqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

PRI BHUEBIEREA:

exit

FE0 B PIIAGL

exit

PN R PAURH U AR, AU N U SR CSR firth o W ARAE SR, AR MUAR B R A
ol 4 CAE T CA FIRVIEAT B P 244 (K B e F5
TRWI2 ER TSR AUR ] Base64 XA it P AR FXOS. QIR MUEASATUAR MU HACE ) 5 4
UEPSEER AR 2 HAt RS 5, B AU SSL TR (494, OpenSSL) #EATH: 4.

QBT (5 A 5 AR B 0 IE

create trustpoint trustpoint_name
HIB3 B R, BNTETES 11 5 T MGIE R WL R S 1 5 0

iR b FAFE P TR IE S FE AR AU, AZIUSARAIE A (RE B T4l & . A SCA SR,
FEHUE TSR AE T, AR a2 B R — N REYS, B$5 T BEGIN CERTIFICATE Al
END CERTIFICATE #5itt o F 2N SCACH S 0 RS s 25 AT

set certchain

IR

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQQODA jBTMRUW
>EwWYKCZImiZPyLGQBGRYFbGYjYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwWNzI4MTc1NjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGOBGRYFbG9J YWwxGDAWBgoJ
>kiaJdk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcghk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGEJQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIKkWEAYJKWYB
>BAGCNxUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lgy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==
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>ENDOFBUF

AT :

commit-buffer

B AR R

exit

HEN B

scope keyring keyring_name

WAES 13 B eI IE AT 5 0 CSR AN R 3 BH IR KB :

set trustpoint trustpoint_name

SRS AR S IETS .

set cert
R IE P A A AR P 1) 5 A IEAS IR 1A 75«
TP

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

>MIIES8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggqhk jOPQODAIBT
>MRUWEwWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwNDI4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUZETMBEGA1UECBMKQ2F's
>aWZvcmSpYTERMAS8GA1UEBXMIU2FuIEpvc2UxFjAUBgNVBAOTDUNpc2NvIFNS5c3R1
>bXMxDDAKBgNVEASTA1RBQzEaMBgGA1UEAXMRZnAOMTIWLnR1c3QubG9j YHwwggEL
>MAOGCSgGSIb3DQEBAQUAA4IBDWAWgGGEKAOIBAQCZzQ43mBgqCRINZ+LglUQAOb7tga
>BwdudS3sulXIwKGco48mMHCRQwW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvIOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbO0hNssvmAhhlVql PGnodNR7MEfYwgjM5q9Tp3WOH2ufLGAa2H1 09XR2FAGMB
>AAGjggJYMIICVDAcCBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1lcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXN0aW4sREM9bGYjYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1IMjBLZXk1MjBTZXJ2aWNlcyxD
>TJj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2F's
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1jZ2XJ0aWZpY2F0aW9uQXVv0
>aG9yaXR5MCEGCSsGAQQOBgjcUAGQUHhIAVWBLAGIAUWB1AHIAdgB1AHIWDGYDVROP
>AQH/BAQDAgWgMBMGA1Ud JQOMMACGCCsGAQUFBWMBMAOGCCQGSM4 9BAMCAOGAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=

>ENDOFBUF

IR PR

u}
b

H

b
=3

ziranics I
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exit

B 2 A
exit
HNRGAEA
scope system

BEA S5

scope services

BiC & FXOS Web k45 LA H B e -
set https keyring keyring_name
AT E

commit-buffer

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: firepower cert

Cipher suite mode: Medium Strength

zogEr |

7R 5 HTTPS MR 5548 RBRII S HIN . & N W RIEARRE T 150 3 20 Hh B (P 3 AH IR A . o SR o i
HUB R BRI B HER 4 R, W HTTPS RS2 AR T Hr, AR HTIEP:

show https

TP

fp4120 /system/services # show https
Name: https

Cipher suite: ALL:!ADH:!EXPORT40: !EXPORT56:!LOW: !RC4:!MD5: | IDEA:+HIGH:+MEDIUM: +EXP: +eNULL

BoRGNPEBRINZ, #fiikCertificate Statusft i /< 4y Valid:
scope security
show keyring keyring_name detail

i

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)



| zgem

i3
M

wzEramirs [

Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, 0O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:03:43:8d:e6:06:a0:91:£6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:€6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8£:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:c4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:ef:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£9:ae€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:04:26:a7:bf:20:6f:1a:e2:cf:£d:0f:
cd:9a:fd:cb:a3:71:0d:21:36:cb:2£:98:08:61:95:
5a:05:3c:69:e8:74:d4:7p:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MIIE8DCCBJagAwIBAGITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDA]BT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/ISZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvcemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTALIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEil
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
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ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUyMEN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG9] YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQQOBYj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No

T—¥#ita
BLIOAE R (PR 15 & B 2 A5 AT AE 1, 1L AE Web 3 Vi g (b A2 % N https://< FQDN_or_IP>/
¥ % Firepower HLAHE HLES .

N

AR RSSO RS RN UEUE B A FR . R PR 45 58 A B e A, T SR
A DR 7 s e Wi 1P Huhk v i), K5k HiAh SSL AR (A H 44 TEAL [Common Name
Invalid]) , BIMEAEH )& 2 B EIE

fvA<g =t =
=R AFENS
R TSR, T B 5] Firepower NUSEFFISR Y, RAUH bR Sc A, LS e

HEBH LR LBE (OK), R)a /G4 STORMA T AR . WRORNC & SR AhiE, Roie
IER SUMNGEPRE AR IR A TE 1PN T

Mk B FXOS CLIN, ARG R BIESCA (EiE) » AR # L,

I E 5 RuEE

LI %EH:F| FXOS CLI GEZ [ in FXOS CLI, %5 18 1) &
$1B2 YNz

[l =#! Firepower 4100/9300 FXOS CLI B & 4575, 2.10(1)
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Firepower-chassis# scope security

SR 3 HEARAE 2

Firepower-chassis /security # scope banner

TR A HALL T iy & G SR AR

Firepower-chassis /security/banner # create pre-login-banner

LIRS FRE A 85k Firepower HUA 5 B #5 8 FXOS CLI il FXOS [ i) HI /7 ff) 3 ek
Firepower-chassis /security/banner/pre-login-banner* # set message
JAB)—ASREEHE,  F T S SRR T B SOA

6 AR, B GRATHIEIN R . T DB AT R ASCI 45, (T LU A %47
A, FATERZ 192 DN AT 4 Enter ST,

NG BN —4T, ##\ ENDOFBUF 1% Enter % LL5g S 1t
% ctrl F C BEIGH B I B TR HE .
TR BAEH RSB RAIE

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

Gt
LA 791 ) 3t 2 i

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

e RuEE

P11 EHF| FXOS CLI GEZ[H1Vin) FXOS CLI, 5 18 1) o
HIE2 AR

Firepower-chassis# scope security

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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PR3 AR 2 A
Firepower-chassis /security # scope banner

PR A BT R ATRE 2 Ak
Firepower-chassis /security/banner # scope pre-login-banner

WIES F5E L7 G % Firepower HUARE BLE3 5 FXOS CLI { FXOS J¥ i) FH /7 SR (171 B :
Firepower-chassis /security/banner/pre-login-banner # set message
JAB—ASXHEHE, T A G SRR S OSCA .

PE6 (EHRTTAL, BEAGSRATRAIR R . B80T L 7 B AEATARAE ASCIL 745 . 8] LU 24T
R, BHTIRZ 192 74T, 14 Enter SEHRAT.

T NS B N —1T, 4\ ENDOFBUF J{1% Enter % LL5¢ BiFRAE .
% cerl Al C BEHU B E T DS AE
BTSRRI ARG E -

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

N
2
~

T

PR 7R A8 e 8 S i i «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

A Bk 2 SR BT A
gtz
P JEHF| FXOS CLI GEZ [ Viln FXOS CLI, % 18 1) o

FE2 PN

Firepower-chassis# scope security

SRR3R A

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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F 7 /5 3 Firepower 4100/9300 #55

Firepower-chassis /security # scope banner

MR G55 55 S T A

Firepower-chassis /security/banner # delete pre-login-banner

RS R BRI E -

Firepower-chassis /security/banner* # commit-buffer

]l
LA 7 9 103 28 A A -

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

E 31 /3 /1 Firepower 4100/9300 #/1.55

N
2
—

i
g
N

iz

BEAD A AR

scope chassis 1

B N CLT i & H08 R SILAR -

reboot [JR[A] [no-prompt]

iR RSB AEH] [no-prompt] SCHE S, WA & Ja UMD SZENE B A 8. dn SRBAE ]
[no-prompt] K8, NIZESE S\ commit-buffer iy & H RAEA S EH 5.

RGO IEH KRG EICE MR E, R5 KRR 2 /515, I35 G I T8N E 3)
Firepower 4100/9300 HLAH . MLl FE KL 7% 15-20 405

A2 TR R S R
scope chassis 1

show fsm status
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. 5 i) Firepower 4100/9300 #55 F2. 5

5 7] Firepower 4100/9300 #/1.55 F2.i5

i

BEAD AR

scope chassis 1

BN LU i 2k M LA -

shutdown [J&[A]] [no-prompt]

iR QA4 [no-prompt] JCBE Y, WIET A Ay 2 5 HLARKE S RIOCH o« i A& A [no-prompt]
BT, WIAERs N commit-buffer @y 4 /7 RGNS T BT 5

RO IR R ARG ERCE REFE R, RIS R a5 1%, 525 5] Firepower
4100/9300 HLAT. BB RLITE 15-20 404, (ENURTMI SR, 0T AL 0 s Sk .
PGPS ZiPUREE
scope chassis 1

show fsm status

WE N BOABCE

N

0] LU A FXOS CLI #4445 (1) Firepower 4100/9300 HUAR VK 25 ) BRIAAC &

a4

P AR AR PR T A PGS, ST ARSI E . CREY)E, BHERENIE R
4 OUESRYIGRE , 511 50

UK

(i) erase configuration #iy4 AN MHLAR T I R BEVE PTUERC B o n SRR RE S BR B B Vi ]
UERCE, TEHATLLT AP

scope license
deregister

B EM Firepower 4100/9300 ALAH 2 MWK P HHHIBR B2 45« RGeS MIBR & L1 BT VF nl R S BURIE
e
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\}

weiwEnzgan ]

2 GERBIA A PSS

connect local-mgmt

3 HIALL N AL, MG Firepower 4100/9300 HLAS IR ERITA R BLE, JRRHURIK R 21 5h 1)

N
erase configuration

RGN, RS E IR R .

4 WA SRR yes, HIIAEAHEIERRACE .

ARG NI Firepower 4100/9300 HLAAHEITE I ICE, REE)E ALK,

PRA AN

T LIS FXOS CLI 3 B I 22 4 i 2 Bk Firepower 4% 2114

WA 1 ERAECE 9 114 TUhFTIR, erase configuration 4 il IHERALAS LRI BTG T 7 G B A
B KIS R R as S BRA T A .

erasesecure iy &2 AR TE E KR &4 0F. WA, FRAEUMEREEE, YBAMEhSg “8
K7 GEaiEkR) o XEEHBOR IR R B, U RE R E AL AN 2 OR B 5 B A0 oA AR

P

B SAE LA R ER 51T, WA SSHIER 2. Pt, AT BOE I A AT #4065 d 1
HERIAT AR

i

1 ERBIAH S PN

connect local-mgmt

2 % \LLF erase configuration fiy4 2 —, LA MR ERTR & 11 25 414

a) erase configuration chassis

RGBS, BRGNS 2k BGEWRE, IFEREMIOE B2k s:. IR HA
v, T Firepower HLAH B R ER; BOGITBR 22 iibh, AR5 FHR BRI BEG | 5.

HH T % % B BT Bl F A s e by, R BEA ROM #7245 (ROMMON) 1k & 1545
b) erase configuration security_module module-1D

RGBS, B R TAT SR WSS 2k HGIEWR, IF SRS 5 24kek, R
BNy, PR PG ER

TR decommission-secure 14 7= A4 F1 45 R 5 by & FE A F

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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TR RGO ARFFCHPRAE, HEIA CERIT S IS .
¢) erase configuration supervisor

RGBS, A HEE UG A R BIEW R, FFEREMA e B S, A
y» Firepower & Pl 5| 8254 22 2 HITH R o

A LG |5 b (R P AT B AR A bR, I BE M ROM 4% (ROMMON) P & B4

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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1og

> o

TEIXE

o BOE H IR, 2117 1L

* Bl SSH, % 124 7T

« FCE TLS , 25 128 7T

o Bl E Telnet , %5 130 7T

* fit'® SNMP , %5 130 it

o it'® HTTPS , % 141 7T

o Bil'E AAA, 154 T

o IGUFREFE AAA RS #HCE , 2 166 UL
MERFZHE, %168 1L

* L& DNS k454 , 55170 UL

* JHH FIPS #ix, 28 171 10

o Ja s A ARERE S , 38 172 T

o PO IP Vi3, 55173 1L

o JARASSEEIEE 0N I MAC T4, IR A L MAC Huhk , 25 174 7T
BV SEE M I TS W S 1 W
o PO PR SRS, 2B 179 1L

s B EHUAT URL , #5181 1L

\n_ ca A Y

W E HHEIFART 8]
] NSO CLL A 2 7E R G0 10 E W4 B IR P (NTP), Fah s HIRIR ), 0 A )
RGN Ao
NTP % &1t Firepower 4100/9300 HUAH S5HUAH [ 2B MAT 1848 B4 2 [0 H Bl )0

\}

AR WURMBAE Firepower 4100/9300 HUAH _F 75 Firepower J&UFrB5 1, W LAZRAE Firepower 4100/9300 HLAH
FACE NTP, AR BeVF il 1B TAE IR R A v MR I TR E i . #8NX) Firepower 4100/9300 ALAT
A1 Firepower & B Ly AT AR NTP k4535, HIEHEE, EARETH Firepower 5 H o AE A (1)
Firepower 4100/9300 #L4H 1) NTP JIx %5 #% o
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o A S NTP, JUA] LLAE HE7EY 8] (Current Time) I L & FBARFRA, s dard
I LB 8] [E] 4 (Time Synchronization) £+ I NTP AR 5588 (NTP Server) ZH 1) “ k%5 %5 IR 7S (Server
Status)” “FBCE AR UACE A NTP RSS2 MR AR A . R ARG TIIE 555 € NTP R4 28, &
A LU bR BASAE “ RSS2 IRAS (Server Status)” 5534 A5 B B bR _LZRIUE 215 .

EFECERY HEAFOET 8

UK

PR HEHF FXOS CLI GiEZ [ Vi FXOS CLI, 55 18 D) .

P2 EEECREMR X, 1EHAT LN Ak
Firepower-chassis# show timezone

PR3 A NCE A H AR )

Firepower-chassis# show clock

Gt
AR 75081 Sk 79 2 A Sk 2 5 Y S DX 224 i 2R 45 1 3400 R O 1)«

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

B X
iz

B ARG

Firepower-chassis# scope system
FB2 HEANRGIRSHA:

Firepower-chassis /system # Scope services
ﬂ;%g3 BEE X :

Firepower-chassis /system/services # set timezone

BRI, REURHR AR AN ST AE I L R 50/ DRI X DSR4 o AR RGEBR T b
Aﬁ%ﬁ‘]{%‘/@\o

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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4

wErRE

MRGERAREAEE BN, KRG EIIACRE TIEMPN XA WA 1 G2 T,

BN 2 (1) BUHERAE.
BEA CORCE D, AT U 4
Firepower-chassis /system/services # top

Firepower-chassis# show timezone

Gt
PAR 7= DR I DXC B AR X, 3848455, JF HU7R SRS E I X .

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe

3) Antarctica 6) Atlantic Ocean 9) Indian Ocean

#? 2

Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) E1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49
Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#? 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#

£/ NTP 1% & H B #06|8]

)

NTP M-St IR S5 s R 40, T AE P48 R GEh SR IERG A (¥ [R1 2D I 18] o I R AU P 5 A il B ARG
BRE, BIaKAE CRL, RN R, 2 TLIECE 4 I NTP k5545

a4

* FXOS fifi ] NTP hiA 3,

o WIRAME NTP JR45 3% 2 13 BREE R, I R 3524 e v R 20 21 FXOS HLAH 1 NTP ik
S5 . BER NTP % 7 5[] 45 8 NTP IR452eitt, EEst 2 1.
WM O WE H O NTP k5525, WA LAE AR S5 25 16 Jete/ntp.conf SCHFEH #R2 & 2. W

JENTP 4585 (1 2E K T8 T 13, AT LLSE 2 ntp.conf SO 1 2 E I EHUE SIS 48, 5K
FAT LAt NTP k%545 (1i: pool.ntp.org) -
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L uds L |

FHia Z |l

DR B BN AT NTP IS5 45, WLAZINECE DNS kRS54 . 12 BE DNS k54, 25 170
o

A

UK

HEAN R G
Firepower-chassis# scope system

BEANRGEMAS R

Firepower-chassis /system # scope services

R E M ENLL . IPv4 B IPv6 HubERLE RSe, MHAFH NTP i 4
Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}
(A3E) ALE NTP S350 E .

I FFAE ) SHATL #E47 NTP R4S 2% S I0AF . M NTP 452838 U580 1D FE . filtun, BAE2eds T
OpenSSL ] NTP IR 45 % 4.2.8p8 WRET ki A L2 SHAT %480, &4 ntp-keygen -M v %, 2%
JE1E ntp.keys SCAFH A F % H ID FME . 240 FH 135 000 it AR S5 2 40 V1 5030 JEL 478 2 1) 2 4off i was A
fH.

a) WHE SHAI %% 1D.
set ntp-shal-key-id key id
b) WE SHAL HHH T
set ntp-shal-key-string
RGN BN B 7R
c) B ntp-server B,
exit
d) JiH NTP AL,

enable ntp-authentication
il

firepower /system/services/ntp-server* # set ntp-shal-key-string 11
firepower /system/services/ntp-server* # set ntp-shal-key-string
NTP SHA-1 key string: 7092334a7809ab9873124c08123d£f9097097fe72
firepower /system/services/ntp-server* # exit

firepower /system/services* # enable authentication

FAESFIRAL B R G

Firepower-chassis /system/services # commit-buffer
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$I26

T

A HTH CECE K NTP R &2 1R AR

Firepower-chassis /system/services # show ntp-server

BERFE NTP [l 55as 10 R AR S
Firepower-chassis /system/services # scope ntp-server {hostname | ip-addr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

w15
PUR 7R85 TP kil 192.168.200.101 Fit & NTP 45 88 IF HIRATAT 5

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

PUR 748 F IPv6 Hilik 4001::6 B & NTP k5525 3 HARAS AT S

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

IS NTP PR 53522

T

UK

HEAN R G

Firepower-chassis# scope system

T2 ARG B

Firepower-chassis /system # scope services

$E 3 MRHAIEE FHL4 . 1Pv4 5L IPv6 Hidik () NTP R4 2%

Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}

TR KL B RGN E

Firepower-chassis /system/services # commit-buffer

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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w151
DU 7RI R TP Hudik 192.168.200.101 [f) NTP R4 2%, H HIRZT%:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

PLF =B A IPv6 Hitil 4001::6 [ NTP %48, I HAZAAT %

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

F g E HHFIET )

)

AU 7E Firepower HUAH LT3 & H AR ] o RS BME SO S AENUAR LA B AR, 157
&, T3 E Firepower HUAH H RIS [R5, 50000 BE 52— L8N (A A4 RE S AT O e e M8 R %
.

a4

Nil

%

WER ARG PP 2 T IEAE S NTP Bk 5585 A2, OR JCik T2 B E H IR 1) .

UK

HEN R G

Firepower-chassis# scope system

BEAN R GRS

Firepower-chassis /system # SCOpe services

e & RS -
Firepower-chassis /system/services # set clock month day year hour min sec

XA R AR =T AN 24 /N R U, R 7 pm il B 19,
RGN PME SO IR RN X .
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A5l

LU 7nBIBC & T AR ST

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

PAFFE A 4 an e Jo FH 4% FHAE A SSH v 17 Firepower LA Qi) 44 FXOS HUAIE R SSH & Uiy J5
Al RAS AT & SSH I T SSH RS54 M1 SSH % 7 i INEF 8% B AT # M1 JEL 5 7 Bk F) 25 b Bk

o

ZRINTEULR, SSH 4bF 3 IR A

UK

BEAN R G

Firepower-chassis # scope system

BEAN R GRS

Firepower-chassis /system # scope services

ERC BN Firepower HUAH ) SSH V7 1), i HAT UL FHfEZ —:
« BLAVEXS Firepower HUARIEYT SSH Ui i), 1HHIALL T4
Firepower-chassis /system/services # enable ssh-server
o P X} Firepower HUARIEAT SSH Vi), IEHIALLF iy 4>

Firepower-chassis /system/services # disable ssh-server

e e 55 4% ER) 0 8 B
Firepower-chassis /system/services # set ssh-server encrypt-algorithm encrypt_algorithm

i

Firepower /system/services # set ssh-server encrypt-algorithm ?

3des-cbc 3des Cbc

aesl28-cbc Aesl28 Cbc
aesl28-ctr Aesl28 Ctr
aesl92-cbc Aesl92 Cbc
aesl92-ctr Aesl92 Ctr
aes256-cbc Aes256 Cbc
aes256-ctr Aes256 Ctr

IR

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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P o LRI P AR AR N AN SCHR DU s Sk
* 3des-cbc
* chacha20-poly1305@openssh.com
* chacha20-poly1305@openssh.com 7 FIPS H1 A5 3 . ani4E FXOS HIAH FJHH T FIPS
i, MIASEELE ] chacha20-poly1305@openssh.com 1 4 I 5vd:
o UM EEBRAA S A H :
aes128-cbe

aes192-cbc
aes265-cbc

Wi & Al 45 %% Diffie-hellman (DH) %5 £ 4 2
Firepower-chassis /system/services # set ssh-server kex-algorithm

i

Firepower /system/services # set ssh-server kex-algorithm
diffie-hellman-groupl-shal Diffie Hellman Groupl Shal
diffie-hellman-groupl4-shal Diffie Hellman Groupl4 Shal

DH %A e At To ik AT A — 5 Brduf s (L 2358 . RS e 588 M BN IIC S, DAER
HEFEN GO IRAE. SEBHAS W E 3 R S5 28 S 0 B0 E . A i F DH S A e 5 ik PRGNS
B, &2 RFC 4253,

pE s o PRI BRER I ANSORF LU S 1A S
* diffie-hellman-group14-sha256
* curve25519-sha256

* curve25519-sha256@libssh.org

* 7E FIPS B N ASZRELL T S A e v:
* curve25519-sha256

* curve25519-sha256@libssh.org

WE RS A% mac k.

Firepower-chassis /system/services # set ssh-server mac-algorithm

il

Firepower /system/services # set ssh-server mac-algorithm
hmac-shal Hmac Shal

hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Sha2 256
hmac-sha2-512 Hmac Sha2 512
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WIRT TS TEHEY, A RSA B PI BIHCN
BRI LA AT Bk 8 RS, FLAT 1024 51 2048 2 8], 55 (25 FHBEHOC/ N, 2Rk
RSA S PI0S Pl (I TR0l . U 2048
Firepower-chassis /system/services # set ssh-server host-key rsa modulus_value

IR

Firepower /system/services # set ssh-server host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-server host-key rsa 2048

WIS AT RS R AR R, 1% E FXOS Wit &1l # 2 gnids: E AR (LI KB A3
) s
Firepower-chassis /system/services # set ssh-server rekey-limit volume KB_of_Traffic

Tl

Firepower /system/services # set /system/services # set ssh-server rekey-limit volume ?
100-4194303 Max volume limit in KB

SO TR AP R R BRG], 1 S FXOS WidF 2 il 3 2 AT VR SSH 231 2 NI R) CLL434ek
HNHAL) .
Firepower-chassis /system/services # set ssh-server rekey-limit time minutes

Tl

Firepower /system/services # set /system/services # set ssh-server rekey-limit time ?
10-1440 Max time limit in Minutes

TR0 KL AR RGN E

Firepower /system/services # commit-buffer

TR EER BN PIR A, DAEH] SSH ENLE PR
Firepower /system/services # ssh-client stricthostkeycheck enable/disable/prompt
EUE

Firepower /system/services # set ssh-client stricthostkeycheck enable

BH - 3R FXOS S =P RS VRS, EEbadag. SOAEE FXOS CLI H
1# F 243 /0B 45 Ja i 1) enter ssh-host #7 4RI EHL .

* R - M TV ARAAE I BN, RAS RN B R4 B Y
< B - GBOA) PSR A 3332 LURERA- B (1 B L B

P2 FCE R i N Sk
Firepower-chassis /system/services # set ssh-client encrypt-algorithm encrypt_algorithm

i

Firepower /system/services # set ssh-client encrypt-algorithm ?
3des-cbc 3des Cbc
aesl28-cbc Aesl28 Cbc
aesl28-ctr Aesl28 Ctr
aesl92-cbc Aesl92 Cbc

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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aesl92-ctr Aesl92 Ctr
aes256-cbc Aes256 Cbc
aes256-ctr Aes256 Ctr
iR * B FRUEPASSCFE 3des-cbe. WIRAE FXOS HUAH L8 A 7l A bR vERL, A REAE

3des-cbe 1 N IN# &k
o DU IS SR ERAAS G H
aes128-cbc

aes192-cbc
aes265-cbc

fic. & % )7 3 Diffie-hellman (DH) 25548 #4015k
Firepower-chassis /system/services # set ssh-client kex-algorithm

T

Firepower /system/services # set ssh-client kex-algorithm
diffie-hellman-groupl-shal Diffie Hellman Groupl Shal
diffie-hellman-groupl4-shal Diffie Hellman Groupl4 Shal

DH %A e At To vk AT A — 7 Brduff i 1 L 235 . RS e 5 BNVl S, DAER
PEFEN S D IR, SEBHAS B vE 3 B s UR &5 28 S 0 B0E . A i DH S HAC e 5 ik PRGNS
K, 1534 RFC 4253,
WE & i mac Bk

Firepower-chassis /system/services # set ssh-client mac-algorithm

il
Firepower /system/services # set ssh-client mac-algorithm
hmac-shal Hmac Shal

hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Sha2 256
hmac-sha2-512 Hmac Sha2 512

T AL D], TN RSA F PO BN

B LAY N2 8 (5L, HAT 1024 F 2048 2 [0, $& 5@ I AHBH/NEK, ARk
RSA FYI0S Pl (R TR 0B . iUE o 2048

Firepower-chassis /system/services # set ssh-client host-key rsa modulus_value

Tl

Firepower /system/services # set ssh-client host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-client host-key rsa 2048

TR i ) SR R IR, T BCE FXOS WiJT 2 il i 2 prid sz B AAVFRE (LLKB 4
) .
Firepower-chassis /system/services # set ssh-client rekey-limit volume KB_of_Traffic

T
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Firepower /system/services # set /system/services # set ssh-client rekey-limit volume ?
100-4194303 Max volume limit in KB

X e SR IN )RR, 5 B FXOS WidT 2 WERL Z i SevF (¥ SSH 2 iR IR TA] (LA
AL
Firepower-chassis /system/services # set ssh-client rekey-limit time minutes

IR

Firepower /system/services # set /system/services # set ssh-client rekey-limit time ?
10-1440 Max time limit in Minutes

RAE S IR R R

Firepower /system/services # commit-buffer

w51
LA 741 3 X Firepower ALAR I SSH Vi i), Jf HARAZAT 4

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

et Jz 24 (TLS) Ph3UAE AN A5 (100 2 TR fR B A 2 A AN i e Bt . &) LLAE AT FXOS CLI
KM E FXOS HUAR 55 SN0 26 815 I SO VF IR B AR TLS WA o OB K TLS oA T S 5 22 4= e A
LI K] TLS FRAS I BE 17 5 e A8 TH IR o

B, R FXOS HUAA LIRS i TLS fRA N 1.1 [, 1 HL2 7 ] Sa 88 e i ANz 4T 1.0
i, 8% P mds okl HTTPS #7715 FXOS HUAR & BESS (K& e . Ak, A0 24 Hh JC 5 6 25 1Y
JF1 LDAP IR4%-5%.

PAUN R B T iy il B AN B FXOS HUAR 5 Ml i 46 2 18] A TELAS Py SV (R BRIk TLS A

pE

« % FXO0S 2.3(1) figAds, FXOS HUAT I ERIA AL TLS flRASH v1.1.

UK

BEAN R G

Firepower-chassis# scope system
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waTs ]

T2 ARENRG A AT TLS AL

Firepower-chassis /system # set services tls-ver

TP

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver

vl 0 v1.0

vli 1l vl.1

vl 2 wvl1.2
WE K TLS JRAR:

Firepower-chassis /system # set services tls-ver version

i

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

AT ML A -

Firepower-chassis /system # commit-buffer

WORTER I R S8 ERCE 5 AIC TLS ficA
Firepower-chassis /system # Scope services

Firepower-chassis /system/services # show

TP

Firepower-chassis /system/services # show
Name: ssh

Admin State: Enabled

Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Cbc,Aes256 Cbc,Aesl28 Cbc,Aesl92 Cbc,RAes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa

Host Key Size: 2048
Volume: None Time: None
Name: telnet

Admin State: Disabled

Port: 23
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: default

Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW:!RC4:!MD5: !IDEA:+HIGH:+MEDIU
M:+EXP:+eNULL

Https authentication type: Cert Auth

Crl mode: Relaxed
TLS:

TLS version: vl1.2
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Fans |
. BL & Telnet

F. & Telnet
LU N RS ] 3 FH B 2% F A Firepower HLAR ) Telnet V5]« BRINIEUL K, Telnet &b T2 AR .
A\

AR HAT, Telnet Fo'E XA EMEH] CLI N AR AEH] .

UK

TR ARG

Firepower-chassis # scope system

FR2 HEANRGMRSE:
Firepower-chassis /system # Scope services
IR 3 ELE X} Firepower HLAE K Telnet U5 i), 1EHAT LA F#EZ —:
« ZARVFX Firepower HIAHEEAT Telnet 5], THHIALL R4 :
Firepower-chassis /system/services # enable telnet-server
o AKX Firepower HUARHEAT Telnet Uin], 1E4IALL T dir 4

Firepower-chassis /system/services # disable telnet-server

TR KL IR RGN E

Firepower /system/services # commit-buffer

Gt

PAF 7 1 Telnet - HARAZAT 55«

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

AATAHUWITAE Firepower HUAH L HC 17 52 0 24 2 BEHMN (SNMP). 5 K PEAIE R, ESHLL T E

&
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%xF SNMP

\}

=7 snve [

i PP 25 P (SNMP) 2 — NN TR B3, HI -2 SNMP 8 B G RACEE 2 Tia] FR 0475 B2 (13 EA%
o SNMP FR AT T~ WP AN B R0 25 o ()3 2 A AR HE LA AT T 5

SNMP HEZE b = N850 41 -
* SNMP & RE#E - F Tl i SNMP 47 il R W 42 WM 4% 15 45 TG 31K R 4.

* SNMP X - Firepower HUAH N T AFALAY,  H 1454 Firepower HUAR 1 505 HE AR 3 75 22 1) SNMP
B R T 2 . Firepower HUAHHL S /RHLA MIB 226 . B8 A SNMP A -G 2 #E 28 FnAX
P2 AR, HLE Firepower MR FE 2% 5 FXOS CLI i3 F JEHc & SNMP.

o EHE RE (MIB) - SNMP A HE F 325 0 5854

Firepower HL4f % £F SNMPv1. SNMPv2c Al SNMPv3. SNMPvI1 Fil SNMPv2c #3 4 Fl 3 41 X 2
Ak, K SNMP e X, iHZ B LL Fhrik:

* RFC 3410 (http://tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)
* RFC 3413 (http://tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
* RFC 3415 (http://tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)

* RFC 3584 (http://tools.ietf.org/html/rfc3584)

TR

SNMP & %0

THTERL, SNMP WA 1 Ml 2c EATZER S MLl eI MEmpraE S, Rtk
XA, % TR 7S 2K B RRAS M — () S B

SNMP ] SHE T BE A& BENS ZE BOR ) SNMP AR & o IX 28T AN ZER AN SNMP 45 BILER A ik 1
Ko AT LR RAME L Al ERE S EEEUT. BIAHARE t 8 001 R TR e AR
FifF.

Firepower HUAKF SNMP Il %17 S PP BB A FEBFAN U@ T 5, (A0 SNMP & PR g AE I 31 B

WFIANJGEAEATAAIN, IF H. Firepower HURJCIA A 52 A& 77 CHCRIBAIF . I 1335 K 10 SNMP 27
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Fans |

B svwe zegsimimg

ZREF— SNMP Wi 5 B B 50T (PDU) SKHHATH R . U058 Firepower M4 AW PDU, NJHAJ
PLFR VR IETB A0S K
{HJE, WA AT S SNMPv2e T, XA AL 4, RIEASE S .

pE

5T FXOS J5, 141 SNMP (#4211 1 ifindex i F AL A5k, (A, Y@ EFH 515 FXOS I,
FXOS fii#iA# 1] OID _FHIR 5154 kKA,

SNMP £ 425 3l FA# R

SNMPv1. SNMPv2c £l SNMPv3 43 H KR AN R ) 22 e, 22 4 5 B i 22 4 2 i) & B SRl g A
P SNMP 71 B I 16 22 4L

LAY B L SNMP FE B ORI G B ol FROABCRR o AR B3 7 52 2 15 s 2 i S i e 2
G ZSCFFI 2 PO B TS0 ) 22 8. SNMP 22 40 SCFF AN — A s AL
B

* noAuthNoPriv - J& 5 3 5 iF 2 i 2%
* authNoPriv - S 5GUE, (HIChN%
* authPriv - 543 5 UE AN %
SNMPv3 [A] I $ 4t T 22 R R 22 A g ) o 22 AR I8 o FH P RO P B Ah 1) A 0 158 6 ) B 40 BT 3R

o ARG L ARRR R SRVFI L RGN . AR 2 A I A 4 A K0 2 AE AL B SNMP $i4)s
IR R 1) 22 B

Y #500 SNMP Z 23RN 5B &

R BRI A X

& 13: SNMP & £ 1R ZUFNLR 5

B |3 B IIE RR
=l

=1

vl |[noAuthNoPriv | #| X ZZ 4%

iy

AL DX A R ILREREAT 5 43 BT

v2c | noAuthNoPriv | #: X Z£ 45 B

iy

AL DA e UL RCEA T B 43 BT

V3 |noAuthNoPriv | Ff 4 44

iy

A A UL REHEAT B 0 SR E

535%% E\%Ej Wﬂﬂ%ﬁ‘, 'fﬂ FXOS Kij%’{% noAuthNoPriv 5
SNMP 55 3 hieHc 518 11 -

V3 |authNoPriv |HMAC-SHA

iy

AL T HMAC 241859 (SHA) [ S 5AE .
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snwpia 2215 [}

U | BSMMIEIE | |[RR
= ¥
V3 |authPriv HMAC-SHA | DES | ${/t 55T HMAC-SHA &35: 1 S IAE . BR L T2t Hadgte
(CBC) DES (DES-56) bl G gy S iE4h, IS A Es hn % b
#E (DES) 56 17 il%
SNMPv3 £ £ I8¢

SNMP 3%

SNMPv3 JH 5K 7 9 25 LS i A T B 473 50 AE R0 26 AH 45 5 R AR A W 46 i 22 a4 N . SNMPv3 3%
CURC & (K P OR AU BEAEAE, IF4 N SNMP W8 . SNMPv3 JE 11 J1 I 22 S48 (USM) 24
SNMP W B 24, FERRAELLUTF RS

o THETEHENE - W ORI EORAE R BB D0 T BEAT 18 Ol i 58, I LB 7 1R A 22 i e i)
PAARBE A B FRE .

 HERIE S B IRAE - FRO T (REREZH T R s Ecds ) 197 W] B G 34T A
o WEPUEPERINE - B 0RA R EFBURA N SR SRR sl ke 175 6

Firepower HLFi % SNMP #2441 3 ¥

&%+ MIB B35
Firepower NI SZH67 MIB 1) 215 17
f ] R 2 MIB FIZEA AR SRIBUX 26 MIB (145 &, &2 (AR FXOS MIB Z %455 )

&M T SNMPv3 F P 89 53 36 IE 1Y
Firepower LA %] SNMPv3 1]/ 3 HMAC-SHA-96 (SHA) £ 3 Kk 138 o

&M T SNMPv3 ] P Y AES F2FA 1Y

Firepower ALFS{F H s N & A5 7E (AES) 1E 0 H T SNMPv3 78 BN B AL Wil 2 — JF#F & RFC
3826.

B A B uY priv MR HER] DES 58 128 f7 AES W25 1k £, LLUEAT SNMP 22435 . s
AES-128 Mt & 160 SNMPv3 HI T IR BEAA B 65, I Firepower AILA 1 FH 12 B&FA 25 Aok 242 1 128 £37 AES
9. AES RFAERD A /D0l A )\ 7/ iR 04 iR E, Brbdeei® 64 NMERF.
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B =5 snve stmE snvp m i

J5F SNMP FEc & SNMP [E 14

UK

UNEGLEW

Firepower-chassis# scope monitoring

Ji H SNMP:

Firepower-chassis /monitoring # enable snmp

(AT3E) 3N SNMP 4 [x 5L

Firepower-chassis /monitoring # set snmp community
f set snmp community 45, R EHIA SNMP #EX Z K.

MR E SNMP A X LRI, 2 B33k 3 SNMP 8 B4 3 28 1046 Wi K 5 SNMP A 1 Al
2Co

ER UETEE, SNMP R 1A 2¢ HATEI SR LA b8 eI (77 AL A (5
B BARAEDCERT A, T AT TR IR A e ) S B T

it SNMP #EX A FR; BEAL X A FRHIE SNMP %o 41X 4 W LLURAE R TR A AT i, % 32

MNFEFF .

Firepower-chassis /monitoring # Enter a snmp community: community-name

SR — ML 2R (BJ2, 7A] LUEFH set snmp community 7 56 IUH 20k SRR #1 X 4 5K
CEII Aok SNMP 28 F2 45 BR A% I #8117 SR A5 H SNMP RiiAS 1 fl12¢) 5 1%\ setsnmp community,

{EANEENAL X AT 5 H_ﬂ,a-}n:zm, N K% Enter. (EEIACZEMIX )G, showsnmp it K (L 45
PUFAT: REsEihx.

FRE DT SNMP R GIK AN . REARNEL W LA R PR 747 R, % 255 N7,
e st sk A4 A S S

Firepower-chassis /monitoring # set snmp syscontact system-contact-name

fiE SNMP X3 (JIRS54) AT e ENUNALE . REN E AR LUBERE TR T, &
Z S1I2 NFAT

Firepower-chassis /monitoring # set snmp syslocation system-location-name

WAL SRR RGN E -

Firepower-chassis /monitoring # commit-buffer
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R |

aN ]l
PLR 7R3 1 SNMP, i & 44 4 SnmpCommSystem? ] SNMP #L[X, [t & 44 4 contactperson
MARGERN, BLES N systemlocation (IR ANMLE, - HARATS

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

T—% it a
A SNMP FEBFAI] ™ .

£1)3Z SNMP [

DU R 45 38 2 40 B SNMIP i
A

AR 2 UE U\ SNMP B,

UK

7 AP VN LY B
Firepower-chassis# scope monitoring

FH1E 2 31 SNMP:

Firepower-chassis /monitoring # enable snmp

B3 [ HIEEMENL . [Pv4 HikikEg 1Pve Hiulik6) 2 SNMP K.

Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

LA 52 T SNMP [ SNMP A X Z8lfiAs 3 F 44

Firepower-chassis /monitoring/snmp-trap # set community community-name

F85E SNMPv1/v2e #H X FFF B SNMPv3 )74, VAREVIRIFEREE bR, BiA&aAE, RSN
BEWFEX R B2 S 32 NTFRF, AEEH: BANAT R

PS5 fiE T SNMP KB i 1 -

Firepower-chassis /monitoring/snmp-trap # set port port-num

L6 F5 8 T FEPFR SNMP A FNI 4
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TaigE |

Firepower-chassis /monitoring/snmp-trap # set version {v1 |v2c | v3}

ER THEE, SNMP A 1M 2¢ AATME R CAN A e ATRAA I 177 A A (S
B WA TR, A% RS ISR R (1 S IR R R

CATHE) F 52 BRAL L.
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
BT BT LU
* BEBH (traps), W IRASIESE v2e B v3.
* @ (informs), W A RAIE R v2c.
AR EBOIRRAIERE vac I, AT LUK m K .

CAa) I IRASESE v3, 1F e 5 BB SR AR -
Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
BT LA
* auth - SR EHA N o

* noauth - AT SR IEEOINE . WER, BARRLHEE, HFXO0S AR SNMPv3 Bl & {1 H]
ez .

* priv - SR UEFIIN .

BN R G EAT 55

Firepower-chassis /monitoring/snmp-trap # commit-buffer

Gt

LLUR 7R )5 H SNMP, i H 1Pv4 Motk @z SNMP FEEE, $5 a2 B R AR 0 1 3 A
SnmpCommSystem2 #L1X, FFIAR & v3, KB BEE NN, K v3BUIRBE N “RL
FR (priv)” » I HARHNTSS:

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower-chassis /monitoring/snmp-trap #
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ez savp iz i

PLUR 7R )5 ) SNMP, i 1Pv6 Huhil- G SNMP [l Fi 52 BB 20 2 A
SnmpCommSystem3 #L[X, BERRAE B H v3, KRl A B E A FEBE, K v3 BURBEE A “H
M (priv)” 5 I HAfMESS

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem3
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower-chassis /monitoring/snmp-trap #

fER SNMP & B

L1 FEN AL

Firepower-chassis# scope monitoring
SIR 2 MIBRATA R E THLAL TP Hudik (1) SNMP BB

Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}
PR3 KEF IR R A E

Firepower-chassis /monitoring # commit-buffer

T

DL 7GR A7 T 1P Hidk 192.168.100.112 [ SNMP FalE, 3 BIRAT(T %

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

£1)32 SNMPv3 i

TR AR

Firepower-chassis# scope monitoring
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. i SNMPv3 Fi

FIE2 )i H SNMP:

A

Firepower-chassis /monitoring # enable snmp

S 3 A4 SNMPv3 H /.

Firepower-chassis /monitoring # create snmp-user user-name
i\ create snmp-user &5, RIUHH SN ED.
Firepower eXtensible Operating System 5 £ AT/ AN i e LA R 2R 1) 254 -
o WIRELE /b 8 MERT, % 80 AT
o WAL B BE . BUF AL A4
~ @A &N <>
s AMIOETUTFAS: § CGEIURFS) 2 (a5 mi= (5 .
o WO E 2D 5 AN AT

* MG I 2 IE S GG T BB B PR 123457 A DU IR

Fans |

2 Sy 2 Sy

TR, TR

“ZYXW” AE AR TR DRI P AT I B A AR CEHA KT 4 2 6 47

FE) DU ARG 2R 2 RN

R AR BOE TATEO T LN, RGNS T ISR s T AT

. Fltn, abed&!121 FEUH B ALK AT W, {H abed&!125 A4s.

PR A 457E SHA S I Uk A A O -

Firepower-chassis /monitoring/snmp-user # set auth [sha | sha224 | sha256 | sha358}
HIRS o HEEEH] AES-128 & IAEH] -

Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}

IATE LN S25H AES-128 fn% .

SNMPv3 ANSZ£F DES. WHRKSLE AES-128 fRFF2EH], WA UATBRRA N, AT e & 1 B AL 25 i #41

AL
HYR6 FHEH
Firepower-chassis /monitoring/snmp-user # set password

i\ set password &5, REUEHFLNEE A IFHIIN S .

TR PSRRI RSB E

Firepower-chassis /monitoring/snmp-user # commit-buffer

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)



k% SNMPv3 F§ .

aN ]l
LU 745 3 I SNMP, Al 44 4 snmp-user14 [) SNMPv3 H1 7, J5 FHl AES-128 &, WHEZ
TR FAZERS, I HAEATAT S

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

fIES SNMPv3 B

g R I YNIE AL S

Firepower-chassis# scope monitoring
P2 MIERIRE R SNMPv3 HIJ

Firepower-chassis /monitoring # delete snmp-user user-name
PRI MEFIRTHARGNE

Firepower-chassis /monitoring # commit-buffer

w151
LR 7B 5 44 9 snmp-user14 () SNMPv3 H 7, If BIRAAT 45

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4d
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

EE L4787 SNMP i &
LU CLI a4 W 2485 SNMP & - FFGERE
A

IR EHE3) FXOS J5, ] SNMP (1) FXOS #1111 ifindex IiF A28k
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B s=zzsmswwe s

UK
BEA AR

firepower# scope monitoring

WY1 SNMP % :
firepower/monitoring # show snmp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact: R _Admin
Sys Location:

F1 e 4 E ) SNMPV3 H P
firepower/monitoring # show snmp-user

SNMPv3 User:

Name Authentication type
snmp-userl Sha
testuser Sha
snmp-user?2 Sha

B H 241 52 L SNMP B«

firepower/monitoring # show snmp-trap

TaigE |

SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
trapl informs 162 *xok K V2c Noauth Informs
192.168.10.100 162 KKK V3 Noauth Traps

5l

P R B R U] SRR 2 SNMPV3 FH P IRIAE DG PRSI & -

firepower /monitoring # show snmp-user snmp-userl detail

SNMPv3 User:
Name: snmp-userl
Authentication type: Sha
Password: ****
Privacy password: ****
Use AES-128: Yes
firepower /monitoring #
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B & HTTPS

\}

AT HUHTLE Firepower 4100/9300 HLAH LA & HTTPS.

a4

0] LIME ] Firepower HLAH4S FE A8k FXOS CLI % % HTTPS ¥ 1. 45 HoAth HTTPS fic & 4 ] 45 1
FXOS CLI 5¢ .

IEH . BRRMEZEER

HTTPS i F ARt (PKI) FIAAELE AN (B2 7 i i) W8 #% A1 Firepower 4100/9300 #L
F) Al e AT .

A FN = AR

RS PKI ¥ 45 B A — AFHHEXSFR Rivest-Shamir-Adleman (RSA) #5354 (Horp—AMEFENRAE, H—
ANATE) s AFELE N . AT — 29 g B3 o] o — 2 g . BRIEIN# M A,
L TTAE BT M AR, Bl B SRR R . %7 BT DUl A
BRHINE BFCR “87 ) DA ESRIEH I A8 A A WSRO AT A8 FR AP
i B, W) 326 5 S AR S AL B I T AT AU LAIE W o s s K B R LUAS ], 7R (K Oy 512
LA 2048 7. — MR, FMKERK, 2o, FXOSHAE—ANERINEYIIN, H7 17 2048 47
IR, I VOIS 2 B PR,

DR SRR A PR S e o 0, e 2T S T A BRI B PIFRIE TS

IEH

VRN AR AT IHE S, PIB & E LRI UE T . B PR & R AP LA S S
R4 MR BRSOl . BRI AR, Wk B A CREPINM AR AR . TR P A
BoR ABAUEBRBERN, B R SRR S, HA S s iyl 2s B S ik s .
BOAEOL T, FXOS & WEM LU, Hrh @&k ABNEYI A,

ZiEER

B FXOS A5 10 S A3 IiE, 85T S AR AT RS s AT i SRIDO 2 B A L4 54 (1 58 =7 1k
5o B =TNUE AR B M52 AGE M2, AT LUERIEBAULHU (CA), thrf LU+
) CA BUfEAEAE GBI R CA FIEAEEE— 70D o SRPUFTIET, n2il it FXOS A il 15K,
IR R B ZAEE R

EEEM

UEF5 420K 1] Base64 4 X.509 (CER) #%3.
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B2 % AR

Fans |

FXOS % 3 RF 8 NMEPIH, WHEBOAE I,

UK

e

Firepower-chassis # scope security

B Iy 44 % P13

Firepower-chassis # create keyring keyring-name

BE SSL B (BAAL A AL -

Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
PEATATS5

Firepower-chassis # commit-buffer

ot

LA Nl G s PIR /I 1024 4713 P14

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

T—$#tta
I GIRIE R, A% PIROIARAE Bk

EINERECAE AR

T

SIE2

U SRR A PR sl ], A 2T Bl FOR A B PR
UK
HEN 22 AR

Firepower-chassis # scope security

HENERINEE PP () 55 PP 22 o

Firepower-chassis /security # scope keyring default
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FOBT AL BRI B P

Firepower-chassis /security/keyring # Set regenerate yes

RAAESS

Firepower-chassis # commit-buffer

Gt

YRNVIER e T NN ZEOT

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

1132 % THIRRYIE T 1A 3K
158 PR 74 1 1328 B S TR 5 18K {35 PR R A 6 00 01 8 2 SAFR MO E 45 1 K

UK

HEN 22 A
Firepower-chassis # scope security
BEA B PIARCE R

Firepower-chassis /security # scope keyring keyring-name

fEHIARE 1Pv4 58 IPv6 Ml sias ekt B LR A4 BRIV UE T5T5 oK . R GeRe 3 s Ji A IE 1577 5K 11 %5
i,

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}
RN

Firepower-chassis /security/keyring/certreq # commit-buffer

B R N] LLAT I A% 2 A5 Al BAE 5 AU A WU (IR iR 3K -

Firepower-chassis /security/keyring # show certreq
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Gt

LA R 7 A P S AT 3508 S YIS I s HAT TPv4 ik RAIE PR K

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:
MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQERBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2rnRF8OPhKbhghLAl1YZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1IUJEQEB/wQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

T—F Mt 4

o SHRE R ICA (45 IFIR [BEGIN] MIZ5 K [END] A7), JEEHARAEBISC b . el AT e+
TR I SCAT Bk AR AR AR B AT, DRI PIAIEF .

* QU AR AT RUF R E MBS F AR IR 5. G S2 51 O F 0 WS AR R B K £
AR BB B

1 F S Rk el 2 % AR AYIE R I1F K

pz A BN E N S

Firepower-chassis # scope security

B;2  ENEPIARER

Firepower-chassis /security # scope keyring keyring-name

PR3 QUEHE K
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Firepower-chassis /security/keyring # create certreq

T 58 O ) FITAE TR /00 DX PR R 5/ XA

Firepower-chassis /security/keyring/certreq* # set country country name

58 5 SRAH SRR IR 4k i 55 &5 (DN'S) bk

Firepower-chassis /security/keyring/certreq* # set dns DNS Name
i858 5 UE T SRAHSCHR B Ml A3t «

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

&5 Firepower 4100/9300 HLAH (1) 1P Mkt

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

T U SR IEALE A5 10 22 7 s FS BT A B 0 1T il B«

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

o i SRUE S M 2R

Firepower-chassis /security/keyring/certreq* # set org-name organization name

e HE AT -

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

N UE - SR AR E TR

Firepower-chassis /security/keyring/certreq* # set password certificate request password
FE TR ICUE R I 2wl ST . e E R X

Firepower-chassis /security/keyring/certreq* # set state state, province or county

¥ Firepower 4100/9300 HLAH 158 4% IR s 1k 4 -

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

FEALAESS

Firepower-chassis /security/keyring/certreq # commit-buffer

SR T DL I Rk AT AT A BUE TR LA R E 51 K

Firepower-chassis /security/keyring # show certreq
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Gt

pEL

T 2.7 ZRTIRRAS,  BATTEE AN ZEAT F AN4i7 FQDN (1) “set dns” 5% “ set subject-name” K
PEAZZIX o W HAE 248 FHAE FQDN [¥) DNS B 38 A Rk QA UF LK, )2 3 30k

=]

Ko

LR 7 B4 P veir R 100 5 A G I (s BAT TPv4 L RAIE 5135 >

Firepower-chassis# scope security

/security # scope keyring kr220

/security/keyring # create certreq
/security/keyring/certreg* # set "ip 192.168.200.123"
/security/keyring/certreg* # set subject-name "sjc04"
/security/keyring/certreg* set country "US"
/security/keyring/certreg* set dns "bgl-samc-15A"
/security/keyring/certreg* set email "test@cisco.com"
/security/keyring/certreg* set locality "new york city"
/security/keyring/certreqg* set org-name "Cisco Systems"
/security/keyring/certreg* set org-unit-name "Testing"
/security/keyring/certreg* set state "new york"
/security/keyring/certreg* commit-buffer
/security/keyring/certreq # show certreq

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

H o e FH o o S

Firepower-chassis
Firepower-chassis

Certificate request subject name: sjc04
Certificate request ip address: 192.168.200.123
Certificate request e-mail name: test@cisco.com
Certificate request country name: US

State, province or county (full name): New York
Locality name (eg, city): new york city
Organization name (eg, company): Cisco
Organization Unit name (eg, section): Testing

Request:

MITIBfTCB5wIBADARMQ8wDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNnlt8gMZ04UGQILKFXQQc2c8b/vil2rnRF8OPhKbhghLALYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4ARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dt ztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAGMBAAGY
LTArBgkghkiGO9wOBCQ4xHjACMBOGA1UdEQER/WQQMA6CBNNhbWMwNICECSE1XJAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw5 6RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDIAV
TTYVvUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

T4t 4
* SRREATR IR CRSETHR [BEGIN] MG [END] A7), JRRIARAEBISCAF o KA UE TS
TSRS AR S AR AT S AR, DARICE AR TS .

* QIR RO E MG AR AR I 5. U525 RO F 0 WS AR £
A B B 5.
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Firepower-chassis # scope security

QU2 AT AL

Firepower-chassis /security # create trustpoint name

N MR AFAT AR EUETAE B

Firepower-chassis /security/trustpoint # set certchain [certchain ]

MRS P IREIEDE R, RERKRAEMAE B ERTIEL, & XRRIEBR(CA) FIE
Pigtt. AEHAEER 17, # A\ ENDOFBUF LL5E kAl

EBE UEBUUR T Base64 gt X.509 (CER) # .

A5

Firepower-chassis /security/trustpoint # commit-buffer

Gt

LUR 7R Bl 3 52 A5 A i F R0 32 AR AT miR AIE A5 -

Firepower-chassis# scope security
Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.

Trustpoint Certificate Chain:

VVVVVVVVVVVVVYVYVVYVYV

MIIDMDCCApmgAwIBAgIBADANBgkqhkiGOwOBAQQFADBOMOSWCQYDVQQOGEWJIVUZEL
BxMMU2FuIEpvc2Us IENBMRUWEWYDVQOKEwxFeGFtcGx1IEluYy4xEzZARBgNVBAST
C1R1c3QgR3JvAXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYO0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskVv0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEGZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQOswCQYDVQQGEwWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5fKgGQgXc
wR4pYiO4z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

aezees ]

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .



B scssazex

Fans |

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

T—%Hft4
MG AR SIS WU HUR AR U PIFRIE T IR L N P1R.

RIEH SN E AR

\}

FHIEZ Al
o P AL E BPMIE B I IE B B 5 A R
o MAGAE A BUEAS AUAH AL SR P FAIEAS -

P i

W M 2 A HTTPS R & F S 5R P iuE, 520 8587 3 3 HTTPS A EfpniE B, H%
VEAIME B, 1S FHi a8 HTTPS , 55 151 .

i

BEN 22 AR

Firepower-chassis # scope security
HEANREHMGIE TS f 3 P R C B AR

Firepower-chassis /security # scope keyring keyring-name

i NGRS SR 5 A5 ATl B A WL 38 8 2 A5 AT 1
Firepower-chassis /security/keyring # set trustpoint name

JA B T AR _E A% 3 SHPRUEAS (K0 T HE -

Firepower-chassis /security/keyring # set cert

FESRZRAE s R AN AR B BUE A AR U R BRI SO . #EUEP S R —4T, £ \ ENDOFBUF
TEIUET RN o

EBEI UEBUUR T Base64 g X.509 (CER) # .

FRAAESS

Firepower-chassis /security/keyring # commit-buffer
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A5l

DM NN LR SPI R AT bR AN SR

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

\%
VVVVVVVYVVYVYV

\%
1
1
1
1
1

2

o

Q

g

H

H

=]

2

H

=
1
1
1
1
1

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

T—5Hit4
A% FH 35 AR B HTTPS RS .

N
=

PIR4

SERE HTTPS FCE CRLRE S S0k i HTTPS Al H 1 R SHIA) J5, — BRSBTS, Y
AT HTTP F1 HTTPS &1 # o A1, 1A Wt

BEAN R Gih
Firepower-chassis# scope system

BEAR GRS

Firepower-chassis /system # Scope services

J8 /] HTTPS R%::

Firepower-chassis /system/services # enable https

(%) FREEAT HTTPS B .
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Firepower-chassis /system/services # set https port port-num
PSS () FRECQIEM T HTTPS I PIA 4 05
Firepower-chassis /system/services # set https keyring keyring-name
HW6 (W) HEERAII Cipher Suite 224244
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode 7] LA LR G 72—
* high-strength
* medium-strength

* low-strength

* custom- FCFME 4R FH /7 5 XL Cipher Suite MRS ARYE 745 5 o

FHIET  (A[iE) WK cipher-suite-mode # jcustom, 15 381 Cipher Suite 241k [ 5 L -
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string
cipher-suite-spec-string 1] AL 5t £ 256 AN F4F, I H L2545 OpenSSL Cipher Suite Filyt. AfHE
FUEAT A B R 4T, 1 OIS + ()« - GEFAP M (B9 BRAb. AXRIFEAE R,
1524 http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite .

B, ERIAELL T, FXOS A IR o o S R 7 1 3 A -
ALL: !ADH: !EXPORT56: ! LOW:RC4+RSA: +HIGH: +MEDIUM: +EXP: +eNULL

B WK cipher-suite-mode % & 4 BRcustom 2 A ATAR] AR, ) 2008 e 2E 37

SR8 (L) FHEENIE MR A
set revoke-policy { relaxed | strict }

TR FHEF IR RSB E

Firepower-chassis /system/services # commit-buffer

Gt

PUR 7RG G H HTTPS, R 5 85 A 443, B3R L BRI kring7984, 44 Cipher Suite
WARYNBE A, IS

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #
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FENCY = |

B HTTPS i

TRIAEOUT, 7R 443 FJ8 ) HTTPS RSy, % EVEZ5H HTTPS, {HAT LA S o, BT
HTTPS %4 .

UK

TR SEARGH:
Firepower-chassis # scope system

ARG S

Firepower-chassis /system # scope services

N
g
N

$IB 3 $55E 0T HTTPS BRE 55 1«
Firepower-chassis /system/services # set https port port-number

k) port-number $552— N 1 A1 65535 Z IR E. BRINIEOL T, e 1 443 15 A HTTPS.

TR BEH RSB RAIE
Firepower /system/services # commit-buffer
S HTTPS S 5, A 2467 HTTPS 2 i #RH5C T F ™ it A8 HI i 11 B30T 8 5% Firepower L
M PGS, W PTR:
https://<chassis mgmt ip address>:<chassis _mgmt_port>

Hrp <chassis mgmt_ip_address> & #87E VI 4R T & A 1B 51 N R Firepower HLAA A TP Huhb sk FH1 42,
<chassis_mgmt_port> s %W NIBCE ¥ HTTPS i [ .

w15
PLUR 7~ 60K HTTPS ¥ 115 15 ok 443 H HAR AT 55

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

= /33 HTTPS

IR CAE HTTPS BB S PIARIRESS, R8T 3 3 HTTPS A REAEFrE15 /£ 4. A
LAN R e 5 AT B B3R K HTTPS
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UK

TR SEARGH:
Firepower-chassis# scope system
P2 ARG

Firepower-chassis /system # scope services
HIR 3 K HTTPS B PIFMK I LB A -

Firepower-chassis /system/services # set https keyring default
T4 BRI BRARCE

Firepower-chassis /system/services # commit-buffer

PRSI,
FIR6 MR PIAKBLE HTTPS:

Firepower-chassis /system/services # set https keyring keyring-name
TR KRS IR RIR AN E

Firepower-chassis /system/services # commit-buffer

UK

P PN AR

Firepower-chassis # scope security
PR 2 MERIEE Z A

Firepower-chassis /security # delete keyring name
PR3 TS

Firepower-chassis /security # commit-buffer

Gt

LR s IR B 134 -
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Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

MiFr = EER

FHia Z |l
i R SR RAL ] 32 A5 A R

P AL

Firepower-chassis# scope security
P2 MIERSRE ZAFAE

Firepower-chassis /security # delete trustpoint name
P3RS

Firepower-chassis /security # commit-buffer

Gt

LUR 7R B R 52 A5 AT 1

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2% F HTTPS

TR SEARGH

Firepower-chassis# scope system

P2 ARG

Firepower-chassis /system # scope services

$183 A5 HTTPS IRk%%:
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Firepower-chassis /system/services # disable https

FAESF IR B RGN

Firepower-chassis /system/services # commit-buffer

Gt

PLUR7RBIAE A HTTPS H42 384145
Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

AFRIIN G RIAE . ALK . AR5, TS LU 18

RAIE . FRBCIK (AAA) & —ARS5, I T 000 M 2g BRI R s i) . SEESRms . PPAS (IS DL T
B AR ST EATV SR P A B e SO IR T YU o FRBUT TS Sems, I LU SHEms il e 200
OIS UE A ™ REAE U ) DR LE DR PSR 55 o LIRS IR TR) A A B B R, IR e BEUR ] T 2 A 2y
BT o IXECTEREN T ROHEAT W44 45 BRI 22 A Pk T 75 2 QT 2

B30

S RAESR AL T AU RN R ik, XA RIE H ST A SO0 S A R R, R
JE T USRI . AAA IRSS a5 2R HE ™ B A 0 SR AIE S5 s e b A7 Ak 1 R P AR AIEREA T BRI RS
UEDCHEC, W sevr U5 ) P4 o AR SEEANVL S, U SR B TR R, FARAE R 2 )

&R LUK Firepower 4100/9300 AILFA HC EOGHLAR A BLEREAT B O ik, GG LLF & i
* HTTPS
* SSH

C TR

&

FEROE AT A KI5 SRVFREAS I U I RS (35 3l . BRI S5 o AT IR )
A RES BRI AT 25 RR ST 1K) U5 1) B 3 o
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izzasa I}

=it
K TR A U ) T TR A B i, 3R] DU AR eI TR S sl ) AE 2 10 1) A dk sl
P B R ROl IS SR S IR ST TS S AR RT3 A5 S T AT AR
Tk T BEEOM R A RS .
SO, FNMIEKZ BHMZE
T USRI Y B B R Th e, AR AT LR LS BB IR D RENC S A o SRR £ RS Y P ik
By RAIE . AT OO FAC K D fE,  thn] DURE IS S O B e AN A S REBE 5 1
EZEL:0E=gy gt
FXOS SCHRFEL TR 5 03 Bk
© AR - SCRFLUT 4% AAA JIRSS:
* LDAP
* RADIUS
* TACACS+

« Nt - Firepower HUA 4EY—AN Al FI T 7 BC B SCHEHE 76 A - B0 12 o 45 mT DAAE JT b A s b
FEAREE AAA MRS 2SREEMEH P S B0 UE . FACRTENK o

RRft
FXOS SCHFEL A (B R sCE AT AR R AL T LA PC It B 435

« EER - MM EANREMBEE YT BOAEN, T RBOMEE K R, JFEA
XS FLEAT B

* AAA BB - X AT AAA BCEHTES VIR o R GEHAR A BT ) o

o JRE -0 NTPBCE S JH T4 B4 0] 1) Smart Call Home Bl & MRS H ik (U3 RS H BRGS0
W) BT S Vi . 6 ARG S I 1)

o RUE -0 RGBT LB ), HIERUE S R GRS

A RAHH M ORI TERE R, WS, 5 47 1.

& AAA
XL LI T {E Firepower 4100/9300 % [ B B M I0IE . BEBCRNILIK (AAA) AR
1. BB SRR .
o ARHb - FH P OMA IS Y B0 A, 5 47 T4

© LR - BUEETE AAA RSG5V A BCE K, Rl
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* BiC'E LDAP $24ILFE)Y , 2 156 1L
* lid'E RADIUS (R 7 , 25 161 1T

* Bl TACACS+ #EHERE T , 5 164 1L

N

ORI AR AAA RSB, i 5 e R IR 38 1
B FHANE AAA %, SRIGTE Firepower HLAG [t & i fs
AAA REH$VT )

2. FREERINGIAF vk - IX R B, 5 47 T3
~

I QBRI G SRR R S B 47 50 UEES 15 A A A (R R A S A SR P (RADIUS.
B TACACS+ 5 LDAP) , /NS HFIX L8] /1 5 it JCv0 08 502 I 25 S I 5 () S e ) ()
an, MR Z R 55 s B LA e ) .

BLE LDAP $E1ti2F

BCE LDAP {2t 2 Fr R B 1%

TEUGAT 45 T C 1) & )1 e SR A PR B A AR e e i 5 R BN . W R MR IR P R A
X e Jm LK) ¥ &, ) Firepower eXtensible Operating System#fiff FH 1% 158 & I 205 BRI BEE
WA Active Directory {F ) LDAP R %5%%, 1 {E Active Directory R 55#% -H 8 FH Ik 7 LAY &
Firepower eXtensible Operating System. I N H AT KA L #2505

UK

BEN LA

Firepower-chassis# scope security

BEN 224 LDAP B

Firepower-chassis /security # scope ldap

AR XA B 45 5 JB MR I 1 SR AT B PR R
Firepower-chassis /security/ldap # set attribute attribute
AR 5 4 DX 44 (R0 Sk A T HiE PR R -

Firepower-chassis /security/ldap # set basedn  distinguished-name

HIRS OO S8 1L D 23 1 I sk A T A R R
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ez wap 2tz

Firepower-chassis /security/ldap # set filter filter

Hor filter /2 25 LDAP iR &5 #s— e R se s m v, 4140 en=$userid 5% sSAMAccountName=$userid.
YRR IIALE $userid.

BEE RGAEIE W] LDAP MRS A HLZ AT, K525 A i 55 4% 5 L 0 2 ) B i)

Firepower-chassis /security/ldap # set timeout seconds

RAE SRR R I

Firepower-chassis /security/ldap # commit-buffer

Gt

LU Rk LDAP J& 1 1% B4 CiscoAvPair, H5IEREX 4 ¥ E K
“DC=cisco-firepower-aaa3,DC=qalab,DC=com” , {41l JE#%15 & & sAMAccountName=S$userid,
P TR BB E A 5 B, IF HAEAC (155

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

a4

£l LDAP 12152 %

N

1 LDAP FH ) DN #8Eid 255 NF4R/F, H B0k,

=Mt 4
B LDAP 1R HLFEFF .

M UL R D R UFIC S LDAP 3248527, R4 I Firepower & 4 $2 L3 T LDAP 1) AAA JIR 55 14E
PEBI ) TR

a4

Firepower eXtensible Operating Systemi % 32 £ 16 4~ LDAP $#2tFE .

FHiaZ |l

WAL Active Directory £ LDAP i %545, & 1E Active Directory JiR45#% 61 g H Ik ;- LY e
Firepower eXtensible Operating System. K = N B AT AN I B 1205
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B oz woarizpes

Fans |

UK

BEN 224

Firepower-chassis# scope security

HEN 424> LDAP £ :

Firepower-chassis /security # scope ldap

A4 LDAP fiR55 #5524, BEA %24 LDAP RS54t
Firepower-chassis /security/ldap # create server server-name

W SSL & A, server-name  GEH N TP Hihikii FQDN) 40K HH VA LDAP AR 55 % 2 4iiF 15
(138 4 7% (CN)o BRAEFEE T IP Hiuhl, 750200 & DNS R4 28 .

CHIE) B LDAP JEE, FIRAA# T A (A Dk B A -
Firepower-chassis /security/ldap/server # set attribute attr-name
PEJE PR 2 Se — DN AFRMER . RGAEH] P i A UL T 1 44 PR R
AL EET, BRAECA LDAP 3R AURE P BEE T BAE L.

(FI%) 75 LDAP JZR SR P i B e KD 4, AEILZ R, B k0t HAR g
MRAEIEHT P AR 1 DN IS, g% a8 2 TR ISR -

Firepower-chassis /security/ldap/server # set basedn basedn-name

BEfl DN PR FE B W] LA 255 ANF 45082 CN=username /5, Hf, A &FRH22R88 ] LDAP
G U0AIE VT M) Firepower HUARE L #3 5 FXOS CLI [ )7 o

A A IETR, BRAEC A LDAP 3R ftfLw s 7 B JERE DN,

(ATi%) A LDAP #ffs PRIk 7 BEE X3 44 (DN), 2K 7 0 JEAitl DN T BT S B U1 2 AL
B

Firepower-chassis /security/ldap/server # set binddn binddn-name
SCRFIIRCOR AT H N 255 A ASCIL 745

(AIE) K5 LDAP R MR ILRC &g S ug s il ) 44

Firepower-chassis /security/ldap/server # set filter filter-value

Hidb filter-value & 5 LDAP ka5 — & H 1L yEs @ M, #1i cn=$userid 5%,
sAMAccountName=$userid. it & #2454 2 Suserid.

FAE N LI, BRAEC N LDAP $24R F B E T BN pE RS .

YR DN $55E (1) LDAP 504 220K 7 1 2 %05 «

Firepower-chassis /security/ldap/server # set password

PIWE N, THTEREN set password A, % Enter B, JFAERENTRAL N B P(E .
fsn] LU AT EARME ASCIT 455, HAHE. § (015 o 2 (H5) mi= (&5) Bk,
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H$E9  (u[ik) 4/5€ Firepower eXtensible Operating Systemfif Fi] It HE AR 7% 7 BEAT B 473 3641 (R I «
Firepower-chassis /security/ldap/server # set order order-num

P () FiEM TS LDAP JIRSS A0 A5 (K 1 o ARvtEs 15 389,
Firepower-chassis /security/ldap/server # set port port-num

T]N 5 LDAP IR55 AHB AR I, 5 F B A A
Firepower-chassis /security/ldap/server # set ssl  {yes | no}
eI -
* yes - WMAUINES o Wn R INEE TCIE VIR, JEHR R
* no - AN . B IR RS B AW SCARIR
LDAP {8 H] STARTTLS. X fVF{8 I3 11 389 HEAT A d A5 o
$IB12 fRCERGHEIN 20T, REFARES: LDAP S A INRAE 57 (K I (LU sy -

Firepower-chassis /security/ldap/server # set timeout timeout-num

EN—MT 18 60 Fz (Al aesh, sigsmA 0 (&) , LIy LDAP $2 (LR B 48 2 (14 e i iy
fi. ERIMEN 30 7,

PR3 SRRt LDAP SR bRy sl g% ae PR A5 S AL g -
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
HEIGLT «

* ms-ad—LDAP #2627 )2 Microsoft Active Directory.

* openldap—LDAP # L5274 J& Microsoft Active Directory.

PR (AL RS MR A
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}
iR PR PC B AR Ji T SSL 82 5 A AR

FERS K HS R RSN

Firepower-chassis /security/ldap/server # commit-buffer

Gt

LAUR 7l 852 44 0 10.193.169.246 1) LDAP fik 55455661, BUESEE DN #65. e. il
SSL e MM JE L, JF HARAAES

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
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"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qgalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

PUR 7RI AN 44 4 12:31:71:1231:45b1:0011:011:
ARG MU g

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

SSL.

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

HH= H = o H H

BEE POV R L,

Firepower-chassis /security/ldap* # create
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

HEN 22 A

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

Firepower-chassis# scope security

HEN 224 LDAP KR

HH H o H

order 2

port 389

ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

set
set
set

900 Y LDAP IR45#35241, Ml E 482 DN,
I HIEAAT 55

server 12:31:71:1231:45b1:0011:011:900

order 1

port 389

ssl yes

set timeout 45
set vendor ms-ad
commit-buffer

set
set
set

Firepower-chassis /security # scope Idap

IR T 0 (IR 55 25«

Firepower-chassis /security/ldap # delete server

FAESTIRAL R R AL & -

Firepower-chassis /security/ldap # commit-buffer

Serv-name

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)



g & ranius s2itizr [

A5l

LL R 7l IR 42 4 1dapl () LDAP k%% 5%, I HARATAT5%:

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

Bc & RADIUS 1212+

BCE RADIUS 2412 FF R B 1%

FEICAR S5 TP OB 1R JB M) T I 2R 2 () AT S IR PP R BT 5 2 BB . R BN R R e 45 A
X 2 g PE1 S, W Firepower eXtensible Operating System i 1% 15 & - 20 BRI 152

UK

BEN AR
Firepower-chassis# scope security
HEN %24 RADIUS X
Firepower-chassis /security # scope radius
CAIE)  $REAETE W] RADIUS g5 a2 /i, HB 2 e 5 IR 55 s B KK -
Firepower-chassis /security/radius # set retries retry-num
(ATE)  BEE RGAEVE W] RADIUS JIRS5 2315 WU 1, K5 S84 I 55 4 5t Wi 7 ) I T
Firepower-chassis /security/radius # set timeout seconds
RS AR BN ARG E -

Firepower-chassis /security/radius # commit-buffer

T
PAUR7- 645 RADIUS HIK B B o 4, Kol AR BCE Y 30 2, Jf HERAAESS

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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. 122 RADIUS 121725

T—5Ht4
B RADIUS #2452 % .

£1)32 RADIUS 121%12F

N

FE IR LA PR A & RADIUS $24tF277, B4t Firepower % % #2415 T- RADIUS [ AAA ik
25 [P R e T FE R 45 2%

a4

FIE9

Firepower eXtensible Operating Systemi % 3 £ 16 4~ RADIUS $#fiLF .

UK

BEN 2 AR
Firepower-chassis# scope security
BEN %24 RADIUS B
Firepower-chassis /security # scope radius
Al RADIUS 554 e, 3k N\ 44> RADIUS JIR 55 ##(:
Firepower-chassis /security/radius # create server server-name
(nfig) 4R 5e M5 RADIUS IR 55 2 il A5 13 11 .
Firepower-chassis /security/radius/server # set authport authport-num
BE RADIUS fiR 45 #4281
Firepower-chassis /security/radius/server # set key
BOREEYIE, AN setkey )5, % Enter H, JFAERRAT AN B PIUE .
AT DU AT EARE ASCIL 47, A%, § (OS2 () mi= (58%5) BRSk.
CArae) 457 2l IR 55 & HOUT -
Firepower-chassis /security/radius/server # set order order-num
CATE)  BEEAETE WIS &8 CoR M 20T, H0Fr2ily RADIUS iR 55 & 2EA T 045 1 KK -
Firepower-chassis /security/radius/server # set retries retry-num
70 RGAETE W] RADIUS 55 St WL BT, RS540 IR S5 45 A Wi 17 1] o«
Firepower-chassis /security/radius/server # set timeout seconds

N R4y RADIUS $AURE P IE S0 2 B 6k, @IS G B = A8 BT (Timeout) fE.

ARG EAE S5
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Firepower-chassis /security/radius/server # commit-buffer

T

LR 7~ A — N 44 4 radiusserv7 [IHRES 2855451, K 5 03 S0 iE o 1 2B A 5858, 2 EH
B M radiuskey321, FFMUFBRCE N 2, KA RSB E N 4, FOEINBCE N 30, JF HIRAZTH
%%

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv’7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2
set retries 4
set timeout 30

#
i
#
# commit-buffer

fiB% RADIUS 12 {32

7 AR PN T
Firepower-chassis# scope security
SR 2 %4 RADIUS #at:
Firepower-chassis /security # scope RADIUS
PR3 MIERSRE IR ST A%«
Firepower-chassis /security/radius # delete server serv-name

TR KHES IR R A E :

Firepower-chassis /security/radius # commit-buffer

w15
DL x5 IR 44 4 radius] (K] RADIUS k4548, If HAEASAT5 -

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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B == acacs: 2z

BcE TACACS+ IR {1z =

fic & TACACS+ 12 {72

\}

FFRIE

FE AT 25 HP G B 1 M T 2R 2R ) A AR P e e 5 2 B . i R R LR L
FEARATIX L JE P ) ¥ &, W Firepower eXtensible Operating System i H 1% 1% & I ZI& BRIABE

R

FXOS WA SCRE  Zeum Uy [l 45 28 U7 M 458 ) RS9 8 (TACACSH) Whisl If i 2 Hi 1l

i

BEN 22 R
Firepower-chassis# scope security
HEN %4 TACACSH £ :
Firepower-chassis /security # scope tacacs
(Ai%) W RGAETE W] TACACS+ JIRGT ST L H, 44 85405 JIR 55 2 At Wi 12 1) I [ 2
Firepower-chassis /security/tacacs # set timeout seconds
VAT 1 2] 60 MR REEL. ERIAEA 5 7D,
KRR B R AR E

Firepower-chassis /security/tacacs # commit-buffer

A5l

PUR7- 1K TACACS+ I ] F@ i &N 45 70, I HIRAS AT 45

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

T—5Hit4
A1 TACACS+ $ it %,

£Il3& TACACS+ 122 Fr

Fe M DL DR UL TACACS+ $4LF2/7, R4k Firepower #5215 T TACACS 1] AAA
IR 55 I e S FE AR 25 2% o

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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pEL

%

Firepower eXtensible Operating Systemi % 37 £f 16 I~ TACACS+ $2{1LFE /¥ .

UK

BN

Firepower-chassis# scope security

HEN 245 TACACS+ Bt

Firepower-chassis /security # scope tacacs

O TACACS+ k45 #5545, MEN %24 TACACS+ IR ds antiiat s
Firepower-chassis /security/tacacs # create server server-name

}5 58 TACACS+ IR 55282540

Firepower-chassis /security/tacacs/server # set key

BIRCEEIME, TEAEBEN setkey i )E, 1% Enter B, ISR LN T L.

T LU AT S ARME ASCIL 744, R § (0155 2 (‘5D mi= (555) Bréb.
CRTi) i 2 itk I 5 B BT

Firepower-chassis /security/tacacs/server # set order order-num

T RGAETE Y] TACACS+ IG5 a5 L BT, A4 IR 55 4% S H i 12 4 B 1] ] e »

Firepower-chassis /security/tacacs/server # set timeout seconds

Br WRECH TACACS+ AR P £ R 2 B A B ik, gt BUREIC B BB N

(nfi%) $8E M T-5 TACACS+ JR 45 43 5 1) 3 1 -

Firepower-chassis /security/tacacs/server # set port port-num

FAESTIRAL B R AL

Firepower-chassis /security/tacacs/server # commit-buffer

ot

DL R 78 ) 2 44 0 tacacsservo80 [ IR 454 Sl A48 $ B 50 tacacskey321, Kl 7k B 4
4, B4 5y U E s I BEE A 5859, I HARSALS

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680
Firepower-chassis /security/tacacs/server* # set key

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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Enter the key: tacacskey321
Confirm the key: tacacskey321

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

fB: TACACS+ 2 {127

g A RPN E I S

/security/tacacs/server* # set order 4
/security/tacacs/server* # set port 5859
/security/tacacs/server* # commit-buffer
/security/tacacs/server #

Firepower-chassis# scope security

$IB2 A\ %4 TACACS+ Fist:

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # delete server

PR3 MERIRE AR S5 4%«
TR KL IR RGN E

Firepower-chassis /security/tacacs # commit-buffer

Gt

DU 7RIS 4 A tacacs] 1] TACACS+ IR%-2%, I HIRATAT 5

Firepower-chassis# scope security
Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer

Firepower-chassis /security/tacacs #

IGETFE AAA BRZ =EECE

PUR &I A A FXOS CLI #i 5 &P fE AAA RSS2 1K) 9 aT e & .

T E Z ATHY FX0S SA I IER &

Fans |

LAR 7 2 i 3 1 show authentication fir 4 € 24 1T (¥ FXOS SIS iR E . fEATRYH,

LDAP & ERIA I S S A

firepower# scope security

firepower /security # show authentication
Console authentication: Local

Operational Console authentication: Local

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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Default authentication: Ldap

Operational Default authentication: Ldap

Role Policy For Remote Users: Assign Default Role
firepower /security #

T E S RTRY LDAP EC &
DL R 7<) {2 7 ] 71 1dap X R A A show server detail iy 2K & 247 Y LDAP At & 3E .

firepower# scope security
firepower /security # scope ldap
firepower /security/ldap # show server detail

LDAP server:
Hostname, FQDN or IP address: 10.48.53.132
Descr:
Order: 1
DN to search and read: CN=cisco,CN=Users,DC=fxosldapuser,DC=lab
Password:
Port: 389
SSL: No
Key:
Cipher Suite Mode: Medium Strength
Cipher Suite:
AL IHRRAESGOABE-IA: HHRATFSRC-FA: HHISS TSRS A TES(BI-GA: AH: | IFS: EXRRIO: EXRRIS0: TOW: IRA: MD: | TIRAAHIE: MO AERPHeN T L

CRL: Relaxed
Basedn: CN=Users,DC=fxosldapuser,DC=lab
User profile attribute: CiscoAVPair
Filter: cn=$Suserid
Timeout: 30
Ldap Vendor: MS AD

firepower /security/ldap #

T £ 24 BT A9 RADIUS fii &
DL 78 {5 7 4Rl 28 radius BER T4 show server detail 474 SR4 52 2411 ¥ RADIUS it B % & .

firepower# scope security
firepower /security # scope radius
firepower /security/radius # show server detail

RADIUS server:
Hostname, FQDN or IP address: 10.48.17.199
Descr:
Order: 1
Auth Port: 1812
Key: ***xx
Timeout: 5
Retries: 1
firepower /security/radius #

B E LAY TACACS+ Fit &
DL 78 B 7 W] 7 tacacs #5530 N 44 H show server detail i 4 K & 2417 ) TACACS+ it & % & .

firepower# scope security
firepower /security # scope tacacs
firepower /security/tacacs # show server detail

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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TACACS+ server:
Hostname, FQDN or IP address: 10.48.17.199
Descr:
Order: 1
Port: 49
Key: ***x*
Timeout: 5
firepower /security/tacacs #

BEERGHE

ARG H BB ok A 0 BIER B2 AT RGH SR & TR INIR S a3 1051 K A5 Bk
B e ARG SR S5 A B LR HUE A . R0 H AR 545 M B PR AR A SO, ol
AR i 0 BC B ST B R o ARXAIE 3 s ST USSR ORI AR . 80 3 B
B HE R S FEAF AR P A B

UK
BEA AR

Firepower-chassis# scope monitoring

JA FH B R 1 ) & AOE AR G H Ak

Firepower-chassis /monitoring # {enable | disable} syslog console

CAIE) EHEE RIS B g0 WRARGHEC RN, REBAEESG LR iegon LU L
T e GOk I B SR A v BRI 41 o BRI “ ™3 (Critical)” o

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

JA AR A R S AR 40 H T R

Firepower-chassis /monitoring # {enable | disable} syslog monitor

CRIE) JEFFE R BART BP0 . AR AR T, R0k Won g & LA B . 2
OB I B SR B N BRI 51 o BRI ™ (Critical)” o

Firepower-chassis /monitoring # set syslog monitor level {emergencies| alerts | critical | errors | warnings
| notifications | information | debugging}

iR WA M5 N T terminal monitor iy 5, A{EKimIALes b R G T “@Em” Fuln
/lﬁ B

Jet T BAE ] ) R4 H B SIS N RS H & B
Firepower-chassis /monitoring # {enable | disable} syslog file
FRE WK B ST A RR . U TR ZAE 16 74T .

Firepower-chassis /monitoring # Set syslog file name filename

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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CAIE) IR 2SO T R B0 . ARSUPRESC R, R AE RS HE X7
i O S AR Lo GO R T2 K SR P M e BRI 51t o BRING D ™ (Critical)” o

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

CAIE)  fERGEIT IR ol B S e I S/, TR RSO RN CBLF 3 Ffr) o Y
A 4096 £ 4194304 15
Firepower-chassis /monitoring # set syslog file size filesize
WC 1) i 2 = MIMB R G H SR S5 de Ak R g8 H AT B
a) JA U B 2 =AM R GE H S IS5 A ik R g0 H G R

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b) (A EFEEAAE RN H S s B 20 . AR HC R, RE0K AR5 4=
RALIEGN B L BN o GO miidi B SR BN = BUICIUE 51t o BRIAGON o “ PP
(Critical)” »

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

o) i CIEREE RS H GRS A B IP Hihk. EHA T REZEE 256 DT4T

Firepower #/L#f /monitoring # set syslog remote-destination {server-1 [server-2 |server-3} hostname

THLA
d)  CATIE) HR5E 1 D eI fE R 40 H s IR G5 e KL I AR 40 H s B & s % 40 .

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

BCEA A . D 2R Y B RS A R P A LU iy
Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
AT BLZ U e —Ji

* B1% (audits) - i JHEEEH ITAT i B FAE R H AR Id %

* B4 (events) - i HIEZA T T ARG FFII H I %

* R (faults) - o M B&E I T R G lbe i) H il >k

RAAESS

Firepower-chassis /monitoring # commit-buffer

Gt

LUR7- B 2 ] J5 FAEAS WSO A v A R 48 H 3 B HAR AT 55«
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Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console
Firepower-chassis /monitoring* # disable syslog monitor
Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* #
Firepower-chassis /monitoring* #
#
#

disable syslog remote-destination server-1
disable syslog remote-destination server-2
disable syslog remote-destination server-3
commit-buffer

Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring #

BCE DNS PR 558

Fans |

R ARG EOR BN MENT N 1P Hudi, 75 244552 DNS iR55as. B, WAL & DNS JRds &%

MIEAE Firepower HUAH LECEBCE N, AREMA www.cisco.com ZE44FK. AT RERT 2
IP udik, JCRTLUE 1Pv4 5% IPv6 Mk, %2 nfLIRC T 4 4> DNS k5545

\}

AP 25 11

AR R Z A DNS S, RGN AT R BENUN T 4L RIS 5 o W R AR Hb A 3 iy & 2L
i, B AELAREHLIN %2R 3 4 DNS Ik554%

Sk DNS k45 2%

UK

B1 ARG

Firepower-chassis # scope system

Nil

Nij
g
N

BEAR GRS

Firepower-chassis /system # scope services

FUR3 ZOIEE SR DNS 55 &, AN 62, W R Ps:

« BRCE RG DT R A2 1Pv4 B IPve ML) DNS iR g5-85, 15HAT LU N ERAE:

Firepower-chassis /system/services # create dns {ip-addr | ip6-addr}

o SR B AR E IPv4 B IPv6 Hilik (1) DNS JlR554%, 1 HAT BL T 4k

Firepower-chassis /system/services # delete dns {ip-addr | ip6-addr}

TR PSRRI RSN E

Firepower /system/services # commit-buffer

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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w151
DU 7R BIC B B 1Pv4 Hidk 192.168.200.105 ¥ DNS iR 4528 3 HIRATAT %+

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

DL 7 e B H 45 IPv6 Hidik 2001:db8::22:F376:FF3B:AB3F [f] DNS 45 %8 3 H 3 A2 A5 -

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

DL 7= e E AT TP Hulik 192.168.200.105 (1) DNS A %548 3F HIRATAT4%

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

J2 A3 FIPS ##5

PATLL TR B3, LUAE Firepower 4100/9300 HLAH _E 5 ] FIPS Kixt..

M FXOS CLI #k N\ 22 45K .

scope security

Ji FH FIPS st
enable fips-mode
AT R :
commit-buffer
HH A SRS
connect local-mgmt

reboot

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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R E R FIPS B, ) BRI ACVR 3 SN AN ELE . MIO 2] CiscoSSL A1 FIPS X Stk
(FOM) i e LI # 7oK o 55 ASA [EA7 I e SE it AT A B, & 4x ik FIPS IRAEAR S A
VB

T—5H#tta

FE FXOS JRAS 2.0.1 21, BB E R & NAIE I SSH EHLEHP gL K 1024 £7. RS
FIPS FIE HAREAE TG K, 20U S IH B L5, IR 2R e SSH ML , 28 82 U
NN TR ORI EALEE . WRAPATIZ L P B, WIZE FIPS A H IME DL, & F T
JEBhE, HICVEMH SSH IR R F A #5149, Wil A H FXOS 2.0.1 58 S RA AT WILR S,
WU TG 75 A2 OB 1) ML

& 8 AR ERET

HATLL N8, 7E Firepower 4100/9300 HL4H 15 FH 38 FH bR AL

UK

M FXOS CLI # N 22455

scope security

Jid FH FH AR AR X
enable cc-mode
PEATTLE
commit-buffer
TR RS
connect local-mgmt

reboot

TR VAL 22 A E FrbrvE. CCME THET . #9#%. Hi&ids. &6, TLS. SSH%., ik
A _ARBEE S FIPS A PEER . 5 FIPS 28460,  JOR}S NIST AR S50 = AN i 25T A lal,  DAE
PATIRR 22 F NIAP,

JAH CC BRI, Ea MR HI TR BRI REI P . T I 25 35 25 IV (o i
A (NDcPP) K PFAl MIO. CiscoSSL M AEFATHB 4> 225k, HA RE Bk A (CC A PEFRrE)
YIENA.

T—F Mt 4

£ FXOS A 2.0.1 Z 1, B R BCEBSNQIE FILA SSH BV PIRAES 504 1024 fr. ZAFE
FIPS A3 FARAEAE TG K, B 20 St I LA B, A A2 SSH BV HT 28 82 T i1

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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mEPrasz [

AEAELBRAE OB I AT WERAPAT XL B, WIHE “ 38 HI#R#E (Common Criteria)” #
AURJHREOLT, WA s G, R ol Al SSH I R PG 18 . iR ] FXOS 2.0.1 55
PR AS AT R B L, TG e AR ORT A BN B

BLE IP 7[e]%15%

BRINEHL T , Firepower 4100/9300 HLATHHE 465 A H Web IR 45 2% BTG Vi i) o #8020 48 F AR TP BRIF)
VRS FIRBCE 1P U5 513K

IP Vs M I SCRF LA R X
* HTTPS
* SNMP

* SSH

XA IP Ml (v4 5ive) , NSRS ECE B E 100 MANE TR, 1 0 FIETER 0 SLVEIC R
Te PRV 1) e 55 o

UK

M FXOS CLI #E AR 551K

scope system

scope services

N LR I IR BCPR AR R 25 1 22 TP .

1Pv4:

create ip-block ip prefix [0-32] [http | snmp | ssh]
IPv6:

create ipv6-block ip prefix [0-128] [http | snmp | ssh]

w151
DU 7 B T el G #y A FNEGE IPv4 Hikik B L3244t SSH 15 1) :

firepower # scope system

firepower /system # scope services

firepower /system/services # enter ip-block 192.168.200.101 32 ssh
firepower /system/services/ip-block* # commit-buffer

firepower /system/services/ip-block # up

firepower /system/services # show ip-block

Permitted IP Block:
IP Address Prefix Length Protocol

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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B »zssomEnmmmac i, FEER MAC tat

0.0.0.0 0 https
0.0.0.0 0 snmp
0.0.0.0 0 ssh
192.168.200.101 32 ssh

firepower /system/services #

PAUR 7l s T anr G . 4 AR E IPve Myl He US4 SSH i) «

firepower # scope system

firepower /system # scope services

firepower /system/services # create ipvé6-block 2001:DB8:1::1 64 ssh
firepower /system/services/ipvé-block* # commit-buffer

firepower /system/services/ipvé6-block # up

firepower /system/services # show ipv6-block

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol
0 https
0 snmp
HH 0 ssh
2001:DB8:1::1
64 ssh
firepower /system/services #

PO MAC RIS, FEFHH MAC it

FXOS WU 2 [ 304 25885245 11 [ 2048 1% MAC #ihik,  DUB AR AN S v it e 290 D4 FH ik — 1)
MAC Hihit. FXOS HLUAFAE FH LU R AU A2 Bl MAC Hbik:

A2XX.Yyzz.72227

o, xxyy P E TR ER R G e LINRTEE, zzzzzz 3 AU A U W3 5ds . R 40e XK
W45 £ 4 IDPROM HYmFRAIKE S MAC Huhibith A #926 — A~ MAC sk Y 2 AMEA 7 15 AHUC A . i

FH connect fxos, #XJ5ilid show module &F MAC Huhibith. 201, 45 5 7s 0 3E FH TR 11 MAC
Hudik VG A bOaa.772f.f0b0 %= b0aa.772f.f0bf, NI & 58 R4k & f0b0.

HREEAMGE R, HS MRS/ 35 MAC bk, 25 232 T,
WERE P A H ] £ 5 MAC Huhl, DL el s 6 b e A= BT A FH R4

P i

U RIS E B A S T MAC HBHE T4, W] e sl B WA .

UK

SeiE N ARG, SRIREEA B3 MAC B
scope ssa

scope auto-macpool

T

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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Firepower# scope ssa
Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool #

HABTHIEO RN MAC uEig. FaEEmacki [

BEE A MAC Huhk B T MAC HhhbERTZR .

set prefix 4%

s WU - AT 1165535 Z AR HERIME . ERTZ S B3 ok — VU B -+ S k80T,
FEHAE MAC HuhE I —E645

WHATAE FH AT Al N s QAT 77, WIHAR 2345 77 Hedfe -+ /N ik HIE 004D (yyxx).
£ MAC HUBEFRAE TN, I ATZR 2 e Oocyy), DAL LA R A i 772 3C DL A -

A24D.00zz.zzzz

T HIZE 1009 (03F1), MAC Motk b

A2F1.03zz.zzzz

i

Firepower /ssa/auto-macpool # set prefix 65
Firepower /ssa/auto-macpool* #

PRAFHCE -
commit-buffer

i

Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

TEH MAC Hihik 4 e

show mac-address

TP

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address

Owner Profile

Owner Name

Port-channell4
Port-channell5
Ethernetl/3
Port-channelll
Port-channell4
Port-channell5
Ethernetl/2
Ethernetl/2
Ethernetl/2
Ethernetl/2
Ethernet3/1/4
Ethernet3/1/1
Ethernet3/1/3

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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A2:46:C4:00:01:86 ftd2 Ethernet3/1/2

A2:46:C4:00:01:87 ftd2 Ethernetl/2

A2:46:C4:00:01:88 ftdl Port-channel2l

A2:46:C4:00:01:89 ftdl Ethernetl/8
~f

LR R MAC R34 33,

Firepower# scope ssa

Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool # set prefix 33
Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

LY oo oo 13‘—| N ~x: oo 3

ABBTERHIRINEROCE L H
BLHR B BEAN AR A S R B JEAE T 0, IS A — D ER A YR B SR, R R LA N S
I, 1R AR R VR B S . R E AW E CPUZLELE . RASRIER O ES)
BB RAM,  FEBEREAN S (ARG A 25 7] ¢ 49 40 GB.

o B/MZOLEE N 6.
~

E HHABKAZERNSEEIL, BB MO K ST

B fe FAT DG S0 CPU R 3. BAT B0 I OB 1 S XA
VAU R B E DL A I E
oo

o ITT LI TEAR S (64 8 10, 124 1428 AL, JiEHE KA.
o K] FAZ OB e T 22 S HY NIRRT S, 1S R 2 a8 S I B SR R 46 464 5 25 240 1L,
HUH LS — i 40 "Default-Small" [ERINZEERC & SCAF, SO RS e MZ O F . #8n] DU Stk

BCE ST S, HERPTEARME O PSR . R, SR E SN AR B ndk R 48 EA
AFAEAT ] TEARC B SO I BT e

AR AT IEAEAE A, JCTR S O U B SO e AR P A P SO ROAR AT S, SR B e
PRHCE SO, dwim B HZ S o o SR A 7y R R R A R SE R, R e R AT
S N TRE DD AP N N

WEARAERSFTD LB N BIFMC 5 S SO URIC B S B, RYJE A FMC 8 & > & B > W& >
R > B UME L HUF AR A B

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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N A s A
scope ssa

Tl

Firepower# scope ssa
Firepower /ssa #

O B8 U A
enter resource-profile name

* name - WENT 1 Al 64 N5 2 ECE SO PR TR, BRECE STIF A RRAS I ok
Mo

TP

Firepower /ssa # enter resource-profile gold
Firepower /ssa/resource-profile* #

NSRS
set description description
* description - ¥ &4 % 510 N FRFACE SO U] o 75 & A7 25k AR TE I OUE T 5145 ().
il
Firepower /ssa/resource-profile* # set description "highest level"
WE CPU ¥
set cpu-core-count cores
* cores- WE AT 6 i KEZ A ACE SO 0% (R0, FARIREL AL
il

Firepower /ssa/resource-profile* # set cpu-core-count 14

TRAFICE -

commit-buffer

T

Firepower /ssa/resource-profile* # commit-buffer
Firepower /ssa/resource-profile #

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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PER6 ML ARSHIA AR THIRAC &S RO

show resource-profile user-defined

TP

Firepower /ssa # show resource-profile user-defined
CPU Logical Core Count

Profile Name Is In Use

Description

bronze No
gold No
silver No

B 2 R 5 | B AR 1) DR 1 2 o

show monitor detail

i

Firepower /ssa # scope slot

1

Firepower /ssa/slot # show monitor detail

Monitor:
0S Version:

CPU Total Load 1 min Avg: 18.959999
CPU Total Load 5 min Avg: 19.080000
CPU Total Load 15 min Avg: 19.059999

Memory Total (MB): 25283
Memory Free (MB): 200098
Memory Used (MB): 52738
CPU Cores Total: 72

CPU Cores Available: 30
Memory App Total (MB): 2
Memory App Available (MB
Data Disk Total (MB): 15
Data Disk Available (MB)
Secondary Disk Total (MB
Secondary Disk Available
Disk File System Count:
Blade Uptime:

Last Updated Timestamp:

SIR8 AN S B E O

show resource detail

T

Firepower /ssa # scope slot
Firepower /ssa/slot # enter

5

26897

): 97245

87858

: 1391250

): O
(MB) : O

7

2018-05-23T14:26:06.132

1
app-instance ftd ftdl

low end device
highest
mid-level

Firepower /ssa/slot/app-instance # show resource detail

Resource:
Allocated Core NR: 10
Allocated RAM (MB): 3241
Allocated Data Disk (MB)

3
: 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk

(MB) : 0

[l =#! Firepower 4100/9300 FXOS CLI B & 4575, 2.10(1)
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A5l
PAR 2= B8 N 1 =S B U5 G B S AT

Firepower# scope ssa

Firepower /ssa # enter resource-profile basic

Firepower /ssa/resource-profile* # set description "lowest level"
Firepower /ssa/resource-profile* # set cpu-core-count 6

Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile standard

Firepower /ssa/resource-profile* # set description "middle level"
Firepower /ssa/resource-profile* # set cpu-core-count 10
Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile advanced

Firepower /ssa/resource-profile* # set description "highest level"
Firepower /ssa/resource-profile* # set cpu-core-count 12
Firepower /ssa/resource-profile* # commit-buffer

Firepower /ssa/resource-profile #

Fic & ) 4% =2 1l SR B

Jy VR IAE RN %, FXOS S RFEM 2= R I (LLDP), 31X & — ANy T4 N 7 1) B4 A LB
1, 7F IEEE 802.1ab #a#EH 52 o LLDP FUUFM 4% 5 250K B S5 BOl 15 25 W 2 1 oAt i 2% bty
BRI Z 1217, EAISIT A M NAS R E00T LT /% it .

LLDP & —Fl s s, e % M ez O ShRERT Y Ak 45 Bl . LLDP %2 1f FZ BRI
HoAth LLDP #4515 K15 B
E?FﬂﬁﬂﬁLH%%w%,ﬁﬂumﬁﬂ%%%%%,%?%ELHW%%%%Wﬁ%O &

IR A, TR AR . T LU I E RS by . EPM %y 1 S I8 143 32
Uity 1 E W IRl T #2 H_E1¥) LLDP,

TR

o JCVEAEL H A 11 _F 0 E LLDP.
FERERN T A N BT B 1V BRS T LLDP HOR WA Rk . By HoA s 11 34 2RIA 25 LLDP.
pUE ]
HNAHSHEH
SCope org
w5l

Firepower # scope org

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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IR 2 A IE A 2 3 e

create nw-ctrl-policy nw-policy

ENGE

Firepower /org # create nw-ctrl-policy nw-policy
$1E3 HH LLDP.

enable Ildp {receive | transmit}

TP

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit

LA RATE
commit-buffer

Tl

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

WIS F5w 25 A BEEH] LLDP M T80/ A& 4 -
enable Ildp F/ &4

commit-buffer
w5l

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer
Firepower /org/nw-ctrl-policy* # enable 1lldp receive

Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

IR 6 1T DL T i AKe W0 g 4 il S s I 2 1
a) AL
scope eth-uplink
scope fabric a

scope interface interface id

Firepower # scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # enter interface Ethernet3/1

b) BE LR SR

set nw-ctrl-policy nw-policy

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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commit-buffer

Firepower /eth-uplink/fabric/interface # set nw-ctrl-policy nw-policy
Firepower /eth-uplink/fabric/interface* # commit-buffer
MIO-5 /eth-uplink/fabric/interface # show detail

c) HETK:

show detail

Firepower /eth-uplink/fabric/interface # show detail
Interface:
Port Name: Ethernet3/1
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Sfp Not Present
State Reason: Unknown
flow control policy: default
Auto negotiation: No
Admin Speed: 100 Gbps
Oper Speed: 100 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Allowed Vlan: All
Network Control Policy: nw-policy
Current Task:

d) $EACHLE :
commit-buffer

oRtIE

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

(== Vo Jas
. & 178 URL
Al LR E B B URL, LM E B2 FMC 24297 JF FTD SE1 1) Firepower LA & BE2S . G S AT @ HL
FEEHL URL, WIEHMLIAE 2 FR .

WERAEH FTD SE1A 2] FMC JG b UAH URL B, MENIERE > REEE > RE& > R >
BETF XS U ME L BB B4 (1R AT

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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Nij
g
N

UK

HENR G
scope system

Tl

Firepower# scope system
Firepower /system #

BB I LAR 44 B
set name chassis name

s BURAFK - BB T 1 2 60 DN TRFZI B 45K -
P

Firepower /system # set name Firepower chassis

LNCE A P URL:
set mgmt-url management_url
* management_url - ¥ & FMC N HIRIZEH: 3 Firepower AR HLEE ' FTD 5451 1) URL
ZRLL https:// IF3ke WEARRSGEHUHTE B URL, WAL BT 445K

i

Firepower /system # set mgmt-url https://192.168.1.55

TRAFRCE -

commit-buffer

Tl

Firepower /system* # commit-buffer
Firepower /system #

EAEME A
show detail

T

Firepower chassis /system # show detail

Systems:
Name: Firepower chassis
Mode: Stand Alone
System IP Address: 192.168.1.10

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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System IPv6 Address:

System Owner:

System Site:

Description for System:

Chassis Mgmt URL: https://192.168.1.55

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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1og

EOSHE

* 2T Firepower %21 , 5 185 71

* Firepower £ I RHENARTFRE , 25 203 7L
* fUER, 5205 0T

o WD, 5215 0L

o HERRBE s, 55 217 0T

s P, B 223 1T

T Firepower %

Firepower 4100/9300 AT SCHEAERE 11 525 5591 VLAN f-8% 1 F1 EtherChannel (i 35 ) 2
. EtherChannel #% 15 % v LIS [A]— 28 [1) 16 A EGIHE I .

s EED

MU & B 1 H Tl SSH 8k Firepower HUAR B FH 23 K45 BE FXOS MU . 2 LIS T 20 B 45 1
EH B A MGMT Az,

ERCE IR NS5, AN CLLEATRCE . J1iE S 3 s 3 IP sk, 55 99 1. %E4E FXOS CLI
PR IR T, T B A BT s A B 1

Firepower # connect local-mgmt

Firepower(local-mgmt) # show mgmt-port

TR, RV B A28 sl N R IR LR T, B35 AT T mgmt-port shut fiv %, HUH B
B R IE R BITIRES .

a4

HURRAE B LA SR B R
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FEARZ AT DGR U R —

Kol - T8O . AR/ R 2 M i 1, HI2AR B ovhil i ¥ i 2
BBl s . M AEER O B E, Pra i eaie MR 0 BIRMBUE, JFHES RN
EIRBIRARTE 5y AN ISR B

B I - TR . AUA RSB SR IX et 11, ) AN B AN B/ A s S 4
(BURFTDAE FMC) St ARS8 SEAATnT 3 A5 3 e 11 %) Ay LAt S 3 155
FCE AR D AT g S S nT LU s Se B A e o sl RSO I R LS B 1 (FE
FERA S IR IR, BB, ARTE R U HE

B - TN RS X s n] LU AN AN SIS, DL AN AL
R TCVEE I e 11 R O ) AR R S . RN AN % A il — N
. X1 ASA. FMC DL FTD: 0] DARH o A 42 11 3 A7 3 s (L0 2000 A8 B2 11 43I
IRV, R IEANTTSHAE Ja A A 3 s A 2 1 .

N

OB D s REOZRR SRR, IR B O
B el/1 HCh e1/2 £ S0P B4 T 20 LA AT 104 B
Ho

Firepower S} - H]F FTD-using-FMC B¢ (5 W0 PR . B AR 1, #5204 FTD CLI
EECEILIP M hE AR S B, 0, ST DUR S PR NS (B 2SS R k.
HRVEANE B, Z M FMC CEH5 RS- Firepower JH2F8; 0] L — Aok AN &L=,
LAV i) SMES A0L: IR A ol st B 1 5 3L e LR A R el (s . G SRR e o i B
W B R R 1, WA ] A A 1

SR - FVEERTEIZ IR Ve A SRR R B . BOARSOU R, ARGt HliE 48 F Az QI 4R
PEblsERs . “AEIE” JEAUNAE EtherChannel 45 1 B2 30 8F . T 2 SEBI4ERE, TolkA/E R 2 1A
SRR . ST LK VLAN 732 I RIS EtherChannel,  DUE N REMEERESL M
MR TR . WSROI T3 0, WA RER 8 ] T AT . FDM AN
SCRFEERE .

A ML E TR S FTD F1 ASA W 13 RS RE, WS NER.
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| #oemE

mosznsamEn [

R 14 EORBTF
N A iR iR BiEE=Z |#EL =g Firepower |£2f (X |&8: F
0O = FiE =4 BherChamel) | 301
a
FTD PSTAH | X - - - X X - -
S
BT AR | X YiE YiE YiE YiE X - -
S5
EREAH | i - - - X X X -
e (BhaClad
T
RS
)
LRSS | X - - - X X X X
eNd (BhaChard
N FHL
GEEIES
)
ASA BT AN | X - - - X - X -
S5
EREAH | X - - - X - X —
S5 (BreCherd
HTFHL
CEES
)

FX0S IZ0 5 M HizO

Firepower 4100/9300 & I BEH: 1, 7888520 () VLAN T3 1R EtherChannel (i LIS ) 4% K1)
FEARCUKMBEE . N, ST IR E B s i & . B, &IAEAE FXOS F ol
EtherChannel; 1Hj&, %0 LU H H 1) EtherChannel 73 1P il

TS EXOS B2 105 3 2 112 T8 A8 H

VLAN F#%0
XTI AR, T DEN T A VLAN 751 .
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PORHF TR R 7828524, S83E T LLZE FXOS 8% VLAN 741 (FE%A FXOS T #1118
EED) o BREERERANE OIS, ZSBAEREA SR FXOS T H . N @ UK T4 A FXOS
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Scenario 1 (recommended)

Port-channell

FXO0S el

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 211 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 2 (not recommended, worse performance)
Port-channel

EXOS Data-sharing
Application

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 1221 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 3 (recommended, but lacks EtherChannel redundancy)

Etherneti/1 Etherneti/2 Ethernet1/3
FXOS Data Data Data

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
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Max. 10 shared interfaces per instance
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Best
Port-channelt
Data
Subint. group 1
Data-sharing
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Instance 1 Instance 2 Instance 3
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Port-channel
Data
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Instance 1 Instance 2 Instance 3
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BIFE R XA VLAN 4481550, 15 scope fabric-interconnect N show detail fiy4. fi40:

Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPR9K-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: O
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address: ::
OOB IPv6 Gateway: ::
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:

Firepower A BA 1R P BX SE 4 BR AR 755 48

WIS T S BRI, R NE DR E (e R A BT 28 . IRID el RGTHT L%
BAEATT M ERIAET T, e B EA AR 2B . WIKEE D RO, (H2, BRARCH
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FEBCIRAS AR EWRA , NI — MR DIWTIT I, BURDRE A Zh ¢ P A IR DR 28 — M.
BORMIE DB ATIN, 28 ARt AT, HAihdl, WM D R BOR AT
o, WU 23 G2 S SO OB H b 1 I BEBIRAS DL S FEIL I . TR, MU 2 5 2 4 PR AT 1%
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Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
per shared interface

Instance 1
* MNP I .
WS e N LR BRI RRIE L BC, TR LR
 AFEEE AT B L 5 5 CURE BB KBS R
1FE5 B I3 R FTD A AR Bk % 1
o AR ER L U T D

2

FTD B9 EXE FTD
o RO Ci M DA 4) 373 0D A Etherchannel.  ASZHFF#2 0,
o MR SAE R .

R
« FEFTD; AT LU TR ASA 3 .
* FTDAY SRR & W IBREE 1) A 55 2%
o ANR] R 43 3 G B AT B 5% B D RE 4 1
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scope eth-uplink

scope fabric a

JEHE .

enter interface interface id

enable
w5l

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

PR ANBE PG SO DAy i VAT RS B PR 1) o T SRBSAE AR Dy i 11 ST K 4 4% 11 _EAE ] enter
interface 5% scope interface iy %, KB —4KHHRMEE, BN EALATE. NAAEH
enter interface T4 11, AR5 LERHHE LIV N 21 g 1 8 o
CAre) BEL R,
set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

Tl

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data S5 7 N ERINIE . A A seil S Frdata-sharingZ8 Y . i 2) 1% +% cluster ¢8E 7 BRI,
RG4S Bl e N EE 48 A AR I HE K .

JA FHERAE R AP SR LSRR

set auto-negotiation {on | off}

ELE

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off
BOE R

set admin-speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

Tl

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

BB DR TR
set admin-duplex {fullduplex |halfduplex}
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510 Etherchannel (ix0iEiE) ]

TP

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

WER s Yn i T HOA RS, e SN TR . an s A0 TR RS, I N TR
152 [ 0SS e, 2R 213 T,

set flow-control-policy name

T

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

PRAFBLE
commit-buffer

i

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

750 EtherChannel (i [i81&)

EtherChannel (tHFR Ay FOEE D 2 v AL 16 AR AR BRI R R 2 11, Has 4k
b HE [ 2 P R TS R . A TR AT LA RI-45 B SFP; W] LLVR A AN [R) 2R (R 48 M1
(1) SFP. ANREE I 7F KA i 1 i e B BBV A B L 24 (940 1GB R 10GB #2111
HE ISR A0 L (LACP) K1 W A I 45 1 4 2 IR AS 30 B V1 SR 42 1 B SCELHE .G (LACPDU), - kI
RO,

& AT LK EtherChannel H 44Ny B AUCHE BBCHS 3L 24 G B 0 «

* Active - R ILEHIHZEW LACP ¥3#. 3 H EtherChannel 1] L5 3 8% %% H EtherChannel 2 37 3% 4% .
B A4 7 B K R s/ LACP WidR, 45 W0 A 1 3= A

* JFJ3 - EtherChannel #5418, I+ HAMEH LACP. “JF)2” 1) EtherChannel R e 5% —A> “IF
J& 7 B EtherChannel 2 7%

P

T S SO N T I 58 50k R B 3 H BE SO FTIRIRES WA BE 77 22 20 08 =43 B () I 18] A~ R Al
EtherChannel # NI4Tk % .

AR Ha 1 1 ARy AT

LACP Kt Wpif H 3his Jn MR 45 i) EtherChannel FOHERE, 16T ™ T LACP i 2x AbFHC E A
B, PR R R PR TR RR B IR A A . SRR R AR HOR A EDE AN
“TFIR 7 AR AN e T T 2 ) 4 R 1
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. i~ h0 EtherChannel Cifs i@ i&)

N

Sk

>

g

Firepower 4100/9300 HL4 £17 EtherChannel I, EtherChannel ¥ At T3E#2AR & (4T F3) LACP 4
A BEKHPIRE W T9TIF LACP #::0) , HEMGIL TS v, BRI B AE K & %8 11
EtherChannel 75 LA R80T~ #E H IR :

* }& EtherChannel ¥ I A 2 732 5 15 £ 1R ES H B80E B g 11

* ¥ EtherChannel ¥ I Ay J& T~ AT — 15 20 P22 B Ve 46 1)/ B8R 11 SR T 2 i e

* % EtherChannel V3 14 J& T- 80— M2 4 B & 0 8dR s 1, IFH R DA Moo ix
it

THVERL, EtherChannel 7E 0K & 7 LRI 46 AT AN IR TAE . AR NIZHR % FFR EtherChannel
U@ R B %, EtherChannel WPk 52 4 EERE B R AR S -

Bz

BEA B R
scope eth-uplink

scope fabric a

B gt iy 1 303
create port-channel id

enable

WA RE
create member-port interface id

18 85 22 0T LIS IAH R A SR BRI A 1) 16 /S R D B 11 o Bl 2 B2 1020018 B DA A [) 1 3 B R T, 9:
A2 f Dy Mty TV R (3 B RO T ARSI . A SR A ] LS RJ-45 8% SFP; v LLVR A i
ANFIZRAL CHRZEFIGEET) [fISFP. ANREI L 7E KA i 1 A e BN BRI S e A i ()
U1 1GB Al 10GB #:11) .

TP

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

(i) WEBHEAL.
set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

TP
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510 Etherchannel (ix0iEiE) ]

Firepower /eth-uplink/fabric/port-channel # set port-type data

data %&?ﬁﬁﬁw%i—ﬂo 22 SN 37 Frdata-sharingZ$ 8 . 527+ cluster SC8t 7, FRAFZEDE I
Uiy [ B T8 AR SRR e %, A S EROA RS .

oAy i 1A PR RS 53 150 P s PR

set speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

TR A TA 245 5 S R R 0 11, B DR eV e Bl N g 1 3838 . ERAE R 10gbps.

-

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

CRTIE) Ay i 11 G PR s D 88 i FR XL T
set duplex {fullduplex | halfduplex}

U RS I LA 5 0T HE L R R A% 1, 45 R JCVR B I A g 13 3E . BRIA{ELY fullduplex.
P

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

JA I EAEH A e (Ul R LSRR

set auto-negotiation {on | off}

TP

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

VB B A B L= O LACP b i AR 2L .
ST AREE f s e 0, B AR JE TR,

set port-channel-mode {active | on}

P

Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

ISR T BN E G, W CN TR AU EIE TR, RN ] TR
THS RGBSR, 5 213 T
set flow-control-policy name

i

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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B o=ssmmmvan 70

A

i

=)

\J

Be

FE0 P

¥

commit-buffer

{51370 VLAN F#:0

Tt 2 AT LUK 500 A 1% FOER B HIHLAE -
X2 SRR, AR TR DB SR I 1 AR O B R .

RO VLAN ID #b 2 R ME—1E, JF HAERZRSAIN, VLAN ID 76 O o b
EAAME—ME . HRERG0 VLAN ID 23 ic A A 28 g S, S0k vl DUAE SRRz 11 b 5053 i e
file BRI, BIAEREAST82 3 FAH R G 1D, X854 R A PR AE .

T8 m LAAE NI NS 782 11

UK

HEAAZ R AR
scope eth-uplink
scope fabric a

i

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric #

NS I R
enter {interface | port-channel} interface id

ARHG T A INE 25T 20 il R IR L . R ARG E RO b i b, ]
TR AHE T, S0 m] LA IO ) 3% 11

R R R C e A It AR DY E S S Stk M i R S

Tl

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface #

lfSSEEEAnp

enter subinterface id

*id- BCEAT 1R 4294967295 Z (A ID. It ID Kep NS08 1 1D, 1EH
interface_id.subinterface id. i, WIS AR H: A ME] ID 24 100 f LUK EE T 1/1, W)+
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passpmmvan 70 [

FTID¥ A BOKMHEZ 1/1.1000 S8R LH T 58 H #0RF 0 ID A1 VLAN ID & 9 A TS E,
{HPE AT

Tl

Firepower /eth-uplink/fabric/interface # enter subinterface 100
Firepower /eth-uplink/fabric/interface/subinterface* #

W'E VLAN,
set vlan id

o id- WEAT 114095 2 7] ff] VLAN ID.

T

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 100

Ak ARESIUR
set port-type {data | data-sharing | cluster}

TP

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data

AT BRI E S e BRI TR S B, ST LB S RV T
SREVESIPE

TRAF L

commit-buffer

i

Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer
Firepower /eth-uplink/fabric/interface/subinterface #

Gt

AR - BIE LUK RIFE D 1/ EBIEE 3 A4k H, JFREZ e e B oy B b= 0.

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface Ethernetl/1l

Firepower /eth-uplink/fabric/interface # enter subinterface 10

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 10

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 11

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 11

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 12

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

Firepower /eth-uplink/fabric/interface/subinterface #

PR R 2R 0 i 43 52 2k i LIt Firepower 4100/9300 HLAGAS FH o 4577 LU A 40 S e g 4it 4 A
10 Gbps i I, AL HLA 40 Gbps i 1

FrIaZ 7

ANWT A 43 3w 1 G R AT R 55 B D Re IR 4 1

UK

TR B S WL
a) HEAATERIA:
scope cabling
scope fabric a
b) UL
create breakout network_module_slot port

i

Firepower /cabling/fabric/ # create breakout 2 1

C) %%§EEE%$:
commit-buffer

A A E . BOEZ A0S, AR commit-buffer 42 i QI FTAT 7032

P2 ZH M E S S, WA BT
a) BEAEEORE:

scope eth-uplink

scope fabric a

scope aggr-interface network_module_slot port

SR AR U O R B T S AR i R B 042 1L ] enter
interface i scope interface 4, R BRI R, BRI SALAAE. N SEAEH
enter interface @y g4 11, SR FEKHE 118 00 38y 110 3

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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b) ] set iy A TC B 4% 113 F s 11287,
1§ F] enable ¥, disable fiv4 % & O BURA .
c) RAHIE:

commit-buffer

manernzn ]

LA SR A 2 1) AR G2 b X I, UK W3 1152 15 A& AW TEEE 802.3x 57t 3%
SO st SR A% e 1 45 AR B JLZ2 R, HLBIZR P X O ER . BR8] At 42 1 1

P, AZBUIRIINE J5 P A B 6 6 L PR B R A I8 it 4 1) 2 4
FRIN S AR AR Az i, IR BB i -

UK

BEANLOR I _EATHER,, AR5 HE AT HIAR .
scope eth-uplink
scope flow-control

TP

firepower-4110# scope eth-uplink
firepower-4110 /eth-uplink # scope flow-control
firepower-4110 /eth-uplink/flow-control #

O o B0 A R A o SR
enter policy name
WA AR YA BRSNS, A default 14 47K .

i

firepower-4110 /eth-uplink/flow-control # enter policy default
firepower-4110 /eth-uplink/flow-control/policy* #

BCEA Y.
set prio {auto | on}
MG v B A P RS B F G BE % 1) PPP.

i

firepower-4110 /eth-uplink/flow-control/policy* # set prio on

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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R

set receive {on | off}

&

ngE |

* B - IR, % EATEER I D LR PTAT R A, BB AR IO R RO 1k

« BRH - 2Ok B ISR EIR, R RS IE R L .
T

firepower-4110 /eth-uplink/flow-control/policy* # set receive on

JR P A P e i B3 1

set send {on | off}

o B - W RAL AN B 3 8 K 5, Firepower 4100/9300 43 [ P 2% A 3R 8 15 3K o (b5 ) L2

P, HEWEEE N IR K.
« BR - a0 BRI R, oS s .
T

firepower-4110 /eth-uplink/flow-control/policy* # set send on

TRAFBLE
commit-buffer

Tl

firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

Gt
PAR 7 B BC B T A SR

firepower-4110# scope eth-uplink

firepower-4110 /eth-uplink # scope flow-control

firepower-4110 /eth-uplink/flow-control # enter policy FlowControlPolicy23
firepower-4110 /eth-uplink/flow-control/policy* # set prio auto
firepower-4110 /eth-uplink/flow-control/policy* #
firepower-4110 /eth-uplink/flow-control/policy* # set send on
firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

set receive on

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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EiEEO
N

wEn i

a4

i1 T FTD/ASA )5y BeMils, FXOS F1 FTD/ASA 2 R FH # 2 [0 /] BeA7AE 2 5o ARG ECE
W%, %2 i FTD/ASA show asp drop il show fragment fiy4>.

* show interface

JJAT?% H ’Ij(u_‘\ o

)

i

VB AN 5 A i

P 7e 0 AR

B’

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show interface

Interface:
Port Name

Port Type

Allowed Vlan State Reason

Ethernetl/2
All
Ethernetl/4
All
Ethernetl/5
Untagged
Ethernetl/7
All
Ethernetl/8
All
Ethernet2/1
All
Ethernet2/2
All
Ethernet2/3
All
Ethernet2/4
All
Ethernet2/5
All
Ethernet2/6
All
Ethernet2/7
All
Ethernet2/8
All

Firepower Eventing

Data

Unknown

Data

Unknown

Data

Unknown

Data

Unknown

Data

Unknown

Data

Unknown

Data

Unknown

Data

Unknown

Data

Unknown

Admin State Oper State

Enabled

Enabled

Enabled

Enabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Up
Up

Up

Up

Sfp
Sfp
Sfp
Sfp
Sfp
Sfp
Sfp
Sfp

Sfp

Not

Not

Not

Not

Not

Not

Not

Not

Not

Present

Present

Present

Present

Present

Present

Present

Present

Present

* show port-channel

27 38

’Ij(;u o
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Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show port-channel

Port Channel:
Port Channel Id Name Port Type
Port Channel Mode Allowed Vlan State Reason

0O

Admin State Oper State

23

1 Port-channell Data Enabled Up
Active Untagged
2 Port-channel?2 Data Enabled Failed
Active All No operational members
48 Port-channel48 Cluster Enabled Up
Active All
* show detail
A I L W )R VLAN 48 %
Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail
Fabric Interconnect:
ID: A
Product Name: Cisco FPRY9K-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: 0
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021

Current Task 1:
Current Task 2:
Current Task 3:

* show subinterface

BIRG BRI,

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface ethernetl/8
Firepower /eth-uplink/fabric/interface # show subinterface

Sub Interface:

Sub-If Id Sub-Interface Name VLAN Port Type
10 Ethernetl/8.10 11 Data
11 Ethernetl/8.11 12 Data

[l =#! Firepower 4100/9300 FXOS CLI B & 4575, 2.10(1)
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* show mac-address

RS S T K MAC bk 7y s o«

Firepower# scope ssa

Firepower /ssa # scope auto-macpool

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftd1l3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channellb
A2:46:C4:00:01:7B ftdl Ethernetl/3
A2:46:C4:00:01:7C ftdlz Port-channelll
A2:46:C4:00:01:7D ftd1l3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channellb
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdlz Ethernetl/2
A2:46:C4:00:01:81 ftd1l3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8

HERR I O 8 f&

HIR: RIRFERREZZFELKN 1076, BHRE1024. MREFMED, HRLSEZZEIRITHY
H£ZROMYE, BOAZROMNSERENNEINHERERLZFED. WREMRTFED,
BREBILES, BARELTBMURKEELLENZIRNERERR. BXERAFEGIMREIHE
HMER, BSRMXOSECEER. £/ “MMBEER” BITH “BRFMARER" EFHRIRMRI
HARBEFRT

URAE R M IZ B M BRI 712 LI G BB, U DR DA e B AR SR A e I A G e 7
B ARSI E « mnﬁmﬁﬂﬁA%?%Dﬁﬂﬁﬁﬁm% RSN IR % 1155 S £
H, W& REAERCE 2 VLAN 4, JfF IR AR A RCR o i v ), $EWMCU
(R A AT BRI = 7 1, AR GRS R 212 4 e A& AT R AR 15 (1 13 10

ARUEAE R, WHSPLF5. 1XE 5NN D B % IR

RO FRCE S T IS 1.100 (VLAN 100). S 1334 1.200 (VLAN 200).
Jﬁﬁm i iH 1.300 (VLAN 300)

o WIRW A4 : LD1. LD2, LD3 f1LD4

& 1. A—MiZEiR& EMRTFIZED, BERESEZEMBERE

AR TR Ao A B, R RN R E P A 7R O RIAT . A B U ER 7, — BT
TR ICER O ECRE,  DIARSEE N R R .
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= 2: N—NZEEE ERRESHRIRE TED
M CLI L1254 EIRES A TH 0, SR )5 CRAFECE LIRS MRS o
TE VLAN A (E5%) . fELLU R, 4 1 35 VLAN 100, 200 A1 300, F£x 3 PMLET

1.

B,

firepower# connect fxos
[...]

firepower (fxos) # show ingress-vlan

ID Class ID Status INTF
1 1 configured
2048 512 configured
2049 511 configured

firepower (fxos) # exit
firepower#

-groups
Vlan Status

100 present
200 present
300 present

0 present

0 present

BRI B IR R 3 R O

firepower# scope ssa

firepower /ssa # scope logical-device LD1
firepower /ssa/logical-device # show external-port-link

External-Port Link:
Name
Description

Port or Port Channel Name Port Type

gogeE |

Ethernetl4 ftd
PC1.100_ftd
PC1.200_ftd
PC1.300_ftd

Ethernetl/4

Port-channell.100
Port-channell.200
Port-channell.300

MIEH Bt ENBR T80, SRR DR A IO

Mgmt
Data
Data
Data

Sharing
Sharing
Sharing

firepower /ssa/logical-device # delete external-port-link PC1.100 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.200 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

WRBAERAES R h 5 AL THCE, W LR B 2 4> VLAN 4, X ] B8/ A AT b K iR AR

IR R RC

= 3: NAPMAAIZERE LRRTZD
M CLI L4 P A R B EMER 730, SR )5 ORAFIC B LA RD IR A5 6L il

1. &H VLAN A (%) . fELLU Y, 41 445 VLAN 100, 200 fi1 300, Fx 3 ML=ET

B,
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firepower# connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
ID Class ID Status INTF Vlan Status
1 1 configured
100 present
200 present
300 present
2048 512 configured
0 present
2049 511 configured
0 present

BE LRGBS, IRl X O b,
EATE T4 VLAN 4, Jf 5 show ingress-vlan-groups %1% AHUCHL . 7 Firepower HLAH B
e, AT LUK AR B RN T O L, DA R IR e O 4 L R R e S

B 7. 8 HEEORIHIE

PUBLILLETSU  Hardware Bypass

Interface Type Admin Speed Operational Speed Instances VLAN
@] MGMT Management
B
4 W Port-channell data 1gbps 1ghps
Port-channel1.100 data-sharing < LD4. (iR 100
Port-channel1.200 data-sharing LD4... it ie shared by 4 instapces
Port-channel1.300 data-sharing < D4, 004
)
LDz
@] Etherneti/3 LD1
»
WY Port-channel2 data 1gbps 1gbps

£ CLI L, WILLEE P72 R v & A AL, B3 O 1.

firepower# scope ssa
firepower /ssa # show logical-device expand

Logical Device:
Name: LD1
Description:
Slot ID: 1
Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetl4 ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:25

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD2
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetl4d ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:28

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD3
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2B

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD4
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2E

Name: PC1.300_ ftd
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B aneous

Po
Po
Ap
De

rt or Port Channel Name: Port-channell.300
rt Type: Data Sharing

p Name: ftd

scription:

3. WEREANIZHE B BRI, KA DRAT LA

firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower
firepower

/ssa # scope logical device LD1

/ssa/logical-device # delete external-port-link PC1.300 ftd
/ssa/logical-device* # exit

/ssa* # scope logical-device LD2

/ssa/logical-device* # delete external-port-link PC1.300 ftd
/ssa/logical-device* # exit

/ssa* # scope logical-device LD3

/ssa/logical-device* # delete external-port-link PC1.300 ftd
/ssa/logical-device* # exit

/ssa* # scope logical-device LD4

/ssa/logical-device* # delete external-port-link PC1.300 ftd
/ssa/logical-device* # commit-buffer

/ssa/logical-device #

IR ISR R 4R A TG, W 2R B 2 A~ VLAN 41, 30 e AR A LU R AT A 1R
FH S PRAF T

x4 BTFEORME-ABEZMEERE
5 CLI HUoRE 7 R IR P T B e, AR5 ORI & DL R s 8
1L rEndmEsMEs s, RERFIE.

firepower#
firepower
firepower
ftd
firepower
firepower
firepower
firepower
ftd
firepower
firepower
firepower
firepower
ftd
firepower
firepower
firepower
firepower
ftd
firepower
firepower

scope ssa
/ssa # scope logical-device LD1
/ssa/logical-device # create external-port-link PC1.400 ftd Port-channell

/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # exit

/ssa # scope logical-device LD2

/ssa/logical-device # create external-port-link PC1.400 ftd Port-channell

/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # exit

/ssa # scope logical-device LD3

/ssa/logical-device # create external-port-link PC1.400 ftd Port-channell

/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # exit

/ssa # scope logical-device LD4

/ssa/logical-device # create external-port-link PC1.400 ftd Port-channell

/ssa/logical-device/external-port-1link* # commit-buffer
/ssa/logical-device/external-port-link #

.400

.400

.400

.400

WARBAERAES 5L THCE, W LR AR 2 4> VLAN 4, X 0] B8/ A S b K B2
RIF RS R RC

2. BT LIRS TR 11 3WIE 1.400 VLAN ID 2304 VLAN 41 1.
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firepower /ssa/logical-device/external-port-link # connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
D Class ID Status INTF Vlan Status
1 1 configured
200 present
100 present
300 present
400 present
2048 512 configured
0 present
2049 511 configured
0 present
firepower (fxos) # exit
firepower /ssa/logical-device/external-port-link #
—
EORE
THRE &R FEMA EEER
FTD izf7#E RS 54 |2.9.1 HUABLAE T LR FTD e T8ROI S a2 D ) B RO IR A R D . HAT, H#E
PR BRRAS Z W] [ 2 FXOSEHURA N “igtr” HWHEEAR N “is1T” , R T “i8tr” R,

MAZ & FTD N L VS BARE . W& A M FTD [F28, a4k vl fedE FTD M.

Hoea Bz arib+ “Up” YHRA, B TEIEIR3) FTD ¢ P15 I — B 1) o £/

FE“Up” K& WTHEEE, RS RES FEEIRAER, FoIMEEH

BAHESLE FTD ] DAACEESR & 2 B PG 1 FTD RikiE . i%IhREER N A AR

FERITE FXOS iz i@ 25 % — a3 o

iR SETE, A RS oY AT Radware vDP &1 85 1) FTD ASZFF Ik Thfig. Btah,
ASA SRR T RE

BB MUY Firepower MU B B4R bike: 1BEBIRE > BAERRES

B /AZ P FXOS fiv4: set link-state-sync enabled. show interface expand detail

SCRHERERA O B | 2.8.1 L D SLPIRRRC AT, e ] IR SR AR 1 LA VLAN 7M. il T

VLAN F#H ((UfR£ BEANEEREAN T B — SRR BE RS, TR VLAN F4% D3R 4E T —Fp o] i e b 2k
SEBIE D Rt PR vk . AR L RN ERE S C & ) EtherChannel.  DLE 14 2 AN
B,

PrHaME MU 4 set port-type cluster

YHF 500 4 VLAN, T [2.7.1 PLRT, B4 57 250 F) 500 4~ VLAN, AR e 42482 1 1) Him A HAth 58 3 v 3
RANFAF BAE, AT LIERT A IS0 R AET 500 4~ VLAN.
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B =05
IhRE & TR TamA |hEEER
T35 54911 VLAN | 2.4.1 TR A IE A B 11, T LAAE FXOS il VLAN FHz 11, & n] LLTE 2 A4
FHH Z ISR,
ER O BSRAH 6.3 s AR FTD.
PrfME SR A4 create subinterface, set vlan, show interface,show subinterface
B ME U Firepower &5 # H0 S BT
WE > IREEE > HERIb> FOER
F 748 Se g g 3t |2.4.1 PR RGP EEZ 1, 0] AAE 2 ANl 2 I S =4 .
=80 B LR 63 U B FTD.
H/AE S fr 4. set port-type data-sharing. show interface
SCRFRAFAE T S | 2.4.1 PRAE T LR EcHs A5 L 5% Etherchannel %% 0 “ M ” LACP #aak “fREF” #E
Etherchannel o HAhZEM Etherchannel {7 F: “FH” #ix.
BriAs e dr4 . set port-channel-mode
Y FF FTDNBEH T |2.1.1 BLAE T LUE A FTD P BE4E () EtherChannel .
Etherchannel
FTD SR CER BE % | 2.0.1 MAEAE FTD N A e & DA FE I8 L BE B8 RS AL RE I, FTD 43 0] FXOS HLAR &K IE
&AL WREE I DA B 0y o BEROIRASALIR RS, N IER ) — MR W IR, AL A3k
P P I EORE AR 28 — AN o
B MU 4. show fault |grep link-down, show interface detail
FTD SR/ Ze4T R | 2.0.1 TE A 284 T A DR 2 7 T HR O A) AR R 42 N 2 T B o R SRR B A R A i b
2R iR Ty RE T FH T 4ERF I 25k o
B U Firepower &5 8 0 S BT
W& > WEEE > &0 > HEYEEND
F-F FTD ] Firepower |1.1.4 A LK 1R 2 9 T FTD ) Firepower SH4482 11 1z 11 FTD 4% (156 Bh & 21

FF AN

0. %ﬁ%%%m,LH»Echu£MEEwﬂmﬁEm%M Bltn, s
Al LR BRI B MGG B (B 3Esh) Rkt . 120 (Firepower & FEH 0
LEFEH) “RGNE” —=hr “ERE0” #H9.

B AE MUY FXOS fir4: set port-type firepower-eventing. show interface
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1og

BN &

s KTBHREA, H225 01

o IRV A BRI RS, 5 233 T
o BB HVENRI R . 26 241 7T
o ININMHOT R AR R A, 2R 246 1L

s INInE RYER . 5 273 T

* ININEEAE . 2B 274 U

It & Radware DefensePro , 55 309 11
* BCE TLS s ik , 26 319 00

s HHIPHRwS , H322 00

s MRS, H332 00

o TR AR R, 2R 334 1T
PR LN, 5337 1T

A Y 1 [ - | \rL
KT BEIEE
W% AR IEAT NN S CASA 58 Firepower BB fE1D) Fl—ANaliE & igs N (Radware
DefensePro) LA B 554 o

ISR AR VA I, I E SUN T SEGIRAUAIRRAS, 23 1, JF RO B R R N TR E 5 1 1
FPuE .

\}

ER X T Firepower 9300, ] AZEAUAE B B2 e RRISEAU R (ASA FTFTD) o3& W LAYE
AT FAB AT — Tl SN S A R AN TR AR

I ABFRIZEIRE
T DL I 2 240 24
T - A S SRS o S
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zEigg |
B zessnmesss. sefnit

o AR - RIS AT RH Z A A i, BARNMEEINEmEREE CER, Sk
Bl—=NMZE ), AR BE S A G IR 2 AN AR P . Firepower 9300 55 2 Bk % %
CREHIAE N EESE . X T Firepower 9300, FTH = AMREROAZNS HAERE,  [A]IIE T A b SE 9 RN 2%
W), FDM ASSCHREERE.

BHEIRENAEFEG: SRR
REFISEIIE DL R e 17

o ASHLSEB - A S T 2 A 5 | B BT AT SRR (CPUL RAM AL 23 (8], PR T &2
B A AH LA

o RSB - ARSI 2 AR S B AR A DR, DA T DL 2 AN AR S . A
FMC ¥ Firepower JaJiipii il 52 45 2 SLA5 D fig; ASA Bif#i 1] FDM f¥] FTD A SCH o

A\

E RS AR, HZ PR ASA SR REEE . 2

Bl D4 T R AR S, T 22 S 3 Al o VPO 2
Sl A ARIB VAR BT B PG E A FE L TN
By AR BB AN 5E 4 Firepower BB I BE SCFE. BT
HE B, 2 SEECRr R e T & LINE 25 5. Firepower
JBU 17 BN S 22 1 B

X} T Firepower 9300, ] DAYERELEAE AT FHA L S5, /1 HABE R bAT FH 2R 48 55401

AL BIEA

S RT AL T A2 e S R B 1, W LAYE FXOS 8 VLAN 78210, 3 A LAFE 2 A543 2 )
LEH O (VLAN BB D) o AHLSEBIATGAE VLAN v D=8 0. 250l AT AE
F VLAN 742 e iz 11, SERERHIRE ) b, & ] LU H 428 EtherChannel 74211, 152
JLER O RNE 5 190 TR RS SIS I VLAN F4: 00, 2 210 L.

M EE e S 3£
DAZRONTIE ANHLAE (RN B ALt AT 20 25, DAMEH LS RE 0 A e 4 208 0 k36 IR S 491
o ME—F2 L - WA AN S S48 N B A OCHG,  WIALAR 25 B 0 0 R &z sl o 0T
MR R (FEIE RS AR ) WIBREEER M B 1, VA TR 4 5 5 it A7
nR.
o ME— MAC Huhil - HLAH B 3028 s FE L =8 e W T 32 L I ME— MAC Huhk. anif 245z
BN O, o B AEREAN S R A 0 B 25 1% 82 LR ME— MAC kb, B il 8%
LHE R A RAME—MACHUIER S, 72N H R E RN DR, S n] LT3 & MAC
Hodlk .

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)



| Zigies

LR

A\

Yl |

P

AR H ) MAC Huhl o 21 3% 50) 5 MAC Mk, WIEGHE 40 20 52 0T 33 21 B A 5241

RIS 2 AL DN SEBI C AL i e s Kt X B MAC Mk, DSy
Rdv 2K % oy Bl 544 Ce
8 £/ MAC Helihi@ s 3t D (T AR B 5 2

( Internet

Packet Destination:
209.165.201.1 via MAC A20C.F142.4CDC

| eth1/1 (Shared Interface)

[ Classifier |
| [

MAC A20C.F142.4CDA MAC A20C.F142.4CDB vI’\fljp"-\C A20C.F142.4CDC

Instance B Instance C

Y
eth1/2.1 eth1/2.2 ‘ eth1/2.3
| Inside . ! Inside - p Inside L
[ CustomerA (" Customer B ) [ Customer C R
Host Host Host
209.165.202.129 209.165.200.225 209.165.201.1

THERG  ABZN BT A N TR INEL 73S, BIMEHOR B R4 . R I s 75241 C AR S
NG ) FLEC Y o bl AR AR 2 20 e 22 5249 C LUK 11 1/2.3, DA 2 g oo ot . 70 e
54 C.
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Eeg |

- B

& 9: 5k B NEBMERIE N E
/_I I:_"L.
( Internet
A

*eim nAa

Classifier

eth1/2.1 eth1/2.2 *’—Jthh’Q.S

/—’ Inside -~ Inside * i Inside
CusiomerA KCustomerB & | CustomerC

-

Host Host Host
10.1.1.13 10.1.1.13 10.1.1.13

X B K, AU e . RS TR LR I LLSe] C B 45 BRI =N H
PREEE . TR AL DZ B S C R LURRIRE 1 1/2.3, DA I» e85 S0k Bt £ 70 1 22 5451

C.
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& 10: 1% AR R A 3E LA

Yl |

Y
Classifier
eth1/1.2
eth1/1.1 s ethi/1.3
Instance A Instance B Instance C *

eth1/2.1 eth1/2.2 eth1/2.3 Y
' Inside 5 /' Inside —~ Inside !
[ Customer A Cusiomer B ( CustomerC \

Host
10.1.1.13

-

Host
10.1.2.13

Host
10.1.3.13

ST AR, AR ME— 1, I FLIX e 5k 4342 1 8 Etherchannel 2 1. FEIJER T
KB B I LLSEB] C RIS B =AU H RS 6. B A N 10 & A0 lid 2 52461 C 1 LAK MY
el 1/5, a2 25 o 0 40 e 22 524 C.
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Eeg |

| EEYTIEY

& 11: FTD B N EX &

Classifier
eth1/3
T

eth1/1 [~

Instance A Instance B

eth1/2 eth1/4

~ Inside ~ /,' Inside !w fJ Inside
( CuﬂnmerAJ) CuﬂomerB Cuﬂnmerc \
Host Host Host
10.1.1.13 10.1.2.13 10.1.3.13

RELA R

FLERAE PR S AT TECE. 5 — AN S AT A RO PR A 5Bl — AN SEBl AR 5 55—
SR R EE D e A Ao A AL A ﬂ?% REAETR S P I B = 2 T iy (LSS G
YU RT i ZEAL I IR S

R IR T AR G AT AN S 1 OGS

. 2%} Firepower 4100/9300 FXO0S CLI Ec E15/, 2.10(1)
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H

K

PEY N |

s

A\

<

[ 12: REX A 2R LA

( Internet
\ _

eth1/1.2
Outside

Gateway
Instance

Inside

eth1/1.1
(Shared Interface)

Outside

eth1/2.43

Inside Inside

BRI % LHIERE
LA R 45 P 37 R T 0 A B 96 AN SR LA T

B - P S BIEAE A I EAE 1 B CEFEESEA) o B EtherChannel 5PN JE LUK %
Fo FERFNY I, %85 AR [R5 B R 4 BV TP ik

o N - BEAS S A 8RS 2 B TR D (BdlRAY) . it EtherChannel £045% P54~ J7 JE LUK
PIE e RS DAL AL R 2

o SN - BT SR A i 1 A 3 B (eI SRAY) o Bt EtherChannel (45PN JTJE LUK
W o AEREA N N, 1285 AR [R]— Sh i R 2% LK ME— TP Skl

o HBE DI - REASSCBIHAL T o 1 EAE 4 B BRIt BtherChannel 445 W4>J7
IELURMIE o BEAS T2 DL AN (K P 45
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. ABREHIROR B E) MAC it

L Inside 1 ) (_Inside3d ) ( Failover 1 ) Z:\ FailoverS'/;.
. Inside2 ) ( Failover 2 )
[ Management ' ( Outside
R T - 2 e
po2.101| 10 o | PO2.103 p02.201| o opp| PO2:203
Data-sharing
poi po2 ~ po3 po4
two 10gig ifcs two 10gig ifcs two 10gig ifcs two 10gig ifcs

Chassis Backplane

pot pot pol

Instance A gem==m p02.201 Instance B Eem=== p02.202 Instance C Eeme=s p02.203

RBELHIIEOR B 50 MAC et
FXOS WAL F1 8010 2038 922 11 (1 3025 e MAC Mkl BAB (R SN 52481 0 s B LR T IE— MAC
Hudik.

R T-E 0 N AP =R O T MAC #ihik, WS R T3040 e i) MAC ik, i SR 18 b o
MR T Fzh MAC Hihil, WA AzhAE k. RS T, A MAC H#ihk4s 5 /2%
1 HoAth 5 F MAC Huhikpb5e, BTt sl s e v H b o2 O F3h i s MAC ik,

T A AR L A2 FF3k, PIEARNIZ B LA A2 FF3LI0T-3) MAC Hihik, DUk G th B bl
S,

FXOS LAl FH LA N #5201 MAC Hihik:

A2XX.yyzz.zzzz

o, xxyy /2 E XTI ER R G e INRTESE, zzzzzz 5& WA A B 3 Bds . R4 e XK
A% 5 ©4F IDPROM H 4aFE I FE S MAC Huhbt b (R 55— A MAC Bk 2 AMEA =D RE . Al
H connect fxos, 4R )5t show module &5 MAC #ubibh . 4, 5 B s iiE TR 1 19 MAC
LG 4 b0aa.772£.f0b0 % b0aa.772f.f0bf, N RZE TS 2 f0b0.

FH 38 RTS8 e 40 o /N EHI I HE . WeTAF A s SCRTSR IRl o i S ar g 2 A
77, WM LK 77 e+ 75tk HIME 004D (yyxX). £ MAC Huhik P4 Iy, 2004 [ (xxyy),
DL 5 HLA (1) A b 2C DL B -

A24D.00zz.zzzz

FFHIZE 1009 (03F1), MAC Motk

A2F1.03zz.zzzz
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| Zigies
asznzrez ]

REELHIERER
PR SE AN AR S S YA S O, 15 AE FXOS H it — AN AN E SO, B e kA
I SR, T e AR R YR C S . YR E SO S BEE CPU LR, RS
DECE ST RAM, RSB (I RE S 25 10 % 4 40 GB. BEHRNA ST H R, 1E21H
RSB LR A5, 57 240 Lo BEUNINGRYRHC & SR, 15 S A 225 SES gt J5HC & 3
, %176 i,

ZELGIThaERY e BREH

SRR R GEREL. VPN 2 1EE0N TLS AAFE AT 50D &0 T 45 H A Hy 5249 ) A A7 A0
CPU M FH 1580 (UEA 7~ 7E show resource usage ") o WA AN, U FE AR HE 43 Ao 25 L4
1) CPU #%.0 A A Lkt Ak &, i, an A A BAT 50% 120 as 52, WIEsAIRTE 50%
i, Shah, RUEY T Re S DA RS 10 W 24 10 58 4 sl B 2, (HLA s sl ml FH i ik i n] eI T
A Hby SEZ A8 T A

R E S A R R, 15 S B https://www.cisco.com/c/en/us/products/collateral/security/
firewalls/white-paper-c11-744750.html,

BHREOSSATRAME

RET LAAE 2 ANSEALAS AR A SEoR se B T s il R 2 LA, B HLAR I 10
A, SEETELBIEE 10 A4Sy aT IS o TR, ASAE FXOS ARG iy il L A8 N A P
BRI o

ARVEAER, WS m ] VLR SRR 20, 26 239 DURER Iy al FITEXS » 28 273 Wi,

AEREHIFNER

1A AR 2 R/ 5 B AT — AN A S QR A A S SR . A QTR 2R, 15 S AR 2ok
b5, 26235 1L,

B FR RN & FMH

A RESRAL & 550F, HS L EAY

EHREHEHENEKRSAREEY
Firepower4100/93003 £ 2 Al AL, e A, W HIRAL DL K] PR RN AT e ThBE . 16 S LA R
BR, TREAVFNALS .
Firepower 9300 B9 3K
Firepower 9300 {45 3 AN % A BTHUAAE R 2 A S B 1 22 i . 755 [ DL R 2K

o AR - 48] LUZE Firepower 9300 H 22BN AR (it . il dn, #8 0] LUK SM-36 1E 4
R 1. SM-40 1E Al 2. SM-44 1 il 3 223,
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Eeg |

B =vnnuasnsksmess

o AHURIZR 2SS - 702 AP b2 B 7 g s, A e SR S R A 2 2 5] . A b S DEE
A RS A 08, DRI L REE AR b 2ede — /N ARH A9 . m) DAYE SESB Rl A A 512431,
E AR AR A2 SE il ot SEPT DAYERSE 1 RIS 2 bae e AR s o), (HAERE 3 I
YRR IR o

o AU AERE - P ITE e CER RENUFT NI EPLAA R A2k [/ —2R, f&n
DULE S MR P e AN RS 1 e B, (ENLAE TP AFAE T B CREEATAT 46 S8
TAERE. Bltn, el DIERLAE 1 e 2 A SM-36, 7ENLAR 2 thacdhs 3 4 SM-36. W R AE ] —
WU 2235 T 1A SM-24 Fi1 2 A~ SM-36, WITEvA% AR, .

o ARSI AEAE - 180T DU R AN [R) 5 280 b g sl i S . il an, &80T LA ] Firepower 9300
SM-56. SM-40 fil SM-36 L [fsEBl Gl 4ERE . HAE, ARereRE—MEREFIR S H Firepower
9300 A1 Firepower 4100

NO YES

Cluster 1 Cluster 2 Cluster 1 Cluster 2

_ Cluster3  Cluster 4

o ] HYE - AAE Firepower 9300 b [F) B (B sC e n PR, (U, X PRANHLAE AT DAL 2R
A, filhn, PR ER A SM-36. SM-40 fl SM-44., T LL7E SM-36 fit > [, SM-40 i
e 2 [8]F1 SM-44 At 2 [a) it e nl B PExS

« ASA FIFTD T 255 - f 0] LAZENLAR A ST A e b 22 e AN AL N T o i, JamT DL
o1 FOEe 2 b 2edE ASA, 7EREH 3 223 FTD.

* ASA 5 FTD fRAS - #&0] DLZE B R ASEER g AT AN R RROAS (1) B FH s 288, e m)— itk g qT
B R g Sz, B, ST DAYERRER 1 1223 FTD 6.3, 7EMIER 2 [ 2¢%% FTD 6.4, fEAHER 3
2% FTD 6.5,

Firepower 4100 B9 Z 5K
Firepower 4100 ff Z M5 . S LL N 2K

o AHFI 245 5249 - 7F Firepower 4100 [ 2238 AR A SEBIIT, 1206 % L RESCRF A R B8 52 . A HBSE
BKAG V& BT A e U, TR I REAE W % b2 — N A H S
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pesrmrzss ]

o AHUSCBI SRR - AN P HLRE AR A ) — TR 5

o PEARSAN R - SR LU AN R 2 528 ) szl G @t et . i, W RAEEH Firepower 4140 11
4150 1l el g . HJ2, ASREAER—ANEERE R S48 H Firepower 9300 Al Firepower 4100

NO YES

Cluster 1 Cluster 2 Cluster 1 Cluster 2

Cluster3  Cluster 4

o i ] FPE - AALE [) AR () SRy m] P
« ASA F1 FTD % FH2K% - Firepower 4100 H fgiafr— b 257
* FTD 488 SEBIIA - $88 ] DLLE [F]— A ¥ AN [FIRSCAS (1) FTD A A Bl 1) 728 4 SE IS AT

HEERML &Y

BED S

* Firepower 9300 L[] ASA - 5% 16 M. i, #&rTLA7E 16 MUAE AT 1M, 8 7
8 MHLAAH AL 2 AN, ] DI e 24240t 16 MR AL S . R, HUAEh TG
RS20 TSR . SCREHUAA A . WU TR s )R 4R

* Firepower 4100 41 ¥ ASA - 5% 16 MHUEH. SCREHLUR )R i ) AR

* FTDYEA H FMC [#] Firepower 9300 I - 6 AN, i, #&nf LAYE 3 MNP A 2 Mk,
BELE 2 AMHLIRE TP 3 AR, siE 2Pt 6 MR FMT A S . R, TP RTE
WA AR T 2R . SCREHLAE N RIHLAR )RR .

* FTD7EAH FMC 1) Firepower 4100 241 & - 2 6 M. SCREVUAHRIBFAE .
* Radware DefensePro - X T ASA FINLAT N BEEE R S HF o
* Radware DefensePro - 25 & FIDMHFE NIEEE . A SZIF 2 SLplERE,
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| JETEE ST

SRR IR
SERET LA

o A S BAE - X T Firepower 4100 F41: BrAHA L AUR [R]— 845 . X} Firepower 9300: Jf
A2 ARREYN IR R —88 . filan, i RAEHIZERE, W Firepower 9300 H ) I A7 B AR 06 AT
SM-40s. %80T DUAE S HUAE P 22 e AN [ 0 2 B, (BN TP A e T A B CRLAR AT AT
TR D T AR

o AR SIEERE - G DU AN B S A A R () 22 RN A AR A . (R, WRFRE, &
A LALE [A]— S P 1) AN [R] Firepower 9300 224 BEHLZE A 0 Firepower 4100 545 [ 7R MIVLHAC 25 2%
S . ANREAE [ — N ERER IR A4 A Firepower 9300 1 Firepower 4100, 5il%01, 44 n] LU
Firepower 9300 SM-56. SM-40 Fl SM-36 b [¥SEfl G dt e . 5, W LLYE Firepower 4140 Fl
4150 - OIEERRE .

NO YES

Cluster 1 Cluster 2 Cluster 1 Cluster 2

Cluster3  Cluster 4

4140 m 4140 . Instance B
4150 m 4150 Instance B
4150 W 4150 Instance B

© FRIEATBRGTI AL, b2 AT 58 4 H] () FXOS #ft.

ST OBCA R, DAUCR MR RS, i AR B2, EtherChannel.
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PR AL RS
scope ssa

Tl

Firepower# scope ssa
Firepower /ssa #

Nij
g
N

BN S A RRCAS
a) AT G . R AR R AT .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) R B 2 Y AT R
scope slot dot_id
X}F Firepower 4100, slot_id4i% A 1; %f T Firepower 9300, MR Hy 1. 2 5% 3.

i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

c) B IS

enter app-instance asa device_name
device_name I /1T 1 %2 64 AN FRF LA AEXT IS G L B B4 N, ORI e o% A4 R

i

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

d) WHE ASA WGIRA .
set startup-version version

i
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Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) BB,
exit

i

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) B %] ssa B,
exit

i

Firepower /ssa/slot* # exit
Firepower /ssa* #

IR

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

T3 QIEZHERS
enter logical-device device name asa slot_id standalone
8 55 8 2 S 0 40 B P SE B ARTR] ) device_names

Tl

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

PR A RS SR E O MM O EE IV IR,
create external-port-link name interface id asa
set description description
exit
* name - ] Firepower 4100/9300 HLAEE B 5 BT s A EAE ASA BB A 42 1 44 FR
* description - 75557 A% B RLE B IIAE T 515 ().

I VS LA B AN RS 2440 ASA R PRG54 11, B dm v 1P Hhuhik.

Tl
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FIES

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

oz asa |

/ssa/logical-device* # create external-port-link inside Ethernetl/l asa
/ssa/logical-device/external-port-link* # set description "inside link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 asa
/ssa/logical-device/external-port-link* # set description "management link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
/ssa/logical-device/external-port-link* # set description "external link"
/ssa/logical-device/external-port-link* # exit

BB IS SR EE .
a) BT TR S

create mgmt-bootstrap asa

i

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) FiEERE KR B A EGE N
create bootstrap-key FIREWALL_MODE

set value {routed [transparent}

exit

LR AR, B oL R 2 m e ph iRt A L IR (KRR 12 AR A AN TR (8 A
Fo T, B A2 RS, e i B BRI KBS, A
WAL 2 B PR B2 (0 o AR

RGANAEYI GG IR B N BB B K RS E N 5 R i e, WA A .

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) FREE B IF R .
create bootstrap-key-secret PASSWORD

set value
EyNE: 20
AE: 208

exit

i
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THBCE K] ASA B BE B3 MR 8 AR BEAT SR K I AR R AT T W SR AEAT FXOS Vi ALK,
FESSROC T A BE G T P B, ) LUK IL

5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) FCE IPv4 S RIE L IRE
create ipv4 dlot_id default
set ip ip_address mask network_mask
set gateway gateway address
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) HLE IPv6 LI E .,
create ipv6 slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit

5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

N EBEHL| ST
exit

5

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #
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PER6 RAFLE

commit-buffer

UL 35 e R RAS, JER 5 | R e e R A Bz 10 1A 06 45 I8 ] S 9 R B i R A 4
] show app-instance iy 2K AR & . MEIRS AN E B ILBITIRES AN, N6

13847 H T AEAg A o
il
Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit
Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version

Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49

Container Default-Small Not Applicable None

THZ I ASA BCEARR, DUITUAMNC % 42 500

Gt

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

oz asa |

9.12.1

6.4.0.49

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"

Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"

Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"

Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
Confirm the value: secretglassine

Firepower
Firepower
Firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
/ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

1 FMC 7038 32 8% Firepower B3 fifi b5 15

ML AR VA T BT, tnr e s T PR . 7R BT 24N L ALY Firepower 9300 _f,
DR E AR BT R £ o SEAF T BT AR, DRI TG V2K MU HR B B R ST ¥ £ A T VR F RN
I

A UAAERC AR AR A S ], e AR A P 7 R S

FIRZ Al
* M Cisco.com N TR BN S, AR5 HBUZR T 203 Firepower 4100/9300 HLAH -

N

E 0T Firepower 9300, W LAYEALA A B b2 B AN 2R
B AR (ASARIFTD) o Al LLZEMT AR B 13847 — i
S (AR AR A

o NCEE RS B R R . RO R, W OOARTOH THLE
EHPYAE L (FE FXOS W, nRe A 2% 1 27~ ) MGMT. management0 2 A2
PLZFR)

o SR DURY e ANESCHE B 10 P B (ELDA 0N B B R 11 O B Ve 4%, BV SR ST A i F 8
PR RS HIZE L. ARITEAE R, 1HZ M FTD 4 2% 111 configure network
management-data-interface 74 .

s kDR IR R D . B0, ST LA Firepower SHAHZ L, &M Ay 5
PRAE (B Web FE) o ARIFAIER, WSRO, 25 186 Ul.

o XEFAASG], ARG AEE I BOARCE SO, TEHGE 0 A S I B UG B S0, 26 176
TTEAR I B PR S

o XFTRE], A R ARSI T, IO WA e i/ G |8, DLORIE AR R AT I
A% EOCMIBRIAT A B, R RO 2B B, 1X 2 B RATA AN ] i
IR EAE IR A LBV HA M L], WILEAT TG DL T #R i ZMER A S Toidk B Shps At s
BIER B RS LH] . A REMEE, WS EF R 2 2By 5%, 5 346 i,

s WAL E R
* WAL ID
o EELRE T TP Huhk A 45 HE AL
* ¢ TP Hihil:
« FMC 3 $% 1 1P Huhil f1/8% NAT ID
* DNS flleg5 4% IP Huhit
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* FTD EHLA R4

BENZ2 Ao
scope ssa

i

Firepower# scope ssa
Firepower /ssa #

P AR AL T 1) Firepower 75 I ARCAS (11 s 28 HT P VF AT e B0 2R R R B2 IEARAS (1 EULA, - 1A
AT BB,

a) A AR . TR A T AT .

show app
EUE
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) K FERCE N WU AR .
scope app ftd application_version

51

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

¢) HEBVFAT PN
accept-license-agreement
il
Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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d)

individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".

Firepower /ssa/app* #

RAFICE

commit-buffer

i

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

B B2 A g e
exit

i

Firepower /ssa/app # exit
Firepower /ssa #

SER3 WENHLH S, SREmERA.

a)

TR ARSI BEURAC B SO . SEASINRCE SO, TS B A8 S N e s C S
7, 55176 L.

show resource-profile

VR B AR AT B S A4 P

TP

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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b)

c)

d)

e)

73 FMC 3 hn3i 32 A9 Firepower BB 150 .

W30 AL Ay 22 AR | Al
scope slot slot_id
%f Firepower 4100, slot_id4i#¢24 1; %} T~ Firepower 9300, MIZH%4 1. 2 8 3.

i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

lfc NP R

enter app-instance ftd device_name
device_name HJ /- 1 %2 64 DMFAFLIA) . A%T IS4 6 I8 AR B o& I, K AT T B £ 24 7R

i

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

TR, AL S A
set deploy-type container

A SEIE IR 3 2 AW/ 5 | BB, DA AT DL 2 AN AR Sl A S A ] 2 A e/
IR 5808 (CPU. RAM ARLAE S, DI AT 222N A LS4

RAFBCE S, TIL B ISR AL BRASRAL native.,

i

Firepower /ssa/slot/app-instance* # set deploy-type container

XTI, BB PR S
set resource-profile-name name
LB SO A FRL I CAFAE -

U ARAER G S e — AR P BEIRAC B SCAE,  SEPRE FO A,  IX R e 2K 5 0B if i
8] TR T O IEYE, WER A R/ B B SO, 55 AR R
I 1 5 RN 2

il
Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

W Firepower B8 18 G A

set startup-version version
N2 EULA INFERCFE S th SR 0 SRR 5

Tl

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .



zEigg |

B e s sz Firepower BB B

2)

h)

i)

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

TS, A T EEE ] TLS In hnis .
enter hw-crypto

set admin-state {enabled | disabled}

exit

UV AR P P TLS I8 s, JF4 i e i vk e . BRSO N Ik ThAg . 14
BZ T LU RN R 16 A2 8 F TLS IS hnik . A Sz @l A L Er b The . EARE D
BC 45 1% S R D % 8 5 FT 2 B, SN show hw-crypto fir4. IBVERL, WA 2 TR 2
FXOS 2.7 M A S R 1) TLS s i

IR

Firepower /ssa/slot/app-instance* # enter hw-crypto

Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit

Firepower /ssa/slot/app-instance* # commit-buffer

Firepower /ssa/slot/app-instance # show hw-crypto

Hardware Crypto:

Admin State Hardware Crypto Size Hardware Crypto Version
enabled 40% 2

IR HY B R AR

exit

EUE

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(nf#k) BJaEiEH T Firepower 4110 5% 4120 [¥) Radware DefensePro S5, SR 7E A1) £ 1% 5 15
P LW BN FH A (545 S AN S FF Radware DefensePro) .

enter app-instance vdp device_name
exit
BE device_namelLULHC Firepower UM AN I SE] . SE OZARRRCE G, e A

Firepower P57 18118 5 152 46 1 e 55 5% h 4k 2210 5 Radware DefensePro (& 1fi#% . 152 [ (R 40T
W %% Fd & Radware DefensePro , 28 310 0L, MPEE 4 FFUh.

i

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

B 3 ssa BT,

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)



| Zigies

1 EY

TR

TR

B2

4

5

73 FMC 3 hn3i 32 A9 Firepower BB 150 .

exit
ENGE

Firepower /ssa/slot* # exit
Firepower /ssa* #

IR

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

QU B
enter logical-device device_name ftd slot_id standalone
A5 FH 5 4 22 S i . H SE 4 [R] 1 device_name.

T

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

) IRV A 7 O BB 1 o X N M R D IR
create external-port-link name interface _id ftd
set description description
exit
* name - | Firepower 4100/9300 HLAEE 2L [#ALH]; & ANEAE Firepower &b 7 481 e & 44 FH )
e RELY i

* description - /£ A% B RIE B IAE FH 515 ().

BB T LA R B N R] . S IS TR FMC R P RTIC B RO R 1, AR R TP bk

BOAT ] — DA iR 2 10 DEERIEER O giAh, WU RN IR O LR R S 14
ANpE ARl .

T

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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. 73 FMC 3503k 32 #Y Firepower B BB fE

Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

JA BEHEIR S [F2D .

set link state sync enabled

mﬁﬂETUHHDLﬁ%%%%Pﬁ%%DMWE%%%MﬂioH%,AAFMBEﬁ%uﬁ
BAT” HEEE MRS 18177, ST “IE477 IRE, 1A R FTD A # 1& BOIR

Uom%&ﬁMmDMy,ﬁﬁﬁmT E1E FTD M54 L&k b+ “Up” PHRA, sE7E
TR FTD S G I —BON R AR EFE “Up” KA. SHTFRBE, IRIRSAILE 7] fE S S 8dE 1

%,lﬁ%ﬂ%ﬁ%T%%fﬂDTuiﬁﬁézwﬁ%mHDE%%%O

ZINREER U N ZE ARSI I AE FXOS W@k &2 — 0 . LI REAS semidE Sz 0 (il i
PREz O E SRR D

M85 FTD 8RR RIE R, FXOS 4 O AR ZARZ K5 FTD iz O HRE RIS . 4
W, WERICH FTD e, “MRSSIRE” BBk “C25H” o WK FTD N, Frfa#n
Wik “OAEHY o XTSRRI, DU RS UC FTDEPE‘J%%D/M% CRERE” WEA
COAEH” 5 AHOCH FTD N s AT ICABHIAE G DG LRGP S8 O RFE “ 2

WERAEH] FTD SEBOIRASFD, W) “MRosIRE” R eoah “2RM” .

AR R AASEHI s A AT Radware vDP B g3 1) FTD ASCRFILIhAE. #LAk, ASA HASCRE
SETIfE .

FAFE B DA R SIRAS L ERSEPR R, 6% show interface expand detail @iy 4 .
5

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink
Firepower /eth-uplink* # scope fabric a
Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

Port Name: Ethernetl/2

User Label:

Port Type: Data

Admin State: Enabled

Oper State: Up

State Reason:

flow control policy: default

Auto negotiation: Yes

Admin Speed: 1 Gbps

Oper Speed: 1 Gbps

Admin Duplex: Full Duplex

Oper Duplex: Full Duplex

Ethernet Link Profile name: default

Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default

Udld Oper State: Admin Disabled

Inline Pair Admin State: Enabled

Inline Pair Peer Port Name:

Service State: Enabled

Last Service State Down Reason: None

Allowed Vlan: All

Network Control Policy: default
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73 FMC 3 hn3i 32 A9 Firepower BB 150 .

Current Task:

$B7 WEEHS ] SHEFSH
X B TAX UG B SR AR E . T SLBUIE R I847, o vl LUE SN A CLI iR & ik

Hifir.

a)

b)

<)

ol RS YEHA DU

create mgmt-bootstrap ftd

i

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

XF T AT, 1R RS N FMC.

enter bootstrap-key MANAGEMENT _TYPE

set value FMC

exit

AU SEFIE S FE FDM AE g . B @M & e, Ok s s g iy,

T

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value FMC
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

fiq 2 %5 P Firepower & #HOME IP Mok A= H144 5 NAT ID:
BCE LA R I — i
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value IP_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
* enter bootstrap-key NAT_ID
set value nat_id
exit

W, oS T8 H 20 T AT S 50AE, #FF ZEWAS 1P sl GER-— N
1) : FMC 58 %5 IP Hidilk, 43852 FMC IP itk ()%, fn S - s Horp—AN 1P btk
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d)

CIZ & SEIL S 1 H AR B AREESRD ,  RIE DA 20 A1 2 1) W i 415 2 ME— F¥) NAT 1D, DLEESZ XS4
SRIEAR AT, JFEHOEMENI S S LR RN T 1 2 37 M EFF 2 R AR RO
FFERTEE N NAT ID. FMC MBS HIE 3 B0 NAT ID (AN TP ki) X0 AavE k4T
G0 BRI FZAL o
wH:

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

fRE B KB B

create bootstrap-key FIREWALL_MODE

set value {routed |transparent}

exit

PR HASE T, VOB A Do 20 o (R 2 bl e R o AR LR B b R4 LR T AN [R] )1 A
Lo Ui, EWIB KB AN 2 BN K, A RGP B BRI B kKBS,
AN Ay S ) B TP A B E AR R

RGNS IRTRE W BCE 7 KB RS E N H 5 SR P 6CE, WA IR E .
R

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

7 7€ B A Firepower B BE AU O BSR4 o n] DI B BHIE R T 1 28 37 DR 2 0 AT
s 7 FTD I, #5275 FMC B4 A [R5
create bootstrap-key-secret REGISTRATION_KEY

set value

EN{H: registration key

fiIN{E: registration_key

exit

-

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FoE B O RS . SRR AU BB T CLI D)
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73 FMC 3 hn3i 32 A9 Firepower BB 150 .

create bootstrap-key-secret PASSWORD

set value
PN R S
WE: i
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

g e e e TN .
create bootstrap-key FQDN
set value fgdn

exit

IR

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

157 DNS 55 #:51& (HESREIT) .

create bootstrap-key DNS_SERVERS

set value dns_servers

exit

it dnReEE FMC L4144, W FTD fEH] DNS.

Tl

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

frE MR EIEL (HE SR .

create bootstrap-key SEARCH_DOMAINS
set value search_domains

exit

T
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i)

k)

)

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

CATIE) X282 p], fVF FTD SSH 216 & F M. & KB A 3L FTD shell Uy i) B PR DL
S T R B HE

create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit
* yes- I EFL N SSH 21815 i It 2% 4 52 B RIS R f87 D v LRI N & SRR
* no- 24 M FXOS CLI V5 i) ¢4 SEA9] A R TP ml LA N L XA
BRI OL N, PAaescl, U7 W FXOS CLI Vs ) FTD CLI ¥ il EAEAN L 5. SRR

IO T dssicl,  DLRESRSE) 2 [ RE S o A4 AT RE i Hh e AU ] USRS SRR Ly
SORMA L HBNN, AL 5B EEA MR, 3548 FTD CLI HE ] expert T4

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key PERMIT EXPERT MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BC 'S IPv4 B BIEE L1 .

create ipv4 dot_id firepower

set ip ip_address mask network mask
set gateway gateway address

exit

T

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

Bt IPv6 B B 1B

create ipv6 dot_id firepower

set ip ip_address prefix-length prefix
set gateway gateway address

exit
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TP

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

m) RG] SRR
exit

IR

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

FIER8 RAFILHE

®9 i

commit-buffer

UL PR E RS, FE6 5 | R e I R A Pz 101 VA0 06 5 I3 FH S 91 e s S8 B R A 4
1 ] show app-instance fir K A B ER S . YEIERS A EBA LTRSS N ELN, N SpE
AEIBAT Hl (Al .

i

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

Zd FMC BCE 470, K FTD S 2 e, IFITUATE B 22 2 50K .

A5l

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
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Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

77 FDM 3503t 37 B9 Firepower &5 BB £

FTLLKS FDM S5 A S S5 A o ANSCRFRRAR S o AN IS AR ot T OIS, ) sy m X
A

FrIG <z /il
* M\ Cisco.com FZE ] T BRGNS, SRR R T 221 Firepower 4100/9300 HLAH -
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A\

£ XIT Firepower 9300, A AYENLAE H (AR ASEH |- 2256 AN ] 28
BN H (ASARIFTD) o i n] BUZER AR 13847 — i H
ST AN R RSCAS

o FUE @RS BT WA B O IR R, IR OO AU TR
EHOPLAE # O (76 FXOS h, W8S 3i%4 1 8 MGMT. management0 i A%
(PEA9)

s BB A DIE MR R A A
c BAELLFER.:

B IRL T ID

o BEHEPE TP HLhE AR 25 HE T

* WK TP Hbhk

* DNS Jle g5+ IP Mk

* FTD EHLA A4

i

BEN 2 a5

SCOpe ssa

i

Firepower# scope ssa
Firepower /ssa #

P32 RUEA T 1) Firepower JEUMHBT AIRBAS (1) S 26 TP VAT B AR M AR IR 2 IERRCAS K EULA, - 1A
ity AT UL BRED AT

a) BHEA MG TR AR AR T A
show app

-

Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.9.1 cisco Native Application No

asa 9.10.1 cisco Native Application Yes

ftd 6.2.3 cisco Native Application Yes
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ftd 6.3.0 cisco Native,Container Application Yes

b) K P B R AR
scope app ftd application_version
il

Firepower /ssa # scope app ftd 6.5.0
Firepower /ssa/app #

o) HRZVFRI L
accept-license-agreement

i

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

d) RAFELE.
commit-buffer

i

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) BHH| LA MRBH,
exit

5l
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Firepower /ssa/app # exit
Firepower /ssa #

SR 3 BCE NS BImRABARA o

a)

b)

d)

e)

R L BB 2 Y 5 | S A A
scope slot slot_id
*$F Firepower 4100, slot_id#4#4 % 1: % F Firepower 9300, W%y 1. 2 5 3.

-

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

BN A5 o
enter app-instance ftd device_name
device_name FI /M1 1 & 64 NFAFLIA] o AEXT LS G 2 AR B A I, KAl H I & A4 PR

-

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

WE Firepower 7 Al G WA o
set startup-version version
NSRS BULA INAE MR e R e il sk oA .

i

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

B H B AR
exit

i

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(Al#k) GG H T Firepower 4110 5k 4120 f#) Radware DefenseProsiffl, %R 7E G #dtiZ 45 % %
Z HT A FH A

enter app-instance vdp device_name

exit
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zEigg |

B E device_name LAILHC Firepower BBl IS HI S o S8 O AR BRI B Jm, R AHE R AT

Firepower J&/HH55 10112 45 18 25 1Y I 45 5% Hh 4k 42t B Radware DefensePro 1&1fi#s. 1

5 LI E Radware DefensePro , 25 310 71, MIDEE 4 JFif.

i

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) JEHE] ssa B,

exit

5

Firepower /ssa/slot* # exit
Firepower /ssa* #

T

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa # scope slot 1

/ssa/slot # enter app-instance ftd MyDevicel
/ssa/slot/app-instance* # set startup-version 6.5.0
/ssa/slot/app-instance* # exit

/ssa/slot* # exit

/ssa* #

VIR 4 QIR
enter logical-device device_name ftd slot_id standalone

A P 5 s 2 TS I B 2P S8 A ) device_name

i

Firepower
Firepower

/ssa # enter logical-device FTD1 ftd 1 standalone
/ssa/logical-device* #

SRS IS R o PO BN O o XA D A O IR

create external-port-link name interface id ftd

set description description

exit

Z AT 3

* name - i Firepower 4100/9300 HLAFHE BL5 2 H] s & AIETE Firepower J& 07 481 L 5 R A8 FH 1)
AN

* description - 755547 A% I RLE AL FH 515 ().

B O SRR B CANE] . RS 7 2EAE FDM Hha AT B ol e 1, AR TP Hbdik.

i
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Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

JA BEHEIR S [F2D .

set link state sync enabled

MﬁﬂETuﬁﬂDiﬁ%%%ﬁPﬁ%%ﬂ%%ﬁ%%%%ﬂioH%,AAFMBEﬁ%uﬁ
2177 HYHEEEIRES ) “IafT” , 3T “i8177 IRES, A% FTD WL D BUR
UOM%&ﬁMﬂDMJ,ﬁﬁﬁmT EfE FTD N HIsE 4 BT T “Up” WHDIRES, o/
RN FTD GH G 1) —BUN RN OREF “Up” RS X TSR, IR UTE ] R 2> 5 B8 (. %

Sy PR AMIES His AT RESSA/E FTD Al LA IR B2 AT 4R ) FTD RIEFUE

ZINREER U ZERPIRAS I /E FXOS W8 k&% —a . LIhfe RS e s O (plhn s
PREz O E SRR D

A M FTD BEHCIRZAS B, FXOS i HBR SRS & FTD whtbd 1A BUIRZS 28 . 431
an, WURSCH FTD Wi H,  “IRSPIRA” Koy “ 248”7 o anRoCH FTD N, Frfi#d
Ko “CAENT o TSR EREE L, DUE BT AOCH FTD R Lok “IaIRE” wE N
“BEEM” ; HSH FTD N st AT HAR B SO0 96 COFERPHIED SR D REF “ 2R

WERAEH] FTD SEBOIRASFD, W) “MRosIRE” R eonh “2RM” .

AR R AASEHIsEAT Radware vDP B g3 1K) FTD A SCRFILIhAE. #LAk, ASA HASCRE
SETIfE .

FAFE B O AR SIRAS L EIRSEPAR R, %A show interface expand detail @iy 4 .
5

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink
Firepower /eth-uplink* # scope fabric a
Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

Port Name: Ethernetl/2

User Label:

Port Type: Data

Admin State: Enabled

Oper State: Up

State Reason:

flow control policy: default

Auto negotiation: Yes

Admin Speed: 1 Gbps

Oper Speed: 1 Gbps

Admin Duplex: Full Duplex

Oper Duplex: Full Duplex
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Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Service State: Enabled
Last Service State Down Reason: None
Allowed Vlan: All
Network Control Policy: default
Current Task:

<. o>

TR WEEHL ST

XA AU T AR E B o TSR R BT, MJa T BUE SO ] CLI iR B K2
Hife.

a) AT SRS

create mgmt-bootstrap ftd

i

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) A TAHBS], TR S BCE ) FDM.
enter bootstrap-key MANAGEMENT_TYPE
set value LOCALLY_MANAGED

exit
AHSHIE SCRF FMC VRN B . B G, Jovk s B gy 2R,
w45

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) FREFI M. WHEMME RG] T CLL Vi .
create bootstrap-key-secret PASSWORD
set value
EIPNER
a4
exit

i

SR
=

=
&

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
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Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

e se e EHLA
create bootstrap-key FQDN
set value fgdn

exit

5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

it %€ DNS JIk55 a3 (HEZSREIT)
create bootstrap-key DNS_SERVERS
set value dns_servers

exit

w45

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e REER (HE ST .

create bootstrap-key SEARCH_DOMAINS
set value search_domains

exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

FCE. IPv4 8 B 1 BCRL

create ipv4 slot_id firepower

set ip ip_address mask network mask
set gateway gateway_address

exit
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i

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

h) FCE IPve HBEE LIRS
create ipv6 slot_id firepower
set ip ip_address prefix-length prefix
set gateway gateway address
exit
EUE
Firepower /ssa/logical-device/mgmt-bootstrap* # create ipvé6 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3210
prefix-length 64
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

i) IRHEHE PR
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

LIE8 RAFHLE .
commit-buffer

HUFE R L 3R e AR RRAS, 65 | R e 0 R B 101 A 006 2 I3 FH S R 8 i R 4%
] show app-instance fiy 21 A E R & . MEERS AN EBRH HBITIRAS NFELN, N6 IE
fEIBAT ol fAfiH .

T

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None
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Firepower# scope ssa

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa* # scope app ftd 6.5.0

/ssa/app* # accept-license-agreement

/ssa/app* # commit-buffer

/ssa/app # exit

/ssa # scope slot 1

/ssa/slot # enter app-instance ftd

/ssa/slot/app-instance* # set startup-version 6.5.0

/ssa/slot/app-instance* # exit

/ssa/slot* # exit

/ssa* # create logical-device MyDevicel ftd 1 standalone
/ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
/ssa/logical-device/external-port-link* # set description "inside link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
/ssa/logical-device/external-port-link* # set description "management link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
/ssa/logical-device/external-port-link* # set description "external link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create mgmt-bootstrap ftd
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key MANAGEMENT TYPE
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
Confirm the value: secretglassine

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4d 1 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
/ssa/logical-device/mgmt-bootstrap/bootstrap-key #

NS AT A

o ASA AT HITE (BRI SRR ECE, TANE/E FXOS g & . (525 T ik rbLAf
A P E v T LR HE 2, W2 B DA D3R
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XTSI, R DR R AN SRR S o FRAT TSR SR 1 B EtherChannel |1 1
B, ARSI BT 4R D DU RS D) i o TR, B AU R — A0 1 R BTAT T
H VRS )i i . AR ATk DRI DI RS, R R A 30 (eseiz i) HIE
R

3 TR BRI

W RAEAEJR R T PR S R R R 1, WS AE A B BT SRR A BT A BT
e

B XITASA, WIRAEFXOS b — M0 (Bilin, WIS ER ML, B EtherChannel,
O AN E BT/ L E) EtherChannel) , I ASA FLE &SR H IR GG fr 4, LAMEE AT LA T
ATAT A B R4 MEE AR O &7~ AT 12 15 . #5n] LLZE ASA OS HFah Bk IH
(2 S .

AR, A LUK 2 B B AL RN ISR A . IR R A B AL G R, R
Bl AW ED  FINERESCHILA B Z A B IIURTE. W5 2 MRBLUK Firepower 9300
SCREDUA A RESR, AEik, BRI LUK B HILA h A P b oy A 21— R b SBab AR 224
PUA S AL R AHURTRESR: PR BRI B R B4 (I Firepower 4100 51D [{ME—E#.

5% F Firepower 4100/9300 #1 75 _E B9BF &

1t Firepower 4100/9300 HLAH B frAEmy, & AT DL N #AE:
o Nf ARSI v AT G B AR R B BRSO N, A o 1 E T 48) .«

T 2B BENAZAE A ERE AN RS AY Etherchannel - FlACE 721 RS2 R
ZLH QAR e RS .
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ggnengmzsse ]

XA N BEEE (LBR Firepower 93000 , Bt&EESF|H Firepower 9300 AR JEATHEAEHAE
XPTHURE AR, T TR PP 0 4 B 2tk EtherChannel LIEATHLAH REAF
s TEN PR | SR P E .

TESCE T, ML 5 | AR | SR P AL SIS B S AR A AR . BESR I e i 4 1 %
SCA AR B AR A . WU 2 o ORI, ] LUAE Y H PN 5 | R P T ) 2
F P o] I 8 o A T L

o R B DU O S I 2% B 1 B eh TEAR

ST HIFE R ESE, 5 M 453 O AMY R T EtherChannel, S HLAA )AL, Firepower 9300 & 2
S1EAE A A EtherChannel B, Kt i 5 4004 i 2 L2 1 B 2 ANk, AT o] 2 4
IR ] T 2B . T HLAR R REAE, WA Z500 BT A3 50d 422 14 FH 5 1 4% EtherChannel.

A\

& BRAE BRI LLAN, AR .

®

o [RESR R AT e o O B 1

ITREFAENHIEAE
BRSPS B RS I B . BT LA S A D K 46
(DAL A BT AT s AR5, BB S S B

SERHE T IR
X T A SR : PR 1 48 BE 1 1130 QU SRE IR B -

X2 SRR AR AN B AR Etherchannel F RS B 74 1 BN S # 75 2
[AEiapis S eutiills 3 5

YT ARESE, M DR BAT A A 1. IEBFAE 287 EtherChannel A H Firepower 9300 15 it
TR IR BRI S . X THLAEIRIREEE, 200K — /B2 AN 18 N2 EtherChannel.

X 2 MRS IR TR R S, W20 BRI AR R B N — IHLRTERE R ) — MU . R E
PO RN, W GBS, BRI B R, 2 T EOR MRS IR e th ik
AR TR SR A LI AR R, AR R B T 20 IR IR A AT T

AR T B I U e L A P R A e A S U
R RE | AA 8 B 55 RO B S BERE K /)N

DISARRTHE, R P T B % P R /N BEE D 5 R LA (R T ik B DG G, AR S B e v LA
VISIEGEIN TN

FEAI 7 T B B U et RS TN SR R0 B EL L B TR AR ) B B AT — & 7 I ] PRI R/
AN o B it R R/ e T S g A PR 28R e T A A KR TR D REM TR . Bl

* NAT SAEIERL M A A 752X IR IR BT R4, R R BRI 5%
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© RO SO SO, AR SO KRR AT T, DR S IR T O R A P B 0
Y A e TR RS P B 6 LA B AR A B 0 B 4 S S SRS, 0 1 LA e

P

SRR TP APAE KA AR (CRRMD Uit NI RRAR 2 B i A ek KD

AR BB EE MBS RI B U R

TEER T e RS R S8 (VSS) B Ml i TE (vPC) M558 H] EtherChannel 1E 4 #EAE#%
il . EtherChannel H IR A7 HERS #2VE SN RERE . WIARATHRHLZ VSS B VvPC 85, WS L
# [7]—> EtherChannel " [{IB K 55482 L& $) VSS 58 vPC H BARK A Bl Lo ACHMLEE 12 [ — A
EtherChannel 3 B TE 82 LR S0, A & AN R A BPLEAT A S — & AL — 1. BT,
It EtherChannel & ¥ & A ML, TIIEES M %% EtherChannel.

==

Switch Virtual Switch Link Switch

HliE R B R R B R R ER T 1

B ES ) S G 0 4%

N T ORI R (D RE,  BER [ AL IR N 8] (RTT) 55 406 B/ 1~ 20 200 M KA RE 4%
S5 AN LM AT 2B O REAR B A R AR . RS ATAEIR, VS A A ) AR A B %L AT ping
S (B

TR IR L T 5, AT B P BB S B L s 00 I, b 3 2 A T e i

Firepower 4100/9300 HLAT A T-HLAH ID FIHERE ID [ 34 BN 84 A2 O AR 32 ) B % 42 11 TP bk
127.2.chassis id.slot_id. XJ T2 Sl 4E#E il H [7]— EtherChannel AN [A] VLAN F#:11) , H
T VLAN 4055, [Al— IP ik i AN PO SERE . S8R B REAR S, S8 LL A e Uk TP btk 4R
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EEEO

wuns |

PR Y 2 A RE R IR BE A5 Z IR (AR et s DORTPATER 2 )23, 0 Tl d )i, SR
B AL R AL (OTV).

FRATEE VU T B8 R ) — N B % o G 0 246 15 TEAR 2 TRV B B8 20 oK

WU RS 7 WO BRI A 1 o e AR 115 9 2% (Spanned) #2 1 IR IR e 1 o e A 2R
O, WDOTEER R B .

XTASA, TR TP HHE AR 28 T 2 i 2 BEAe PRI [ ik o AR RC . — NI ], A
R B ORI EBRASAEN) HREAE IV A A A A o RS TP A SR A M bkt 58—
ERIYT IR A OO, AR TP MR A R 4B i e &, AIEAR A B AT LUJCSE M 2
AHl 1P Mok T el AEFRRER S AR A ] i, n] DU e B AL 1P HuhE R A B
& IZMHEAG LSBT LA . BT PR, T DOERLRIAH TP Hihik. X T TFTP B
GEH A R PR A, A A AR P R B A AR TP St BRI B 5545 -

X} Firepower Bt 17 7] [R]— 45 bR REAN B8 4 B0 2 1P bdik . K MR & 1 3 31 FMC
I, AR XL 1P Huhk.

£ 2& EtherChannel

0] CUR RS DS 1) — AN B Z N2 1 AL s 4R 0 I3 WLAR 1) EtherChannel.  EtherChannel {158 18
TR AT R S S L B . 5K A RN B B K A G 34 ) e X DK . 7%
BixUR, EtherChannel U & 4 A HA TP Hukik (9% e 1. AEE RN, 1P Hulikoh e 2 BVIfiE
PR A R DA 2 o 414800547 )& T EtherChannel 45 IS A HAE

ST 2 S BIAERE, R NERERS T 2L I % Etherchannel, ANBE{#FILZE42 1188 VLAN F% 11,
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Inside Switch Qutside Switch
A

Node 1

/\ ethm ethi2 [\

port-channel

(%3]

‘i1 port-channel 6
SIr‘{sidéd Outside
panne Spanned

port-channel 1 port-channel 2

10.1.1.1 Node3 509 165.201.1

eth1f1 eth1/2 ‘ }

uh RS
il ) 222 LR A T B0 ) 755 RARTRE SR )
S5 T LIS/ LR JF S99 4 1D

i 15 ID 558 RURFAE B9 MAC HuhEFT 1P kil oA o SR Hh IR 25 G0 Al F ol )R S () MAC il
FUIP stttk i SRR () B i T 45 R MAC Ml FN TP Mkl o e 3h BRI Bi7 1028 Heb L S AN [ i
RPN 2SR A0 A A 42 7 MAC Huhilk, S EMAC HihbEsh; Mk, eSS S MAC i
Hko AT A 5 X LUK 19 208 T 1 3% RS X SRt RURF 72 1) MAC Bkl TP Ml

i nd ID B TAEH] LISP K. S s AR SCBL R A B, DASRmiPERE S Il Bl oo fR) ol
E%ﬁﬁ@ﬁ{i&ﬂﬁlﬁ]ﬁi&u&ﬁﬁ%ﬁ%ﬁﬁ%ﬁ%, FerpiRt R 2 T B A AL T S T & AN Aok
A7 R R R PR (5 R TS LU R %11

o URRERCHE L LI R R - EOR A 26 251, 5 235 W

o Sl A RIAE U -ERAREAE AT BRI, 55 242 0T

o b R - TGRS O 334 0
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wmasazige [

5/n ASA BE&E

32 ASA &5

8T LUK A Firepower 9300 HUARASII A MU W AEER, BN 2 LA LA DU LAR TR E 4R . X THL
MRS, A B AR ILA . AE DU EESINEEE ;. Rm, BT RUE UL EsA
FEAATR] (8 E

e PRl 5 D R B RCAS
& LAM Firepower 4100/9300 MU L5 | BEERAA B 4R . FI BN A BE & WA B BT AT WA IC B

XFHUA AR, SRS ERENPUAR . DY BRI ARRE R5, T Lol 5| SR
W AN S i 1I% < =1 2T g Y < PRS2/ 2% /g i1 €8

f£ Firepower 9300 HLAR T, WAZ500S 428 3 AMBLHUARIE sl a8 50 ] CREAMEIE AT A L) 3
FAERE, RIMERicA e, InBURRC B A0 3 Mk, SRR A & I3 TA.

T 2R, AU EZ B, RaAE ASA NI H T 245 SR

Fr & Z il
* M Cisco.com N T@ 4 v & MM FHWUR, AR5 WUR 4% % Firepower 4100/9300 LA -
c BAELTER:
< BHHEEO D, TP HuhbFI o 2 AL
* f% IP Hbhk

UK

BoEH .
HEN A RS
SCOpe ssa

i

Firepower# scope ssa
Firepower /ssa #

BEEN UL ZH, O ERRA .
a) BE G, RS AT .
show app

5l

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
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b)

d)

App
asa 9.9.1 cisco Native
asa 9.10.1 cisco Native
ftd 6.2.3 cisco Native
ftd 6.3.0 cisco Native,Container

H0 BB B R B R A
scope app asa application_version

i

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

K BERRA B E N BRARAS o

set-default

i

Firepower /ssa/app # set-default
Firepower /ssa/app* #

1B H 3 ssa B2,
exit

i

Firepower /ssa/app* # exit
Firepower /ssa* #

i

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

LR

enter logical-device device_name asa slots clustered

* Device_name- i Firepower 4100/9300 FUAHE 215 |5 FH Tl B 4EBE R B DA KM LR s B EAE
AR E A R TR AR A = AN A, RV A e it 2 Gt

* dots- HHUABH > BCL 450 . XS T Firepower 4100, #5732 1. %/ T Firepower 9300, 5 1,2,3.
TR b0 3 X Firepower 9300 AL 4230 3 AMSTHRAEAE 1K) Jo AR, BRIV #R AT 2o et

RABCE A 3 M, BRER A IEH TAE.

Tl

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

P BRSSP S H.

XL BE AN T DRI UG E SRS . O TSEBLETR 24T, RYJ5 T BUE SO ] CLT e K 2
Hifir.

a)

b)

d)

ol SRS A DU

enter cluster-bootstrap

i

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

BEE LA ID.

set chassis-id id

e rb B M LA AT 5 2E0E — 1D

Tl ARV AR, 1K ID BBy 1 B 8 Z IE.
set site-id number .

B ER S £ ID, WERHE R 0,

EUE

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

R SRR ES E  F42 TJ  C E
set key

i

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

RGN MY

s K AT 1 63 N2 A0 ASCIL P47 . s ] TR %40 . bk A 52
W e i i i, AR ERRAATR R R I B AL, AR A LI SCR ..

R AR B

set mode spanned-etherchannel

1925 DX A A oA A P — SRR A 5
R
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Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

TR AR B P R AR T A FR
set service-type cluster_name
LRRLAUEKE N 1 B 38 MR ASCI F 15 .

i

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(A[ik) s SERFEEERS 1P 45,
set cluster-control-link network a.b.0.0

BRNIEOLR, SRR 127.2.0.0/16 M4 . fHIE, FELERIZR B A R 127.2.0.0/16 Hi
il . FEIXFMEDL T, ST DO SRR i ME— 2% Y /16 Huhk.
* a.b.0.0 - {FEFER /16 Mg bk, FR[9] (127.0.0.0/8) FIZHHE (224.0.0.0/4) HuhkBRAb . U oK%
{HWE 4 0.0.0.0, NEHBRINMZS: 127.2.0.0,
HUFE S AREHLAE 1D FddAE 1D B 342 hE & e A& AR TP ) BE 82 1 TP Hbhik
ab.chassis id.dot _id.

i

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

P B FE TP HhbEfE R

S S T 2 A R G L ) B

1. BCEAH IP kb, b — bbb o B B8 O I RN R R A
set ipv4 pool start_ipend_ip
set ipv6 pool start_ipend_ip

B/OEE SERT R SEEEM RN HER, X T Firepower 9300, & & HIAH WG
75 3 Ak, BRSPS . i SRR AR, NS T 2 k. 8T AT
P R TP Mokt CBRPE “ 4RHF 1P Hhhk” ) AFERCHbbbIb A s 37 55 DA 7E [ — S W 2%
ook R4 TP AR B — AN TP bk 50T LUAE ] TPv4 FiI/ak IPve6 Hihk.

2. PR CINCE EAERE 1P M.
set virtual ipv4 ip_address mask mask

set virtual ipv6 ip_address prefix-length prefix
130 0ol R/ ST S £ ) = £ S I A 2 A S0
3. HAN LS S L.

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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set ipv4 gateway ip_address

set ipv6 gateway ip_address

451

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
Firepower /ssa/logical-device/cluster-bootstrap* # set ipvé pool 2001:DB8::11 2001:DB8::27
Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1
prefix-length 64

i) EHERS SR
exit
ENGE

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit

Firepower /ssa/logical-device/* #

MBS SRS

XA A T AR E B . ) T SEBLE R AT, M)a T BUESON ] CLI BCE IR
HifeL.

a)

b)

QIEE PG SRS .
enter mgmt-bootstrap asa

i

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

iy k= eZNAS DN R A TR

create bootstrap-key-secret PASSWORD
set value

N R S T

ME: %

exit

i

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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TIHCE 1 ASA B HE G A S S e 3T S0 I B I AR A R4 FXOS U7 in) AR,
e AC T LG s i as, nr DAL .

il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

o) FREP KB B haE .
create bootstrap-key FIREWALL_MODE
set value {routed |transparent}
exit

FERS R, B A W 2 R IR B e s R el SEAE LR R KR4 LA T AN T 1) 7 4
Fo T, EYI KR AN 2 R K, e iR BRI B KB, A
AL g 2 B T R 1 95 1) B T A R

ARGNAEI GG 0B B BB K. RS E Y 5 R i B, WA B A
i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) EHEHS| PR,
exit

-

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

ST RAELE

commit-buffer

UL 3 e R RAS, FER o | R e e R Bz 11 A 5 45 I8 ] S 91 R B i R i 4
] show app-instance iy 2K A iR & . MEIERS AN E B ILBITIRS NN, N6 1
FEIBAT T (Al .

TP

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Slave

ftd clusterl 2 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Master

ftd clusterl 3 Disabled Not Available 6.4.0.49
Native Not Applicable None

P8 W ETRINHALNUAE, W ER IR, (HL 0 E ME ¥ chassis-id 1 IEAfIF) site-id; A, 375X

P HUAR AL 7] — P
TER OB LA LA DR B R 0T LG VN N FXOS HLATAC B UL AL i 2 .
P HE TR ASA BLH & SRR E. .

Gt

XA 1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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ex
exit

en

enter member-port Ethernet2/3
exit

exit

it

commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered

ter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.27

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::27

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64

exit

exit
scope app asa 9.5.2.1

se

t-default

exit
commit-buffer

X HLAE 2:

scope eth-uplink

scope fabric a
create port-channel 1

set port-type data

enable

create member-port Ethernetl/1
exit

create member-port Ethernetl/2
exit

exit

create port-channel 2

set port-type data

enable

create member-port Ethernetl/3
exit

create member-port Ethernetl/4
exit

exit

create port-channel 3

set port-type data

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

create port-channel 4

set port-type mgmt

enable

create member-port Ethernet2/1
exit

create member-port Ethernet2/2

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

NINEZEENR
VRN ASA BEEE R L .

\}

AR WRERPOGEH TR INEE LA W R AR RS N s e 2 U I BESE A Firepower 9300,  JUIJ 24K He
bESEFNIAYIIR

FF6 Z Al

© WHORDUA TEARAE B B S K BE TP i i A 2 5 10 TP ik R, H SR REHUA
F ORI RS | AP R, SRR A TR I DA o S SO S BT A B A

* HTHURT LR DR E AR ] o S5mT LG AN N FXOS HURTRCE DALt i A

o XFT AR, AR AR LB ASA BT PR T 2 s ARSI 51 6 B B4k
R E I E .
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B 0 Firepower sisb B Rz

UK

P11 HE (OK).
W2 BRERRRNINILANURT, EAE BUE ASAZERE, 55279 DU P EE A IR, (DAL E HE— ) chassis-id
LR site-ids 50, 356 BEASHUAR A 1) — P

70 Firepower BN R {EIEE &
FEJRAEREU R 80T LUK FRAS Firepower 9300 ALAGYS I A ALAE P BEEE, B I 2 AN HLAE DL SE I LAS
[ETFE S
EZ2SBIREAT : 480] LAZE A Firepower 9300 HUAR L8 in— /N8 2 ANETEAE I HLFE N AERE (420
TERRAMEE B —ANSe]) , B TE 2 WA B i — AN s AR LU T AR R 4R
X HUFE R AERE, e B R . B IR LS INEEER; AR5, e DAE N — MWL
N FEAAR [ [ 15

1|2 Firepower B ihFH I EE B
#& 0] LA Firepower 4100/9300 HLAR T BE S | BT B 4L . AN & WA A U A W1 GG T '

b eV IREIETE S SR VAP e LW A g1 V£ O S VI i1 3 P A R TR DR SRS RS A B
WA S i 11E < = 2 g < PR 2/ 253 /g i1 €8

1t Firepower 9300 HLAAH, D206 4 3 MBS R A48 S (CREANMERE A — AR ALl 5
FIEERE, BMEIRECE 3t WURARUE 430 3 A, FERAS R LE.
FriE Z 8

* M Cisco.com F#EH T2 & &N R, SR 5K IS 442 Firepower 4100/9300 HLA »

o X TR SEA, W REANARE AT ER AR B SO, T AR b 2 S s I B Y B S, 5 176
TUA B B S

o XFTRGIH], AL IRLBR GBI AT, INHCH I e ity 5 1, DURAIERAR R A IE
R EOCMERBUE M Y%, SR RO B s, XS RRALMTAHY HIRCE .
U AR 7S SEV A S, WIAEAEAT IGO0 T # T ZEMIBR A L SL ] o eI A Sl A H S
PIER RIR GBI A RVEME R, THS IR PG 2 by 515, 55 346 UL,

* R ME R
« BRI ID TP Huhil RN 99 2% AT
© MG TP Ml
« FMC #&3EFE1) 1P HuhikF1/58 NAT ID
* DNS Hi g5+ IP Hiuhik:
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* FTD LA A4
UK
P EE.
PR2 N REEA.
Scope ssa
-
Firepower# scope ssa
Firepower /ssa #
TEI

ity AT IE D BRED T

€Il Firepower B AR B fHISEBE .

LAEHI B Firepower JEUBIT AEIRRCAS ) f5e 26 F P VRAT B30 2R MR RS2 BERRCAS (9 EULA, - TR

r Supported Deploy Types CSP Type Is Default
Native Application No
Native Application Yes
Native Application Yes
Native,Container Application Yes

a) AE A, EE RSB RAS .
show app
il
Firepower /ssa # show app
Name Version Autho
App
asa 9.9.1 cisco
asa 9.10.1 cisco
ftd 6.2.3 cisco
ftd 6.3.0 cisco
b) R B A R A

scope app ftd application_version

5l

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

¢) EZVFA M.
accept-license-agreement
il
Firepower /ssa/app # accept-license-
End User License Agreement: End User

Effective: May 22, 2017

agreement

License Agreement
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This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

d) fRAEFFCE.
commit-buffer

i

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) B F| ssa Biz,
exit

i

Firepower /ssa/app* # exit
Firepower /ssa* #

T

Firepower /ssa # scope app ftd 6.3.0.21
Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # exit

Firepower /ssa* #

H®A WENHEGISH, WREREREA.
a) W TAEMSEY], EFURIEECE SO EASINBCE SO, TS O A s SIS N Bt e S
i, #5176 TL.
show resource-profile
TR R AR A P O E B S A4 K

T
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b)

d)

€Il Firepower B AR B fHISEBE .

Firepower /ssa # show resource-profile

Profile Name App Name App Version 1Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

PV B b 2 AR/ 5 A A
scope slot slot_id
%f 1 Firepower 4100, slot_id 4% 1: X1 I Firepower 9300, W% 1, 2 5k 3.

i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

B S H 5451 o
enter app-instance ftd device_name
device_name 11+ 1 %2 64 DNFAF M) AEXT LA 61 I8 AR V& I, KA T I B £ 24 R

i

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

XTI, T L SIS B
set deploy-type container

e SEIE IR 73 2 AR/ 5 BB, DA AT DL 222 2 AN AR S o A S A 22 A e/
IR PTG (CPUL. RAM AR 0] 5 DI AT 22— DA s ]

TRAFBCE S, VA e 2R . BRIASEAL Hynative.

T

Firepower /ssa/slot/app-instance* # set deploy-type container

XTI, BE PR E A .
set resource-profile-name name
B S AR I CAFAE

DO ARAER A 3 W AN R R BRGSO, ISP FOBT N, IX W] e ZRL) 5 i i
Ao TEVER, X T O T VX s, R BN B IR E SO, 5L
PRAERITAT AR5
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2

h)

)

TP

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

BEEBURIRAS .
set startup-version version
N JEAE Ry Z A SR R 5

T

Firepower /ssa/slot/app-instance* # set startup-version 6.6.0

CAJIE)  0f e sictl, 5 A A TLS 0 N .
enter hw-crypto
set admin-state {enabled | disabled}
exit

BB E AR TLS I hnade, R4 m ek Al e . BRI O0F a HkThig. &
B2 LU AN AR 16 A2 5 F TLS ISk . A Sz @l AN Er b The . EAE D
BC 25 1% S A R N 8% 8 5 T 2 B, SN show hw-crypto i IEVERL, WA 2 TR J2
FXOS 2.7 K A RS R 1) TLS i i,

T

Firepower /ssa/slot/app-instance* # enter hw-crypto

Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit

Firepower /ssa/slot/app-instance* # commit-buffer

Firepower /ssa/slot/app-instance # show hw-crypto

Hardware Crypto:

Admin State Hardware Crypto Size Hardware Crypto Version
enabled 40% 2

IR HY B R AR

exit

EUE

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

%} Firepower 9300 788852, 1 AR IXEEIR, DIAERF N2t [ — g
Bl
B 3 ssa BT,

exit

T
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Firepower /ssa/slot* # exit
Firepower /ssa* #

TP

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

jollfeSc i

/ssa # scope slot 1

/ssa/slot # enter app-instance ftd MyDevicel
/ssa/slot/app-instance* # set deploy-type container
/ssa/slot/app-instance* # set resource-profile-name silver 1
/ssa/slot/app-instance* # set startup-version 6.6.0
/ssa/slot/app-instance* # exit

/ssa/slot* # exit

/ssa # scope slot 2

/ssa/slot # enter app-instance ftd MyDevicel
/ssa/slot/app-instance* # set deploy-type container
/ssa/slot/app-instance* # set resource-profile-name silver 1
/ssa/slot/app-instance* # set startup-version 6.6.0
/ssa/slot/app-instance* # exit

/ssa/slot* # exit

/ssa # scope slot 3

/ssa/slot # enter app-instance ftd MyDevicel
/ssa/slot/app-instance* # set deploy-type container
/ssa/slot/app-instance* # set resource-profile-name silver 1
/ssa/slot/app-instance* # set startup-version 6.6.0
/ssa/slot/app-instance* # exit

/ssa/slot* # exit

/ssa* #

enter logical-device device_name ftd slots clustered
* device_name - fi 1] 55 12 FirAs IR A ] 564 A1 ] ¥ device_name.

* dlots- B HLAA A EL B4 46 RE . X4} T Firepower 4100, 55 1. %f T Firepower 9300, #77€ 1,2,3.
TS0 X Firepower 9300 HLAR H 4 3 NMBIELA A 1 3 AR, DI BEAT edetidie.
HURHEDS & 430 3 MR, EREE A IEW TAE.

i

Firepower
Firepower

/ssa # enter logical-device FTD1 ftd 1,2,3 clustered
/ssa/logical-device* #

B EER S SRS
XA AU T AR B E s . O T SEBLE R8T, el U SO ] CLI BB K2

Hife.

a) BUESERET TR S

enter cluster-bootstrap

i

Firepower /ssa/logical-device* # enter cluster-bootstrap

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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b)

<)

d)

e)

2)

Firepower /ssa/logical-device/cluster-bootstrap* #

WENH 1D,

set chassis-id id

SEREH BB HLAT AT ZEME— 1D,

XF Tl fURIEEAE, TR ID RCE R 1 B 8 Z R A .
set site-id number .

S 55 1D, R E A 0.

il

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

SRS IR b 42 T I 4 A A
set key

5

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

ARG R A AL

/\?‘l”%ﬂﬂfkr Il ﬂ: 1 *D 63 A???ZIEHE@ ASCII 6‘:“45.'0 /\%nx%ﬂﬁﬁ%iﬁkﬂx%ﬂo JJ:[:jZ}EI—DjZ:%Z
WA B R AR i, AR ROIRAS SR R B A, eI A LIS IE

BB L

set mode spanned-etherchannel

125 X DK o 3 0 A A M — SRR A
A5

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

522 A BRI B B E SRR AL A4 K

set service-type cluster_name

SRR R 1 B 38 AN FRFI ASCIL 745 .
il

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(FI3E) WE AEREEHIGERS 1P M2
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i

g

€Il Firepower B AR B fHISEBE .

set cluster-control-link network a.b.0.0

BRNIEOLR, SRR AT 127.2.0.0/16 M4 . {HIE, FELERILE B A R 127.2.0.0/16 Vi
BN, FIXPERT, B DA e E— M2 LR /16 Hudk,

« ab.0.0- f5EFEE /16 M Hihl, PR[A] (127.0.0.0/8) FIZHIE (224.0.0.0/4) Hihik R 4h . 0 Hksi%
fHEH 0.0.0.0, AL FHERIAMZS: 127.2.0.0.

USRS ARSI HLAE ID FHGAE ID B 24 et & v (R AR il Bk s 422 11 TP Mk

a.b.chassis id.dot_id.

i

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

h) BHAERTFREFE.

exit
w5l

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: f@arscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

MBS SRS

R B A TR BRI . T SEBLIE R AT, e T BUESOW A CLI BC B K2
Hifer.

a)  BUEEBSI RPN ER.

enter mgmt-bootstrap ftd

IR

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b)  FHEEH Firepower EH AL [f IP Huhl 5 3 H1 4 5 NAT ID.
BCE LN Horp I
* enter bootstrap-key FIREPOWER_MANAGER _IP
set value IP_address
exit

* enter bootstrap-key FQDN
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<)

d)

set value fmc_hostname

exit

* enter bootstrap-key NAT_ID

set value nat_id

exit
WH, Toiee th Tl F R A T AT S geE,  HTHE A TP it G RN
B« FMC #8523 4% TP Hudik, #5485 FMC IP Hhtik. H2&, iR a3t —4 1P bk
X2 LTS B H R BAREER) |, B A EIE R P i 45 € ME— ) NAT ID, A7 4)
UM EAT, JFEHRIEMRE MR P, B DU T 1 21 37 N PERF 2 IR AL R ST
FFHRE N NAT ID. FMC FIBEAAE VNP1 NAT ID AN 1P Hihik) 40 aa i i deAT
S BRI AL o

Tl

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key NAT ID
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value scOrpiusl5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T B K b e B BB

create bootstrap-key FIREWALL_MODE
set value {routed |transparent}

exit

FEB I, B A A A 199 255 PR B T R o SR L T o 42 1 A T AN R ) 7 Y
Fo Ui, EWIR KR A2 R K, Y AR I B Rk kg,
ANBEAN g 2 B P 4 25 TR B T R

RGUNAEIGH0 2 B BB KA R E R N ] 5 R P i, A e B .
TP

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

fi 58 B FMCZ ) B (13

enter bootstrap-key-secret REGISTRATION_KEY
set value

i \H: registration_key

fiiAE: registration _key

exit
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e)

2)

€Il Firepower B AR B fHISEBE .

AU BB IR RN T 1 2 37 NPT LT SCA 745 s USINFTDIN, 5 24EFMC L
AR ) E

Tl

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_ KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

i et FTD A4 L 5% 1] 7 11 CLI U5 ) (135 65
enter bootstrap-key-secret PASSWORD

set value
WNE: Y
B &
exit

IR

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e e M E LA .

enter bootstrap-key FQDN

set value fgdn

exit

ARFFRMN a 2z KFRE N0 2] 9 BB, 80 () MIEEFFT(-): SR TFARECY 253,

TP

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdclusterl.example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

i€ DNS k%5 as 146 (HESRRIT) o
enter bootstrap-key DNS_SERVERS
set value dns_servers

exit

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .



zEigg |

. €132 Firepower B FH & EE

h)

)

B, wdiee FMC EH14, W FTD i DNS.
w15

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e MR EIEL (HE SR .

enter bootstrap-key SEARCH_DOMAINS
set value search_domains

exit

TP

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

CArE) X788 5541, AW FTID SSH &1 L. L FA UL FTD shell 1 i) 3R LAAf
PRI o R HE B

create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit
* yes- T BRI SSH 23 1815 i (b 75 458 5 B (KT ABSCBR 18 P mT LR AN & XA
* no- AT HIA M FXOS CLI Vs i) s S AR K T AT DL A L S
ERINTE UL N, XEF2eaescl, A7 I FXOS CLI Vs i) FTD CLI [f P ] LAE A £ 50 . EBR

IO T aesicl,  DLESR S 2 IR RS o O FHTiFE e fif HH e AU ] BUSRHSAR SCRE ALy
BRI L BN, AL kAT, 3575 FTD CLI 8 expert i<

-

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key PERMIT EXPERT MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

R RS e AR B A TP Hudk .

ER 4T Firepower 9300, A2 HUR 4l 3 AR B A TP tuhik,  RIERARAT %
PP, WURARCE 40 3 MBI, ARRER A S IER AR,

SO TPv4 A PIE UG, 1S HRAT BL T A
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SO TPv6 A5 P U5, 15T LT #4E

QU PR LI A

enter ipv4 slot_id firepower
BCE M S HLE

set gateway gateway address

WHE P M

set ip ip_address mask network mask
I AL TP B

exit

XHHLAR P A AR AR B R A

1 GE AR ONR.

enter ipv6 dot_id firepower
2. WHEMIHIL.

set gateway gateway address
3. WE IP Huhb A1 25 A 4%

set ip ip_address prefix-length prefix
4. GEHFH TP B,

exit
5. RHUMT P AR BER E A 4ARE
il

€Il Firepower B AR B fHISEBE .

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.35 mask
255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.36 mask
255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3211
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3212
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

k) EHERS] SRR
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

Tl

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggy$tardust
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: $pidersfrommars
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

PRAFICE -
commit-buffer

HURTERL 35 2 BAERA, 04551 SR e I RN Bz 101 158 5 126 4 I8 ] Sqp SR8 88 4 e 4%
i FH show app-instance iy & f 2 Z R A . UEBRES A BB HESITRENFELR, N A S IE
FEIEAT H T ff A .

T

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Slave

ftd clusterl 2 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Master

ftd clusterl 3 Disabled Not Available 6.4.0.49
Native Not Applicable None

Tl AR HUAR S I RIERE T, HES NN R, (HOA0NL S ME—) chassis-id F1E # 1P ik DA S Eff
[site-id; 730U, 10T HLAS A B AH 9] e e

TR ORBTHLAG BRI R EAR TR R LS NS N FXOS HLATIC & LAttt 72

AP B TP BERE 478 1 B #4521 Firepower 7 B HLY

PT A SERE B L AL T FXOS R ST IARRE T, A REXRS E AT N ] Firepower 3 B H L
SRJ5, Firepower & FLH1L 23 H R IIHUE ¥ 4

AR RER I

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
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en

en

en

ex
exit
commit

scope

enter logical-device FTD1 ftd "1,2,3" clustered

en

en

create member-port Ethernetl/3
exit

create member-port Ethernetl/4
exit

exit

ter port-channel 3

set port-type firepower-eventing

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

ter port-channel 4

set port-type mgmt

enable

create member-port Ethernet2/1
exit

enter member-port Ethernet2/2
exit

exit

ter port-channel 48

set port-type cluster

enable

enter member-port Ethernet2/3
exit

exit

it

-buffer
ssa

ter cluster-bootstrap

set chassis-id 1

set key cluster key

set mode spanned-etherchannel
set service-type ftd-cluster
exit

ter mgmt-bootstrap ftd

enter bootstrap-key FIREPOWER MANAGER IP

set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit

enter bootstrap-key-secret REGISTRATION KEY

set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
set-default
exit
commit-buffer

XFFHLAE 2:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
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commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
set-default
accept-license-agreement
exit
commit-buffer

% LBIERE R

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
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exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .



. €132 Firepower B FH & EE

enter bootstrap-key-secret REGISTRATION KEY

set value

Value: alladinsane

exit

enter bootstrap-key-secret PASSWORD

set value

Value: widthofacircle

exit

enter bootstrap-key FQDN
set value ftd.cisco.com

exit

enter bootstrap-key DNS_SERVERS
set value 192.168.1.1

exit

enter bootstrap-key SEARCH_DOMAINS

set value search.

exit

com

enter ipv4 1 firepower

set gateway 10.0.

set ip 10.0.0.31
exit

0.1
mask 255.255.255.0

enter ipv4 2 firepower

set gateway 10.0.

set ip 10.0.0.32
exit

0.1
mask 255.255.255.0

enter ipv4 3 firepower

set gateway 10.0.

set ip 10.0.0.33
exit

0.1
mask 255.255.255.0

enter bootstrap-key PERMIT EXPERT MODE

set value yes
exit
exit
exit
scope app ftd 6.6.0

accept-license-agreement

exit
commit-buffer

XFHUE 2:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port
exit
create member-port
exit
exit
enter port-channel 2
set port-type data
enable
create member-port
exit
create member-port
exit
exit

Ethernetl/1

Ethernetl/2

Ethernetl/3

Ethernetl/4

enter interface Ethernetl/8

set port-type mgmt
enable
exit

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
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exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer

&

TEIATREAR H A IN sl B 4 FTD AR T ¥4« 7 FXOS s IB AR B4 I, Firepower & Bt L2y
BRIV

a4

WL I FXOS P BBAGE ] T IH AR 0 SR B s in sl 2 021 & 3 I BESE Y Firepower
9300, WMZBHOE A 3R

FHia Z |l

o WALEE, W20 A Firepower E FEH L rP IR TH B AR BE B 46 o A0 SLR o — & i st
N, e B A Firepower £ #HO B — ANk % .

* BTHURE L8z DG EAZ0AR ] o S8R LG AN N FXOS UG DALt i A
B2

B RS NI ABH LA, 15 7E QU Firepower BUP I HIZERE , 27 288 U PG BLRES, (HALAUKLL
TRCERE N ME—BECE AN, AR T .

* HLAH ID
o T IP Hudil
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fic & Radware DefensePro .

fic 2 Radware DefensePro

BFL Firepower 4100/9300 HUAE AT 7E AN ) v ESCFF 2RSS (Bl l; K88 F1 25 =77 DDoS AT
XL R FH AR5 ) AREHRAE — 1 55 i

2% F Radware DefensePro

FEAT RIS BERC B, n] BA e 2 — 7 Radware DefensePro 4011~ 55 LATE ASA B K B iy 11 2%
{t Firepower MM HIHT 21T . Radware DefensePro 5251 KVM [ERL V-5, 1 7E Firepower
4100/9300 HUA L4273 A UAE LR 55 (DDoS) KL AIZEAR LI E. *47E Firepower 4100/9300 HUAH 1
FHRSSBENT, ok B M4 (13 & L2 se il i DefensePro REFLT-65, SR )5 5 278 % ASA BY, Firepower
JEE B4

\}

R * Radware DefensePro V-4 7] LLFR A Radware vDP (FE#l DefensePro) , B fiFKk A vDP.

 Radware DefensePro fE )T & 1 I 7 Ge & $5 BE M AS 1T 25 o

Radware DefensePro B9 8 544

£ Firepower 4100/9300 HL4H I #% Radware DefensePro Z {ij, WAZUKf Firepower 4100/9300 HLAf fic &
A% etc/UTC I X [ NTP IR 45 2% . 5 < E Firepower 4100/9300 HLAS H 1 5 I8 A] (RG4S B, 35
Z I BEE HARIE . 58 117 1.

Bl 55 5% A

=EaM
* ASA - LU M85 () ASA SZHF Radware DefensePro (VDP) *F-5:
* Firepower 9300
* Firepower 4110
* Firepower 4115
* Firepower 4120
* Firepower 4125
* Firepower 4140
* Firepower 4145

* Firepower 4150
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. EIh 3B 451% % LB & Radware DefensePro

* Firepower J&ii il - 7ECL R84 |, SZKF Radware DefensePro 115 H T~ Firepower J& 5 i :
* Firepower 9300

* Firepower4110- 15 &, B0 AN HE AW S8Rk . fE& LS TRERES,
TR ZLNE M

* Firepower 4112
* Firepower 4115

* Firepower4120- 157150, WA N BB ids 12 B & . £ ERCE 7TIZHBEN,
ToVR LHAE MRS -

* Firepower 4125
* Firepower 4140
* Firepower 4145

* Firepower 4150

Hitb M E

o RS BRI AR B AN SR R, ZENUAE ISR e, R AT & 6 8 Radware
DefensePro (vDP) W H .

£30 37184815 % Bt & Radware DefensePro
PLUR AR s Wi AE AT, ASA 58X, Firepower J& W 57 15112 5 14 £ I 1] 1) 54N IR 4555 22 2¢ Radware
DefensePro.
Fia =z i

* M Cisco.com [ vDP W% (GES [ M Cisco.com FEMAE , 26 70 T1) , REKIEBUE T
| Firepower 4100/9300 AL4H (#2444 12 48 B £ LS T 28] Firepower 4100/9300 HLAR , 28
74 50 .

o BT LALENLAS Y AR RE 0 A a7 i & b 56 28 Radware DefensePro W H; X FAHUFE NEERE, &0 76
MUFG N EERE L d ' Radware DefensePro » 55 313 T,

UK

BB WUREDE M) B A T vDP, A H AR PR S 1, 5 205 TURHRCE O
M, AN, T DO N A B
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I

7k

EIh B 45 % % L BLE Radware DefensePro .

FEMAT L A ASA BY Firepower J& i P HIE #  2¢ (U S RV AT ASA , 5 246 TUEL ) FMC
IS INAIST IR Firepower BUMMSIH » 25252 71D o WEVER, WIRIEETE Firepower 4110 B 4120 ‘%A% %
g, AR PRSI B T %% vDP LUK Firepower 2l BB (I o

HEN 2 A s A

Firepower# scope ssa

B4 Radware vDP SZ44):

Firepower /ssa # scope slot dot_id

Firepower /ssa/slot # create app-instance vdp logical_device identifier
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot/* # exit

FRATIC A :

commit-buffer

IGHIE vDP 7E 2 AR T (R 2R I -

Firepower /ssa # show app-instance

il
Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

CAJI%)  WoR 52 SRR W] B R G S0
Firepower /ssa/app # show resource-profile system

TP

Firepower /ssa # show resource-profile system
Profile Name App Name App Version Is In Use Security Model CPU Logical Core Count
RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44, FPR9K-SM-36,

FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPRY9K-SM-56, FPRY9K-SM-44, FPR9K-SM-36,
FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System

VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System

VDP-4-CORES vdp 8.13.01.09-2 No all

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,
FPR9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24
8 32768 No System
CATa) ] b2 ] R C B S 2 — Y B YR B S A
a) T AR 1 pYaHE
Firepower /ssa*# scope slot 1
b) %A DefensePro [V JH S«
Firepower /ssa/slot* # enter app-instance vdp
o) BCE BN E S
Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile_name
d) HRAZHE:

Firepower /ssa/slot/app-instance* # commit-buffer

2% vDP NG, Ui R B

Firepower /ssa # scope logical-device device_name

zEigg |

FPROK-SM-36,

R BERL L Mgy vDP. S AT LU 5 B8 R e A AR (R RO B 1, il DU SR 4 1

Firepower /ssa/logical-device # enter external-port-link name interface id vdp
Firepower /ssa/logical-device/external-port-link* # exit
4 vDP e EAME B L
a) BT SRFPX S

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp
b) M E R IP Huhik-

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 slot_id default
c) BCEMICHIL:

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set gateway gateway address

d) WE IP Mok FIHERL .

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip_address mask network_mask

e) B IP Al E I
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* #exit
) RS SRPEE T

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

FIR12 G AL P vDP & T ASA 8l Firepower J&H 5 I i (4 25040 42 11 -
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TEHLFE A & 2% B E Radware DefensePro .

Firepower /ssa/logical-device* # scope external-port-link name

i X\ show external-port-link fir 4 LAEE & 4% H 455K .

3 BN vDP:

Firepower /ssa/logical-device/external-port-link* # set decorator vdp
XTEAEH] vDP (REME DR EiR A

AT :

commit-buffer

BRI OREN R D BCE T =T N -

Firepower /ssa/logical-device/external-port-link* # show detail

i

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

T—% it a

4 DefensePro N H ¢ & %00 . 1HERL, 7R SEREIS % E 207, DefensePro N H TCiARLM . A7 K
25 8., 152 Cisco.com [ f] {Radware DefensePro DDoS Wi ZZfi# H ' $856)

E¥ 58 N & B L B & Radware DefensePro

N

a4

R S5 BEAEA AR [ SETERC & AN2 3CRF . {H7E, Radware DefensePro N H ] 7EA LA (0] B AE I 53¢ (1) il 57
P P AT

FHia Z |l

* M Cisco.com R vDP W% (GES M Cisco.com FZEMME , 25 70 T1) , SRR IERUE T
| Firepower 4100/9300 AL4H (i 2 [ 44 12 48 B & LS T 28] Firepower 4100/9300 HLAH , 28
74 50 .
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. TEMFE N & 8% L BCE Radware DefensePro

LI W A B LR T vDP, A R LR R L E R 11, B 205 DU LY BN A HE
FH, AN, AT DAL N R A R

L2 NE ASANUARNERE GESROIE ASALERE, 55279 51) BX Firepower BB HINLAR P AERE (1S
% B Firepower UMY MHIEERE , 25 288 1) &

$18#3 [ Radware DefensePro 114045 (I 0] %5 77 i ) i 11 =
enter external-port-link nameinterface_name { asa | ftd }

set decorator vdp

set description

exit

BIRE PR IO B
i\ external-port-link { mgmt_asa | mgmt_ftd } interface id { asa | ftd }

set decorator

set description

exit
HIB5  h DefensePro 77t A5 Bl i 1 .

i\ external-port-link mgmt_vdp interface name{ asa | ftd }

set decorator

set description

PEE (L) BRI AT B RC B
show resource-profile system

i

Firepower /ssa # show resource-profile system
Profile Name App Name App Version Is In Use Security Model CPU Logical Core Count
RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPR9K-SM-44, FPR9K-SM-36,

FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPRY9K-SM-56, FPRY9K-SM-44, FPR9K-SM-36,
FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System

VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System

VDP-4-CORES vdp 8.13.01.09-2 No all
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4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPR9K-SM-44, FPRO9K-SM-36,
FPR9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System
BB ) B 2P m R RC B SO 2 B DR U A
R RCHE NS, FXOS HUHTR EH A 5.

a) WESRY 1KY
Firepower /ssa*# scope slot 1
b) %\ DefensePro W ] SE4:
Firepower /ssa/slot* # enter app-instance vdp
¢) BUE BHEACE S
Firepower /ssa/slot/app-instance* # set resource-profile-name resource profile_name
d) $RAZHCE:

Firepower /ssa/slot/app-instance* # commit-buffer

WIRS A A
i A\ external-port-link port-channel48 Port-channel48 { asa | ftd }

set decorator

set description
exit
H$IEY NI K= DefensePro SZ{Ific & & ¥ 5| SR -
enter mgmt-bootstrap vdp
i\ ipv4 slot_id default
set gateway gateway address
set ip ip_address mask network mask
exit

TP

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0

exit

enter ipv4 3 default
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set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
W0 B HEE G SRR T
exit
LN G E¥) DefensePro W SE 41 :
connect module slot console
connect vdp
P2 e b, SR B P
device clustering management-channel ip
FEA3 A LR B 1P R E ] 1P
device clustering master set management-channel ip
672 ALRNENE S

device clustering state set enable

P15 RV R G IFR [P 2] FXOS #id CLI:

ctrl]
FIE16 EHL 10, 12, 13 Fl 14 DIRE S 11 4B 7) 5 1P, IR T8 N H 924 8 F 42
o

SIB17 BRAAE:
commit-buffer

TR SERFRE R, D AUERIE RS CAEEREP L B DefensePro S244 .
$IB18 IF T DefensePro N 8 O I AN IZSE#E

device cluster show

S (LR ik —, WAEMEA DefensePro SE9) /& 22T, BN EIREELN .

a) i DefensePro SEIEHl, AN 5i7s DefensePro (1) J& 1k -
scope ssa
scope slot dot_number
scope app-instance vdp
show app-attri

b) WiEFAETER, 78 DefensePro SEBIITEAN(E B 7k Wondmi L4 25 A1 vDP Y ] 52
LR EESERSE
scope ssa

scope slot_number
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show app-instance expand detail

W DefensePro N HELL, A ARLESLIEF LR, CLI ¥ ER:

App Attribute:
App Attribute Key: cluster-role
Value: unknown

MR RS E R “unknown” {8, #0520 N DefensePro W H, W40 7) 5 1P #idk, 64 vDP 4
B,

1 DefensePro N HI7EZE, F+ HOAEER T IER, CLIK BIx:

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

Gt

scope ssa
enter logical-device 1d asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4d pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4d 172.16.4.222 mask 255.255.0.0
set virtual ipvé 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description ""
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description ""
exit
enter external-port-link mgmt vdp Ethernetl/1 vdp
set decorator ""
set description ""
exit
enter external-port-link port-channel48 Port-channel48 asa
set decorator ""
set description ""
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .



zEigg |

B s uopree s A A vDP Web BR %

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

T—F 4

M DefensePro W B B %0 . I57FE, {EIESERBCEM  E 2 1T, DefensePro N FHICVEBEMN . A7 G
Z{Z 8., S0 Cisco.com ) (Radware DefensePro DDoS Wil ZZ/E 85 -

FF A UDP/TCP i %0 /2 A vDP Web AR 55

Nil

Radware APSolute Vision & H 2%z 1 v fiff | /&% UDP/TCP ¥ 1 5 Radware vDP W FHHE Tl 5. A1
vDP W/ 5 APSolute Vision £ #E2SUEATHAT, SO 20UHH (RIX Lo 0] U5 0] KRB By KBS FRE. R
R Sy s 482 1 A T U VEAN M5 B, 1521 (APSolute Vision 7488 ) I LA R £k

* APSolute Vision fR$52%im 0 - WBM @S FIRIER S

* & Radware & &9 APSolute Vision fR & #2808 {5i% 0O

i Radware APSolute Vision 5 #3845 FXOS M4 L 1 L DefensePro N, #4204% F§ FXOS
CLI /2 ] vDP Web JIlR% .

UK

M FXOS CLI 4% 2] vDP W 5241 o
connect module sot console

connect vdp

J& FH vDP Web %% .

manage secure-web status set enable

HIE3 B H vDP WA #H G IFiR [F] FXOS fid CLI,

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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mE s mamz [

Ctrl ]

=== - )
L& TLS fn=hniE
PUR E U8 TLS ik anfl i e, LWl F Firepower & # v B HOR S
R FTD Fl FXOS WA 5 Frifi (1) TSL a8 2647 e «

\}

IR 4 FXO0S 2.6.1 A3 FXOS 2.7.x X H S RARS, FTD 6.4 A& HShE N, Kk 6.4 5 TLS N

I
FTD FX0S Nz
6.4 2.6 LS — AN 5 1 B
BD
6.4 2.7 M ERRAR A&
6.5 T EilA 2.7 B EA YHHRS 16 RIS (G 2
BB
*F TLS = hniE

The Firepower 4100/9300 S AL )2 22 A N2 ik, & BRI ST 46450 2 2 42/ % B H2: )2 (TLS/SSL)
TR, XA G T LR T R fg

* TLS/SSL JN#& IR 2
* VPN, $5TLS/SSLFI IPsec
TLS I i Shae AR F A, Tk .. B nT DIFEREAN 2245 |3 /B B 2 16
A FTD 2485249 A TLS nss ik .
TLS /0% h0iR B4 4 N F0 PR il
W FTD A 7 TLS In& s, il LA

5| ke

B SRAGIN S IE B O PR B R, JF BRI S A R I, ) TLS/SSL BN 5, H R 5%
HJH -

4724 H1 FTD configure snort preserve-connection {enable | disable} iy &4l
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12 HTTP 14 &¢
TEARB AT FTD 2535 5] _LAEH] TLS s inid o] e 2x g matkfg . JATTAEITLS N ni X 75
fift s TLS/SSL #it & 1) FTD Za% 5241 A H
BX3B15 SALIRFRE (FIPS)
USRI S T TLS s s R A S RALFEARHE (FIPS), U5 LU R 3R T (3% 4% 25 SR
« K/N/ITF 2048 75 1) RSA %4
* Rivest %11 4 (RC4)
o YR bsAE (3 DES)
* Merkle - Damgard 5 (MD5)

* SSL v3

1Rt Firepower 5 B UL FTD Be BN U2 ARG MBS ATI, FIPS 248 o AEIX LRI
AT, BAVRERL, W LME FTD 455501 _EAEH] TLS I, sl vl LAC & Web 3 b &5 LA
PRS2 TN 2 A I IE T

FEEASRICE
* T bRAE

= A A (HA) Fa&E B

WA m AT M (HA) S8R FTD, W25y 5768 FTD LS TLS s . — AN 441 TLS
NNk fid B AN HA G a8 1) oAb w g L,

TLS Bk

FEE6 R F 8 RFC6520 %€ X AL 2 24 (TLS) A AL )2 2245 (DTLS) Whisl i) TLSO Bk Ji2
SSL ok v H A A E S A AL TIE SRS - & ity al IR 45 28 A% R 2 = I B g, IFiEsk )
— 7 PR o G SR R R, )3 i ) H s

2 )8 H TLS s ik (152 FMC & B FTD i 248 F TLS OBk @ s iy, % FTD K3a7
SSL HH& 1) Fo s : AR 2 BOIRAE D AR R EEIR FMC BEE TR e M1

* FHIE

 BHIEJFEE
L E N R AT TLS Ok, 15204 (Firepower i B /OECE R ) 147 ¢ TLS/SSL ki
FIRER KR 71

W RAE FTD 52854 _EARH] TLS I s, JUnT LAZE FMC H 1) 1 465 23 B Skl (NAP) H L e B Kl
PR, DU A aifel b2 TLS 0ok

A% TLS OBk FE4IE B, W2 (Firepower & OECE R RS) H 43 5¢ TLS/SSL ks HE R KL
T
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pRsgspnTs mznz

TLS/SSL #81TH

TLYSSL i1 H #& FTD TLS/SSL Vi ik # MR . AT FTD #n] fig <18 %] TLS/SSL #HITH, HH
Y HF TLS I s i) FTD A $ 4t a e g i) 5 26 HEAT AL #E

AT TLS I s (1) FTD A AEBAT I, 6 T-1% FTD S R8s €0, AR AR I SSL S
TR RRE HYIRAE TR F AR R AT AL PE

o YRR HRAE

© ANl

* FHIE

 FHARIFEE
W SSL SN Jo A R R BOIRAE TR F SR MM B E N AR, HAHSCIK U i) 47 hi SRS i 35 A K A3 i
W, WRESRAE: (HRMHEARSRA.
IR IR EEITH, A7 LU R ST ik

« T FIHAA T2 TLS/SSL 4 FEfE J11% FTD.

o ST SSL SRS, A AN AT s il A0 S G S I AR R R o

ﬁ%ﬂstﬂﬁ%ﬁ%hu,W%EKW$MHEE¢MMﬂhﬁ»¢ﬁ%ﬂ&%L&&ﬁﬁﬂ
NS

AEH WA AR E AIZE
JA M TLS In#hnis J5, JoiEA/ER B0 B DA il s 42 1 LA TLS/SSL Ji & .

B A& 8832 rY TLS An% AniE

4 I FMC U8 I ARSZ 1Y) Firepower BUMMNYITAEI 25 252 T Brik B 2  se sy, ¥ B8 H TLS

2,

I .
TLS N A AR AN L SR, 3 LA
EE TLS MEMEIRTS

AR SR W 52 2 A5 CR T TLS JH 0 »
1t Firepower & B LHAT LA NS .

UK

HIB1 %3 Firepower & HHL
PIR2 1iHiRE > REER.
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$3 i wiE (7 ) ISR
SIB 4 HF% % (Device) T . TLS N2 RSB RAE “H 7 (General) #43H

EIRREI

TEr] LU BR R A%« K ASA G4 i WIS, B 0 G E T AE A AR o LT JHABAE 55

ER BN R &

A BL R E R B NS & -

UK

S PG R Telnet MR RIER: S 15 CLLL
connect module slot_number {console | telnet}
FOEMBAFF LA LRI 1024515, WA 1 /524 dot_number .
i FH Telnet MR AL T, S0 LRI RTACERTT J& 2 AN 20, IF FOGE e B i
il

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

P2 EEBINHERE . BB RAE I A
connect asa name
connect ftd name
connect vdp name
WEF LB, HMANET BRI
il

Firepower-modulel> connect asa asal
Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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asa>

TP

Firepower-modulel> connect ftd ftdl
Connecting to ftd(ftd-native)
[...]

>

I H Y $6 2) FXOS #ik CLI.
* ASA - i\ Ctrl-a, d
* FTD - i\ exit

* vDP - fi A Ctrl-], .

iR [Al FXOS CLI [ B 5 |8 2
REEHE:
a) M~
TRHR H 2 Telnet N H
b) ZLE MW Telnet N, i :

telnet>quit

B Telnet £15F:
a) WA Ctrl, .

Gt

console...

G |

enter exit to return to bootCLI

PUR /s lE R 2 22 Wi 1 B ASA, #RJ5IEME] FXOS CLI (4 EEG | 32,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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MIFRIZ 481K &

pz A RPN NS S

Firepower# scope ssa

T2 AENAE LRSI TEAE R

Firepower /ssa # show logical-device

PR3 X TR RN IZ AR B, WA LL T a2

Firepower /ssa # delete logical-device device_name

SRR A BEEHEBA LRI N AR

Firepower /ssa # show app-instance

FIRS AT AR AN, AL A2
a) Firepower /ssa # scope slot slot_number
b) Firepower /ssa/slot # delete app-instance application_name
¢) Firepower /ssa/slot # exit

L6 IRAE:
commit-buffer

ARG EALSS -

5

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Operational State Template Name
FTD 1,2,3 Clustered Ok ftd
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1
Firepower /ssa/slot # delete app-instance ftd

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

MR B ER %

/ssa/slot* # exit

/ssa* # scope slot 2

/ssa/slot # delete app-instance ftd
/ssa/slot* # exit

/ssa* # scope slot 3

/ssa/slot # delete app-instance ftd
/ssa/slot* # exit

/ssa* # commit-buffer

LA 08 29 203 D o s R 7 R M S P 1 i 2 o

e B A Bk

s el |

(RPN B Y R S AR € N Sy S B P D SO S 115 S 115 9 [ P 1515 9 St
AT LLEDF ISR . 5B T LT3 2 TSR

FRI AW A Y S S EREE S, EN TP show cluster info iy & A & SRR

ciscoasa#

show cluster info

Clustering is not enabled

XFTAEH] FMC (1 FTD,  WAZR B B AE FMC e 813 mh,  DUEAEER A IR e, el Ak e 4

LB -

o BN HFE P AR P RESE - a8 AT UGE P RS CLI A8 FBESE . %\ cluster remove unit name i
A TR B3 065 2 SR R W 4 ISR BT B o 5| SREFPIC B AR EFAAR , A2 2% [A) 20 1 f B e
WARFEAAR, T FRY G EHRAINZ B A A S ERICE . WSR3 & R Lki 4
MR BB, 2B B B 4 o

AT AR RS, Prafdaiz neein; J

BB AT DURIE AR W . R

R, TR A B LR R FFSTOT, A B S R IO ) TP k.

RPN, MR TERE P A TR PRES, W B T AR A

S FRESE, 57 ASA %A cluster group name, 4RJ5 %A enable. B E T FHREE,
i#/E FTD E#i cluster enable.

3

A4 N R R 5241 - 78 FXOS CLL 7, &2 LA R /il :

Firepower-chassis# scope ssa
Firepower-chassis /ssa # scope slot 1

Firepower-chassis
Firepower-chassis
Firepower-chassis

Firepower-chassis /ssa/slot/app-instance #

FEHPA

Firepower-chassis
Firepower-chassis

Firepower-chassis /ssa/slot/app-instance #

/ssa/slot # scope app-instance asa asal
/ssa/slot/app-instance # disable
/ssa/slot/app-instance* # commit-buffer

/ssa/slot/app-instance # enable
/ssa/slot/app-instance* # commit-buffer
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o KM ARy 518 - 78 FXOS CLLHY, 152 [ LU N 7=l

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

TR L

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

KMIMIAE - 48 FXOS CLI W, 152 LL Rl

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

K A MBS

AT LM BN 775 7K A R R B0

XTAEH FMC 1) FTD, MERAENUAE EAERTIERIS . I\ FMC BB R MR B 4%
o MHIBRIZ 4 ¥ 4% - £ FXOS CLI H, %2 [ LA R 7Rl :

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

o MR SS I ERALRS B2 A - SRR S5 PR BE 46, WU RT RS B B8 15 0 o B PR BT

AR

B 5 iZ e & A R BA B Rz A Sk 11
IR 45, OISR T I B SR . R R R, AR
OS2 0, T ST QA B . ISP S5 A S, A
AR RSB 2 bty 31 R 52
iz
S| AL AR A

Firepower# scope ssa

FIR2 BH RN R
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&3 Firepower gippprEiE e LoD

Firepower /ssa # show app-instance

ST AREEMER AN, RN LR A4

a) Firepower /ssa # scope slot slot_number

b) Firepower /ssa/slot # delete app-instance application_name
c) Firepower /ssa/slot # exit

AT -
commit-buffer

AR GMC EAL S -

Gt

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

5 o4 Firepower BN BAfEIZ 4R 1% & E A9 O

AILAFE FTD 14 ¥ e Loy Bl sl 7 o . AR5, ATLAE FMC 5 FDM [R5 4% M IC &

AT 1 s B3 R AP 2 1068 FTD BCE SR die /N o (BRSNS 22 4 S0 i A P A0 42 11 2 S R G
Bo A LUEHAE FTD BCE PR Z A B S 10, G35 U5 0. NAT. SSL. S4r 0. VPN,
DHCP [l 454555« 511 24X S A 52 m . 38 ] LAZw 4 L 72 HE ) EtherChannel FRJ 53 K 3
TN 22 B 26 s SR AEFMC B FDM AT [R5

XF FMC: IHEREE FR I B 128 A ORI AR A B
XFF FDM: R AR MR IF2E i, CRERCE MR FER 25— M
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B =2 rirepower mimpprimEiEiz & FaviEn

FHia Z |l

o FRIRECE YA, 45 205 ORISR N EtherChannel (i [1303E) , 45207 TURCE %1, IR
IN4E4A] EtherChannel,

o QARSI 2 BL R N N 2] EtherChannel (1140, BRINEDL N RTAE B Q4 BLA 4285, W)
T WAL Y /e 1, AR5 AR 1% 4% 18 I 21 EtherChannel. %187 ) EtherChannel,
0] DLRE 5 % EtherChannel 47 fic 211 45 .

o X T ARRE S R TR, VR ORAE TR B AN B %% 1, SRS EFMC B FDM 1 [R]2P E
Fo FATEBUEAES /B R SEE 0, RJA PR 3 e R e WERE, B
3 1 A B DG P (IR TN, AL, e AT AN & s mind 1 A

UK

BEN 22 A IR S5 A5

Firepower# scope ssa

LS

Firepower /ssa # scope logical-device device_name
e BT B 2 LB 18 B 4

Firepower /ssa/logical-device* # create external-port-link name interface id ftd
THZIMERAT AT 1

PR -

commit-buffer

LRGN EATS .

[ EMCI 1

a) GKEFMC.

b) MKIKIEFRI& % (Devices) > i & &R (Device Management), FfH#iil; FTD 4511 #wsg (& ) .
REBINERIZED (Interfaces) TLHi

c) H.i3ZE0O (Interfaces) Wi - L7 R4 1& % (Sync Device) #4411

d) FIEIHE S, v LAYEREO (Interfaces) vl B& BILLAMIE, R AORE D RET N, M
B & T HRIEE (Click to know more) #5 LAA B 4% 1 5 i

e) WIRTHRIMIBREE O, TSR AT 82 10 c BN IH 2 B A g 1 .

HI T WA BRAE AT 1, BRI m DLS I BUA RS . MR IH 8 D ERs AT i e o, A s
L ARIERBCE . bR wos 5 7E A IF 4 D BT AT A

f) HIGIEE K (Validate Changes) D4 S 78 42 158 25 4154 34
W IAT RS 5%, U522 B O s AT S0 .

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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&3 Firepower gippprEiE e LoD

g) HiifR7F (Save).

h) R ARG R ERE (Deploy), LUK SIS 2P /rBL B g . B ok 5, A4
L6 [FSHITE FDM Tt

a) B34 FDM.

b) il # (Device), A5 HiitEDO (Interfaces) fii £ I E BT A1EDO (View All Interfaces) HE %

Interfaces

Connected

Enabled 3 of 13

View All Interfaces >

c) Hili#33#E N (Scan Interfaces) K4z,
d) SFERAEOHAE, RJERTHBE (OK).

Scan Interfaces e

@ Interface scan completed.

Added (3) Removed (0}

unnamed
Port-channel?

unnamed
Port-channe

unnamed
Ethernet1/5

e) MHAFR. TP Huhk&5 M & e,

U AR AR I B 1 DA TP S AN A4 B, D5 A0 RO 44 MY TP s ik 6 25 T 1
DA AT DAZE 745 1 A X 21

) O IHEE RO O, R IHEE D) “E” (Replace) Elbr.
Bk Eir

Wb P g A 3 O 5 | 2 1 1) B TG e R
g) MEHIED (Replacement Interface) T 41 & ik s .
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B =2 rirepower mimpprimEiEiz & FaviEn

outside (GigabitEthernet0/0)

Migrate Interface

A The only way to undo an interface migration is to discard all pending changes

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemnet0/4) -

Create new Subinterface

hy MK SR #EIE D (Interfaces) TUIE b S B b RBE B2

X

to migrate an interface was created.

en the task list.

i) FAESFIFR (Task List), LI RE R

Task List X
8 total 0 running 7 completed 1 failures Dests sl shed Roe
Start
Name Time EndTime Status Actions
Config migration from source interface outside to 06 Jun 06 Jun
destination interface outside_2 2019 2019 @ Migration is
12:37 12:37  successful
PM PM

LT FFX0S H, MN&Hix &Nt A:

Firepower /ssa/logical-device # delete external-port-link name

1 N\ show external-port-link ir4 DL 2 & 4% 11 4 Fr

SIE8 PEAHE
commit-buffer
WX RAEALS -

$IB9 FLAE FMCEL FDM H A5 8210,

I =% Firepower 4100/9300 FX0S CLI B2 & 5/, 2.10(1)
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B ASA Z

N

s asaziEins toEn ]

& 13: FOM 35540

Scan Interfaces P

@ Interface scan completed.

Added (0) Removed (1)

outside
Ethernet2

W E YRR

o] PLAE ASA B4 Lt BUN AR B B L . ASDM 2 HaRIUHH#E L .

VS TR 422 11 B i A A8 FH P42 1 6) AS A L B s AR /o EUE:, 4 SRAE FXOS Al B 22 Bic ()42 11
Clan, S MIBR 25 MR EtherChannel,  BYCF: 73 BC (1482 11 5557 70 Bic 45 EtherChannel) , - H.
LE A s A %A 10, W PR E 23 550 ASA iR E . ZEIXPE ML, ASA BB S8 IR tA
A, DR O] DAEATARART 25 21K 48 . #50T LAAE ASA OS HHF-ah B B IH 422 L

a4

& AT LAgw# L7 1Y EtherChannel R0, 1 ASSE M IE 4 10 45

Fri&Z |
o FRIRAECE YR T, 45 205 TUFIVR N EtherChannel (i 308D , 45207 TURCE 4% 10, IR
IN4E4A] EtherChannel.

o QU RS 2 BC AT 1N N 2] EtherChannel (1140, BRINE DG N ¥ RTAE B D BCA 285, W)
TS N R A I A FC 1, AR5 PR 4% 1S N 2 EtherChannel . %7 [#) EtherChannel,
& 0] DLRE 5 % EtherChannel 77 2115 45 .

o TR EGRBE D, TS ORI BRS BR T AT B R 1 o AT BT/ % ] e
B, SRJE FRAEAR ) T s B e BT DR B SR PR TS, B, &
A S A

UK

pz A RPN S
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Firepower# scope ssa

FR2 HiIZ A%
Firepower /ssa # scope logical-device device_name
PR3 NI BN /R H
Firepower /ssa/logical-device # delete external-port-link name
i X\ show external-port-link fir 4 L2554 L 2 7K.
T, VIR AR, SRS AR INET B B L 22 6T, ] commit-buffer fir&-fffi A 5

e

T A KPR O RS B4

Firepower /ssa/logical-device* # create external-port-link name interface_id asa

LIES PEAHE
commit-buffer

ARG EALS -

* show app

A AT I

Firepower# scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.10.1 cisco Native Application Yes

ftd 6.3.0 cisco Native,Container Application Yes

ftd 6.2.3 cisco Native Application Yes

vdp 8.13.01.09-2 radware vm Application Yes

show app-instance

B NSRS A

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd LD1 1 Enabled Online 6.4.0.10353 6.4.0.10353
Container Default-Small Not Applicable None
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srzees

ftd LD2 1 Enabled Online 6.4.0.10353 6.4.0.10353
Container Default-Small Not Applicable None
ftd LD3 1 Enabled Online 6.4.0.10353 6.4.0.10353
Container Default-Small Not Applicable None
ftd LD4 1 Enabled Online 6.4.0.10353 6.4.0.1056
Container Default-Small Not Applicable None
show logical-device
AR B PR
Firepower# scope ssa
Firepower /ssa # show logical-device
Logical Device:
Name Description Slot ID Mode Oper State Template Name
asal 1 Standalone Ok asa

show resource-profile system

275 vDP 1 BEC AT

Firepower# scope ssa

Firepower /ssa # show resource-profile system

Profile Name App Name App Version Is In Use Security Model
Count RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE
vdp 8.13.01.09-2 No
4 16384 Yes System
8.13.01.09-2 No

FPR4K-SM-12

CPU Logical Core

DEFAULT-RESOURCE vdp

FPR9K-SM-36,

6
VDP-10-CORES
FPR9K-SM-36,

FPROK-SM-24,

24576 Yes

vdp
FPROK-SM-24,

FPR4K-SM-44,

8.13.01.
FPR4K-SM-44,

FPR4K-SM-36,

System
09-2 No
FPR4K-SM-36,

FPR9K-SM-56,
FPR4K-SM-24

FPRO9K-SM-56,
FPR4K-SM-24

FPROK-SM-44,

FPROK-SM-44,

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,

FPROK-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System

show resource-profile user-defined

T A st SEAP) B8 I ST R 20 BC AT 0

Firepower# scope ssa
Firepower /ssa # show resource-profile user-defined
Profile Name Is In Use CPU Logical Core Count Description

bronze No 6 low end device

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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gold No 14 highest
silver No 8 mid-level

show resource detail

B NP S (1 BTG B DL o

Firepower# scope ssa
Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

uf = (8] B &R 7 51

LR 7R B s SCRF IR B2

BAuh 545 ER) MAC ik B9 ¥ M 2% EtherChannel i& R T 7~ 51

LR 7R S 7s 1 2 AR, X PSSR B0 20 il A7 T 2 A& AR BRI 9 G 2% e 28
M2 2 ) CRPESEA) B hty . SRR Hﬂﬁﬁfﬁ?JﬁﬂﬁLﬁ DCI L% VAR R IR SRR S
TRE %, 53 A58 PR TEE 1) PR S8 0 A7 508 19 2% 14 8 IX DA X S T S 4 B AR b AT e fl . 4 EtherChannel #5 B EE 1
BT A HLAR

5 VLAN i S AL B L (OTV) BRI TE S Sz [ fig . 2 inBH 142 J5) MAC H
BRI IERS, PR AR ERE Ll I DCI AL 7 — ki il Wi IJeyk vy i) — ANl 5 AR TS
R W ZIH BRI e, AR BRI RIS B 5y — il AR AL N VACL kit g4 )5
MAC Hiht. 45 0W45H] ARP K £,

GRS T IR R 5C. ITAT SR AT RO 2R AU MAC U THalclidie t0 . A% s o
fi IR B RS DC AEAE 3 1R 8 B MAC Hihk o BT RE T 17 1EAZ AL A AN [] i 11 L PR 43t 1
ARENAH R4 Jm) MAC bk, 330 MAC Hihb#%5); Ak EAMERES S MAC Mk,

FERE S
o WEERREARGE I PTA HY DV EE A0 T ol il MAC stk JFAESd thO B T A ik .

o FL BRI ITA N DB AL 4 )R MAC ik ik, TR AT LA PN 3l s AT AR 4 R0
OTV (1L & 4 2l Lo A K9 A AL
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FM 2% EtherChannel Emia dtah s marewnl [

il T

Qutside

Global MAC
(blocked by OTV between si

Data Center
Interconnect

Data Center 1 Data Center 2

%M £% EtherChannel i& BA#% 2\ B db itk 5 (6] B &2 7R 151

PURZRBIZos T 2 ANRRERD, SX PN EERE R 20 AL T 2 AN AE AT B it e 4% 2 i) (R
FAD FE . e 0T AR BRI 1 DCLIERL . A7 TR a O AEAE 19 03 {8 H T i) P4
PSRRI 5 DX LUK WG T T4 R A M A el B4 EtherChannel #5881 B PT AT HLAT «

A7 FABEAN B A0 IR A R AR i 28 4448 ] OSPF Calil it iBE W ) ASA) « 5 MAC HisibAR[H, %
FH 2% TP Hitik e A i 2% B ME— 1. 8 Fi € DCI AR (R, R s DR e e N 4
PO, BRARGS ik A AT R R AR W R . ik ASA T TT RS BRI % S i A T
FEAN S IR [R)— PR A e A AR AR R A AR B . G RS AN IR BT A SR 0 A R A e
T N G B B A DCT RAEAL T 5 — ANl SRR A 07

RETBEA 3 R A LA St T R 45 -

* WinilH] VSSVPC - FEMAS S, — G ACHL 2 E R oL 1, 53— B ACH L 20 e 2 dls rh ol
20 —ANT7ERRAL T A E PO AR RULERRIAMI AL, T VSS/VPC L TR DCI
ki, AEULIEOLT, JEEZ PR RRHERE N EEE 0 A . Wk DCI AT LU BRI R, 4

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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B =/ EtherChannel 55 ik e o o i £ B R )

WAl BLUEPERS RN RUE L DCT IR G AZHML . AELEREOL T, GRS A 0 i, DI
DCI AR SRR E »

o AL TR R AL VSSVPC - o8 T 3R S A LG AR BE ), 180T DATERRAN 3l 552226 2 %)
) VSSVPC. FEMLIEOL T, SRR SR AT — A5 X LUK W 3 S s v 1 P LA
POERLRI G ARHATHAL, K E 0 2 IR SRR A R AZ L, (EES X DA W) I8 6 A
T o RN AHL VSS/VPC HaKe 5 DX LUK I 8 3 AR sl s AT EtherChannel

W "~

' "‘\1
(' Internet )
Router —— - ORI
—-./ _ _ﬂ\'""Highercosrroul‘e Spanned
/ N EtherChannel
[ Oufside '

Data Center

II'\ : = . Interconnect b %
. |cluster /
| Control ' .\.»/
! \ __Inside ™ —~
1]
Spanned Be /
EtherChannel '“'\\ J
Higher cost route Higher cost route k
Router Router

Data Center 1 Data Center 2

F= W 2% EtherChannel i&E AR T &< o ufi == [B) EE B 7R 451

PUR 7Bl T 2 ANMERERCO, XN SRR 73 I T 2 AN AERE A 3l L F I D% i o 2 AT
AR L% O P 26 R 2R R 2 ) 22 ) CZR VAN ) AOBSH vt o SEAE IS 5 R B 2 o i
i DT ANl e b AR SRAE R B3 A T 7 PR 368 557 A0 R A 2 R RSC B0 22 X 295 (1) 125 DX K 1) T
BRI A A M. A EtherChannel #5 AR 1 FiAT HLA «

BNl LI DG B 2 F FHRP (8100 HSRP) 7EREAN ik i EERAEARTR 1) H A7 24 MAC TP Hb
Hko LB MAC bk /M), feld (8 F 4 mac-address-table static outside_interface mac_address
72 W S FH A S B MAC Hb ik S8 N 3] ASA MAC Hihb . WS X a5 H, 07 Fubia%
1 IR 573l 0 2 IO DCTRAR N, S T BB IE T ASA JF 223K P D BIIE U 1 2, AT 33
PR . Kol VLAN {1 ] S AL AL (OTV) BB ARAE B 55 2 (4 8 o S8 06 J500 Ik &
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pmgenniiz W

v BHAEAAT W O ph 2 AR RE I DCY AR E o — 3l i o WERICVEVT ) — Aot s A R 5C i% h
ar MRA R g A, AE VTR RS AL 2 53—l U R O T 2%

—TTT
e N

( Iinternet )
)

s snes

EE R

Virtual MACs and IPs

Gateway Router: -~ X_,_ . Gateway Router:

Virtual MACs and IPs
(FHRP)

(FHRP)

Spanned EtherChannel DB NW_

Spanned EtherChannel

It e &

-1 Clust s @-
!@ " uster ’@ ’@
“EE==== Node 2 Node 3 Node 4 S====

Cluster
Control

Spanned EtherChannel H

Spanned EtherChannel

Data Center
Interconnect
7

o o] o

Switch

------------- o i - % »E
App NW \“p]—/‘* ------ -'TL/—/ App NW vy |

Data Center 1

Data Center 2

K vPC/VSS IEIITEAIE K, 1S [ %% EtherChannel 3% IR g 1Ll s AR < 491

IR RN IR

ThEERFR TAREA |TIRERER
FTD igf7 RS 59 291 PURBLAE T LUKE FTD Ja A7 BEEOIRAS 55 2 1 i W Bk IR R 2D . Hr,
BBEHOIRZS Z W) [] 25 FXOSEHUARZA N “iafr” HHBEHCIRES N “isfr” , IR T “isfr” R,

IMANE R FTD W £ A BURA . an R %A M FTD rJ/, i #E AT BEAE FTD MY
M5ea E& 2 mikh T “Up” WEDIRES, siE R H3) FTD J¢H1 G ) —BLin [a) py O
FF“Up” W& XMFHBE, IRRERILE TGS SR LR, FIMEEEH
PRATRESTE FTD ] LAALBER & 2 A FF 4R ) FTD KL E . 1ZINREBR U 2R AR A
FERT{E FXOS Hig@ B &% — i .

b e ARSI B AT Radware vDP &g 1) FTD A SCRFILINRE . BEA,
ASA WASCFFILIIRE .

B A& Firepower MU & BLAS b fe: 1Z4BIRE > BRBSRRES

B /&) FXOS fim4: set link-state-sync enabled. show interface expand detail

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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INREBFR FEHA DhEEER
X s Sz Ad F FMC 1 | 2.9.1 IEILAE T LAAE FTD 2 4s 529 EAEH FMC &0/ & T A

FTD [t & & Ak &

BB FMC E%E: R4 (System) > TE (Tools) > &4/ & (Backup/Restore)
> ZEIRF % (Managed Device Backup)

B MAE MUY FTD CLI 74 restore
YHAE G Firepower 4100/9300
R 5 {F ] Firepower 6.7

% SR EAR 28.1 TS IAE TT AT 5 2% S0 R B 22 BF - 7E Firepower 9300 |, AZAESEREH 1 REAS
B F AL — AR . AR EEAS 225 | S/ SRR N 2 A A S Fk
ATV LA Ay BN SR S AT ] (1) 22 AR B LA AT . H, i SRFREE, M
PATE [F]— 4R (AN ] Firepower 9300 %2 A B Firepower 4100 245 A
FIVCEC 22 5] o ANRELE A — MNEREH IR &1 H Firepower 9300 Fl Firepower 4100,
P& T4 set port-type cluster
R T EAFH Firepower 6.6 B¢ 5 = A

S HEd ] Firepower % 4% | 2.7.1 BAE, AT LA A FTD 52491 )45 7€ FDM & Bl . AN SRR 3 S

Pare LS

LA FTD s MU fT 4. enter bootstrap-key MANAGEMENT _TYPE. set value
LOCALLY_MANAGED.,
AR WEFTD 6.5 8wk,

A TLS Jn | 2.7.1 HIAE, 7E Firepower 4100/9300 mf?ﬁtﬁ’@/l\ﬁ%%%ﬁl (2 164) b 37Fr TLS I

% nidk hnid. DARY, RS 224518 HRE o — A28 S /5 B TLS s g .
BB BRI G LD RE . (H2, FHRASLEIE S b s s . AR, TE IR AE
H enter hw-crypto 1 set admin-state enabled FXOS 74
B FXOS CLI #ir4: enter hw-crypto. set admin-state
B FXOS CLI 74 :  show hwCrypto. config hwCrypto

IHERI FTD CLI 154 :  show crypto accelerator status

ER T FTD 6.5 B A

Firepower 4115, 4125 fl1|2.6.1 BAHEH T Firepower 4115, 4125 F1 4145,

4145

TR 5K ASA 9.12(1). Firepower 6.4.0 35k FXOS 2.6.1.157.

REBAEAT 2

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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TIRE AR TARA |TIRERER
Firepower 9300 SM-40. {2.6.1 GINT LR =A%l SM-40. SM-48 fil SM-56.
SM-48 Fll SM-56 3. f¢ ER SM-40 il SM-48 Z3k ASA 9.12(1). SM-56 Z3k ASA 9.12(2) Fil FXOS
2.6.1.157.
AT ALK FTD 6.4 F1 FXOS 2.6.1.157,
RESAEAT 2.
SCFFAE[R—™ Firepower | 2.6.1 TS ILAE ] LAFE [R]— ™ Firepower 9300 I [F] I 55 ASA Fl FTD & # ¥ % .

9300 LA A7) ASA

- iR 5Kk ASA 9.12(1). Firepower 6.4.0 35K FXOS 2.6.1.157.
ARG BUTAT 2.
XFF FTD 51 3 RPR. | 2.6.1 1S ILAE 0] LLYE Firepower HUAH 5 FEA% 1 1% & FMC NAT ID. LAET, &M AELE FXOS
B, I LR CLI 8¢ FTD CLI N #% & NAT ID. %, it T &b EI (32K Tﬁﬁ%ﬁﬂ“
Firepower AL #4511 iE, #FEMAS P Hubk GERl—MNEMEED « FMC fae et 1P Hubik, &afae
& FMC [f) NAT ID FMC IP Huhilo fH, dn A UmaE b —A> 1P kil GO SEIEs th H 0 (2
KO, IR IAEE R Wt i M1 NAT ID,  DAEEST X WIRIE S 51T, JF
BHIEM N 2. FMC R &AM 2R NAT ID GfAS & TP Huhik) X4
G AT S 4 BOE RN 2 AL o
WG MG U B
BIRIR & > RINI&E > & E > Firepower BIE 0 NAT IDFB
SCRPRE SSLOAE A niE A | 2-6.1 TEIRAE T LU I T AR 22 4 5 1 1 — AN 28 5249 1Y) SSL A4 i .- SSL AL fn

Tty A8 i —
/N FTD 248 5244

AR T b A s 5, AREAE R
PR E AR -

BB S A 2

{H A H T A H S48 i 2% Firepower &

config hwCrypto enable. show hwCrypto
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TIREAFR TARA |TIRERER
Firepower B I | 2.4.1 TEBUAE ] LAAE A 22 4n 5 | B8/ B B8 2 MBI, 6 121 B & i Firepower
S T g BIYP T E RS S o LR, S OUR] B AU I Se il BAbh, DS SCREA S

X}T Firepower 9300, 0] DAYERELERIHR A HIACHL S, 78 FLAd AR ER b A FH 25 2 5K
.

TR R TN PAL 1, ATLLIE FXOS Al VLAN 721, &7 LAE 2 A 545
ZIAFEERE O S ARSI, A E S L CPU LB RGESIRIEZ O
B s RAM, IR REAS LB 1 REAE 25 1) ¥ 0 40 GB. IR BE IR B SR VR85 1 5
SRR BE -

AT LALE 2 AR WL AL A SR SR sy nT IR i, 2RI 20U
FEMHUABE 10 5], BT LLBIEE 10 ASmyrl PR . ANSCREERE.

Pt RVESEILUT XA, B2 521 IhRES ASA 248 SRl 21 5kt
TGS T RAS N S, 12 SEE D RE ARV A AR S o B AR S VT
TEGTYE A 2. ARG PO NAR. AR BT RN 5E 4 Firepower
BT DI RE S R . T IR, 2 SRS e G B 2
s5to Firepower BUVHSTTHIAN SCRF 21 5ol

pet 21 R 6.3 8T AR FTD.

BB MUY FXOS fir4: connect ftd name. connect module telnet. create
bootstrap-key PERMIT_EXPERT_MODE. create resource-profile. create
subinterface. scope auto-macpool. set cpu-core-count. set deploy-type. set port-type
data-sharing. set prefix. set resource-profile-name. setvlan. scope app-instance
ftd name. show cgroups container. show interface. show mac-address. show
subinterface. show tech-support module app-instance. show version

B /A5 ) Firepower 5 B LA S BT :
W& > IREEE > RERIR> BOENR

CFF ASA B 1iE | 2.4.1 TIRAE V] CALE S ASA N5 0 3 PR e A X

B BriAs ) fr 4 enter bootstrap-key FIREWALL_MODE. set value routed Al set
value transparent.

HEEEF B T B g X | 241 BRATEOL R, SEREERIBE R ] 127.2.0.0/16 &% . BLAE, T LLAE FXOS i B4

IP Hhhik

TR BB MI2% . HUATARAEHLAS 1D FIERE 1D [ 3h Az sl 0 A5 10 SE T2 i e e 25 11
IP #iik: 127.2.chassis id.dlot_id. HJE, HF:Lbm 288 A F 127.2.0.0/16 Ji il
b P, BEAERT LN FXOS b AR IR BB — > B € X /16 7k (B
[ (127.0.0.0/8) FN4L#K (224.0.0.0/4) HuhlFR4M) .

BT A set cluster-control-link network

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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INREBFR FEMA DhEEER
XHT FTDS| SR PR |24.1 INAETT LIAE FXOS CLI % % FMC NAT ID. CLRT, #8 H B84 FTD CLI N %8

B, EILERTLAZEFXOS
CLI 1% & FMC ] NAT
ID

NAT ID. %, Tt T H k2 73T S 5E, #5529 1P Hihk
GER—AMEMEY) « FMC $5E %% 1P Hihl, #5352 FMCIP #ulil, {H)2, o
A N AL — AN P Rk XS SEILER th H I EARERD , BIE Ui iEHE 11
Wi ME— I NATID, LA HIGIEAE FEAE, FEERIEMrE . FMC
B EAT T A NATID (AN TP Ml ) S HTEA T 34T S 4 B0 E A4

Bz 4. enter bootstrap-key NAT _ID

ASA (1) g I REAR ek | 2411 BLAE, #0] LIRS ASA HETEIN JyEEAS Firepower 4100/9300 HUARTD & 3% /5 ID. LA
W, L ZAE ASA N H PP L E G AL IDs IR DI RE AL T eI . iR, &
ABETIAE ASA TCE B U T ID. MeAh, T SIS il s R SR P A A A Ak
FATREIETH 03] ASA 9.7(1) A FXOS 2.1.1, TR & Wb e i M Rk g 1) 22 3 4
.
FAMES T LU M4 set site-id

Firepower 9300 £ 6 4~ |2.1.1 BIAE, AT LI Firepower 9300 _E [ FTD 3 FHNUA I EESE . 2 W LI 6 M

FTD B IHLAT N AL Yeo ftm, Bal LILE 6 MHUAEHAET 1AM, s /e 3 MHUAE AT 2 MR,
W ny DA e 2 4t 6 MR TR 4L & .

SZRFAE Firepower 4100 1 | 2.1.1 76 FTD e, &2 nl IR 6 LA

AT FTD B4R

ASAHfEET, ZFF161|2.0.1 15 ASA BT, B2 n LU 16 MHLAH .

Firepower 4100 HLF6

Y FFLE Firepower 4100 - [ 1.1.4 1 ASA REEET, I Z W LIRESE 6 MLAE

AT ASA B4R

5 AE Firepower 9300 - [ 1.1.4 Firepower 9300 72 £ ] FTD N FH$UATHLFE P EEE

g FTD _ESATHLA P AF FAMIGINT LU R4 enter mgmt-bootstrap ftd. enter bootstrap-key

- FIREPOWER_MANAGER _IP. enter bootstrap-key FIREWALL_MODE. enter
bootstrap-key-secret REGISTRATION_KEY . enter bootstrap-key-secret
PASSWORD. enter bootstrap-key FQDN. enter bootstrap-key DNS_SERVERS.
enter bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower. enter ipv6
firepower. setvalue. set gateway. setip. accept-license-agreement

Firepower 9300 I~ 16 4~ |1.1.3 BAE, ATLIXE ASA JR MR R RFEE . e vl LLAL S 16 AMEH. fldn, #8nT PAAE

ASA FEBLFIHLRT A HESR

16 MU AT 1 AMBEE, B 7E 8 LA A 2 Mk, thmr DU H] B 2 341t
16 MERIERA S -

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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B zesswmsis

TIREAFR FERAE [ MEES

Firepower 9300 [ ASA | 1.1.1 R LK) Firepower 9300 AL A T ASA e A AR o
(FIRLAR N HESE

TATFINT LL R4 enter cluster-bootstrap. enter logical-device clustered. set
chassis-id. set ipv4 gateway-. set ipv4 pool. setipv6 gateway. setipv6 pool. set
key. set mode spanned-etherchannel. set port-type cluster. set service-type. set
virtual ipv4. set virtual ipv6

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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ZEER/5IEEIR

* KT FXOS ot/ w458, 5 343 11
o (IR, 2R 344 TT

o BN AR5 2, 5 344 T

« FH Y51, 5 345 1T

« EHVIGGL ARy 515, 5 346 1T

o AR B R E AL , B 347 T

KT FX0S LR 21ER/L 25| E

T&r LM FIFXOS CLIZE % 4t/ 5| 3 EAATLL F DR

s AEM R 2R g ei)s, R Nge B, BT LU IR A 1A
A, WA IERAE SRR S . S B is ] 22 it , 5 344 1T,
* A (Acknowledge) - ihHT 2B H) 2B B2k WS IR 2 AR5 %, 5 344 1L,

« R - WA G ReBUY5I 8, ESHE R LAy G %, 5 345 I

o EFRIIEAL - RS AL AR G R, N2 R 1 B BT A (R C
RIGERAEN RS EEFHIANTERUG, WA 2 Ry 5 NS T 1841 %, Firepower
eXtensible Operating Systemclf FUHT 2B N FF, BUBTEREIZ AR K&, JFAZIRZINH . 520
FHIIAL Y515, 56 346 TL.

A

&
==
=

FET IR, 22 At/ 5 1K) i N B 4 5
Bro THAETUHWIA b 22 by 5 | B 2 i 9% 0 P A I P i

 HYEORIT - DI 2 Y513 PRSI S IR e Biy5 1%, 5 345 1T,

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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wefEmsIggE |

FR%ERR

\}

N LAY, AR GOk AL E P IER, 2ol A AR . etk Big
AT (VAT A 32 A 26 B 0K 22 RS SRS o
U BRI A A e A, famT DA ] i i

iR

*ﬁﬁ%ﬂ‘gﬁﬁ'ﬁ%m’ %Ej‘ﬁ‘éﬁﬁﬁ delete decommissioned ﬁﬁé’[%ﬁﬂﬂﬂ@o

UK

A, A doconmission server 1%

decommission server {ID | chassis-id/blade-id}

AR AR A5 FH BT B2 282, AR ID (4100 R s LA S 5 SR 5 (9300 4%
Kb IR B

il
FP9300-A# decommission server 1/2
FP9300-A* #

ffﬁﬁ)\ commit-buffer ﬁﬁ/ﬁ\y uﬁi%aﬁo

f’é’;ﬂ U\’@iﬁﬁ show server decommissioned ﬁﬁéﬂ%ﬁ% EA’?%*%E%E@@J% o

AL SRR/ E

KBTI 22 AR L BINUATIN , BCR LA BB 0 — AN HAANF ™ il ID (PID) FREDRIN, A 200
WA, IR RETT IR ATZA R

R Z R IR “ARILES” B “ A RAILIE " SRZS, X RN SR AR o (1 2 e B8l
A ZRAEIZATRY PRI AT . R 22 | O 8l F HAH € ZAapaE g h e (i
AR, AP IR T A BT, S E BRI R A, RIG A T LA e
BT B

UK

HEA AR«

scope chassis

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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srzemnsiE

TR 2 KA HNBTUE I BT B BR )G, BCRARERA ) o D AFSA (R, BAT AN

PID) [AFEELS, %\ acknowledge slot fif2:
acknowledge slot

Tl

FP9300-A# scope chassis

FP9300-A /chassis # acknowledge slot 2
FP9300-A /chassis* #

FAA L :

commit-buffer

ERTEHER/GIE

LM LU N D IR e gy g | 5

UK

A /service-profile Eiit:

scope service-profile server {chassis id>/blade id}

Tl

FP9300-A # scope service-profile server 1/1
FP9300-A /org/service-profile #

iﬁ)\ u—F cycle T:ﬁj‘/%\zﬁ:

® cycle cycle-immediate - fZEﬂEEﬁHiﬁt%o

* cycle cycle-wait - REUAEfIRD TP LASC IR EIEAEIZATINN ], 2 Jm H i Ak

T

FP9300-A /org/service-profile # cycle cycle-wait
FP9300-A /org/service-profile* #

R, DL A PR

commit-buffer

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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EFVIE R R/ E

2 YGRS, e G| AR 2o A, BT 2R N S4B G A
B MER . EFFWIE ST, W 25 R E T2 s, FXOS K E P 25N
FEAT, FOFR BB, I AsR s

TIE4

PSIES

FEFPAIAAIIIN], 22 AR/ 5 1 1% AT N B SR B BR o S AEFDRT ARt 2 by 5] %
AR AT N A

i

BEN 2 A s

scope ssa

i N P e AR PR A A

scope slot {slot id}

T

FP9300-A # scope ssa
FP9300-A /ssa # scope slot 2
FP9300-A /ssa/slot #

i\ reinitialize fif 2

IR

FP9300-A # scope ssa

FP9300-A /ssa # scope slot 2

FP9300-A /ssa/slot # reinitialize

Warning: Reinitializing blade takes a few minutes. All the application data on blade will
get lost. Please backup application running config files before commit-buffer.

FP9300-A /ssa/slot* #

AT AL, A N G AT
PEAZGRITIX, AT B R
commit-buffer

PREEE, A iiB b T En I g bR . LR T R EEA

AT LU show detail fir &K A A FUBME AU BRAFRRERE . BRI AL AR ORTh B0
A B SR U PR 1R AR
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{5 ) 48 R R B e B FE 2

IR CLU R AP IRUATTH] CLI dr AT P 2 it gg 2, sl AT LBk AR 4 AEPAT AT 24 A FI
F& (OIR) I T3

\}

iR o QR BN BR e 2SR, ST RIS ] TR I (R ) 1 BRI —
AT EAE . 15 [ https://www.cisco.com/c/en/us/support/security/firepower-ngfw/
products-installation-guides-list.htmlo

* WIRAE Firepower 8 Ui [T 1G Hi45 FTW M 44458 (FPR-NM-8X1G-F FTW) 347 M 4 b fr 2k i
NHIFREL (OIR), TR, M LED #0RIFHK, H BB IR F i~ 4. LED 4t
PRIEIA L, ARIGAER I E R R’ SO 2, JF BN R B2k

AR WAMER FTW MBI A SRS, RS2 M Firepower BN 4118 5815 % HH I 63% 09 28 A iy
Ho ZEXFENLT, 2205648 H Firepower 5 BE A CoiH B i 1 5% 1 N BRI, AR5 13 F 0T 4 A\ 9 2%
i, TR A MG, AT LU A

* ffiH Firepower JLAHE HL25 8 FXOS fir 24T 410 (CLI) K M 25 A b [ 0 & 8 5 B SR

o F W g i AR N 2] FTD 8514, I8 H Firepower 5 BE o BB L i 11
QRIS TE AR AT TS DL SRS BRI 2, il (R B N IRAR L, IF HLoiy 11 7E Firepower B BErp0y
PR O . EFT R AN B KR SE R IR
A RN ERER PR 55 B PR AN B, WS DI 5 B0, 25 189 i,

g2

'533?%1 XﬁTEfiE%ﬁi E‘J*ﬁﬁ%’ 1%)% Ux_[:’n%/?\lﬁ]\ /fabric-interconnect *ﬁfﬁ; %Eﬂf)\ /card *ﬁ:ﬁ

scope fabric-interconnect a
scope card ID

P2 EATLMEH] show detail AT KAH K TURIUGER, WL MHPRE.
TIRI LB, A

set adminstate offline

J,j%H%—% q iﬁ]\ commit-buffer ﬁ“ﬁé\, LM%%’?PI{EEEE&O
Al LLFR R A T show detail fir i iz it B4k,

SRS EATMEBE IO IR EAEL, A
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B srsunssses

set adminstate online
commit-buffer

Gt

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # scope card 2
FP9300-A /fabric-interconnect/card # show detail

Fabric Card:

Id: 2

Description: Firepower 4x40G QSFP NM

Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-NM-4X40G

HW Revision: O

Serial (SN): JAD191601DE

Perf: N/A

Admin State: Online

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A
FP9300-A /fabric-interconnect/card # set adminstate offline
FP9300-A /fabric-interconnect/card* # commit-buffer
FP9300-A /fabric-interconnect/card # show detail

Fabric Card:
Id: 2
Description: Firepower 4x40G QSFP NM
Number of Ports: 16
State: Offline
Vendor: Cisco Systems, Inc.
Model: FPR-NM-4X40G
HW Revision: 0O
Serial (SN): JAD191601DE
Perf: N/A
Admin State: Offline
Power State: Off
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
FP9300-A /fabric-interconnect/card #
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1og

L& SN/ FiH

s KTHESAN/FH , 5349 10

o NRLEFN/TH R EINE Y, 5350 1L
S FXOS Fe&E S, 25351 10

s HRIAZEE ST, 5353 0L

s WEAE S HIRNE, 28354 01

s FAMEIH, %3550

= = = =

XTEESANSE
AL E 3 H D RER £ 7 Firepower 4100/9300 HUAR 1112 5 15 £ AT & L B BEE 11 XML -3 H 2
WS4 2 Ja, AT DL AN SRRCE SO, PodCi L B 5 B NV H T Firepower 4100/9300 LA,
DUR A3 A0 IERRC R, SN RGP 5
A T F01 PR 8

* \MFXO0S2.6.1 Hih, WEENEZEH, MLk ENEEH, ATSHRE. SAZILEN,
WWIAE R G v EAR RN 28 558 . W SR A AE 00T s e R AL 5 5 o 309 TR) 4 FH 1) 3 AN R
UCHD, SANEAEERM. iR IC s TR AR (K 8 5355 .

< WIMESICE SO AR WERBCE SO B, A SO FEATIC . 3 AW RES R

o o E IV G B BCE ANV A ARG B SO N o R Z5UE P B A A T T 5 0 R ORAS B i
MR BEE AN E

* Biic & 5 2 Firepower 4100/9300 HLAG Fif, Firepower 4100/9300 HLAH LIFTA LA R E (ALH5
AR SR I 58 2B ok SN S A S B B

* R THE RMA Byserh, AT B P OB IC & SO N AW S A & 1 ] — A Firepower
4100/9300 HL485 -

* BT A Firepower 4100/9300 HLAH 111 & KA ICA N 53T T I A AR 7). &0, A
PR ICIEM IR S B . AT SUETE TR B % 2] Firepower 4100/9300 HLAS I H & Bl & .
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* W4T 5 1] Firepower 4100/9300 AUAH WA Z07E 55 04T 5 H IS5 BT FH 10 ) i R 2 2B A 1) 1 ) 88

Be.
* BEAT 3N Firepower 4100/9300 HUAR U4 B IEAE T N T SCAF R 52 SCRIAE ROE AR e 26 223
T IERR AT N T AR

o WS N BC B SCPE RS N AT B T P VE AT B (EULA) (834G, WIESARLE 2
W, SAZIAE Firepower 4100/9300 HUAH L #2521% N (K] EULA, 15 W HAE4

o ORGSR IAT IR AN SCIE, T SR G R AR TR R SO AL BOR BT SCAE S A B LA B

AEESENSHIREME %A
FHACE R, FXOS R gusEd, 5 W o e o

M FX0S 2.6.1 JF4h, AIHCEMNZSES, DAL ENZEEH, A TSHAE . SANZIER, B0
TERGE LW B AR s s 8 . S48 Cs o =5 & g AR L 5 5 B 3R] 4 FH i) S AN B IIL IS, &
NEAER I IR IC S TR 5 G A ) D 28 9 5 o

R 2.6.1 LAFTHRA FXOS S Il E S FXOS 2.6.1 B A, REUEASI A%
B RVFEN

ER O WRZRAT AR SRR S AT S I RAA 3, WARECRIE S AR . FA TR
TR %2 Firepower 4100/9300 HUAR I S HY A0 i & .
Y FTD @ & TR BRI AR, TR “WERA” (Set Version) JEIFF T H AL E, LAEHT
(1) JE BN RRAR 5 T+ SAS (R R A RRAS AR TR o

UK

HIE1 I FXOS CLI #F A % 44k
scope security

T

Firepower# scope security
Firepower /security #

PIR2 WHINEEN:
set password-encryption-key
I N%%H: encryption_key
il 4H: encryption_key
encryption_key (K LIS T 4 &2 40 NFFFZ ]
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Tl

Firepower /security #set password-encryption-key
Enter a key:

Confirm the key:

Firepower /security* #

PEATHLE
commit-buffer

TP

Firepower /security* #commit-buffer
Firepower /security #

2 H FX0S Bt & 304

1 FRCE S B D8k 8 Firepower 4100/9300 ML IZ 4B 25 IS S L B W B 1) XML XS H 3
FEMR S5 4% o

Fi&Z wi

BELTHESN S,

UK

FORFICE SO BT R R S5 2%

scope system
export-config URL enabled commit-buffer
LN iR —, NIEAE S R SCHEE URL:
* ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/ path/image_name
* tftp://hostname: port-num/ path/image_name
HR USRS, RS IR SR, RGO DU I B R 0
JER LA
GUE

Firepower-chassis# scope system
Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml
enabled
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Firepower-chassis /system/export-config # commit-buffer

®2 Ra SRS IR

scope system

Nil

scope export-config hosthame

show fsm status

il
Firepower-chassis# scope system
Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status
Hostname: 192.168.1.2
FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Nop
Previous Status: Backup Success
Timestamp: 2016-01-03T15:32:08.636
Try: O
Progress (%): 100
Current Task:

I3 LEFIA RS, EHAT LN Ak
scope system

show export-config

T4 BRSO RIS, WEIAT LT ERAE:
scope system
scope export-config hosthame
fHEHILLT dr B3 AR 55
* {enable|disable}
* set description <description>
* set password <password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-file path_and_filename

* set user <user>

SRS EMIER T LSS, WEIAT UM ERAE
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scope system

delete export-config hostname

commit-buffer

A Y hd — | === E'

TR EaxRES T
{F TR0 5 D REIS AL Firepower 4100/9300 HUAS 12 5 158 4 AT A lid B BEE I XML X H ) 5
R AR S 28 . ar LRl H . AR EEREEZET ) S ’EE S B RIBgT, TR
TR S R ThAe ) fm PR a0, fn S 4E B I = %L 10:00 J2 FAEE — R RIS
RGN I =1 L 10:00 il &5 0 S H .

WEARTRESA/ I, TN E T IR E 2 E .

3%
AU TR 1 3 AT 55
a) BT IS E )

b)

d)

e)

2)

scope org
scope cfg-export-policy default

Jet I L SRS

set adminstate enable

5 € 5 AR IR S5 4 30 A5 I A8 0 P8
set protocol {ftp|scp|sftp|tftp}

T8 58 NAFA A A SO B4 B B4 B 1P stk X W] LA Firepower 4100/9300 /LA ] 3 i ¢4
U5 i RS A% AFERES] S AR IR B4 BATAT 5/ 5 A o

WMARAFH BN AT A 1P Hidik, WAZ0HC ¥ DNS k%525 .
set hostname hostname
G A R AR B A 1, VR e i
set port port
FRIE RGAE G I FE R 5 25 I AT FH I ' 42 0 WSO TRTP, BV N 7 B
set user username
B AR IR 254 T P 4 S . an SRS TETP, ek N A7 B

set password password
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h)

PEo LS4 PR

set remote-file path_and_filename

) FEEEEERYEE BT RCE RV BN LU RN

(Weekly)” 5%

set schedule
i)}

commit-buffe

Tl

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Config Export pol
Name: default
Description:
Admin State:
Protocol: Scp
Hostname: 192
User: userl
Remote File:
Schedule: Wee
Port: Default
Current Task:

\rL | = - - | | = - - | E E

WEIRES HIEEE
S HIEEETIEE, i RGE—ERBNEA AT S S H R 5457 .
BRANEOLT, SRR 5 A 30 K.

\}

“HE P (BiWeekly)” o
{daily|weekly|bi-weekly}

RS R B RS E -

r

# scope org

RESANSE |

TR OB S AL B A e de Bk A, RSO AL . IR A s 73X R4, S I R AR i

uj(‘ (Dally)” . u}%

/org # scope cfg-export-policy default
/org/cfg-export-policy # set adminstate enable

/org/cfg-export-policy*
/org/cfg-export-policy*
/org/cfg-export-policy*
/org/cfg-export-policy*
/org/cfg-export-policy*

HH = H H

/org/cfg-export-policy* #
/org/cfg-export-policy*
/org/cfg-export-policy #

set
set
set
set
set

set

protocol scp

hostname 192.168.1.2

remote-file /export/cfg-backup.xml
user userl

password

schedule weekly

# commit-buffer

/org/cfg-export-policy # show detail

icy:

Configuration Export Policy
Enable

.168.1.2

/export/cfg-backup.xml
kly

pE

R PEWEIA N TR H s P R CRER R B PR

TR SRR T S

C “WE %ML (Config backup may be outdated)” ) o B, USRS THRIA &5 A H
BEAR Jg HOR, AR A SHACE, SR TIRS R IEHIEN R
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UK

SONENCE T PR, AT LU AR
scope org

scope cfg-export-reminder

set frequency K

set adminstate {enable|disable}

commit-buffer

il
Firepower-chassis# scope org
Firepower-chassis /org # scope cfg-export-reminder
Firepower-chassis /org/cfg-export-reminder # set frequency 10
Firepower-chassis /org/cfg-export-reminder* # set adminstate enable
Firepower-chassis /org/cfg-export-reminder* # commit-buffer
Firepower-chassis /org/cfg-export-reminder # show detail
Config Export Reminder:

Config Export Reminder (Days): 10

AdminState: Enable

= oo &
ENEEH
fnT LI I B S AN THRERY ] 2 5 ©L A Firepower 4100/9300 A146 5 H O FC & W H . HEIhaE RIFRIR
[ A0 B 4T fic o N R i rh A TR
TR Z B
BELTEHESNSH,

UK

IR ENTFR RS A F AR E S, 1EHAT LT R AE:
scope system
import-config URL enabled
commit-buffer
LN R —, NIEAE R AR SCHEE URL:
* ftp://username@hostname/ path/image_name
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* scp://username@hostname/ path/image_name
* sftp://username@hostname/ path/image_name

* tftp://hostname: port-num/ path/image_name

Tl

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl@192.168.1.2:/import/cfg-backup.xml

enabled

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot

Firepower-chassis /system/import-config # commit-buffer

N
g
N

TR AP AMEF IR, WPATELH #R4E:
scope system

scope import-config hostname

show fsm status

TP

Firepower-chassis# scope system
Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status

Hostname: 192.168.1.2
FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Import Wait For Switch
Previous Status: Import Config Breakout
Timestamp: 2016-01-03T15:45:03.963
Try: O
Progress (%): 97
Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:
MgmtImporterImport:configBreakout)

PRI LEEFNAH FANMES, HRAT LN ERAE:
scope system
show import-config
FRA ZBESINAE SANMES, AT LN A
scope system
scope import-config hostname
fEHILAR fir &2 2R AT 55
* {enable|disable}

* set description <description>
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* set password <password>

* set port <port>

* set protocol {ftp|scp|sftp|tftp}

* set remote-file path_and_filename

* set user <user>

FES WM EAAES, HRAT LT H#4E:
scope system
delete import-config hostname

commit-buffer
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1og

SR HERR

o HA ARk . 2 359 0L

o MR 2% F: , 5 367 UL

o EPEEE DRSO HERR . 5 369 1T

o ffeun FDEERA , 2 369 1T

o WNERAF SR, 28 372 1T

o NBRIRHISCHE RS IR E . 5 376 11T

o B DU R ARSI PR ) BOABLE 2R 386 UL
o AR HERR H A SCPE 2R 388 T

* Ji 'l Firepower B AZ OV fif 2 390 L

« M FAS Firepower 4100/9300 HLAR » 45 391 1L
« HEE RAID ERIIRANA , 26 392 7T

* i SSD )@, 55 393 hL

* T ATY

HIE B
Bk THE— I 5e 9™, v TR L E 8, T B Firepower 4100/9300 HLAA
(R . ST U T B A sk T HAd skl il Firepower 4100/9300 HUAR - 1 ) 45 5 32 1 1 I B o

YASUNEINONOlTfeiE A a4 €/TH IR 1T NCES T g he S RTINYE (75 7 e - W 3 s DS N A I N e o 6 DR 1
AR RN, R QU R Bl Bl 3k (PCAP) SCAF.

5 i AR S

Firepower 4100/9300 HLAE XS A F8E #c i 1147 LA Bl 33«

RERR iy 1 B3 15t A

AR 1/ 45| Ethernet1/9 A EE 0/0
AR /2 45| Ethernet1/10 A 0/1
AR 2 Ethernet1/11 W 0/0
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BT |

REER i 1 AR & 15t AR

AR 2 Ethernet1/12 PR EE 0/1
AR 3 Ethernet1/13 W% 0/0
AR 3 Ethernetl/14 PR EE 0/1

KR B OE N FA PR F
Heth Bk T A7 AE LT BRI
* HiliZRIE A F: 2 1A 21 100 Mbps.

o BIAEAAT AL 18 1 A7 fik 2 (RO AT A i R o i, KSR AT LB Bl il Sk e il o AETT R Kdle

BIAAR A TEZ AT, SN I0TE ST 0 A7 2 )
* X HLSE 4x100Gbps B 2x100Gbps M Z5 B G5 435l i FPR-NM-4X100G 1

FPR-NM-2X100G) _E i ain, WS mRas g % ofe), MR 1T B3
BHIEHIL “ORESIRF: RAETIR. 7 (Oper State Reason: Unknown Error.). #0520 ZE & #R A 4
THRWAIT (on) JaHHT B SRS 1

XEFPrAT A I A6, BHR Al 3R 2 1 e AE A By ot B AU TR 4R 2
© AR MG BB Ll TR 1
o DCAE A BN 1 BdE A T4 3R
TN EAZHA UG B AR B R (B, e dIbR e M S RSB kg AR

(R

o EUEAE—ADEZ AN D ERA AN, A SR AR — A D .

* CIERFRIE EtherChannel Y, EtherChannel T2 O OER . 2%010, X4 RIZE R ST
EtherChannel, 7] LAfifi3k EtherChannel /™% 24 O _E A 6. W o0 e 782 1A 2 A 82
H, WTeE e e O B s £ .

o YR T TIAL TR SRS N, IR BT Y PCAP U1
o MERECE ISR, b TR AH O I T Bt B SRS R B B

B S mE IR E RIS

UK

pz APPSR ER i EIR IS

Firepower-chassis # scope packet-capture

. 2%} Firepower 4100/9300 FXOS CLI it 5/, 2
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aesmasraprsiz [

BT JESS; TES YN E S Ll Ik g sy . 2 364 UL,

A UK I g A N T i sk S S AR

BN B AR A B SR A

Firepower-chassis /packet-capture # enter session session_name

Fo o T s A SR S TR I i X R/

Firepower-chassis /packet-capture/session* # set  session-memory-usage session size in_megabytes
F7E G P XK /N DA 25 T 1 F 2048 MB Z [

88 B0 IR A0 SR 25 1l A AR R B A R

Firepower-chassis /packet-capture/session* # set session-pcap-snaplength session_snap length _in_bytes
¥8E 1) Snap K JENINLE 64 31| 9006 715 2 Al W ARN & 215 Snap K JE, WIERIA KK A
1518 MF15.

6 LA GO 3R 21l vh 0 5 1) A B 05 11

famy LU Z AN R, T ULE ] — 0 il 30 2 il 393 1) ] BRF AP 0 11 RS, FH g V4R 30 K0
Sl A B B REAN B 1O A B ) B G SR SO PF . TEVE IR AEAS EtherChannel (R0, 4R,
X T Bl 42 3B Y 4% (1) EtherChannel, 1] LLAii3k EtherChannel EAN K G4 1 EEEAL.  f iRl
FHOM A LA EtherChannel, NGy sis il b 0 ErEE .

iR LN ELA R 2 1 P I B 1, 1A delete AR R T 41 i 2 HH ) create.
a) FREY I .
Firepower-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port_id

i

Firepower-chassis /packet-capture/session* # create phy-port Ethernetl/1
Firepower-chassis /packet-capture/session/phy-port* #

b) ik D AR
Firepower-chassis /packet-capture/session/phy-port* # set subinterface id

AU — 2RO LA 2N, M Fa il 1 n s — N T O EHE
£, ASZHF Etherchannel (17421 . 1R KRG ACHE: 4 F 52, #8n] DUEFEACH: L 8142
H; BIEFNIEFEEE.

i

Firepower-chassis /packet-capture/session/phy-port* # set subinterface 100
Firepower-chassis /packet-capture/session/phy-port* #

¢) XTI, R E R RIS
Firepower-chassis /packet-capture/session/phy-port* # set app-identifier instance_name
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i

Firepower-chassis /packet-capture/session/phy-port* # set app-identifier ftd-instancel
Firepower-chassis /packet-capture/session/phy-port* #

d) 5N H AL,

Firepower-chassis /packet-capture/session/phy-port* # set app name
51

Firepower-chassis /packet-capture/session/phy-port* # set app ftd
Firepower-chassis /packet-capture/session/phy-port* #

e) (k) NP ESs.

Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername

AR S DRI IS, 1 set source-filter T

f) WIEHLER ERDE, BT A b
TR T FE L G B Ul A 5 10 I P Ut 1

T LU AN 3R, tha] DU [R]— A G 3 2 U0 ) 1) I A By RS, P e 1 3R 5
SRR IR RE A B 1 B A B ) Bt R AT RS

R ENEEE RS I IR . 3SR delete AU R I B8 a4 create.

a) FiE N T
Firepower-chassis /packet-capture/session* # create app_port module_sot link_name interface name

app_name
Syntax Description module_slot PRI 228 7 N HIRR PP IR 22 AR
link_name SR O AT - FidR vE4 8K, B4, linkl. inside_portl %5,
interface_name R B T E AR AR A MR FIEE D, 4, Ethernetl/1.
Ethernet2/2
app_name LREAERELR -ftd asa 11N IR R

b) XTSI, TR A S AR
Firepower-chassis /packet-capture/session/app-port* # set app-identifier instance_name

i

Firepower-chassis /packet-capture/session/app-port* # set app-identifier ftd-instancel
Firepower-chassis /packet-capture/session/app-port* #

Syntax Description instance_name T BOHCR L B PR RS 000 44, A Mol
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¢ Cik) WP g .

Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername

Syntax Description filtername

F A HNEET “create filter” #y2 M JE 2% 44 FR

iR DN

FUMBR I JE4% , 1514 H] set source-filter ™™™,

d) P EE S LR, ST BTN o
P8 W A IAE T A s il S vl -
Firepower-chassis /packet-capture/session* # enable

BOATEOUT, B A SR i A TP . 3R HSUS, W JE T 2 1l 2 W0 2otk G 3k

wilie WA HAb L

AL EAL TAESPRES, R iR A R . A ] AL TR SRS s

BT, A REA H A,
P HTE R AL E :

Firepower-chassis /packet-capture/session* # commit-buffer

DR O A R iR 10, R IT iR B . ZNRTE 4k PCAP SCfF, BT 25015 14

Ko

T

Firepower-chassis# scope packet-capture

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

packet-capture # create session asalinside

packet-capture/session # set session-memory-usage 256
packet-capture/session* # create phy-port Ethernet3/1
packet-capture/session* # create phy-aggr-port Ethernet2/1/1
packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
packet-capture/session* # exit

packet-capture* # create filter interfacelvlanlO00
packet-capture/filter* set ivlan 100

packet-capture/filter* set srcIP 6.6.6.6

packet-capture/filter* set srcPort 80

packet-capture/filter* set destIP 10.10.10.10
packet-capture/filter* set destPort 5050

packet-capture/filter* exit

packet-capture/session* # scope phy-port Ethernet3/1
packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
packet-capture/session/phy-port* # exit

packet-capture/session* # scope app-port 1 linkl Ethernetl/1 asa
packet-capture/session/app-port* # set src-filter interfacelvlanlO0
packet-capture/session/app-port* # exit

packet-capture/session* # enable

packet-capture/session* # commit-buffer

packet-capture/session #

HH o H o H

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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B ==srerrutes

fic & 2R B IR R IR RS

N

T DA I g AR ok BRI H O i e T R S U R QU B R AR S 1, AT AR
SO LW AE I E L DE 2% o

a4

D ARG S B C N 2 BT IEAE IS AT (A AR R K DR, IS AL AR I F0B A %
wilia, A RA%.

UK

BE K G A
Firepower-chassis # scope packet-capture

LAy INEEITRER RIS UR/ SN

Firepower-chassis /packet-capture # create filter filter_name

BTk RER NP CITRR [ ESUR/ A

Firepower-chassis /packet-capture # enter filter filter_name

B3 S Y RERINEAC TR R [ EFSUR)SA

Firepower-chassis /packet-capture # delete filter filter_name

MR AR AL IR R TE, 45 IR TS S

Firepower-chassis /packet-capture/filter* # set <filterprop filterprop_value

iR RET LUAE ] TPv4 5 IPve Mkl ik, (HICTRAE Al — et A ik 2 16 b [R] I 1L DRI P R it

R 20: FFHYTIER B

ivlan | Py VLAN ID - CGJE N3 E1IRF R 38 £ VLAND

ovlan | 4} VLANID (Firepower 4100/9300 HLAGVS NI VLAN)

srcip YR 1P Huhil: (IPv4)

destip | H[¥) IP H#uhl: (IPv4)

sreipv6 | i TP Hudil: (IPv6)

destipv6 | H [¥] TP H#uhl: (IPv6)

sreport | Y 1145

destport | H {115

[l =#! Firepower 4100/9300 FXOS CLI B & 4575, 2.10(1)
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pamErsraprsE [

protocol | TP #pi} [ITANA 52 X F e, KH 3k ]

ethertype | LUK B Bl i 2 [TANA 5 SCHI LUK Ppid e, R H2kike s Bln: 1Pv4=2048,
IPv6 = 34525, ARP=2054, SGT =35081]

srcmac | Y Mac Hhhl

destmac | H ) MAC bk

Gt

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create filter interfacelvlanl00
Firepower-chassis packet-capture/filter* set ivlan 100
Firepower-chassis packet-capture/filter* set srcip 6.6.6.6
Firepower-chassis packet-capture/filter* set srcport 80
Firepower-chassis packet-capture/filter* set destip 10.10.10.10
Firepower-chassis packet-capture/filter* set destport 5050
Firepower-chassis packet-capture/filter* commit-buffer

HH H = H H

BEFZIEEEHRSA

UK

gz A RPN CIEER [ EIR IS

Nil

Firepower-chassis # scope packet-capture

i N8R B e R A A SR U Y -

Firepower-chassis /packet-capture # enter session session_name

LA B AL R 21

Firepower-chassis /packet-capture/session* # enable [append | overwrite]

pE TEICVEAE o5 — AR ATIN G B AR 25 1 .

TEBHR ORIRSURISATI,  #A PCAP SCAFHI ST R IR BRI R TG . — HB B 22 X R
B, REF I AR, B FS “ 25 # (Drop Count)” 7 BUAUEHI N .
T A B R 21

Firepower-chassis /packet-capture/session* # disable

KRR B R A E

Firepower-chassis /packet-capture/session* # commit-buffer

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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BT |

A R B A R 2, 2ol P (R 1K) PCAP SCARIE AR SR i B . W SRS TR C B
B U, BTN PCAP B B . WURANIKPFICE, ke gl i SUBLAT A (AT

Gt

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

THETEEHRX Y

TR A BLAT R (PCAP) SCPF N2l T 803 A v S0, DA P 0 28 B 40 20 A 4 20 i X 4 5
e

PCAP ¥ 4743 workspace: //packet-capture H3%, T F&L45E:

workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap

UK

32 M Firepower 4100/9300 HLAH & ] PCAP 3014
R TN et IR BRI A1, ARG MIZ ST R4 PCAP 1.

a) VERERIA AL P
Firepower-chassis # connect localmgmt

b) &l PCAP 3 1f:
# copy pcap_file copy destination

ot

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1: /workspace/

MIFRE R RIS 1E

AR AR AR T S TORISAT, WP SRR, s T DUINER AT AN sl i il B i ke 1

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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UK

T BB AR
Firepower-chassis # scope packet-capture

PIR 2 LR E M Hs B AR o i

Firepower-chassis /packet-capture # delete session session_name

SR 3 LRI AN S s R S 1

Firepower-chassis /packet-capture # delete-all-sessions

TR PSRRI RSN E

Firepower-chassis /packet-capture* # commit-buffer

Gt

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # delete session asalinside
Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #

3 ) 28 1ZE F%

FHIa Z |l

B ENLAG B IPv4 Hiuhik ping W92 ) o — ek, DA ﬁtﬁzlil_‘lé?:‘r 8%, U ping 4.
LAF ] M4 5 IPve Huhlk ping W45 [P 5 — s, AL ping6 i 4.

BAF ] ENLA B IPv4 HhhEERER 28 b o) — B & 1%, 1Ml traceroute iy . Al AL 44 B
IPv6 HuhikER R M0 4% o — W s i B, I B ] traceroute6 #iv4 .

* ping M1 ping6 i 2 A1 1ocal-mgmt AU FAEH

* ping T2 1 A7 module B A

* traceroute I traceroute6 fir % F 7. 1ocal-mgmt B TAEH .
* traceroute i3I8 T 7L module M T HH] .

i

Hgk; 1 @J‘iﬁ)\u béﬁé‘z~@%§§ﬂ local-mgmt Ei module *ﬁiﬁ

Nil

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

* connect local-mgmt

* connect module module-ID {console

telnet}

FER2 A EHLA B IPv4 Huhik ping FIZE 1 55—, DABEORINIEAS B 48 3 4%«

ping {hostname | IPv4_address}

seconds ] [packet-size bytes ]

IR

PR 7R WA ping SER M2 K 53— e+ ik

[count number_packets ]

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198

64
64
64
64
64
64
64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from
from
from

.51.100.10

198
198
198
198
198
198
198
198
198
198
198
198

---198.51.100.10
12 packets transmitted,

rtt min/avg/max/mdev

FP9300-A (local-mgmt) #

(198.51.100.10) from

.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.

100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

icmp seg=1
icmp seqg=2
icmp seqg=3
icmp seqg=4
icmp seg=5
icmp seqg=6
icmp seqg=7
icmp seg=8
icmp seg=9

203.0.113.5 ethO:

ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61

time=0
time=0
time=0
time=0
time=0
time=0
time=0
time=0
time=0

.264
.219
.234
.205
.216
.251
.223
.221
.227

[deadline seconds ] |

56 (84) bytes of data.
ms
ms
ms
ms
ms
ms
ms
ms
ms

icmp seg=10 ttl=61 time=0.224 ms
icmp seg=11 ttl=61 time=0.261 ms
icmp seg=12 ttl=61 time=0.261 ms

ping statistics ---

12 received,

0% packet loss,
51.005/51.062/51.164/0.064 ms

PR3 AT EHLA B IPvA HhEEREE R 26 5 — B K

traceroute {hostname |

TP

IPv4_address}

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10
198.51.100.57

1

2
3
4

FP9300-A(local-mgmt) #

netl-gwl-13.cisco.com

(198.51.100.57)

netl-sec-gw2.cisco.com

netl-fp9300-19.cisco.com

(198.51.100.10),
0.640 ms
(198.51.100.101)
(198.51.100.201)

(198.51.100.108)

737 ms

2.050 ms
0.

540 ms

time

30 hops max,
0.

11104ms

40 byte packets

0.686 ms
2.038 ms 2.028 ms
0.591 ms 0.577 ms

0.336 ms

_’Ifqgr% 4 (ﬂ)ﬁ) ﬁﬁ)\ exit i H local-mgmt *ﬁiﬁﬁifilﬁlﬁ]ﬁ?ﬁ*ﬁﬂo

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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B RS HPEHERR

FENIARACRIEC B IYITE], o SRS PRBE A B 0 il T 28R R AR AT T (o, ik M MU LS
TH A local-mgmt shell ) show mgmt-port i Rl 2 i PR RIR A

A\

B IEU7E £xos shell 18 show interface brief #74-, F 't 4iT Bz A EM .

PR WAL i RS 1ocal-ngmt B
* connect local-mgmt
il

firepower# connect local-mgmt
firepower (local-mgmt) #

H12 2 i ] show mgmt-port i 2 i B FE 2 L RPIR A

i
firepower (local-mgmt) # show mgmt-port
ethO Link encap:Ethernet HWaddr bO:aa:77:2f:£f0:a9

inet addr:10.89.5.14 Bcast:10.89.5.63 Mask:255.255.255.192
inet6 addr: fe80::b2aa:77ff:fe2f:f0a9/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:3210912 errors:0 dropped:0 overruns:0 frame:0

TX packets:705434 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:1648941394 (1.5 GiB) TX bytes:138386379 (131.9 MiB)

firepower (local-mgmt) #

{3 LA show mgmt-ip-debug iy 4 (H'E a4 ok 18 DBl E A 2 .

EARZS

TAT DA LA 2B SR S 2 i SR s T IR

=
i
3iE

J/¥§1 1_§m)\k17<ﬁﬁ ﬁf)\/eth—uplink/fabricﬁ%iﬁ:

2%} Firepower 4100/9300 FX0S CLI B2 &35/, 2.1001) [}
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* scope eth-uplink
* scope fabric {a | b}

i

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

WIE2 Hi N\ show port-channel 4> LA 7 4 1if 1 i 138 308 51 58 DL AN 8 10 (1) B FR S TS AT IR
il

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channel4s8 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

TER3 WAL Far @A /port-channer B, LGN I TE A 145 B -
* scope port-channel 1D

i

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

FIR A A show fir & LUR R E i HOEIE RSB el

i

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:
Port Channel Id Name Port Type Admin

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

HIES5 i\ show member-port iy 4 LT 7~ i - 38 A% 53 v RS S B
w5l

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

BRAE CoRpm IS BE PR B, AIUA S BonMoRAE B e R MR o A B 1l 1 502
PBEGPIMESR, i D EER K s IRE.

iE%%B ngi%%}iﬂﬁﬁﬁle_l_$ﬂ[J\Can/uw 5%)\k17:ﬂ 3 Hﬂ/eth—uplink/fabric/port—channelﬁ%
FoIFHEN £xros R

* top
* connect fxos
w15l

$HIB T Hi A\ show port-channel summary -4 LA ik 7% 24 i it 1138 38 9 2545 L

Tl
FP9300-A (fxos) # show port-channel summary
Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

10 Pol0 (SD) Eth LACP Eth2/3 (s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1(s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5(D)
48 P048 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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HoAth, show port-channel 1 show lacp T4 1 7E £xos Al FAF ] o 58 0] LU FH X 26 i 45k i 7 & s

FUEIEA LACP {5 &, Blinasa. . vHEEs a2,

T—5Mt4
)i B E R, S ME 0 EtherChannel (i LI#IE) . 25 207 7.

MRS FE Rk E

FHI6 Z |l

FEBHIE RGN 51 T ARt DL, T LU BU R 5 1 S B R R AS . BE58 izl 7,
8T 2 TFTP K51 SRR, TR RGAEBARWE, AR5 H Gt AT 515

i€ FXOS WA IR & g 7] LU Cisco.com [ BA AT —7 B $REX -

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 &%) -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423&softwareid=286287263

PRE MG S = AR Se . Flan, LUR & FXOS 2.1.1.64 B 2487 K & i .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

UK

i ] ROMMON::
a) EEREHIG .

b) HJH RS

REWTTIHNEL, H B RES BRI T 28
c) eIV IR 4% Escape % 3k AN ROMMON #5 3,

Tl

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.

[l =#! Firepower 4100/9300 FXOS CLI B & 4575, 2.10(1)


https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263
https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286305187&flowid=79423&softwareid=286287263

| s

Nil

8

T il |

Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

TFTP 5| %5 8%

a)

b)

<)

A IR B E T B TP Mok B EE M ZS HERD AN ¢ TP kb S DA set ip &G HH. &
LM ping iy WA 5 TETP R4 25 4k .
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

B S5 52 6] 2 7] )N Firepower 4100/9300 HLAR V7 i) 1) TFTP H 5.

iR A AR A 505 5GP R A S5 ANVLEE . 7R FXOS JAS 5 0 S5 2 1] s 1)
{5 BT £E Cisco.com ¥ F# TR HF

1 1151 S 4 )\ ROMMON 5| 5% .

boot tftp://<IP address>/<path to image>

iR f&38 0] LT HIAE A Firepower 4100/9300 #LAH HI IR 1) USB 4% v (1) FAT32 % x(/¥) USB
A%, M ROMMON 5133 g . Wik USB % #& & 7E RGuaAT WG AW, )
TR TIHN RS, KRG RGEA S IUNZ USB 4.

RGURE s — R # Fros IEAE RO BOF HLBE S 2 ndson shmds.

T

rommon 1 > set

ADDRESS=
NETMASK=
GATEWAY=
SERVER=

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

rommon 3 > netmask 255.255.255.0

rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
rrrrrrrrnd

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
BEREERERE

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

s sasisiasasisiasasiiaaaiiiaaasisasaiiiaasiiisaniiisaRiiiasaRiissRnts;
iiadasasassasasisiasasiiaaaiiiasaiisasasiisaaniiisaniiisaniiiasaRiisRnts;
igadssasissasasisissasiiiasaRaiaansiiasasiisasniiisantiiaantiisaRttssnni

File reception completed.

T ERINTINZ ] Firepower 4100/9300 HLAH ¥ /5 B WLAR A VL BC VK AR SR BE 3R A5
a) LAWK RGN B ARG, AT SR A B TP bR OC . BTCVAIE R USB TR X L
%

switch (boot
switch (boot
switch (boot

) # config terminal

)

)
switch (boot)

)

)

)

#
(config) # interface mgmt 0

(config-if) # ip address <ip address> <netmask>
(config-if) # no shutdown

(config-if)# exit

(config) # ip default-gateway <gateway>
(config) # exit

switch (boot
switch (boot
switch (boot

b) KK E RS NE B IUG NIFE IR 55 2% 2 i 2 bootflash:
switch(boot)# copy URL bootflash:

fEHI LU R —, WIEE S ARSI E URL:
* ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/ path/image_name

* tftp://hostname/ path/image_name

-

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) 5[%@%1%}&3]5% Fl) Firepower 4100/9300 #1485 f5, % —~H nuova-sim-mgmt-nsg.0.1.0.001.bin [
ISR R . O RER RT 1a InACLE WEN AR PR AR . RGN 2
J nuova-sim-mgmt-nsg.0.1.0.001.bin, JC R INEA T4 BRAZ AR L Wkt

switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Tl

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

INESE NI 2 R AR -

switch (boot) # load bootflash:<system-image>

IR

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

%l Firepower 4100/9300 FX0S CLI B2 E#57, 2.10(1) .
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7

Manager image digital signature verification successful

System is coming up ... Please wait ...

Cisco FPR Series Security Appliance
FP9300-A login:

IR 5, AN LA & LURE S 28 G 221N 25 H 5
AR BRSO BT D R

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

I B HAE Firepower 4100/9300 AUAR LA FH - S PG . A CPEANE B, 1ES MG
BHL, 569 T,

TP

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

MR ER G HIRE

FHiaZ |l

W SR LS OB INAF BUR, JF HARGTCIE R 8, T DA LU R R IR R 8. 5K
IR, 2 TFTP K51 /A shmg, Bfs LA, NGRS B s m g, AR5
BB,

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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\}

AR RO R RGN B, SRR RS 50 AT 58 4 R E

FEE FXOS WA IR 2 A% 1T LA Cisco.com b [ LA N AT — A7 B 3K :
* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 & 4] -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423 &softwareid=286287263

PRAZWAR AL = AN SCAF . i, BUR & FXOS 2.1.1.64 HITE B .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

i

$I®1  Uiln ROMMON:
a) MEEFEHA .
b) FH RS
REW T INEL, JF HAEZIE R 2 o — MBI I T I 25
c) eI UIIE] 4% Escape % ] #3E AX ROMMON #5 3,

-
Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE

Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA
Use BREAK, ESC or CTRL+L to interrupt boot.

use SPACE to begin boot immediately.
Boot interrupted.

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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rommon 1 >

P2 TFTP 51 /A 34

a) HIACIEMBCE S B 1P Hikik, 57 BRI 28 HEAD AN OC TP ik R LIS set in & &5 G HAH. &
LM ping iy 20K 5 TETP R4 25 4k .
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>
b) KA shmg A H 2R N Firepower 4100/9300 HLAS U5 il () TFTP H 3%,
pE A BRI A S SRR AR 5 AL . 7R FXOS WA S Ja g 2 [ st i)
{5 LA 7E Cisco.com #AF N & 0T K2
) M54 M ROMMON 5| T4
boot tftp://<IP address>/<path to image>
iR 138 TT LA 4 Firepower 4100/9300 HLAH HT AR 1) USB ik -h ¥ USB MM %, M
ROMMON 75| 3z, Wil USB B/ fE RETISAT AR A, TR F5 2250 500
JHENRGE, KRG RGEA V% USB B4 .
RGK LR — R # RN IEAE RIS T HBE S 25 n#0s 34 .
-
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=

PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEFHFH R AR R R R R R R
FHEFHFHH AR R R R R R R
iasasiaassasiassiasisadasiaasasiaaiiasisatiasssasiassias st iansiiatintssi

File reception completed.

hngk kickstart B4R 5, AE A init system i 4 A% AL A AE

init system iy &SR NN, B FEBI RGN ITE RAEMAL L R LIRS . 5Ei%
A KME T 2 20-30 73 %h .

Tl

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

B E W% R 253 Firepower 4100/9300 LA :
a) BUREMEMUE, SRR IP MR OC . SOEILIE USB R X S .

switch (boot)# config terminal
switch (boot) (config)# interface mgmt O
switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown
switch (boot) (config-if) # exit
switch (boot) (config) # ip default-gateway <gateway>
) (

switch (boot) (config) # exit

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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b) K =AW WG MR IR 55 %% 5 1 21 bootflash:
switch(boot)# copy URL bootflash:
LR EEZ —, WIEE S ARISCA TR E URL:
* ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/ path/image_name

* tftp://hostname/ path/image_name

5l

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) PG T & 2 Firepower 4100/9300 HL46 /5, AIZE— H nuova-sim-mgmt-nsg.0.1.0.001.bin f]
EERAR IR RG] ) AL P N ) BRI . RS ) A FRIN AR 2%
J nuova-sim-mgmt-nsg.0.1.0.001.bin, JCiEZAR N4 WAZER 2 Witk

switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

il
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

IS AL

switch (boot) # reload

EUE
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1L

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'

Or can not find correct boot string !!
rommon 1 >

WA B RGEAL 5|

rommon 1 > boot <kickstart-image> <system-image>

AR ENBARGEWURIIN, AR Re S E BIVE AT UEE B RO R T B4 R X L

T

rommon 1 > dir
Directory of: bootflash:\

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12

12:
12:
12:
12:
12:
12:
12:

Fi
Di

33a <DIR>
33a <DIR>
16a <DIR>
27a

29a

3la

34a
le(s) 946,2

r(s)

4,096
4,096 ..
16,384 lost+found

BT |

34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
330,646,465 fxos-k9-manager.4.1.1.69.SPA
250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin

69,798 bytes

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1 Kickstart Image verified successfully 1

Linux version:
[ 0.000000]
Usage: init 0123456SsQgAaBbCcUu

2.6.27.47

Fastboot Memory at 0cl00000 of size 201326592

(security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan
Creating /callhome. .
Mounting /callhome..
Creating /callhome done.
Callhome spool file system init done.
Platform is BS or QP MIO:
FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

30

FIPS power-on self-test passed
Unpack CMC Application software
Loading system software
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... P
nohup: appending output to "nohup.out'

lease wait

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of

the system.

Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.

BT ARG, RERRRE

, HE12 0L

BEAWIIARCERCE . A TR,

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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TG AE Firepower 4100/9300 HUAT EAEHI - S NIRIE . ACTEAEE, WS EGa e,

69 T,
Pl

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:

File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)
Type: Platform Bundle
State: Active

Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

LZHREAE 2B N G ARG

a)

b)

d)

S INISEIES S W

Firepower-chassis /firmware # scope auto-install

274 FXOS V- & #Z ..

Firepower-chassis /firmware/auto-install # install platform platform-vers version_number

version_number & 1IE7E 22 3E 1) FXOS V- & PRI AS, il 2.1(1.73).

RO B S RAUE A R A L. B i AN AT 2 2 R N T 5 708 M FXOS - & A 2
I AR . MAh, BB, TGl ey, ARMEA SR &L, Rk F
JH e

BN yes, HANIERRBIGRLLIGUE .
N yesTIA S AR BIGR e 220, BF TN noUH & dk.
Firepower eXtensible Operating System#] FFHHZP 40, F+2/FHT g4t
SR T RORAE, HPAT LUT A
« 1\ scope firmware.
* %1\ scope auto-install.

* &\ show fsm status expand.

WERAE 22K T S MR S HIRE RS MWUR 20 2T BhGE kickstart TR GME, LA
SEAERFRINECRGE A o 2R 5 P AT M R R —EU - GNPy, REA = H3)BeT .

a)

WCE ACHAR PRI a FR) Y -

FP9300-A# scope fabric-interconnect a

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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b)

d)

BT |

Jl=

B IEAEIBAT I WAL AN R GERRAS o

FP9300-A /fabric-interconnect # show version

BRI L8 7 1 PR AR

1% ] show version fir 4

WA ) WAZ ARG 2h RGCAS B i e H 51817
T HRBaENAE, JFHE TSP 11,

iR WZIRAREAT R GERAARIL S, )
B N LT i 2 LABOE L
FP9300-A /fabric-interconnect # activate firmware

kernel-version <running kernel version> system-version <running system version>
commit-buffer

iR RS EHIRAS P REEE N “Disk Failed” o #ETHAH OB R, Il gk8AT ILRE R .

{8 H] show version i B A O Al B IE B RS I I 428 AR R0 IR A
BEEBIM EREIM “Activating” TFHCH “Ready” 20, W/HESIHAT F—2

FP9300-A /fabric-interconnect # show version

il

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:

Startup-Sys-Vers:

Act-Kern-Status:
Act-Sys-Status:
Bootloader-Vers:

Ready
Ready

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point

FP9300-A /fabric-interconnect*

# commit-buffer

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating

Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready

. %l Firepower 4100/9300 FX0S CLI B2 #5735, 2.10(1)
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Act-Sys-Status: Ready
Bootloader-Vers:

BN EHRDRA:

i

FP9300-A /fabric-interconnect # top
FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

RGAE T AR A 2 T2 e R A e Wi/ 51 8%, AR5 4 55 )3 Firepower 4100/9300 HLAH . ILidFE K
YT 5-10 74P,

P12 BWERGRES. SRS “Discovery” ¥4 “Config” , a4k H “Ok” .

Tl

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

HEEACRE Y “Ok” I, EINARGM KR . AL EPTIC E 2% s CRIRVFRNERED , JF
TR A TSR . VRN

* Firepower 9300 L A ]38 -http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 FC & $i5 9 -http://www.cisco.com/go/firepower9300-config
* Firepower 4100 R 5| PIE AN ['148H -http://www.cisco.com/go/firepowerd 100-quick

* Firepower 4100 A5 & $8 74 -http://www.cisco.com/go/firepower4100-config

2%} Firepower 4100/9300 FX0S CLI 2 E457, 2.10(1) .
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BT |
B sessasamres BilRE

BENEEARMERE L] BARE

LT K Firepower 4100/9300 HLAS RS & Ay FEBRIANC B W B, B HEAE B DL 3000 . %5 B DL %0
KA, TR R g LIS . SRR AT RR T e B R

\}

ER R BT S Ui ) Firepower 4100/9300 LA -

LR AT PRSI & Bk PC ERRIE S G a1, JHEH Wl 9600 E. 8 M. AT
BRI 1 AMF AL TEI AR T T R 1) 20 0 B A IE R BIPE M & o AR HI 6 A e s 2,
152 (Bl Firepower 9300 {23551 ) o

PIR2 B3k, REBRUUTIRE, % ESC ## 1EE 3,

i

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.09, RELEASE SOFTWARE
Copyright (c) 1994-2015 by Cisco Systems, Inc.

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: 00:00:00:00:00:00

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
Use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

7 IR DS S

il
bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

HIR A INEUA S5
rommon 1 > boot kickstart_image

Tl

rommon 1 > boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
'l Kickstart Image verified successfully !!

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)
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Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Tue Nov 24 12:10:28 PST 2015
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592

Usage: init 0123456SsQgAaBbCcUu

INIT: POST INIT Starts at Wed Jun 1 13:46:33 UTC 2016

can't create lock file /var/lock/mtab~302: No such file or directory (use -n flag to override)
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m

Mounted /isan

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2015, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under

license. Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or the GNU

Lesser General Public License (LGPL) Version 2.1. A copy of each

such license is available at

http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch (boot) #

PS5 AR E L om B
switch(boot) # config terminal

TP

switch (boot) #
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

IR 6 HE AL I A S L
switch(boot) (config) # admin-password erase

R WP IO ET PR R SR B BB

IR

switch (boot) (config)# admin-password erase
Your password and configuration will be erased!
Do you want to continue? (y/n) [n] vy

WBT B HACE Lot
switch(boot) (config) # exit

BIR8 INBULREPE 3 DRI AR SR, RIS MEHIRIUATCE 25 11 TSR MK E A R S
switch(boot) # load system_image

AR
switch (boot)# load bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Uncompressing system image: bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA
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B ssosimass

4 RS HERR B S 3Cf

T LU e H S SO R Bt AT S B, BRAE 5 22N AR 52 ] A} TAC

i

T B A TR

Firepower# connect local-mgmt
(Ali) B A LA i

Firepower(local-mgmt)# show tech-support ?

i A4 R 7R SR DO AR BB R SO 4L

Tl
chassis Chassis
fprm Firepower Platform Management

module Security Module
1EAT LA i & LA it H B SO A
Firepower(local-mgmt)# show tech-support <component keyword>

T DR A RS R HEBR S AL R PP 75 (G HE 7o 11, module Gt 7o 2 b A 1l
e RS

TR DR B IR BRSO AL S BT R IO B 7. B, fprm GHE 72 0 Firepower ¥ 5
B PR B B ST

x 21 BRI SR

At L]l

biIR:E Firepower (local-mgmt)# show tech-support chassis
1

Firepower 1 &5 4 form GEIAE 2.8(1) A s, A RERHE
s

A fE Firepower (local-mgmt)# show tech-support
module 1

il

Firepower (local-mgmt) # show tech-support chassis 1 detail

The show tech support file will be located at
/workspace/techsupport/20191105041703 firepower-9300 BCl all.tar

Initiating tech-support information task on FABRIC A ...
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Initiating tech-support information task on Chassis 1 Fabric Extender 1
Initiating tech-support information task on Chassis 1 CIMC 1

Initiating tech-support information task on Adaptor 1 on Chassis/Server 1/1
Initiating tech-support information task on Adaptor 2 on Chassis/Server 1/1
Initiating tech-support information task on Chassis 1 CIMC 2

Initiating tech-support information task on Adaptor 1 on Chassis/Server 1/2
Initiating tech-support information task on Adaptor 2 on Chassis/Server 1/2

Completed initiating tech-support subsystem tasks (Total: 8)

Waiting (Timeout: 900 Elapsed: 30) for completion of subsystem tasks (1/8).
Waiting (Timeout: 900 Elapsed: 50) for completion of subsystem tasks (2/8).
Waiting (Timeout: 900 Elapsed: 70) for completion of subsystem tasks (5/8).
Waiting (Timeout: 900 Elapsed: 90) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 110) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 130) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 150) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 170) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 190) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 210) for completion of subsystem tasks (6/8).
Waiting (Timeout: 900 Elapsed: 230) for completion of subsystem tasks (7/8).
—--More--

The detailed tech-support information is located at workspace:///techsupport/201--More--
91105041703 _firepower-9300 BCl all.tar

[RIRE, sty O 2 A A sl e f R S o
FEAE BB HE BRSO, 4T DAAE AR A3 8] p 4k 2500

PR A 32AT UL N LA S5 A
dir workspace:/techsupport

Ml

34426880 Mar 05 13:10:05 2019 20190305130133_firepower-9300_ FPRM.tar
56995840 Aug 27 05:30:37 2019 20190827052331 firepower-9300_ FPRM.tar
56842240 Aug 27 12:42:42 2019 20190827123535 firepower-9300_ FPRM.tar
87623680 Sep 17 06:27:57 2019 20190917062046_ firepower-9300_ FPRM.tar
87756800 Sep 17 10:22:38 2019 20190917101527 firepower-9300 FPRM.tar

1
1
1
1
1 —
1 152627200 Nov 05 04:30:10 2019 20191105041703 firepower-9300 BCl all.tar

Usage for workspace://
3999125504 bytes total
476835840 bytes used

3317436416 bytes free

R WmRBMEHITA =AS8 (prm. FURMIBIE) A, MINAE /techsupport H %
HERIEAN]

YIS BITUL N
Firepower(local-mgmt)# copy workspace:/techsupport/<troubleshooting file name> ?
4 b RS T VA R BRSO PR A FXOS S B II AL BEHL. 445 T DAl
PATAR 52 SCHF ) BB

i

Firepower (local-mgmt) # copy workspace:/techsupport/
20191105041703 firepower-9300 BCl all.tar ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
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. /2 F Firepower #E54Z 055Gk

sftp: Dest File URI
tftp: Dest File URI
usbdrive: Dest File URI
volatile: Dest File URI

workspace: Dest File URI

FERE AT N FXOS S BITHENLZ /T, IS0 ORI A2 LT BT 4 F
o ARHTHAL LB KGR AR B 1 B A N RE . i, i Rl e A sh e IS,
WTH LA 20 SEVER BAETAR OG- (At 1 220 FR344%

o BTN AUE AT AR ] (SCP) MR 4s BATAR 52 S RIS, LRSI R IS0k ] DAAE .
16 b4k 3% Fh SSH B¢ SCP Hie 45 2 4k 1o (HE,  JURMAN SRR FIC B AT 45 52 SCP k45 %%

BATLL R i A LA IS

Firepower(local-mgmt)# copy workspace:/techsupport/<troubleshooting file name> <supported file
transfer protocol>://<username>@<destination IP address>

-

firepower-9300 (local-mgmt) # copy workspace:/techsupport/
20191105041703 firepower-9300 BCl all.tar scp:/xyz@192.0.2.1

J2 F Firepower 1R I3R #1045 4%

7E Firepower FE I A% O At AT Bh A5 R G0 i e db AT Wbk e, Bl Y 22k R 0% B R TAC,

UK

ERERI P ) Firepower FEdR;  f5i40:

Firepower# connect module 1 console

CATE) A LUR fir & LUEA 24 [T A% OB IR

Firepower-module1> show coredump detail
i 23 7R RN DRSS S, B A R A O B R 4
Tl

Firepower-modulel>show coredump detail
Configured status: ENABLED.

ASA Coredump: ENABLED.

Bootup status: ENABLED.

Compress during crash: DISABLED.

bt L AN AE Firepower 145 IE41T ASA &K 0] H, M7E Firepower W45 [iz4T FTD
EEW%HTT%O

LB 3 i config coredump iy 4 1 i FHERAE A% O i, LKA i 35t BT TR) )3 FH B4 P AZ O e i s 4
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& F75S Firepower 4100/9300 #135

« fii il config coredump enable 7E jif i 301 6] 1 4% Ca B i

* fifi Ff| config coredump disable 7t i Ji 399 1R 2% FH A% Ca B it 1) 42 o
« 1§ J1] config coredump compress enable K Ji A% Lo EE il 5 4 .
« 1§ ] config coredump compress disable 2% FH A% 0o i s 4

i

Firepower-modulel>config coredump enable

Coredump enabled successfully.

ASA coredump enabled, do 'config coredump disableAsa' to disable
Firepower-modulel>config coredump compress enable

WARNING: Enabling compression delays system reboot for several minutes after a system
failure. Are you sure? (y/n):

y
Firepower-modulel>

IR ORAE ST SRR R, W SRS AN HR R T e, WIRIME R T RO,
TVERAF AL A SO

4% % 51= Firepower 4100/9300 #/1 58

Nil

B

& n] LUK 24T K Firepower 4100/9300 HUAH M H 7415 IOTE4I{E B . 171 &, Firepower 4100/9300 #1
P55 5@ R85 A,

iz
BRI -

scope chassis

T

Firepower# scope chassis
Firepower /chassis #

AN RTEAAE
show inventory

T

Firepower /chassis # show inventory

Bt b o e A S A AL PR B
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B =2rm0 Enmas

Chassis PID Vendor Serial (SN) HW Revision

1 FPR-C9300-AC Cisco Systems Inc JMX1950196H 0

2 §Z RAID [EHIIR 5] 25

RAID (CHSZREETUARIES]) JE 2 NI PR G5 R s, BRIt mPEREM AR RE ). Kah
L — AW BIKEN A% o X LUK EN AR AERR N HE AL IR BN 2 1) 73 X P AT A PR

L2 A7t R L, RAID BRAN 38 21 ] 32 B0 Ao fid nl St E R R4 e ) o JE Rk AT A DR 5 2% TR
R ICEE, 7T LABH 1 DR S 2% s 5 S s 2k . RAID al 4 i /O PERE I3 i A2 i T R 4o ml g
P

15— RAID K528 & A dhba ol 22k, ) RAID FEFLUKE] 38 2 e ok b T BRIk A . A T I
KIGAE RAID B UK N 38 A2 75 A T BEJOR AT, TFAE Db BT I B AN Ml 5 T B PR S e
“T"7 (no) LME T FAIEE

a4

RO A M AL B R HEIR BN “R 7 (no) I, WA L AT B s B B

UK

$E1 K7 RAID WA

1 AN

scope chassis

2. HENHRST A

scope server 1

3. HEA RAID #5598,

scope raid-controller 1 sas

4. B HEAUKE) G

show virtual-drive

Wk RAID B IRBNa 92, Mm% 87 A Degraded. 9140

Virtual Drive:
ID: O
Block Size: 512
Blocks: 3123046400
Size (MB): 1524925
Operability: Degraded
Presence: Equipped
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P2 AR E SRR BB “15” (no) LAFLEE RAID BR8N & . VR - 58X — 2 ), #Widt LRI

A B AR A B
1. HNAZUEH:
scope org

2. By NS bR A O N Y

scope local-disk-config-policy ssp-default
3. BRI A “” (no):

set protect no
4. PRAME:

commit-buffer

HYR3 Fhr RAID UKEhas dgl . fo e RAID AR

scope chassis 1

show server
2 RAID W) 4 A DN, Al i) S AAOIR S 25 o Ok il
il
Server:
Slot Overall Status Service Profile
1 Ok ssp-sprof-1

IR 4 RAID KA ARG, R AR & SR IR Ik R “ 027 (yes)o
1. S AAIZHE
scope org
2. NS H R A G R Y
scope local-disk-config-policy ssp-default
3. KRN “H7 (no):
set protect yes
4. PRACICE:

commit-buffer

5 E SSD By o) &R

A8 DN R B A5 B T e 122261 SSD nI REAFAE I 101 SSD i) /1) — A7 iR A2 $
PG| 4% (DME) JERE IR A B
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ARSR LR H AR RSO 2R T SSD AFAE Il R, W 2004 BE 5 | BE B AT RMA (IS

https://www.cisco.com/c/en/us/buy/product-returns-replacements-rma.html)

HIE1 EHF] FXOS 4 shell:
connect fxos

HIE2 WoR nvram H &0 R
show logging nvram

iR s Bl

2020 Oct 22 13:03:26 MDCNGIPSAPL02 %$ VDC-1 %$ Oct 22 13:03:25 $KERN-2-SYSTEM MSG:
[28175880.598580] EXT3-fs error (device sdad4): ext3 get inode loc: unable to read inode
block - inode=14, block=6

PR3 WoRHE R
show logging logfile

PRI ENE

2020 Oct 21 21:11:25 (none) kernel: [28118744.718445] EXT3-fs error (device sdad):
ext3 get inode loc: unable to read inode block - inode=14, block=6
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= 3l

A

AR 344-347
ik 344
f=H 344
VI 346
HE 345
ek 347
L 341

AHh S IGTE A T 52, 60-62, 66
HEMEkE 60
B il 66
ToHE L E R 61
A AR R 62
FEARCE SO 52

c

B HHR A IR 0h 360

HITBURE 114
W 114

YIRS 11-12,14
ARG 12
B D 14

D

SHIRCE 349

SANE 349

AR 14
R 14

WNEme 8

Frhb a4 9

iy [ 1EIE 207, 369
HE 207
status 369

Bk HTREE 110112
iz 110

B AR (22)
g 12
B 1M

F

Yl ar AT S 18

ISCEgE 212
BilE 212

S 212

G

[ 78

T 18
RPAESIIER 1
FPLYIN 369

status 369
R TP Hhiik 99

WAL 99
<M1 Firepower HLF 114
HbEHERR - 369, 388, 390

generating coredumps 390

AR HECM 388

PRSI 369

I FUEIERA 369

H

WE ) BOARE 114
258  55-56

J

HliFE 2.1
YIRECE N
IR 2
T 236, 242-243, 274-277, 279, 288
BgE 242,279, 288
KT 218
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et (20)
WrAEd ek 275-276
redundancy 276
size 275

%% A EtherChannel, ZEAS ML LR 243

management 277
Mk 211
B K 236
AR 236
spanning-tree portfast 242
THRAT 236
IEEL 350
B0 179,205
BCE 179,205
JEYE 179, 205
WEPARIZ TR 2

K

s 55-56
timeout 55-56

L

EEREHRE 322

P sk, %A 52

Wik % 76,78, 242, 246, 252, 279, 288, 322, 324, 326
TE LG IRA 18
EHE 322
g 242,279, 288
Ay 246, 252
B N S5 326
Mk 324
BiEE: 322
HHBURRA 76

>

AT 18

Jiln 18
AR B

% 9
history 9
BEAFR 141-144, 147-148, 152
Bl 142
KT 1@
WEER  143-144
MBE 152
SAET 148
R 142
AL 147

=

2

=l

. 2%} Firepower 4100/9300 FX0S CLI B2 Z157=5, 2.10(1)

SO E SC/F 52, 60-62, 66
*TF 52
ik 60
TEBR I J7 05k 66
ToHE AR 61
N SR 62
%4 49, 52-53, 57
kg 53
feF R 49
PSR g 52
SRFERT AT 57

P

fic & 142-144, 147148
HTTPS 142-144,147-148
fii' & A/ FH 349-350
JnEsse 350
RN 349
PR 349
TEWYR  69-70,72-73
*F 69
M Cisco.com % 70
T #3 Firepower 2244 70
Tte 713
URsEREME 72
B S 52
password 52

Q

AR 134
SNMP 134

Wik 344

H R 117
BilE 117
H# 118,123
TFEhkE 123
HE 18
H&ECf: 388
Lk 388
WA 372
W 3712
4 N



S

BN E6UF 53
default 53
AR 44 69-70,74
X+ 69
M Cisco.com F#; 70
N33 Firepower 4t % 14
X, SNMP 134
PR SCAE RS 376
WA 316
B EE LAl IR 205 366
WELFR 104
AWK 108
SEHEAAGSRE 57
ZENG 5
i fuifze  359-360, 364-366
B R AP 1E 360
HHBREE A Ik 2% 366
N PCAP Xt 366
filter 364
JASNE ARG 365
B A3k 1S 365
g R gLk o/ sk 347
X 118,120,123
setting 118, 120, 123
ZAEAT A 141,147,153
Bl 147
KT 14
MgE 153
THREfE 78

T

WA5MRS: 134, 142-144, 147-148
HTTPS 142-144, 147-148
SNMP 134

SR @it 344

B S ERE 322

A 131
XF 13

W

Z4iHE 168
BoEAHLH Y 168
il BEAHIE 168
Bl H K 168
REKE 372,376
B BG4
F# 3| Firepower 4% 74

BT 1E 242, 252, 288, 322, 324, 326
HEHE 322
B ERE 242, 288
UL B A % 252
MMERZHER % 324
B N H S5 326
BHERE 322

X

NS A 366
VFEMUR MUK 38
VFAliE 38

AN 38
FalE 131,135,137

Bl 135

KF 131

Mmpgx 1317

Y

N [
HH 76
W% 69-70, 72-74
M Cisco.com & 70
N3 Firepower %415 7% 10,74
69
T+ Firepower 1§ JEEAE R T- &0 E 73
WEse st 72
R A e seng 57
F Kk 52,6062, 66
SN E S 52, 60-62, 66
A/ 10,4749, 52-53, 57, 6063, 65-66, 137, 139
fig 63
WG 66
CLI &1iERE 10
54 66
BINS M IIE 53
Mk 65
A Gy EAE 52, 60-62, 66
w47
e 48
AN 49
EADBRBEAT A 57
R, ftaseng 57
it 52
SNMP 137,139

z3 |

7} Firepower 4100/9300 FX0S cLI B2 & 157, 2.10(1) ]



AAA 156-157, 160-164, 166

LDAP $£{LF2/7 156-157, 160
RADIUS $#4EF2)7  161-163
TACACS+ $21ILF2)/> 164, 166

k" 52, 60-62, 66

asa

asa

A B4 AF 52, 60-62, 66
W% 69-70, 74

KT+ 69

M Cisco.com F#; 70
R F Firepower Z &% 74
76, 242, 246, 279, 322, 324, 326
PR 322

BIAERE 242,279
BT asa BHK % 246
MEREH % 324
TR N Sz 461 326
BHEE: 322
HOHWUR IR A 76

authNoPriv 132
authPriv 132
banner 110-112

pre-login  110-112

BMC W44 78

FEg 78

call home 36

lil % HTTP {CH 36

certificate 141

xT 1M

CLI 1% 10
CLL, W& 447 5t
coredumps 390

A 390

CSP, itk Aklzaa
DNS 170
erase 115

BiE 115

secure 115

Firepower HLF 2, 11, 113-114

YIATEE N
WP TR 2
Wi 114
TEHrash 113

Firepower T ¥ JRIEVER S 73

TR &g e 73

Firepower “- 5l Zft  69-70, 72-73

KT 69

M Cisco.com F# 70

T # 3| Firepower 4% % 10
T 13
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Firepower “1- 5 40 {1 (45)
WAESEHErE 72
Firepower Z 4% 1
Mk 1
Firepower B8, WSS B B8
fpga 78
THeg 18
fed, EZ B g 1
FXOS U4, 1524 Firepower HLAH
HTTP {36

Bl & 36
HTTPS 55-56, 142144, 147-149, 151, 153

EE 149

IEPIER 143144

Fl o 151

BN 182

%17 153

SANUE 148

EH A RGESIIR 182
timeout 55-56
ZEATE 147
LDAP #ItF2)7 157, 160
Bl 157
MHEE 160
LDAP 156-157, 160
noAuthNoPriv 132
NTP 117,120, 122
BE 117,120
w120
Mk 122
PCAP 3Cff 366
Tk 366
PCAP, 5% Hdli gk
ping 367
PKI 141
RADIUS $24tF2)¥  162-163
Bl 162
MBE 163
RADIUS 161-163
THEE 13
M AIE 38
I it 346
EEHEELRLL 345
rommon 78
Tt 18
RSA 141
smart call home 36
fic'E HTTP {0 36
SNMP  131-135, 137,139
B 134
KF 131



SNMP (4)
community 134
MHrRE 139
man 131
B 132
ARG 132
WHEE 131,133
[l 135,137

flg 135
MikE 137
A 137,139
B 137
Mk 139
WA 3 24Tk 133

SNMPv3 133
ZAIRE 133

SSH 55-56, 124
BlE 124

SSH ()
timeout 55-56
system 11
WIIEE 1
TACACS+ & fitFL/F 164, 166
A 164
MF% 166
TACACS+ 164, 166
Telnet 55-56, 130
Bi’E 130
timeout 55-56
time 118,123
FEwE 123
HEH 18
timeout 55-56
il 55-56
HTTPS. SSH Al Telnet 55-56
traceroute 367
RN 367
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