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BXEIR IP thik

FIRZ Bl
&0 LA FXOS CLI ¥ 4 Firepower 4100/9300 HLA L /)4 #E 1P Mkt

N

R

LI

p ¥

oK

£

SO B TP ML, SR AR L i EEORT £ ST B HUAT Y BE A5 5 FXOS CLI FEATERL .

EF3) FXOS CLI G 15 in) FXOS CLD .

WNCE IPv4 P IP M, T PAT LU R 44

a)

b)

d)

BCE AT I LI a (RIVELH -
Firepower-chassis# scope fabric-interconnect a
BAE YA P Hubt, R T4
Firepower-chassis /fabric-interconnect # show
BN LT w4, BC BRI B TP Mk A R K

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network _mask gw
gateway_ip_address

KRS IR R R AL

Firepower-chassis /fabric-interconnect* # commit-buffer

TECE TPv6 B R IP Huhl, &HHAT LN ERAE:

a)

b)

d)

BB AR LI a RG] -

Firepower-chassis# scope fabric-interconnect a
WOE L IPve L 1YE

Firepower-chassis /fabric-interconnect # scope ipv6-config

TEAE YT H IPve Hulk, EMIALL T ar4:

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

BNLUR A4, BCEDHT R B TP Stk A 5%«

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_address ipv6-pr efix
prefix_length ipv6-gw gateway address

iR SRR 1Pv6 42 R PR LA W HUAT 0 TPve 4 BEHAIL .
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e) FHESRAZFIRGIE

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

Gt

DLR 7 0B IPv4 45 342 LRI R 6

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

DUR 7RIS TPv6 45 542 LRI 6

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé 2001::8999
ipv6-prefix 64 ipvée-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

B MHAEREIP

a7 LA FXOS CLI B B34 42 5] Firepower 4100/9300 HLA 1N LA FE 1P Modik. Sk, Sy
JEAE FXOS P U S IP 5, ARJGAEN I 38 05 1P 5 &

A\

AR OV IR B TP 2 3 EUIRS

zaeE ]
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pUE ]
EHR FXOS CLI. - GEZ[ Vi In) FXOS CLD .

CRR(ENEE N WpLLin

scope ssa

scope logical-device logical_device name

Rt

B RE N ER L SR, IR E ST SRS, TR, A AR R
XFF ASA ZHR & M Bl E

a)

b)

<)

d)

e)

NIRRT B SR

scope mgmt-bootstrap asa

B NABRE ) TP A5

scopeipv4_or_6 slot_number default
CIXPR TPv4) BB B 1P MLk

set ip ipv4_address mask network mask

IXBR TPv6) ¥ BT TP bk
set ip ipv6_address prefix-length prefix_length_number
BRI G«
set gateway gateway _ip_address
AL -

commit-buffer

KT ASA R4S FIREEERC S -

a)

b)

<)

d)

e)

LGS S SIS TR o
scope cluster-bootstrap asa

CIXBR TPv4) B &7 ) AU TP
set virtual ipv4 ip_address mask network mask

CALBR IPv6) ¥ FLHT A HEAUL 1P
set virtual ipv6 ipv6_address prefix-length prefix_length_number
TCE T TP it
set ip pool start_ipend ip
TR M G«
set gateway gateway _ip_address

FEACHC

23

B
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commit-buffer

b Y e R VAR IR ST

a) ARG I
scope mgmt-bootstrap ftd

b) H ARG TP AR

scopeipv4_or_6 slot_number firepower
c) CIXPR IPv4) BEEBIHY IP Huhik:

set ip ipv4_address mask network _mask

d)y  (UPR IPv6) T EFH IP Hulik:
set ip ipv6_address prefix-length prefix_length_number
e) WE MICHIE:
set gateway gateway _ip_address
) A
commit-buffer
iR P REAERCE, 20k IR 31 Firepower 4100/9300 AU AYAEAN N F 158 B8 14 TP Ml
WREA AR AR HA BOE, WA 206 ISR BRI T I LR R
TR A RPN S SPGB
a) KL E A ssa B
scope ssa
b) R I BEE A R -
scope dot slot_number
o) REE A A I S
scope app-instance asa_or_ftd
d) ERE S SRPE R
clear-mgmt-bootstrap
e) RATHE:
commit-buffer
7 A RN
disable

commit-buffer




zoeE |
. 14 Firepower 4100/9300 #1554 #&

IR W REERCE, 005 5 T 2% T 32 3 Firepower 4100/9300 HLAR 1) REAN B FH 1) 27 B 5 |
SRR E R RS AN R HA BB, QA2 5N HLAR E A REAS Y T 2 IX
YEID IR,

PO NI HAGRE K A2, R A
a) HIuMHEEE N ssa f:
scope ssa
b) K AR A A
scope dot sot_number
o) WU v E A N S -
scope app-instance asa_or_ftd
d) AN
enable
e) %T@ﬂﬁ
commit-buffer
iR T REAERCE, M2 5T PATIX Le P SR DU T 5 FH %423 Firepower 4100/9300 HLAH 1
BRI AT WA P A TR, T Z506 9 /LA b 1 55 A B P 2 5 i

IR

B 24 Firepower 4100/9300 #/1.75 & #:

18 0] LLZE FXOS CLI H i H T Firepower 4100/9300 HLAH FI 44 55

UK

$IE1 EH:F] FXOS CLI (21 0 FXOS CLD
$IE2 HARG R

Firepower-chassis-A# scope system

T3 EA LA

Firepower-chassis-A /system # show

PR A FCEH AR

Firepower-chassis-A /system # set name device_name

TS FHEFF IR RSB E
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Firepower-chassis-A /fabric-interconnect* # commit-buffer

T
LR 7 910K S st 46 A4 K

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

FEESMES

TESEMIMARLE 5, REK R A 24 SSLIE 15 LAt Firepower 4100/9300 L4 Web WA . Hi
TZIE R ABLUET, & md e A AEEE . B bl g 1 U5 ) Firepower
4100/9300 HLAH Web FLIIIF, V22 SSL &4, TR 7 7E 1 ) Firepower 4100/9300 HLAH 2
WIEZE B, AT LU LU AR, A8 FXOS CLI 2E iiFB25 44155k (CSR), 2343 31 5 4y
IE 5 LA Firepower 4100/9300 HLASAEH o It B 0HIE T AR VF P i W 25 AT 0445, JF B H 3 Web
S IS

UK

HHzF FXOS CLL. (i & Vi i) FXOS CLD
BN AR

scope security

DU B HIIE

create keyring keyring_name

BCEFAH IR/

set modulus size

N T

commit-buffer
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FLE CSR 7Bto ATLMERIZEALEI (i, ERAAFD AR, Wbk aveE e (wi,
DCBRANZL L) AR A S L. TR, BRI CSR BN, RGP A IE %6

create certreq subject-name subject_name

password

set country country

set state state
set locality locality

set org-name organization_name

set org-unit-name organization_unit_name

set subject-name subject_name

FRATHCA

commit-buffer

T CSR, A IR B RE B ATA NI . UEFSMUAH A CSR KAl

a)

b)

WIR5EHE CSR:
show certreq
HHIN Gff5)  “-----BEGIN CERTIFICATE REQUEST-----" #| (Jf4u;

MIIC6zCCAAMCAQAWAzZELMAkKkGA1UEBhMCVVMXEzZARBgNVBAgMCkNhbGlmb3JuaWEx
ETAPBgNVBACMCENhbiBKb3N1IMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1zMOwwCg¥YD
VQOQLDANUQUMxGJjAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9wOBAQEFAAOCAQS8AMIIBCgKCAQEAsOONSgagkfz2fi4JVEANG+7YGgcHbnUt7LpV
yMChnKOPJjBwkUMNQAImMQsRODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKVObttYg3kf/UEUUgk/EyrVg3B+u2DsooPVg76mTm8BwYMgHbJEV4Pmu
RJWE88YEVVWH7JTE1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3GIITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBOrnyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAWHjACBgNVHREEFTATghFmcDQOxM]jAudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsSFAAOCAQEAZUfCbwx9vt5aVDCcL+tATUSXFE3LA310ck6G)1INVOW/ 61
JBNLxusYilrzZcW+CgnvNs4ArgYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzEJgKO0
z2zyoyrG+EZXC5ShiraS8HUWVE2wEM2wwWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8zREOWT+xHtLSgqAgqg/aCuomN9/vEwyU
OYfoJMVAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

R HUE D TR SR AR

exit

IR H B PR

exit

B 7ae=

1 5 3 IEAS o
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PN R BAURB U NS, AREB AU R AL CSR it o AR, UEFMUAHURIRE A
[Fl— 43 S CA MIAAPTEAT B 72844 1) B il A5
FEI12 IR T S UE T L AUR ] Base64 1 A e T AF] FXOS. WU MUE-TSWUA LI 3 i 5
R HER A 12 Hofbhg 3, e SSL TR (flln, OpenSSL) HEAT#EHk.

QHFT A5 A 5 AORAE B IE

create trustpoint trustpoint_name

HEEA3 SRR BEAE LU, EANEAEEE 11 25 b MO R MU B S 38 1 5 I 1

TR F A8 F P TERIE S UE AR A, DA AR TE SR [ E BT A A . 2SR SR,
FERUE TR AE T, ARG 285 14— E, B354 BEGIN CERTIFICATE
F1 END CERTIFICATE #5ict o K 384N SCAHL A ) FfR5 GBS AT 45

set certchain

i

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQQODAjBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/ISsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAxXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTc1NjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGQBGRYFbGYj YWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggghk jOPOMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRoqZKnkeJUkmlxmglubaDHPJ5TMG£JQYszLBRJPg+mdrKcD1
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBCcbxGSgQW7pOVIkwEAYJKWYB
>BAGCNxXUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr

>RA==
D END CERTIFICATE-----
>ENDOFBUF

P14 FETHE:
commit-buffer
pZ S LS YRy i
exit
PIR16 B NHE PRI
scope keyring keyring_name
FBAT AR 13 DRI RE AL AU O CSR BB B A SR -

set trustpoint trustpoint_name

P18 A EHMEL B OiEF.
set cert

FYR9 RENGIE-F AU LR P 1R S A EA5 1R A 75«
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il
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

>MIIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODAIBT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJdk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUZETMBEGA1UECBMKQ2F's
>aWZvcem5pYTERMASGA1UEBXMIU2FuIEpvc2UxFjAUBgNVBAOTDUNpc2NvIFNS5c3R1
>bXMxDDAKBgNVBASTA1RBQZEaMBgGA1UEAXMRZNAOMTIWLNR1c3QubG9j YWwwggEL
>MAOGCSgGSIb3DQEBAQUAA4IBDWAWgGGEKAOIBAQCZzQ43mBgqCRINZ+LglUQAOb7tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbO0hNssvmAhhlVql PGnodNR7TMEYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAgMB
>AAGjggJYMIICVDAcCBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVR0jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1UdHWSB1DCBOTCBzgCBy 6CByIaBxWxkYXA6Ly8vQ04 9bmFh
>dXNOaW4 tTkFBVVNUSU4tUEMtQOEsQ049bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1lcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXN0aW4sREM9bGYjYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1IMjBLZXk1MjBTZXJ2aWNlcyxD
>TJ1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5ShYXVzdGluLERDPWXVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aW9uQXVvo0
>aG9yaXR5MCEGCSsGAQQBgjcUAGQUHhIAVWB1AGIAUwWB1AHIAdgB1AHIWDgYDVROP
>AQH/BAQDAgGWGMBMGA 1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=

>ENDOFBUF

PR B HEHHEA
exit
BB BB
exit
LB 22 ARG
scope system
7 Y YN
scope services
HIE24  JiLE FXOS Web 45 LU FHBHIE S :
set https keyring keyring_name
LR PETHE:

commit-buffer

B 7ae=
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PIR26 oy HTTPS RS 4 RIRIE PIIA . E N RREATE P15 3 L P QIR B PIA A FK . W R B F
th BoREARIE PIFR PR, W HTTPS e d5 as AR 508, AREAEHIHIE1:

show https

TP

fp4120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower_ cert
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

H1B21 BN SARRERM A%, #iilCertificate Statusfi 7~ Ay Valid:
scope security
show keyring keyring_name detail

il
fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:
RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:03:43:8d:e6:06:a0:91:£6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8£:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:c4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:ef:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£9:ae€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:04:26:a7:bf:20:6f:1a:e2:cf:£d:0f:
cd:9a:fd:cb:a3:71:0bd:21:36:cb:2£:98:08:61:95:
5a:05:3c:69:e8:74:d4:7p:31:£6:30:82:33:39:ab:

| zaeE ]
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d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
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scope security
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enter tp-auto-import
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FXOS# scope security
FXOS /security # enter tp-auto-import
FXO0S /security #

LA BRATE
commit-buffer
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show detail
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FXOS /security/tp-auto-import #

FXOS /security/tp-auto-import # show detail
Trustpoints auto import source URL: http://www
TrustPoints auto import scheduled time : 22:00
Last Importing Status : Success, Imported with
TrustPoints auto Import function : Enabled
FXOS /security/tp-auto-import #

EEEYNCRLE

FXOS /security/tp-auto-import #

FXOS /security/tp-auto-import # show detail
Trustpoints auto import source URL: http://www
TrustPoints auto import scheduled time : 22:00
Last Importing Status : Failure

TrustPoints auto Import function : Enabled
FXOS /security/tp-auto-import #

Ji & tp-auto-import Hjfig. ¥ E import-time-hour.
set import-time-hour /N import-time-min 4344

il
FXOS /security/tp-auto-import # set
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.cisco.com/security/pki/trs/ios_core.p7b

23 TrustPoint (s)

.cisco.com/security/pki/trs/ios_core.p7b

import-time-hour Trustpoints auto import hour time
FXOS /security/tp-auto-import # set import-time-hour

0-23 Import Time Hour

FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min

0-59 Import Time Min

FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min 20

<CR>

FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min 20

FXOS /security/tp-auto-import* # commit-buffer
FXOS /security/tp-auto-import #

P H 35 AU URL A2 [ 1, 802000 5 NI TR PRGN B SO BRI 8. R ANERER
LEVERIBI IS TR REAT o G SRS E /DI BOR 23, WE - AE B N AT — k. iF
FAE TR R B3 A5 Jopt/certstore T IIHER, AR 22 4 G R IAT VU R 5
fHZPL (ios_core.p7b) —iZ, R AR MIET (AutoTP1 | AutoTPn)

HE S NN E )5, B\ show detail #iv4 .
show detail
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FXOS /security/tp-auto-import # show detail
Trustpoints auto import source URL: http://www
TrustPoints auto import scheduled time : 07:20
Last Importing Status : Success, Imported with
TrustPoints auto Import function : Enabled

.cisco.com/security/pki/trs/ios_core.p7b

23 TrustPoint (s)
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P8 (n[ik) BAEH AT ALIEE, WA delete auto-import 174
delete tp-auto-import

TP

FXO0S /security #
FXOS /security # delete tp-auto-import
FXOS /security* # commit-buffer
FXOS /security # show detail
security mode:
Password Strength Check: No
Minimum Password Length: 8
Is configuration export key set: No
Current Task:
FXOS /security # scope tp-auto-import
Error: Managed object does not exist
FXOS /security #
FXOS /security # enter tp-auto-import
FXOS /security/tp-auto-import* # show detail
FXOS /security/tp-auto-import* #
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$IE1 JE$:3) FXOS CLI (i§Z:[# Vi il FXOS CLD .
PR 2 BNz
Firepower-chassis# scope security
PR3 HEARE 2 2B
Firepower-chassis /security # scope banner
gz L I NN g tllfc Re Qi il I2F

Firepower-chassis /security/banner # create pre-login-banner
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Firepower-chassis /security/banner/pre-login-banner* # set message
JAB)—ANREHE,  F T\ S SRR T B SUA

FESRZRATAL, BEN AR S . ] DRI 7 BUh S AETRRAE ASCIT 5 4%, S 7 LU 24T
A, RHTIRE 192 MY, 1% Enter AT,

LEBHI NS BT —4T, %\ ENDOFBUF J{4% Enter L 52 Ak
1% ctrl Ml C B B 1 ST HE .
BT SRR R AIE -

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

T
LA™ 791 ) 3 28 i A -

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #
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HEHF] FXOS CLI GiZ [ 15 i) FXOS CLD .

BN e

Firepower-chassis# scope security

BENTE 22 4 A5

Firepower-chassis /security # scope banner

HEN T S AR 22 A

Firepower-chassis /security/banner # scope pre-login-banner

Y AE T P B WAEE FE 28 8 FXOS CLI §if FXOS N ) JH P 2 7= s e .
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Firepower-chassis /security/banner/pre-login-banner # set message
JA B —ASKEHE, T4 N SR T REIE T B OSCA .

FERRZRATAL, BN ATREIE S . 0] LRI 7 BUh S AETRRAE ASCIT F4F . S8 m] LU 24T
A, BHTIRZ 192 MFAF. 1% Enter AT,

el s BT —47, %\ ENDOFBUF J{4% Enter DL 52 sl fE .
% ctrl Al c B % E Y ST HE .

FAESTIRAL R R AL -

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

5
LA 7R B8 e S i i -

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

MIFR S R AR

HEHF] FXOS CLI GiEZ Vi) FXOS CLD .
BN

Firepower-chassis# scope security

HE AR 22 4R

Firepower-chassis /security # scope banner
MERGE I 6 5 A -

Firepower-chassis /security/banner # delete pre-login-banner

RAE SRR RS A -
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Firepower-chassis /security/banner* # commit-buffer

T
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Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #
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FIB1 EPEESE (Overview) FTJF “HEYE (Overview)” T
W2 il WY (Overview)” TUIHIAT A “HUAEIZAT I ] (Chassis Uptime)” 5 M E#H B 31 (Reboot).
FIE3 piiz (Ye) i\ ZLC ] Firepower 4100/9300 HLAR o
RGP IEH ARG LI E AR, AR5 RIARA Ry 5 1%, 5 )5 8 I8 E 30
Firepower 4100/9300 HL4H . Ml FE KL 72 15-20 43450

5% A1 Firepower 4100/9300 #/175 F.i5
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L1 LT (Overview) $THF “MENE (Overview)” T .
W2 fUl “WEY (Overview)” TLITAT A “HUAEIZAT ] (Chassis Uptime)” 551 1135 ] (Shutdown).
HIB3 RN EE ] Firepower 4100/9300 HLAA
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4100/9300 M4 .
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W1 (WiE) eraseconfiguration iy 2 ANa MALFE I BR T BEVF AT IERC S - SR AR M B & B VP mT
TERCE, IEHAT LR A ER:

scope license

deregister

HOHVEN} Firepower 4100/9300 HUAR 2 Kt IHBR ¥ . R Ge MR v ot L T VF AT UE SR AURIIE
e

PR 2 JERBAME P 5E

connect local-mgmt

FIE3 WALL N4, M Firepower 4100/9300 HLAEHE R H P BLE, JEENAMRE B R G H T
NN
erase configuration
RGN, e ARG R T P R .
W4 WG APORTTGHIAN yes, HINEHEERRALE
ZRGK WY Firepower 4100/9300 ALAATHIGFR T A H P ICE, AJGHEE KRG

R EMERRGEY

0T U] FXOS CLI i BRI 22 A M 5 R a4 IO 4L A1

WS ) ERIABCE . 55 18 TP iR, erase configuration iy T M BRATLAR L If A7 FH - LB A
Ko RSO Isn BN E .

secureer ase iy &2 % A MIERR R K BER 4L Wte v, IFIRDUMBREDS, DRt “4%
W7 e o RAEEHBGRPIBIA I AER B2, PO AL A2 O B O P Bt s AR
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PR GBI FANE
connect local-mgmt
FIE2 HALLT eraseconfiguration iy &2 —, Lz AHuPEERTR 2 10 B & 4L
a) eraseconfiguration chassis
RGEEEE, A MRk 2k HGEW S, JFESREH 2k sl i
v VRS 2 R EORERR e R, SRS TE R G
HI T e BT AT B MR s i B, R U BE AL ROM. I 45 4% (ROMMON) P 52 1075
b) eraseconfiguration security_module module-1D
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¢) eraseconfiguration supervisor
RGBS, A B MR 2k HIGVEWSE, JFEORIEI R 224k 8. iR A
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