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| RN B

\)

w&NEERY |

EROWIE, XEER
&

;
GERSEYRENTIRE VS

HITBTE Firepower 4100/9300 HLAH F )5 FHIAIES LT . 7 Firepower 4100/9300 AL
PEASHE G RUE B B0 AL 7% B e B AT e

4 X SSH EH1% R

1F FXOS A 2.0.1 Z 0, WHAVIERE

WITH QU DT SSH MU PIR g5 1024 7. LTS

FIPS AUl FARHEAIERT K, B AU S IH BNV P O i BN . A E R, 12

CA M FIPS £ sk R HIE A FRAERE)

PATLUR DR, LU IR A SSH LML H A2 OBt (AT A DA IEE P ER K ML o

UK

M FXOS CLI #F AR5 45 5
scope system

scope services

B SSH =ML

delete ssh-server host-key
AR E -

commit-buffer

# SSH THLZHK W E H 2048 47

set ssh-server host-key rsa 2048
AT :

commit-buffer
BB ) SSH FHLEEH:
create ssh-server host-key
commit-buffer

PN RS I ER N
show ssh-server host-key
THVEPICSE: 2048
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| =&iNES#MS
& psec 22imiE [

Bl & IPSec £ & i@ 1E
IPSec & H I TRAT 541 IETF) FFR AN IF bR AERESE . BT DIFE TP 4% Al 224, 20l
B AN FE IS . IPsec %4 IR HRAML
o ISR - SRR B B R B
o BARIR G AE - BRI R b Ak RKIER .
o DREEME OINED - BIER 7 IR B AR AER AU R
o Pi ¥ - By Ik AR SRS H B
IPSec Z 45 TESZ R LA M &1
< 1 BB

aesl28gcml6-prfsha384-prfshabl2-prfsha256-prfshal-ecp256-ecp384-ecp521-modp2048-modp3072-modp4096
aes128-aes192-aes256-sha256-sha384-shal 160-shal-sha512-prfsha384-prfsha512-prfsha256-prfshal-ecp256-ecp384-ecp521
aes128-aes192-aes256-sha256-sha384-shal 160-shal-sha512-prfsha384-prfsha512-prfsha?56-prshal-modp2048-modp3072-modp4096
2B
* ISZRFLT AES SHA HIINE HE.  CASCHF DES #il MDS5)

o EE DH 4 AuFE 140 15, 164 19, 20 A 21,

)

IR IPSec iR AEM FXOS 3. FXOS A2 4% NI IPSec i H:EK .

IPsec F&1E j& FXOS EXf 2 ML IR SA 4545 . SA Fa3 1 H T BUSEARE i) W SURI SV T4 e »t
SR PN 7R . TPSec SA P TIPS bnttedan. SAJEHL A (1, (HOZIEH Ot ar (Ao

FOH D o
MU HL%% 1Y) TPSec A A -
MR

IP 43k, IPSec #t3k, TCP ik, Hidi
(S FM

BrIP #Rk, IPSec 3k, JR#h IP sk, TCP 3k, #HdE
IPSec HIERAE R 2 Jy HAS FEHOD B

1. VRIS - VLHC IPSec SIS K ZOGUE IS A 8 IKE 2ERE. i, AT LA sre/dst EHL TP
s MIE R E . B, P A LU admin dr4 kil IKE BERE .

2. IKE % 1 By B - X IPSec XFEEAKIEAT SOy E, e s 24zl iE LU H IKE A2

3. IKE %% 2 firB - ¥ SA LABCHE IPSec B¥i. SA AR LKL, "€ IPSec L Z KGR,
T TR B R R 2 2RSS

R EAME
|



B E=rsecz2me

REINESHME |

4. B - AT SA AR IR S RO B R Bt A0 I % O 35 R 7 TPSec ik

5. IPSec [FiE 2% 1= - IPSec SA il M F& BGEBIN £ 11

#4577 LLLE Firepower 4100/9300 HUAH L & IPSec, X 38 idk 23 FH 99 2% 1 B0t o 45 A3t s 39 s K5 U o 35 1
GRS o XA A IR G E P PR ME VIR SRS I 2 Ik T — . A RVEGIE R, 155

B 2 A AES RIE . 55 1 0.

\}

P 24 « W REAE FIPS #X F# ] IPSec 22 4%iliE, W) IPSec Xf 25K 20 % #F RFC 7427

o UM SOEFEC BT IKE FI SA FEFE (] N5 2 AR B UL (FE AT 2P 3R # sa-strength-enforcement

WN yes) :

JAH SA AT )«

7E IKE Wi IR 28 R/ ININT- ESP 1 i R 28 8 K
AN, RN

IKE P 1550 K /N KT 80551 ESP Wi (13
IR/, SA AT i i - HaE Rz .

£ SA TR -

SA PUATHS A I HIE LR«

PATEL T AP, DARCE IPSec 4 43Il .

UK

M FXOS CLI #E N 22 4 :
scope security

BB A

enter keyring ssp

I create certreq subject-name subject-nameip ip
i NSRRI P18 SR A5 B
enter certreq

WE MK

set country country

W E DNS:

set dnsdns

G fCe

set email HRE1E

B =siiramn
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BB WEIPEL:
set ip ip-address
set ipv6 ipve
YIRS WEAE:
set locality locality
TB WEALLK:
set org-name org-name
L0 W E AR LR
set org-unit-name org-unit-name
TEN KEHW:
| set password
P12 WERES:
set state state
SIE13 W E certreq ) AR
set subj ect-name subject-name
T4 B
exit
PR WEBEL
set modulus modulus
PIR16  BCEUEFIE K IWEF AR
set regenerate{ yes| no}
BT WEEN:
set trustpoint interca
LIR18 B
exit
S| ML AT A
enter trustpoint interca
T2 ERRIE A K
set certchain

Tl
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MIIF3TCCA8WgAwIBAgIBADANBgkqhkiGOWOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAKGA1TUECAwWCQOExDDAKBgNVBAcMAINKQzEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS5I1
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYXxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0GA1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzZENMAsG
ATUECWWEUIRCVTELMAKGA1TUEAwwWCQOExGjAYBgkqhkiGOWOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkghkiGOwOBAQEFAAOCAg8 AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8WE3E39XcXA1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/IrAie7bNn3ZYrI29yuyOrlqoi9%k9gL/oRBzH18BwBwGHBOz3hGrSK

Y c2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/19x/JSnbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keYs/rbZdRSeXy9kMae42+4FIRHDJjPcSN
Yw1g/geR2F7TQUKRygK ckJKXDX2QIiGY SctISHj1808705s/pmQAWWRGKK pfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMS1lvwb+vrSWE9HsAIMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqStIsAuV1/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGIm0+q4RDvnpzEviOYNSAGmOKILh5HQ/eYDcxvd0gbORWb3 1H32yS1
[a6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8uSB4VcLKIC
x0vkqjo6RVNZJ52sUaD9C3U0dTUCAWEA AaOBgTB/MC8GA1UdHWQoMCYwWJKAioCCG
HmhOdHAG6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UOAPK76pVEYQQ5AWHWYDVRO;BBgwFoAU7J201A74jpx8U0APK76pVIY QQ5Aw
DAYDVROTBAUwAwWEB/zANBgkqhkiGOwW0OBAQsFAAOCAgEAvVI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYJ{Z+utiDp2QwfdDv7B0JkwTBjdwRSfotEbc5R 18n
BNXYHqxuoNMmgbS3KjCLXcH6XIN8t+Uk{P89hvIt/flul+s/VISVZWK4AWVR 7wl
QngCKRIJW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWcVGDf2ro6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmthqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj 1 oulk+/ZyPtBvFHUKFRnhoW;j5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCA5CgAwIBAgIBBDANBgkghkiGOWOBAQsFADBWMQswCQYDVQQGEwJVUzEL
MAKGA1UECAWCQOEXxDDAKBgNVBACMA INKQZEOMAwWGA IUECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgtzc3BAc3NwLmSI
dDAeFwOXxN]EyMTUyMTMONTRaFwOyNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJIDQTEPMAOGA1UECgwGbmV3c3RnMRAwWDgYDVQQLDAduZXdzdGJ1
MRMwWEQYDVQQDDAppbnRlIecmOxLWNhMSgwlgYJKoZIhveNAQkBFhlpbnRlcm0xLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGO9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyExS14P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBXS5
4itJSOxy XFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvK nUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyoS5YUaRJMak/t8kCqhtGXfuLll
E2AkxKXeeveRIn6cpQdSJiNzCT/t9OIQL/T/CCqgMICRXLEpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50WNXI1olb96hHI7RPbG7RX YqmeLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6cbUQfCjShSmk3StVQKgICjaujzS5TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH 1yeHJHrL1Zgl5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwAWEB/zAvBgNVHR8EKDAmMMCSglqAghhSodHRwOi8vMTkyLjE20C40LjISL21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiIErKdupLqLOThjnX/WRFfEXbrBQwm5SkWAUUDr97D1Uz+2A
8LCSISSWKXmyf0jUtsnEQbDZb330VL 7y XJk/AOSFOjihpPheMA+YRazal T9xj9KH
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PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CD5SW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3 f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3 WbfCue/qewtcfUBYZ4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

$EBEN SoREEE4IENK:
show certreq
w15l

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICwTCCAakCAQAWVTELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
Ul AwggEiMAOGCSqGSIb3DQEBAQUA A4IBDwAwggEK AolBAQDG292Rq3t0laoxPbfE
p/1ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKW TrmvcZjDjkMm2nDFsP1X9
39TYPItDkJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR 1
qiR4q7j1RmzVFxCDY3IVP/KDB0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzAIBgkghkiGO9wOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUIcEwK gA
1rjANBgkqhkiGOWOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCgKttu3+Hc7UdyoRM
2L.2pjx50HbQICC+8NRVRM Yuj Tnp67BWuUZZ103dGP4/1bN6bCIP3CvkZdKUsSIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL7gq/1ShF
RIh6sq5WIp6EO0S] YefK62E7MatRjDjS8DXo0xj6gfn9DgK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVezmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

$H18 22 i3k IPSec

scope ipsec

P23 WE HETLKI:

R EAME
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set log-level log_level

G I N> IPSec HH4%:
enter connection connection_name

W IPSec A1 E A % I Bl A% -
set modetunnel_or_transport
WCE A HE TP HihE
set local-addr ip_address
WCE IR 1P Hiudil
set remote-addr ip_address
LIPSO s Er WU & S P
set remote-subnet ip/mask

CATIE) BB e &
set remote-ike-ident remote_identity name
BCE B PIAATR:
set keyring-name name

(ATIE) BB WP
set keyring-passwd passphrase

(nk) B8 IKE-SA Adn B (34 -
set ike-rekey-time minutes

minutes {1 L& 60-1440 (ALS7EN)D) 2 IR AR 355

(A[iE) WET SA Em Al (7% (30-480):

set esp-rekey-time 75

minutes {i 1] LA 30-480 (UEFEND Z IR AAEfTREEL
CRIE ) BB AT $ ) 18] FB A 4 3> 2 R AT I H
set keyringtriesretry number

retry_number {6 r] DL 1-5 CBLEAEN) IR RATAT 34

(RT3 Jo HERAE FIE B i il 2 A
set revoke-policy { relaxed | strict }

A HE#::
set admin-state enable

HOBT N4 -

B =siiramn
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mEEEass L i

reload-conns
RS AER, RGERNEel]. 282 Ehd v iraiEis.
(Al KIS A TR N IPsec:

create authority trustpoint_name

fid B AT IKE A1 SA 4% 8] i 28 235 50 i) UL I «

set sa-strength-enforcement yes or_no

Ao B {F1E =727 CRL

O A UE TS PR B AEE 5 A 4104 (CRL) e )7 o W P CRL A B 25 4 (K0 5 0 SR i o iR 55 e 1
FIFIHS CRL 527 BB 4K 8 ANFE A5 A 108 7 i N FR 0 B 3K

R AC . Firepower 4100/9300 ALAH A FHUETS A A543 (CRL) {5 BRI UEXAFIE T . XA KBRS
(I PRI A PSR BE AR 2RI — o ARG R, WS L2 ES N, 55 1 0,

PATIX L IRULAEH CRL {5 RIS UE X SRS o

UK

M FXOS CLI #k N\ 22 45K .

scope security

BENAG A R

scopetrustpoint trustname

HEN B

scoperevoke

N CRL 3T

import crl protocol://user_id@CA _or_CRL_issuer_|P/tmp/DoDCALCRL1.crl

R FXOS AN HF DER #530iHA& CRL. U AU#FF LA N av4 K DER #3 CRL SCIFHE#
PEM #% 2\

openssl crl -in filename.crl -inform DER -outform PEM -out crl.pem

(i) ®or CRL (B A RS -
show import-task detail

PR 6 KAUE AU L v B AR T CRL:

= INEA R .“



REINESHME |

B cresmnuswnens

set certrevokemethod {crl}

KTIERHERIEIIRNE

1A LAFE 1PSec 424> LDAP 80K E 1 mA 713 (CRL) A8 2B U e B A M4 B8 K2

FXOS M X.509 i 151f) CDP {5 B H 3RS (AEFA) CRLEE, % EiER31A CRLER. &
GG B2 T8 R 8578 FXOS R4 A CRL 15 BI# A CRL {5 E.. FXOS AR#IE P 5E
YT IEZE AL B E P AL FE A CRL (56 . A CRL {3 5 ) 8 FH T4/ 6 £540F o4k

R H a2 224> LDAP Al IPSec EHZUE P MR & F AR D R, 1551 il E IPSec %4310
18, 553 A A LDAP $21LFE)F .

)

i

. ﬁu% “UEFHAS R AR 2 (Certificate Revocation Check Mode)” BB A “T™H (Strict)” , AL

SEIEPHERATZ0N 1 TcE‘HJbJIJHT, A CRL A& (i, o SEE - SR CA

ﬁjl%ﬂl)r& CA 244 [FIXTEEE I

* 4y IPSec AL E#f A CRL I, A CRL SCAFH A ZURAT “4RBCHHFRIRST (authkey) (Authority

Key Identifier [authkey])” FBt. &N, IPSec 2F HA AN TLRL .

© & CRLALSE 12K B [ — MUk H 3N A& CRL. 4 FXOS B UEXS SEIE5 I, A RAFAE ] — AR &

A% (OFiE) §A CRL, FXOS £ 206X 2554 i) CDP.
* BOALELL 355t 5 7 4% CRL K
© BTEUEL 24 LDAP SRR P L . IPSec M4 /1 il F5 4% H
< HHE I FXOS HU T FE RS (] FXOS 2.3.1.x 805 ERRCA IR 46 3 S ARAS 3 8D

R TIEREE R, BRI TR A A RS A BB NI R E .

* 1: TARHERZS CRLEHE “IEREEEE T (Certificate Revocation Check Mode)” & &} “ F=%& (Strict)”

T AR HE%7S CRL LDAP i£1% IPSec %1%

RSP AT RFi ST AEIE 105 s LS A UE T

R A6 S E TV T ) CDP i ST RE I UE T T ST UE T

3 SEIE PAE AR CA TETS 4 | /2 ANIEH

17 CDP k%

E SRS R (R AT AT E P30T K g%ﬂt')&, R R ARG H &N Eﬁ%ﬂt'ﬂ&, R R RS H &

B =siiramn
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cFirsmmnumnres [

Jo A ER7S CRL LDAP %1 IPSec ;£
LEXTEENFPREP R TATATIE S | IEERIWN, RETERRGHEN | ERRN, REBRAZHEN
B B
WEEIE P54k b —AS CDP ERRM, RAEBRARGHEN | WEAET: ERRAN, REEN
& ZgH &N E
FRIA] CA: JERERT)
HA~ CDP CRL fE A MEA | BRI, RBEWRARGHEMN | E8 R
PRI E P vp ol 2 B
Tok RSB R SRR, RSN RS H G | WEEE: SRR, REER
CDP B A HEHEE
FRE CA: EBRI)
W HA CDP, {H CDP R45#s | &K, RETRRGHEMN | EHET: ERERN, REER
RSl JEN ARG HEHR
FRIA] CA: JEE T
W HAT CDP, WRES#sCash H | ERERMN, RETRNRGEHEN | WEHE: EREAW, REER
CRL# CDP I, fHCRL EH L | B FHEHEHER
W4 thia] CA: ST

% 22 EHARHERS CRLATIS “IEPBHESEI TS (Certificate Revocation Check Mode)” & &} “ =& (Strict)”

HEAARHERZ CRL LDAP %1% IPSec &%
R X S5 1 i 56 A (IE T RSt LT i
R AR SHIE - BE 1) CDP i B 5E R (IE A i B 5 R (IE A
o 3 SEIE AR CA TETS 4 | /2 ANiEH

17 CDP ¥y

FAFUEASEE P AR AR B IR | 34
T

E

| | IERRI, R BR R HEH
IS

TEXFEEUE PAE P s TATATIE D | B, ARG B RARGHEN | EEKN, REBrRGHEN
B J5 )

KHEAF TP B b —ACDP (IF | 82T ER )

PEEN N 1D

WHEEE P AE TR ) CDP CRL | 822 RN

N GIEBEER N 1D
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B cresmnuswnens

B AR5 CRL LDAP i%#: IPSec &%
Toik N SAE R AT | ER
CDP GIFPHEZHH 1)

HFBHEA CDP, {H CDP R4s%s | dHpiah ER T
O M] GUEPEES A 1)

U1 HAT CDP, il454s ) sh H. | R sh ER )

CRL{ECDP I, {HCRL HA%
WAL GIEBEEC N 1)

A T 1 SRR, ARG R A | RS CDP 454, b I
B R CDP, Hei IO
RS H A A

3= 3 TTAHERZS CRLATYS “IEP G T (Certificate Revocation Check Mode)” &3 1 “¥%14 (Relaxed)”

T A ERZS CRL LDAP i%#: IPSec E1%

A A 6 S 54 SERE(RE SERE(RE

A SR B EEH (1) CDP SEREIUE P B SEREIUE P B

EI X SR AR RIAR CAIE Tk | 2 AN

1T CDP 7%

KHEUE P EE R FATAUE PR R | &R, RGN RARGHEN | EERM, RESNARGHEN

% )5 J5 |

FERAIE TR Y TATET | R, RSN RS H S [ SRR, R SRR HEN
B J5 |

W AEE 4% b —A> CDP R R

WHEESE P4 h ) —> CDP CRL | &8 1h ER NI

ToiE R B SR PR P AT | T ER T

CDP

EPHAA CDP, {H CDP IR4:-%% | &3 ERNI)

2]

WA HAG CDP, RS54 O ol H. | BTl ER T

CRL 7 CDP I, {H CRL %
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= 4 BB ARMERTS CRLITIG “IEBBTHEEIER (Certificate Revocation Check Mode)” % &} “ &M (Relaxed)”

BB AHhE:7S CRL LDAP i%E#E IPSec i&1%

2 X A S8 R (R P B S8 R (AR P B

Ko A6 25EE 4% 1) CDP SERE IR B SEREIRIIE B

B XX B EE IR CA IEP5 44 | 2 ANIE T

47 CDP # &

S EEUE A O ARATIE B IR UE K | ER M, RA R R HEN | ERER, R WA ARG H &M

% J5| J5|

EXFAEE B AEE AN TATIED | R, R W RRGHEN | KM, KRG W ARG HEN
5 )5

S EEUE P BE R /AN CDP GIE | 3E 2R )

PEEZN N 1D

S EEE BT — 4 CDP CRL | 4R B R

s GIEREES R 1)

TOEE RO EAE PP AT | SE RN

CDP GUE-PBEEZH 1)

WFHE4 CDP, {H CDP JIR%54% | BT R RN

CLoe GIEPEEZ N 1)

WEPBHEA CDP, HR4S#eC)ash H. | ER k) R I

CRL £ CDP I, {HCRL HH X1

WEE4 GIEBHES A 1)

HHEEE P = T 1 BRI, REAENRFHEN | WHRS CDP 454, &S M
B R CDP, MRS I

RS H R

BCE CRL ERA TS &k

TERDR RGN B A E W) N3 (CRL),  DUERERS 1 4 24 /NRHEATHT A CRL BAiEE1S .
ALK LR B SURMEE 1 Ti%Th B

* FTP

* SCP

* SFTP
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$1B1 M FXOS CLI #E A\ 22485

Nil

* TFTP

* USB

\)

w&NEERY |

xR

« A% FF SCEP 1 OCSP.

* 54> CRL XA RC & — M E W F 8.

« BEMEAE SR> CRL,

\}

iR

AR L /AN IS Ay ) e P 5 440

R e L /NI DA T e P 4 440

PATEL T AP, DARCE CRL & 3k

FHIa Z |l

TR CBCE Firepower 4100/9300 HLAR LAE H (CRL) 15 BRAIEXT &54F 4. A5 8, WS M

BEAFAERERA CRL, 25 9 UL,

UK

scope security

BENAG A R
scopetrustpoint
BEN AR
scoperevoke
i T BT
sh config

B 1 ERCE
IR

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd
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set crl-poll-server 182.23.33.113
set crl-poll-user myname

PR 6 IR E S
exit
BT (AIk) R HGE CRL BURTHC A -
TP
Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

X & LDAP FiAIMES

WL E 224 1) LDAP % )7 i 2 PR UE 1S,  DMETESCRF Firepower 4100/9300 HLAH [ 32 FF TLS &
Feo XN LIRS R HEAUE GV AR 2 18— ARTEAER, S 0E
BRI, ST

\)

AR WS a A i bRHME (Common Criteria)” #5X, WI2AZ50)e H SSL,  HAAZAHf FH Az 45 4% DNS {5 561
AR TS
WA LDAP 45452 H JG H SSL, W R Ge o 11 G Nr i e m) 5 | RS 2 2% BHEAME D

LDAP 45 &7 B2t CC BE T T %4 LDAP 4 (3 H SSL) [¥) DNS f5 &
WATLLF B3R, DAL %2420 LDAP % /i 35 PR 1

UK

$1B1 M FXOS CLI #E N 22 485

scope security
$IR2 Y LDAP B
scope ldap
$IE3 N\ LDAP 552K

enter server {server_ip|server_dns}

$IE 4 WE LDAP % 41F.

R EAME
|
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set keyring keyring_name

LIBS WRAE:
commit-buffer
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