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o WEHME, 510

 fid'® SSH, 2 4 it

e Bit'® TLS, 57 7T

* AL & Telnet, 259 1L

* il & SNMP , %59 7L

« idE HTTPS , %5 18 1L

s BLE AAA, %31 1T

s MERFGHE, 24100

* L& DNS k454, 58 44 01

* J3H FIPS #i:( , 55 44 7T

o JEFIE AARTERE S, 2B 45 T

s BOE TP Vi AEK , 5 46 0T

o BRI MAC TSR, R AE I MAC Huhik , 28 46 T
o ARSI IR B E S, 5 47 0T
o PO PR SN, 5 48 T

s BCEHUA URL , o549 7T

\rL | = = | A

1w & HHEAF0AT 8]
i ] NTP WHILE R G5 ERCE ML I B (NTP), T-3h3E HIAINa], & &E 40 KRG .
NTP ¥ & {F Firepower 4100/9300 A4 5 HLAG L B AT AR 25 2 Bl HBh [F] 20

\}

AR WRIEAE Firepower 4100/9300 HLAR F30E b fi, WL 207E Firepower 4100/9300 HLAT I c &
NTP, ARGV o] IE 5 TAE IO DR B T B I TR E . S84 Firepower 4100/9300 HLAR 1 & 2
s AR NTP ies a4y, RIEEE, AR & B0 B4 Firepower 4100/9300 HLAH 11
NTP k5525




Fars |
B zseswamasE

U RS 2 NTP, W A] BAZE S TR 8] (Current Time) i3k L& B Rk R RAS, st thnl bl
i 1k B 18] Bl 4 (Time Synchronization) 35 - NTP ARS 88 (NTP Server) &1 “ R4S 2R A (Server
Status)” FEEGH R CECE M NTP kRS2 FIRIRES . W KRG TIE SR € NTP IjRG# R, &
AT LB GFR RS AE “ RS 28 IRAS (Server Status)” 553 43 B EIbR_E3RECE 245 .

EFECERY HEAFOET 8

UK

FIE1 EFTEEIKE (Platform Settings) > NTP.
FIB2 i HETETE (Current Time) iE i+ .

ARG vt ERCE R FY . R

U RAEAE T NTP, %830 1] DAAE &S TR ] (Current Time) 263K & B Bk R AORA . AT DU R
i8] [E4> (Time Synchronization) £ L NTP BR5588 (NTP Server) X1 “ k%5 25K 4 (Server
Status)” F-BEE RS CHCE M NTP RS20 DR . W RS EIE 5% E NTP IR&-as b, &
AT LU GFR B s e “ RS 2R A (Server Status)” 53 K45 U EIFR FHREUE 245 K.

wERX
g
HIE1 EHREAIEE (Platform Settings) > NTP.

HI82 Ll L ETATIE (Current Time) LT,
P 3 MBFX (Time Zone) 7512 H 4 HLAR L B 1 IR X

{ F NTP i & H EAF0ET (8]

NTP H T30 JZ RS 28 R G0, NI AEMI L% R G0 rh PR ff £ [R) 20 ol 18] o BSF (R U B A 75 I ol ok
g, BIWEAE CRL, A FERSAEI AR, &R 2 v LARCE 4 > NTP ilids4% .
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\)

TR * FXOS ffi | NTP fii4 3.

© WIRANIE NTP JIRS5 25 (02 13 B A, N L 52 e vk R 25 21 FXOS HLA F i NTP JIk
4895 . BFRNTP 2 /7 i [F] 45 1) NTP RS- 2% 05, 24 hn 1.
WER S EW B H ORI NTP R452%, WnT DLERSS 2% LR Jete/ntp.conf SCAEH BN E I Z M. W

JENTP IR 55 #5028 K T 8055 T 13, AT BUSE 2 ntp.conf ST A (1) )2 AE IF L FT H iS5 4%, Bk
AL At NTP g2+ (f51%1: pool.ntp.org) -

FFi6 Z A

WUORAE DR B4 T NTP kg5, WA E DNS k55 ds. 1520 ICE DNS k954, 4 44
P

A8

UK
EHFTEEIKE (Platform Settings) > NTP.

BRUAEGL R, Kk $ERtiE B4 (Time Synchronization) £ .
1Eig& B R E]>KIE (Set Time Source) R i, riidif#EH NTP AR 8§ (Use NTP Server).
(i) ST AR NTP IR 2e3E T S0 001UE, 2% NTP BRSZ 2525958 /B A E I,
rirh 2 CLESR S B0 AR 3 8 1D FIME.
AN ST SHAL HE4T NTP 4% 8 5 A 5l .
AL TP Mk sl EHL AR R Z 4 > NTP RS 4% .
(AJ3%) i\ NTP %543 1 B I8 IE 2248 1D M B4 38 1E

M NTP 55245 SR80 ID R BN, AR T OpenSSL [ NTP fili 55+ 4.2.8p8 Wit B B myhit 4
AR SHAL %49, 15 ntp-keygen -M 7%, 2RJ51E ntp.keys CAFH &A% P 1D AE. 291H
T SN it R IR 55 A A0 T SR SR B A R R ME

RAHRTF

AT LLEIE NTP BRS528 (NTP Server) RH 10 “ RS- 254RAS (Server Status)” FE AR R GRS 2H
FRA . R ARG T 5 @ NTP RSS2 A2, BT LUE AR B8 “ R4S 280k 4 (Server Status) ”
S B AR SRR 245 &

R WR RGN B HGE 10408, RGBT, Mh, BHFEHREZ VA SIS,
TR M RS 2R ASN, 2 I NTP %45 unreachableor Invalid NTP server . #1] LA

A 10 B 15 708l ARJEHE A RS AIER.
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AR NTP AR 55 22
bk
$IB1 EFFEILE (Platform Settings) > NTP,

TIE2

$IE3

PIR4

ridiBtE E 4 (Time Synchronization) 3£ .

XTI EMBR 5 & NTP k5%, 1575 NTP BRSS 28 (NTP Server) M st el iZ IR 254 Bxs Y. () A Bk
(Delete) KElkx.

Mt fR7F (Save).

F g E HHFIET )

P
PIR2
PR3
$IR4

FIES

Bc & SSH

A A BT EN A _E T2 s HIA A 3R, Talsc BNV A a5, S onT REw
LRI TR A e S R AE 2B R IR

UK

LGRS (Platform Settings) > NTP,

fidiBtE E 4 (Time Synchronization) 3£ .

1L BB KR (Set Time Source) T ifl, sidiFaNRERE (Set Time Manually).

st BEA (Date) NHig&, Wos H i, ARG H Prrb i) v E H .

A5 FHOO) I ()R R A0 0 I [R1 R 78 A /NIsE S 438 AM/PML.

7R s ay DL AT IRER R G i8] (Get System Time), ¥ & H WA 0], DAVCHC 4 1E 76 ok 4 42
B WA BEAS 10 R G0 BTG E (0 H IR R .

MiHRTF (Save).
A FE 45 5 19 H SYTRI S TRD G B M LA
iR WR RGN MBSO 10 9080, RS EER, )a, BHEFIOE MU R

PL R R A 28 el J a2 1145 1 SSH V7 I ALAE . Wiy FXOS HUARE N SSH % i 1, LA &
QAT L SSH T SSH AR 45 #% FIl SSH 25 F ity I S EHAZ Y JEL 5 43 56 UE 1) 25 ARV o

ERINESLR, SSH 4 T3 AR A .

W rewE
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UK

UGk G E > SSH > SSH AR .
LR I BIHUAR I SSH V71a], ik B A SSH (Enable SSH) Sk HE. A% SSH 15 0], 5 BN &) i%
J&F SSH (Enable SSH) & 1EHE .

X IRGS a N EIE, VA B REAS SEVFI N Sk i A
pE s o PRI BR R I ANSCRF LR s 5005
* 3des-cbc
* chacha20-poly1305@openssh.com
* chacha20-poly1305@openssh.com 7E FIPS FASZ L FF. 41 4E FXOS WA LG H T
FIPS #%3, MIARAE{EH chacha20-poly1305@openssh.com 15 Ay s 5k o
o UM N SR ERAA 2 R -
aes128-cbe

aes192-cbc
aes265-cbc

BT RS S AR E R, 1E AR R VFIK) Diffie-Hellman (DH) 2445 e () H EHE . DH %448
PR AETCTE AT A — 7 B R L 8. A S A BN L S, AR L NS
PRI . L BHAS e AR R S 2 S B E . R DH BHAS RN G R, 155
I RFC 4253,

pE s o PRI FRER I ANSCRF LU S PIAS
* diffie-hellman-group14-sha256
* curve25519-sha256

* curve25519-sha256@libssh.org

* 7E FIPS A N AR LN S A b1
* curve25519-sha256

* curve25519-sha256@libssh.org

XS54 Mac Bk (Mac Algorithm), 155 2) 3 S VF I RERRSE SR MRS IL It I ) S I%EAE .
XTIk as EMER, A RSA YD IR

BBl (U AT K 8 A%, HAT 1024 3 2048 2 0] $552 SR R/ NEOK, A2,
RSA S35 BT 5 OB TRl . 3 8UE 2 2048,
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WF RGP ZHEIEERS, 5 E FXOS MiF&ifiERE s irdEs L avrnieE (BLKB A
1) s
T IRS s E A EFhAT B PR, 15 W E FXOS WiFF & i IE 82 07 R VP SSH 2 16 25 PRI TR) (LA
HELL) o
AR TE (Save).
midi SSH & R (SSH Client) #E10F, LA H 2 X FXOS HUAH SSH %)™ ¥ o
BT EHZRRE, nEEBHR. ZRRTRREES SSH A A .
* BH - R FXOS S =N RES BV, EEERg. B 20E FXOS CLI H
i FH 245/ 25 Y [l 1) enter ssh-host v 2 TF-2h7sin 4L
o BN - XFFHUE R RAEE I BN H, RO SPoREBEZ B 40% N

< B - BOA) PR A 332 LR A8 1 L B

X1 P N Bk, A IR REAS SRV I 0B SR I S A
a3 o LRI PR T ASSCREL T I ik
* 3des-cbc

* chacha20-poly1305@openssh.com

WRAE FXOS MU B T3 FHARAERE S, WAL 3des-cbe 1 s 5ik.

* chacha20-poly1305@openssh.com 7i FIPS A2 RF . WIERTE FXOS HUAH ER T
FIPS #%3, MIARAE{EH chacha20-poly1305@openssh.com 15 Ay s 5k .

o LUR I SR ERAAN 2 R ]«

aes128-cbc
aes192-cbc
aes265-cbc

X iR AR R E R, G A AR R VFIY Diffie-Hellman (DH) 28038 #e i B EHE . DH 24T
AL ATV B ATATT — J BRI e [ ] . A S AR BN HEC AT, AR LS
PYIGAUE . BB A 7 1R A U &5 28 B I0AE . A M ] DH B8V g G B, 5SS
% REC 4253,




waTs ]

pE 2 o FEIE FIARHERE AR AR B PIAcHe ik
* diffie-hellman-group14-sha256
* curve25519-sha256
* curve25519-sha256@libssh.org
* 7£ FIPS B3 N ANSCHF L 3 PIA ML -
* curve25519-sha256

* curve25519-sha256@libssh.org

LG X T Mac B3E, 1E A ERA UV 58 ST VL I B AE

S5 N TR A EEERS], 5% FXOS WiTa &y g F i iiis (LLKB i
) .

S X TR A E I EPRE], 15 E FXOS WriF2siEiE 22 W A VP SSH 23 1% 25 IR INF] - CLA43-4
HAL) o

LT SHRTE (Save).

FH6 )2 22 4= (TLS) WMSCAE AN TE AR 1 N 2[RI DR BERA 2 A R BE e 38k . 48] LU FXOS CLI
el E FXOS HUAR 5 4 3 453815 I ARV B Bl TLS JiAS . BOHT I TLS JiAS ] S B 22 4 ()l A
M IH ) TLS KA W RE 7 J5 A A8 TH N H

Blan, WS FXOS ML _LACE IR TLS FRASH 1.1 ke, i B2 7 i) W 28 ic & 440247 1.0
Wi, IRA% Pk Jeikiinl HTTPS #7915 FXOS MU B PRSI0k 2. Ak, 200 2 b i o %) 45
FHFI LDAP IR%5%%.

LUR R o T AT B BN 2 FXOS LA AN B0 2 R A TEAS T SR VR RAIK TLS BAS

iR * #% FXOS 2.3(1) iiiAs, FXOS MU K BRI RAK TLS BiAS ) v1.1.

TR EARGH

Firepower-chassis# scope system

T2 BREENARZEH AN TLS hRASE 5 :




B ==1s

$IR3

pZ

$IE5

Firepower-chassis /system # set servicestls-ver

T

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver

vl 0 v1.0

vli 1l wvl.1

vl 2 vl1.2
WE K TLS JRAR:

Firepower-chassis /system # set servicestls-ver version

i

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

FEATIL A -

Firepower-chassis /system # commit-buffer

WORTER I R S8 LICE B AIC TLS hioAs:
Firepower-chassis /system # Scope services

Firepower-chassis /system/services # show

TP

Firepower-chassis /system/services # show
Name: ssh

Admin State: Enabled

Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Cbc,Aes256 Cbc,RAesl28 Cbc,Aesl92 Cbc,RAes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa

Host Key Size: 2048
Volume: None Time: None
Name: telnet

Admin State: Disabled

Port: 23
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: default

Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56: !LOW:!RC4:!MD5: !IDEA:+HIGH:+MEDIU
M:+EXP:+eNULL

Https authentication type: Cert Auth

Crl mode: Relaxed
TLS:

TLS version: vl1.2

TaigE |



fic & Telnet

LURRE A 4 e e A s DA LR (4 Telnet U5iA) o BRINTEOL T

\)

Bt & Telnet .

Telnet AbT2E IR A

B HAET, Telnet it & HAEMH CLI B A4 vl /.

UK

HNR G

Firepower-chassis # scope system

BEARGE MRS

Firepower-chassis /system # scope services

BN E X HAR ) Telnet Vi), AT LA N #4EZ —
o EARVFRHIFE AT Telnet Viin), &AL T i 4

Firepower-chassis /system/services # enable telnet-server

AR IEXTHUARIEAT Telnet Vinl, EHIALL Far4:

Firepower-chassis /system/services # disable telnet-server

RAES R BRI -

Firepower /system/services # commit-buffer

Gt
PAF 7 3 1 Telnet - HARAZAT 55«

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

A8 SNMP 5T, AEAUAR TG 50 2645 B MM (SNMP) . A SRTEARAS B, 152

&

Z [ LA

]

"
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. X T SNmP
XF SNMP
i PP 25 P (SNMP) 2 — NN HTZ B3, HI -0 SNMP /8 B G AR 2 1] FR 0475 B2 (13 EA%
o SNMP FRAH] T~ WP AN B R0 25 o ()3 2 O AR HE LA S AT T 5
SNMP HEZE Hy =N E 73 4L
* SNMP Bl &5 - il Tk SNMP SR P HI MU 72 00 28 5046 TG s ) R ¢
* SNMP fURE - HUR N IERAEALAE, TR HURR (0 K D AR 75 2 1) SNIMIP 7 B i oty el
HURR & AR MIB 45 . 225 1] SNMP QB G 8 B ER HAR B (M 096 &%, T 7E HLATAY
H g5l FXOS CLI 1) HIJFHCE SNMP.
o B EJE (MIB) - SNMP AUHHE EISZ2 B R EE S
HLAE S FE SNMPv1. SNMPv2c Fil SNMPv3. SNMPv1 Fil SNMPv2c #4d F kT 41X B e 4tk
A% SNMP ()52 3, TS B LA ARk
* RFC 3410 (http://tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)
* RFC 3413 (http://tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
* RFC 3415 (http://tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)
* RFC 3584 (http://tools.ietf.org/html/rfc3584)
)
AR TR, SNMP A 1R 2¢ HAT = S A il e DA IS 107 SAL S A 5 R, AL
DA R, A TAT R 7 I L RRAS e — ) S R IR R TR S
SNMP & %N

SNMP 1)/ S 54 Hook F SNMP AQEL IR, B AT SR\ SNMP 4 HIL 38 6
Ko AT USRS 2 10 FF P 0 TR JEh . SRR IF . SIS0 8K th 3 0 2 R A T
P

HURTHE SNMP S0/ 0% WA A ARl T 3, D8y SN 53 8 £ BB I %
FERTHN, JF FLBURIEREB 5 75 COMCEIMBE . OS2 7R SNMP 45 P88 i — - SNMP Wi
BISHCHR ¥ C (PDU) KA B 0 SBUAT B PDU, T Al IR R AR



http://tools.ietf.org/html/rfc3410
http://tools.ietf.org/html/rfc3411
http://tools.ietf.org/html/rfc3412
http://tools.ietf.org/html/rfc3413
http://tools.ietf.org/html/rfc3414
http://tools.ietf.org/html/rfc3415
http://tools.ietf.org/html/rfc3416
http://tools.ietf.org/html/rfc3417
http://tools.ietf.org/html/rfc3418
http://tools.ietf.org/html/rfc3584

snwp e gsifs i

{HIE, AR SNMPv2e A, XA AN 4, IR AN AT

A\

iR

FXOS i #4EH OID _EMR515akEAA.

TS S FX0S 5, 141 SNMP [#4 1 _E [ ifindex FF A2 40, (HE, M EH5] 5 FX0S i,

SNMP % £ 25 71 Fn PR

SNMPv1. SNMPv2c fl SNMPv3 53 K 7n AN R 22 e . 2 ) 5 B i 22 4 2 ) 45 6 SRl g A
P SNMP 71 B FH 22 4Ll

LRI E B L SNMP R B ORI 77 G B ol FROBCRR o ASCBIR 80031 7 52 2 15 s 2 Vs i G i e o
WZF WAL SRR AGON T S 2 480, SNMP 245 SCFF LR — A el ML
B

* noAuthNoPriv - J& 5 3 5 iF 5N 2%
* authNoPriv - S 3 5iE, HIGINE
* authPriv - S KAEFI N2
SNMPv3 [l N $2 4L T 22 A RURI 22 ) o 22 ARy F P R P2 i b 1) £ €8 V8 1D 0 60 E 38

o 2 AL AR R SEVR R A0 o AN 2 A 0 A 45 A SR R AE AL B SNMP £l
LI R ) 22 AL

3 #5H7 SNMP & =R BV A H S

M LRI A X

F 1: SNMP = £15EEIFNLR 71

U E ] SR [ [ 4RR

S %

vl |noAuthNoPriv | #1: X FRF it | 75 A AL X AT FR VT RCHEAT B 43 B0

v2e | noAuthNoPriv | 41X Z A7t | 45 | 80 AL DX 74 H DT CHEAT B 43 B o

V3 | noAuthNoPriv | Ffj f+ 44 4 [ 2 ULRCEEAT S 43 S6iE
535}% i%mu@ﬂﬁ, {E FXOS /T\ij%}{% noAuthNoPriv

L SNMP 5 3 ML A

V3 |authNoPriv  |HMAC-SHA | 75 |42 {1tJLF HMAC %4551 1% (SHA) 1) S50 1F

V3 |authPriv HMAC-SHA | DES | 2t 3T HMAC-SHA HE S 06 iiF . Btk T35 i Hesd
(CBC) DES (DES-56) Ar#E S 30 il Ak, 3B AEE s bs
#fE (DES) 56 17 I o

FaigE

"
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B swriszeme

SNMPv3 & £ Tfj ¢

SNMPv3 8 i K5 E R 45 S iR T B 00 56 UE AN D 26 AH 25 & R B2 L0 B 2 B 2 3 N . SNMPvV3 (X 3%
CLHC B R P SRS B, 43N SNMP W 8. SNMPv3 511 /' i 22 4R 8 (USM) 295
SNMP 78 Bl 22 4s, FEREAELL R RS

* THESEENE - B ORI EORAE R BB NG O N BEAT B a5, JF B e SR S sl i )
ARSI A BUN R -

* T ESRIES G IRE - BRI CREAERZAT ettt Lol ) 197 BB EAT WA
o B TERINE - SR PRSI NN  SAAR B REde i sl

SNMP 7%

BURTl SNMP #2446 F 31 3 5+

&3¢ MIB 893535
WA SZ 6 MIB (R 35235 17 o
0] F IR € MIB FIZE (] b 3R 28 MIB (145 8., iEZ0 (AR FXOS MIB %455 ) .

i&FF SNMPv3 F 7 B 547 36 E 113
MU %) SNMPv3 ] )7 32 HMAC-SHA-96 (SHA) & 43 B3I 3%

i&FF SNMPv3 i F 4 AES B2 At
HUARAE T 2025 b vl (AES) 16 0 T SNMPv3 314 B () B fA Ml 2 — 345 & REC 3826,

B AL SR oY, priv E I AL DES ok 128 {7 AES I (Kk+F, LLHEAT SNMP 24 s . Witk s i
AES-128 It & 305 SNMPv3 T BB FA SRS, TIMLAE il H iZBa FA B A sk 2B 1k 128 7. AES %541,
AES BRI 2 /b0 AT )\ 745, R O4 M cfee, Bl ek 64 NFFr.

J5F SNMP FEc & SNMP [E 1%

UK

HIB1 L L AR E (Platform Settings) > SNMP.
P2 £ SNMP X I, S5 LN E R



https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/mib/b_FXOS_MIBRef.html

= snmp 35 E samp it ]

AR 154 BA
B PESLA]  hrSE R MIO 24 H, MBI T T Native. L E SNMP 4t

TN R R B S B R S B ASA (I o
iR MR PR AR (Native) (MIO) LLAM ) i k75 481 52451 5%,
ASAVENEBRZSIN, BETUI B BT 7 BB R K i o

BEE  E SNMP &—Ja, ESAES ol SRJE4k%: SNMP

EIRIRA (Admin State) HIEHE

SNMP U G2 UAEH . fUCURA B S SNMP k555 1I4E AL
A A H R 55

i 7B

PUAE LS SNMP ML A7 AR FR 3 1o ik B D BR TN 3 1

#HX/ARZ
(Community/Username) B

(AT#E) £F SNMP v1 Fl v2 v H T3 A X E 55 5 .

1445 E SNMP AEX Z BRI, 4y 3 3h Ak H SNMP iz f2 55 £ 2%
MR35 5K 5 T SNMP JiAS 1 F1 2¢. I FBEATE ] T SNMP v3.

TR SNMP A 1 F 2¢ BATZE [ CA1 24 8 EATRIAS
INERTT AT AR R, ORI ART A2 AR A IR L
FRA H e (1 5 3 B8 UE T 5o

BINAT 1 32 AN ERFZ M PR 745 H . 21 @ (at
) o & (55 2 (%) BedHs . BRAEA public.

MR CWERR/ARATE, THBANS YR IABRE:

2. WX/ Z (Community/Username) 7B i A 72 (H,

FEBAMNS SR IABRE: & (Set: No).

R 0] LUE T CLI fiv4> set snmp community Ml I A4
FEXCFAF R, T A oK B SNMP ZEFE4 2 88 156 1
SKREEH SNMP fiA 1Al 2¢.

REEER AR (System
Administrator Name) 7B

$1 57 SNMP SRR N -
BN AT, 2 255 NTAT, B E A st A4 A R

i E 7B

SNMP R (J%54%) JE7FHE LA AR
A FEPRE A, B 510 M7

PR3 iR TF (Save).

T—5Hit+4
{1z SNMP [EREFIFT ) .
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£l SNMP B

LAUR BB i @ SNMP BEF o

N\

Fans |

AR EEZALE X\ SNMP [ERF.

UK

$B1 %L EEE (Platform Settings) > SNMP.

H1E2 7F SNMP FaBf (SNMP Traps) X4, Aiidiifm (Add).
HIB 3 75K SNMP Fabi (Add SNMP Trap) SHGHES, 155 DU B

(Community/Username) 7B

AR 15t AR
F#H4 (Host Name) ‘7% HUAE Y [ JL R 26 BB SNMP ML EHL4 R IP Hidik,
#HX/AR % BN SCVEVT 1] FEBI AR BT 1Y SNMPv 1/v2¢ A X 745 Hf B SNMPv3

M2 X2y SNMP il 55 e & AL X sl ] 7 44 A0 [ o

BN T 1F 32 NP2 TR 7755 5. 2 @ (at
)N ORBI) o EIE) L7 (EE) BLE R

i 07 B HUAH5 SNMP = HLIE AR LA A e Bea I )i 11
BN AT 1R 65535 Z I A
FRA 7B FHF B SNMP FRAS AR5 o G n] DU BUR o — 0
* V1
* V2
*V3
R TR, SNMP A 1Al 2¢ HAT ™5 (1) C. 40 2 4 )
A EATUAS I 7 AT A R B, BRI
R, AT R A X S RRUAS M — [ 5 47 56 UE T
e
KRFB 5T BRIL I BB A
* BB

< BE (AERRAY V2 A R0




ez savp iz i

AR 15t BB
v3 #2FR (v3 Privilege) Bt WIRESE VI A, 1E TR 2 5 PP S IR B 2 5] «
* Auth - S GAFHEAN N .

* Noauth - &H G4y SAUFE N . g, BRALLERE, H
FXOS A% H5 SNMPv3 It &1 B b 22 4205

* Priv - SOy UuERT N .

$IE 4 SGHBE (OK), 1R SNMP FER (Add SNMP Trap) SHEHE
PS5 HHRTE (Save).

fHIB& SNMP Bt
gz
$B1 EFFEIRE (Platform Settings) > SNMP.

$IR2 /£ SNMP BaEBH (SNMP Traps) X4, 755 AN R ) B Bk B (2 AT b iR (Delete)
Bro

£]3Z SNMPv3 F§ F

UK

HB1 L AR E (Platform Settings) > SNMP.
122 £ SNMP A (SNMP Users) i+, fidiifian (Add).
I3 {ERI SNMP B (Add SNMP User) XFilHES, HHE LR 7B

AR 15 AR
BRRTE SrEC4s SNMPv3 H IR 44 7R o

RN TRE . BRI T BT ko AR AF RS T-BE
e ChRIZ) 0 (RJRD « @ (MFEFRTS) M- GEFFD) .

AR (Auth Type) FB [ #EUSHL: SHA.




. i SNMPv3 Fi

Fars |

AR

15t AR

£/ AES-128 (Use AES-128) &7
EAHE

Sk s EHE, IR ] AES-128 %

P 23 SNMPv3 AN FFDES. i ARIEH AES-128 HE, A
ST BRI, AT A E FIBRAA B A A S A5

A TRRE

HEH P
FXOS 5 Z40AT AT AN A2 LA SR 1) 358 ¢
o IR B/ 8 NFATE, B % 80 NFAT
o WMIIANA & RE . B AIL R A
~ @AY & () -+ {[IN"<>
AFEEFUUTRS: $§ (GEnfFs) 2 () 8= (%
)
AL B Z D 5 AN AT
o NSO 2 IELL S SRR T B TR B, A R
“123457 WETANRTRF, FHRE “ZYXW” G5 =11k
HKFFF o WER IR PR BB AR GRFZ KT 4
26 AMNTFRE) NI A Ak 2 R
IR FEASFH B Al 3 188 B0 9 - A B T A 2 TR
RGNS T S W BRI AR i,
abed&!121 B E B ALK AT W, {H abed&!125 A

I
= o

#IA 8L (Confirm Password)
B

IRV NIE S TR




iz |

AR %8R

FaFAZERD (Privacy Password) 7 | st FH 7 F) B RA S5 it

H FXOS FHLAAT AN L LR ZER )5 5 -

© WAL D 8 NERE, % 80 MR

© DAL FRE BUEFILL T 745
~N@#%N&EF() N "<,>/

AFRGTLUTRS: § (GRILff9) 2 (H5) 8= (%
=
=) .

© BIEE R 5 AR FERT

AL Ik 22 3% B W e R B B B, AR R
“12345” WEVIANILRTRE, AR5 “ZYXW” A8 =ik
KT WP IR FAR DB A R GRFA KT 4
26 M), NI R A 2RI

R FEAT 1) 3 326 186 5026 ok - TR AN T W0 & Z AT
RGNS L B W G AR B,
abed&!121 B E B AL A W, {H abed&!125 A

I
Z~ o

TN FAZERD (Confirm Privacy | T FE R A I B FA B 1D,
Password) B

$£E4 S ME (OK), HHEI SNMP B A (Add SNMP User) 54
PS5 HTHRTE (Save).

ftiFx SNMPv3 A F

UK

HIB1 %L FEEIRE (Platform Settings) > SNMP.

$IR2 /£ SNMP B (SNMP Users) X 35H, 78 L5 ARSI S 6 P 060 2 (1) 22 1947 v ri i BIBR (Delete)
Fro
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B & HTTPS

AT HUHTLE Firepower 4100/9300 HLAH LAt & HTTPS.

\)

xR

0] LIS MLAE S F LR FXOS CLI B¢ HTTPS 3% 11, 5 HiAth HTTPS i &A% 7] 45 | FXOS CLI

IEH . BHRRMEZEER

HTTPS i F ARt (PKI) FIAAELE AN (B 7 i i) W3 #% A1 Firepower 4100/9300 #L
F) Al e AT .

N A FN = AR

RS PKI ¥ 46 B A — AFHEXSFR Rivest-Shamir-Adleman (RSA) #5354 (Horp—AMEFENRAE, H—
ANATE) s AEELE N . AT — 29 g B3 o o — 2 g . BRIEIN# M A,
LT BT M AR, Bl B SRR R . %7 T BUl I A
BRHINE PR “ZE87 ) TR ESRIEH I A8 A A W RO AT A8 FR AP
i B, W 326 5 S AR S AL B I T AT AU LAIE W o s s K B R LUAS ], 7R (B Oy 512
LA 2048 7. — MR, FMAKERK, 2o, FXOSTAE—ANERINEYIIR, W77 2048 47
IR, I VOIS 2 B PR,

DR SRR A PR S DS UE o 0, U 2T 3 T A BRI B I RIE TS

IEH

VRN AR AT IHE RS, IR & E B AR . IR PR & R M AP LA G S
R4 R BRSO . BRI AR, Wk B A SR PINM AR AR . TR P A
BoR ABAUEBRBEAN, B R SRR S, A S as iyl 2s B S KAk % s .
BOANEOL T, FXOS W& WEM HAELUET, Hrh @&k ABNEPII A,

ZiEER

B FXOS A5 10 A3 IiE, 85T S AR AT RS s AT i SR 2 B A B4 54 (1 58 =7 1k
5o BB=TNIE MAUAE B M55 E M2, AT LUERIE B AU (CA), A LU+
1) CA B AEAE GBI R CA FIEAEEE—70) o ZRPUFTIET, n2id i FXOS A2 it 15K,
IR R B R AEE R

|

EEEM

UE 520K ] Base64 4iht X.509 (CER) %K.
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FXOS % 3 RF 8 MEPIH, WHEBOAE T,

UK

7 A I NS
Firepower-chassis # scope security
T2 QI a4 E Y
Firepower-chassis # create keyring keyring-name
PR3 WH SSL HKE (LML -
Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
S 4 AT S

Firepower-chassis # commit-buffer

A5l

LA R sl G s PIR /I 1024 73 P14

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

T—$#tta
I GIRIE R, A% PIROIERAE Bk

E e N8 ININEE 2B
S 4 S L, AT A A B SR 5.

)

B BIASHEMUL FXOS LaY FCM T .

UK

SR A i




B czzommirsnk

Firepower-chassis # scope security

HENER N PIFA 0 3 PI3A 22 4 pii ok
Firepower-chassis /security # scope keyring default
HOBE BB I

Firepower-chassis /security/keyring # set regenerate yes
FATAES

Firepower-chassis # commit-buffer

T
PR 7 8] S8 A R A 1A

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer

Firepower-chassis /security/keyring #

122 2 AR AYIE R 15 3K

{52 F B 7R 11 €1 22 % A M IE 5 15 K {3 A E 2SR 107 €132 B AR RYIE T 1 K

UK

2 A RPN B

Firepower-chassis # scope security

P2 SENEYIARERIA

Firepower-chassis /security # scope keyring keyring-name

Fans |

BRI MHIRE 1Pv4 B IPv6 Ml oAz He [ BRI A4 FR QU UE P K o R G0k B S8 A UE 135 K 1) 35

figh

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

SR A RS

Firepower-chassis /security/keyring/certreq # commit-buffer

PIRS BT LU B A% A5 AL I U UG IO UE A 175 5K -
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Firepower-chassis /security/keyring # show certreq

T
LR 7= 9 A P S AT I8 3 IR QS I s HAT TPv4 ik RAIE oK

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

MITIBfTCB5wIBADARMQ8wDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1lt8gMZ04UGQILKFXQQc2c8b/vil2rnRF8OPhKbhghLALYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4ARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgMBAAGY
LTArBgkghkiG9w0OBCQ4xHJACMBOGA1UJEQEB/wQQMA6CBNNhbWMWNICECSE1XAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXr1lHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

T—5Htta

o SHRE TR ICA (W8T [BEGIN] M5 H [END] 47D , JERILGRAE SISO Rl e+
TR SO AOE BT BUE B AU, DERIBCE PIFE .

* QU AR AR RUF R E MG AR AR IR IR B GV 52 A5 RO F 0 WS AR B £
(RIS LN & 11 -

1 S Ik €1 2 % SAIRAIEF 153K

B ARG

Firepower-chassis # scope security




Fars |
B creEmtmoEmnmeraE

PIR2  FENEFEYPIIRCE R

Firepower-chassis /security # scope keyring keyring-name
PRI QIR K:

Firepower-chassis /security/keyring # create certreq
WA J50E ) P FE S/ D B S A XA -

Firepower-chassis /security/keyring/certreq* # set country country name
FB/S i IR G4 g5 45 (DNS) Hidil:

Firepower-chassis /security/keyring/certreq* # set dns DNS Name
FIR6  FE SR I KA SRRl sk«

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

$£I87 35 Firepower 4100/9300 HLAH 1) IP kil

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

FB R IGUET 1 2y ] ST 78 R 3k Tl sl -

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
IR IREiERKIE 42

Firepower-chassis /security/keyring/certreq* # Set or g-name organization name
TR0 FE S AL

Firepower-chassis /security/keyring/certreq* # set or g-unit-name organizational unit name
LR HIEBIERIEE i %Y.

Firepower-chassis /security/keyring/certreq* # set password certificate request password
FIR12 FEiRIUE B A d IR A . THa HR X

Firepower-chassis /security/keyring/certreq* # set state state, province or county

HIB13  J55E Firepower 4100/9300 HLAH 1 58 43 bR i 46k 47 «

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
LR NS

Firepower-chassis /security/keyring/certreq # commit-buffer
FIRS BRG] DU T A% 2 A5 Al Bk 15 A WU R i oK -

Firepower-chassis /security/keyring # show certreq




Lt el |

1l
)
ER O 2.7 iR, BATTE BN EAE AN FQDN (1) “setdns” B “ set subject-name”

PRACLEPIX o W R A FH A FQDN 1) DNS BUfili FH # A FCR B IE KR, 045 3 300

o

LR 7 B4 P vetr R 100 5 A B O (s BAT TPv4 bk IR 515 5K -

Firepower-chassis# scope security

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security # scope keyring kr220

/security/keyring # create
/security/keyring/certreqg*

certreq
# set "ip 192.168.200.123"

/security/keyring/certreg* # set subject-name "sjc04"
/security/keyring/certreg* set country "US"
/security/keyring/certreqg* set dns "bgl-samc-15A"
/security/keyring/certreg* set email "test@cisco.com"
/security/keyring/certreg* set locality "new york city"
/security/keyring/certreqg* set org-name "Cisco Systems"
/security/keyring/certreg* set org-unit-name "Testing"
/security/keyring/certreg* set state "new york"
/security/keyring/certreg* commit-buffer
/security/keyring/certreq # show certreq

H o e FH o o S

Certificate request subject name: sjc04
Certificate request ip address: 192.168.200.123
Certificate request e-mail name: test@cisco.com
Certificate request country name: US

State, province or county (full name): New York
Locality name (eg, city): new york city
Organization name (eg, company): Cisco
Organization Unit name (eg, section): Testing

Request:

MITIBfTCB5wIBADARMQ8wDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1lt8gMZ04UGQILKFXQQc2c8b/vil2rnRF8OPhKbhghLALYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4ARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dt ztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAGMBAAGY
LTArBgkghkiGO9wOBCQ4xHjACMBOGA1UdEQER/WQQMA6CBNNhbWMwNICECSE1XJAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw5 6RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDIAV
TTYVvUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

T4t 4
* SRREATR IR COSETHR [BEGIN] MIZEH [END] A7), JRRIARAE BISCAF o KA UE TS
TSRS S S AR AT R S AR, LIRS T .

* QIR RO E MG AR AR IE B I 5. U525 5O F ) WS AR £
A B B .




B oeseas

tIEZEER

HEN 2 AR

Firepower-chassis # scope security

QU2 AT AL

Firepower-chassis /security # create trustpoint name

N MR AFAT AR EUETAE B

Firepower-chassis /security/trustpoint # set certchain [certchain ]

MRS P IREIEDE R, RERKRAEMAE P EEERTIEL, & XRRIERBRA(CA) FIE
Pigtt. AEHAEER 17, # A\ ENDOFBUF LL5E kAt

BEEW  {F BRI Base64 4ifith X.509 (CER) ¥4 2.

RAAESS

Firepower-chassis /security/trustpoint # commit-buffer

Gt

LUR 7R Bl 3 52 A5 A i F S0 32 AR AT riRAIE A5 -

Firepower-chassis# scope security
Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.

Trustpoint Certificate Chain:

VVVVVVVVVVVVVYVYVVYVYV

MIIDMDCCApmgAwIBAgIBADANBgkqhkiG9OwOBAQQFADBOMOSWCQYDVQQOGEWJIVUZEL
BxMMU2FuIEpvc2Us IENBMRUWEWYDVQQOKEwxFeGFtcGx1IEluYy4xEzZARBgNVBAST
C1R1c3QgR3JvAXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYO0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEGZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMOswCQYDVQQGEwWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5fKgGQgXc
wR4pYiO4z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

TaigE |



wirssamag ]

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

TSt 4
{55 S AR WKL ISR 153436 B A BISE
BIEB S NE RN

FHIEZ Al
o P AL E B PMIE B I UE B B A5 A R
o MAFAE A BUEAS AUAH AL SR P FIEAS

\)

ER IR E MO AE HTTPS _BACE (S8R b ES, 00558 i 5 HTTPS A fe il 4%k . H%
VEANME L, 1S FHias HTTPS , 5 28 1.

iz

P AR
Firepower-chassis # scope security
PR 2 K EMOIE T P R B A
Firepower-chassis /security # scope keyring keyring-name
PR3y ML SRIBCE PIIAMIEAS (A5 AT 58 BE P AU WU i 7 32 A5 AT A
Firepower-chassis /security/keyring # set trustpoint name
TR A JFEH TR AL HFAUE T R HE
Firepower-chassis /security/keyring # set cert

TESERTEG, R S AR EOE PR LA BB TE SR . fEIF 10 F—47, %\ ENDOFBUF
SERGE AN o
BEEW {F BRI Base64 4ifith X.509 (CER) ¥4 2X.

SRS RS

Firepower-chassis /security/keyring # commit-buffer




B ==ures

fic & HTTPS

TaigE |

A5l

DN E R L RSP B AT RS VAN SR

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~“C to abort.
Keyring certificate:

VVVVVYVVYVVYVVYV

\

>
ENDOFBUF

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

T—5Hit4
A% FH 35 AR B HTTPS RS o

AR SOMCHTTPS FCE (UG S0Rs B HTTPS AEH] i A P30 J5, — BARAFEERATAESS, ITf

PIR4

HI HTTP F1 HTTPS &1 #lf CH1,  1in A s

BEAN R Gk
Firepower-chassis# scope system

BEAR GRS

Firepower-chassis /system # scope services

J8 1/ HTTPS R%:

Firepower-chassis /system/services # enable https

(%) FREEAT HTTPS B .



mgures ]

Firepower-chassis /system/services # set https port port-num

(AIE) 4R GUEEH] T HTTPS (3 P A4 7k

Firepower-chassis /system/services # set https keyring keyring-name
(WJi%)  $R@ AL HY Cipher Suite %42
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode 7] LA DL R G 72—
* high-strength
* medium-strength
* low-strength

* custom- FUUFME 4R FH /7 s XL Cipher Suite MRS AR YE 745 5 o

(afi%) W F4s cipher-suite-mode ¥ hcustom, 1545 €48 1) Cipher Suite 224 H & X i -
Firepower-chassis /system/services # Set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string Al LA & & £ 256 N 747, IF HUIFFA OpenSSL Cipher Suite V5. A
FATA SR BRI 45, 1 OIS o + (i) - GEFRD M (B9 Brob. AGE4IE R,
1527 http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite .

B, ERIAELL T, FXOS A IR o o B R 7 1 3 A -
ALL: !ADH: !EXPORT56: ! LOW:RC4+RSA: +HIGH: +MEDIUM: +EXP: +eNULL

iR WK cipher-suite-mode & A icustom 2 A AT A oA AR, D) 2008 1 3 351

FAESFIRAL B RGN

Firepower-chassis /system/services # commit-buffer

Gt

PUR7n G5 H HTTPS, i H 5 BEE N 443, RS PR FRBEY kiing7984, K Cipher Suite
GARGONVCE A, TS

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #



http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite

B =cumesin

B HTTPS i

Fars |

L

i

BRINIEOLR, e 443 _FJS ) HTTPS IRSs. #CEEZE ] HTTPS, HA] DASE e 1, T
HTTPS i%#.

UK

P AR E (Platform Settings) > HTTPS,

(eSO (Port) BT A SEH T HTTPS HEBE M 1. J5E M T 1R 65535 2 I IIEEHL. BRAKS
DUT, {Eu 443 FJs HIEIRSS .

HidiR7F (Save).

A FH P 2 1) HTTPS St 1S B LA -

SESCHTTPS S s, BT 2410 HTTPS S i AR OGP 1P o A8 A i 1 08T 6 o HUAG 7 B
W r PR

https://<chassis mgmt ip address>:<chassis_mgmt_port>

Horp <chassis_mgmt_ip_address> & #5754 4G 0 B 391 1) fa A FRIBLAR 1) 1P kb sl =144,
<chassis_mgmt_port> & %Kil NIKC & ¥ HTTPS i [ .

=¥ /a5 HTTPS

$IE5

IR

R E KO A HTTPS ERCE MR e, A FE 5 5 HTTPS A e 5l 4%, 4/
DL RE I H A AT SN HTTPS.

i

BEAR G

Firepower-chassis# scope system

BEA RGeS

Firepower-chassis /system # scope services

e HTTPS # PIAKE BRI :

Firepower-chassis /system/services # set https keyring default

KA IRAC R R G

Firepower-chassis /system/services # commit-buffer

SEf AR
i IS B 1) 5 DI3ASK BB HTTPS:




Firepower-chassis /system/services # set httpskeyring keyring-name

FAESF IR B RGN

Firepower-chassis /system/services # commit-buffer

UK

BEN AR

Firepower-chassis # scope secur ity

T E 2 I3

Firepower-chassis /security # delete keyring name
AT

Firepower-chassis /security # commit-buffer

A5l
DN AR

Firepower-chassis# scope security

Firepower-chassis /security # delete keyring keylO

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

MiFr =S ER

FHiaZ |l
RS PIAARAL ] 525 AT

UK

TR A7

Firepower-chassis# scope security

TR 2 MIERIRE 2 AF AR

&

]

e |
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Firepower-chassis /security # delete trustpoint name

SRR3R S

Firepower-chassis /security # commit-buffer

Gt

LAR 7R BB 52 A5 A 1

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2% HTTPS

T ARG
Firepower-chassis# scope system
P2 PARGIRASHA:
Firepower-chassis /system # Scope services
HIR3 45 HTTPS JIR%-
Firepower-chassis /system/services # disable https
TR FHEF IR TR SR :

Firepower-chassis /system/services # commit-buffer

Gt
DA R 745 H HTTPS Jf 42484155

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #




fic & AAA

XF AAA

CEYYYS |

AN BH AL ALK A OGTEAE R, SN

Kb BBRNCIK (AAA) R AIRSS, TR 2 BHRA VT I SCskms . PPAS (T 1 D042
B IR SS ATV ST 15 B e SR IE ] T U 7 o SRBUT TSt sems, XL SRNE A 2 201 5
Gy SAE (¥ BEAS U7 IR IR L DR PRAN R 55 o A IR I [R) AN BE JSEA T IR B, IX B T 2 A
Wro IXEREFER T kAT W 2 B 22 4 RT3 R G 2

S48

SO SRR AL T RPN RN R BT, SRR R ST RN RO AN RO RS, SR
JE T VTR . AAA IR S5 a5 208 P 3R AL 0 SEUE S Bodi P v AA A K P AR IEREAT LR . I 2RE
UEDCAC, D Seve s ) P4 o dn R AR UEAN LG, U SR S0 UE RN, FIR4E R 455 1)

11 L% Firepower 4100/9300 HUAA T B0 WU 1045 FIEREAT S I0AF, AL 21
- HTTPS

* SSH
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o JRE -0 NTP R JH T4 854 0] 1) Smart Call Home Bl & MRS H ik (U3 RS H BRGS0
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IR WERBRA SO0 U S B0 SR A 15 AT A IR I R S S UE P (RADIUS. TACACS+
oY LDAP) , ANHHHX S s B ek s O IR A5 g O B L i (e, R 2R 4 A el
SO ECT )

B E LDAP 2132 F
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FE AT S5 PG R oS T~ SR R B AT SR (IR e iy 5 R BN BB . SR N R AURE P AR A
XL R PERIBEE, W FXOSHH I HI % B I ZIg BRI BEE

AT H Active Directory /£ 4 LDAP ili454%, 15 7E Active Directory 257 H G HH /7 ik ' LAY &
FXOS. ItIK = [ E A KA T S 5564

ki
FIB1 L EAIZE (Platform Settings) > AAA.

HIB2 il LDAP LTI K.
$IE3 {EE 14 (Properties) X, HE LU 7.

AR it AR

BB TERGUBIN 21T, REeeIE R LDAP Bl e I 48 2 iy )1
B LR R A .

AT 1 2] 60 RS, ERINMED 30 70, iZm Ik
HHI

BB LDAP Jg1, et M g f. wetknsgt—4
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B8 DN B LDAP |2 E5 R IR e b iR 4, MIcFEH Fog ot H R G 24K
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1}, sSAMAccountName=$userid. LDAP % Z& A [ T AR LL PR 52 X
MUESS I P 4% . L IE 244 Suserid.

ZJE M AT SRR TR LR e ik vk, I 0sgi
i H CE AR LDAP $R AR R & — it vk s

TR 4 LEHRTF (Save).
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@143 LDAP $24EFE .
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DL R D e XA & LDAP 34527, RIH L4523 T LDAP ) AAA IR&-HOF e imFE ik
25 4% o
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FXOS. Il B HA KA IS A 1) 2% 5
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HIE1 L AIEE (Platform Settings) > AAA.
$IE2 fidi LDAP .
PR3 AT ER AR LDAP 4241757
a) ft LDAP 121t32FF (LDAP Providers) X1, s5iiiiin (Add).
b) 7ERHD LDAP 12142 % (Add LDAP Provider) G HES, 5 DL 5B

AR 1t AR

F#1&/FDQN (¢ IPHlE) 7 | LDAP R&#5) EHLAEL IP Hudik. @i )e 7 SSL, B
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JBF SSL HikHE
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PRAFRF R CA IE1S.
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FERGUHEIN 21T, R AIER LDAP Kl ¢ I K 6 2 1) I 1]
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AT 1A 60 B2 A AR, sgdmA 0 (%), DME
JUAE LDAP ZET - E4R5E 142 R I e BRIAEDY 30 £,

PRz 7 Bl

PEEFEARUSE ML LDAP SEOLRE > ok 55 2% PR A S A A 7 -

* WK LDAP $#AEFE 7 & Microsoft Active Directory, 1HIERE
MSAD.

* WA LDAP 24727 A2 Microsoft Active Directory, 151k
¥#4TFF LDAP (Open LDAP).

BRINME A $TFF LDAP (Open LDAP).

c) RiHRE (OK), mIXHIERIn LDAP 124£%2F (Add LDAP Provider) X iifiAE .

R4 LEHRTF (Save).
PSS (ATIE) 3 HUET Aok A

Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}
TR UG EAAE A Y SSL & #2 J5 A A

P& LDAP 12 {12 Fr
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HIB1 EHFFEAIZE (Platform Settings) > AAA.

$2 i LDAP I,

1B 3 /£ LDAP {232 /F (LDAP Providers) X381, 765 AU ER 1) LDAP $2ULFE P Y iR 47 b A

difip& (Delete) Elbr .
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)

FR FXOSEZ T 16 /) RADIUS Heftie)y.

UK

$IB1 LT AIZE (Platform Settings) > AAA,

$18#2 L RADIUS &I .

DRI AT EA IR RADIUS 2 67
a) 1F RADIUS 232 % (RADIUS Providers) X i, sidiifn (Add).
b) fEi%In RADIUS 2325 (Add RADIUS Provider) XFifHE R, IHS LR 7B

AR

AR

B

FEHZ/FDQN (X IPH#it) 7 |RADIUS R4 25ir) M4 BL 1P Hidik .




B % ra0ws 2tz

Fars |

AR

L RA

g - B

FXOSH F A& BEFE 35568 F 7 JEAT S 43 S0 E TR
BWN—DNT 1R 16 Z I EE, s A\ K7l B{ELL 0

(%), ArfE AL FXOSHYEAE HLART B85k FXOS CLI
e SR AR AR P 2 L — AN R T .

AT
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7t RADIUS &I+ 5 M4 Rt . BRI 5 7.
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TR R RIS i R R T

WERTELE, WA —NNT 0 S 2P, 1R A6 E 1%
i, Cisco Secure Firewall #1586 & B 215 4% FH 7F RADIUS &3k
EFREmIME.

c) MiHARE (OK), nIXHAIN RADIUS 121£%2 5 (Add RADIUS Provider) X} i54E
PR 4 R TFE (Save).

fHIF% RADIUS 1272 %
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$B1 %L EIRE (Platform Settings) > AAA,

$1B2 il RADIUS T K.
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AR FXOS WU A SR iy ) P2 & U7 Irl P2 ) R SR i 1 (TACACS+) Bl i &t 3t

i

HIE1 L AIEE (Platform Settings) > AAA.
$1E2 il TACACS ETi .
$I1E3 {EE 14 (Properties) X, HHE LU 7.
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HBET B RGN 21T, RG24 H: TACACS+ B 22 N 44 46 2 11 It
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PR 4 R TF (Save).

T—5Hit4
B4 TACACS+ $2 LR T o

£1/72 TACACS+ 121t i2
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)

B FXOSHEZ I 16 ) TACACS+ HALFR )y .
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FIB1 EFFAIZE (Platform Settings) > AAA,
$£1®2 il TACACS &I .
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W3 XTI INTIEEA TACACS+ HRALFL T
a) {E TACACSiE#t#2F (TACACS Providers) X, s5iliin (Add).
b) 7EiRIN TACACS 12132 F (Add TACACS Provider) XJiHE T, 5 LU R 7B
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(%), ArE AL FXOSHETE HLAHE B 5 FXOS CLI
P SCH HAB R AR 20 e~ — AN ml B

TR
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BIAN—T 1R 60 Fb 2 [ AO3EEL, s 0 (%) , DME
FH#E TACACSH LK IR 4 JrE i . BRIAEN 5 P,

c) MiifARE (OK), nIHiRIn TACACS iR 132 /F (Add TACACS Provider) 5 iiifiE

R4 SEHRTF (Save).

fB& TACACS+ f=2 fit#2 /%

g2

FIB1 L EAIZE (Platform Settings) > AAA.

$1B2 il TACACS &I .

$18 3 7 TACACS 12112 F (TACACS Providers) X, 75 55 AL B2 1) TACACS+ R AEFE 5 I (1)
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$IE1 EPFHEEEIESE (Platform Settings) > &% H & (Syslog).

P2 REAMH -

a) AidiZAH B &Y (Local Destinations) ¥ .
b) 7EZ HAY (Local Destinations) #&I0F |, 35 LR 7B

RN

L RA

¥=4%l & (Console) #4

EIIRT (Admin State) 7B

PR SRS E 2R R HENE.

TR R G L RoR R H BN BRI s H & B n
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W AR EARAE AL B s R A H AT R R 2 H AT S
FIHEF, iEEHEA (Enable) FiEHE, WK IHIE+EA
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o) milifR7F (Save).
W3 L EIERE H T
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Fans |
B ==onsmss

AR 15 BA

HFEEIRIRTS (FaultsAdmin | £ 753 FH A& Zelhs H &30 . Wik B A (Enable) EiEHE,
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FIE1 EPFFAIRE (Platform Settings) > DNS.

P2 %P3 DNS AR %528 (Enable DNS Server) 5E4E.

LI 3 IR IN AR DNS JIR45 8% (% 44, 175 DNS BR%5 2% (DNS Server) 7Bt il A DNS
2541 IP Hhdl,  sidiidan (Add).

$IE 4 5HRTE (Save).
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PR 3 ILEHE FIPSICC model T HF “FIPS I FHARUE” % H .
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SHIEO RN MAC S ATESE, FHEEH MAC it

FXOS WU 2 A3k 252852482 11 [ 20728 i MAC #ihik,  DAR AR AN S v ity e 52482 048 FH i — (1)
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R BRIEE MAC BT GHEHE .
a) AT 165535 2 AlFHHERIME . ERTZR S ek — AN PO BN HERECy, I RE
MAC Hsik i —#55

QATAE TR R an R . W HORE BT B E A 77, WINUAR 2% 77 #6350k HEHIME 004D (yyxx) .
& MAC ik AT N, T 42s e (ocyy),  BAHE 55 HLAR ) AN b % 2CUE AL :

A24D.00zz.zzzz
XFFAT4% 1009 (03F1), MAC ik -

A2F1.03zz.zzzz

b) miiifAE.
REEA Bl FAZ T2 MAC Hudiko a7 a7 AR B 7S BEHHE N B s 7E 24 I
7o

A} -—‘—-l:ll:l:s‘-l N *x: oo 8

A AL LRI ZIELR &
PR B R R 2SS ) SR A RS O, 1E BN a2 AR E SO BB R A5 N SE
W, 1548 B AR A FH ) R . YR AW E CPU LR, RASHRIEZ OEES)
00 RAM, FBAREASSEH] B RE#L45 [R] %k 40 GB.

| raws W


b_GUI_FXOS_ConfigGuide_2130_chapter10.pdf#nameddest=unique_160

Fans |
B ==nssnzs

o T/MZOEEE N 6.
Y

AR HAAERNZEER S, BAEMZ OB RS B R A AR
B CPU A A BAT RN O Bl (0 S8 6 I it 5 338 A S AU
IR B R Z RO, A BCE 2 D

o T LIATEARE (64 84 10, 124 1428 A, T8 H KA.
o TR FAZ OB e T 22 R H IR L S, 15 5 [ 25 4 S 1) B SR R e 41 .
MU HE— i 4 0 "Default-Small" BRI\ G VREC & SO, R RS Mz O 8. 48] DUE St

FCE S E X, SRR AT ARAE A L N SO . 1R, SRR B SR LA A H R g EA
FAAEATATT AR E B SO I G T o

U AR R IEAEAE ], TG B BSOS UG B S V. AL IR AL P e SO AT 5281, AR B et
YRPCE SO, dw i B HI S o o SR A Sy w0 AR A P SE R, R e R AT
RE DRI R A 8 53 R — 3

T SRAE A 9770 S A8 % T 2807 B o J B SO R B DA R, R R N A B P 1R 2 (Devices) >
& EIE (Device Management) > 1% & (Device) > &4t (System) > iE & (Inventory) XJiEAE L 5B
AV T B

UK

1 EFTFAIKE (Platform Settings) > FiREL & X (Resource Profiles), #AJ5 fiiifvin (Add).
RYK BN R IR IR EL B ST EAE .
P®2 WEL NS

* Name - BB ST 1 A 64 747 ERIEC B SO A PR TR, BRRC B SO AR I 5 e i
o

* Description - # &% 510 N FRFEE SCAF B o
* Number of Cores- & E N1 6 Al KAEZ [ FIEC B SCHAZ 030 (%D, BRI IR .

T3 LAEME (OK).

=~ i Y Jax
e B W 2% 45 1) SR BE
HAEFRIAEBR %, FXOS SZHEAHEM)ZE R I (LLDP), X & — AN 345 5 7 1 15 2% & D0 B

W, fE IEEE 802.1ab FrifErfE o LLDP fEVFIMIZ% i #R H 515 SUE 45 k26 P i el e o by
BRI HERS 2 AT, EMNEAT AN I A R G LT Rt

W rewE


b_GUI_FXOS_ConfigGuide_2130_chapter10.pdf#nameddest=unique_162

raEiEre 1

LLDP & —Fp s s, oA o5 M e i ShRE A M Ak 45 Bl LLDP %25 1# FZ B BUR U
HoAl LLDP %4518 3K 15 B

BAE FXOS WU LR H L hag, BmT ARG M2l sems, T4 € LLDP ALMmAiE s . ™

s QI e, R BCE . BT LR AR AR S . EPM 3 1 i B A7) 52
iy 12 N AAEART 42 1 _E K LLDP.,

)

P  JovkAe L A B O _ERCE LLDP,

o BEFER TR A R R 1 BRIA R Y LLDP HoR B8 kot A Fotu i 11 2 ERIA A5 LLDP.,

i

P EHEFAIRE (Platform Settings) > W44 HI 5B (Network Control Policy).
PIE2 pidiiRm (Add).

FIE3 fE LTSRS ” (Network Control Policy) X iEHEH, ZfE LR 7B :

AR 15t A

BB I 2% 47 1 SRS T P — 2 K o

LLDP #ig 5 ik e fif FXOS figfig#:1 LLDP $#fi1..
LLDP &4 fi FXOS REW f&%n LLDP %4E .
S HE

1B B oY 5% 2 1 SRS D

SRR A SHRTF (Save). BUE RSP RIHGT, A AIURE IL MRS 12 1 o A7 AT 0 242 1) SRR, 2 oE R R
BORP IR, SR ED R,

oo Y

fc & 4178 URL
T PAfEEE B URL, DMEE M BB A0 BT TT BB 18 SERI MRS BEEs . R AR5 ENLAE
EH URL, WEHVUAE LR

WSRAERE BB A SIS In ) A B 5 MU URL BEE, i n VAERE > REEE > RE >
R4 > B IHE SO RS B IR A



b_GUI_FXOS_ConfigGuide_2130_chapter9.pdf#nameddest=unique_164

FagdE |
B ==n5um

UK

SR T aIRE > 58 URL.

P2 WEL TS
c HLFERR - BENT 12 60 MEFFZ MBI AP
* HLFE URL - BCE B0 ] TR 3 HURTE FELAs Hh B 5450 1 URL. URL 4425 LA
https:// JT ko WERARAREHUAE B URL, WAL IR 4 AR -

PR3 rLliEH.




HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



