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4

Firepower 4112 3 22 78 GB 308 GB
Firepower 4115 7 46 162 GB 308 GB
Firepower 4125 10 62 162 GB 644 GB
Firepower 4145 14 86 344 GB 608 GB
Firepower 9300 SM-40 24k | 13 78 334GB 1359 GB
Firepower 9300 SM-48 % 4= f5ith | 15 94 334GB 1341 GB
Firepower 9300 SM-56 24 ik | 18 110 334GB 1314 GB

BRI R

X TAE Firepower 4100 HLAHEL Firepower 9300 fHe LRI HL T, d T VFrISEmt, Bnziif A
] L
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1% 3515 B8 1Y /4 U 0 PR

A RIS, ST R F.

— i /4 JU) 0 PR

B K IEHE
AT LAAE UMM AN ASA 5 |5 e C FE R R B A s Lk it e O WA

= A A
o FE NV G L P L v T
o AT DURAEA Bl 42 LTI b e B MRS B . AN SCRP B I L= 1

ZEBIFERER
* I ASA SRR A R,
< WEG, WE ASA hE A 24 R
o A A S 1 22 S8 Dy e LI A0 AR rhuL 1 BB
o XEF BB 2RSS, SRS B L U B e A 5 B IR BT A S
* T IR Z 16 A a9 F R A TLS I inid .
© XFT BB AR SE], ANSCRELUT TR
* Radware DefensePro # % 15 1ffi%%
« B UCAPL/CC Fat

o BURELE R SR

SR RF/E A0 PRI

FL48 (8] SE BE Y T HR A
o BFARERE AT R L AR R R 12 T RN R T B I 2 1 1) MITUU UG o 6% N K R A7 S e 1
M MTU e & 24 Lb i 32 0 MTU 32005 100 27, FE I ARG 2 0 B AR A 4 B B & e A8
Wt TR RIS R A e A, DRI SR AR hI B I 5 L R Xl e 38 K/ INI 3L
P DL S AT B T4
o X}F Cisco I0S XR R%%, MAE R EIFERIN MTU, iF# I0S XR #10 MTU & & 0 LR &%
MTU 55 14 #75. BB mtu-ignore i&15i, 17 01) OSPF &F1r w2522 n] e s R TH T,
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FEREBE S MTU W5 10S XR IPvAMTU AL Cisco Catalyst Fil Cisco Nexus A2 #eH A 75 B HE T IX
iR,

10 TR IR 2 T S el b, 180T DO B A I HE B SR e 45 I A e L 11 b i FH A= i
B PortFast K IR HT 15 & IR I 7

FEAZHML b, FRATTEE WA LS Hesp—Ff EtherChannel $1 431 577):: source-dest-ip &%,
source-dest-ip-port (&% i [0 B} Nexus OS F1E £} 10S-XE port-channel load-balance %) .
T A S BB L TP A R OGBS vian, )2 T S B0 A D B R R TR AT
WRAEAZ e F 5 EtherChannel 151 8394500, MIAS#el (1) EtherChannel 22 144 7 16 5
WEHe ks, A MR R 3. TR PO A AR i BT S AE AR LEIR o

LT HMLASCHF LACP g FREH GRVBEB A& HRERS ) o T LAZE I Bhasa H Ak 56
G, AT X DLOK 38 T 2AT S e

BRI RE B AR LR A BN AN LB 2 4 S AT o R T TR e 1) B o) Y W IE A
I 4 2R A HALIRAE S 4 2R A v] ft S B0 R L 5.

g |- W TE 4 7€ v W7 IN 1A AN 0 G 1) keepalive [A] B o

1t Supervisor 2T EtherChannel |-, ERIAMIHIIME /B FEVL 2 BOE N . O 1 4 VSS Bt
(AR PRI, V1 3 e B0 R B 4 1) i 1 LT ) 87 B0 B o5k [ 7

router(config)# port-channel id hash-distribution fixed

G4 R SR s BT RE TR BT VSS S AR % AT Y S

Firepower 4100/9300 #2437 LACP IE# @i &r. M,  #A] DAZEEHE Cisco Nexus A2 ##l I
JH LACP IE# il .

LR INAT ML 55 X DA P T T8 (40 e 0 P 2 M i, ml A AS e L i B2 11 s F e LACP
HR . BRINES LN R G0F FXOS EtherChannel [ LACP 3R 8 Pl . 159, JEEexs bl (i
Nexus 241D {EPAT MRS T ARAFTHE (ISSU) IfANSZHF LACP J% “Pid” , PR A 1 BURE
T ISSU 588,

H#8 18) &£ 8£ 1Y EtherChannel

B zses

TEAR T 15.1(1)S2 [ Catalyst 3750-X JEE} 10S FAFRA Y, ILAERE 15 45 A SCRPRF EtherChannel %
PRV HMHES . RSN E T, i RIS HERR LR B 15 % EtherChannel, 445 il 1
BTN HIN, BB H AT A EtherChannel A2 iEH TAE. e mafeatt, ik
stack-macpersistent timer iy 2 1 BN AR B K IE, LUK I VAR B, nr Il geE
8 4y, BREE N 0 LLRIRTEST K. o, B AT B S InAs e IAS LR A, 31
15.1(1)S2.

5 W 4% 55 ¥ £ AR 1l EtherChannel IiC & - 15 55 06 A5 X LUK Y 3 18 A1 152 25 A 1 EtherChannel 3% 24
HORC B AT L o

o 5 DX DAOK R IE A0 - 6T 1 BT A SRR R D (P BT 152 48 15 W 2% EtherChannel, T3 #2 L {EAC #
LA FF 05— EtherChannel. 15 R BN D #S & T AL R — AN ETE 4 .
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Switch

RIGHT

VLAN 101
port-chi

Spanned Data Ifc

port-ch1

A

i

i

eth1/2

Node 1

eth1/2
\|

Node 2

gaoeminrs [

Switch

Spanned Data Ifc
port-ch1

o W £ At EtherChannel - % T- 8715 £ A< Hi EtherChannels, 045 b 22T 458 h) 4k 1% e & 1A E ]
EtherChannel, 145 7EASHeHL L HE B 70 ) EtherChannel; &7 (FAZ AL K 2 AN 4EBE T
£% EtherChannel & 74—~ EtherChannel.
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Switch Switch
RIGHT WRONG
VLAN 101|| Cluster Control Link AN 101|| Cluster Control Link
port-chi || port-chi Node 1 -ch1 || port-ch1 N
N\ ethi/2 M\ ethi2?

‘u’ eth1/3 e

[Uj {u) eth1/3

t-ch2 ort-ch1
port-c p ethi/2 Node
() | ethirs
N/ Ny
ort-ch3 ort-ch1 el
P & eth1/p Node3 Bl
eth1/3 elyy/3
. y <
porichd || portchl . Node 4 po}'}'{m eth172 NOYe 4
() (] emis W (]
\_/ U \—/ |IE|

uh e B SR B
THZ AT Sk R RS LR HEN:
o SRR I RERR (K RE IR A 25N T- 20 SBT3 INF 8] (RTT).
o SEREA I B LT 5E, B B B s E SR ARG O N, RN L H R
© W) EIE R PHIMT N SR T B T AN Rl R AR 5L

o NSRRI B DR R B R, RO e AR, B B 0 EE (DCT)
A I G SR A A ] B S AR S R SUAL (OTV) sl S I B e 7 i B A S 5 PR AR 5E
W LAIE A B 2 (BInEET OTV [ 802.1AE MacSec) AL E ns .

© X TARNERIN G, AT 2 AN SR ] (AR S BA DA DRI, 45 e SR (R A
T LSBT AT o o R TUIAT oo (G, WRER T g AL, /\éﬂ%ﬁﬁ%})\i@%ﬁﬁ
A7 AR — 2 ROEFEAL R 83 A (0. (IRAESG A ID) o BEAh, WERIUR A R ke, A
Hi S 10 SR A ] — 3 AR BRI AT QLR WORAS RIS s8] iR AR AR, HoIstda

B zses |
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gaoeminrs [

A R A R e I Rl R AR A AR, WU R h Y T B BT T, (HAR R %
FAEFFT R W R . O

T AHAL, DUR RS REA AL : NAT 8 PAT iiii; SCTP fa A it /0B
AT B

XETEHIRE, A REEREATE T A RIS e 2 18] CAKA REAERA) Rb Zifh i 4>
WS 8 LA MAC HhE, PAANAMERES i as S — > MAC Hiuhike 97 T3k 1 ISR
ORGP T30 202 I AR, H b MAC M2 B0/ B o SR MAC Hiuhik 5547 3 55
1R A s AR ], R o o B AL Tt A 2 I s

FFIE IR, W R A TR L TR B X % R R DG B ez TR, A P I 48 2 [
PI7 K3 CAKA ZRVEFEN )  TUAREAN W9 G 1% #7108 A ] HSRP 4558 — Bk U Ppill (FHRP) 7E
FEASuE PR R R4 TP A MAC Hudik Hbr. %03l VLAN A 5 S A% 4 B 4L (OTV) 2251
ARy R A ub b Tl uess, PR &AM ¢ B i 28 i Bl DCI &% 3 5
e WU TETR T )Nl T R OCE B Ay, WA TR MR AT A L pE RS, [ E AR T
FIIE 55— B 5%

MBI, WR R 2 HSRP 8%, WA o AR e HSRP I, K fE
HSRP IP Hiuhk (3 foKf & 2% 2 HSRP MAC sk, {HIR [R5 560k H HSRP X ks i 8% Hh 4 42 1
() MAC Hihit. Kk, MAC Huhk 338 % A HSRP IP sl ARP 4 H 2R 555, JFH
RiIL ARP WG RIFRMN S . T () ARP 4% H BUIALE 14400 #5230, 1H MAC il &4 H
BRIALE 300 BB )5 201, PRI T ZERINER A MAC Hidik4c H SR % MAC Huhil 2% 3081370 & E 3.

o T FH 5 DX LA 0 0 P i p A, i R ) MAC Sk, ] OTV sl bl R i
Ul S R VLAN o 5B s, MRS R MAC Mk (i il DCT k%3] 5
Ul e WHRTCVE VT ANt f R AERE, ST MR T A i g RS, A S Ae S s BIE 5
— il AR A Yk A AETEVE Y R X B R — Bk A i, A SCRESh A .

.

HAoEm

o R BER AN BB SR I P INBBEA IN, SAT PR I S e G/ TR IR T
o FERLEGOLR, EFMEHR WA RS HuL I, i, Z3F FTP JEHM FIN/ACK £ tu
A FTP &)tk . ESENS 00 &, R S0 7 FTP JE# .

o Tt SR P 3 0 80 8 DX DAOK I 38 1 22 1) Windows 2003 IR 454, 1 5 e H & I gs- 4 o 11 G HT HLR
S 2 AP ICMP A5 B, 25 K ICMP 1 B R RIS . IX 88y BT R o S 3R BN
FARE L CPU I8, ATl RESEMAPERE. PRIUL, FRATEE RS ICMP #5345 .

o A 150K EtherChannel i%4%%] VSS. vPC. StackWise B StackWise Virtual, LASEILITSY.

s FENUAE A, SEANBERS JELe 22 I AT SR, A BEAE LB R s AT At 2 i, I J0iAE
SERFA L T AT i

o NPT I TLS/SSL &R, fRFCIRAAFEL, WAGERPTA & RN, WS FERS . &
FENUPNER UM e f . AR AOIER CEATILES “AME” BN Aszigmy, Jf HATLl
IEfR .
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BIAME

« BRIATEOUT, ERHSITROUR B ThREAL T8 APIRAS, DREFIIAN 3 B0 BRUIEOLT, ERFTA #
C BB 3 s AR s 42 .

o LR R AR T BE R O SR B S ECH I AN DD REBCE N BRI Z,  BERR 5 20 PPidEAT— K.

o B R B B 1 AR B B FE TN N T E W BN 2R 3 WK, A S Ar eIk, BB AR
K 26

* X HTTP s, BRAAH S B RERE HIEIR .,

AR ST IB R IR

Phar e v g A DL A Ay el e . Ao E PR EE NS B, IE S s 0 s e
X, 540 T,

imAJRIL ASA

AT AR v A, B RTAE R X A . AR 2 A R Firepower 9300 I,
] DATE B AR ST B o SRAF LU DT AT R, TR TG 20K OURE R SR A MR 378 25 247 Tk AN

L
A LU L Firepower 4100/9300 HLAR 08— 4% HH 5307 B B K B AU ASA .
WF2AE S, U B, RIGTE ASA N E H 2 5o

FIaZ Al
* M Cisco.com FZE TR &N G, R )5 R g 4% 21 Firepower 4100/9300 HLAH -

\}

ERE X Firepower 9300, #] LAZENUAS AT AR b2 AN [ 208 24 g 137 FH
CASA FI G BAAED o I8 0] DLAERNT AR e 13847 P 3 FH S48 1R AS ] i
A

o BCERAR RS AT IR B O . R D R TR . TR, B R OO R AU T LA
BRI B 1 OF HAER DR I-R M 2288 MGMT) .

* WAL MEE
« WA R ID
o EPRE TP HhE AT 48 HE AL
* M5 TP Huhik:
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UK

1 GEBERE.
P2 RN > MR E, JFREU NS

Add Standalone 2%
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance =
Image Version: 9.13.0.6 b
Instance Type: Native w

QK Cancel

a) RAREZR.
AR BR LA 7 B2 5 | P 3 G B PR BN O 5 AN AR N T IC L P A8 R e 46 44 P
b) X TR, WLHEERE: BENRERE.

c) JEPEBRIGRRA .
d) riliHE (OK).

Bids s Won G - BER B IRE

$IR3  EITEHEIR O (Data Ports) X4k, SRS i 27 o2 B R H
AT 73 B SE R AE4% A (Inter faces) UL _E A I AGE R o RS RAE ASA 18 I ARG X L 11,
CLFEBCE TP Huhk

FETA bR IR B b
A GURE SRR EHE, TP IZHEHE P O BTG 5 | SR P iR . XY T B M T AT 40 B2 o HfE
WA o h T SEBLER AT, T )T DUSE B CLI BE B A 1K 2 i

L5 F—fI52 (General Information) ifi b, 58 FA1#:AE:
a) (X7 Firepower 9300) 7ERESEHIARE N, Sl T I H A I 22k,
b) EHFEEEO.

U R T B R A o B VO AU A R 1

c) EFEFR O HAER. (X IPv4A. X IPv6 B |Pv4 #0 I PV6,
d) FEEIR P,

T T 1 g E— 1P bl

o) MAREBILRETEKE.
R N ESE

$IB6 g E (Settings) &I
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BN L

A E

SR

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password:

HEFERE KIEAR: B A EiERR .

FERR HTBET , ASA HEA A B2 R 10— R ae R o AR LT 8 ol 1) S22 VAL T AN [0 8 A
Fo Ui, EYIR K EANE 2 JRP KRR, e eGP B B Bt ks, AN
ML o B e JAEe U 46 P B P 4 R o

AGAAEVIIETR B I 1 B b k. RS E NS SREP R E, WA R E .
BN FEOE B R R R SR ) 2R .

TIRCE ) ASA & BE 53 ] P /28 0 R T 20 e AT 200 Wk A AR s WA FXOS 5 ) SRR,
FE 0 B O P ) e e, nT DO L,

MR (OK) 5% Al B X5 HE o

MR,

WA T N8R e AR, K5 | R e SRS BEBE 11 18 i 2 Y S ke ¥ B 8 R 45 o

1r1Z%81% % (L ogical Devices) Wi, EFFrZHBA RS . HEHBARIURES B hEEN,
T DA A P o 2 4 SRS

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

S|Pl &
Status
@Dnline &0 'ﬁ* ez
T2 ASA BCE TR, DAIFAATHLE 22 2 00 .

:mJM?E_LE&EHWﬂﬂ

ML AR v A, W ATAEmT IR A . AR 2 A AR Firepower 9300 I,
T DAPC B AR BT Ve o SEREL AL T T A R, R TIG iR U DR A 57 e 45 EA T VR A
FEI -

B zses
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H DAFERE SR AT A S, A LA b AT 7 a5 41

FHIa Z |l
* M Cisco.com FEE ] TR2AR VAN TR, SR REmAR 1A% 21 Firepower 4100/9300 HLAH -

\}

AR XT Firepower 9300, 1] LAZEBUAT P IARSZ AR - 22 e AN [R] Y i) 2
CASA I BB o & RT DAFEASTAS SR 3 AT — B H S PR A 7] i
A

* BBV ST RO B . A RE TR VR, A BLRE COANTR AU LA
RS B O OF HAEE QIR TS o MGMT)

o TE0T DR JE B H B2 11 A B (R 200 45 BB L IO B i e 2%, RIS IEOANFT 594 e F AR
P B AT HZE L . A RIEAME R, 12 FTD 4 2% 1 configure network
management-data-interface iy 4.

BRI /DECE MR . B, Bt ] LA Firepower SFAFE 11, AR A 4
PRt (I Web 1) o A RTEAIME R, TSR0,

o XPFAEASEB], AR AR B BCE SO, W AR 250 S s I e 5 B SO A I B
G O

o XS TRGIG, AL IR LBR GBI AT, N W R G 8, DLRAIE AL A TE
WA, EHFRERRUB L5118, RNedTERNGLER. BRI ERS, &
Jrfg SEEB e A ik a s IR B IATTAH N AT C B o G RSl T A 2 S B 4 A S 491
WAEATf 15 LB H i S BR AL ok A SR A SR R a5 6] . AT A
e R el e Y BN

* WEELLME R
o L4 D ID
o BRI IP HuUhEAN ) 2440
WG TP ikl
o SRR B TP MR/l NAT 1D
* DNS Jle g5+ IP kit
o BSR4 R

UK
B LEHZERE.
B2 palnin > Mg, FREU TS

| zmes


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
b_GUI_FXOS_ConfigGuide_2130_chapter9.pdf#nameddest=unique_168
b_GUI_FXOS_ConfigGuide_2130_chapter8.pdf#nameddest=unique_161
b_GUI_FXOS_ConfigGuide_2130_chapter11.pdf#nameddest=unique_209
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Add Device 2
Add Standalone i)

Device Name: FTD_Instance2
Device Name: FTD_Instance2

= Template: Cisco Firepower Threat Defense =7

Template: Cisco Firepower Threat Defense " :

Image Version: 6.4.0.42 bt
Image Version: 6.5.0.1159 v

Instance Type: Container i
Instance Type: Container hd T O Standalone

@ Before you add the first container instance, you must reinitialize the |
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

a) RAHEEAR.
UEA PR A UAR A B 3 B B B R BB 115 AN DY C & A 1) 4 % 24 FR o
b) XFFAEHR, 1%+ Cisco Firepower EifBH%H .

) ILFERRIGRRA .
d) HEPEEBILR. FIBH/OAU.

AR SIS 2 AR 5 VR R T AT 2R (CPUS RAM FRERE S ], DRI AN ] 22— A b st
o s SBI AT HR 7) 2 AEE 5 | BB, DRIt mT DL 22k 22 A i Sl o

e) MHARE (OK),
B ss WoR AR - WA R 1.

$EI  JRIFEIERO (Data Ports) X4, AR5 i B Bes B RN .

Overview Interfaces WICELIGEINWENGECR Security Modules Platform Settings System Tools Helg

Provisioning - FTD_Instance2

Standal | Cisco Firep Threat Deft | 6.4.0.42 3 -
| Data Ports =
Ethernet1/2 <
- Ethernet1/3

Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8

Ethernetl/2
LJ — [ 1 =
Ethermnet1/3.2 FTD - 6.4.0.42
Click to configure
(.
Ethernet2/3

TSR] 3 BESE T £E4% 1 (Interfaces) ST HI A B FOEUHR 2 = 4L 1o W5 (75 84 A B AP v 3
FRIC B e 1, AR 1P Mkl
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e e e |

AT o) — AN A LG LR Z 10 DEE IR O, eAh, WU RN R IR T I R R 2 14
ANFEBRS . RS O LJER R () &R,

FATIER55 2% DO RE o A DU R BIAR Bos: @ 0 b1 sedie B, {0n] 8 F AT~ IR I 1
W53 B Diie (S0 L BOETEF) o BEFSEAT O ORI AR IR HL YT IR R S 7E 4 111 0 2 TR) IR
Bo FEPAF BB IE A AR, I BERT T AR I . WEREOR RN A3 e — M 55 0
PRI, W] — BN E, AR I i AN 2 55 i b e, I
SRR R, ATLA BN

Jegs = A AN e <

RGO W R AEHE, A AR IZN TR TP G B AR PP B . LSBT T 4A 2 A
WS o AT SEBIERIZAT, R R DL SN ) CLT B b i K 2 41l

7E—f%15 & (General Information) BT I, 5/ FH#RAE:

Cisco Firepower Threat Defense - Bootstrap 7%

Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

| 5M 1 -0k | 5M 2 - Ok SM 3 - Empty
5M 1 - 40 Cores Available

Resource Profile: Default-Small w

Interface Information

Management Interface: Ethernetl/4 b
Management

Address Type: IPv4 only &
IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

a) (X T Firepower 9300) 7EREHRHIERE , sl BAUH T U@ 11 22 2R,
b) AT, fReEmIRERENXH.

AR A e AR BRI R SCE, WISk OB gk, X RT RE T KL 5 2 BRI ] o
TR T SRS R RS, R A R RN BERIC B SO, 1 55 e DR R BT A
PR —E

o) EFEEEAO.
e R T B R A o B VO AU A B 1

d) BEEEEIREE I HE AL X IPv4, {X IPV6 5L IPv4 #1 IPV6.
e) MLEEIRIP ML,

VR P T UL T — TP M,
B ARG ETEKE .
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g) A ML Kk
FE6  FEIRBEILIR L, SEMFAIERAE:

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

Management type of
application instance:

Firepower Management
Center IP:

Search domains:
Firewall Mode:
DNS Servers:

Firepower Management
Center NAT ID:

Fully Qualified Hostname:

Registration Key:

Confirm Registration Key:

Password:

Confirm Password:

Eventing Interface:

FMC =

10.89.5.35

cisco.com
Routed =
10.89.5.67

test

ftd2.cisco.com

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

b)

Registration Key:
Confirm Registration Key:
Password:

Confirm Password:

Firepower Management
Center IP:

Permit Expert mode for
FTD S5H sessions:

Search domains:
Firewall Mode:
DNS Servers:

Firepower Management
Center NAT ID:

Fully Qualified Hostname:

Eventing Interface:

X AMSEG], (RN ARG ERER My, EHE FMC.
ARSI IE SCHF B LA A S . WSRO U R AR R

10.89.5.35
yes v

cisco.com
Routed R
10.89.5.67]

test

ftd2.cisco.com

zEigg |

EONE R B HAT (1) Firepower BIBdl IP. WERGORAIE & FFo0 1P sk, 5K 7B
B, JFAE Firepower &2 (s NAT ID (Firepower Management Center NAT ID) FBiH A

4
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Qe

QR aE

¥ g g

© o0

d)

2
h)

i)

k)

e e e |

X TR, R RIF FTD SSH £iEERIZN (Permit Expert mode from FTD SSH
sessions): & (Yes) BiA (No)o L FAR AL b4 shell T i) A PR LA O S B e 20 i 4
B o

SFF IR, W RS R (Yes), A ELRE A SSH 211 1) 2% 25 S BB 1 FH 7 m] LU N
LA W REEFER (No), HAHIH M FXOS CLI Vi In) 78 %% Sl FrRdBR (1 FH 7 m] LU %
FRE . BATEBGEFER (No) LU sz 2 18] (1B 25 .

ACH A IR 748 H L 250 BB RHR AR SR A O BR A L KA, A L s ik
ANICAEACR, 1H7E b CLI 48] expert 4o

WINIZ 5 o bR R AR R

WPEBE A IERER . ERA R R

TER EABE b, bl BT AR A 190 286 H 1R 2 b R Ao BEAE L ) i oy () B4 VA T AN [
T e F3—T7M, E KRN 2 SRR K, Y i B “ R IIB K
BE” AN I B PR 1 B AR A

RGAAENIURTRE BB E 7 i SRS E R N 5 SR BeE, WIASE A i S .
i NI 5o KB U DNS BR S5 87

B, AR R BHLA, )RR AR 1] DNS.

BN BB FE2REENZ-.

B N YU T B A Lo R % 2 T S R AR R 4R

A DU B IR R T 1 2 37 AN ARFZ AT SCAR A 5 s WS 0 B AN, 75 B 5 B
st EE AR 2

Ao N AL ol 7 0 L 5% P R F CLT U 1) ) 358

RN IZ R IEFABEHED. QRRRC, REKBMHE RN,

e 1 0AZiE N Firepower S8,

PR, B EmME R E A ERRAREEZA.

UE v B AEREAE S P TLS I ik,  JF4e m e XA m itk e . BN OL N e Ik Ihfg. &
B2 ] LR 2 B 16 AN S5 F TLS s hnid . 52 kA S 5 F b o g . 22y
F o B4 i ST R i B8 Y5 7 4 b, TSN show hw-crypto i 4.

FEMEIR b, BRI 5 2 ) VF Al B (EULA).

MR E (OK) KR E X EHE o

RdHRTF

WU L 808 AT IR, IR R P C R B 11 W S s I Y S R s 2B B %
1E1Z581% % (L ogical Devices) Uil ', EFE BB IIRE . HEHR AR IR B hEEn,
R LATTAa 7 I o G 2 4 SRS o
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System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .*t (A~

TR0 HS 0 RO BCETREE, R BB AN 32 B, JFIT AR IO B A R

A REEIREE ANNIRILH BB fE
AT DA 4 BRSNS 5 S A o A SRR AR S OB R A rTME A, el e T
FPEXT A A
FriaZ 8l
* M Cisco.com FEEH TR B AN, REHBUE 4L 2] Firepower 4100/9300 HLAH -

)

AR 0T Firepower 9300, 7] EAZEHUAT AR SZ AL b 22 AN /) SR AU 1) 1
CASA F1 BUMBTAHD o 3] DAAERSZ A BIa AT — i H S B AN [m) il
Ao

o BC BB A ST T A B . A BRI . TRV, R B LU AU T HLA
ERNLARE B 1 OF HARZE QAR T E 20 MGMT)

o BB A DTS — N R AL R
* WEM M E R

* BRI ID

o EERRE T TP kb 48 HE AL

* ¢ TP Hiuhil:

* DNS Jle g5 IP Hiuhi:

< BB R R A

B zses
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N

g

EFHBIRIR & .
R > ML E, JFRCE U NS

Add Standalone

Device Name: FTD_1
Template: Cisco Firepower Threat Defense
Image Version: 6.5.0.1159

| Instance Type: Native

QK

a) RAREZR.

Cancel

n wegms smmre g

UEA PR FRATUAR 7 B 3 IO B B E R B 105 AN Y C v A 1) 4 % A4 FR o
b) XFFAEHR, i Cisco Firepower EiBBH%H.

) IEFERRIKARA .
d) WEPEEGIER. Kit,

B PRAR AN A 2 2
e) MiiHBRE (OK).
bR BRI - WA E .

JEIT#4fEim O (Data Ports) X4, AR5 pith 20 iig W& AN H

Overview Interfaces JIGLITEINMETLEEN Security Modules  Platform Settings System To

Provisioning - FTD-FDM2
Standalone | Cisco Firepower Threat Defense | 6.5.0.1159

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Port-channel3

Ethemet1/8

Ethernet2/1 || }I
Port-channel3

Ethernet2/2 ||

==

FTD - 6.5.0.1159

Click to configure

zmes
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B »esems mmme s

R 7y BCSERT/ERE O (I nter faces) Wbt T A cda e 1 o i e S0 A e 2 A P s vh J JHMIG
XU, WARBCE IP k.

s il B O R A

RGUH WA, A DLAEIZA R HE B A 4G 5 S AP WCE . IR B E A T A AR 2 K A
WA AT SEBIERAEAT, A w] LU S ) CLI Bl iR 2 01l

E—#%15 B (General Information) W{ifii I, 52 T2 #AE:

Cisco Firepower Threat Defense - Bootstrap 7%

Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

| 5M 1 -0k | 5M 2 - Ok SM 3 - Empty
5M 1 - 40 Cores Available

Interface Information

Management Interface: Ethernetl/4 hd
Management

Address Type: 1Pv4 only bl
IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

a) KT Firepower 9300) 7R EHEBRIEE T, sl BARH T O & 1) 2 e iith.
b) ELFEEEO.

B T B AR o I DT T AR B B 1

c) WEHE P OMAEZEA. (X IPv4. X IPv6 BX IPv4 0 I PV6.
d) FdEEE P k.

BT L ME— TP Hidik.
e) MIAMEIEILIATRAKE .
I TN TP SR
BRI b, SERCN P ERAE

B zses
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Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

General Information Settings Agreement

Management type of LOCALLY_MANAGED W
application instance:

Search domains: cisco.com
Firewall Mode: Routed b
DNS Servers: 10.8.9.6

Fully Qualified Hostname: | ftd.example.cisco.com

Password:

Confirm Password:

QK Cancel

a) TERFAEFIEIERAER MuyE T, 1%EH LOCALLY_MANAGED.

A M SEA5) 38 37 FF Cisco Secure Firewall Management Center 15 58 #1235 . WA Z ZH A SFE
HUE RS, WRSESTERENEE, HFEIVImRs.
b) HIANIZ SRR B R .
o) BFAIEER L Fr AR
d) HiNZ 5 rkEs &R DNS BRS 25
e) HINBUHBITEE TE £ REEHZ -
) AP ST AR E B 53 H 2 F T CLI Vs i) 1Y) 2568
TRT  AEWBSCETR b, BB s A H VR ML (EULA).
P8 NUHE (OK) MR E A THAE .
T} HRE
WLFTIE IS 800 AERRAS ,  FFKs 5 |3 e e B R0 BB 11 A2 B 2 N s ke i B R 6 o
1riZ48% % (Logical Devices) Ut i, ZHEFEH SIS, BB LK TR A ELN,
A CAFFAATE Y FH Hp G 20 4 S
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System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online CK:' .*t (455

BB S0 RIS ICERW) . DUTIANCE 204 510% .

73 FERB 1 1138 2% AN N 2 S A A B ]

AT LLs CDO HIFASHU AN R G SE] o BT AR vl I, B mT e el PR A

FrI6Z /il
* M\ Cisco.com FZLE TGN WG, SRR mR 4% 2 Firepower 4100/9300 HLAH -

A\
ER X Firepower 9300, 1] LAZENUAS IR ASE R b 22 e AN [) 8 284 g 3 FH
CASA FU BT o 30T LR AR FIa 47— FH S48 R AS [R] i
A

o BCE AR B ST A B . A B DR TR . TR, R B DU AU TR
ERLHLARE B 1 OF HAEZE QAT R T Z 250 MGMT)

o RE I A DTLE — N R AL R
* WIIAE CDO s FTD 4o
s AR ME R

* B HIFL T ID

o BT TP M HE A 0 2% HE AL

* M OC TP Hiuhil:

* DNS Jle g5+ 1P Hiuhl:

o JU B4R SE LA R 4

* CDO ¥l 715

B zses
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© JEUBITAE ERLA A A

g2

PR EFHBIEIRE (Logical Devices).
$£1E2  fidiiin (Add) >IR3z (Standalone), X5 EE UL NS4

Add Standalone 71X

Device Name:

Template: Cisco Secure Firewall Threat Defense v
Image Version: 7.3.0.1872 ™
Instance Type: Native e

OK Cancel

a) feftiR&AMR.
AR LR B BRSSP TG B B BN IO 1 e AN AR P P A R e % A4 K

b) X TAEHR, k¢ Cisco Firepower EifBA#D.
c) EFFMRIKRRA .
d) EPESLHISER. B,

A ST 2 AR 5 VR I T 205 (CPUL RAM FIRERE S R]D , PRUAN AT 22— A by i
Blo PRERSNAE A 22 by 5 | BE R, DA AT LLs e 2 AR ai Sl

e) KUl (OK).
Jit o o IS - B A AR

$IB3  JRITEEE O (Data Ports) X1, 4SR5 i BN Y& AN

FEAURT XML SEHT E4% 1 (Interfaces) ST L M A AR =0 1o R 875 2448 A B AP0 s
FFIRC B I e 1, RSB 1P bk,

AT ) — AN EEF LB I 2 10 DRI O oAb, WU RSN Rt N R R 2 14
AFERI] . BRI O DR () FoR,

FATOER55 2% D RE 0o AT DU EbR . @ o bt sedie IR, {Cn] R F A - B3 I 1Y
WS ohte S0 B HrL BOETEF) o BEFSAT O DRV AR T L ST IR R SE7E 4 1 X 2 1)
Bo FEPAF BB R A A MBI, I BE R T AR S . WEREOR RN 23 e — M 55 0
PPN, W] BN E, AR ORI I . AN B 55 i b e, I
SRR IR, TR AN

FRA  h BRI R B b

zmes
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ARGUR B E, T AFEZN R AE L BN AR T | SR P B E . XL E U T I 828 B AfE
WA T SEBLER AT, Al DUE SN ] CLI RS AP ok 2 i

I|:.::=-.:-.|! FTD 5 ?-3-[}-18?1
Etherneti/1 Etherneti/s
Security Module 1
Click to configure

L5 F—fEE R (General Information) Fif |-, e F 74

B zses
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (71X

General Information Settings  Agreement

Security Module{SM) and Resource Profile Selection
SM 1 - 40 Cores &vailable
Resource Profile: Default-Small b

Interface Information

Management Interface: | Ethernetl/8 v

Address Type: IPv4 only e
1Pva

Management IP: 192.168.0.140

Metwork Mask: 255.255.255.0

Metwork Gateway: 192.168.0.254

OK Cancel

a) (AT Firepower 93000 {EZ SMRERESE N, sl AT TILIZ RIS A i,
b) XFFAEARSsl, iR E FIRECE

U AR A 2 e AR BRI E ORISR SO g, X R] RE T KLY 5 20 BRI ) o
THVER, T SN R A PR, A R BEAN RN BRI B SO, T 55 0 AR DR BT
SRADN—E

¢ EHFEEREO.
B LU T8 B ARG o I LIS T AR B S 1]

d) R OMAEZEA. (X IPv4. X IPv6 5% IPv4 F0 | PV6.
e) MiEEIRIP ML,

T T 1 g E— 1P Hbdilk .
f) AR IEIE AR E .

| zmes
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g) A ML Kk
PEE  EIREILEIR L, GBS AR
B 6:18 &

Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7%

Cluster Information  Interface Information  Settings  Agreement

Management type of application instance: |CDO b
Search domains: cisco.com
Firewall Mode: Routed W
DNS Servers: 72.163.47.11
Fully Qualified Hostname: 9300-2.cisco.com
Password: sssssssses Set: Yes
Confirm Password: ssnsessnen
Set: Yes

CDO Onboard:

Confirm CDO Onboard:

Eventing Interface: None >

QK Cancel

a)  ERNFARAIRETERE (Management type of application instance) 4%+, #%$% CDO.
b) AL TEAERIEA R R
c) IEPEBHAIERER (Firewall Mode): iERR (Transparent) 5k H (Routed).
d)  WAETrRREAIETEA) DNS RS ==
e) AN EUMBIENTE £ REEN A
0 BB A SR U7 ) CLI (2R .
g) {t “HBIAERS” (Confirm Password) " H i A F T CLI Vs o] 1) 8Py 7 40045 B 53 FH P 1) 2% b
h)  HIABUBI AT CDO & (CDO Onboard) 471 i
— H% FTD, CDO a2k it 2 74 Bt o SN 7245 B R L e CDO #7& (CDO
Onboard) 7B,

Bl

configure manager add cisco-sapphire.app.staging.cdo.cisco.com
TuNDBm6peReVDbUkOpZCgt J1GgWKbD30
09B064UXEwmr3AYAEpufl1£4gE2E3JKYS cisco-sapphire.app.staging.cdo.cisco.com

i)  {EFIA CDO & (Confirm CDO Onboard) * FBH A i & 745 H

B zses



| Zigies
weapmmassmesmnse |

i) CDO ANSCFF B 4HE O, Mok 200 e v
FIBT  EWYL (Agreement) IETF L, i 52 5 4 H P B (EULA).

Cisco Secure Firewall Threat Defense - Bootstrap Configuration [?/[X

General Information Settings  Agreement

End User License Agreement
Effective: May 10, 2022
Secure Firewall Terms and Conditions

By clicking "Accept’ below or using this Cisco Technology, you agree that such
use is governad by the Cisco End User License Agreement and applicable
Product Specific Terms available at:

hitps-/hwwaw cisco.comiclen/us/about/legal/cloud-and-software/software-
terms html

You also acknowledge that you have read the Cisco Privacy Statement at:

hitps:/iwww. cisco.comiclen/us/about/legal/privacy-full html

If you are a Cisco partner accepting on behalf of an end customer, you must
inform the end customer that the EULA applies to such end customer's use of
the Cisco Technology and provide the end customer with access to all relevant
terms. If you do not have authority to bind your company and its affiliates, or if
you do not agree with the terms of the EULA, do not click "Accept’ and do not
use the Cisco Technology.

Ok | Cancel

e

P8 AULHRE (OK) KHIMC & X THAE .

PI®  rlRTE.
HURHE L R 2R BAFRAS, IR 515 P E BT B 1) i K 28 I S B 8 i B 2%
1E1B 481 % (Logical Devices) Ui, A PEZHBIAAPIRGS. BB ERIVRTS B A L&,
AT LATTAa 7 N o i 2 4 SRS

| zmes
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System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

||| &
Status
@ online (<4 ®)] .*t Clxz

$EB10 RERE.

commit-buffer

NURGIEAE 2352 AERRAS,  JE85 5] R I RN B 11 VA8 T 026 45 10 ) S ok 38 28 4 45
{§i i show app-instance iy 2K & i ERS . UEIRAS A BB HBITRIS LN, NS E
FEIEAT BT A

T

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 7.3.0 7.3.0

Container Default-Small Not Applicable None

PN S0 CDO BLE TR, LUITIANLE 5.

NS A] R TR

JEUSITAE B ASA AT HIE CRBR USRS ) AR LR, AN EAE FXOS FRRE. Ho T
LR O URR A BC B ey T IR HE RS, 1SS UL R DR

Fia Z |l
TS el VR R ER 4601 5 15 0L,

B zses
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LI

$IR2

NN

wmezt |

UK

AR A% 1 7 BE 2 & AN AR e
N B R RS AR BE 70 e 1 e 2 Ml

XA ] T AT 2 AMHUARZ 1) ) ol VRV A o JRA T UK — A 10 GB Hdli 4 1) T4 5 1
PR AIRAS BERG o W RGBT I 1, T DU SR (K e e B RS BB s DRAS BB 7 2410
W . ANBERE T BSR4 1 ] T 22 RS BE  BATRBUEAEN UG Z TR A — A
Bl IFHAKE 7] — 9 B i AR ff e £ A1 h iRee e i 42 1

XTI, SRR R R AN SRR L T JRAT TS AR AL 11 BY, EtherChannel 161 T
B, IR S BT R D DU VRS e A ki . TRE R, AU R SR I R T
AR SRR B . AR D T DR B, SRRl e (ssgs ) e
R

FEIZ AR R A vl I

WRAEAE R T R T RS R B e 1, SRR T B BT S SRR AR BT s BT
e

iR YT ASA, WHRAE FXOS R R —A 0 (lln, WIS ER 4 ibit, ik
EtherChannel, B 3H-AN2: 1 BT 20 il 21 EtherChannel) , I ASA Bt & <> {5 84 JR thdr 2,
DU AT DLEAT AR 0 AL s IO B TP BB B e L1 25 7= AR 2 (% . S8 LAFE ASA
OS FF-ENFEBRIH M4 L E -

MR, SR LR 2 B B AL RN ISR . R R A B I AT EEE R, R
B AMZETD RIS RESEHILA T BN Z A B A IIURTE. W5 2 MRBLUK Firepower 9300
SCRENUATANRESE, FEL,  BIAHT LUK SN HUART P IO DT A BB S AL 31— AN b . el R 24
PURSAL A AR IOHLA RIS MU R B R ¥ % (1401 Firepower 4100 51D [RIME— L.

5% F Firepower 4100/9300 #/1 #5 - By 82 &%

1t Firepower 4100/9300 HLAH By, & HAT LN #4E:
o WA SEEIGERE . h B (I AE BRI I RE R GBS B0 T, 8] o 1 48) .
X T2 SR VAR D ANERFSE A Etherchannel L FIACE 14 s RSB #R T
B ORI R -
XFHUEE AR ((LBR Firepower 93000 , LS F|H Firepower 9300 AR FEAT A AT
VLA RERE, FEFIEYIEE DA 2]t EtherChannel PLEEATHIAH ()15 .

* FENHI QBT S | S R

zmes
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B zesnensmizne

FEFREAETEN, MUAAE S SR 5 S | SRR E L 2O SRR PR ST h B i 12 1 I
O AR RN B A o W R TR 2 [ e SCIEREIR ST, m] DAAE N A 5 | 5 P2 T (1 e e
FH P AT B R AT

o R E PR O S M 4% B DR R R

ST HUAR N EERE, 54843 0 AT EtherChannel, 5HU4H A 4E7#E2518L.  Firepower 9300 &
5 EEAE R EtherChannel iR, Kt it 01 8397 2L =282 0 B 2 A, AT A Hio i 2
FISRASER ] T W g 6 THUAR TR SR E, DA Z500T BT £l 422 114 FH %5 1 4% EtherChannel..

\}

AR RE IR OLAN, ASCRRRANME

o FARTE R AT e 0 O BB 1

ITREFAENHIEAE
BRSPS B RS A B e BT LA S A D K 46
(WAL A BT AT s ARR, A S I B

SERHE IR
X T A SR PR 1 48 BE 1 1130 QURR SRR IR B -

X2 SRR EARAE AN B AR Etherchannel b FRUAC B 74 1 BN S #0752
LI ER AR T B i

YT ARESE, I DR BAT A A 1. IEBFEE 287 EtherChannel A H Firepower 9300 15 1 idf
TR NI BRI S . X THLAEIRIREEE, 200K — B2 AN 18 N2 EtherChannel

X 2 MRS IR TR R S, W20 BRI AR I R B AN — IHLRTE R R ) — MU . R E
BIERPAE L, W2 B R AR, SRR R, & P EUE MRS IER Bk
AR TR SR AT LI AR R R, SR R R TS 20 IR AT T

it S G R R FUE o D A e
R ENFE B SR B RO SRR Y BE RS K]

DIARRT R, NERESRAE P R B P /N BEE D 5 R AR (R T e BV G, DA AR Fh B e v LA
VISIECEIN TN

AT TR B B U 2 RS TN S RO B EL L B SR TS ) B B AT — & 7 I 0] PR3 R /)
AN o B it R R /N e T S R A PR 28R R T A A KR TR D RE M. Bl

* NAT 2 fE R M BB A, 5 200 T AR R R AT 2, R A R B EM 1 B
o RS SN, SRR SO KR R AT P, R R O AR R B

Y S A e PR SR AR B e T LA B SR AR A A 7 B 7 B 4 ST DS SRS, 75 1 b E B e AR

B zses
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nEesnesnsnTs ]

\)

AR WERAERE AR REARRR (FIH) Wie, SIS e R A A RN

HLAE B B R SR RHE R U R

TR IR T Ui e R B R G (VSS). FERL 1IEE (vPC). StackWise Y StackWise Virtual 3135
Fh{ ] EtherChannel 15 #EREF 55 #% . EtherChannel 7 (1) T4 BE 4 A0 & G sh B  WIRAT Heb Lt
TR RGH B4y, WHEAT LLE[R]—> EtherChannel H ) [57 <k b2 132 3] 70 4% R 48 Bk G A8 e
Blo AZHMLEE 12 [F]—> EtherChannel 3y B TE 2 LIRS0, A G AN R A BALIIAT A g —
BAWHL—FF. IHERL, Uk EtherChannel /& W & ALY, 1113EEE P4 EtherChannel.

Virtual Switch Link

Switch

o ——
Node 1

WL A8 (8 SR B¥ RO SR RH I SRR AT R 1

SRR B S P 4%

BT ) 4%

EiEENO

N TR TR (DR, B Z IR AL IR N A] (RTT) 55 45 2/ 1~ 20 2240 . Mg KAEIR BE 4%
90 55 AN [l B B2 R IR DA R e R I o BRI AL SEIR, TSR A 2 1) (AR R B i _E 3R AT ping
#eff.

SRR TS, B B T sl SRR CL KR 00 s 0, 3l 190 8 A P e P b

Firepower 4100/9300 HLAHJE T-HLAH 1D FIHGAE 1D [ 30 4 AN B % A2 AR AF 42 ) B B 12 11 1P bl
127.2.chassis id.slot_id. X} T2 SCfl4EfE G H i H [7]— EtherChannel AR VLAN F#:11) , H
F VLAN 2055, [d]— IP Muhil ] FFASA (Gt S8 aB B e re, #5mT DL e Ut TP Mkt 457
P25 Tl B 5 0 2 AN e L AR e % 2 T AR AT B E ot s AT BRAT 20 2 20 e 0 Tl eIl i, SRR
{f HE SAL BRI (OTV).

FRA TR BUCKS I AT B8 R B — N BRI % o b ) 24 b5 42 TRV B 0 B oK

WA g BT A BT K B 11 o e TR ARDGE T 25 190 4 (Spanned) #2 M RFI ML 11 o 3o 7 1
PO, WA BEE R R B

zmes
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. P5M 4% EtherChannel

XFTASA, ERFARIP IR IR LR T 20T B IORFAR K e ik o ARG M, Al
R B (AR HAT ERAAAEN) AREAE IV A A ik . - HRAE TP b SR A6 bk i 58—
BT A N, AR TP MR A R BT ) e, AR AR B AT LUJC M 2
AH 1P Mokt F T el AEFRBR SR AR A ] i, nT DU B AR 1P M bR A B
8, LR LSRRI T B . BB L, T DUE R B TP dudik. X T TFTP B8R
g HS Sl B R, B R AR A I REAS B AR T AR TP M BRI B B iR 55 4% -

XEF PP B A, i 1 R P2 AR B O B TP Mtk REREA AR B A EL L I, 3
{8 X 48 TP MLk

£ 2& EtherChannel

U o B ER B

IE AT LU REAHLAE B — AN B0 22 N2 D 4] s SR8 7 BT B M LAE 1Y EtherChannel. EtherChannel V28 1l i

T AR S L B . K AR RN B 97 K ARG S mT S X LUK T . 5%

1520, EtherChannel i # o H A AN TP bk % i 1. ZE@E WIS, 1P Hubk i3 BVI i EE

WAL B2 4 10 . 5753545 )8 T EtherChannel [&] 55 ) FEAS A

W T2 SE R, RRANEREF L 4R Etherchannel, ANEEAH FH L5248 80 VLAN 7300,
Inside Switch QOutside Switch

Node 1

[\ et } eth12 [

Node 2

[5)]

port-channel port-channel 6

[ | ethi/1 \qp cthi/2
SmsMed ’ Outside
panne Spanned
port-channel 1 port-channel 2
10.1.1.1 Node 3 509 165.201.1

eth1/1 eth1/2

Xt ) 2o, A SRR i B HE B AT 8 2 ARSI I
AT LR RS SR LR G B0 J 1 AR 3 5L 1D

B zses
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swmasa 2 [

3t i ID 53 RURE E R MAC Hitil AT TP s hEC S AT o SR At 1 5 A0 A5 HH il R S 1) MAC Mk
RUIP kb, i AR B B0 46 1 42 5 MAC Sl FN TP kb b3 8 AT B LA B LA BASAS i) i
F1 P ANl s 3R AN [F] 42 )7 MAC Hihk, S EUMAC #ihbE3h, Mk, SNSRI 5 MAC i
Bk o A FH B DX DK P00 300 T 1) i PR ASE SRRl URE . (1) MAC ik AT TP ik

i ID SR T LISP A S [l S AR SCBLI A 3l DAS i PERE S Il Hicdhs mh oo FR ol
() SRR RO A AR I T S 3R ARG #2 A ol i U b i B ) 45 HL T T 2 A 2847 1 59 AT 2 A [ B
o o

AR SRR PRANE B, S LL R Y
o VREEH L BRI - SRR EORMA 2 55, S 11 0T
o iR AR - SRARAENIATRR ], 28 17 100

© SR RIRGY b R SRR . 5 85 I

7 ASA EEEF

fll3Z ASA 57

LT LU FAS Firepower 9300 HUAFAS M MU AT, BRI 22 MU ASCBUHLAT I 600 o X THL
MTRISERE, S S BRI . 72— DU EASINEERE; RJa, T UGS SR E NG
AU HIR B, SRR

R Bl P B DA R AB R
AT LL Firepower 4100/9300 HUF 5 BE S BEEAA TE et . F1 310 B 5 B A T AT R AR TIC B

XFHUAE A, ST E RN £ DY LEE AR R, T Lok 5 SR i
BENE - APAER BT DPUE, SCHURR S

fE Firepower 9300 HLAHH, 52500 4 3 AMEBAERY Bl 722 Se ] CREMAS AT — D7y LD 3
PSR, RIME AT e, INARANBC B A i 3 MRk, bR Ao IR A%,

PR, AR E R B, RS ASA NI R 24 SR

FrIaZ |
* M Cisco.com I3 2 H] T2 4 v 4 (M IR, AR e R R 1A% 2 Firepower 4100/9300 HLA -
* WEELLME R
« FHIFEIID. 1P Btk R 2 HEh
* 2 TP ik
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$IB2  EFIZBEEILE (Logical Devices).
S|3 U siihR (Add) > S8 (Cluster), JHE LR S5

zEigg |

Add Cluster 2] |
I want to: Create Mew Cluster b
Device Name: clusterl
Template: Cisco: Adaptive Security Appliance hd
Image Version: 9.13.0.6 v
Instance Type: Native v
a) I (I want to:) > FEEEEF (Create New Cluster)
b) RAHEERR.
WA PR EHATURG 2 5 |3 P 3 TG B A B A B R O s BN A DY F G B P F R % 44
PR o
c) A THENR, WHEHKEERIBENREIRE.
d) HEPFBRGRRZA (Image Version).
e) X TRBIEE, SCRFARHBAEAL.
f) mdEHE (0K).

B 2s Won RIC - BER A PRE

PERA  EREE ILRR R
NG OL N 2B AR N WRGE T 24 “ARRE7 RAE D, I E T BN RO A
IR RE

PSR L IR B b
ARGUR B AE, T AR ZN R AE T L B4R 5 | S R PP B IR U T DU 8 28 B A

W . D9 TSEBLERIEAT, RiJaT LUE SO AT CLI BCE ok 2 i

$IB6 (rERSE (Cluster Information) T{if I, 58l FiR/E.

B zses



Cisco: Adaptive Security Appliance - Bootstrap

Configuration

Cluster Information Settings

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis 1D:

1
Site ID: 1
Cluster Key: sane
Confirm Cluster Key: vy
Cluster Group Name: asa_cluster
Management Interface: Ethernetl/4 W
CCL Subnet IP: Eg:x.x.0.0
DEFAULT
Address Type: 1Pv4 only w
IPvd
Management IP Pool: 10.89.5.10 T 110.89.5.22
Virtual IPv4 Address: 10.89.5.25

Network Mask:

Metwork Gateway:

255,255.255.192

10.89.5.1

OK Cancel

?

*

IOY N |

a) X THURGERE, 7E4LFE 1D P, BANLAN ID. ARAEP IR HUAR AL ZUE T E— ID.

020 [ SR B i A TE 48 WS IN AR SR I, A4 2 BRI Bl

b) X T Ul AR, fEuh e 1D PR A A SEH U A ID (1R 8 2 KD .
c) EERBE (Cluster Key) 7B, R HIFEH LRSI R RCE S KAk Y.

LB K EANT 1 A 63 DN FRF 2101 ASCIL F- 45 H o
W B s AR e, W REE BRI A B R R B, ek

d) wEERHARR, NZHEBSIE T IEFLLIK.

IR E Y] IEIRIA S
PAWI SRR

YRR E R 1 3] 38 AFIFIK ASCIL 45 1
EREEEO.
b R T B R A o B VO AU A B 1

zmes




zEigg |
B o asa s

f) (k) ¥ CCL FM IP 4 ab.0.0.

BRNEIR, R 127.2.0.0/16 M4, {H)E, FEUERILEAEA VT 127.2.0.0/16 It
il EIXPEILR, TEHE R e M R E AR /16 Mg HihE, FAA] (127.0.0.0/8). 4
% (224.0.0.0/4) FIHH (169.254.0.0/16) HihikBRAb . W b1 (H 358 0.0.0.0, RG24l BRI
[BIEN

WA AR ID FddAE ID 1 A i & o AR HE 4Rl B i 12 11 TP Mkl
ab.chassis jd.dot_id.

g) JEPREELE: bR,
G B TRCE ASA FCE IR, wEDL MG

« BIR P - FCEAH IP bk, oo — AN EC S B D RN RN A, TV
DL 745 73 58 1A G0 4yt b AR 25 SR b
/DA S AR R A E AR R (bt . EVERS, X T Firepower 9300, HE& AUAH 24206
FG3 AL, BRI P B . R R R AR, WIS 2 bk, BT A
P B L TP Huhil CRRAE “ BEAERE TP Hohik” ) ASEsbhhbrb s i 45 A 7E [/ — N 2%
Ol FAERE TP MR B — AN TP $huhik . 5 n) LUE ] TPv4 AI/ER IPv6 Mt

MR ET A E
S CEATES

o FEHLIP ok - B TR A 1R B IP Mk 6 TP bk 20 SRR I S TR A
2%, (HAERhET .

PB,T (R E (Settings) G F, HATLUFERAE.

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &

Password:

Confirm Password: sanssens

a)  MBEAIEIER T 7 & R AR sRg e

FERR AR, UM AR R 2% rh ) B P 8RR R o AR L IRL G e KRR AL T AN R (1
W Eo S5 Jsihi, BB KEE R AR 2 JRB K, 782 “Edir P s B “ BRI B ke,
AN A 2 ) P A T A 5 T A R A

FRGANAEWIAR T N VBB KA R H B N T 5 SR P s, WA & .

b) F AT HL O] RS R (1 B
THACEL ) ASA BRG] P AR TS BRI AR F AT s WSRIEAT FXOS ViR, L T
BT RN, AT LR I E

L8 SLHAE (OK) ¢ R B RHEAE
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[24

I

HY
Z3

9

IOY N |

R R

HURAIE L R 2R € BATFRRAS, IR 53R P E BN BEE 1) e K 28 I S B 8 i 4%
1E1B 481 % (Logical Devices) Ui, A PIEZHBAAPRG. @B IRTS B W L&,
AT LI AR SR RENLRS s X T UL POERAE,  WWT DIOTORAERY H] PG E e ft . S mT R S AEIEId R
P& R ABPURTIN " RZS: BIRENIERIRGS, JFHAZ R .

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

YT HUARTRAERE, BT — BRI B
a) A WSS L, St AN ERRERRR , EHERNERTE
b) EHEI T MU ER UARE ELES, SRS IR R P i iR s 4%
c) EFFFHIBE. (I want to:) > INAINA &EEE (Join an Existing Cluster).
d) siifE (OK).
e) TEEFIERIEMEEANEMED, K — MU ERBCE, AR5 SHHRE.
D) AR B bR . SRS S OPUEAS, (R 20 5T o DL 3
* HL# 1D - B AME— I HLAE ID.
« Sh 5 1D - Hi N IERAIR 1D,

CEBE - CRFIGD BRI SR,

M E (OK).
g) HiifRTE.

HURRI LR 8095 8 A RS, e 5 3R P C RV B 11 A 26 238 I S 491 ke s 288 A st
#ro ERFDMERER 12 381% & (Logical Devices) B, EAEPFEBRAHPIRE . MR ERE
J O RE B AR HORZS s TR, W LUTUa/E NI P R B AR . T RE AR i R 5 21
“CLARPRAMIN RS BOIRE N IEFIRES, JF HoZ IR .

zmes
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System Tools Help

% Refresh | | () Add Device

87% (40 of 46) Cores Available

al Al
Status
@Dnline @-*# (5=

BN BRI ASA L E CERFICE .

NINEE %5 SERF AL 51
NS B 4 ASA ST -

\}

AR WRPOGEH TR INe AU SRS I sl 45 21 2 8 FHAERE R Firepower 9300, NI iZ AR B
SEASEIM IR

FF6 Z A

© WHORDUA SEREAE LB B K BE TP i i A A2 5 10 TP ik R BT, HREAE R LA
F AR RS SR P RCE, SRR A TR INE R DA o S SO S BT A Sh I A

* BTHURT LR DR E AR ] o S5mT LS AN N FXOS HURRCE ALt i e
o XN RAEL RS NERER B ASA N R 2 SR TUAB SRR R B B4k
R G EA I E .

UK

T IR PURE B b, SR ER & BB & iU,
SR2 gl B SRR ERE 7D o RHER I ERE
PR3 ELBCHHUA LK VU RS . R s Fon > SRRE.
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| Add Cluster i) |
I want to: Join Existing Cluster b
Device Name: clusterl
1
OK Cancel

T4 EFRBE. > MANBEEH
SRS XN TREFRIR, ARG RM AR
L6 WE.
TR AEFERIEME BT, R DYURIRRERCE, AR5 AT HE.
PR sl AT ORI B EAR . SHE EOE O SIS, HEUUE S LT B
* Hl#8 ID - f A ME—IHLAH 1D,
* S ID - B IR A DD
c REEH - ORI AN FKEREZ ]

M E (OK).

TIE9 LR TF (Save).

WU L R 38R AT RRAS, IR 51 R P C P B 11 W S s I Y SR s 2 i B %
FEREANRME DA 1125818 % (Logical Devices) Wik, A BIEHBI# MIRE. AR NRBENI
WA RS B T, FTDUT AN AT RO E AR . T RES Rt R B 31« 22 At
BeRma R AR IR IEFARZS,  IF SR .

System Tools Help

¢ Refresh | | (L) Add Device

B7% (40 of 46) Cores Available

& |\F|| B
Status
@ anline (ZC) .** el

| zmes
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AN BB B ED BEER

FEJE AT SR LURE 54 Firepower 9300 HURES N HLAS A AESR,  Bidsin 22 M HLAE LLSEBLPLAR
IEHE:SS

FEZ BRI AT ELAE 54> Firepower 9300 LA LIS I— AN AN WU N EEAE (B2
FERFAMEE B AN, B AR 2 PR LS A s NG LU IR 428
XTSRS, B AU ERE U . A2 DU LR INEESE: RS, o L] SRy
BN ARSI T DU, SCHURAA 2

B2 BUBNBAE SREF

NN

Qe

Qe

g g

N =

& AT LA Firepower 4100/9300 HLAFE BE 5 | B4 An 0B HE . A& W& LT A VIR E .
X HUAR R ERE, e B R LRE . 7 — WU DB e, R, B LS S REF I
BB MU EHB T — DA, SEOERA S .

7E Firepower 9300 HLAAH, D206 A 3 MBLHAG RS B 2548 5L CREANMEFE A3 — AN 8 S0
FHAERE, BRIV e pith . W AN & 4590 3 AN, SEREEBAS IEW T1E.

o

FrIaZ Bl
* M Cisco.com N TR B AN HBUE, RJGHBUE F4L % Firepower 4100/9300 HLAH

o XFTREG], WUOREAEAE A ERABCE SO, TR HRAE A 7545 SIS I B 5 S T
PP E S

o XFTREH, A KR AT, IO WA e i/ 5 | 8, DLORIE AR AT I
it o JE % £ARIR (Security Modules) 5i% £ 512 (Security Engine), #RJ5 wiili )40
Wb (&) o ECMBRIAT IR, RIEH TR R B s, X2 T RATAT At ]
PoE . QSR B A s S B A S, WIAEAT ARG B0 B A 2R A6 Jevk A sk
A BIERS RIS L. A RVEAE R, WS EHYIaA b a5 5.

s R ME R
« BHLE I ID, TP Huhik R M9 28 HE AT
* M OC TP ikl
o SSIEFRIAT B AL TP MUkl A/Bk NAT ID
* DNS flleg5 4% IP Huhit:
o BB R4 R4

i

Jie B
1k FiB 48 % % (Logical Devices).
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ez mavism 2t |

X AAn (Add) > 8% (Cluster), JFBE LI NS4

7: ARHbEEEE
| Add Cluster 2l
I want to: Create New Cluster bl
Device Name: clusterl
Template: Cisco Firepower Threat Defense =7
| Image Version: 6.5.0.1159 e
Instance Type: Mative &7
QK Cancel
8 BRI E
Add Cluster i
I want to: Create New Cluster il
Device Name: clusterl
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.39 v
Instance Type: Container i
Resource Profile: Default-Small hd

5M 1 - 46 Cores Available

5M 2 - 46 Cores Available

5M 3 - Module offline. No information available
@ Before you add the first container instance, you must reinitialize the

security module/engine so that the disk has the correct formatting.
You only need to perform this action once.

0K Cancel
Add Device 2%
Device Name: clusterl
Template: Cisco Firepower Threat Defense =
Image Version: 6.4.0.49 o
| Instance Type: Native i
Usage: Standalone (@) Cluster
Do you want to: °Create Mew Cluster Join Existing Cluster
0K Cancel

IR AE: (I want to:) > $TiE & E¥ (Create New Cluster)

RAgE AR,

I A4 R EELAG 7 2 5 | EAE Y R T IO B BE R B R A0 O 15 AN A0 0 P B A ) e 2% 44
Ko

XFFA8HR, 1 E$E Cisco Firepower ERABHEH
1 FFIRIG AR (Image Version).
X SRBIZERY (Instance Type), RALEFEAHE (Native) Bl A 8§ (Container).

zmes
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e

A SIS 2 AR 5 VR BT AT 28R (CPUL RAM FREREZS (] Db A ) e — A At
Sl PR S 2 Ay ST BE K 23 B, DR AE T DL 2 AN AR S

) PR RSEE)D X T&IRZER (Resource Type), it A FHua ik — AN ysiic & ok

X Firepower 9300, L E SCAFRE N T4~ 2 b EIORENSEG]. B, SRAEAEH] 12
A 22 R, JF HARBAE A A S LA EZ CPU I, W] AR JE 7R sbid R b o A
LARRVCEA R IRCE S @ BUEAE AR AR Z AR FE B IR B SO W R 2 B
PUESCAE, TG SRR R, SRS A 7 S N SRS SR I — A S

g) MiifE (OK).
B ss WoR R - WA SR 1.

p R A S I Ju

Data Ports =

Ethernet1/2
Ethernetl/S
Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Port-channell

Port-channel2 e
channell
Port-channel3

- Port-channeld8

Port-channelds.10 Port- =
channel2
Port-channel48.11 FTD - 6.5.0.63
Security Medule 1,2,3
Click te configure

Part-
channel3

Port-
channel48.10

XFAHAEALERE: BOASOL T SR80 0. WRE T SRR O, EaNiE+
Br— MRS ETA RO

X2 B GERt: EFF R BCRIE R RN R 1, IR IR RS ISR v 1 - T oo 1 -T2
Ho

PRSI B B b

ARYGUR B AE, T AR 2R AE T L B AR 5 | S R P BB I E U T DX A 828 B HfE
W Dy TSEBLERIEAT, W5l LUE SO T CLI Be 0k 2 i

$IB6 (CERSE (Cluster Information) TUf I, 5Ll FiRfE.

B zses


b_GUI_FXOS_ConfigGuide_2130_chapter8.pdf#nameddest=unique_161

| Zigies
ez mavism 2t |

& 9: A th EEB¥

Cisco Firepower Threat Defense - Bootstrap 2%
Configuration

Cluster Information Settings Interface Information Agreement

Security Module

Security Module-1,Security Module-2,Security Module-3

Interface Information

Chassis ID: 1

Site ID: 1

Cluster Key: e

Confirm Cluster Key: R

Cluster Group Name: clusterl

Management Interface: Ethernet1/4 v
CCL Subnet IP: Eg:x.x.0.0

QK Cancel

| zmes
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10: % S5 6 8%

Cisco Firepower Threat Defense - Bootstrap 7%
Configuration

Cluster Information Settings Interface Information Agreement

Security Module(SM) and Resource Profile Selection

Security Module-1,Security Module-2,Security Module-3

Resource Profile Selection
Security Module 1: Default-Small w
5M 1 - 46 Cores Available
Security Module 2: Default-Small -
5M 2 - 46 Cores Available

Security Module 3: Default-Small bl

Interface Information

b)

<)

d)

e)

Chassis ID: 1
Site ID: 1
Cluster Key:

Confirm Cluster Key:

Cluster Group Mame: mi-cluster-1
Management Interface: Ethernetl/4 -
CCL Subnet IP: Eg:x.x.0.0
QK Cancel
(3G ] T Firepower 9300 R4 4% LBl 71 % £ARIR (SM) F1 53R EC & X415 (Security Module

(SM) and Resour ce Profile Selection) X s H,  fi4n,  an R4S 1A R 2 2 sek R, JEH
MZE A Ru S BT 2 CPU I, AT LU RN B AN [ 1) B IS C SO
SFTHUAETAERE, EHFE 1D T, MANUAE ID. FERE P 4N HLAR #B 6 25048 F ME— 1D,

20 [ SR B e g 1T 48 ASIN AR AR IR, A4 2 Bos 7 B

T3l SRR, 7R85 1D (Site D) F-BC R A SLHUAR 3 5 1D (1 Rl 8 2 [0
FlexConfig Lifig. X nldlff A & #H0 FlexConfig Dhfig, KECE T34 5U AR AR E PE
Al SRR (1 3 U, 0 ) B 3l AR MR R 21

{ESEREEA (Cluster Key) FBU, Sy SEREFShIBE R L 1095 hI U0 HEC ¥ 5 00 0 IE 3 6

JEEBPRKENT 1R 63 NFRFZIFN ASCIL P4 H o JLm B P TR . IR A
Wi AU L, A ARE RIS A R R L, B TR IOk

WEHERAZTR, MR AR T R
LRI RSE A 1 5] 38 ANFEFFI ASCIT F 45 Hi
EREEEO.

e R T A BB AR W 4% . I MO T U A B 11
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2)

ez mavism 2t |

TSR ARY H—AS SRR R S B Th RS (082 I N A B 11, S 31— 43508 8., A e s
X FEAITL .

(A[iE> ¥ CCL FM IP 24 a.b.0.0.

BRNIEOLR, RS 127.2.0.0/16 M4 . {HIE, FEEERIZE B A R 127.2.0.0/16 Vi
il . FIXFREAR, TERHERER e ME— 2% BT R /16 Mg, ¥A1A] (127.0.0.0/8). 41

% (224.0.0.0/4) FIP 3 (169.254.0.0/16) Mk BRAb . W B 15 358 0.0.0.0, RS 4fiHBRIA
P &5

U AR LA 1D R 1D A3 A2 i & B & ISR A2 I B 12 1 1P Sk

a.b.chassis id.dot_id.

FEIRE (Settings) TUI L, AT LT #H4F

Cisco Firepower Threat Defense - Bootstrap

Cisco Firepower Threat Defense - Bootstrap 71X
Configuration

2% Cluster Information Settings Interface Information Agreement

Configuration

Cluster Information Settings Interface Information Agreement Registration Key: sens

b)
¢)

Confirm Registration Key: | esss

Registration Key:
Password: [TTTTTTTee

Confirm Registration Key: |ssss
Confirm Password: sensssnsen

Password:

Firepower Management 10.89.5.35
Center IP:

Confirm Password:

Firepower Management 10.89.5.35 Search domains: cisco.com
Center IP:

Firewall Mode: Routed ~
Permit Expert mode for yes v
AL D DNS Servers: 72.163.47.11,173.37.137.8
Search domains: cisco.com

Firepower Management
Center NAT ID:

Firewall Mode: Routed v
Full lified Host : i

DNS Servers: 10.89.4.5 ully Qualified Hostname: | cluster1.cisco.com

Firepower Management test Eventing Interface: =

Center NAT ID:

Fully Qualified Hostname: | ftd1.cisco.com)

Eventing Interface: v

FE SRR FBeh, BONTEHYIR] R L AR R A 2 IR IR A
AU BB IR R T 1 2 37 DT B AT SO 745 5y WS Insi i Ams , SEAE 4 B
Fh E S AT TR % 5

Ao N AL s 7 0 L 5% P R T CLL V5 1] 1) 3585

1 Firepower BBl 1P BN, S ABATATER 5 HLPU0 ) P Hdk. WA AT HR
TP Mkl TR T B A, JEALE Firepower &8 H1:0 NAT 1D (Firepower M anagement Center
NAT ID) FB AN 14,

zmes



e

d)

2)

h)

i)

zEigg |

CAfk) R FARSsep], RHEER R FTD SSH £iFERKER (Permit Expert mode from
FTD SSH sessions): =& (Yes) BiA& (No). & 5T AE Bt shell 15 i) AN B LA {7 S0
b HERR o

SFF IR, W R AEIERER (Yes), A ELFE A SSH 2115 1) 2% 25 S (BB 1 FH 7 nl LU N
LA W REEFER (No), HAHIH M FXOS CLI Vi In) 78 %% Sl FrBdBR (1 FH 7 vl LU N %
S AT BGEEET (No) LU sS4 22 18] ) I 5

ACH AR 748 H 0 250 BB R AR SRR A O BR A L KA, A L i ik
ANICAEACR, 1E7E b CLI A8 H] expert 4o

(AIk) 7E#¥FRIE (Search Domains) 7B, i A\ HL I 26 1O RIE 5 70 FR 41 3%
(Ar)  MBAKEEART T 1z & i AR s A

FERR R, SN A R A 190 26 P (i P R e A L) i ol PO B S 1 VAR T AN )
T b ST, B KT AN 2 JRB K, 78 RSP I B BB K
57, AN N 2 B TR (0 o AR

REANAEHI AT B N B E B KB, R B p N 5 SRS, WAL A g
(T[i%) 7F DNSBR% 2% (DNS Servers) 7B, A HIEZ 5531 DNS fk4-4:513% .
By, AR E ARt EH4, )RR B 13 ] DNS.

(") 7t Firepower B30 NAT ID (Firepower Management Center NAT ID) FEt T, %
NTETINEEREAE R v e I IE G AE B E L BN R4

W, TCRAEE PR S R, AT IP bl GERI—AMEMESD o R
PR 4% TP fhulil, BE&HRE & FEdL TP bk, (HE, SR g b — A 1P ik GX
SEILE B IR IR DA SR I B 1) P i i ME— 1) NAT ID, DA S 4l £
PEAT, IFERIEMIEM 2. ST KN T 1 2] 37 M ERFZ TR SO E R e
SEN NAT ID. B H A O B4 A I 3 A NAT ID - (i A2 TP Hiuhik ) XHRIaavE M 32E4T 5
P BEAE R FZAL o

(k) fER2REEMNSZ (Fully Qualified Hostname) FE T, SN B9 #15 # 1 52 4 R
EA TR

HRUATE M a 3z F2BE N0 29 BB, 5 () REFTF()s K FRECHh 253,
(i) M BEED FRyEERT, SRR N YA . SRR, RFERKE
PR .

LR E L F T AR 11, 20K 42 LG ¥ firepower-eventing #2 F1 o B4 43 it —A
SCHRPREAE S5 % DO REM R LT N SR L, e — 408 T R, DAA RO R I 20 e
7.

$IE8  IEOMER (Interface Information) TUTHI L, AR R e B ELE — AN EL 1P Hhhk. i
1R (Address Type) R4l a& Pk Bhbl2R A, AR5 N A LA REIES DL N7 B

a4

B zses
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3B, SRERE AL IER TAE.
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Cisco Firepower Threat Defense - Bootstrap ?

Configuration

Cluster Information Settings Interface Information Agreement

Address Type:

Security Module 1
IPv4

Management IP:
Metwork Mask:

Gateway:

Security Module 2
1Pv4

Management IP:
Metwork Mask:

Gateway:

Security Module 3
1Pv4

Management IP:
Metwork Mask:

Gateway:

a) 7EEIE IP (Management IP) FB(rb, BCE IP Huhil.
TR — W2 b o RS ES i — TP bk

IPv4 only R

10.89.5.20
255.255.255.192

10.89.5.1

10.89.5.21
255.255.255.192

10.89.5.1

10.89.5.22
255.255.255.192

10.89.5.1]

0K Cancel

DR ONEE:S eI S
DR NCETES R

FERBGETTR E, BB 32 e 2 M VRl B3 (EULA).

s RE (OK) Ik S BN TR ATE .

RAHRTF

b4

ez mabism 52t

PR I 80 8 A RCAS I8 5 |\ R R B 11 W Ik 2 I Y S B R 88 e v 4 o
fE12 481 % (Logical Devices) UL, AR PHIEHBIA AV M@ B AR RS W A L&,
TET A IR AR (AR RENUAR s X T HUA AERAE U] DU AR /e Hh e B AR . 48T e eI 2

HE R R ARBHORM N RZ

PEIRAH EFARE  IFELRIGI .

zmes
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System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

& | Py || T
Status
l(“._'.‘)ﬂnlinvs: @#t (A5

YT HUAR SRR, BT — VU ISR

a) TEF—HUREHEESIE L, SiA EAr B rRBER . SHERERTE
b) IEEET—MHUE BB VRS EES, R SRR s g iR w4

c) EFIABE: (1 want to:)) > IIAI A EEE (Join an Existing Cluster).

d) sEHE (OK).

e) EEFIERIEMEDRITHED, K — MR E, KRG AHHRE.

) i BEE O R B b . ARHEE R COUE A, HE R s DN R

* ¥l#8 ID - iy A ME—IHLFE 1D,

zEigg |

* S 1D - XFFHUR RSN, B SE R ID (T 1 AN 8 208D o DRIl i A5 B
.0 FlexConfig DI fig,  AHC ] -1 5 LA PE AR P (1 FC At sl st A1 ARARE 5 GO H - il

TR gAML B R OUR R ZE .
« REEH - CRPEGD MM ERSEREE .

© EIR P - RS BEH A B AL S O B Sl AR R A TR — R 2% TR ME— TP ik

it E (OK).
g) MR

HURTE LR 885 8 AT RRAS, IR 53R e B RV B 11 i A8 2 I T S0k Bl 2 2 A st
Fro AEREMERERA 12 581% & (Logical Devices) WU H, EAPIZHBAAPIRE. ML
J G PR AR FURZS Wos N R IN, nTDUTARTEN ] P B AR . T e AE I R b 7 2

“ RPN RS BRSOV IERIRZS, JF Hog .
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System Tools Help

% Refresh | | () Add Device

87% (40 of 46) Cores Available

al Al
Status
@Dnline @-*# (5=

PR3 AT B TP M hb R i e U 2 A B
AT SRR A L AU T FXOS B Sr MARRE D, A feks eI im ) & B s,
W, BTG 2 A INEE B .

NNESZERHTA

FEBUA SR RS N B e UMM DA SRAE Y Rl AE FXOS s iiof IUARAE 1Y s, B O 2 H )
AN R

)

ER RPN FXOS P IERAGEH TU BT HUAR s a0 SR B beds in sl 5 4 21 2 3 HA#FSE Y Firepower
9300, N BB 0.

FHia Z |l

© WA, W2 BB O A BRI SRR Y R R Oy — BB R, e
v = L AV i R o TR

* BTHUR LR D RCE L AR ] o f5mT LG AN N FXOS HURRCE DALt i A o
i
SR WERZ A E LTI T BB MR, AR IR BT LR

MM O TN, FXOS BEE 0 SRR R, JF FLBUAR Lo s B i R I piA
0 F BB TSV, LR 1S 4 LA T I B 0 AR A A A SR

pE s USR] T AN T RS, Wnr LAk s AP 3R . Cisco AN h T HR BT B A0,

| zmes
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a) i RG> B HAENE s T i i mag
b) sl B , Rl WERARE (B o X RG22 Firepower 9300, 1 1% &
FEAMEHIRRAS
BEIAA SR B AT R e . HRTRRAR o TR B ROA o
c) TEERRA Fhiseir, W LAERRA ., AN 5 SR HETARA VCH, 5 A sh A %
R 5B AL AL o
d) TEFHUAE b, R T H gt
IR 2 IR DU ESs b, Gl BERE.
$B3 L LA BERERERRR; EH R ERRE .
WA EEBPHYAA LR MUAEERERY , AR5 sk NN > BEEE.
HIE5 X TR &ZHFR (DeviceName), i b ik & it — AN 47K
PIR6 AHE (OK).
PIRT A EHIERHEME B IHHES, RS — MU ERRC S, AR5 AHE.
PIR8 pihi bt A O A EbR . RGBT CPUE 7S, (M LN
* #1586 1D - i ANME—HHLAE 1D,
< bR 1D - XEFFHURRARRE, S NSEHUA S S ID (AT 1R 8 208D o BRIhAeA al ] 45 2
H.0» FlexConfig DI REREATIL B o

« KEEH - CRPERD WM R KR
© IR |P - KRR B AL SO 5 A B I R [R] P rR  E TP Mk
R E (OK).

PRI riliRTF (Save).

WU AL 807 & AT RRAS, IR 5 R P C BP0 B 11 W Ak s I ) S SR s 2 i B %
FEREAEHE DA 1125818 % (Logical Devices) Ik, A BFrEHBI# MR SRR DNARAEN O
BB R RS W o &N, W RUHAAE N ] T L BRI . T e e b R b o 31 “ 2o 4
BeoARma 7 AR IR IEFIRZS,  IF HAEIR I -

B zses
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fic & Radware DefensePro .

System Tools Help

@ Refresh | | () Add Device

B7% (40 of 46) Cores Available

& '** ]

@D F ¢

Status
':T) anline

fic & Radware DefensePro

BE} Firepower 4100/9300 HLAR AT AEELAN J) v ESCREZ ARG (1B K3 A% = J7 DDoS WHID .
XL HI AR S5 v] DLREREAE — 2 B IR 45

% F Radware DefensePro

5T SRR S BE R & A, 1) L2255 = J7 Radware DefensePro fE#-F & LLE ASA [ K B% B 1 2%,
£ BB AT T IZ24T . Radware DefensePro 3+ KVM HIEFLT-&, AI7E Firepower 4100/9300 #/1
Fo LA A NIE L5 IR 55 (DDoS) KM A 2 fif Thig . 24 4F Firepower 4100/9300 AL L Ji FH AR 45 BE
K H P28 TR L 25818 3 DefensePro MEAUSY- 15, ARG P 23K 21 ASA B S BB 48 [97 K 5%

)

TR * Radware DefensePro g - & 7] LIFR A Radware vDP (R241l DefensePro) , B3 fij#i A vDP.

* Radware DefensePro EH°F & IF 1] BE 2 8 5 BB 1 25

Radware DefensePro B9 8 &4

1E Firepower 4100/9300 #L4f L8 Radware DefensePro Z Hij, W ZIUf% Firepower 4100/9300 AL iC &
A etc/UTC I X [ NTP ik 45 4% . ¥ B Firepower 4100/9300 HLAH H W15 I TR O PEI 15 &, iE
Z [ v E H YA A

| zmes


b_GUI_FXOS_ConfigGuide_2130_chapter8.pdf#nameddest=unique_22

zEigg |
- R

Bl 55 % A

ER
* ASA - LIRS /) ASA 32 Radware DefensePro (vDP) P&

* Firepower 9300
* Firepower 4115
* Firepower 4120
* Firepower 4125
* Firepower 4140
* Firepower 4145

* Firepower 4150

Y

ER {E Firepower4110 %% b, i/ S #F Radware DefensePro “F- & H| T ASA.

o BIBIAE - DL TS 18 B D 857 7 Radware DefensePro -5 :

* Firepower 9300

* Firepower4110- 15, 0 AN HIE B 52 B R & A& LRE TRERES,
Tk iEids .

* Firepower 4112
* Firepower 4115

* Firepower4120-157E &, A [FIRTZAE MRS 5w s . (Eis BE TR RES,
Tk BB ids .

* Firepower 4125
* Firepower 4140
* Firepower 4145

* Firepower 4150

N

IR U CLIE T B 7 & 1838 Radware DefensePro; LA &
FEAS MANCRRIL D) RE.

B zses
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AEMILE

EIh B 45 % % L BLE Radware DefensePro .

Hit M E

o RS BEAEN AR IR RFARIC B ANSZ SR o (H0E, FENUARRIEGRI SR, RO G 58 Radware

DefensePro (vDP) W .

481% % Bt & Radware DefensePro

VU NP SR Qo T £E 0N AS A BY, Jg Bk 977 11 32 68 15 4% Wi T 1 PR IR 458 P ‘22 2% Radware DefensePro.

\)

SR R vDP NIRRT RN A R, A (ASA 0 RBIAED K EH
WIS B Firepower 4120 B 4140 %44 111y ASA 7 1fi %% Radware vDP, W1 {{HH] FXOS CLI
TEEMA . A7 WA 7L Firepower 4100 7% 171 ASA T [HI ¥ IRk 454 1 22 2 FIC & Radware DefensePro
ff5e% CLI %, %24 FXOS CLI Bl B 50 .
Foa 2 B

* M Cisco.com F# vDP % (i5Z [ M Cisco.com F#EMAE) , KI5 K IEMLE 4L F] Firepower
4100/9300 HUAT CIESPIRME FAERI 242805 .

o W n] LILENLAE N EERE A 00 3 0 & 352 Radware DefensePro N JH; SHTHUAENERE, i5SE
DA N EETE F L E Radware DefensePro , & 66 7.

UK

G BN PO R A B O T vDP, 15 8 A D AR A B B LR L B O B HR A, 50,
T DAL A B
EFFi1Z4E1% % (Logical Devices) 1T “i@4H % %~ (Logical Devices) UL ]fl .

“WiRv %" (Logical Devices) T B~ AENUAA LHCE R E 4 VR. WRWAR EZHEE S, &
GH R AR, BORERCEZRERA.
QAT ASA s BB 2B GiF S BN ASA 55 22 5T 80y B RLG AR InAlT.
SRR, 5 24 B0
TEAEImEE I, Wk vDP. RGUK R “Radware: fE{Ul DefensePro - FUE” & H. fE—fR{E Rk
TR MECE LN B,
R K 2 A vDP WA A% 3] Firepower 4100/9300 HLFE, 15 7ERRAS T $7471) 28 Hh e £ 548 FH i i
N
WA A — A B IC & 1) Radware DefensePro W[, W¥IRECE X FHIYIER T & BoRSCREI %
UEICE SR . R BOLS WS I PR L B SO o R AR PR L & SO, W BN
EEEEO MR T, SRR IERKPER 1 h el e sz o,
HEPEBRAHEHEZRAY . (L IPv4. X IPv6, 5i# IPv4 Rl IPv6.
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zEigg |
. TEMFE N & 8% L BCE Radware DefensePro

LB A LD RIER IR, R DU R
a) EEIR IPFEP, MCEAM IP bk,
b) X IPv4: Hi A\MILEHERD.

N IPv6: FINBIEBKE.
c) N PLE M Sk .

W0 Rl A W45 o5 TR REA Bt o 1 5 120 1) S B ATE
BN AUHBE (OK).
;12 SHRTE (Save).

FXOSH L F 845 E IBATIA, FE8 5| SR B R FHRE 15 B 0 B3R 2 e ok i B
e

T—5HHita

24 DefensePro N B B %0 . i8R, ERTEMEMNBE A, DefensePro N JCIAE(M . HRE
215 8., 152 Cisco.com [ {Radware DefensePro DDoS Wi ZZfi# H F #856)

E¥ 58 N & B L B & Radware DefensePro

DU B 7R W] %234 Radware DefensePro BR% . U4 ASA B% BB 18 HLAE P9 SRR T IR AR 5%
Bl PR S

\}

R ORSBEENUE R ERN B TP AR . {BJE, Radware DefensePro W FH 7 ZE M LA () B2 BEAS 5 O T
O P AT

FiaZ |l

* M Cisco.com %% vDP Wtfg (iS5 M Cisco.com FEMAL) , SRJ5K LG 4L 3 Firepower
4100/9300 LA CEZS RS BRI 22 E) .

UK

SR WUIRERE A R OO T vDP, 158 F %38 D R e A R O LB A BRI,
ST DAL N R B 1
L2 E ASA o B HIAE NAERE GES Y 6 ASA B8, 25 45 10 8% O |t fE8E . 28

52 50) .
THER ERCENUR A B I RE 7 45 NN R R TFZ T, 6200 SE 4L M LR 2B Rt vDP B iS5
BULERE
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| Zigies
F 1 UDP/TCP 34 7075 A vDP Web %5 I}

$IB3 RS, %E vDP. R4K I~ Radware: E#l DefensePro - BLE X[ iFHE, E—RRE 81k
Wi FECE LR 7B
$IE4 R K EZA vDP A AL F) Firepower 4100/9300 HLAS, 15 7ERRZAR N 471 2 Hh %k 3 B A8 J1 (1) vDP Jiit
Ao
LIS WIREAA AP AL E ) Radware DefensePro WA, W “BRJHECE SO FHIHIR N & RSk
(K08 PRI B SR 26 o R L 25 e A5 ) R R W SCPE o 0 SR AR R P 0 R SO, DU FH R
WHE.
$®B6 ABEEOONAETR, EHEEHED,
ST BB vDP BGRE)T I RN B0 ity 11 5530 1 AR HE
$IES AHEOERETR.
SR EFEEH MR ER, L IPv4. X IPv6 B IPv4 Al IPv6.
SN0 AL EBERECE LR P TR, SR B R T AR LD kR et SR
a) {EEIRIP B, FUEAM IP Hubik,
b) X IPv4: HARLEHERD.
L IPv6: FIANBIZRKE .
c) IR R K H,
BN LHE (OK).
B®12 fRTE (Save).
FXOSHl it R &d8 @ MEAFRRA, K5 | SR P & A FE 3 B R BIHE 0 2 ok 5 4
W o
SIE13 EFIZEEIRE (Logical Devices) T “iZ#k 4" (Logical Devices) T .
B4 RO E NS A YRS vDP 4 H. WiFEIE P 4rh 5 I E
* I CLUSTER-ROLE JT # 41 % DefensePro S2 4| W7 kA%, 4703k N\ DefensePro W, FitE
04 TP Mk, SRk vDP ZEFEAI A

* W CLUSTER-ROLE Jt# 1%} DefensePro SE451 i 7~ oA primary 5% secondary , Ul Bl 3 FH 72
2, JHH ORI L.

T—F Mt 4

3 DefensePro N ¢ & %400, 1R, AEESEEIL W & 217, DefensePro N H JCIEEEM . A3 K
Z =1, 2 Cisco.com [ [f) (Radware DefensePro DDoS WH 22 45 -

FF 7 UDP/TCP im O %0 /= A vDP Web AR %

Radware APSolute Vision & Pl #5422 11 0] {# F & Fh UDP/TCP % I 5 Radware vDP N H B Tl {5 . MM
vDP W ] 5 APSolute Vision £ FEESUATHAS, M OA20UHH ORI Lo 0] 5 18] K R AL By KBS . R
R ey 52 2 VAT TT O RS L, 1525 (APSolute Vision F 7 F5F ) A LA A%

| zmes
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* APSolute Vision iR % 22im 0 - WBM j

zEigg |

BIETRIER S
* % Radware iz & BY APSolute Vision PR 5% 2 BB (S i

A

1{# Radware APSolute Vision £ H &#5E7E FXOS HIA8 AL DefensePro N, A %4514% ] FXOS

CLI i3 | vDP Web Ilt% .

UK

HIE1 )\ FXOS CLI iEHF] vDP W 5241 o

connect module slot console

connect vdp

$1822 5 H vDP Web JIlk% .

manage secure-web status set enable

FIE3 B H vDP W& IFR Al FXOS e CLI,

Ctrl]

Bt & TLS /inZ=hniE

PUR 805 18 TLS s hnast . el fi B e, DAl fd ) &r Bt & HOR A .
R WU B AR A FXOS FRAS 5 BT 10 TSL i 3: 4 T e gt

)

IR M FXO0S 2.6.1 TF 3 FXOS 2.7.x M8 F A,

BB 6.4 Aex BRI, K05 6.4 5 TLS

I AR
i B D FX0S mE
6.4 2.6 ISR SE] CGF 1 I
B
6.4 2.7 R R AN3E
6.5 M A 2.7 M R RA fzg?v% 16 MAEds L] (2 2

B zses
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=7 nsmzmz [

X F TLS fnZhniE

TLS fn%E 1niE

The Firepower 4100/9300 S RF(L 42 2 A M INIE, AR AT 42 L4/ %482 )2 (TLS/SSL)
T R, XA Gt T LR Oy I PR

* TLS/SSL i Flfig a5

* VPN, f145TLS/SSLAN IPsec

TLS s sl hRee A sz b Ash i, TCEFE . 8 0] LIRS 2245 38 B % 16
A BB e sz] a A TLS s ini .

R R 4 T 0 BR )

A B R R T TLS s ik, 3 e LT LA

i 5| EE A b

DR AR AN 5 B G B 0 DR B IR, JF ELAIN 5 |3 S A Bk, ) TLS/SSLR NS 57, H2 515
H -

AT J5 i PR A configure snort preserve-connection {enable | disable} Ay 4 ¥l

1% HTTP £4E
TEARB T BB 2845 e8] L AE T TLS I i o] g3 8 matkfg . JATTAEIUTLS s hnsd
AN AR TLS/SSL Vi (1) sl 24 Sl _EJR
BXFR15 BALIRFRAE (FIPS)
USRI IS T TLS AN s RpeHs s B AL FRARVE (FIPS), W55 LA R 3 19 ) 3448 4 R W«
« K/NINT 2048 “EA5 11 RSA %4
* Rivest %4 4 (RC4)
o B R bRl (B DES)
* Merkle - Damgard 5 (MD5)
* SSL v3
éum% RO BB C R L A AIE S IUBEUZ AT, FIPS 2ol o AEX i Fig

TR, B ARVRERE, TR E i A s se] EARH] TLS I e, sl nl LLAC & Web 3 b2 LA
%x%ﬁ;«fﬁﬁ’]ﬁlﬁ

FIEAZSLE
o AR

zmes


https://www.cisco.com/c/en/us/solutions/industries/government/global-government-certifications/common-criteria.html

zEigg |
B s mzmzmeniRs

= AT A (HA) Fo&E 8

WA =T FPE (HA) sREERE Bopr Bt WA 25053 IAEREAS Boprbife bs B TLS i ik « —A4
VA1) TLS I o il B AN 5 HA S a8 b i Hofh v g6 Jh =,

TLS >3k

HELE N HIAE ] RFC6520 52 AL 224 (TLS) ARk e 4 )= 2242 (DTLS) Mhisl ¥ TLSL Bk fig
SSL Lok il I TR E R A TG SRS - 207 S B 55 AR 8 71 B s, IRk o)
— 7[R o B SRR R Ry, A3k n A R H s

2R TLS B hnid 1132 A B OV BR IR BPr P 8 SE AT TLS LBy e Eidn i, % s
B 4 KFPRAT SSL SRS 1) Jo A Al RYIRAE P AR EE §EIR A B0 BOE TR E (13541 -

* FH1L

« PHIEJFEE
S5 N R RS A ] TLS (B, 15214 (Firepower & H LA ETERE) 4 ¢ TLS/SSL s
HeBR B 715

URRAE JY A % S ) B4R TLS I s, DIy LAAE 27 B rpCs v (R I 2% 20 W7 SRS (NAP) HHRC
BHERXOBACE, DUERE QT4 HE TLS Lok,

H R TLS LBk 45 B, S (Firepower & HIHOECEFRRS) H A 9& TLS/SSL ki HE R KL )
1.
TLS/SSL #2iT H

TLSSSL #1T H #5 WirBhfE 1) TLS/SSL yit s i # R A o ATART i B EI#0 v] B 2 i 3] TLS/SSL i
VH, HIE SRR TLS s nide i sgob b A A4 ny /e & 1 26 LA T AR 2E

AT TLS I inid i) 4 B 7 BAS BPN A A AT I, 0T B A R AT
Hyat, #RRAARYE SSL SN JTiARRE RYIRAE T B F R B B U T AL 7.

o GhRERIARAE

© ANl

* FHIE

* BRI EE
R SSL S Jo A R R HIRAE TR F SR MM B BN AR, HAHSCIKI U i) 42 ) SR e 75 A S 2
o, W ESRAE: HRMHEARSRE.
WEH PRI, A LRI n] %

« JHRF| A W2 TLS/SSL ACHERE S 1) S it o

o TSI SSL SIS, A AN AT s il A0 S G R S N AR R R o

6 TLS @I HITEn s &, 120 (Firepower & #E L ACESRFT) 47 ¢ TLS/SSL #bs Hk B At
U Y

B zses


https://tools.ietf.org/html/rfc6520

| Zigies
pRsgspnTs mznz

AEH WA AR Z L E
Ja A TLS I hnis J5, JoihA(EmE 8 s P e il is 82 11 LA TLS/SSL i & o

B A= HIEY TLS InZEhniE

LR B B USRS BRI, 5 24 TP PR AR SC BN, K B3R TLS i

.
TLS WA 6 FT A AN E BB, I LA
EE TLS MEMEBRTS

AR T B A Al A rE 2 A5 28 ] TLS I8 sk
AT LR R HESS .

UK

TR G,
TR2 pdngE > REEE.

$IE3 il iR (&7 ) DS &
LB 4 5% (Device) T . TLS I HE REERAE “HH” (General) #43H,

5 BB sEEIR TS E]

WUAEEILAE AT LUK B b5 4 G2 1T 85 MR A S5 5 3 D i B MOoIR & 28 . Har, HZEFXO0S B HNR
A BT HWEEEERESN BT, BT BT R, AN RS R B A R 2
BHRA . RSB N B, SR DT REAE SR N e A BERZ Wb T “Up”
HURAS, BCETEEA S BB OGS — BRI AR FE “Up” RE&. X TR, HIRESAE
Berl fe 2 SEEHR LK, TSN RS 48 vl e 70 OB T DAL RV &2 50 R4 17 i B 4
RIE

ZINRE BRI ZE PR I AT /E FXOS &8 i 4 18 — I H o IbIhRe A S sgmdE s Ez 01 (Bl gy
PR BB LD .

e B A BEBCIRZS R, FXOS W ) BRSRTS K5 B d vh e 14 BIR S
0o lan, RO B g gz, CIRSRE” KRR CTEER o I U A
NH, FrEBEE RN “O8H” o MR, DU RS OGP B A IR a0
CRERE” WEN COEEH” s HICH B N ST AR 2O 1 OGRS G T
B SR REF “CREEY RS,

WEREEH] UM DA BEEOIRA [F25, W “ RGPS KR B “CRi” .

zmes
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B =5 s smRsRs

\)

AR QR ARSI S A Radware vDP B AR 1 BB A SCRRILDIRE . HEAN, ASA tASHFILD)

ok
Heo

1 IEPHZEEIR & (Logical Devices), SRJih Bubs il 340 a6 N T Fu 8136 h i B kR RS (Enable

Link State).
0% (0 of 46) Cores Available
&
[d Delete
Status E
. ¢* Set version
1 ) ) [
® oniine &0 Enable Link State

FUAEHZIGE, P RERIAZS (Disable Link State).

2 EENMHEIVRE, AL EUGRH AL

show interface expand detail

TP

Firepower # scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show interface expand detail
Interface:
Port Name: Ethernetl/2
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Up
State Reason:
flow control policy: default
Auto negotiation: Yes
Admin Speed: 1 Gbps
Oper Speed: 1 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Service State: Enabled
Last Service State Down Reason: None
Allowed Vlan: All
Network Control Policy: default
Current Task:
<ol

B zses |



| Zigies

EIBEI

TR LU BR R B A% « KF ASA BG4 A i WIS, B 0 G B T AE AT AR W as _LpAT JABAT 55

EER B s &

A BL S R E R B N I &

UK

8 ) 5 B2k Telnet M HzRIEH: 2 AL CLI.

connect module slot_number {console | telnet}

SOERBAFF LA U 1024515, WA 154 dot_number .

{8 H Telnet R miAE T, S AT LARIR AT REERTT e 2 AN 516, I HoGEHd B P
T

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

EZBI N HER G . AEBRRSHAE LWL
connect asa name
connect ftd name

connect vdp name
BRH LG, WA GBI L.
Tl

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

IR

Firepower-modulel> connect ftd ftdl
Connecting to ftd(ftd-native) console... enter exit to return to bootCLI

[...]

wmzmies ]

zmes



B rmnzess

LB 3 B H NG 2 FXOS Bk CLI.

* ASA - i\ Ctrl-a, d
o BB - N exit
* vDP - i A\ Ctrl-],.

$1 4 k[0 FXOS CLI [ B 5 |2,

REEH &
a) A~
A IR A Telnet N o
b) ZLE Telnet N, %A

telnet>quit

IR Telnet &1iF:
a) A Ctrl-],.

T

PUR/npligE S 2k 1 L ASA, SRJ5iB[A13] FXOS CLI & 542,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

IFRIZ 481K &

1E
v

RS

1 %EFZ 1% (Logical Devices) 171 “IB#1x %" (Logical Devices) ULIHI

B zses
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mrszes [

“WiEV %" (Logical Devices) TLIM W nAENLFE _LIC & & B & 4R W3R R BT 2 55 %
%y MRGR R — 2R W s B &

P2 A AR R (K2 4R v ot B (KA BR (Delete).
TR 2 (Yes) M E MR E 4B %
TERA piddi (Yes) HARRZ MR L& -

iSRS A
L H0 A S 58 A RSB i

e Bt A Bk

i, HHBLET s i, SRR A S A SRR INER . SRR I 1Y, SRR A,
ATTAT AFHT I ERAE . St vl AT Bh A5 A

S AR AT AR, Bk WU LAY B AR VI AR SRR

& s || @) *
Management Port Status
Ethernet1/4 ® cniine @D 7 ¢
Attributes
Cluster Operational Status : not-in-cluster
FIREPOWER-MGMT-IP :10.89.5.20
CLUSTER-ROLE : none
CLUSTER-IP $127.21
MGMT-URL ¢ hitps:/10.89.5.35/
JuID : Bed59170-451d-11e9-8475-f22f06c32630

T & E O 1 UM A, NAZKE A B AR B EL L B SR, DUELE TR A ARG,
A LUK E AT RE
o TEN R rh AR P AR T8 - #5m] DU N FHRR S CLI 28 F4E . %\ cluster remove unit name iy
A MR o 15 Sk e 4 LAAN I T e 4% . 51 SRR & IR AR, M I & 7] 20 ) B e
WARFEAAL, R TR G R INZ R & A S ERECE « WA B W& i A\ ki 2
b QR AR & S R v T E A5
ML TAEEHPIRASES,  Frfs Bl i ek, A& B AT DUR SRR . BRI
UL, HEAA SRR BRI VB RERT I, B NG SR P RCE B TP sk . Hin
RASTHonE, M S ESERE P AT AEEHPIRAS, W B R 9 25 .

ST A FHAERE, 145 ASA _FHi cluster group name, SR enable. % 5 FHAER,
TELE BB N cluster enable.

o RS g DU 1 B v, sk e am (G ) | gy
s measn (R ) mgam.

| zmes
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| T s B

© KM Y515 - AE LR RS IR ERIR/EIE N, midixH RIRER.
* RHINUAS -75 U BES 10 “HESE” otii, s RALERR.

KA MR

BT LT LR 595K A R A

XA B L 1) BB, B ORAERUR LA SRR IS, N R B O B SR MR v A
o MR A A 78 HURAS IS (1 BRI VR, e B (D) o SRS, TTLIE
SERIZAEBE G OBTIERRE, IR AR R SR TR A I (K2 AR
'%W%*W@Mﬁﬁﬂ%ﬁﬂ-@%MW%*W%&%,Wﬂ%%%ﬁ@#%%ﬁ%ﬁ%%&

DA

MIRR 512 481 & A~ REX AT L A 3L 451

MIERIZH R Ia, RO S EN R A e 2 N B E . WERASIBR N BCE,  TIAE I B
N SE 2 A, R VR A T G B o N T SEIAN I S R QI Il
LURFRRP D BRI 22 45/ 5 5 v Ij sk 7 FH 241«

UK

LB EFIZEEIE (Logical Devices) 1T “1Z#i1k %" (Logical Devices) U [

“IHBLA” (Logical Devices) UL B AENUAN _EBC & HIZ AR e H1& o 0 R W AR S EAT A 1 43
o MARGHR o RIS B . B HRIR IR N7, 0] UG B 58 4R s AN IR
IV JH SE1 514

PR 2 g AR 1K) N S5 Bt B2 (A BR (Delete)
PR3 fihi 2 (Yes) Ml AL ELI R N T S5

B R B EE dE Ik & LAY D
FTLAE AR A e LRI AR 1, S SR . AR, T BAE
o A R B

VN IR 10 B e A At FH 22 10 6F Jl ol 7 080 T PR S e S o I IR 22 4 SRems o (s P 0 2 11 253
WPCE . n] DA BB O FE T AR A E S D, SRV . NAT. SSL. G143

MJ. VPN, DHCP lx%5#5% . 51 L XMRIEASZ 5200 . 38 0] LA%i4E L5 L) EtherChannel ¥ %
RKR, A B4 B ER AR B PO B B 4 5 B A Bk T R 2.

X R L IR ERAIN R S 28 DA G BT C B
XT BB AR IR IH 5 AT, CRERCE A MR R MR

B zses



| =iEige
surmpazEies oo i

FFa Z Bl
o MRHE D B ) LU N EtherChannel  Coi 8 ) i s B8 42 10, IF¥S IN4F{] EtherChannel.

o QN REEDE 2 BC R 1N N 2] EtherChannel (f114n, BRINE DG N ¥ RTAE B D BC A 4285, W)
TS N R AT A L 1, AR5 PR 4% 1A N 2 EtherChannel . %7 [#) EtherChannel,
5 0] DLRE 5 % EtherChannel 77 fic 2115 45 .

o T SR A P el SRR VB 4 PR EtherChannel, U532 61 42 /0 BLAA 1 ANEUH 20 o s B
T1#E F1[#) EtherChannel, #A J5Ks i 8 #4% 1185454 EtherChannelo BUPM 18 H8r H 20 (B3
FOH N FSEFEZ) , FFHAE SR 8w A E AP FPPACE S, e LUK CHATHEL
WHAECR)D A HEE 115 N 2] EtherChannelo

o X TARREE R T, VR ORAE BT B SN B 1, SRS R A P 0 B T B g
IR BCE . BA TR/ v BN ), R e el B s sk . 3
VER, BT DAY BRSO P AR s, DRIk, eI 1

UK
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PR3 AR O D R I R LR i
THIIMBRAEAT 21
| Data Ports = |
Ethernetl/2
ECE—

ernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Port-channell
PIA PR R

PRI, R ESR, AR ERE ).

a) ol BT L R T A A

b) EEMNERFERIET R L, W RPIEEEEZED.
o) ERBEIK I, IWFRFIEPEPHNESZED.
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M THRTE (Save).

[0 Ry R .

a) BRI,

b) MKIXIERIEE (Devices) > & £ EIE (Device Management), I riili BB 411 4miE (o
) o REEBAEFIED (Interfaces) L.

¢) riii¥ED (Interfaces) HiH 4 b7 IR 1% & (Sync Device) 144l

d) RIS, ATLAERED (Interfaces) Uil BA B4 (A kalE, RUEONE CRAEE S, Ml
BT IR LA G L

e) WIRTFRIMIBREE I, 15T ok AT 42 10 e B IH 2 DR A B i 1
T MR O, I CAS A AR . AR IH B D I F B Frg AT Al 5, A s
WL R TR E . BERs oA E A IH 2 D BT A

f) SISIEE X (Validate Changes) DA SR 76 482 11 58 S5 41547 %4
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g) rilifR7E (Save).

h) IEPEE ARG THERE, LUK SREE S BT AR . EEE M JE, A AR

[FEDFNTR wot i i e,

a) BRBWAEHIE.

b) Rt (Device), AJq 38O (Interfaces) 2 MEFEEND (View All Interfaces) # i .

Interfaces

Enabled 3 of 13

View All Interfaces >

o) miliPAMEOER.
d) SEFHZ DA, R nE.
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Scan Interfaces X

@ Interface scan completed.

Added (3) Removed (0)

unnamed

Port-channel2

unnamed

Port-channe

unnamed

Ethernet1/5

A FR, 1P Mkl S B B .

U R AR IR 1 DA TP SRR A4 B, D5 A0 RO 44 PRI TP s ik T i 252 T e 1
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LORF IHH RO e 1, 3 Rl IR i e IR
B ER

VR FE 2R IH 2 0, 5 | 2% 10 AR B A G e R B2 1
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outside (GigabitEthernet0/0)

Migrate Interface

A The only way to undo an interface migration is to discard all pending changes

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemnet0/4) -

Create new Subinterface

—JU B R 7EE D (Interfaces) GO Fo s R P R ERE .
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k to migrate an interf

i) KAEESIIR, USRI

Task List
8 total 0 running 7 completed 1 failures Dests sl shed Roe
Start
Name Time EndTime Status Actions
Config migration from source interface outside to 06 Jun 06 Jun
destination interface outside_2 2019 2019 9 Migration is
12:37 12:37  successful
PM PM

P8 (MU LS h, B A EEER O (Data Ports) DX 3k U B E0 422 1 SR I 20 il i 1

| Data Ports -
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Ethernet1/8
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8
Port-channell
Port-channel2
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Scan Interfaces @ X
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#:0] DLRE 5 % EtherChannel 77t 211 45 .

o QAR EDG A BEFE B30 7 B EtherChannel, W FF 2002 5 /0 B 1 ANBUH 2 BC 0 i % 0
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o X R BRI D), TERORAS INERE R T A e A LI . FRATTEE AR S e A5 F & R
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o KA - WoRBHERR PR
* ok - BRI AL E 5T

* incomplete-configuration - 32 45 ¥ £ BC B AR 5E o

R AL X PR LU
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TEBLAET] LALE SO B8 2 a5 il A A B Rty /R TR,

B AS ) R BERE: RZE (System) > TE (Tools) > &4 /1 E
(Backup/Restore) > % &% & &4 (Managed Device Backup)

TG B CLI iy restore
YHAE G Firepower 4100/9300

bk >3 T BL# H Firepower 6.7.

% SRR

2.8.1

S IAE TT AT 5 2% S0 R B 22 BF - 7E Firepower 9300 |, AZAESEREH 1 BEAS
B F AL — AR . AR BEAS A5 | /B SRR N 2 A A S Fk
ATV LA Ay BN SR S R AT [ (1) 22 SR B LA BT . (R, W SRFREE, )
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FIVCFEC A AR A9 . ANBETE R — MR IR A 18 FH Firepower 9300 F Firepower 4100
T AE DU R FAL T

s B & > RINEEH

* #0 (Interfaces) > FRAIEN (All Interfaces) > #i1% (Add New) [ Hu3 . > Fi
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