AR5 & 3

C RTWUREH, 10

* M Cisco.com F#BRE , 2H 2 T
BRI A, B2 T

« AUFWUR I SEREE , B3 T

* JH FXOS V-5 4ghts , 5 3 0L

o AT AR U A A USRS 453 Firepower 4100/9300 HLAS , 2F 4 1T
« THNEHE AR IA , 56 1T

o g, 7

s PR EIRA 2.0.1 BUEMRIRA , 5 8 1T

XTI G EIE
Firepower 4100/9300 LA FH (1 WAR 53 Ry PRAN BEAC R .

\}

ER MR R A R B TR B R RRAE . W) MR B R, IR SR R
HHR

« P EHZEE (Platform Bundle) - V- & I L — RIS/ TAE R HLG | 2R 22 ity 514 FifZ A
AL G . PSR E 2 FXOSHEAF .

* W H (Application) - B H & S ALY 2 A5/ 5 | 24 1] Firepower 4100/9300 HLAE L3028 IR AH L4
I WA E by R 22 A Bs A0 ST (CSP) AT RS, —BEAPEIE B 1% b, HR7efdg i
WA IR, BCE AR R G QG R B & AT HE R I R, P8 ) e iy | e, 1
A DAZE R B [ AR ] — A Y FH G B 2 A AN A ROAS

AR WEREIEAETHOT & PP GRS TR, A0 56 TH T SRR
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ARG BT I
. M Cisco.com T~ Z#R1%

A\

AR WIRBAE R AR ASA N, WIRT AMMBRIRAT N S A Mg, RZ MR IS
A BB R, R4 R D —NEIHER, JFRR RS TR, WA RS
BRI DI/ ASA M. WHEREIIEOA BBt . EAMERETA BV meg, G2 BE BRIA L
B, MBRILRBUE, HIaMERBR IS .

M Cisco.com T AL 1%

M Cisco.com % FXOS A W, PUER I EAAZIIFE.

FHia Z |l

#0754 Cisco.com [ f7,

UK

S RIZ ) A ST 2 http://www.cisco.com/go/firepower9300-software B¥ http://www.cisco.com/go/
firepower4100-software .

ZAGBAE N S 28 R 1 T Firepower 4100/9300 HUAA HIHAE T 2% i -
IR 2 G RIS, SRR N R BIA TS

ARG EERI= 2

TET LLKE FXOS AN IR AS_E A% ZUHLAR o

FHI6 Z Al
il PR A5 B AR I WRARAEA T L BT T

i

TR KA RS > E#i.
“AJ 58 HT (Available Updates)” TLTHI 7~ AUAR B rT FH I FXOS 1 & HH 200 B AG RD 1 FH B 51 3
PIR2 pidh EERUE, FITTT “ BABIRMR” XHEHE.
PR3 AREXXY, W SBRIE AR B E
PIR4 ik k.

PITIEMR GRS b A% 1] Firepower 4100/9300 ML . EALMUERIN, RS W%, R EALEHITD
k.

| |


http://www.cisco.com/go/firepower9300-software
http://www.cisco.com/go/firepower4100-software
http://www.cisco.com/go/firepower4100-software

| g
wirsegeoseir [

PERS A TR, AR S, RO B — A VAT . TG IR R SRR I i
LM VEAT L

S UERRIR RUSTEE 14

B KRNI 2 Firepower 4100/9300 HLAR A, AR4E H AN IEWUR K 58 M. WIARTRE,  fEmT LU
MELR iR T 3h I iR (1 58 484

UK

BB KIKIEFERE > B .
“n] {508 (Available Updates)” UL [ 7= HLAH 0] FH ) FXOS ~F & 45t gAY H & 5158 .
P2 2k SRR AR R Y I (Verify) (SEdRid EIbR) .

R GUKG IR WG R SeHE IR YR e M (Image Integrity)” B WoikEs.

4% FX0ST- & 48 €

FHiaZ |l

M Cisco.com TSV SHHIPRAMAL GEZSIIM Cisco.com FEME , 252 10D , R FIkmg
%3] Firepower 4100/9300 WA GEZ MG IUR EAL 222, 52 00

N\

ER TR R R T 20 2 30 40 Eh.
W BT I 4T T I 5 45 1K Firepower 9300 5% 4100 R4 22 4%, ol R ETFHIZATHIF A
FEAE(T) Firepower 9300 &A1 2%, WTH I IR AN W ik 1% 15 4%
W BT 8 T KM LA ) BEEE 1) Firepower 9300 B 4100 R4 24, MITHA IR AN TE L 1E
TETHR I o AHA, SBFEE TP LM B A5 AR 2ol i i o

UK

T KRIER RS > .
“n] FH S35 (Available Updates)” T 5% s LA _E AT FH K EXOS ~F & 456, e 45 R0 F A% 51 22 .

P2 RGHETIR R FXOS - &M gha it K F2R (Upgrade).

| migzE ]



migEE |
B 5izin s 5t mis T 405 Firepower 4100/9300 17

ARG SC AR R A . B A AT N T S 7€ 1) FXOS ~F & Bt 2 (8]
WA AR . BAh, Eib B E, AT G et , EMIA SR &L, REEHEER.

PR3 AR (Yes), HAAGARZREL 2, o rii & (No) HUH 2.
FXOSTT I AR, TH4/Hprmak At

T 5 B2 AR 1% T~ 2 2l Firepower 4100/9300 #1785

a5l LU FTP. HTTP/HTTPS. SCP. SFTP 5k TFTP #3% 45 % & #0115 5 1 2] Firepower 4100/9300
DIER
FrIaZ |
B T B NI SO DA R A SR
o SR ILHE DTG 1 AR 55 25 1) TP b0 B 43 B0 UE ST AIE
o BAFWUE ORI 584 B e 4 R

\)

IR FXOS 2.8.1 B WA SR 1 [ A4 R0 8 FH R 4807 HTTP/HTTPS 33

UK

pz A RN S

Firepower-chassis # scope ssa

PER2 A AT

Firepower-chassis /ssa # scope app-software

T3 NHZE BRI

Firepower-chassis /ssa/app-software # download image URL
fEHILL R —, W IEAE S ARSI E URL:

* ftp://user name@hostname/path

* http://user name@hostname/path

* https://username@hostname/path

* scp://user name@hostname/path

* sftp://username@hostname/path

|



| g

B IR F B 1% T 22l Firepower 4100/9300 #58

* tftp://hostname:port-nunvpath
R WAL thpdnld Z2REmuR, TR H R .

SRR A En NG, AT U AT

B

Firepower-chassis /ssa/app-software # show download-task
WAEH O TERINH, AT U 84
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

SRR E N VRS B, T IAT LU 1Ak
Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

T
AR 7=l H SCP Wil S it «

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@l192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

migzE ]
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B =r=eesnmsms

BN

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

P iR B B AR IR kAN

R UERE A ASA N MG TH R BUBTRRCAS , 0K BB A1 I A 8 A KA VR B2 37 55t A
(KB R BhRRAS o

G AT ] HUARE 31495 50 FXOS CLI 5205 gl 977 10 32 4 50 26 B IR BIIRAS I, N FHAN 2 S BRI TH47 4205
WAS o BB 505 SR BICAS A2 BB A1 70 KPS 3 55 v TR e B B H FRRRAS . FEAI LA B B

Bt R e )G, OB ICEAE ] MIAEE PR A FXOS CLIF % Jdi i b 8 #a e 2% o -2 Ja i b4
B, BOaER SO, FRTFEAGEE, WS (REKITUMH) « http:/www.cisco.com/

c/en/us/support/security/defense-center/products-release-notes-list.html.
TSR UM SRR B AT SRR AN 23 S WAE WU PGS 1912387 & (Logical Devices) >

4wi8 (Edit) MR L (System) > EHT (Updates) Ui b X6 BT s (R RERAS 2 45 B Ul B 4132
BB P AT IR (CSP gD

\)

IR

|

SR Y T A R S RRCASI N KR SRRAS 2 B . DAL, A 2T Sl B 2 N B
WAL T] LA BT JERRCAS o SR P AN S5 ) T T 4 e 20 S 7 A e T e A s 2k (B
M%) o Dk, WS BINER, DATICE S E K.



http://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html
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| g
a4 ]

FERS T ASA iR BRSNS, ASA ST REBIZIRAITRE A RCE . KN E,
A AR TARGEEK S 2 ASA JA BRA -

\}

AR Nk ASA BUE R SIRAS, NI ASEET R . SRR AT TR g ASA B (DREE L
AEE) .

ASA & n] FHPE -

1 S A BB B WUR IR .
2. WA R

3. WX — & LM A

ASA HUAH FITEAE -

1 S A L SR

2. FRHUR R B E PR

3. WHURIAEERI A (TEREdE R EINEERA.

FriaZ 8l
M Cisco.com FEEHT@HE AN HBG GESIIM Cisco.com FEMUE , 52 T00) , REK
LWL A% 3] Firepower 4100/9300 HUAH GEZFIGIUE FAER &4, 2 00 .

WERIE IEAETHIOT S ARG R AT AN S N TS, 6200 SETHICT & IR .

UK

PB1 EFIBIEIRE (Logical Devices) 1 “@# 4" (Logical Devices) Ui
“HEYr %" (Logical Devices) TUIH W~ AENLAE _HIC & M@ & 5K . WM ARICEA T2 %
7%, MRS Bon— R WIS R .

PR 2 i A R 6 Y [ B ETAR A (Update Version), 1] 41 T B #iBR&ARZA (Update | mage
Version) X & HE .

PR3 N THARA, SRR

PIE4 riili OK.

A KAL) Firepower 4100/9300 HLAT _FTFIE L5 R, #5200 (JF} Firepower 4100/9300 FXOS
[T+ e FR ) o
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migEE |
. FHPERBIAA 201 LERERA

FaFRE|ARA 2.0.1 S E{RREAR

I LUN CLI DB, {2 ETa3hfE4 CIMC B,

\)

R R TTH T ABA 2.1.1 S0 SR A SRR SR A 2.0.1 B EGRAS .

FiaZ |l

B AR B A (1) S FRE P A% 01 %% 31 Firepower 4100/9300 HLAE (352 [ M Cisco.com F#kmefg , 2
2 TURIKS 3% 45 B 45 B A A% T 4831 Firepower 4100/9300 HLAS » 25 4 T0) &

UK

SR (LR CIMC BB Z AT, THEE IR ABRA LLE
FL AT 25 B BRER AT 5 AR AR -

il

firepower# scope org

firepower /org # scope fw-platform-pack default

firepower /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
firepower /org/fw-platform-pack* # commit-buffer

firepower /org/fw-platform-pack #

B2 YRR
FE ARG 1) 0 B 2 CIMC A

IR

firepower# scope server 1/1

firepower /chassis/server # scope cimc

firepower /chassis/server/cimc # update firmware <version num>
firepower /chassis/server/cimc* # activate firmware <version num>
firepower /chassis/server/cimc* # commit-buffer

firepower /chassis/server/cimc #

i

Wyn i LER MO, LUE AR
TR I R R
FESREATR] 100 R 2 B AR

TP

firepower# scope firmware

firepower /firmware # scope auto-install

firepower /firmware/auto-install # install platform platform-vers <version num>
The currently installed FXOS platform software package is <version num>

|
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WARNING: If you proceed with the upgrade, the system will reboot.

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup
Do you want to proceed? (yes/no):

T—%Ht4
P50 LUAE [ 2/ 1 3 2eA X R 48] show fsm status expand iy 22k W 5 2 i 7
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