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RTINS
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B LAR ZOR AR 2

o WL B /b 8 NFEAF, % 127 NFAF
A\

AR LR RS LRCE 15 T GRANVEIEKED K, DFFEd
FIRRER SR . ATRTEANE S, SN E R NES IR A, 56 13 3.

o WAL B AR R
o WU B A NG R

© WA BT R CRERD A

s NEEREIELE RS 3 IRINFAT, 1l aaabbb.

o AT A DU HEA R IE S50 - 507 B, %141 password ABC B}, password321.
* ANRES AR, S5 H AR R .

o WIIE T B RS A . I, B R AN T DL ARV (1) 1] S 5] o

* AMFEELURFS: § GRS « 2 (W5 fi= (455 .

AR CREMERER AR A, R IEHR] .
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WA A SR IR G AR IR IR S 2 — I E R, W2 G Tz IR 45 i B LR, DA R
Firepower 4100/9300 HLA BEW 5 RTINS . T H45 T B FH 7 4248
T SR I IERR S5 P AI A P P
FH P K ] GEAFAE T Firepower 4100/9300 HUAR A< Hh 55 20 B 5 43 56 AIE AR 55

S8 LI 75 03 Firepower BUA 1 HLAS 5k FXOS CLI YR B RN S5 53 L P O i 22
i

ERESHIEIERSTHARAR
U SRAE R B 3 50 UE R 55 st Hh Gt R I, DULRh 2ot O i = £ 45 T P £E Firepower 4100/9300
MU TAERT A, IF FUXSe M 4R 5 FXOS Al FRAHICAC . 5T £ €0 SR,
FIREA SR VEF P AT 5, PR T P LSRR
ERESHRIHREEFPOAFEYE

X+ RADIUS Fil TACAS+H FL'E, & AZ07EH 7 18 5% Firepower HLAEE #8255 FXOS CLI [5:4
LS G UF S HERE T R O Firepower 4100/9300 HLASACE — M P B M. sbH P R B e %
FH P B A €0 R0 DX s 8 B A 0

P85k J5, FXOS T L F#EAE:

1. BTG HRIERS .

2. WAEH .

3. AU AT T RAE, RS Y o RO 4h iR ) A COR X R

FRAE FXOS SCRF e 5 4 30 UESR SR 1 T s 1 R B

SHEIER | BEXEY | AR R B ID ZE3k

iz

LDAP Al ik BT DO FEHAT LU A2 — B LDAP S 5 22 unicode 2R )
.

« WEAEY JE LDAP &, WE
T BRI ARG B . | 4 Ik BB CiscoAVPair [ 5E X

7, i 5 ’ :
* J LDAP Ji 5, flHIME—44 F3.6.Llﬁf1%j8fz}i% P

B (i, CiscoAVPair) 1)
H e gk PR 8 $E 471 OID.
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SNISIHRE | BEXEE | FET R BHIDEX
HigF
RADIUS | uJik B LEFHAT L F A EZ — R} RADIUS SEJite FIE N /5 ID 4

. FEREE RADIUS Ji, J¢ | 009 IRPERIBENRT ID % 001,

AT G ZSRINIE AR S | DU N ER R E RN, iR E e
T, cisco-avpair JE I, WHTHREZAH
J AR X
shell:roles="admin, aaa"
shell:locales="L1,abc". ff

* § & RADIUS J5 %, Ml fHmE—
2Rk (Fltn, cisco-avpair) 1%

HE X FIHES “. 1ER 52 5
Fo
TACACS+ | 0438 W T Z, I 4R cisco-av-pair % F} /& TACACS+ 2
cisco-av-pair @& H & @1k - B PRt Jm P ID 45 R .

DA 8279 S s i) £ 1)
cisco-av-pair J& N8 & 2 4N P A
(SR
cisco—av-pair=shell:roles="admin
aaa" shell:locales*"Ll
abc". 1 cisco-av-pair J& P iETEH
FEHIER S () K X ARy mT ko,
L3 S A5 A [ 5 473 B0 e R S 1
At SRR A 1 B IR R M. A
BRAE I BRI R 2 AME .

LDAP F R E £ 8971 0ID
PIF 2 A€ X CiscoAVPair J& 11754 OID:

CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X
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ASCVFERS B (No

password change allowed)

I TTAS F0 V1 %5 0 B 50U (M9 8
ZINISF S P B A L 45 B AIE F
(10

A LAFR AT 1 F 745 /NI Z )
TEH R ERUEGLR, ok
[RIBE A 24 /NI

BN, EAEA M Gy IR o L
BN 5 48 /NI Y BH L S Y, 1
HATUL N & :
o W7 A TR 588 30 ) B o 8 VA 2
o NI o S TR A 48

SESIRI R Y SV Y B
2§ (Password changes
allowed within change
interval)

EIE TR 2 A b B 47 56 UE 1R FH 1)
SR AT T SRV P R LA S X B
PN/

A LAFREA T 1 F 745 /N2 )
ARG, BLRAT 0 R 10 Z 18] 11
B R R . BOATE LT,
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SN fE 24 NI R SOV IR
G, TR WO

o VA TR o 309 1) B X0 o A

KN E N 1

o B AR BEE N 24

BEEHRPIZE

UK

HIE1 LR EG (System) > A EIE (User Management).
IR 2 PR E (Settings) LI,
IR 3 AT IEG BIES N A5 B

a4

R ERCA SR I IE AR B & SR 58 UE A E N A8 AT R A IZ R 5 4 B iR B (RADIUS
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FUK
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FE R R DR 293 20 7 5230 s T 80 (e A HE SR e H A 6
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FADI Se v 5, A B AR e 8 F A A 2 iy A (35
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* [BH (Enable) - A S 50 UEF FmT LLHSH “ B 24 R) % (Change
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B EI B B 70 H R $AT 7 B ek it 4% (Change Count) ‘7 B8 5E 35 1 B 2
YR/ B
AE T LA 1 & 745 UMD RYFEAE .
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o2 e

BB A Kb G 3 B AE P RERSAE “ T 2] (Change Interval)” po B g
BRI B IR AL
ZAE T LLEA T 0 F1 10 2 18] (AT = .

T 5B e& 8] B - B A Hb G5 453 56 A1E FH P A B SO 0 2 W A () e /D /N B
AT LR 1 3 745 MDD BT EAE .
T 5 k4 18 B A 18] BB 24 (Change During I nterval) J& 1t ¥ & 2 B
(Disable), %Ik il 7] b 4 205

FRIBIHI R BT B B B A B E A 15 9999 K. BRIENL T, ZEFRE .

HBAE S B
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AR 15t BB
CRTEN [ At WE A R R, YBT3 365 200 BRIAME N

15 Ko WERFEIN G A RIERIHEMERBESERER, W0
WRPINEOR . Bildn, RGP ST BOR B 3, IR E R AR
FHIRIBEBEE 0 10 K, MBI REAE B 3 YOS R 10 KA S e
fth.

RAHRTF

fo & S TR

] LI FXOS CLI K45 5E Firepower 4100/9300 MU LE < I F 1 £ 16 2 Bif SOVFF AN TG 3 (1) B 1)
Br. BT LLUA G 215 LU HTTPS. SSH Fl Telnet 23 15 0 B A 7 1) 4% &

B E I K B A 3600 F2 (60 4381 o BRIAMEA 600 Fb. LAEHML S, EE S THEN(HBE
H 06

i

BEN 22

Firepower-chassis # scope security

HEANERINAL 22 R

Firepower-chassis /security # scope default-auth

BH HTTPS. SSH M1 Telnet £ 15 1 7 PR I «

Firepower-chassis /security/default-auth # set session-timeout seconds
I BB B 6 21l 125 R

Firepower-chassis /security/default-auth # set con-session-timeout seconds

BRI BRI

Firepower-chassis /security/default-auth # commit-buffer
(AT3%) A iR 2 ihR I B E

Firepower-chassis /security/default-auth # show detail

IR

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
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Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600

Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

fc & 48 3 < TR EB AT

x5

Firepower 4100/9300 HUA E A3 4ot S UG B E, B RGeS R4t S 1iH mIHER 2Lt 5o H &
i, MAFESTEEEEMH. g shag 4Bt EHTIE RN GRS
£+ SSH 1 HTTPS) .

YR I ERIA K 3600 2 (60 4344 , AT FXOS CLI TS . AAR M, B 4ant2sih
AEIE B A 0,

BEN AR

Firepower-chassis # scope security

HENBRINBRL 2 4

Firepower-chassis /security # scope default-auth

BB A ST I -

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

RAE SR BN RS E

Firepower-chassis /security/default-auth # commit-buffer

(AT3E) XG4 Tl R0 2 T I 3
Firepower-chassis /security/default-auth # show detail

i

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
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Use of 2nd factor: No

LEE B elad kg% S v

Kﬁﬂikﬁlﬁﬂilkﬁg
ST B AR P I TS B A P SR B SR B R MR, an S ik, F 244 Firepower
4100/9300 HL4H 8 & — Bedg & W B A B 2 i Ao P S 8 e B B RORIBOR B B e — B R e IO B
A WS A E R RSAR T R, HP S RSGHUE. RS BRI giat
SIS . EIXFMEW T, M DERr— BRI, R4 Resal g5k,

PATEUR P, DARC B f K8 sk 2l

)

EZE * R R RS E SRIREA, AT RRL A K (R B DK D BIgeie .«

o BRI IR R SR S R ECR 00 Aol e RS 8 sk I8 s, H P R G B0E B IA I Ta]
KREH 30 7%k (1800 #2)

R A B ARG A IE S PR SR BE AR 2RI — o A RTEAME R, WS L EE
e

UK

HE1 M FXOS CLI #EN 245
scope security
PR 2 W B R S R
set max-login-attempts num_attempts
num_attempts {2 1] LU 0 2 10 2 [a] (AT AT 4255
PR3 FRE IR B I K S8 s B FH P N 2R G B e IR TR GBS CLARR A )
set user-account-unlock-time
unlock_time
PIR4 RHE:

commit-buffer



b_GUI_FXOS_ConfigGuide_2111_chapter6.pdf#nameddest=unique_78
b_GUI_FXOS_ConfigGuide_2111_chapter6.pdf#nameddest=unique_78

| mremE
rashenkEns [

REs/NERRKERE

WRJA F e N B A, W 25U 3R 1 s N I P A QU s . i, i 23eKs min_length
I 15, WL UE T 15 A8 2 P AT QIR S S . IRk WU AE R S8 E T T St i HI AR A
MEAFPER AR Z LI —. ARPEMAER, S ZENES T,

PATEL T AP, DARCE S/ NI B R

i

$IE1 M FXOS CLI ik N 24 Hi

scope security
PR R/ NFKE
set min-passwor d-length min_length

PR3 AN E

commit-buffer

B AR A R P

UK

FIB1 MKIKIESE System > User Management

2 b A#A P (Local Users) £ £ .

$IE3 HiRMAR (Add User), FIHTFFRANA P (Add User) X[iEHE.
S TP MG, 1S FHFE:

&R i3 88

e B B K 44 B4R O, JF
PR IERIR AR G2 B o P 44 04 B 56 2
50
(RAFFI G, RRETECE D, AU 1, I
FHLP

BFTE TP 45 7 BIR 20 32 54

B 7L FIP HORELG . 2 BUR 2 AL 32 44
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15t AR
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F R B A s o

BIESIE TR

P L 585

AL T

LI ORIR IS o WS R Y T s R s A A, U [

WA S, FXOS AR AT ] ANl AL s B Ao & ZESR (1365 Ciis

SR e T, 53 50 .

R OEWUASOELUNTS: § GRITAY) L 2 (RS M
= (B8%5) o LWHEMEBERARLG RN, HREYE
e

THINE RS 7B

I H R .

M PARZS 7B

PURA B E YIRS (Active), AT LLE ST LS s ID A
55 5% Firepower AL #E45 A1 FXOS CLI.

APt 3%k

PREE N BEL FP K BRIt GES T A, 56 6

5

B P BB T« i (Read-Only)” fifh, Jf HItA €L
PO A, R cer LI R TR A (.

AR MBS Aoy, RGN 7 KM RT& i 1D, X
BERE AP TE s CEEE CLIA Web) #0657
Bk,

T P 2 B S HE

W e, {EBIHEA B 48 (Expiration Date) 7B b di5 & 1 H IR S,
BRI K B B ICIEATH

ER O AR ECERI A WE, TR K HRTC E
AT SR, s BAOG IR P W] A BB i 8T H
.

A BH TR

W E I HIR N yyyy-mm-dd.

e BOR R H PlEbR, A w] AR SR H 9 H
i
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A PR S 3t B A ik

i

HIB1 (KRS System > User Management .

$Ig2 AP (Local Users) L.

PR3 ES A BRI K R AT, i ER (Delete).
FIB 4 EfIA (Confirm) XFGHES, M2 (Yes).

AESF R AR A ik
B IUENAE BE DI B AAA BRIV, A BB sl FIA ] K

UK

FIE1 K IRIE S System > User Management .

P2 PR AP (Local Users) £ 1

PR3 ERERR ST I e AT, ilideig (Edit) (BRERFR) .
HIB 4 E4REER P (Edit User) SHEHES, $UTLL FEEZ —:

o TEAE ], 3 i PR S (Account Status) B RIE BN (Active) B . T,
U T R I, A R R

o BRI K, i i P AR TS (Account Status) T B AETEED (Inactive) FRk s .
EELGH KRR E NGB, AREIE .

PIR5 LiHRTF (Save).
TE6 KT H REGRE

Firepower-chassis /security/local-user # commit-buffer
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AR R IIERI P RYE R Rid R

i

bl A7 oY | S W

Firepower-chassis # scope security

HEN TR E I K B A ] ) 22 AR
Firepower-chassis /security # scope local-user user-name

el eIVl SRIUE A EYIE ST

Firepower-chassis /security/local-user # clear password-history
KA H IR B R E

Firepower-chassis /security/local-user # commit-buffer

T
PR 7 B33 B 8 6 ) S i Sk A AT 55«

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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