SR HERR

« BelE ok . 10
© MM SER , 257 1T

o PR DR HBE R, S5 8 I

o BT i B TEIRAS 5 9 1T

o NERPFS IR, 3 11 0
* WBEBRIISCIERGER IR, 2 16 1T

o L GUEM AR B BOARCE . 5 26 1L

o AR H A SoE , S5 28 T
o JH RS HZ OVAE S5 28 T

#4415 Firepower 4100/9300 HLAL , 45 29 1T

o H 4t RAID JBRIIKSNES , 2 30 1T

o fiffig SSD Hy )@, 2 31 5L

GRS

Ko Ak T HOZ I 5198, AT H) IR I R i A i) 7

T f#iEd Firepower 4100/9300 HL4H

(R . ST U T B A sk T HAd skl il Firepower 4100/9300 HUAR - 1 ) 45 5 32 1 1 I B o
e LA 2 AN BRIk & 0h, NS DU IR 2 AN O BN X T RS TR LA

AR RN, R QU R Bl Bl 3k (PCAP) SCAF.

5 i AR S

Firepower 4100/9300 HLAE XS A F8E #c i 1147 LA Bl 33«

RERR iy 1 B3 15t A

AR 1/ 45| Ethernet1/9 A EE 0/0
AR /2 45| Ethernet1/10 A 0/1
AR 2 Ethernet1/11 W 0/0
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REER i 1 AR & 15t AR

AR 2 Ethernet1/12 PR EE 0/1
AR 3 Ethernet1/13 W% 0/0
AR 3 Ethernetl/14 PR EE 0/1

KR B OE N FA PR F
Heth Bk T A7 AE LT BRI
* HiliZRIE A F: 2 1A 21 100 Mbps.

o BIAEAAT AL 18 1 A7 fik 2 (RO AT A i R o i, KSR AT LB Bl il Sk e il o AETT R Kdle

BIAAR A TEZ AT, SN I0TE ST 0 A7 2 )
* X HLSE 4x100Gbps B 2x100Gbps M Z5 B G5 435l i FPR-NM-4X100G 1

FPR-NM-2X100G) _E Rl taliihiais, WS mRas g % ofe), MR 1T B3
BHIEHIL “ORESIRF: RAETIR. 7 (Oper State Reason: Unknown Error.). #0520 ZE & #R A 4
THRWAIT (on) JaHHT B SRS 1

XEFPrAT A I A6, BHR Al 3R 2 1 e AE A By ot B AU TR 4R 2
© AR MG BB Ll TR 1
o DCAE A BN 1 BdE A T4 3R
TN EAZHA UG B AR B R (B, e dIbR e M S RSB kg AR

(R

o EUEAE—ADEZ AN D ERA AN, A SR AR — A D .

* CIERFRIE EtherChannel Y, EtherChannel T2 O OER . 2%010, X4 RIZE R ST
EtherChannel, 7] LAfifi3k EtherChannel /™% 24 O _E A 6. W o0 e 782 1A 2 A 82
H, WTeE e e O B s £ .

o YR T TIAL TR SRS N, IR BT Y PCAP U1
o MERECE ISR, b TR AH O I T Bt B SRS R B B

B S mE IR E RIS

UK

S HKIKEFETIE (Tools) > #3E €135 3X (Packet Capture).
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aesmasraprsiz [

IR 218 (Capture Session) BEIR-KF 23 275 4 B CRC B MBS G iR il 8103 . SR A AR S B4
gkt e %iﬁ‘ﬁ%ﬂ:‘f%‘%ﬁ’]/ﬁﬁ

PATCL N EAE 2 —:
o BAIEHH AT, TE R IEIRES1E (Capture Session) #4241
o BRI BRI A, R XA g (Edit) 24 .

%
5
N

T AAE B 1 2 MR PRy s B TS, AR S R TG U AR B 1 el e Ros Y ik %
A RIS B R o T A A T T OB Bl SR 1 1R 7 B

ez E I NNEVE & D viF 228 TR

SEA P BRI O W D R IR .

PSRN, RSO M KA TR OERS PR 0. Bdnz s S ns B
BAE AR E AN BB ZA TR, SRR S TR AR A 7 D R .

NFE2ATHA, WUH@]HHWE?’J%T&D(M: XFREATE O, WA 80 ID bRl iz ks, W
%%%L@ﬁ@%ﬂ SHCESER], eI ERE AN T, BILREEENE . WRARGEKS
RO, WA EE: O Bos A K @ AL Etherchannel 7821 .

PER6 LR TR I A% A IZ R U
a) R TS A

3R E (CaptureOn). [ Aim M (Application Port) #15 3% 7 13 (Application Capture
Direction) 7 Bt {7 1Bt B #4E €135 21& (Configure Packet Capture Session) % 1 {47l .

b) EFEEAEAEI Bl 1A O S\ R O (Capture On) R #8138 ik # PR Bl
O (All Backplane Ports).

i

TR UERIEBTR (Session Name) B N B A R & il 1 44 B o
PR R LUHIE BT AR SR EH T B R S A I G2 DO/ N i X K/ (Buffer Size) 4l

TPk X2 —, SEEEBEENX (MB) (Custom in MB), RJGHAFT T X KN, 15
TE IR XK/ A2 1 1 2048 MB 2 [7]
$IE9  1F Snap KE (Snap Length) FE 8w LSk M E K. ARUEIEEY 64 & 9006 /711
ERINI Snap K4 1518 AN,

B0 R YA s e iR S s, IS
IR E N S s 4 1 2 ) I
a) PRI IZE R A IAE .

b) MHIRALE FHdlEd, ERFENHER (Flar, asa) .
c) EFREAT PO e AR =M im0 .
d) BRSNS R e B i, 1 i Rz R 3 %K 75 [8) (Application CaptureDirection)
5510 H O #3E & (Egress Packets) ¥EI7 .
iR WERERH OFERE, BAE TR B O Bk R, AR b O R
CAME R Sk e

I ) PCAP SCAIE 26 Edia i n 21 PCAP U1

| ey
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B ==srerrutes

) LI B AR E L D, 1 S A HE$E 5 18 (Application Capture Direction) 5514
() BT B EEE S (All Packets) ¥EI7 .

SEB12 BRIk R
a) iiiEFROEIESR (CaptureFilter) B A3 ESE (Apply Filter) 2E77.
BB ED—HH TR E IS0 7B .
b) WHRET L gERs, H R AT ESE (Create Filter).

T 32 0132 2045 6153 JE 88 (Create Packet Filter) XFilHE . A CTE4IME S, 155 i & 08 04l
R yEss , 4 0,

c) MELF (Apply) oI rhk P H i 988 .
d) MELFBE¥R (To) THglR B2 Ak pE2s e 1 o
e) BNV A e R, il By B E AT B SR (Apply Another Filter), 4R )5 #E LU EAB IR T Hit

PR3 PUTLL T ERAEL —

o BURAF A AR IR S U LS T 20, R THRTFEFHIEIT (Saveand Run) #4H. AXE™
AR IS AT AL H Al SR S E iy, T T H .

o LA AR AR N, MEAERTSIZAT, 15 TR TF (Save) 144

1EHIRE1E (Capture Session) IR, ORE B H T IS1E &2 BB AT b 218 .
PR PRFIIET (Saveand Run), iﬁl%ﬁ@ﬁ%’i TR R . ENSTE T PCAP U1,
B BRIk .

fic & 2E SRR DR =R

‘TﬂUﬁULL/}’@%ﬁﬂ%F&%Jﬁﬁ@ﬁﬁ: WS IR IR EEE T, T AL R
SRR L NEAE P A R A S

\)

AR WERE S R C N T AT IE A AT I s el SR T L vE g, IS AR IO BB R T i
ESEIETI I S S

UK

FIE1 KPGEF TR (Tools) > #IE 1%k (Packet Capture).

HIRS1E (Capture Session) JEIH-R-RE 2 7 24 i CACE (08 iR th 8113 . AL 2 i R e B 4
PR 1E, K BoR vt e SR R .

FE2 PATLL T ERIEZ
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o EAUERYEDS, U R RANEIESS (Add Filter) $4.
o BRI LIRS, R IR K 4REE (Edit) 24 .

15 A 2R s REEEIE B3 JESE (Create or Edit Packet Filter) X ififiE.

HIE 3 HASIERFR (Session Name) 7B i NSt fo i st ue 2 1 44 7K

PB4 TR G TR UE, W YL (Protocol) FI3 HRIE R ML, BB EX (Custom), 2R 5%
NI UL SR TANA & RN, 3R+ 2ERIR% = (0 - 255).

SIBS BTREE UK MR ATl 38, 15 MIAK M ZEEY (Ether Type) 53R Pk FZ RN, it &8
EX (Custom), RJGHIAFTTEILLRRIZEAEL, 2 X LLURPIZRELAZ0 2 TANA 5E S LUK 2R,
FeR RIS (W, TPv4 =2048, IPv6 =34525, ARP =2054 1 SGT =35081) .

FIE6 LILT N VLAN I I VLANID) 8i4hH VLAN (Firepower 4100/9300 HLFS 7S I VLAN
ID) ki, HERC B VLAN ID,
WX T B YRR RIEEH IR, TE R IRIE ER H T B N TP kA 1 B N MAC Hidik .

iR BT LAAE ] IPv4 5 IPve Mkl ik, (HICTRAE [A]— ot A ik 2 06 b [ I 1L DRI P 2R it

S8 iHRAE (Save) (RAE LTS,
(e YRS TISR (Filter List) U Ieh, i BIFIHH T 16 Mk W 0 B 0 AT T B A

BE#FEIEEREERmKSIA

i

$E1 KKk T A (Tools) > #iE B3k (Packet Capture).
R SIE (Capture Session) YEI K4 7 241 O 0 & I BUE S 3R 10502 . a0 R 2w AR i & 4
PEER A 1E, e Won Ul i s v T B

P82 ERg AR atE, WRiZa1Er B A S1E (Enable Session) #4411, AR5 HLiti 2 (Yes) HHATH
Ao
TR TS TCIRAE R — AN BT A sh B B 3210
2B AL S 1 PCAP SUAPB FFIGWCAE R & . W R 2 0B N 78 26 2 5, IUH 1 PCAP 3
Pk 2P . WERAFERCE , B g b n 2 4a S Can)
ER PR IR S TEIZITI, A PCAP UG SO RN BE R S A R 38 0. — FLIE B 25 v X K/
M, REKITIGEFEIE, BHSED “ 1M (Drop Count)” 7 BUEUEIE I

SRR3R AR ST, W R Z AN 218 (Disable Session) #4411, 285 Hiii 2 (Yes) #AT1
o
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FEZE 2l n, AT LUR 8 PCAP SCIF G2 F fcis e lighosc ot » 565 6 50 &

TR B MR
ST KSR G35 (PCAP) SCHE M FARELAHIH SEHL, DL 8 28 SO0 600728 5 B 0t 30
f.

UK

FIE1 KUGEF TR (Tools) > #IE 1%k (Packet Capture).

IR S 1A (Capture Session) ZEI K23 o 0T O C & B SRR S 1E 7K . IR a7 R i & 4L
PO A in, B o Ut IS B0 i3 e

I 2 BB AU TR AT R R 1) PCAP SO, 7% 8o w3 2 1 T 2 (Download) 441
P ER P IR SR IB 1Ty, o1k R4 PCAP X1t

MRIGIE A T2, F5E K PCAP AT B A4y B PRBIBOA T EALE, HARGEPRER T,

MIFREE RIS 1E

AR A AR T S ORISAT, WP SRR, s T DUINER A AN s i Bl e i ke 1t

i

HE1 K RGEFR TR (Tools) > ##E €1153K (Packet Capture).
K S 1E (Capture Session) T4 4 /R AT RS B R RS 1R 5% . Wi M pr AR H & 5
PRI ARG, K2 BRI B SO R

IR 2 FMIBREr B AR AE, T R N T Z A TR IER (Delete) 124

IR 3 EMISRITA NS S A AR, W R A R S 1 AR LT IMBR R <& (Delete Al
Sessions) %41 .
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T ) 4% 1 1

FFE Z A

B ML 44 58 1Pv4 Mkl ping W& (1) 5 — 4%

B M4 58 IPv6 Huhl ping & bR Y-

mixmszz |

PAEACI R A Y 2 345, i H] ping fi %o

WA, I ping6 W4

B FEHLA B IPv4 M EREE M &8 ) — i & I, 15 traceroute dr4. B# ] N4 B
IPv6 Huht BRIEE 4% b Y — W 4 HI %, 15 (3 traceroute6 4.

UK
S LA ez —

* ping 1 ping6 fir

* ping @21 A 7 module B FAEH .
* traceroute fll traceroute6 iy 2 I 7F local-mgmt X T .

* traceroute iy & IE 1 £E module B FAE .

* connect local-mgmt

» connect module module-ID {console |

IR

FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

H12 2 (] EHL4 L IPv4 Hidik ping M4 R0 55— 54,

ping {hostname | IPv4_address}
seconds ]

T

BRI R G0 4A] ping IEFE ML TR S — & & Ik

telnet )

/%\E”'f local-mgmt ﬁﬂﬂ:ﬁﬁﬁ o

Jé’:?f(i” local-mgmt EE module *ﬁiﬁ

[count number_packets ]
[packet-size bytes ]

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198

64
64
64
64
64
64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from
from

.51.100.10
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.
.51.

198
198
198
198
198
198
198
198
198
198
198

(198.51.100.10) from

100.
100.
100.
100.
100.
100.
100.
100.
100.
100.
100.

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:

icmp_seqg=1
icmp_seqg=2
icmp_seq=3
icmp_seq=4
icmp_seqg=5
icmp_seq=6
icmp_seq=7
icmp_seq=8
icmp_seq=9

203.0.113.5 eth0:

ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61

time=0
time=0
time=0
time=0
time=0
time=0
time=0
time=0
time=0

.264
.219
.234
.205
.216
.251
.223
.221
.227

LG SR I F A ) 8% e 4 -

[deadline seconds ] | [interval

56(84) bytes of data.
ms
ms
ms
ms
ms
ms
ms
ms
ms

icmp_seq=10 ttl=61 time=0.224 ms
icmp_seqg=11 ttl=61 time=0.261 ms
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64 bytes from 198.51.100.10: icmp_seq=12 ttl=61 time=0.261 ms
---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms

rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A (local-mgmt) #

WIR 3 AEH EHLAL B IPv4 Hhk BRI 26 v by — B (R

traceroute {hosthame | IPv4 address}
il

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets
1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms
2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms
4 netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms

FP9300-A (local-mgmt) #

$E4 (k) M exit IBH 1ocal-mgme BRI A F AR

BRI SHEHERR

TEWIRAACFIRC B R], i A PR B A B 11 b T 3PP SR RAT I (9, Jeidivs mIMUAR A BEAR)
W] 1ocal-momt shell H1¥) show mgmt-port 4 &5 FERE LTAR & .

\}

IR T £xos shell P show interface brief #7424, KA e 4T 5 s S HA IE#

'555%1 ﬁﬂﬁﬁ)\u? ny 7 :}%@J local-mgmt T%JC
* connect local-mgmt
-

firepower# connect local-mgmt
firepower (local-mgmt) #

$1% 2 fdi ] show mgmt-port i 4 i B F% L RPIRAS
w15l
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firepower (local-mgmt) # show mgmt-port
ethO Link encap:Ethernet HWaddr bO:aa:77:2f:£f0:a9
inet addr:10.89.5.14 Bcast:10.89.5.63 Mask:255.255.255.192
inet6 addr: fe80::b2aa:77ff:fe2f:£f0a9/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:3210912 errors:0 dropped:0 overruns:0 frame:0
TX packets:705434 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1648941394 (1.5 GiB) TX bytes:138386379 (131.9 MiB)

firepower (local-mgmt) #

38 ] U A show mgmt-ip-debug fir4: H' 43 42 BOK B 14 LT S S

BEARZS

ST LU LA 25 BRI AE 224 iy s S g 1 3T FRPRAS o

&
i}
HE
D

ﬁ3%§1 ﬁﬁfi%ﬁ)\@lw:ﬁﬁé%ﬁi}\/eth—uplink/fabricf%ii:
* scope eth-uplink
* scopefabric {a | b}

i

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

IR 2 Hii A\ show port-channel 4 LA 7 24 §if (14 5 1 38 38 1) 2 LU BRI TE 10 BRAR S A AR
Tl

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channel4s8 Cluster Enabl
ed Up

| ey



BT |

FP9300-A /eth-uplink/fabric #

ST LLF AT A HEN /pore-channel B2, LAGIR A FBLE A 5 6
* scope port-channel 1D

T

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

B\ show fir& U 248 8 i HOBIE RS E . el
TP

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

i\ show member-port iy 4 LA 2. 7 diig 1138 38 B 03 o 1 FPRESAR B
5

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

Bl o vy 11 TR 4y B?Ulﬁiﬂ‘&% WA BAMIAE R WER OB B rh B Bk 11138 1 502
PRGBS, i D IEER KR <8 IRE.

%gfi%i ﬂﬁ LJL_l_}ﬂ[J\CPf S 5%)\k17:ﬂ 3 Hﬂ/eth—uplink/fabric/port—channeliﬁ
FIFHEN £xos L
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* top
* connect fxos

i

HIE T Hi A\ show port-channel summary #ir4 LA 7 24 117 i 1 18 e 245 B

EUE
FP9300-A (fxos) # show port-channel summary
Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

10 Pol10 (SD) Eth LACP Eth2/3(s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5(D)
48 Po48 (SU) Eth LACP Ethl/1(P) Ethl/2(P)

HoAth show port-channel F1 show lacp #ir 4 A {E £xos Al N E . #0] DL T IX e iy 4K s & Fhi
FUEIEF LACP {5 &, Blangsi . vkt s 2.

T—%Hit4
H G D IEE RS R, ES RN EtherChannel iy #IE)

MER B ik E

FiaZ |l

FERLIE R GURI) 51T A SRS DU R, R DU DU R 9 | 3 B A RAS . B 58 izl e,
ETEE TFTP K51 S/ siWHg, TEBIIRGEAGEF IS, AR5 G751 5.

7 € FXOS WA I A% ] LA Cisco.com [ PL R AT —{7 B 3RIN :

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 & 4] -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

| ey
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PR WAL = AN SCE . i, BUR /& FXOS 2.1.1.64 1A 2 it R R .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

Nl

V1) ROMMON:
a) ELBEHIG .
b) EH AL

RGN TN, H AR R & R — MBI T 2
c) (eI IR 4% Escape 8 ] 3 X ROMMON #53,

T

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

TFTP 5|3 )5 8 Wef4 -
a) NS IEME BT IP bk, PR IS AN ¢ TP ik, S8 m] DU set i & 205 HAl . 48
al LUE ] ping iy I 5 TFTP A4S 28 &Rk .

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
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rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) BB R IS A N Firepower 4100/9300 HLAR Y i) ) TFTP H 5.

iR A R R A 505 5GP A S5 ANVLEE . 7R FXOS A5 3 S e% 2 1] e 1)
{5 AT £E Cisco.com B4 FE TR 2,

c) 5T 44 )\ ROMMON 5] 3:Hi%:

boot tftp://<IP address>/<path to image>

IR T LLAE 46 A\ Firepower 4100/9300 A/UAR 7 [ A 1) USB J8 48 H 1) FAT32 % X[ USB
MBS, M ROMMON 51553 50e% . 405 USB W& /2 7E R Guis T Im 4 A r), )
BB TENRS ARG, R REA 2 RN1% USB % % .

RGURE Wos— R # Faos IR B HLBE 2 Indson shwds.
TP

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
BEREERERE

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2
B
B
G

File reception completed.

FI3 N EWRIAIINEE] Firepower 4100/9300 HUAR 13 2 WG AR VL HE ) VK 52 2R GEAT A B2 R4S -
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a) LN EMKE RGN B MG, A R A B IP M hE AR OC . BOCTRIE R USB TR #iX L
%

switch (boot
switch (boot
switch (boot

) # config terminal

)

)
switch (boot)

)

)

)

#
(config) # interface mgmt 0

(config-if)# ip address <ip address> <netmask>
(config-if) # no shutdown

(config-if) # exit

(config) # ip default-gateway <gateway>
(config) # exit

(
switch (boot
switch (boot
switch (boot

b) KR R GURE B2 UG I FE IR 45 25 52 1) £ bootflash:
switch(boot)# copy URL bootflash:
LU R —, IR ARSI E URL:
* ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/ path/image_name

* tftp://hostname/ path/image_name

T

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_ images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) B Th & i 2 Firepower 4100/9300 HL4E 5, AU —1 H nuova-sim-mgmt-nsg.0.1.0.001.bin [
EPLARIUG R, BUBRERE T 10 AL HR D SN A B UG . Z R AR SRR AR 2
4 nuova-sim-mgmt-nsg.0.1.0.001.bin, JCIRE AR INEA T4 BRAZER & Wit

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Tl

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
(

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

| G
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/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

INESE NI 2 R AR -

switch (boot) # load bootflash:<system-image>

T

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

IR 5, AN LU 4 LURE G 28 G 221N 25 H 52
AR B EMAR S BT BT D8R

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

NI A FAE Firepower 4100/9300 ML L AEH ST G40 IME . HRPEAGE R, ES G
I,

TP

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA

B RS .-_


b_GUI_FXOS_ConfigGuide_2111_chapter5.pdf#nameddest=unique_13
b_GUI_FXOS_ConfigGuide_2111_chapter5.pdf#nameddest=unique_13
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B issmexergsns

Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

MBI R G IRE

FHia Z |l

U R BES [ (RN AE IR, JF B ARGOCE MR 3, T LA LUK E RS, E5E
TR, B TETP K51 R shmfg, s LINAE, TR RSN B s g, AR5
BB EAT 5]

N\

AR R OE RS RGN B, BHEAE RS G AT e e R E .

i€ FXOS MA IR & W% 1] LU Cisco.com _E [ BA AT —47 B $RE -

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252& flowid=77282&softwareid=286287263

* Firepower 4100 4] -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423 &softwareid=286287263

PR WG S =N e E . Blan, BUR /& FXOS 2.1.1.64 IR E MG .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

UK

i 17 ROMMON:
a) EEREHI G .
b) HJH RS
RGBT A, JF HAEZ R 2 BoR— MBIV 28

| G


https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286287252&flowid=77282&softwareid=286287263
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c) fEfEIHA YA 4% Escape 8 ] 3k AN ROMMON ## 3,

T

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

TFTP 5133 34 -

a) HACIEMRCE S E 1P Mkl P EHERS A OC TP bk, Ry DI set iy & A A HLAH. &
ATLME T ping fir %A TETP k55 4% &Rt .
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) H5J5 Sh % 52 12 a] A Firepower 4100/9300 HLAH i il (¥ TFTP H .

Pk 23 1% )8 SR KR AS S0 SRR A S ANLEE . 78 FXOS iRAS 5 )8 Sh % 2 [a] L5 )
{5 B AT LE Cisco.com M &I 5.

¢) 51T 44 )\ ROMMON 5| G5

boot tftp://<IP address>/<path to image>

R fas ik m] LU F i N Firepower 4100/9300 HLAE A1 [HIBR (1) USB 4fifli 1 ¥ USB /it %, M
ROMMON 5| 3384 . i USB W& /& fE RGuiaAT MIME N1, W 2258
B RG, KRG RGA 2% USB # 4.

RGN on R # RN IEAE RO G HLBE 5 2 s shim g .

T

ey
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rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

|

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

iddssas i s atiidsaiiiasaiiidasaiiisasiiissasiii sttt stis;
iddssas i s i satiidssaiiissaiiidasaiiisasisisasii sttt iiisastis;
igddsaas iRt satiisaaiiiasatiiassiii sttt sasiiisatiisssti

File reception completed.

A& kickstart W% J5, £ init system iy & F B kS AL N AT

init system v SHERRINTEN A, O FES RSN ITE TG UL RS AR E . 5884
AT ML 2 20-30 43%h .

i

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] y

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:
mke2fs 1.35 (28-Feb-2004)

| G
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Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

TRA  EIKE MR T 3] Firepower 4100/9300 HLAH :
a) FUREMKAE MG, TR E P MR G BIEVAaE L USB TR X SE (G .

switch (boot)# config terminal
switch (boot) (config)# interface mgmt 0
switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway <gateway>
) (

switch (boot) (config) # exit

b) B =AM WA M R A 55 7 52 2 bootflash:
switch(boot)# copy URL bootflash:
LU L2 —, WIEE SR ARSI E URL:
* ftp://username@hostname/ path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/ path/image_name

* tftp://hostname/ path/image_name

5

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot)# copy
scp://<username>Q@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) KWL P 5 2| Firepower 4100/9300 HL4H )5, A& —> H nuova-sim-mgmt-nsg.0.1.0.001.bin 1]
EILAIUR RO . BEE T ) N AL B ZE N BE AR WUR . 1% RGN A RN UG 2
4 nuova-sim-mgmt-nsg.0.1.0.001.bin, JCIIE AR INEA T4 WAZ AR & Witk

switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

BIBEHERR
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I

7k

TP

switch (boot)# config terminal

Enter configuration commands, one per line.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy

tftp://192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA

bootflash:
Trying to connect to tftp server......

Connection to server Established. Copying Started

/

TFTP get operation was successful

End with CNTL/Z.

Copy complete, now saving to disk (please wait)...

switch (boot) # copy

tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:
Trying to connect to tftp server......

Connection to server Established. Copying Started

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy

tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA

bootflash:
Trying to connect to tftp server......

Connection to server Established. Copying Started

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

TN AT L

switch (boot) # reload

-
switch (boot) # reload

This command will reboot this supervisor module.

[ 1866.310313] Restarting system.

!l Rommon image verified successfully !!

(y/n)

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE

Copyright (c) 1994-2016 by Cisco Systems,

Compiled Wed 11/23/2016 11:23:23.47 by builder

Current image running: Boot ROM1

| G
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Last reset cause: ResetRequest
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has

Platform

been locked !!

FPROK-SUP with 16384 Mbytes of main memory

MAC Address: bb:aa:77:aa:aa:bb

autoboot:

rommon 1

Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!
>

mirsra st rgsng i

FESABUFPIRA N “HEATH” Oy “Blid” Bl “Rh” 20T, HREHAT R

rommon 1

a4

IR

rommon 1

> boot <kickstart-image> <system-image>

> dir

Directory of: bootflash:\

TEINB AR GEWUGIYIR], EAR AT e A BIVF IR PR RIBOH R o T DL 22 4 g IX 483 L

01/01/12 12:33a <DIR> 4,096

01/01/12 12:33a <DIR> 4,096 ..

01/01/12 12:16a <DIR> 16,384 lost+found

01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29%a 330,646,465 fxos-k9-manager.4.1.1.69.SPA

01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin

4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1 Kickstart Image verified successfully 1

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016

[ 0.000000]

Usage: init 0123456SsQgAaBbCcUu

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012

S10mount-

ramfs.supnuovaca Mounting /isan 3000m

Mounted /isan

Creating
Mounting
Creating
Callhome
Platform

/callhome. .

/callhome. .

/callhome done.

spool file system init done.
is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600

Checking
Warning:

all filesystems..r.r..r done.
switch is starting up with default configuration

Checking NVRAM block device ... done

FIPS power-on self-test passed
Unpack CMC Application software
Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11

Fastboot Memory at 0cl00000 of size 201326592

.69.SPA

ey
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Manager image digital signature verification successful

System is coming up ... Please wait ...
nohup: appending output to ‘nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

EBIR )G, RIHHRREEAYIAICEBE . AR, TES A6 & b I YTaA I E .
NI EAE Firepower 4100/9300 HLAT BRGNP MAR . A GRS S, TS BRI B

-

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

BRIAE LB R SR

R O PR 15 B 20 06

a) WA BB
Firepower-chassis /firmware # scope auto-install

b) %% FXOS “F &g
Firepower-chassis /firmware/auto-install # install platform platform-vers version_number
version_number J& %5 IF7F 22255 () FXOS S Gt A, %140 2.1(1.73).

©) ARGUK E SRR R M. Bt A T C R N S 1R E I FXOS - & 2
BRI PTAAIR . Boh, BB S, TGO, AR SR &k, ARGk T 2
JA o

| G
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| s
mire st rging [

N yes, RNEAREEARELIGE.
d) A yesfitA ARSIk S 2%, B N noliliH 2.
FXOSYT TN, TH2/Hfr a1t
e) LR FRMAE, HPAT LU T EAE:
* fr N\ scope firmware.
* i\ scope auto-install
* #iy X\ show fsm status expand.

ZNE

TB10 /firmware/auto-install # show fsm status expand
FSM Status:
Affected Object: sys/fw-system/fsm
Current FSM: Deploy
Status: In Progress
Completion Time:

Progress (%): 98

FSM Stage:

Order Stage Name Status Try
1 DeployWaitForDeploy Success 0
2 DeployResolveDistributableNames Skip 0
3 DeployResolveDistributable Skip 0
4 DeployResolvelImages Skip 0
5 DeployValidatePlatformPack Success 1
6 DeployDebundlePort Success 0
7 DeployPollDebundlePort Success 1
8 DeployActivateUCSM Success 0
9 DeployPollActivateOfUCSM Success 0
10 DeployActivateMgmtExt Skip 0
11 DeployPollActivateOfMgmtExt Skip 0
12 DeployUpdateIOM Skip 0
13 DeployPollUpdateOfIOM Skip 0
14 DeployActivateIOM Skip 0
15 DeployPollActivateOfIOM Skip 0
16 DeployActivateRemoteFI Skip 0
17 DeployPollActivateOfRemoteFI Skip 0
18 DeployWaitForUserAck Skip 0
19 DeployActivatelLocalFI Success 0
20 DeployPollActivateOfLocalFI In Progress 1

B A MBI AT B BT ) 2, W IRET F

S0 W20 T SRV R 5 I TP RA MR 50, A5 Kickstart FURZEWER, bl
IETEAS R RS G . SRR 5 A M IR — SO G ARGV, RIS (19T«
a) BT A BT a (051

FP9300-A# scope fabric-interconnect a

b) ] show version fir & B IEFEISAT I RZARCA T R GERRAS . R AL HTIX L8 345 R s e 52

| ey



B issmexergsns

d)

BT |

FP9300-A /fabric-interconnect # show version

WR A B AR AR 2 R G iA B 3B H 51817 WA ATIZ AT R GURRA AT L,

Toits WAE IS, JF Hf AR 2008 11,

iR

i AN LA i DL A4
FP9300-A /fabric-interconnect # activate firmware

kernel-version <running kernel version> system-version <running system version>
commit-buffer

IR RS #RAS T REH Sl “Disk Failed” o %L F OB, JFal 4k 447 R .

fii 1 show version fir&-fi A L IEAf 1 & A S RROAS IF i 42 AR R O IR
BEEW RS “Activating” S “Ready” Z 1Y, 4R ELHIT F—25.

FP9300-A /fabric-interconnect # show version

-

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:

Startup-Sys-Vers:

Act-Kern-Status:
Act-Sys-Status:
Bootloader-Vers:

Ready
Ready

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point

FP9300-A /fabric-interconnect*

# commit-buffer

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating

Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready

| G
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Bootloader-Vers:

BN EHRDRA:

i

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

RGAE TR R BT 4 e R A e Wi/ 51 88, AR5 4 55 )3 Firepower 4100/9300 HLAH . ILid FE K
YT 5-10 704,

P12 WIERGIRE. R AIREN “Discovery” ¥4 “Config” , fJakeh “Ok” .

Tl

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

AR “Ok” I, BEINARSKM CKE . AL ERICE 2%t CWIRVFRNERCED , Jf
TR AR TSR . VRN

* Firepower 9300 L3 A 135 FF -http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 FC & $i5 4 -http://www.cisco.com/go/firepower9300-config
* Firepower 4100 R 5 PIE AN '1H8H -http://www.cisco.com/go/firepowerd 100-quick

* Firepower 4100 A5 & $8 74 -http://www.cisco.com/go/firepower4100-config
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B sessasamres BilRE

Yaray
BIE 0

FOARMERE L BOABCE

LT K Firepower 4100/9300 HLAS RS & Ay FEBRIANC B W B, B HEAE B DL 3000 . %5 B DL %0
KA, TR R g LIS . SRR AT RR T e B R

\}

ER RT R BT G Ui ) Firepower 4100/9300 LA -

SR AP AR & 8K PC ERR RIS Gan 1, JHEH S BE N 9600 BRF. 8 MEHELL. KA

pZ

BRI 1 AMF AL TEI AR T T R 1) 20 0 B A IE R BIPE M & o AR HI 6 A e s 2,
152 (Bl Firepower 9300 {23551 ) o

2 Rahbg. RERARLUNRE, % ESC #5 1k /R 3h.

i

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.09, RELEASE SOFTWARE
Copyright (c) 1994-2015 by Cisco Systems, Inc.

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: 00:00:00:00:00:00

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
Use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

3 id FRBIMARGWIR AR

i

bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

g L WIE SRS

rommon 1 > boot kickstart_image

Tl

rommon 1 > boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
'l Kickstart Image verified successfully !!
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Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Tue Nov 24 12:10:28 PST 2015
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592

Usage: init 0123456SsQgAaBbCcUu

INIT: POST INIT Starts at Wed Jun 1 13:46:33 UTC 2016

can't create lock file /var/lock/mtab~302: No such file or directory (use -n flag to override)
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m

Mounted /isan

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2015, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under

license. Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or the GNU

Lesser General Public License (LGPL) Version 2.1. A copy of each

such license is available at

http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch (boot) #

PS5 AR E L om B
switch(boot) # config terminal

TP

switch (boot) #
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

IR 6 HE AL I A S L
switch(boot) (config) # admin-password erase

R WP IO ET PR R SR B BB

IR

switch (boot) (config)# admin-password erase
Your password and configuration will be erased!
Do you want to continue? (y/n) [n] vy

WBT B HACE Lot
switch(boot) (config) # exit

BIR8 INAEULREPE 3 D PR BIM AR GWAR, AR5 IR UA T BAE SR MR B S R &
switch(boot) # load system_image

AR
switch (boot)# load bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Uncompressing system image: bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA
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4 RS HERR B S 3Cf

T LU e H S SO R Bt AT S B, BRAE 5 22N AR 52 ] A} TAC

i

1 EHETR > WEHREE.

p X BN DRI E e bV e U | R I NI
* BURH - ZE R T HRERHURTREPF fr) AR PE (RO B G | SR IR 554 B ) ARy H A5 fE
o WP <#> - A ROH] T HERR 2 ey 5 5 e ) H S S

T3 PEEMRAE.
p L B N O3 S A R

HESF ARG O R ] Be 7R 2 —2emf 0] . R i H RSOk fR o, R s s RS R . &
A AR R P R A AR RO AR i H S0 e RGUVERUH G UG, IR B0 A8 Ry 4,
S TN (N AN 3715

FBS LT BUER H G, SN R TEIXEIIRT R HESM, Rt TEk. HESUIHE#E
techsupport SCAFJF o

ER TR R R A BEAE T BT SR o A R ST

FIR6 LR H SO, T SR TECEIIR T M H B, 5 Pdmibg.

& R R %D EE 1

FERETR F R FIAZ O A B T AR G N REAT b e, sl B SRR 21 JURE TAC

UK

T R PTA RS .
Firepower# connect module 1 console

P2 (AR A LU 4 LA S i i O F IR -
Firepower-modulel> show coredump detail
i 23 TR MR DR IRESE R, B A R A% O B R 4

IR
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(e
& F75S Firepower 4100/9300 #135 .

Firepower-modulel>show coredump detail
Configured status: ENABLED.

ASA Coredump: ENABLED.

Bootup status: ENABLED.

Compress during crash: DISABLED.

IR L S AAE B LIs4T ASA BHR &N vl H, ek % 11817 FTD @& & Al H .

IR 3 {1 config coredump fir 4 AT i I ERAE AR OV i, LAHE 3 I 300 1) 5 P 2 P A Do e i P 4
* fii ] config coredump enable £ jif i 301 1F) 61 A% o B4 4ifs
« fiiH config coredump disable 7 jif {5t 31 ] 2% F A% O % it 1] 5
* fifi il config coredump compress enable 3 i3 JI % 0o 4t 1 4 o
« 1§ J1] config coredump compress disable &% ] %00 it R 45 o
=~

Firepower-modulel>config coredump enable

Coredump enabled successfully.

ASA coredump enabled, do 'config coredump disableAsa' to disable
Firepower-modulel>config coredump compress enable

WARNING: Enabling compression delays system reboot for several minutes after a system
failure. Are you sure? (y/n):

y
Firepower-modulel>

R DRSO AR R ), R AN HOR R R, WBRIAE A T RO R, B
TAERAFRZ A AR ST

% 5% = Firepower 4100/9300 #1585

T LA 24 5% Firepower 4100/9300 HLAR AL 215 74015 B 151 &, Firepower 4100/9300 #1
A 5 A A A

UK
TR KOGEHEE > B8 > 280

RPFI T 2N P APE, RO T IXEE AR SCTEAN S &
T2 EFFIS I P AR5
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2 jZ RAID EHIIR 3] 25

RAID (BT REATCRFESD 2 AT YIRS 2 IBE s, Bt s ERE M stfe 1. WKah
2R — A PLIK S A8 o IXLLIRB) 2R AEFR A FERLLR B 2% 1 o0 IX A kAT BE

528 A7k RS, RAID BRAN 38 21 v 32 B0 d A6 nl S E R R4 e ) o JE Rk AT A2 B 3h 4% TR
BB, T LLBG 1 FIR S 2 s S U B s 2k . RAID Al 42 i VO YERE I HL i A2 1 R Ge I vl g
P

15— RAID K528 & A b ol 2 2%, ) RAID FEFLUKE] 282 ok b T BRIk A . A8 T IR
KIGAE RAID REHLUK AN 38 2 75 AT BEJOR A, TFAE Db BT 1 B AN Ml 5 T B PR S i
“TB7 (no) MEFFAyEE

N

AR AR B RS HR BCE 7 (no) I, RRARL b IR BT B A e B

UK

HE1 K RAID KBk E
1. FEAHUFIA:
scope chassis
2. BEARSS A
scope server 1
3. kA RAID il 8%
scoperaid-controller 1 sas
4. BFHEAIKD) G-
show virtual-drive

Wk RAID BRI BN a 2, W mT 34k 7 Degraded. 49140

Virtual Drive:
ID: O
Block Size: 512
Blocks: 3123046400
Size (MB): 1524925
Operability: Degraded
Presence: Equipped

P2 KA A E SR BB 777 (no) LAFLHE RAID SR & . VR - 58X — 2 ), Widit LRI
AT B4 IR A BB
1 AL

scope org
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2. NS MR A T R SR <

scope local-disk-config-policy ssp-default
3. KRB “A7 (no):

set protect no
4. HRATHCHE:

commit-buffer

IR 3 S5fF RAID XG4 g, A& RAID FADRA::

scope chassis 1
show server
24 RAID YXz)s B i, ikl i SRS 2 8o Ok il
il
Server:
Slot Overall Status Service Profile
1 0Ok ssp-sprof-1

PR 4 RAID WA FEA I E, FEARRBEA T E S IR R “HE” (yes)o
1. AL
scopeorg
2. B NS HO R A O N Y
scope local-disk-config-policy ssp-default
3. BRI “AR7 (no):
set protect yes
4. HFZRHE:

commit-buffer

t# € SSD HY[a)RR

I PA N R e i A5 B Ef 0 B85 22285 (1K) SSD ] BEAFAE MK 1) fl . SSD ] J 1) — AN 7 B REIR S %
P B | 4 (DME) HERE CVE 3 .
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\)

AR MBI SSD I, 7EBlade BIOS Kol 5, WAGREA(GE CGRAY, 5. FPAlS4%) S sw
7R o AXAE SSP-OS FF2 5 il i, ANHLRERLE s A S 2% 7=~ o Wil SSP-OS FHZk A4 T “1E7E
THRRAE” , WA BoRAR MR H, WAS B R 5 SSD EH Ak B

ARELT H &SP 2 W] SSD A7 £ il =5 2004 B 5 | BERE AT RMA- (IS 2 1

https://www.cisco.com/c/en/us/buy/product-returns-replacements-rma.html)

g2

HIE1 EHF] FXOS 174 shell:

N
5

connect fxos

=2 W~ nvram Hdd 5304t

show logging nvram

BT H s 41

2020 Oct 22 13:03:26 MDCNGIPSAPL02 %$ VDC-1 %$ Oct 22 13:03:25 $KERN-2-SYSTEM MSG:
[28175880.598580] EXT3-fs error (device sdad4): ext3 get inode loc: unable to read inode
block - inode=14, block=6

3 W H& s
show logging logfile

B R ST s 11

2020 Oct 21 21:11:25 (none) kernel: [28118744.718445] EXT3-fs error (device sdad):
ext3 get inode loc: unable to read inode block - inode=14, block=6
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