> o

==

o WEHME, 510

 fid'® SSH, 2 4 it

e Bit'® TLS, 57 7T

* BC & Telnet, 2f 8 L

* il & SNMP , %59 7L

« B¢ & HTTPS , %517 1L

« BLE AAA, %530 1T

s MERFGHE , 2640 00

* FiCE DNS k4545, 5543 01

* J3H FIPS #ix( , 5543 UL

o JE I AR RS, 2B 44 T

s BOE TP ik , 545 0t

o B AN MAC TSR, R AE I MAC Huhik , 28 45 7T
o AN I B IR B E S, 5 46 T
o PO PR SRNG5S 47 UL

s BCEHUAH URL , o 48 7T

< & HEAF0ET (8]

i Fl NTP JUIHI/E R4 L E WA R M (NTP), Fahi & H IR, 238 A E M0 R G .
NTP % '#7E Firepower 4100/9300 AL S5 HIAH b 2B AR @ 4 1 £ 2 [0 B B[R]

\}

AR I BEAE Firepower 4100/9300 HLAH _E#% FTD, WJWAZIAE Firepower 4100/9300 HLAS L fic & NTP, ff
BIBEVE T I W TAE IR AR 4 v E WA I TR Rk E A o 48X} Firepower 4100/9300 HLAH A1 EMC 1 4
[ NTP R4 4%, HIEER, AR FMC 7E4 Firepower 4100/9300 HLAH 1) NTP JI 55 %% -

U A 2 NTP, U A] BAZE S RS 8] (Current Time) ik Ik L& H Rk FERAS, s tnl Ll
i1 B 8] Bl 4 (Time Synchronization) 35 - NTP ARE 88 (NTP Server) & “ R4S #0IR A (Server

raws W



Fars |
B zseswamasE

Status)” FEIAFERACECE N NTP RS a1 HEDIRES . R ARG IVE S5 € NTP k& lq2, &
A LLBR bR A5 e “ IR S5 28 IRAS (Server Status)” 5530 A5 B br L3R EUE 245 & .

EFECERY HEAFOET 8

UK

FIB1 EPFRFAIRE (Platform Settings) > NTP.
H122 ol HETETE (Current Time) 0.
ARG RS FREMH I W EFX

WREAE R NTP,  #53 ] LAYE ZRTRT 1] (Current Time) 10K L A& BARFDEIRA . #n] LU B
i8] B (Time Synchronization) X3 1) NTP BRS528 (NTP Server) £H i) “ 420k 4 (Server
Status)” F-BUEE RS CELE I NTP RS2 1 DR . W RGEIE S8 NTP IR&s-#sb, &
AT LLBE SRR RS AE “ RSS2 IR A4S (Server Status)” 5530 (5 BRI bR L3R EUE 245 & .

WERX
iz

FIE1 EFFEEIKE (Platform Settings) > NTP,
IR 2 il HETRE (Current Time) 51~ .
P 3 WX (TimeZone) ~Ha1 & b A HUARIE PG MK I X o

£/ NTP 1% & B B #06 8]

NTP H T3 oy )2 R4 #s R 4e, WIAEM 2% 2GRS RS A (1) [R) 20 s R o s R sk P 4 A 75 X POk
g, BIWnsAE CRL, A FERSAIR AR, &2 n LARCE 4 /> NTP iiss4%.

\}

iR * FXOS {#i [} NTP LA 3.
o WA NTP R4S 2 W JE(E A 13 BEE K, WIS R P s e ik 1Rl 20 31 FXOS HUAR L1 NTP il
4598 . FFRNTP 25 /7 b [] 25 1) NTP RS8N, R 4shn 1.

WU R A OB NTP kgs2%, WInT LRk S48 B/ Jete/ntp.conf SCAFHHR B E 1 ZE . W
HNTP IR55 #8 KZE KT 80T 13, AT BATE X ntp.conf SCH 1 Y2 T B8 8 2 IR %545, 8L
AL At NTP 2545 (F1U1: pool.ntp.org) -




mrznte s [

FHIEZ Al
DR B BN AT NTP IRd5a5, WAZIECE DNS k5545 . 1620 BCE DNS ks as . 5 43
o

A

T2

FIB1 EPFAIRE (Platform Settings) > NTP.
BRI, Kk et [R5 (Time Synchronization) 3£ .

WIE2 LR ERERIE (Set Time Source) N, HilifEA NTP BR% 8% (Use NTP Server).

TE3 (E) WURETEEAE ] NTP R4S 4537 S 50AE, 1%+ NTP BRE 88 SHAIIE: /3 R IEHE.
F R LUK B Oy B0 UE B 8H 1D FIME .
ISCFEAE ] SHAT #E4T NTP IR 4548 & 0 50 10F

PB4 R ClE sk 1P Ml LA AR IR Z 4 A NTP 54 o

IS (AR A NTP JR55 4 (1 BAIUE% A ID M S5 IEE.
M NTP i 55 #5 SRHCH B ID FIE . B, ZEAE236T OpenSSL ¥ NTP fiik 55 5 4.2.8p8 hiv sl 5 iy fl A<
AR SHAL %8, 15 ntp-keygen -M 74, SR JG1E ntp.keys SCAFH &A% 1D A . 28 H
R N ity R 25 8 A T ST S L N A P A

FE6 PR TE.
fsnr Ll NTP BRSS 88 (NTP Server) (1 “ Mg 2R (Server Status)” 7B A & 5 25 2% 1)
FRES . W RGOS NTP RS 25 A, ST LR EhRB e “ RS- 2% IR 45 (Server Status)”
FHLRE B RS LIREUE 215 .
AR WARREH MBS 10 08, RASKEES, WS, BEFERUCE R Firepower HLAH

R,
fk% NTP BR %528

itz

HIE1 L AIEE (Platform Settings) > NTP.

H1E 2 ¥Rt E[E 4 (Time Synchronization) 3£ .

B3 0 TR A S NTP R4 %, 575 NTP PR 88 (NTP Server) 2 11 i 1% iR 4% 2% Tl 5 1) A B
(Delete) Kbz .

IR 4 PR TF (Save).




B =vie=amams

FagdE |

F i & HEAFNAT (5]

g 3
1B 2 HdEtEIEY (Time Synchronization) £ .
FIR3
X4 $ii AEA (Date) T, WosH P, SRJEAEH H DA el AR H

TR

25 AEHIR NN B8R N A1 3E /N 73BT AM/PM

B

Bc & SSH

S

Qe

iE
[24

Qe

I

g g

g

N -

AHR I A WATAENURE T30 88 H IR ]
LRI T4 e S BRAE 2 B I B

, FERCENFE B A, Eoal e

UK

HPHFE&IRE (Platform Settings) > NTP.

e B R B)RIR (Set Time Source) Fifi, HiiFahigERTE (Set Time Manually).

=R Tl LA SR ER R G 8] (Get System Time), & H AT R], LAPCHEC 48 1EAE R IE B2 3
Firepower HUAE S BELAS (1) ZR 46 LIl & 16 1 SRS ]

i fRTF (Save).
i 95 7€ ) H TR I TR) G A LA

R WER RGN MBI 10 2080, RGBT, WG, BFHEFHIKE R Firepower HLAH
(EgLiE

PLURREFP A8 o] i P s 2% A Ad ] SSH Ui MIHLAR . WifalKs FXOS MUARTE N SSH % uiJe i, DL
WHATIC & SSH T SSH IR 4525 A11 SSH %5 )7 it I3« S A e A 8B4 403 56 UE 1R 4% P v

ZRIATE UL N, SSH 4T )8 FPINGS .

32

RIKEFEFEEIRE > SSH > SSH ARE 8.
R I BIHUAR R SSH V1), ik B SSH (Enable SSH) B HE. BEAX[] SSH Vi), % B 2) ik
B SSH (Enable SSH) S i%LHE.

XTI SR INE %, AR SRV 5% 0 R HE




Qe

Sk Sk
S8
(-1] (2]

$IE9

SIE10

TEN

mEssH

TR o FEIHPRAEBL R AN SRR T I 5k
* 3des-cbc

* chacha20-poly1305@openssh.com

* chacha20-poly1305@openssh.com 7 FIPS H1 A5 3 . ani4E FXOS HIAH FJHH T FIPS
i, MIASEELE ] chacha20-poly1305@openssh.com 1 4 I 5vd:

o DU s SRS G H -
aes128-cbc

aes192-cbc
aes265-cbc

ST RS S AR IR E K, 1A kR AU VF K Diffie-Hellman (DH) 25445 e () B 1EHE . DH 2448
A ATV AT A — 5 PR s I L ] . SRS S AR LA, DR AL S

PRAIE . A RIS 48 S B0 . A7 ST DH BB AN TEAE B, HS
] RFC 4253,

pE 3 o FEIE FIARHERE AR ANSZRE LR S A e ik
* diffie-hellman-group14-sha256
* curve25519-sha256

* curve25519-sha256@libssh.org

* 7F FIPS BiX NASCRELL N A
* curve25519-sha256

* curve25519-sha256@libssh.org

XTS5 s Mac B3% (Mac Algorithm), 5203 S VR AR o8 R SR IS I ) ST AEE .
XTS5 A EWMER, A RSA BHDG BTN

BB (LI BAAT) Nk 8 IS, HAT 1024 F) 2048 2 i), $5:E MRS AR /MO, A
RSA 255 B s I (Al e . a2 i8UME ok 2048,

TR 22 B FEE RS, 15 1E FXOS Wit S ild 2 prids EAavrmiis (LLKB A5
AR

X T RS A A SEFET B BREI, 1 1 & FXOS Wi T2 1l i Hz 2 5 VP SSH 231 2= IS ] (LA
HHAL

HHRTF (Save).

iy SSH & P (SSH Client) EI-R, LA HE X FXOS HLAH SSH % ) by

MFESENZRRE, TEFER. ZRIURRKEH SSH BLEHM A .




Fans |
A& SSH

* BR - i1H FXOS B4 EN TP RS EHEH, @i, #024I7E FXOS CLI H
i R 40/ 55 16 I 1Y) enter ssh-host #7230 I EHL.

* B - M THUAT RS N E Y], RES ORI BRI TN
< BH - (BUA) PUERE A 332 DT ARAAA# K LD

T2 X TR IRINZEEZE, WaAIERA VTN Sk P R IR,
IR o LRI HPRAEBL T A SRR I 5k
* 3des-cbc

* chacha20-poly1305@openssh.com

U RAE FXOS HURE LA Y 13l AR TR, WIASREAEH] 3des-cbe 1124 s ik .

* chacha20-poly1305@openssh.com 7f FIPS A2 32 HF . WIAAE FXOS HUAH FJHH T FIPS
1, WIASEESE FH chacha20-poly1305@openssh.com 1 Ay in & 5492 .

o DU IS SR ERAAS G H -
aes128-cbc

aes192-cbc
aes265-cbc

$E13 W TR AR RE SR, 1A% RVFI Diffie-Hellman (DH) 2428 #c () Z1EHE. DH 41T
PP TCVE ATAT— 5 A e (L S ] . AR i S 4 R BNV ARG S, LIRS
PRIGAIE o AT Rt RS 28 S O I0IE . A7 AT DH S5 42 # 7 5 B, 155
% RFC 4253,

pE e o FEIE P ARHERE R ANSZRE DU S A ik
* diffie-hellman-group14-sha256
* curve25519-sha256

* curve25519-sha256@libssh.org

* 7F FIPS B N ASZRE LR 3 A #5002
* curve25519-sha256

* curve25519-sha256@libssh.org

FE X TR Mac 8%, T AIEREA SLVFI S8 BEME SR K R IEHE .
FEBS S TRSIGBEAEMBERS], HEE FXOS WiF & ihER 2 iriEs L AVriiiis (LLKB A

A .
PRE6 X155 i B A E AT (B PRI, VB E FXOS Wi P23 il IEH 1 SLVFI SSH 2316 28 IR ) (LA b
AL

W rewE



$E17

BoE TLS

waTs ]

HiRTE (Save).

et J2 24 (TLS) WhsUAe AN A5 (10 0 22 TRV R Ba A & s AN e Bk . &80T LA FXOS CLI
SKHC E FXOS HUAR 5 SN B AR I VR AR TLS fioAS . BUBTH TLS FA nl 42 63t 5 22 42 )3 4%
TR B TLS ARCAS I RE i Je e A8 TH R Y

B, adE R FXOS MU R E % TLS FA N 1.1 B, 1t L& 7 i Yo S e & (2T 1.0
W, B2 Pk Jeikiiad HTTPS #1917 5 FXOS MU B FEAs i s, Rk, 0200 2 e & % 25 [
FHF0 LDAP R%%-%%.

LU R 2o T AT i B AN AR FXOS HUA 1 AN e Z 18] I A5 Iy SL VR BRI TLS A

iR « # % FXO0S 2.3(1) A, FXOS HUFEMERIAAK TLS FRAH v1.1,

HEANR GBI

Firepower-chassis# scope system

ARG P K TLS MUAIZE I
Firepower-chassis /system # set servicestls-ver

T

Firepower-chassis /system #

Firepower-chassis /system # set services tls-ver
vl 0 v1.0
vli1l wvl1.1
vl 2 wvl1.2

BEE AL TLS A
Firepower-chassis /system # set servicestls-ver version

i

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

AT E
Firepower-chassis /system # commit-buffer

BORTER R S8 LG E 1 IR TLS A

Firepower-chassis /system # scope services




. BL & Telnet

Firepower-chassis /system/services # show

T

Firepower-chassis /system/services # show
Name: ssh

Admin State: Enabled

Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Cbc,Aes256 Cbc,RAesl28 Cbc,Aesl92 Cbc,RAes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa

Host Key Size: 2048
Volume: None Time: None
Name: telnet

Admin State: Disabled

Port: 23
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: default

Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56: !LOW:!RC4:!MD5: !IDEA:+HIGH:+MEDIU
M:+EXP:+eNULL

Https authentication type: Cert Auth

Crl mode: Relaxed
TLS:

TLS version: vl1.2

fit & Telnet

PAUNREE A G an Al 5 FH B4 P AR (1) Telnet Vsl o BRIATESL N, Telnet 40 TAEHPIRAS .

N

TaigE |

B HET, Telnet it & R G A A CLI B A v .

HEAN R G
Firepower-chassis # scope system
BEAR GRS
Firepower-chassis /system # scope services
LERC BRI HUAT ) Telnet V5 i), THHATEL T EAEZ —
© BLAVIXHUFEIAT Telnet Uik, HHIANLL R4

Firepower-chassis /system/services # enable telnet-server




CERL |

o BRI HUAT AT Telnet Vil 1R LU R4
Firepower-chassis /system/services # disable telnet-server

TR A KL IR RGN E

Firepower /system/services # commit-buffer

Gt

PAF 746t Telnet - HARAZAT 55«

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower—-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

A8 SNMP GO, AEAUAR L CEL 1] 50 2% 45 B PN (SNMP) e A7 SGTEARAS B, 12 B LA J2:

%xF SNMP

] PP 25 BB (SNMP) 2 — NN TR DS, HI T2 SNMP /8 B G R 2 ] FA T4 B2 (1L EA%
3o SNMP $R (] T~ a2 ME 200 25 o A B0 RO ARAE A HE AN T 5

SNMP HEZE = A7 2H i«
* SNMP B PE#E - F Tl ik SNMP 4 il R0 W 4% WM 2% 15 45 TG 31K R 4 .

* SNMP I - HUAH N BIERARALEE, T T 44 HUAR IR B0l AR B 75 22 1) SNMP 45 B 254 45 Hidi
PAR S ACBFI MIB A G o 225 H SNMP AQBE I ) it 5 BE S FIACHE 2 [ ) DG 3R, 1 7L Firepower
WU B 2% 5] FXOS CLI " jH H JF it & SNMP.

o B FELE B (MIB) - SNMP AUHE_E RS2 i R AE 4.

WA 2 #F SNMPv1. SNMPv2c fil SNMPv3. SNMPv1 il SNMPv2c¢ #B i FH 4 T4 X T X 1 e 4k
795 SNMP (15 X, TEZ LT brvE:

* RFC 3410 (http://tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)
* RFC 3413 (http://tools.ietf.org/html/rfc3413)

* RFC 3414 (http://tools.ietf.org/html/rfc3414)



http://tools.ietf.org/html/rfc3410
http://tools.ietf.org/html/rfc3411
http://tools.ietf.org/html/rfc3412
http://tools.ietf.org/html/rfc3413
http://tools.ietf.org/html/rfc3414

Fans |

B swweizm
* RFC 3415 (http://tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)
* RFC 3584 (http://tools.ietf.org/html/rfc3584)
Y
AR TR, SNMP A 1R 2¢ BT E K O 24l i e AN 107 AL A 5 &, htt
DA ER, AT R 7S X LERRAS P — 1 S A R TE A
SNMP & %0
SNMP [ —ASCHE D e A Be 2L ok H SNMP AR KT % . 3K 43 A1 AN EE 5K I\ SNMP 5 B 8 R a8 17
Ko AT LARRAE M P RAE . FHE S BRI BUARQIHE 4 0 e 2 R el A
Hft.
HUARE SNMP 38 51 A2 o B BF B S . B RIEAS il &nmT 5, B Oh SNIMIP A8 B g /1 IS0 31 BE B A i
FEATAfIN, I HLHURECVER E 2 15 CUCEIBERE . W38 15 37 5K 1) SNMP 45 BELES A3 H] — 1> SNMP Hij [
PRSCECHE 570 (PDU) SRARIATHE o WERHUF AN PDU, WU AT PR CR LB R 3K
HE, JATECS SNMPv2e 1, BN A L4, DI AEIUEH] .
S
B EH5IFFXOS )5, fiFH SNMP 811 LI ifindex T AR, {H)E, MU TH 515 FXOS i,
FXOS i #AE OID _ERIZR 5152 R A2 .
SNMP % &2 5l FA1X PR

SNMPv1. SNMPv2c f1 SNMPv3 43 AR AN R ) 22 A 22 i 55 B i 22 A 2 ) & A SRl g Ak
P SNMP 71 B R 16 22 4L

LAY E B SNMP B BIFSGIBRIK T S Br w AR PR o AR a5 7 27 9 SR e
TG ZSCFFI 2 A PO B TS0 ) 22 . SNMP 22 440 S AN — A sl AL
B

* noAuthNoPriv - J& 5 3 5 1F 2 i 2%
* authNoPriv - S 5GAE, (HIE %
* authPriv - G435 UEA1 N2



http://tools.ietf.org/html/rfc3415
http://tools.ietf.org/html/rfc3416
http://tools.ietf.org/html/rfc3417
http://tools.ietf.org/html/rfc3418
http://tools.ietf.org/html/rfc3584

Lgsm snmp =2 amasas [

SNMPv3 [Al N $2 44 T 2 SRR 22 A o 22 AR S 7 MU P ek P #4 € 0 B 1) 53 47 5
Mo ARG LA R SRVF L ARG o AR 2 S 0 A 4 5 KA 2 AE AL BE SNMP 204l
LIRS 1) 22 2B

X FiH) SNMP R £ 1R8N ALH G
s 2 A BRI 02 65 X

% 1: SNMP =2 £ 18 B FILR 51

B g5l SHIIE (i [RR

5 %

vl |noAuthNoPriv | 41X 245 d | 75 | A FH AL X 2455 B DT ECHEAT B 4 B0

v2¢ | noAuthNoPriv | 4 X FRF it | 75 | A 4L X AF B UL RCHEAT B 47 000

V3 |noAuthNoPriv | fj 1 4, B | AEHH A UEECHEAT S 0 50 00F o
iR BARFTLIACE , {H FXOS AN HEKG noauthnopriv by

SNMP 2 3 Wit A58 FH o

V3 |authNoPriv  |HMAC-SHA | 75 [ #2{1L3EF HMAC 2 H557 1% (SHA) 1S 56 0E

V3 |authPriv HMAC-SHA | DES | {2t 5 T HMAC-SHA 5500 5 3 I . B T35 i B
(CBC) DES (DES-56) Frifi: ) & i ik 4h, i it n s br
#E (DES) 56 17 i

SNMPv3 & £ I g

SNMPv3 J8 K5 AF R 45 L5 iR AT B 40 56 UE AN N 28 A0 45 A R AR AL B 25 U 2 3N . SNMPv3 (X 3%
CURC B (K PR AV BEARAE, IF4 N SNMP W 8 . SNMPv3 JEFH J1 I 22 AR (USM) 295
SNMP 4 B 24, FERAELLU R ARSS

R SEEENE - B ORI ERAEREIBUNI NG O F BAT B sl 58, IF B e 8RB S sl e np
PAARREE A BLAIFRE .

 HERIEH B IRAE - FROR T (REREZH T R s EBCds ) 197 W] B O 3EAT A
o WEPUEPERINE - B ORA FREFBURA N SRR s i o 5 S

SNMP 3%

B  SNMP $2.0 F 5134




Fans |
B =5 snve stmE snvp m i

% MIB 893235
WA S HE% MIB (K 2 352355 18] o
15 2 n] FH IR 2 MIB FIZET AR SREGX L MIB 115 &5, 152 (R FXOS MIB %451 )

&M T SNMPv3 ] F R 54 31198
B 6 SNMPv3 I J* 32 FF HMAC-SHA-96 (SHA) & 3 303 B il o

iE AT SNMPv3 A A &Y AES S FA MY
MU AL R Z0m s b5 (AES) 18 0 F T SNMPv3 i1 BN (1 B Al 2 — 345 & REC 3826,

FaRL 2 BY, priv EIER LGS DES B 128 {7 AES N4 (1k+e, LLEET SNMP 4. Wit s i
AES-128 Bl 'E I SNMPv3 F P B AL S0, IHLAR 3 FH B FA S Aok 2 il 128 A7 AES %4H.
AES BRI /b nf B )\ A5/ WiR DA e, B eER% 64 74,

/2 A SNMP B2 & SNMP E 1%
buK

$EB1 EFFAERE (Platform Settings) > SNMP.
$IB2 75 SNMP XK, HELLF B

B ikl
EIRIRZS (Admin State) LLEHE | SNMP LR IS 2. U RGEE S SNMP g5 e 2R
I 4 IR PR 55«

i 7B P55 SNMP EHUIEAR A A Ay 11 o T8 5 e BR Ao 1



https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/mib/b_FXOS_MIBRef.html

R |

(Community/Username) 7

AR 15t BB
HX/ARZ (FJ#%) 7E SNMP v1 M1 v2 T4 i X 45 5

1T 2 SNMP #E X Z RIS, 4 B3 Aok B SNMP e B 8%
HIEE W5 K B SNMP JBAs 1 f1 2. 2 EBANE H T SNMP v3.

THVER, SNMP A 1 A1 2¢ AA " E I AN 2 4l EATEAA
P RN o S S K o P PR /S i S e B
FERA H e (1 5 3 B8 UE T 5o

BN T 1 32 DN FAF 2 M B4 R . W2 @ (at
) & (5FF5) L2 (a5 8. BRIAMEN public.

MR CKERXKARATE, THBANS YR CABRE:

. W X/EAZ (Community/Username) 7Bt v R IEH 781,

THBRAMS SR IABRE: & (Set: No),

iR # AT LUMEFH CLI fiv4 set snmp community fJHERELAT 4L
X P45, AT A K H SNMP 2R 2% () #6117 SRk 24
HI SNMP JiAS 1 Al 2¢.

REEERAMR (System
Administrator Name) 7B

b=y

15T SNMP SEJiti IR A -

AT, e 255 ANTAT, Bl F b gk 4 A
fise

do
= >

B 7R

SNMP QB (55 2%) 384T BT (K EHLI AL E
AN AR, R 510 MEAT.

PR3 1R TF (Save).

T—5Hit+4
B SNMP [EREFIH .

£1)32 SNMP BBt

LAUR BB i @ SNMP BEF o

)

AR HEZATLE X\ SNMP [ERF.




| R

UK

Fars |

HIB1 % FEIRE (Platform Settings) > SNMP.
I 2 75 SNMP B&EBf (SNMP Traps) X3, #ididwmm (Add).
HE3 (R SNMP BB (Add SNMP Trap) XfGHEF, $855 LR 7B

AR 15 BA
FH % (Host Name) 7% HLEE R ) FL R 2 FEABIE 1) SNMP ML =ML 4L 55 1P Mtk .
#HX/BARA BN SCVEVT ) BB E A5 BT ) SNMPv 1 /v2ce AE X 745 Hi B, SNMPv3

(Community/Username) 7B

M 4. XAy SNMP IR 55 Bic & AL X el R - 44 A )

BT 1R 32 DN FARF 8 B A . IE2IMER] @ Cat
TN O L QUGS L2 (gD B

i F 7B

WIS SNMP = UIE AR LAAG v B BIF A 4ty 1 o
BAN—NNT 165535 2 [l 353,

R 7B

FHF BB SNMP fRAFNAY 5 X m] LA PL R Horp— 0
* V1
« V2
*V3
iR THIER, SNMP A 1 1 2¢ HAT ™ 511 O 24 ) S

EAIUR A7 R AR TR, I X T4
R 70 2 RO — 1 BT 3L

FRE LRI PR .
- PR
< BH (DAERRA V2 I 30

v3 #2BR (v3 Privilege) 7

WERERE V3 IR, 155 & 5 BEBIFAH 2 AR BR 28031 -
 Auth - S IEHEAINZ

* Noauth - & SIS NS . R, BRFLLIER, 8
FXOS A% 45 SNMPv3 L& FH 22 22851

* Priv - G035 UERINE

HIE 4 PEEBE (OK), RIICHIARAN SNMP BEBF (Add SNMP Trap) X6 HE .,

B FeuE



PIR5 PRTF (Save).

il k% SNMP [ B

UK

oA |

$B1 % FEEIRE (Platform Settings) > SNMP.
$I22 75 SNMP &R (SNMP Traps) X4, 7855 5 ARSI 54 (1) B BIE 5 I (1) 6 (1) 47 Hh B i iU BR (Delete)

bro

£1/% SNMPv3 F F

UK

$B1 %L FEEIRE (Platform Settings) > SNMP.
$122 /£ SNMP A (SNMP Users) X1, #id5%0 (Add).
$IE3 {ERI SNMP B A (Add SNMP User) XFilHEH, HHELUF 7B

AR 15t BB
BT ALY SNMPv3 H 2 (1 4 F5%

WA TR . SAHLAL TRk . AT Rt
W, CFRIZD . . GIrD . @ (RS fl- GEFHD .

IR (Auth Type) 7B

R SHA.

£/ AES-128 (Use AES-128) &7
EAE

Lo RGP S BEAE, WA i AES-128 N,

SNMPv3 AN DES. WK+ AES-128 4, AL
HEATBEFAINER , AT iC B 10 B AL BE R HAN 2 A2 35

iR




. i SNMPv3 Fi

Fars |

AR 15t BB
TR T I FH P IR

FXOS 45 Z0AT A AN 2 LA K 1) 358«

o AL b 8 AT, % 80 N TR

o AL G TFRE. BUFRILL R PR
~N@A%N&*(O)_-+N"<>/

s AMFEETLURRS: § (EIafis) L 2 (5) 8= (5
).

o IR D 5 ANANRIFTT

o ARSI 2 E A W s R T B, BN, AR
“123457 WEWUANRTTE, PR “ZYXW” G5 =4k
KPS WHRR PR MBS WA RE GEFA KT 4
B O6ANTRE) IR R PEA A A R

IR FEAT F () A 36 18 Bl s 0 - A RO 2 TR, R
G NSy I I 3o M B R A T R
abed&!121 K B E LR A R ML, 1H abed& 125 AN4x.

I\ E85 (Confirm Password) -
B

FF- PR RA N B 6

IR FAEHY (Privacy Password) 7
B

LU ) B R 5 1
FXOS $ELAT AN AL DL 2R 20
s BWHEE B S ANTR, % 80 NTAT.
o WAL B R, BUE AL R AT
~N@A%N&* ()N <>/
s AMFETLURFFS: § (GEIufFs) L 2 (H5) o= (%
).
o IR D 5 AAANERIFRT
o ARSI L & e W s g AR, B, AR
“123457 WEWUANIRTFE, PR “ZYXW” G5 =4k
KT WHRILR AR RSB AR GRFZL KT 4
2 6ANFRE) MR A AR 2 RN

TR FEAE FH PR I8 18 B Jok - FF BN T 2 R, R
AN T I S B BB T R R i,
abed& 121 W4 B BRI A R, {H abed& 125 A2 .




iz |

AR 15t AR

IABRFAZERD (Confirm Privacy | [T FE Uk AfA K A FA S AL,
Password) 7B

$B 4 PE (OK), ICHIRI SNMP B A (Add SNMP User) SHGHE.
PS5 PilRTFE (Save).

fIE& SNMPv3 B

UK

HIE1 L AIEE (Platform Settings) > SNMP.
$IE2 {E. SNMP P (SNMP Users) X dgirr, 755 AR B BR 1 F P o6k 2 147 Hh 2l BR (Delete) 5]
Fro

fic & HTTPS

KA UATALE Firepower 4100/9300 HLAH -1 & HTTPS.

)

ER BT LUE R Firepower HUAR B 83 5E FXOS CLI 81 HTTPS ¥t [, FiA HAth HTTPS e & AT { H
FXOS CLI 5¢ .

IER . HRARMZETR

HTTPS i FH A3 (PKI) (AR PIAN et (i G 25 7 i ) W25 A1 Firepower 4100/9300 #1
i DIl 1S YA 7 s (iR =8

N SAFNEHIR

BAS PKI %45 2 AT —%FJEXS FX Rivest-Shamir-Adleman (RSA) IN& %5 (Hdh—AMEF WA, 55—
NRIE) 5 AFEEAE NI . RME—23 52 1 B3 T 5 — % . EERE NS R,

KA AT O I A IR, BB T B SRR R . a7 tnT LLd kA I A
FRVH IS (R “2847 ) CANH BRI AR TR WO v IR AR
D 8, WA 5 0 A N AV IR BT A BUAS DAIE B o s S K v DUAN ], SRR 512
f722 2048 fir. — MOk, FVAKEOBAK, 22 rEgiblis. FXOSIRAL—/MNERINE BN, iy 2048 £if
IR AR, IRV 2 %,

| rawE I



B ozzox

Fans |

DR SRS A PR S D UE S I, D 25T T A BRI B I FRIE S

IEH

VRN Z A ERTAER, PO E e B i e IR RO S BRI A PILL A R 5 4
IR AR BRSO BRI A, Wt vl R B SR B PINN A XA . EREH] P i A
BN BRI, M kg Rk S0, B 308 ) o Bos S ik it .
EUAEOL T, FXOS Wi WEK A, WSk BBOANEIIA KA.

ZiEER

By FXOS FE AL T 5 (1) B O B0, 188 nT A SZAG AT RV 85 AT £ RO F e B8 A B 46 S 0 1K 36 =7 1iF
Voo S UE P AR AE P I 25T s B8, %A AT s AT LU RRE i R LR (CA), o mT BLZ
(] CA BifF AT GHIRR CA IGEATEE 360 o ZIRBUITIET, 20 FXOS 42 plil 151% K,
TG RIEZ B2 EAT A

|

BERWM FH R Base64 4t X.509 (CER) ¥4 3X.

B 2 % AR

S

FXOS % 3 FF 8 MEYPIIA, WHREAE IR,

g2

BEN 22 A

Firepower-chassis # scope security

2 QIR 4w

Firepower-chassis # create keyring keyring-name

BCE SSLOAPIKAE (LA ) -

Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
AT

Firepower-chassis # commit-buffer

)
AP IR AN 1024 R 55 BI5F

Firepower-chassis# scope security
Firepower-chassis /security # create keyring kr220




sxensinzan i

Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

T—%Hft4
QUL PIUE K . X B PIF B AIE 1 K

EIERECAE AR

U SRR A PR e R ], U 2T Bl FOR A B MRS

e A

Firepower-chassis # scope secur ity

BE N BRI PIFA 1) 5 PR 22 ik
Firepower-chassis /security # scope keyring default
HFOHT A BRI B A

Firepower-chassis /security/keyring # Set regenerate yes
ARG

Firepower-chassis # commit-buffer

Gt

PAR 7 ) B0 A ) BRI S 30

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #




TaigE |

B czzommirsnk

B 32 & $AIRBTIEF 1A 3K
{58 P R AR T30 1) B B SATRAE 45 VK {58 PR R A T ) B2 50 4 3R HOTE 45 1K

$IR2

4t?n

7K

BEN AR
Firepower-chassis # scope security

BEN PRI AR

Firepower-chassis /security # scope keyring keyring-name

IR E 1Pv4 54 IPv6 Ml siAH 5 LR ) A4 FR QU EIE 515K . R GURHR s J i A 57 3R 1) 8
fhe

Firepower-chassis /security/keyring # createcertreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

FAANESS

Firepower-chassis /security/keyring/certreq # commit-buffer

BRI TT USRI A 2 A5 AT B el P AU A LR FRIIE 15375 5K -

Firepower-chassis /security/keyring # show certreq

Gt

LR 7R B4 P B AL T 3 A G I B BAT TPv4 bk AR 515 5K -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name s3jc04
Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
O0re/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEBR/wQQOMA6CBNNhbWMwNICECSE1X AN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO3Teg




pRsgrmogeamasEs [

nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

T—F 4

o SHREFTE RO CELEITAR [BEGIN] MIZE A [END] 47D, JRRILARAE RSO o Rl A iE 15
TR SO ROE AR BOE B AU, DIERIBCEPIIE .

* QU AR AT ROF R EMNE AR F I 8. G S2 A5 AT R F 0 WS AT B B K £
AR B B IR B

& F S Rk el 2 AR AER IE K

UK

BEN A

Firepower-chassis # scope secur ity

e B PP AR

Firepower-chassis /security # scope keyring keyring-name
GRS K

Firepower-chassis /security/keyring # create certreq

57 > vl Jr A TR 5/ DX T 5/ DX AR

Firepower-chassis /security/keyring/certreq* # set country country name
T8 5 SR SRR (1844 il 55 7% (DNIS) Hishik::

Firepower-chassis /security/keyring/certreq* # set dns DNS Name
i858 5 UE T SRAH ST R M A sk«

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

55 Firepower 4100/9300 HLAH (1) 1P Mkt

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

T T U SR IEAIE A5 1 22 7 Sk FS BT A ) 1T il £«
Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
PR U SRR 2

Firepower-chassis /security/keyring/certreq* # set or g-name organization name




B creEmtmoEmnmeraE

i e AL

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
AR KR & AT I

Firepower-chassis /security/keyring/certreq* # set password certificate request password
FE U R IGUEAS (A WS AE R 48 TITER A VRIX -

Firepower-chassis /security/keyring/certreq* # set state state, province or county

8 5E Firepower 4100/9300 LA ) 5¢ 4= PR 52 1844 -

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
FAAES5

Firepower-chassis /security/keyring/certreq # commit-buffer

IR AT UK I 0% 2 A5 AT B B AR AT LAS) PRI i oK

Firepower-chassis /security/keyring # show certreq

o
Y

iR

XY 2.7 Z AT, AT EAL AT FQDN [ “set dns” B “ set subject-name” K
PRI . WHR 2230 FH Al FQDN ) DNS sl FH 38 A Aok Gl AR 2K, 4 5 850kt

o

PAR 7 A vet R 1A S A B O (s BAT TPv4 Hhk R IE 515 5K -

Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Certificate
Certificate
Certificate
Certificate
State,
Locality name
Organization name

Organization Unit name

request subject name:
request ip address:
request e-mail name:
request country name:
province or county
(eq,

/security/keyring # create
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreqg*
/security/keyring/certreg*
/security/keyring/certreg*

certreq
# set "ip 192.168.200.123"
# set subject-name "sjc04"

# set country "US"

# set dns "bgl-samc-15A"

# set email "test@cisco.com"

# set locality "new york city"
# set org-name "Cisco Systems"
# set org-unit-name "Testing"
# set state "new york"

# commit-buffer

/security/keyring/certreq # show certreq

sjc04

Us
(full name) :

city): new york city
(eg, company): Cisco
(eg, section): Testing

192.168.200.123
test@cisco.com

New York



aezees ]

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQERBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAlYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1IUJEQEB/wWQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

T—5H#tta

o SHREFTE RO CELRITAR [BEGIN] MIZ5EH [END] 47D JRR LR B SCE o Rl A iE1S
TR A SCAT A% A AR SR BTN, DRI PIAMIEF .

* QU AR AT ROF R E SRR F AT 5. G S5 AT = F 0 WS AT R B K £

FAE T3 T T3
tEZEES
e

g R IR YNGR S
Firepower-chassis # scope security
P2 QIR EE
Firepower-chassis /security # create trustpoint name
T3 IR EE R EIEBE R
Firepower-chassis /security/trustpoint # set certchain [certchain ]

R PIREIEBE R, REBIUREHAIEPEGEESIE, & XERIEBRAL(CA) HIE
TR, EFWAE R F—1T, %\ ENDOFBUF UL5E 1.

BEEE 1F 2K ] Base64 4ifith X.509 (CER) k&2,

pz LR

Firepower-chassis /security/trustpoint # commit-buffer




TaigE |
B scssazex

A5l

L o QL (5 AE ARG (5 A RAIRE T3

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkqhkiG9OwOBAQQFADBOMOSWCQYDVQQOGEWJIVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvdXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqhkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYWgZOAFL1INj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghk iGO9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgqGQgXc
wR4pYiO4z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

————— END CERTIFICATE-----

> ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

VVVVVVVVVVVVVYVYVVYVYV

\

T—5 it a
WA A IS AR LR AR P FAIE A IR L 3 N PIA

RHEB S ANERIR

FiaZ |l
o Bo B S S PIAE P RE P BE S AT
o MAE AR SR AR AU SR PIAIESS

)

AR WU T O HTTPS BRCE (SR (aE+, 0040858 3 5 HTTPS A fefitpniE B4 %k . H %
TEAME R, WES: FHE3) HTTPS , 58 28 i,




x5

N

Firepower-chassis # scope secur ity

BE AR BARCIE S 1) 3 PP C B A K

Firepower-chassis /security # scope keyring keyring-name

o NFEH SR EUES SR IE A RS AR R SR P AR W UL $5 08 2 A5 A A
Firepower-chassis /security/keyring # set trustpoint name

JE B T4 AR AT 3 B EAIE S B R R AHE -

Firepower-chassis /security/keyring # set cert

FEPERATIE R AR AR SR AU LR B (P SCAS . AEIEFJS ) R4, ## \ ENDOFBUF

SERGEBRIN .
BEEEI B0 0ER T Base64 gt X.509 (CER) #=..

RAAES5

Firepower-chassis /security/keyring # commit-buffer

Gt

LAR 7 R A5 AR ROPRAIES S S I3E

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

VVVVVYVVYVVYVVYV

\%

>

MIIB/zCCAWgCAQAwWgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4XEzZARBgGNVBAST
C1lR1c3QgR3JvdXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYO0AMIGT
AoGBAMZw4nTepNIDhVzb07j722Je4xAG56zmSHRMQeOGHemdh66u2 /XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+HS8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkq
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

ENDOFBUF

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

#

NEEICTE




B ==ures

B & HTTPS

T—5Ht4
5 F 5 53L& HTTPS JIRSS o

Fans |

ER SOMCHTTPS ICE (OGS SORs B HTTPS AF AT s D AP0 5, — FARAFEERAAESs, T

HI HTTP Fl HTTPS Sl #H G, A R,

1 ARG
Firepower-chassis# scope system
2 kARG RS

Firepower-chassis /system # scope services

3 JiH HTTPS %5
Firepower-chassis /system/services # enable https
4 ik JREZM T HTTPS HEHL 5 1 -
Firepower-chassis /system/services # set https port port-num
5 (Wik) FREGIEN T HTTPS KP4 FK:

Firepower-chassis /system/services # set https keyring keyring-name

6 (nik) Fw B AE I Cipher Suite 2425l

Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode

cipher-suite-mode 7] LA DL N CHE 72—
* high-strength
* medium-strength
* low-strength

* custom- FLVFEE & FH - 8 LY Cipher Suite U HEYE 745 H o

7 (ADoK cipher-suite-mode 132k custom, 1545 5 3k ¥ Cipher Suite 2241 H & X -
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string 7] LLEL T £ % 256 AN F4F, F HALZ4F 6 OpenSSL Cipher Suite . AfHHf

AR A BORA R 4, | OIS L + A - GEFRF) F: (
152 [ http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite .

B9 BRdb. ARTEANEE,


http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite

FENCY = |

i, ERIAELL T, FXOS A IR o i S RS 7 15 3 A -
ALL: !ADH: !EXPORT56: ! LOW:RC4+RSA: +HIGH: +MEDIUM: +EXP: +eNULL

iR W ¥ cipher-suite-mode % & 4 [Ficustom Z A AT AR oAt AR, T0) 2008 b 38 T

FAESFIRAL B R AL

Firepower-chassis /system/services # commit-buffer

Gt

PUR7n B 5 I HTTPS, i L5 BEE N 443, KPR FRBEY kiing7984, K Cipher Suite
BARYONVCE A, TR

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

524 HTTPS i

LRIATEOLN, fEdm L 443 B HTTPS MRS %5125/ HTTPS, {HA] LA fum 1, BT
HTTPS %4,

32

$IE1 EHRTEAIEE (Platform Settings) > HTTPS.
B2 7Eim A (Port) FB AN T HTTPS JE8: M 1. F7 2 — /M1 1 F1 65535 Z ) I3 55 BRI

LN, FEu T 443 LR RS

HiRTE (Save).

A FHFR A2 1) HTTPS St 1S B AU -

SO HTTPS S I Jm, I 47 HTTPS 2t #8501 5 S48 B i 11 207 455 K% Firepower Hl
MBS, W PR:

https://<chassis mgmt ip address>:<chassis _mgmt_port>

Hrfr <chassis_mgmt_ip_address> & %8 7EA) AT B A IR A\ (LA 9 1P HuhikBE =114,
<chassis_mgmt_port> & %K KIBCE ¥ HTTPS i - .




B =seaumes

EH R HTTPS
R B/ HTTPS _LEC & S IR e, & E )5 3 HTTPS A feftipril B4 %, 1 H

N
g
N

PR R e i B AT BB B3R K HTTPS

UK

HENRGipE

Firepower-chassis# scope system

BEANR GRS

Firepower-chassis /system # scope services

F¢ HTTPS 5 PIFMK I A FLER A -

Firepower-chassis /system/services # set https keyring default
RS IR B R

Firepower-chassis /system/services # commit-buffer

ELF AP

26 i HEGE R HA KK E HTTPS:

Firepower-chassis /system/services # set httpskeyring keyring-name

RS R B R A -

Firepower-chassis /system/services # commit-buffer

UK

BN e

Firepower-chassis # scope security

T o 3 DI A

Firepower-chassis /security # delete keyring name
HA IS5

Firepower-chassis /security # commit-buffer

Fans |



mzees ]

A5l

PR 7 8 e 2 134«

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

MiFr = EER

FHI6 Z |l
i R PR RAE ] 52 A5 AT R

i

P AR

Firepower-chassis# scope security
P2 MERIEE ZEAT A

Firepower-chassis /security # delete trustpoint name
PR3 RS

Firepower-chassis /security # commit-buffer

Gt

PR 7 8 0 3k 52 5 AT 1
Firepower-chassis# scope security
Firepower-chassis /security # delete trustpoint tPointl0

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2% HTTPS

ﬁ;$%1 i&)\é%éﬁi%lﬁ:

Firepower-chassis# scope system
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Firepower-chassis /system # Scope services

2 1] HTTPS JIR%:

Firepower-chassis /system/services # disable https

FAL SR BN R G A -

Firepower-chassis /system/services # commit-buffer

T

DL R 751 2% ) HTTPS 4285

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

AN BH AL ALK A RTEAIE R, SN .
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UEDTHC, W Seve U5 ) P2 o dn R AR UEANIEAC, U SR B0 UE R, AE4E R 455 1)

1 nT LUKs Firepower 4100/9300 HLAF PG EOGHHLAA ) BIEREAT S O30 0E, QG LA R &1
* HTTPS

* SSH
ARG
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SO P 0 FH P A e S TR e P (K R i, X AT DAL AE 2R 8 I T K s P AE A 3 ) A i
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BMHIEIE. FERFEKZ B E
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TGO I0AE . S8 a] LUl K Th g, ] OB 5 5 400 B0 E A4 AL Th e A1 H
TEHEHIEIERE
FXOS LA F R P G A 5iE «
o IAE - LRFLATF M4 AAA RS

« LDAP

* RADIUS

* TACACS+

KM - HUREYES SR G ESCFRTE A Bt e o S8 mT LUGE Y A AT 2R AU AAA
55 e KRB A P BBl SAINEK .

RRft
FXOS SR LU P A 7 BU TS AT A M A R A T LT LA A (A 45

« EIR - MBS REMBEE YT BOATES, TR BOME B UK R e, JFHA
AEXT AT B P

* AAA EIBE - X MO AAA BCEHTESG VIR o X R GEH AR BT ) o

« BRAE- X NTP ECE . H T2 A7 AT ¥ Smart Call Home FU'E R R S H & CRLEE 248 H & R4 23 A0
RED) BEATEE B Ui o X ARG ARG ) .

© SUE - 0 RGERCE AT S, HERUE S R GRE
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1. BCEPTRRIE S SO g 2R
o ARHb - FH e SCRA B 3 B UE 2 H P 45 B8 43
© AR - BUEILHE AAA JIRSS #0521V 6 BCE )85, Rl
* Wi'E LDAP S fitfefe , 4532 1T
* fic & RADIUS #ffER27 , 25 36 1t

* fid'® TACACS+ #tREF , 55 38 1L

N

R RS R AAA RS RS, 155 N ETE RS 25 F S AL & AAA
M55, SRIGAE MU DHCE EFRE AAA RS2 U71A) o

2. FREBOASBIUETT L - XM R — ).

A\

Fans |

AR WURBOA S O SR UEAN ] 6 5 O 56 UEAS A A A A R P2 A 5 B UE P (RADIUS. TACACS

o LDAP) , ANFEUBrIZ e B A C % B % 45 S C B AL T i (
SO Y

it MR IZ 55 4 2

B & LDAP 2132+

BcE LDAP 12t i2 FF BB 1%

FE AT 55 AP RO ) J ) T SR U PR AT SR (IR P e R BOABE . R AN R P B3 AT

XL P BEE, W) FXOSHH S T 1% B E I 2 BRIA B AL

WAL H Active Directory /£ 4 LDAP ili45s4%, 15 7E Active Directory i 257 - G HH 7 ik ' LAY &

FXOS. Bk )™ W HA KA I o
UK
HB1 L EAIZE (Platform Settings) > AAA.

HIE2 Hidi LDAP &I k.
S 3 (LR (Properties) X igrfr, HI5LLFFB:

B

AR 5 AR

HBET B ERGBINZ R, RESARIER: LDAP B FEIRHE A 3 1 Ink ) K
BE CLARE A BRALD o
WA= T 1 2] 60 BRI H8. BRIMEN 30 B, i@ N0
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ez wap 2tz

AR

152 AR

BB

LDAP &P, ) M E M EE. Wettnsd 4
MR o RGERAE Il Foh A I VL RC b R IR

A A, shell:roles="admin, aaa" JEE{HAE N LDAP $4it
TP & I 2 AT 11

E 5t DN 7B

LDAP JZHEEM R e b il 4, [ P &30t LRG58
MR P 23R P I DN, RSS2 4 T 4548 & . LRl DN
PR f5 R AT B 255 DA 458 CN=$userid [, Hrr,
Suserid AR IR 2R LDAP G435 UE V5 ) LS A FE FH 7 o

R VLS LDAP 2R P T L T . SR Rk Tk B de
LAl DN, 2008 A O IR LDAP $eEFE P ig e — ANk
fili DN,

NS LDAP lr454s &AL yEss B YE, 6l en=$userid
B sAMAccountName=$userid. LDAP 324V B T AR LL TR 252 X
IS P 44 . LS 02475 Suserid.

BN BB, WERIE B AEBLIET R AR i g s, W25
B EE AR LDAP SR F e — N id v ds .

LB 4 1 HRTF (Save).

T—F#ft4

f% LDAP $RALFEE .

£ LDAP 1212 %

R DU B e XA & LDAP 3L F2 e, RN 43R L 3L F LDAP 1K) AAA IS5 F E i FE il

558 o

)

F® FXOSHEZ 1 H: 16 > LDAP 1LY .

FHia Z |l

WHAEH Active Directory /£ 4 LDAP ili454%, 15 7E Active Directory 257 H G H /7 ik ' LAY &
FXOS. LIk )™ W BAT KA LI 2 6 o

UK

$EB1 %L EIRE (Platform Settings) > AAA,




B oz woarizpes

$1B2 Hdi LDAP LTI R

SR 3 XTI AR LDAP fe )7
a) {& LDAP 1242 % (LDAP Providers) X Irh, #iifiifhn (Add).
b) 7EiAN LDAP $2{#32/% (Add LDAP Provider) xfHEH, 5L N 7B

FagdE |

AR

152 Bf

F#1&/FDQN (3 IPH#btE)

LDAP R840 =N 8 1P Huhl. S FH T SSL, BLpBr i

B ZUAEHAUCAC LDAP ds P 2 Ak (138 H 44 R (CN).
G 7 Bt FXOSAH FH AR A FE 3068 FH P HEAT S 4 BAIE PR

BIAN—T 116 2 I 44, sl M A RKA e 0
(%), mrige Al FXOSHRHE 7 Firepower HLAR & HHL #4354
FXOS CLI "1& X A S SRR 20 e —AN T O

4R 5E DN B

LDAP $8 FEIK /7 (X 51 44 (DN), X JEAl DN R T 5 %401
7 BRI AR

SCRFIRIR R AT ER S 255 4> ASCIL 74 .

EL8fi DN 7B

LDAP ZR A R e hn R4, i PGt H R G
AR L P 23R UH P I¥) DN B, RS54 N YR R . 3
fili DN KT A B Ry e KK 255 AN A4k 2: CN=Suserid
P E, o Suserid AR IHZ2 A48 ] LDAP & 473 51 1 7]
Firepower H/LF % BL 455k FXOS CLIfEREFH /.

A A IET,  BRAEC/E LDAPIET R & T BRIAJEAH DN

i 7B

Firepower L4 % F 2% 5%, FXOS CLIYj LDAP ¥ et 473045 fir
{8 A3 1o ARUES 1154 389,

JBF SSL HikHE

WAL, N E LDAP Hodl e 1A R A5 BEAT I as . SR
BOHIE, SRS SOk AW SOA S .

LDAP {# /] STARTTLS. iX foi4fdi Fui 1 389 HE4T b5l fis .

R STARTTLS #:4E 75 2 4E FXOS iF 5% |25 LDAP
PRI CA UEP.

iR T B

I NZLE LDAP 45 o5&l FH i e as )@ v, 940 en=$userid
B sSAMAccountName=$userid. LDAP 34 &N [ T HF LE LD 0 5E
ST gESS I 4. RS Suserids

A A I, BRAECE LDAP IR R s T B sE s .

BT

LDAP &, el M IR Bl . R ansg —
ANAFRER o RGAE Il b A UL RO b e YA R K

AE A I, BRAECAE LDAP MBI~ Ei & T ERIAE .
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AR 15 BA
AT 7E437E DN (Bind DN) 7B 35 2 1 LDAP $5di FE I )7 (1) 255

BT LI NAT B AR E ASCIL 4%, HAK. § (4ri5) L 2
(5 B = (%%5) Bob.

WINBER T F 52 LDAP Hifs PR3 A AT A
AR FERGUEBIN 20T, REARIERL LDAP Kl e I K 16 2% (11 ]

KR (DAL .

BN =T 160 M2 AR, s im0 (%), DU
HIE LDAP &I F 45 5E 4 el . ERINME N 30 75

R B UEIEFEAR R L LDAP $RAFE 7 8l IR 55 28 R 445 B AL R 7
* 41 LDAP $2fitF2 /7 /& Microsoft Active Directory, 151EFF
MSAD,

* Ik LDAP $#2LF2 P A J& Microsoft Active Directory, ik
477 LDAP (Open LDAP).

BRiIME FTFF LDAP (Open LDAP).,

) HLlifRE (OK), nIKHI#AN LDAP $2{#£12F (Add L DAP Provider) X1,
T4 PR TF (Save).
PSS (k) FHRE Ay A

Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

ER URRCE R A ] SSLERE A R

fiF% LDAP 12132 5

UK

HIB1 %EHFAI&E (Platform Settings) > AAA.
HIE2 s LDAP I .

IR 3 7t LDAP 1232 F (LDAP Providers) X3, 755 48 A EHIBR (1) LDAP $&AFE P Xf B (1 38 (147 rh 5
difip& (Delete) ElFr .
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fBic & RADIUS 12 32 %

Bc & RADIUS 24t 12 FF 9B 1%

FE AR S5 PG R o T SR R B AT S (IR P e i 5 R BRA B . R N R R P A A
XL P BEE, W) FXOS R H 1% 350 B 208 BRIA B AL

ki
$®1 %L SIRE (Platform Settings) > AAA.

$1%2 i RADIUS BT
$IE3 {EE 14 (Properties) X, HE LU 7.

AR 15t AR
HBET B TERGBIN 21T, RYEARIER: RADIUS $09 e s A6 9% 1) i 1)

KR (AR AL o
I AT 12 60 MR, BOAMEN 5 s
TS D I

il T TSR RIS R (R B kK

FE 4 1HRTE (Save).

T—5 M4
Bl RADIUS #4527 .

£1/Z RADIUS 1272 %
DL DB e XA E RADIUS 34 F2 7, BIN b 4532 3L+ RADIUS ) AAA RS A% gzt
FEIRSS 25 .

)

IR FXOSE % Y 16 /> RADIUS 3T .

g2

FIB1 L EAI&E (Platform Settings) > AAA.
H182 Hili RADIUSIET K.
P 3 AT ER N RADIUS 241652 )7
a) {f RADIUS#21#%25F (RADIUS Providers) X3, #adikin (Add).
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b) 7R RADIUS 1232 F (Add RADIUS Provider) XfHGHE, HE LN 7B

AR 15 AR

F#1&/FDQN (8 IPH#lt) 7 | RADIUS R4 251 T HL44 88 IP Huhik.

B

5t P B FXOSH FH b LR 35565 F P JEAT S 403 S0 E R 7

BN T 1A 16 ZIMP AL S N xIKRT F{EDL 0
(%), WL FXOSHRHE/E Firepower HLAHE P A3 ok
FXOS CLI H e U HABFEAEFR T B~ — AN vl U

TR A SSL #2818 n] LU AT B ARHE ASCIL F47F, {H=S
ey § (i) L 2 (R') 8= (555) BRAb.

AR T B A SSL InE S HIATHIA

s O 7B Firepower HL4f & # 28 5t FXOS CLI 5 RADIUS %4k FEdH 4710145
At B (s 11 o A RE R 1 & 65535, Andtksi 15k 1700,

RBRT B RGN 20T, REARIER: RADIUS 048 22 i1 A6 2% il i

A CBLRR AL

BIN—T 1 A0 60 B 2 IR REL, BB 0 (%),
£ RADIUS IEIR EHE I A Rl . BRAE N 5 s
il B TSR A I i 0 4 B K

WERTE, WA — M T 0 M5 2 8. WRANRE %

{H, Firepower HUAHH B 45K 1 M/ RADIUS ZET - _EFi5 € 1)
{H.

c) HiiERE (OK), m Xk RADIUS 121£%2 F (Add RADIUS Provider) UG AE .
FE 4 1HRTE (Save).

i RADIUS 12112+

UK

HIB1 L EAI&E (Platform Settings) > AAA.
$IE2 i RADIUSET .

$IE 3 7 RADIUS 1232 (RADIUS Providers) X3, 755 @ AZHIER 1) RADIUS $&AEFEFF 0 Y (15
(147 i B (Delete) Elbx.
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BcE TACACS+ IR {1z =

BLE TACACS+ iRILIZEFRIE I

FE AR5 P RGP T SR R B A S (AR e i S R BRI B . R AN R R P B
FEAFATIZ L E P I, W) FXOS HA8 H i 15 BT 2 BRI BCE

\}

AR FXOS HURAS SR oums ) P & U7 Irl P2 ) R SR i Y (TACACS+) Bl i &t 3t

i

HIE1 L AIEE (Platform Settings) > AAA.
$1E2 ¥l TACACS IETi .
$I123 {EE 4 (Properties) X, HHE LU 7.

AR it BB
HBET B TERGHIN 21T, RS H: TACACS+ B 122 N 44 48 2 11y It

S CLARR B
VAT 13 60 MRS BRINMEY 5 70
TS I I

PR 4 1HRTF (Save).

T—5Hit4
B4 TACACS+ $2 LR T o

£1132 TACACS+ 121t i2
LU DB CRIEC . TACACS+ 2 4EFE 7, RN Ib e &3R4 3E T TACACS 1) AAA RS M5 2
TR R 5525 o

)

B FXOSHEZ L 16 ) TACACS+ HALFRF .

UK

$IB1 EFFAIZE (Platform Settings) > AAA,
$182 Hid TACACS I,

W rewE



ik Tacacs+ i2ttiz I

W3 XTI INTEEA TACACS+ HRALFL T
a) £ TACACS {325 (TACACS Providers) X+, #diifin (Add).
b) 7EiRIN TACACS 12132 F (Add TACACS Provider) XJiHE ST, 15 LUF 7B

A

L RA

F#1&/FDON (5 IPH#EtE) F
B

TACACS+ MR&5-#3 10 M4 80 TP Huhk,

I P - B

FXOSHf ] LB A RE P08 TP 2EA T 5 43 B Uk O Y o

BIAN—DNT 1R 16 2 3EE, s A\ KA 1ALk 0
(%), AL FXOSHRHE7E Firepower ALAH & B 4% 5k
FXOS CLI H & S AP R 540 fie N —Nml T .

T T

Bl ZE SSL s #4] o 18 m] LU AT AR UE ASCI 45, (HA
ey § (X)) L2 (i) mi= (585D BRrab.

WNEH TR

AL SSL & B AT AN -

i 7B

Firepower HLA & B #$5¢ FXOS CLI 5t TACACS+ 45 gs AT
A P A A 11

HWN—DT 165535 Z ) (K35, Bl 4 49,

HBE 7B

ERGHINZ 0, R RERE TACACS+ Fik FE IS 4v 2711
BT CRARD A BT o

BIAN—T 1R 60 Fb 2 [ AO3EEL, s 0 (%) , LME
FH#E TACACSH+ iEIN-K_FIR e 4 JaE . BRIAEN 5 5,

¢) HHE (OK), n3CHiRn TACACS i21##2F (Add TACACS Provider) XfiififiE.

R4 PEHRTF (Save).

fB& TACACS+ f=2 fit#2 /%

g2

FIB1 L EAIZE (Platform Settings) > AAA.

$®2 i TACACS #EI <.

#1183 7F TACACS 121132 F (TACACS Providers) X4, 75 54 AHZE MR (1) TACACS+ HE At FEFE % i )

RIATH L BIBR (Delete) BIbx.
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RO H SRk B & K BB REAT REH GG 6 TP R IR S 1007 % R il
B ARG H SRS A A B TR H BRI . RETH RSS2 BIFR IAAAR A SO,
AR5 BT B C B SCAEAT B R e O ARl s H AW 4 HAE SR R YAt o 1 AE00 3

B IR S A AT ) o

UK

$IE1 L EIEE (Platform Settings) > &% H & (Syslog).

P2 REAMH -

a) fuiliZih B AY (Local Degtinations) 5 F .
b) 7EZHAY (Local Destinations) #EI0F |, 35 LR 7B

AR

L RA

¥=%l & (Console) #54

EIIRT (Admin State) 7B

PR SRS E 2R R HENE.

W RER G Lo R G H &N BRI s H & B n
FIHET, BHETEE (Enable) EiEME. RBGYIET B
(Enable) FiEHE, R4 HEMBHSHmMEIHES, BASE
NEEG Fo

K3 (Level) 7Bt

WREH TIEH & - EBIRZ (Console - Admin State) (113
(Enable) SiLHE, iHEAEAREEHIG B BRI A B0 .
MUAEEE & F BRI & BL B R X mT LU BL R e —
Tiji

W22 (Monitor) #43

EIIRZS (Admin State) 7B

PSS R R HENE.

W AR EARAE AL B s R A H AT R R 28 AT S
FIHEF, iHEHEA (Enable) FiELHE, Wk IHE+EA
(Enable) RiEHE, R HBHERSHFMEIHES, HAZE
ANER LA L.




CEEV RN

AR 15 BA

F3 (Level) Rz R T USSR - EIRIRZS (Monitor - Admin State) 1172
(Enable) STiEHE, TG PEAE I ILAS - R A B .
RGAEMAA F BRI & UL B R Xl L& BL R 3 —
0 .

c) HiliR#E (Save).
W3 L EIERE H T

a) il 32 B AY (Remote Destinations) 3£ .

b) {EiZ#E B & (RemoteDestinations) tt1ii -k b, K2 =AFMEHEES T H7B, XL H &R L
FERERUAR B BT S
T R G H G B AR BT AE H W, 50T DURYE S8 R 48 H & R g5 2% b0 ] FH 8 2 ) A2 R
B AR H Al s o kAT A8 . filten, nT DA e sk e R R 4 H AW RS
BEPAT IERAE, N H SRR IR0 3 O/ A B AR SO AR TR S, sl A HI AR o T3t )

AERERGHE R
&R 1 BA

BT (Admin State) FB | iR HE X e R g HEHEE, WWETER
(Enable) £ HE.
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AR

L RA

K3 (Level) FHigk

PSR R G N AR BP0 . RGAEIERE A A7 Ak
PEZm K LA B R o 3R] L BUR Herp—J0

c X2

- 12EE

FEH&/P Hbik (Hostname/l P
Address) 7Bt

RS H R SCAE BT SE B K M LA 5 TP M

R A H B TAE ] TP Hhdl, 220 E DNS il
252 o

%% (Facility) FHiz&

N ARG H IR G5 Sk 2RI SO BRI RS H S B
AT DA LA e — T

* Local0
* Locall
* Local2
* Local3
* Local4
* Local5
* Local6
* Local7

¢) HRTFE (Save).
LI A FLE AHRY

a) FiiAHRIR (Local Sources) I .
b) {EZAHIE (Local Sources) i3 b, 5 LR 7B
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HFEEIRIRTS (FaultsAdmin | £ 753 FH A& Gelhs H &30 . Wik B A (Enable) EiEHE,
State) 7B MU Bl sk T T R .

HAZEEIRT (AuditsAdmin |27 B 9 H&id st Rk T AR (Enable) HikHE, HlAG
State) 7B Bl TR A% H G A

EHERIRT (EventsAdmin |55 ARG/ H &L . Wikt B (Enable) HiEHE,
State) 7Bt MUl sk T R G it

¢) HiifRTF (Save).

BcE DNS AR5 =5

WIER ARG LR EHLA AT TP Huhik, #5875 245 2 DNS igsa%. lan, A EL & DNS k55 4%,
BN P E B, AN www.cisco.com 254 R, S a] fe s BiAd RS 2500 1P Hhhik,
AT LLAE IPv4 5% IPv6 Hihik. 882 T DAL 4 1~ DNS %5 %% .

)

AR FCEZ A DNS RS, RGUCMERBEUIF R RS 45 . WERACHE B 6y & 2K DNS JRgs &%
i, e HAEUBEHUBEE 3 4> DNS Hds o

UK

FIB1 EPFFAIRE (Platform Settings) > DNS.

P2 %P /3 A DNS AR %528 (Enable DNS Server) 5iE4E.

LI 3 TN AR DNS R4 (% 44, 117 DNS BR%5 2% (DNS Server) 7Bt il A DNS
2521 IP Hhdl, Fidiidan (Add).

PR 4 1HRTF (Save).

J2 FA FIPS ##5;

PATLL TR B3, LUAE Firepower 4100/9300 HLAH _E 5 ] FIPS #ixt.
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S DUE 0 A G40 5 5% Firepower 4100/9300 HLAH -
$18 2 vEFEPlatform SettingsbLITIT “FE W E” T,
PR3 LEFE FIPSICC modell 4TI “FIPS Ml HIAsHE” % .
FIE 4 7k FIPS Bt M [ Enablef EAE .

HIE5 HiiliSave (RAFALE -

PIR6 MR ) RS

R B8 H FIPS A28, U< BRI f 4 ) a3 0 KNI . MIO 24 ] CiscoSSL 1 FIPS X 4 fkith
(FOM) Sk /e Hons 5Kk . 5 ASA LA s B S A i A b, &2 ik FIPS B uE AR 15 5 7%
o

T—5Mit4
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PATLLU R B, £F Firepower 4100/9300 HLAA b FH 38 FH v X .
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FE LU B G ;' 547 6 5% Firepower 4100/9300 HLAH -
$1E 2 % FPlatform SettingsbA4T JT “FHEE 7 T .
PR3 1LEHE FIPSICC model T HF “FIPS I FHARHE” % H .
WA ik CTEARAE” s N Enabled WAE .

$®5 il Save (R EICE .
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P LUE B O 5 40 6 5% Firepower 4100/9300 HLAH -

$18 2 vEFPlatform SettingsbLiTIF “FEWE” T .
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