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ASA % #% PID FPRI9K-SM-36
ASA WM JURE B 33 Y 24
ASA W &TH S XDQ311841WA
E R CORH A J Az Y
A RO () L)
ASA RAESAR ! .
type: "asa version",
ersion: "9.13.1.5"
}
WA TR { . .
type: "device mgr_ version",
version: "7.10.1"
}
TEAEAS B0 0% B e VF Ik t .
"type": "Strong encryption",
"tag":
"regid.2016-05.com.cisco.ASA-GEN-STRONG-ENCRYPTION,
5.7 982308k4-74w2-5£38-64na-707999gl0cce",
"count": 1
}
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“fiveSecondsPercentage” :0.2000000,
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}
ARG A7 AT % L ,
freeMemoryInBytes  :225854966384,
“usedMemoryInBytes” : 17798281616,
“totalMemoryInBytes” :243653248000
}
RGMEAAT G DL {
"freeGB": 21.237285,
"usedGB": 0.238805,
"totalGB": 21.476090
}
RYBAT I [A] 99700000
G Al G Ol ! .
"receivedPktsPerSec": 3,
"receivedBytesPerSec": 212,
"transmittedPktsPerSec": 3,
"transmittedBytesPerSec": 399
}
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A

[{

« ”
name :

“status” :

}I
{

“ ”
name :

”

“status” :

}I
{

“ ”
name H

»

“status” :

}H]

“cluster” ,
“enabled”

“webvpn” ,

“enabled”

“logging-buffered” ,
“debugging”

& HAEDS)

{

"clusterGroupName": "asa-cluster",
"interfaceMode": "spanned",
"unitName": "unit-3-3",
"unitState": "SLAVE",
"otherMembers": {

"items":

{

"memberName": "unit-2-1",
"memberState": "MASTER",

"memberSerialNum": "DAK391674E"

}

}

]

ALY,

{
myRole:
peerRole:

myState:

peerState:
peerSerialNum:

“DAK39162B”

}

“ : ”
Primary ,

“active” ,

“Secondary” ,

“standby” ,

R

{

"loginTimes": "1 times in last 1 days",
"lastSuccessfullogin": "12:25:36 PDT Mar 11

2019"
}

EM R BIfH
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"version": "1.0",

"metadata": {
"topic": "ASA.telemetry",
"contentType": "application/json",
"msgID": "2227"

}I

"payload": {

ASA piFATEEE |

"recordType": "CST_ASA",

"recordVersion": "1.0",

"recordedAt": 1560868270055,

"FXOS": {

"FXOSdeviceInfo": {

"deviceModel": "Cisco Firepower FP9300 Security Appliance",
"serialNumber": "HNY4475P01K",
"smartLicenseProductInstanceIdentifier”: "413509m0-£952-5822-7492-r62c0a5h4gf4",
"smartLicenseVirtualAccountName": "FXOS-general",
"systemUptime": 32115,
"udiProductIdentifier": "FPR-C9300-AC"

}I
"versions": {
"items": [
{
"type": "package version",
"version": "2.7(1.52)"

}
}I
"asaDevices": {
"items": [
{
"CPUUsage": {

"fiveMinutesPercentage": O,
"fiveSecondsPercentage": 0,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "ADG2158508T",
"systemUptime": 31084,
"udiProductIdentifier": "FPROK-SM-24"

}I
"diskUsage": {
"freeGB": 19.781810760498047,
"totalGB": 20.0009765625,
"usedGB": 0.21916580200195312
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"
}I
{

"name": "firewall user authentication",
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"status":

"name": "IKEv2 fragmentation",

"status":

"name": "inspection-dns",

"status":

"name": "inspection-esmtp",

"status":

"name": "inspection-ftp",

"status":

"name": "inspection-hs232",

"status":

"name": "inspection-netbios",

"status":

"name": "inspection-rsh",

"status":

"name": "inspection-rtsp",

"status":

"name": "inspection-sip",

"status":

"name": "inspection-skinny",

"status":

"name": "inspection-snmp",

"status":

"name": "inspection-sglnet",

"status":

"name": "inspection-sunrpc",

"status":

"name": "inspection-tftp",

"status":

"name": "inspection-xdmcp",

"status":

"name": "management-mode",

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

"enabled"

ASA BYIFRTIEE IR
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"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",
"status": "enabled"

"name": "static-route",
"status": "enabled"

"name": "threat detection basic_ threat",
"status": "enabled"

"name": "threat detection stat access_ list",
"status": "enabled"

1
}I
"licenseActivated": {
"items": []
}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:18 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226031548496,
"totalMemoryInBytes": 241583656960,
"usedMemoryInBytes": 15552108464
}I
"versions": {
"items": [
{
"type": "asa_ version",
"version": "9.13(1)248"

"type": "device mgr_version",
"version": "7.13(1)31"

"CPUUsage": {

"fiveMinutesPercentage": O,
"fiveSecondsPercentage": 0,
"oneMinutePercentage": 0

}I
"bandwidthUsage": {
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"receivedBytesPerSec": 1,

"receivedPktsPerSec": 0,

"transmittedBytesPerSec": 1,

"transmittedPktsPerSec": 0
}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "RFL21764S1D",
"systemUptime": 31083,
"udiProductIdentifier": "FPROK-SM-24"

}I
"diskUsage": {
"freeGB": 19.781543731689453,
"totalGB": 20.0009765625,
"usedGB": 0.21943283081054688
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"

"name": "call-home",
"status": "enabled"

"name": "crypto-ca-trustpoint-id-usage-ssl-ipsec",
"status": "enabled"

"name": "firewall user authentication",
"status": "enabled"

"name": "IKEv2 fragmentation",
"status": "enabled"

"name": "inspection-dns",
"status": "enabled"

"name": "inspection-esmtp",
"status": "enabled"

"name": "inspection-ftp",
"status": "enabled"

"name": "inspection-hs232",
"status": "enabled"

"name": "inspection-netbios",
"status": "enabled"

"name": "inspection-rsh",
"status": "enabled"
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"name": "inspection-rtsp",
"status": "enabled"

"name": "inspection-sip",
"status": "enabled"

"name": "inspection-skinny",
"status": "enabled"

"name": "inspection-snmp",
"status": "enabled"

"name": "inspection-sglnet",
"status": "enabled"

"name": "inspection-sunrpc",
"status": "enabled"

"name": "inspection-tftp",
"status": "enabled"

"name": "inspection-xdmcp",
"status": "enabled"

"name": "management-mode",
"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",
"status": "enabled"

"name": "static-route",
"status": "enabled"

"name": "threat detection basic threat",
"status": "enabled"

"name": "threat detection stat access_ list",
"status": "enabled"

ASA H)IFFTIEEIE




| AsAmiFmiEeE
santrmrzst ]

]
}I
"licenseActivated": {
"items": []
}I
"loginHistory": {
"lastSuccessfulLogin": "05:53:16 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"
}I
"memoryUsage": {
"freeMemoryInBytes": 226028740080,
"totalMemoryInBytes": 241581195264,
"usedMemoryInBytes": 15552455184
}I

"versions": {
"items": [
{
"type": "asa_ version",
"version": "9.13(1)248"
}I
{
"type": "device mgr_version",
"version": "7.13(1)31"
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Call Home G $& 4t F T-HC B VF vl UEMUA AL K H ik URL LU RCE HTTP AEE 7B
iR AR JBARE TAC I9R7%, 77 WA BE SOVF T E AU A LK URL.
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L2

SIE3

FIE4

(ATi) IR Call Home URL [

7E “Mi445 3 H (Server Enable)” FHz%iFkH, EFFF (on).

7EBR %% 28 URL (Server URL) Al BR %% 28 O (Server Port) 7B P AACHE 1P Huhik Al . fltn, A
HTTPS Jle 55w A i 1 443,

HEHRTE (Save).

(AJi%) fF& Call Home URL

L1

$IE2

5 LR RE B 56 TS & 1) Call Home URL.

UK

kP& % (System) > 151 (Licensing) > Call Home.
{£ Call home Bt & (Call home Configuration) X141, EFMER (Delete).

[a] 4 A $iE 471 & #1449 £ At Firepower 4100/9300 #/1.58

47} Firepower 4100/9300 HLAG I, VFATIEATA WIS 2 4 Firepower 4100/9300 HLAT 5 VF ATIEAT A

BURSZ WIS 1D W15, 36295 Firepower 4100/9300 BT - SUAIRL IR . 83645
B, MRS CPESE. (L, WS ID U T A D TSI, MR e
FHTEM Firepower 4100/9300 HLA

i

TER RE R PN o BE AR B LA, 2N I Firepower 4100/9300 LAV N 21 1) K 401K
T SR IE S AR
A A A e A A DAL SRV M A PN E R, WES i CERME Re s 1 e T ALH

JFRFE ) (https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html).

7t Firepower HLAREEL S, EPERYE (System) > iF 7] (Licensing) > & #E1F ATHE (Smart License).
TEINEE R E B E M S AE (Enter Product Instance Registration Token) B A 4
(Afi%) #n] L%+ Enable Cisco Success Networ k & AHE LLAAF] Cisco Success Network ThfE .

HREMEE, HS RTINS , 55 7T

¥ Register .

Firepower 4100/9300 HLAE 212 [m) 5 v UE AR A LA T -
BIH AN A, 1 R EUGEEM (Unregister).
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https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

ASA piFATEEE |
. 4 Cisco Success Network ;i

I3 M Firepower 4100/9300 HLAR 23 MWK HRHIBR 1 %« RGeS IR e 4% b 1 B A3V n] IR B2 BCRIIE
o 0 RE S BN TR R B ) Firepower 4100/9300 HUAR BECF nfiF . B0, o n) LU e it
(RIS ] 137 £

B4 Cisco Success Network ;T it

¥4 Firepower 4100/93007F T 2 LB RRE AR BAS I, T J3 BRI M % . 2 5, nTLMEH LR
P 7 2 0l S MRS

\)

AR ORI AR VAR R ok AR

UK

S EFERL% > 57 > Cisco Success Network .

¥R 2 1t Cisco Success Network BEI N, [ A BHEAAE R, 5 sl St A U A1 Ak 21 I8 R
(K8t 7= 1 o

$IE3 PS5 E M Cisco Success Network, 285 fidi iR T7E.

AL & & E1F A[E T 2R 5525 F T Firepower 4100/9300 #1785

LU R R Wi it & Firepower 4100/9300 HLAR LU FH & BEVF vl iF AR R4S 28 .

FHIa Z Al
© WA R RERAFVF T A5, S 1S TUR A M PITAT AL B A
o BREORTCE R eI AR GS As

M Cisco.com A HEVF UL A2 OVA U, FF7E VMwareESXi Ak 45 4% b 2238 Fe & bt S .
HREAER, SR CHReuE iy DR ZH4EM) .«

* WUER R IE LR RS54 ) FQDN & 75 AT AR RS A 9 748 DNS JIR 55 d b o
Wk DAREAT R CAFAE:
scope security

show trustpoint

R, FXOS A 2.4(1) K FEERRA T BN IMEAT S W RET AL, WA ZR F LA
FEBRF NI MEAT A
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https://software.cisco.com/download/release.html?mdfid=286285506&flowid=74662&softwareid=286285517&os=Linux&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf

| AsAmiFmiEeE
B B 5k AVFRTIEFA B

1. %% http://www.cisco.com/security/pki/certs/clrca.cer, FFKf 5238 SSL UEPIEL (M
“---—-BEGIN CERTIFICATE-----" %I “-----END CERTIFICATE--——-" ) & ifil £/ {4 7E il 1 1 1)
A5 ] RN

2. HENZRR:
scope security

3. GUEIfa A AR
create trustpoint trustpoint_name

4, NEATSIRCIEBER. R IE IR Base64 gufith X.509 (CER) #% 1,
set certchain certchain
Xf T certchain A8, RLGEAED IR 1 o ST IE 15 50AC
WARAE AT PRIFEUEBE R, RE SRR AL 80E SRUE-B UL (CA) IEF
AR — RIUGEAE R ARG BRI —1T, # A\ ENDOFBUF LL5¢ st

5. feTHLE:

commit-buffer
TiE

FIE1 EF RS (System) > 11 (Licensing) > Call Home.

FIR2 7 Call home BL B DI, SRAEILRR A2 4 PF P ISR IS S, K stk 7 B i BRIA URL ey

BReAT DR RS # 1 URL, #%aUn K. https://[FQDN of Satellite
server]/Transpor tgateway/ser vices/DeviceRequestHandler

I3 VPR UEMUR MU Firepower 4100/9300 ALAH , 25 17 01, iEER, WU REVF iR #lgs
SRR SRR AL IR A R

| =] ~ ‘ . k4 B’J
Be & 7k A1 AE T B3
$0T LLA Firepower 4100/9300 HLFE 23t — /N K AVFRTAIE . I FH 70 RE S VI 4E 3 25 A2 V1 B0 RR 1
oAl AT B2 AL

)

AR TR, B SR AVRATIE, A REAER BB BLas R o JF IR K At v A
IKAVFATIETR R » ARSI BC B L DI RE 200, T i Ok CaRA SR
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ASA piFATEEE |
| R

o :|: ~ ‘+ -
I K AVFAIE
PL R R 447 A 4514 Firepower 4100/9300 A/LAR 73 B 7K A4 AT HIE o

UK

$HIE1 Pk System> Licensing > Permanent License.
FYR2 HdiGeneratel i i FHR AU . H5 T Y FH S ACRS 2 16 280 B U AR o
BRI He 2 MRME R B 1 (0 R RERA A AR IEAE B, FRahiLicensesiE i F
https://software.cisco.com/#SmartLicensing-Inventory
Licensestb K g 5 B IR P A SR I BT I Vi RTIE. (G IESRBYNIR AR .
$IE 4 FiiLicense Reservation, JiKEAE i T B HITE AR AT, M BAEF
$IE5 Hili Reserve License.

BRI PR R U o SmT LAR O A SO LR U BTG . MO RE A B s
VPATIEEL C A TEHPIRZS

WK T FLicenseReservationdZHlL, A (K 7 JTEAUE FIZR AVFATIESIEA o AERXAIEO0 T, S
SETH K AV RIAIE TR O S0 A\ 05 T ) REVF TR A 2o

IR 6 7 Firepower NI FR#S 1, [ Authorization Code S AHE Hhig A A I RS .
PR ik Install.

FESE ) Firepower 4100/9300 HLAH 5E 4 3k48 PLR YFnl 5,  “/KAVFAIE” DU Bon G F il ek
A, JHRHLRIE K AVE TR E I

LIRS & ASA Wi & R FHIIRERAL. T2 ASA FALTE T LLA -,

(Al iR K AVFANIE

URAS G BOR AV RTUE, U F] DL R R LR S GRS 4 BE AT B . WSROI T AT
DR, VFARIER RFFEAPIRZS, A AR A

g
$HIE 1 Pk System> Licensing > Permanent License.
FIB2 fiReturn A R IEARAD o BRI CHY 2 BT B .

Firepower 4100/9300 HLAE 23 37 BIAR A SRVF AT IFEE A A “VPAE 7 IRES .
PRI Ujlnl R E PR EAE” Bis, HdiProduct I nstancesiE ik

https://software.cisco.com/#SmartLicensing-Inventory
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https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html
https://software.cisco.com/#SmartLicensing-Inventory
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SR A (WA PRIRRF (UDI) $#% 1
LIRS EPActions> Remove, JKEAE 13RS A R AR s 21 HE H
16 il Remove Product I nstance.

A AVF AT UEAER 4 21 ] 3 o
LB R ARE. ARUMER 5] SEM Firepower 4100/9300 HLAH I VEN {5 B, 15214 5915 3 Firepower

4100/9300 M4 .

BREM TR I 1%

suanraneiez I

(%) Firepower 4100/9300 HLAH .

THREBFR FEmAE 15t AR
KBTI 2% 2.7.1 KBS W 22— TS P IR R 2 e

%o JHH BRI M 4B, Firepower
4100/9300 HLAH 5 MRl = 2 [ 2 gl %
AR DAL AT S U BRG TS
Bo DA S B v] LSt —FPpL
Hil, T A ASA JE PRI B,
FEAL FH &5 M A OF ALy 31 T R A
uli, DMEHAT L TS

o [ 488 5 SAE P 2% R ] R S0t e

R AL 2 fE -
o SR REIE TR S L
G AR S I 25 F 48 o

o A B ERSGE TR AT
M3 Cisco Success Network Ji5, #Hl
R RS I e A . B
DL ek 22 SRR B 9 25 B I 5 P i
e, XFESH &5 BRI N 2% 2 W7
AR
SINT LU F 4
scopetelemetry {enable | disable}
SINT PR S50
&% > 1FA] > Cisco Success Networ k
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b_GUI_FXOS_ConfigGuide_2111_chapter7.pdf#nameddest=unique_17
b_GUI_FXOS_ConfigGuide_2111_chapter7.pdf#nameddest=unique_17

B =esssaneias

ASA piFATEEE |

T RE A FR FEERA kil
[fii 7] Firepower 4100/9300 HLAH 17 LR | 1.1(1) T BRI AR AT, AT LA SR B

REHATVF AT

VFATE . B BEVF AT IEA S5 e 7415
KMo M AT LUAR A TR 2 Bl FH B %, T
ANLE A BB %Al
RERRAF R R], fasida] LA E WM T Rt isF vl
EAE AR DO TR o 2 RERE VAT e
%1193 A Firepower 4100/9300 HLAH & 3 5
BRI AREH Y .

SINT LUR B
48 > 151 > Call Home
R4 > F A > EEEIFAIIE
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