|
LRI

a-cleare

aaa-server active, fail , % 3 U1
app-agent heartbeat , 5 5 UL

asp inspect-dp egress-optimization , =% 7 71

asp load-balance per-packet , i 8 I

asp packet-profile , %5 10 I

asp rule-engine transactional-commit , £ 11 TT
blocks , &5 13 UL

capture , 5 15 71

capture-traffic , i 22 71

clear aaa-server statistics , &% 27 U
clear access-list , & 28 7T

clear arp , % 29 1T

clear asp , f 30 71

clear bfd , % 32 UL

clear bgp , 333 UL

clear blocks , #f 35 I

clear capture , i 36 TL

clearclns , 37 71

clear cluster info , 55 38 71

clear configure key chain , £ 39 T{
clear conn , 2f 40 TT

clear console-output , f; 42 I
clear counters , & 43 T

clear cpu profile , % 44 71
clear crashinfo , 2% 45 T1

clear crypto accelerator statistics , 5 46 J{

clear crypto ca crls , 3 47 1T

clear crypto ca trustpool , i 48 T

clear crypto ikevl , % 49 71

clear crypto ikev2 , 5 50 GU




.

.

clear crypto ipsec sa , 3 51 L
clear crypto isakmp , % 53 T
clear crypto protocol statistics » 55 54 G
clear crypto ssl , & 55 7T

clear dhepd , 2 56 T

clear dheprelay statistics , 25 57 UL
clear dns , # 58 UL

clear dns-hosts cache , 3 59 71
clear efd-throttle , #f 60 I

clear eigrp events , #f 62 i

clear eigrp neighbors , f 63 HU
clear eigrp topology , i 64 TT

a-cleare |
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aaa-server active, fail

aaa-server active, fail .

B BTMOEFRIC N ) AAA RS 5%, 1510 aaa-server active iy d. TATH AAA RS2 K4

W%, 150 aaa-server fail Air4.

aaa-server groupname {active | fail} host hosthame

Syntax Description  active B RSS2 B TR IR .
fail B 1R 25 A R O RRIR S
groupname AAA RS 23 BT A TR o
host hostname X HAAT HAE IRk 55 #5 1¥) FQDN B 1P Hithil:
Command History ERAS &%
6.2.1 FINT 4.
1FAER PR IR A, A AR MR R 2 b IR IR 5 A AT Ak TR ZS, EL B4 (1) B AT IR 554 A A g
1k, i I E S BT A R4S 7 . 18] LLFE show aaa-server 14 1114 H A 46 21 ik 525 2H 5l A0k 44 F
AR AT AAA RS 3845 K.
w5

DU 750 e m ZEZH 1T (IR 45958 192.168.125.60 PR 3T 30 L 35 0o «

> show aaa-server groupl host 192.68.125.60
Server Group: groupl

Server Protocol: RADIUS

Server Address: 192.68.125.60

Server port: 1645

Server status: FAILED. Server disabled at 11:10:08 UTC Fri Aug...

>

> aaa-server groupl active host 192.168.125.60
>

> show aaa-server groupl host 192.68.125.60
Server Group: groupl

Server Protocol: RADIUS

Server Address: 192.68.125.60

Server port: 1645

Server status: ACTIVE (admin initiated). Last Transaction at 11:40:09 UTC Fri Aug...

Related Commands 44 Description

clear aga-server statistics| i AAA IR #RZ U B

show aaa-server B AAA RS 2340115 A
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. aaa-server active, fail

R Description
test aaa-server IUE AAA RS2 HITIC &
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app-agent heartbeat .

app-agent heartheat

Lk threat defense ¥ 7% _IZ1T 1 app-agent (S FHAREED) A E.CoBkie BRIk, 15117 H app-agent heartbeat

SN
T 2o

app-agent heartbeat [interval milliseconds] [retry-count integer]

Syntax Description

Command Default

interval Fe e LB B AT T B CCAZERD B o ST LA L 100 ZE55 4 1 B
milliseconds Bk BRIAE R 10000 W TIRA 6.2.2 % o kA, e iFiiEE 4 100

6000, {HXFRFAIRA, FEFRITERHE 300 2 6000,

X BN IE S OB B B R il A 1) R G LR 73 A H it . BR
WM 1000 ZFPSS AR RSB dor e B, (R AE BRI e 1) UG

retry-count %0 45 CE A W N BN FH A BRIAC R CMEI v SR A ES R I S IS, N A B, B O
WEEIRE, N 3 510, BRIERN 3.

ERINTH BB R 1000 245
Retry-count FRIAE K 3.

Command History

EMmERE

kRS &8
6.1 SINT a2
6.2.2 SV R ) b 5 L 25 A 100 5] 6000

7E threat defense ¥ & 1847 1) W FHAREE ) 3 ZHA BT L 7E threat defense HEEL 5 Firepower 2100 4100
A1'9300 FXOS HUA Z [A] 1 374 R A -

OB E T W55 FXOS PLAE I threat defense N FACHE 2 [8] (R BE K 4817k threat defense
I FHF24s 2 T B ) FXOS AL B BE 5 |3 R 2GR S, IFH30E FIRBER, BRI EPK H FXO0S
HLFE 15 | 4 10 AR Y

threat defense & FACHAT FXOS HUAR & 3 5 | 45 2 (8] (1) CoBIO ML i) aAs 2 M 428 P 5% 1% D R e 75 A A Wi
X} Firepower 2100, 4100 F19300 F 1) b ()3 se4iz LRk, f&m7 LLS A BECFSeAT DhRe . A 2ed T
DRV 7 W RSO ) AR 8 A 3 0 2 IR 8l AR TR BB A A A B Iy, e Dy e T T A RF I 0
PE.

T
LAR7- 1Kt app-agent /CoBe ARG 5 B 600 2240, K BT B B 6 X

> app-agent heartbeat interval 600 retry-count 6
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. app-agent heartbeat

Related Commands 44 Description
show app-agent BN AR -
show inline-set RIS R
show interface BREEIPRAGER.
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asp inspect-dp egress-optimization .

asp inspect-dp egress-optimization

B2 a4k, 58] asp inspect-dp egress-optimization fiy4. AR W AL, iEAE A4
] no JE=.

H PR ik 1PS W AT RERFAE . BEDDREBRAE T BB -6 L) .

)

AR JATRZE SR Tk ThRg . AR REF TAC IS I N 28 e

asp inspect-dp egress-optimization
no asp inspect-dp egress-optimization

Command Default BRI OL R B B4k
Command History ERAS &%
6.4 SINT A4

MR

WAL MR IT ], AR TERE. T RBEERR H K, DORHE SR TAC (s R I etk

Gt
PATR 79 2 e i T o A

> asp inspect-dp egress-optimization

Related Commands

we Description

show conn state BRFFA A A TR A A5 . ARG R TAC iyt g
egress_optimization a4

show asp inspect-dp Bon b H USRI gETHE R .

egress-optimization

clear asp inspect-dp RS H DR ZErHE R .
egress-optimization
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. asp load-balance per-packet

asp load-balance per-packet

Command Default

BU 2 M0 L S AT O S SO BN AR AL, W AT asp load-balance per-packet iy 4. Ei K
SRR ECT AT HLE], 15 a2 1 no B

asp load-balance per-packet
no asp load-balance per-packet

BRIRZS N, RRH o 0 B T AL AR APIRS -

Command History

EMiEm

R (5
6.1 FINT 2.

BRI A 1) CAT A A 000 & 1) CPU A L IFHE B Y . BOATG DU, —/MER A RE
MO B T, WER SR OHCEAT R, AR D/RX AR D, RO R 1S
B7e L. B, Wk threat defense e EOUEFHPIASTIELURKE L, WAUEAIEMZL. - (10
AT IR I 4 A RXIE, — AT IRBURIMEE R 14> RX Fh. ) Bnl ey Sl i a4
om0 R A B S, DM S 2 A

MEAVFZ D EAEIN, BOARBIIIIT D SRR R SR RE, 10 4 A B D B 13 3 %
LI, f 8t s B i s S LA A R Ge bk g

AR SRR s B A, 2 — MO AR R B RN LB A, 53— M0 T DO
REBEK A R 3 s . DIk, PR Lo mT LA IR AR BEOK 1 TR]— 4 1 A et A

FELUNIEOL T, $a e S AT S B ml 3 R i«
© ARGk EA AR

* show cpu T4 7~ CPU i F RIZAE T 100% - CPU 8 FH %02 1EAE A F A% O B0 1Y AT 48 Fx .
fihn, {F 8 AL L, BB NMZLy, W show cpu 7R 25%: PUKZ: 50%; /NAAZL:
75%.

s HOEEDIEAEEH

N

AR R, R threat defense [ IIF AR/ T 64 AN, e #8000 B i Hs 1 2 5 2 T4

Gt

LA 73491 Je s ] S ESOBR N A B A A T

> asp load-balance per-packet
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asp load-balance per-packet .

Related Commands 44 Description

clear asp load-balance history | ji5 [ fil o B 4 i 60, ASP S8 P4l g sl Ge VA B 1E

show asp load-balance BRI AR A/ N EIR o IR

| R



a-cleare |
. asp packet-profile

asp packet-profile
BARENAT 5% threat defense ¢ 7% U1 &b #2438 & AR A8 1115 ., 1151 ] asp packet-profile fiy 4. %4k
FAHGR 40T, A A7 4B no Tt
D3 2 4 o ok ASP SRR Y T LIS 58 R I 0 I B e . O KR REEAT T I 5%
ARV I (Snort) MEATIFA%E.

asp packet-profile
no asp packet-profile

Command Default BN T T s B 0 #7 .

Command History ERAS &%
6.5 FINT 2.

prepeepre B LT B AR . U T 0 BRI S5 P BCCPU M 3k, AT BAZE
2270
T

LR 79 S ] i et A 23 # «

> asp packet-profile

Related Commands 44 Description
show asp packet-profile R SO B EdfE V10 A Snort I3 EUAE A 4 L
gt .
clear asp packet-profile EL SR C ORI PN N
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asp rule-engine transactional-commit .

asp rule-engine transactional-commit

fi H asp rule-engine transactional-commit iy 4 4 KL 51 4 5 F 52k A2 S 3 A i

asp rule-engine transactional-commit  option
asp rule-engine transactional-commit  option

Syntax Description

Command Default

I X I 3 SRS JE I 7 | B A8 By AT A e T 45
* access-group- 4 Jmy N H BN FH T4 1 1) ) KU
* nat- 2% il A 4 )

FRIAEOL N, A ST

Command History

(k1=

R &
6.6 FINT B 2.

BN OLN, R T RUWR Sems (O D I, S SRR AL (ER IR RTINS Pk 2 7
R BRI RE . W TR R R R USRI E B R SO AT 25,000 450
(R EME T B BERP AL BE 18,000 AMIERLIT, 1 BEFRAR S INW] 2 .

F TR 325 K DL STDLE R ORI A, LAY R 2SS0, SRABL T, RV
PRI SR BUNN , CAAPEIUI:  DR FEAT % T DL 7 22 8
.

ST DL AT, BIEHINS G5 S BMU T SN (A B, (A UGG - P2 i
SR IHAL . (A5 BEAN, PEREAS R MG IIIRE. R RARRE T 170 %5,

Model | 4®iZHi iz A=

BRI DC A SR UNLREETES WIS UNLREETSS WIS
(RRRDIEFL ARG RAT. D

S | TEEEH /G e Js R UNIGES T
(BRI AW . )

G T MEHGE, R W A A IACLIN,  ZEBHER IH ) ACL RSB (¥ ACL 22 [H]
BAT IR TR ool D AE SR A U 18] 25 R T S R (R mT e

Je

Ron AR R RSB A R, s I BUAR L2 T AR AN S5 SR IK AR 48 H AT R . I 253 B 780001

THEIFAE TGS 5 -
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. asp rule-engine transactional-commit

A5l

LA 7B 29 07 1) 28 3 I AE S AT AR 5K

> asp rule-engine transactional-commit access-group



| a-cleare

blocks

blocks .

FEAMCAAME AR B 12 W (H show blocks iy 4 7)), i1 blocks fir4 . EOR AE K N
BRI, 5 a2 11 no JE 2

blocks queue history enable [memory size]
no blocks queue history enable [memory_size]

Syntax Description

Command Default

memory_size (3D BEBZWIRR P NAE RN (RPN ), AR N T 802
Ho WARZELK T I NAE, R B8 B A% R {E K
T 50% AT NAE, KRRl R, ERRI%E.

Iy BE BRER DS TR P I BRI W AF D 2136 575 .

Command History

MR

(7S (54
6.1 FINT 4.

HAFE M ECNAE, 5% show blocks queue history fir 4.
W FEHTNZK threat defense W%, AT 7 BORF VKR A BRI
SN AT S 2 4 150KB, BN /] A AEI 50%.  CRIE) B8] LT3R e AE K/

il

DA 7181 384 N2 W R e 6 A7 K7D s

> blocks queue history enable

DA 21K P9 AF RN N £ 3000 71 :

> blocks queue history enable 3000

PLR 78] 223508 A7 RN I 21 3000 749, AR A ol T FH A ¢

> blocks queue history enable 3000
ERROR: memory size exceeds current free memory

LAR 7= 0R: A7 /NS N 21 3000 715, HIZAE Sl 50% 9] A A7

> blocks queue history enable 3000
WARNING: memory size exceeds 50% of current free memory
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. blocks

Related Commands 44 Description
clear blocks HERRGEZENM X GHE .
show blocks BIOR ARG G DAL DL o
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capture

capture .

e P B LA 3R T BE LAREAT B C0 LRI o0 45 i bR 2, 4] capture fir %o SEAE T O Al
RIIAE, A LA 1 no .

3R A 8%t 1«

capture capture name [type {asp-drop [all | drop-code] | raw-data | isakmp |
ikevl | ikev2] | inlinetag [tag] }] {interface { interface name | data-plane]|
management-plane|cplane } } [ buffer buf size] [ filesize file size] [ ethernet-type type
1 [ headersonly ] [ packet-length bytes] [ circular-buffer 1 [trace [ trace-count number
] [ match protocol { host source ip | source ipmask | any4 | any6} [ operator

src port] {host destip | destipmask | any4 | any6} [ operator dest_port ] ]
SRR S22 T B I U

capture capture name typelacpinterface interface id [ buffer buf size] [ packet-length
bytes] [ circular-buffer ] [ real-time [dump ] [ detail ]]

capture capture name interfacecluster [ buffer buf size] [ ethernet-type type] [
packet-length bytes] [ circular-buffer 1 [trace [trace-count number ]] [ real-time [ dump
] [detail 11 [trace] [ match protocol { host source ip | source ipmask | any4 |
any6 } [ operator src port] {host destip | destipmask | any4d | any6} [ operator
dest_port 1]

SRR A PG v B P (R B

cluster exec capture capture name [ persist ] [ include-decrypted ]
AR I R B s A R S H . W R S BRI IR, T RIS
nocapture capture_name [ arguments ]

5% 1 Bt A AR 0 AR S B -

capture capture_name stop

Syntax Description

any4 FREE R 1Pv4 Mk A& PAAS TP HuhE RIS .
any6 Fa AT A IPv6e Huhb AN & A TP Mk FIHERL
all TN 2 4 M A2 T SR K B .

asp-drop drop-code (A3 flfi PR ok i 2 A i 42 37 AR A . drop-code $& 7 1l 1o N 2
BB EFMRENEN, AREFMLE, S0 CLIFED). TR
J packet-length . circular-buffer 1 buffer JCHEFH M ICHET, (HARE
{fH] interface o, ethernet-type X8 . ZEERET, ORI — & B4
KRBT — G W& E R R B
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buffer buf_size

CRIE) & T FAAE B RS 7 KN CLLPATN LD o B g f
DO, iR . TAmey, ER IR S A IR, i
AGEFTAT WA IR SCRFI R R0t XK/ 32 MBS

SRR RN S E RN ITAR T )T o

capture_name TR RO SRR . 752 capture i f) T4 FH [\ —A 440k il i 3k 2 Fil
KA. L] show capture fir & A& Tl SRAC BN, FTT LI & IF
AT,

data-plane TR AL T T 1 a3 it B

management-plane

frg A B O RSB

circular-buffer

CRAIEE) ML Ci, MOITSKIThas e gerh X .

ethernet-typetype

(A EPEE IR LUK AL . SZRF LUK R AL 45 8021Q ARP.
IP. IP6. LACP. PPPOED. PPPOES. RARP Fl VLAN. 802.1Q & VLAN
RIS . 802.1Q brid & # Fshgkict, LUK F-ILRC.

file-sizefile-size

(ATik)  file-size #i5 & F Bl Culi sk B0s A L1 Ao
SCAF RN FREAHIRSCAERI RN, Y4 32 MB £ 10 GB.
ARG AE AT (diskO:/) g, 4FRA capture_name.pcap -

FCE TR/ I, WEREAAE OO T T RER s 53R ZE v X
SRR Bl MR SO 2 A7 b AE A

G DR NAISTAE RN E TR ELHESF o

header s-only

CRIE ) JEHF BAERAT B IO DL N SR 10 Bt (IR 20 2 JRANSS 3/4 JZ4R
o

host source_ip, dest_ip

e Mot B RO B BOKR B I ENLI A TP ik

include-decrypted

CATIED) EAL 5 TE 5 R A 2 8 1) L TPsec H5d A0 10k N 7 K 4 4%
a0 AT IR . B3R SSL R s A L . (S, TS
T VTR, oA RAEE VTT 20 E& Sk SR, AN S
AR, 402 et VPN,

inline-tag tag

R SE SGT (L H € brid BOR SR R AR SR AR A LU SR bic T AR SGT fEL 1Y
At

interface
interface_name

VBN T HAR AR 4 FR . LTI T type asp-dropZ AMi
ATAR B SR AP B B . ] A 2 A H A M [ A BRI capture i &
BE 2 AN BERRAE B B, v LM interface JCB#E A A
asa_mgmt_planefE b 14 Fk. 1 LAFRE cluster AT 4FR, DU IREEHE
PR 1 R . BEAERE A 1 L Ty ) R B AR ISR
B O BB, 1545 E nlp_int_tap. 1 RECE T lacp 2SI RS, N
P AR TR
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capture .

ikevl, ikev2 V43R IKEv] 8¢ IKEvV2 Bhisdlfs & .

isakmp (Ali%) i3k VPN #8201 ISAKMP Wit . ISAKMP 1 &G AT i) 2 1)
W gk, FBWILE. IP EM UDP |24 &7l kil £ PCAP
AT oS . SRR HHE T SA R IRAE, fEREAE IP 2.

lacp (A[#E) filigk LACP Wiitt. WRCHCE, WA B4,
mask IP Huhik ()7 RS, flan, C 28#Eh K 255.255.255.0.
match protocol TR TLoc4L VU i s o UL R Ve iE B SR B . B AT R al LA

fi ] =X eSS BE

Command Default

operator src_port, (AT3E) DEFECYRER H AR 1 15 o AVFRIS H AT
dest_port

o It-/NT

* gt-K T

* eg-E T

* neg-AAET

* range-yu [l

packet-length bytes  Cufit) B AEANTEAE A AL SRS DX o 1 B L ) Jp K 7 1 8

persit (Al IR % LI A B A
raw-data CAT3E) RN B AN 1 i NSl 0 i B 0, o
stop 15 1B AR ARG FEMBR o A5 FH Ay 2 19 no FE ORI M3 0 =637 )3 sl 3K

tracetrace_count CAIED iR R R R 5 S SR e . e bk 1l 5515 ) 1) %
A PR fi A AR AR N BRER AR L, DU S 1 I AL B L

type CRIED F5E DTl R 2 2

BOAEL T
* BRIk type b raw-data.
* ERIA buffer K/ 4512 KB.
* BRIABUKIZEAL . 1P 28 £0.
* 2RI packet-length iy 1518 770,

Command History

RRA e
6.1 FINT I 2.
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EMEmE

R AR (55

6.2.1 B CEEHT,  ALE BRI N R A1 05 S Al R P 25 Ak 31 R A el A L
A

623 LT asa_mgmt_plane ! asa_dataplane 4} 7l H i 4 24 management-plane H
data-plane .

6.2.3.x 51N any4 Fil any6 YL A T - 53K IPvd il IPv6 144 37 6 .

6.3 IR [filesizefilesize] LA LL MB (32-10000) Jy BA7 43k S 1 KN

67 ¥4 1 interface nlp_int_tap ¥ by #1144 Bk Al T /ERHEBE 11 F 5

SR P AT A B .

NI ) U A T R HEBR B M T iR R, WIRER AT R AR R A . T LA IR,
capture fr > NS RAFFIZATICE, A AE ma] F PR 1) 42 1 21 46 F 4% o

threat defense W £ BEEREE AT A A E R IP i &, JFREMSRATAE LU W BRI IP i e, SiEpraE
Vi (U1 SSH 1 Telnet i &)

threat defense 224 G0 HE = 2 A [m] (1) A H B BEAT £ A AR 2 s X PP AR AA 0l 3R D g AT SR Le fR . 1
i threat defense T8 H 1K) KR 23 208 A0 4 K D e Hh W A 117 g 1Y) 29 A B B8 A 1, 00 B0 AN /e 7 B2 Y
KA i A R IE RN P I B A A B RS . DO NIE AR AL B2 vh Bl D & iE ), BaR a4 KERS1E
F PR AT 28 AL PR 2%

HiJ* threat defense ¥ #% % 5 525 7 1) T AT 25080 A0 40 2 B3 AN i o P9 £ AL B2 DAL G A 3 A 199 2%
Qb PR P I R A SR T e . BT LA RO R R LG A& R 3K, BIA threat defense B (1T
AHEAHAOIX AT A TR . fEAN H o, (55 (0 3 A 5 Nl SR A, Tt 1 o,
SR, WAL R
BRAEHIR B, Bl Al 3R 2 B SRR K s B 5 N B A, TG R {8 copy i . il
RN SCEF 10 GB. KT 100 MB IS0 B 5 Hs 4 o
RIFHHIR
* threat defense WA TN, RASIRAF A FATFIE SR A A . 70 HERR VR rh s il 3k
I, AR AR LA

o ST RSRGM IX H RN, LN AR A, o 15 A7 AL 1 )

o XS T A EG], FERGEMT X NARIC A IERR,  DUEH R 00 2odh i 35 5y ) oo Bt .
J T ORAT TG B R N 2 B ST IR A4 R A =
[<context_name> .]<capture_name> .pcap

context_name-& s £ 2 1 s R SR SR T P S S A4 Ak 0 T SR, context_name AN
e

capture_name 7 T [P 3R 1 24 F5
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capture .

FARORAT R AAETE ) & Bl f BT . % T 33 MB B R GEm X, IX 8N K2y 5 FP I it 15 0L
] o ARE IO UBRAR /N, DRAPRE AR IR A 2 2 1 21 SO R — A faj B KR o

EERMK

EAFEHAR SR, WA show capturename 2. EREHH SR AR AE B SCAE, 15 H] copy capture iy
4. Al https://FTP-ip-address/admin/capture/capture_name[/pcap] fir41F /4 4% i1 1 2 b 7 & Bl 1
PR WHIe e peap HIIESCHET:, WA libpeap K42 SCF 2 NAEBI MRS, FEnT DL
IR 4% X1 W PR AE . (A LU ] TCPDUMP 5%, Ethereal £ libcap 3. )

A X N2 LA ASCIT #% X B TFTP R4 %%, ¥ R EEERIEHR B RESL, MEARITEAE
SR NHER G . AR VRS BRSO h R, 875 2L 1% PCAP #% X 22 ph X 4
TCPDUMP &}, Ethereal 152H(

IS LRSS

o ANANHATL AT SCHE 7 (1) no capture KeHBRAER . ZLORBAIZR, 1iFHiEC interface X7 ik MIEE
w0 E, JHRER.

BERA

& AT LALE capture iy 2 HITHIIN | cluster exec, fE—ANH.0 R capture iy, [l 76 A7 2L A o
JC BBAT E A . UPAT RIS, L R R R SO AR T 1 B v % B 2
TFTP fli%s#%, 1E(E T ® & L4 cluster exec copy fir4:

cluster exec capture capture_name arguments
cluster exec copy /pcap capture: cap_name tftp://location/path/filename.pcap

ZA PCAP XCAF (— A3tk BNt K013 TETP k5548 . HARZR 14 25 B sh ik
K 4FK, I filename A.pcap. filename B.pcap 5. fEUL/RfIH, A Fl B 2ERER & A K.

)

AR WORAESCIE A R RIS INBER S8R, KB BA I H AR A4 R

BRI

PLUR & —Leffi RN RE R . N2 E PR threat defense ZEAA 1) 43 A U BT LA )% threat defense 1 7% 91
A5 PR i 2% 5 35

o XFFER SGT dricEudin i, fiskAIEd B a5 E K PCAP & F %% vl BE LA U KAl CMD 15

© WAREHE A 802.1Q bric B RCE M THE LR, WA SRR ILSEAE (. Bl t s gz,
A AR ATAT iy 44 2 111 G

o WERBA N T IR BT 4R 1, WIAETS AR A% I B R gl o RGeS 5t o IX L85
PR Sed Uy 1) SR A AR A el 3R
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. capture

* show capture 72 2 /Rl KA asp-drop B [ IEMA RN . HE, FERIRITA asp-drop Hf, show
capture iy 2 A W IERAT A

HAT file-size M35 (¥ E C 2R T A B AT BL T BR -
* {3& FH T-Firepower 4100/9300 %41,
o XS TIATREER, TR SR RN IE
* INIEF copy 4o
© AR BRER. MR IRERIX
o QUSRS SRR/ N IE TG A SR AR, R AT BRI
s MRRG B, W B ORI Z k.

Pl
TEHPRAAE AL, TERA LU A2

> capture captest interface inside
> capture captest interface outside

EM SR A, TLAELL R 40 “captest” [ & EXF & H 1K capture iy 41 P 25
https://171.69.38.95/admin/capture/captest

LERF libpeap SCAF CRILE N NE A A SCAE) R aEEIAMLAS, WAL i %
https://171.69.38.95/capture/http/pcap

DA 7R S 7R WA 7 threat defense 1545 i 35t I 7 S8 4l R €0

> capture 789 interface inside

i3k 789" MM 45 Ji47 A 789.pcap LA
LR 7-4 2 75 Wi ] 7E threat defense A7 ot I 7E 2245 28T il 3k B 4.«

>capture 624 interface inside

RN SR IR “624” IR T 4F 4 admin.624.pcap 1.
LA N7l g s i il 5k ARP Kidfa -

> capture arp ethernet-type arp interface outside
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i3 359 N:UEGEA

capture .

BAAEAERE R I A e & s FHl gk, T DAAEREAS i 2 IR TT TS N cluster exec JHEF o
PLR 7~ 8] g 7 An] 4 BESEF AR A BT 61l 28 LACP fifi 3k

> capture lacp type lacp interface gigabitEthernet0/0

LR 78] 5875 S ] g SR AR e 1) 32 it A et . Qs 3

> capture cp interface cluster match udp any eq 49495 any
> capture cp interface cluster match udp any any eq 49495

AR 775 181) Sk 7 2 ] 300 o SR A Al S0 B A i o«

> capture abc interface inside match tcp host 1.1.1.1 host 2.2.2.2 eq www

> capture abc interface inside match dup host 1.1.1.1 any

Related Commands

wEs Description

clear capture TR IR G X

copy capture R BRI R BB 5545 o
show capture FEARSR E LI sl 3R E
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a-cleare |

capture-traffic

BRI PR I threat defense £ €, W5 H capture-traffic 4. & LUfisk 5 s
TETHA e (1) 4 53k A UTRC K R 7€ threat defense 1 P FREE I (brl) B B LR E .

capture-traffic
RYOBHETR 5 NI TCP # Al It

Syntax Description

domain 8 5 3R T A Ak
* 0-brl, KA B O
o 1- e, POk A Ol E R I R E

A L ASCII A% AT BN . Qi HLBEIR A5 k)« (ETHliZR M L

B KA R GRS XOR/NBEEDA buffersize.

-c £ count K (0 JE iR H

-C FERG IS UG Bl B SN PRAF SCAFZ R, RSO AT 15 KT file_size, WIERJE,

WG P 4 B R AT ST AT TF— AN B AR A7 ST o 7SR —ANMRATE ST 2 S5 AR AT
AR EAME -w ARG TR e AR, JEA—MUE, AL IFR—HE F.
file size AL FEEL T T (1,000,000 775, WA 1,048,576 7)) .

-d PN AT 2 P T O 2 4 58 10 e 00 DC E ARS8 s vt £ D452 1.

-dd Rl VLA EE A8 C REy v Bl

-ddd R Bt R DU RCA GRS # it D b ey CRTAT T 40 .

D ITEVARGE LR LA tepdump W] DRSS (RO 2545 LI 91 . 6 FREA 9

AR, ATEN DS MR AR, FTREJEEAE DSOS BT AT BA) -1 fr s
PR A RR e S, AT 2 BRI 1

RAEBATH I EN a2 MRS EARRATH] (Windows R Gl i/ ifconfig
-a [ UNIX R40) ; 4i'5¢E Windows 2000 A5 S iR AR [ R 40 HARAT A, Hop
ORI R AT H

% tepdump S 1# F /D peap findaclldevs() B8 IHRRAS libpeap #4211, T
ANTFF -D bR

- TEREANHARAT EATENRE RS 5 K
-E i ] spi@ipaddr algo:secret fi# % K41 addr I & %S5 K 5 MH spi [f] [Psec

ESP $flitd. W AT 5 B AT A R E R 4L 5




| a-cleare

capture-traffic .

PLEC T A5 5 7 RATED “AME67 1Pv4 sk QHEIH 5 A2 4%45d Sun 1
NIS IR45 g8 P B, W E SR AR A B S A I G ) .
A8 FBEAT S R 1048 10 1 TPv4 Huhik I 48 FE D SR S st “ A TPv4 Huhik i)
ko

AL B A FERL AT, DU A] BE A RS BAT R 3R ) #3813 Y 4%
HERD, BCE OIS LE Linux 9 “ATR” #20 B5gkt, iz LifEL
D B, IO G AR

A SCAAE i pE d AR I o i A7 L g H (0 HA s A0 4 22

R CHRE, WAErotate_seconds FMEEH AL ] -w LI & A At SCA1

TRAF AR BAT -w HiE AR, FerP AL strftime(3) 52 SCAINTAIA% 2 0 2R
ARFGEI R, BRSSPSR 2 i AT K S

R -C TG ], USR] “file” B i<count>'s

B0 E T “Wisii” o BLIhBE{UAE IEEE 802.11 Wi-Fi £ 10 52308, Jf H.
IS A R GE 32 S0

N2 IGIE TCP R 5 F

OGS TAEREAE P AT TCP ASANTH ST K4 R s &0, i % th TCP AL
KRR gebric ik .

GerpbritEf AT . W BRI N A A A, WEAEE A RBl, "tepdump
-1 | tee dat” BY “tcpdump -1> dat & tail -f dat” .

I A HS 1 2 AN B B R 1

MR N 2% SMI MIB ARb g .
AJ LA 2 A FH L TR 24 MIB B in# # tepdump .

1 B HIVE ALY, UG TCP-MD5 &I (REC 2385) (WIRA) 1)
TCP 7 B 4R B0 5 22

AKetbhit CRPERUHEE o5 555 H4 o 2R

AT EN B4 B84 R E 2 AF
Blhn, R BEIEARS, W tepdump KEHTEN “nic” MAGE “nic.ddnmil” .

AT LR A a8 . DCH B MRBEILALRS T AE IR I, X AT .

AR OB TR A VR, B0 e i T A R B A TV A
Rk, “-p” ANEEFIME “ether host {local-hw-addr}” 8% “ether broadcast” HI4E
He

PRI o FTENALD U R, PRl AT S R




. capture-traffic

a-cleare |

15 5 ESP/AH 3l (W3 T IH 7S (RFC1825 2 RFC1829) . WIRI5E, tepdump
KA AT ENF BB 7 B o

tHT- ESP/AH VG H A Pl A 7B, AL tepdump JoiHfEKT ESP/AH 1413
IR AR .

WA AR -w ST it . WSO “-7 AT bn S
No

vty TCP Fe a4, A AHNE .

NEEANEC A 3R B 1 snaplen 71, AN 2 ERIAE 68 (T SunOS )
NIT, #/MESZR ERZ96) o X IP. ICMP. TCP A1 UDP i 5, 68 712
%, (H AT Re o kT 44 FRIRSS 28 MINFS Els 0 b I UE B GEZS B R3O o i
bR A R e AR 1 A A B HE R T “[Iproto]” Kok, Horh proto S A
AT I L I A

THTER,  AABHEOR PRI S0 i A BEACHR A B 7 AN TR], - A 2tk > Sl A
Qerpi. XARES PEEII O E K. BNKE snaplen BRI A K TR B HR 1)

PSS SR N o K snaplen BCEA O R AT I A FROIC RESR A SR A

Bt

sl AR e R AR e “ Rk R EEE . B O A r R B A aodv
(s T R E O+ enfp CEF} NetFlow 1430 + rpe G R i
HD o ortp CERP N PR « rtep CERFN HEEHIBML , snmp (50 2455
PR « thp (RIS SCPRARS M) « vat CRIRLEA T HD) Aiwb (O AilE
B o

AERE N EABAT AT BN R

FERFANARAT LT ERAS SUAL IR I 1) 38K

-ttt

TERFAFEARAT EATENSRATR E—AT Z M3 & G 5%

-ttt

FERAMBEREAT 1452 EL DT EDER AR S 0T

-ttttt

FERFANFEARAT EATEN A FAT AN — AT Z S (R 550

TR IR NFS AR

M3 -w LB “packet-buffered” fRAFH M B, SR DEER R RAA, &
BE NSO, AR S S X I N

I tepdump 248 B> peap dump_ flush() BEET I IH A libpeap 8 (F), )
AFE U bR

TEMENTRIFTENRY, AR (W82) JURKHH . B, RESHENIP WA
SRR, AR R ERIET . ] DA LA E s s 3RS Ay, 5 B8
IP FIl ICMP 15 LA 56 11

T -w TR ANSCIFI S fE 10 PR Sl 3R S 0 K




| a-cleare
capture-traffic .

-w FICKRHE . B, RES N NFS NEHHOITETE L 7B, JF% SMB %
YT A

-Vwv FILK% . B4, telnet SB ... SE M. ] -X i, Telnet &I LL1/5
BEHE 7R

W B EER A TN, TR E k. T i ml DS A -r i I e
1o THRSCAHA “-7, Ad PR AR H

-W 5 _Cmgi A, XaB0 eI BOR S e e s, I RIS

AICAE, NITAIEE “ORIR” SZpplXe BEAh, eI AL S TS 0 K44 3C
P, CASCREBORBOR IS, NG E A TRERS IEfHEY .

X FEMRAT AT NI, B 74T ENREN B A5 S ob, 38 Lo b i 4T EnRE A
Kol B I Bt (B/’%?EE’&%E%?&T&%) HEST BN A Hiedl 40 51 snaplen 71 AL
A TR, AR RS, lﬁtXJﬂDiﬁﬁH’J%ﬁ%}: (Hltmes
KR, G Z AR R T T e, AT B Y

XX FEMRATAIFTENIN . BR THTEDREN Bl A Sk oh, b LN b T B AR
At 1) Kol -
X FERRAT AT BN, B 19T BN Bl B IR kAN, 3 B/ NHERIAT ASCITA% 2

ITENEE Bt R B (B 5 LB A5 KD o
RO BT IR R A

XX FERERTATENIN, R T 4T NN G A5 Sk, 38 AH7SBEHIRT ASCIT A% 3
T ENERASHctls A O Bl
-y Vo e SREH A I A B B S 2R 1% B A datalinktype..
Z TERALRR (iR root) JEIGHI ID BEBCN user, K54l ID SO i) 122
4l.
Command History ERAS e
6.1 FINT i
EIEE e AT OLT,  capture-traffic fir & MBI RE N U B A R — AT 30K . BT EHE: IR Pl

KR YEbhERN H AR 6T TP BdiA, IXEEE TP Mkl 6 T IR B, BRARRIRG SR, S
capture-traffic N EUTATHRIRSE GEZ I -e i AATHIE) ) 5 5 EAH TCP o5, brik.
ARP/ICMP #1455,

\)

ER pcap UfF ( capture-traffic 5% debug daqr 4 (U4 HD TR CHEMCEE L R F e 415 B
Connection Events #1|3¢ (B # 0 ik SR SEBR A H ) DR e B0 B e 445 2

| R



. capture-traffic

a-cleare |

BHF LR, 1B Control + Co WIHAHH] -w outputfile 110,  HHis G PR AL FH 1% S 1F 44 TRATFAT

/var/common/ H. ], EREEGNERE.

ot

D NS PN et A RE B RTN=

> capture-traffic

Please choose domain to capture traffic from:
0 - brl
1 - Router

Selection? 0

Please specify tcpdump options desired.

(or enter '?' for a list of supported options)

-V

Related Commands 44 Description
show traffic R ELIE A
show interface WREEIREE S
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clear aaa-server statistics .

clear aaa-server statistics
THE AAA IREBHSIHE R, E1FH cdear aaa-server statistics iy4 .

clear aaa-server statistics [LOCAL | groupname [host hostname] | protocol protocol ]

Syntax Description  groupname (Al WG BRA P RS A S5 B
host hostname CRAIE) T BRI S5 s i g vk f5 R
LOCAL (AIEE) WKk LOCAL - 458l PE M e i A5 2
protocol protocol CAIEE) VBT E IR S 2S5 B BN 2 & v P,

Command Default IR FT A H NI T AAA RS 2840 E B

Command History ERAS &%
6.2.1 FINT 4.
5

PAR 79 Je s ] T P AT R 55 4 2EL 1K) AAA STt

> clear aaa-server statistics

DA 91 7 T AR5 401 1) AAA ST

> clear aaa-server statistics svrgrpl

LR 7 s o 2 B PR R A R S5 4 1K) AAA GETTHAR I

> clear aaa-server statistics svrgrpl host 10.2.3.4

Related Commands 44 Description

show aaa-ser ver BTN AAA RS ERGHE R

| R
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. clear access-list

clear access-list
BERS DT ) 7 R HRs, 151 clear access-list 774> o

clear access-list 1D

Syntax Description ID i 15 51 2 1 R

Command History ERAS &M%
6.1 FINT B4

ERkE i\ clear access-list fiy &N, AR Ui M SR 1 id A fETF Br it 2as . 1] show access-list fir 4
PRI ACL 5113
i

PR 7 B s Ur AR B 1 Vs 1) 910 Kl

> clear access-list inbound

Related Commands 44 Description
show access-list 1545 W Vi IR H .

show running-config acoess-list | i 13 i 5 4 e #1347 1 7] 81 4 e .«
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clear arp

FERRSIA ARP 4 H il ARP SEilf5 5., 15 clear arp 4.

clear arp [statistics | interface name]

clear arp .

Syntax Description

statistics VSR ARP SEiHE B

interface_name TH R DI GEHE R

Command History

R (54
6.1 FINT B2
Gt

LU - Bs BRI AT ARP ZEitH {5 2 -

> clear arp statistics

Related Commands

A
GRS

Description

show arp statistics

578 ARP it 5 8 .

show running-config arp

B~ ARP N1 4R E .
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. clear asp

clear asp
BUH BRI 2 A AT (ASP) Zeit{E B, 1ETH clear asp v 4.
clear asp { cluster counter | dispatch | drop [flow | frame] | eventdp-cp |
inspect-dp ack-passthrough | inspect-dp egress-optimization | inspect-dp snort { counters [
instance number [ queue number 1] | queue-exhaustion [ snapshot number ]} |
load-balance history | overhead | packet-profile | table [arp | classify | filter [

accesslist acl hame]]}

Syntax Description

access-list acl_name

DU BR TR E U7 I S ) iy vh o K

arp 1\ Bk ASP ARP R H i 50s
classify 1R ASP 2R iy vk Bess

cluster counter

TR Hdt

counters T B M A I Snort TS

dispatch TR G H .

event TR T RS R EE 2

filter I B ASP R B & P i dr b o H s

flow TR E I MRS

frame B E WA 5 R

inspect-dp T BR%EE Snort £ ¥ (1) 7¥ TCP ACK HHin B 1548

ack-passthrough

inspect-dp
egress-optimization

e A gE T S

inspect-dp snort

15 BR B A Snort ZEvHE B

instance number

F 24 1D 35 bR oh Hds .

load-balance history

BB A R ASP 18077 7 S U A Sl A A 1 IR

over head

THERITA ASP 2 AL TP Ge vt (5 L

packet-profile

R O E S g E

queue number

¥ 5245 1D FPAS ID 15 BRI 488

queue-exhaustion

T PR A B AR A I Snort FASI PRI

snapshot number

FZ AR ID T BRBASUFEIL .




| a-cleare

clear asp .

table THP% ASP ARP K1 ASP 4328k i hil- 2 gs .
Command History R 7 &2
6.1 SINT a4
6.4 5]\ clear asp inspect-dp egress-optimization iy 4 .
6.5 VRINT packet-profile X4,
7.0 T inspect-dp ack-passthrough < .
5

LAR s s BRI AT I BEGE v B -

> clear asp dispatch

Related Commands 44 Description

show asp R ASP GiHE

| R



a-cleare |

. clear bfd

clear bfd
BLVG R BT AR B Rl (BFD) 1H4#s, il clear bfd counters 4.

clear bfd counters [Id local_discr | interface name | ipv4 ip_address | ipv6 ip_address]

Syntax Description  |d local_discr CAJE) VEFRTE EAH S 548 1 - 4294967295 1) BFD %2 .
interface_name (Al VERRTEE B D1 BFD 38 .
ipv4ip_address (A3 W5 TE E AL e 1Pv4 Hlikff) BED $H54% .
ipv6 ip_address (k) FEBRTR 248w 1Pv6 Huhik () BFD %8s
Command History kRS &8
6.3 FINT 4.
il

LAR 7= Bis BR BT AT BFD o 445 -

> clear bfd counters

Related Commands £ 4 Description
show bfd 75 BFD BhSUE S, IS EFFR ., AR RN % H .
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clear bgp

AP A ST T T B TR R AL A M S M (BGP)

clear bgp .

ER:, WA clear bgp 4.

clear bgp {[* | external ] [ipv4unicast [as number | neighbor_address | tablemap] | ipv6

unicast [as number | neighbor_address] ] [soft]
| neighbor_address [soft]

[in | out]
| tablemap}

| as number [soft] [in | out]

[in | out]

Syntax Description

*

FRE K BB T 1T BGP 231t

MR

as_number (AT B E BT BGP A4S A E RS .

external B E B P SN BGP 21k .

in CATE) R NS HOTBCE . WRRSRE in Al out SSBE Y, ABHAH i
SR

ipv4 unicast A FEVRE/ K T i K T TPv4 ik R 51416 1) BGP 145

ipv6 unicast A7 FH /2 T I K B TPv6 Ml R G145 1 ¥ BGP i

neighbor_address CATHE) $RE NS CAR IR BGP 48JE . S HE T LU [Pv4 BY
IPv6 Ml

out CAl) JA BN A Bl H sl BT L . A RRFRE in A out GBS, Ak
AT T o A

soft CAIE) LAl 7 R BRI O 35 B ARASs, IR HAS 2 Ista BB 41 .

table-map T FR BGP it & (R AT RC EAS o Bhdr& I THs BRACE T BGP
FISICIK DI RER R R 5 E B

Command History ERAS &M%
6.1

FINT B 4.

clear bgp iy ] Hl 15 S i H B e R T O R . A R S W T O S 8 A S T T HL A BGP
13 o BT INC A6 A i R BT 284 R FOB G B 0s BGP Bk ik, B W T ELA X 48l 4K

FH A A7 ik 1) SR R
TR 2% o T INC B TR AN sl B i s

Gt

FELL R 7R B, By BGP

> clear bgp *

CLME S WA A SO AR D, AR VRS BT BGP SIS 1 T 5
W T E .

SR



a-cleare |

. clear bgp

FELUR 7R, EFXFAR S 2 10.100.0.1 A SE 2315 3 S K E L E, b 25 1l AN 52 5 0 -

> clear bgp 10.100.0.1 soft in

FELU R, £E BGP &BJw i ih s Lrt F B chBUBT O RE, JFEH 4R 4 172.16.10.2 A
SUA SN RE AR, IR AR

> clear bgp 172.16.10.2 in
FELL R -l BFXS 45 35700 19 B L ARG DT A i e S
> clear bgp 35700

TECL R -y, S0 T Nl eBGP R 45 2% 175 T B 40 BB G 2«

> clear bgp external soft in

TECL Rl ry, 3SR ik R 51 1Pv4 41 3% eBGP X 454311

> clear bgp external ipv4 multicast out

FELLRonflrh, &6t H £ RS0 65400 (1) IPv4 B HbHE R 51215 1) BGP AR JE N 216 5 8))
WEHNE, BB ARZ 50,

> clear bgp ipv4 unicast 65400 soft in

LELL R 7Bl rf, £ 455 4 65538 (asplain id 5072 19 4 735 H X RS IPv4 HuiFihhl &
H 2 tEH ) BGP AR s s bl 8

> clear bgp ipv4 unicast 65538

FELLR -, BRS04 1.2 (asdot ICHGE) ) 4 77345 H ARG IPv4 AR HLIE RS2
G BGP 4 i S i A

> clear bgp ipv4 unicast 1.2

LUR 7R B B TPvA SRRk 25 2 Ul IR R A -

> clear bgp ipv4 unicast table-map



| a-cleare
clear blocks .

clear blocks
P BRI X s (BIInF R Al E R , i #H clear blocks 4.

clear blocks [exhaustion {history | snapshot} | export-failed | queue [history [core-local

[(HF117]
Syntax Description  core-|ocal [4i 5] CATIE) TR N A T A A% O I R Gz X, B0, Wnide e i
OGS, GRS EZ D
exhaustion (TR VEBRFER AT
export-failed CAIIED) VIR 3 tH 2R T 20
history (Ake) FERR I Ll
queue CAle) T BRHEBA R B
snapshot (A3 VBRI B
Command History ERAS &M%
6.1 FINT M.
ERIEE HSIK ET PR T B AN AT PRI, A, M SR LK 43 SR 474
7 L A5 5
il
PLR 7o B pe
> clear blocks
Related Commands £ 4 Description
blocks 8 0y Pz Wi o B W AT
show blocks WoRRG G XA .

| R



. clear capture

clear capture

BUEBRRRGE X, 15 clear capture iy 4.

clear capture {/all | capture name}

a-cleare |

Syntax Description  /all T B O IS4,
capture_name EEREREITOR BN IR
Command History ERAS &4
6.1 FINT B2
]!

DL R 7] e s e i PR SR 2 ph X “ example”

> clear capture example

Related Commands

4 Description
capture JE K A0 AR 2l RE LATEAT H5cbhe £ WA 190 2% ik s G 12
show capture FEARSG E RTINS i R & -




| a-cleare

clear clns

S B e AR M 4 B (CLNP) {5 &, 1518 clear cns iy 4.

clear cIns {isneighbors | neighbors | traffic}

clear clns .

Syntax Description  is-neighbors THBR A R R G4 .
neighbors TEBRITA CLNS 4B )& 2%
traffic I FR CLNS WX ZEiH 5 S
Command History ERAS &%
6.3 FINT 4.
il

SRR B s AT B T CLNS 4R i i -

> clear clns neighbors

Related Commands

wE Description
show clns BRI A L (CLNP) (2515 S




a-cleare |
. clear cluster info

clear cluster info
IVERERS T E R, 1R clear cluster info fiy4 .

clear cluster info {flow-mobility counters | health details | trace | transport}

Syntax Description  flow-mobility counters &[R4 A BT L.

health details THERERHEATIROUE B
trace T R R IR RS B
transport THERERA Mg THE B
Command History ERAS &M
6.1 FINT M.
ERIEE TEAHEEMS SR, 1 show cluster info iy 4.
5

D N R S ST ER S

> clear cluster info trace

Related Commands 44 Description
show cluster info WORERGE R




| a-cleare
clear configure key chain .

clear configure key chain
FLIMBR CURCE 1 EHSE, 7E{EH] clear configurekey chain v 4.

clear configure key chainkey-chain-name

Command History ERAS &M%
6.4 SIANT M.

E iR A1 clear configure key chain fir &I} CURC 1) % 914 .
=)

LA 7391 S i e 0 8 ) 2

> clear configure key chain CHAIN1
>

Related Commands 44 Description
key chain A ospfv2 Bt 4y Uk e B A PH B
show key chain Sk TR ) B B
show running key chain | g7 2 i 4k T3 R A (K % P BE VAN 15 6L

| R
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BVE IR E IE R ANER:, T clear conn 4.

. clear conn

clear conn
clear conn [vrf { name |
ip[-ip] [ netmaskmask] |
name | tag} attribute} |

domain_nickname\\ ]

user_group_name ] |

global }7 {all | protocol {tcp | udp | sctp} | address
port port [-port] | inlineset name | security-group {
user [ domain _nickname\] user_name | user-group |

zone [ zone _name ] [ data-rate ] }

Syntax Description  addressip[-ip] SR EA R BT H AR IP bl (IPv4 5L IPv6) [Pi%EHE. TigEE
B, &S () k@A 1P k. dn: 10.1.1.1-10.1.1.5
all {ﬁﬁf}jﬁﬁl_% CEIERW A ER) « WA all 87, WAGH
JURSE SIIPUEE N
inline-set name e RS E et ial 2] R S UN T BCEE 7

netmask mask

(AT 47E B 455 1P HUhERC A8 H 1~ R HE A

port port[-port]

TE AR e P ek H kxR . B e, EHETS )
RN S ildn:  1000-2000

protocol {tcp | udp | sctp}

HBRAR 2 DM RIERE

security-group {name|tag}
attribute

kR BATHR e dUB TSR

user [domain_nickname\]

TERE THE I 138 WA domain_nickname 24, &

LSer_narme GURRIE ERER I T R
user-group ke THRE R P 4liiEs. WA S domain_nickname 24,

[domain_nickname\\]
user_group_name]

ARG BRBOAS R ] AL

zone [zone_hame]

TR A T2 A X

[vrf {name | global}]

WS R IRt AN SE 2 (VRF) (O RR ek i), i m DAfE
FH vrf name G844 1% w4 BRI A R 2 B FUL B #4558 vrf global
DL A4 BRAER 4 R L th o o A SR A S IEOCRE T, Wy 438

AT

TP R h A

data-rate CRIIE) T BRI ETAAfif 1 B KA s R
Command History ERAS &%

6.1 SINT Ibdr 4

6.6 RINT vrf F data-rate ST,
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EMERE

clear conn .

W 2 A TR I, T BT R A BT e A TR o DI JE Bl A 8 i FH A S e s T T )
g o BT AT B A R, TR M AR, DME A R SRS A clear conn iy A
Priede. nTLMEH clear local-host iy & BREE S EHLIER:, & A clear xlate fir &35 R AE H 5l
A NAT iEH:.

YN T AR VR R I FLINE, FAE show conn iy A% B A s s E . B R
AN SEREI &L, 1 clear conn 4,

)

AR I AT IR S B R e R B D B2 T A B

w151

PUR /B s o] 25 8 Br &4, AR5 M 10.10.10.108 35 FRE BEIZEHz

> show conn all

TCP mgmt 10.10.10.108:4168 NP Identity Ifc 10.0.8.112:22, idle 0:00:00,

bytes 3084, flags UOB
> clear conn address 10.10.10.108

AT 7 81 5875 AP35 B AT e A 37 e P9 A7 v R T 32 R i =

> clear conn data-rate
Released conn extension memory for 10 connection (s)

Related Commands

ws Description

clear local-host TR 58 AN I LT A A AL BRI AT i R
clear xlate TEFRBIA NAT & 15U AASFH NAT R
show conn WRERAER.

show local-host BIRAH L LR

show xlate 7R NAT 2 ifi




. clear console-output

clear console-output

BB AT RSk dEd S5, WA clear console-output T4 .

clear console-output

a-cleare |

Command History

R (5
6.1 FINT B 2.
Gt

LA 70 8] Je s S A OB 3 =24 4 0% 1) 42 1 5 i £ -

> clear console-output

Related Commands

wE Description

show console-output BoREER R S i .

show running-config | 75 55 i -2 I [ 355 £3 6 5207 PR BRI

console timeout
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clear counters

clear counters [all

[threshold n]

clear counters .

BTSRRI BES, 1A clear counters iy 4.

| summary | top n] [detail] [protocol protocol name [counter_name] ]

Syntax Description

all

CAIE) T BRPTA L PRSP (5 R

counter _name

CAlik) ¥4 FRR e i 43 . 4] show counters protocol 4 2% Al
FITH RS 2K

detail

CAIEE) TR s e A5 .

protocol protocol _name CRIEE) 5 BRTE € P v 4es -

Command Default

summary AP VB RRTH AR 2
threshold n (AT 5 Bk 2 a4 B A TS . YBT3 4294967295
top n AT i Bl 2 ol 48 € B E TR . JEH Dl 1 $1) 4294967295

RN A clear counterssummary detail 74 .

Command History

R (54
6.1 FINT B 2.
Gt

PAR 7 B ez an ] 3 Bk o SR T8 «

> clear counters

Related Commands

as Description
show counters IR R AR -
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. clear cpu profile

clear cpu profile
LHHEER CPU i geit s B, 1 18H] clear cpu A 4.

clear cpu profile

Command History ERAS &%
6.1 FIAT B4
]l
LA 75 91 JE s S T R i o SC A«
> clear cpu profile
Related Commands 44 Description
show cpu AT K CPU RS B
show cpu profile o~ CPU 43 M4
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clear crashinfo

TEMBR N AE RIS, S 1EH] clear crashinfo i 4.

clear crashinfo [module {0 | 1}]

clear crashinfo .

Syntax Description  module {0]1} CATE) 3 BRI 0 B 1 v (RIRSEH ) i it ST
Command History ERAS e

6.1 FINT B4

gyl

LA 735491 Fo 7 T i A I ik e S AP«

> clear crashinfo

Related Commands

&S Description

crashinfo force ) 2R 505t

crashinfo test DA 2R SR b 5 R ORAT B I AF TP STPE A RE
show crashinfo SETRATAEAE AT TP R OB ST IR 2
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. clear crypto accelerator statistics

clear crypto accelerator statistics
BN I g MIB Hi b 4 JR FIRE 2 T 2 I ge -5 &, 118 clear cryptoacceler ator statistics

SN
T 2o

clear crypto accelerator statistics

Command History ERAS &M%
6.1 FINT W%
]!

LAR 7 £ 42 R C BN S in s ik e e vk 45 8

> clear crypto accelerator statistics
>

Related Commands £ 4 Description

clear crypto protocol statistics | 5 i gt a MIB i B s e ge 5 R

show crypto accelerator IR ANE RS MIB H 4 R4 -5 B RUINIE SR € g5 B
statistics

show crypto protocol statistics | 7>k [ 0 i # MIB (¥ 30K & Ze 5
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clear crypto ca crls

clear crypto ca crls .

E‘%%%%ﬁ&P%H%WﬁcmﬁMRL%ﬁEM%ﬁ¢‘%%ﬁﬁ@%ﬁ%%ﬁmn,ﬁ%
B 2SI CRL ) CRL 2847, 1f/E4 A EXEC iU N /] clear cryptocacrisii4s

clear cryptocacrls [trustpool | trustpoint trust point_name]

Syntax Description trustpoint
trust_point_name

EAE R TR . WERATRE AR, iSRG bR R 48 LT 9847 CRL. N
RIRPEBA FAE ARG RORHE T, S 2R 2R

trustpool

BTN PRAE AN T 55 45 ARt R AE S ORI CRL.

Command History kR A<

(L34

6.1 FINT M 4.
A5l

PL R A7 s 1375 B BT A trustpool CRL, {5 B trustpoint123 JKEEHIFTH CRL, M &

KT 221711 CRL:

> clear crypto ca crl trustpool
> clear crypto ca crl trustpoint trustpointl23

> clear crypto ca crl

Related Commands &

Description

show crypto cacrl

BRI 947 CRL BURE 5 1E R 247 CRL.




. clear crypto ca trustpool

clear crypto ca trustpool

BEME P IR pr e, 1548 H clear crypto catrustpool 4.

clear crypto catrustpool noconfirm

a-cleare |

Syntax Description noconfirm

SAEH AR, i SRR T SR AT A B

Command History ERAS

e

6.1

FINT M.

Gt

LAR 7 s B B A 45«

> clear crypto ca trustpool

>

Related Commands &d

Description

crypto catrustpool
export

S R PRI S AR RAE

crypto catrustpool
import

A R PRI AR RAE

crypto catrustpool
remove

MAFAT P BR — AR RS .
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clear crypto ikev1 .

clear crypto ikev1
ELIER Psec IKEV1 SA 845 B, 15l clear cryptoikevl iy 4.

clear cryptoikevl {sa [ip _address] | stats}

Syntax Description  saip_address R SA. ZLEFRETA IKEv] SA, 5 ML I A TR @ 1P #ibk. 77
W, IR E B B SA F IPv4 BX IPv6 Hbdik,
stats % IKEvI 85 & .
Command History ER A 1&g
6.1 FINT B 2.
BNl

PUR 73490 M\ threat defense 45 TR T [Psec IKEv] 4115 B

> clear crypto ikevl stats
>

DU 70 I8 ok 2544 1P Hbiky 10.86.1.1 [F) SA:

> clear crypto ikevl sa 10.86.1.1
>

Related Commands 44 Description
show ipsec sa ST R IPsec SA IR B, BARTHAGS . 4 H . WUFFARR, X5 1P
HuhEAN LA

show running-configcrypto | GR#A AL E, (AT IPsec, MWL . 27 a5 MU A1
ISAKMP.,

| R
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. clear crypto ikev2

clear crypto ikev2
ZIMMER IPsec IKEV2 SA Bi4tiI5 R, il H clear cryptoikev2 /4.

clear cryptoikev2 {sa [ip _address] | stats}

Syntax Description  saip_address TR SA. ZLEFRFTA IKEV2 SA, 5 HLE I A HR @ 1P bk, 7
W, 5 G BRI SA 1) IPv4 B IPve Hitik.
stats T IKEV2 Ziil5 .
Command History ER A &4
6.1 FINT B 2.
1l

PUR 73490 M\ threat defense 45 TN R T [Psec IKEV2 4115 B

> clear crypto ikev2 stats
>

DL 7540 I3 ok 2544 1P Hbliky 10.86.1.1 [F) SA:

> clear crypto ikev2 sa 10.86.1.1
>

Related Commands 44 Description
show ipsec sa ST R IPsec SA IR B, BARTHAGS . 4 H . WUFFARR, X5 1P
HuhEAN LA

show running-configcrypto | GR#A AL E, (AT IPsec, MWL . 27 a5 MU A1
ISAKMP.,
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clear crypto ipsec sa .

clear crypto ipsec sa
FIMIER 1Psec SA THEES . 4 H . Ina L 8o 256354z, 15T clear cryptoipsec sa i .

clear cryptoipsecsa [counters | entry ip address {esp | ah} spi | inactive | map map _name
| peer ip_address]

Syntax Description ah G IS

counters TBERBEA SA I IPsec At B.

entry ip_address MR S48 1P Hukib/FHL44 . PRiSUFI SPI R VLT 1) &k

esp I 24l

inactive E T ETE S IPsec SA.

map map_name TR L5 s s G s 22 AR 0D SRERIIBT A BRIE -

peer ip_address T3 i i 5 AL A4 B TP ik PR R A5 % R T AT IPsec SA

spi e 22 HR g CENEERED o D202 Al SPL. i A SCHF

¥k SPI,

Command History ERAS &8

6.1 FINT M.
e B BRITA IPsec SA, WA LA & IR B HOB .

il

PLR 7551 M threat defense ™ 1 % BT IPsec SA:

> clear crypto ipsec sa
>

DU 7540 I3 ot 2544 1P #bhik y 10.86.1.1 [F) SA:

> clear crypto ipsec sa peer 10.86.1.1

Related Commands 44 Description
show ipsec sa SN K IPsec SA HIfE B, BARTHAGS . 4 H . WUFFARR, X5 1P
HuhEAN LA o

| R
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. clear crypto ipsec sa

R Description

show running-configcrypto | L R#EA IS ECE, HE IPsecy MBI S 25wt il
ISAKMP.
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clear crypto isakmp .

clear crypto isakmp

FLERR ISAKMP SA 5415 5, 111 H clear cryptoisakmp 4.

clear cryptoisakmp [sa | stats]

Syntax Description sa 15 IKEv1 Fil IKEv2 SA.

stats THFR IKEv] Al IKEV2 45t B .
Command History ERAS &M%

6.1 SINT A4

EmERE

N

ZHHERPT ISAKMP BR8-S (N2 H0 .

A5l

LR 2 IS T ISAKMP SA:

> clear crypto isakmp sa
>

Related Commands

&2 Description
show isakmp WRA 5% ISAKMP 3847 5098 1945 E o

show running-configcrypto | G R#A AL E, (AT IPsec, MWL L 275 N WU Al
ISAKMP.
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. clear crypto protocol statistics

clear crypto protocol statistics
BUE BRI i As MIB R E ge i E B, WA clear crypto protocol statistics 74 .

clear crypto protocol statistics /i3

Syntax Description  protocol FRow T RGHE R U 2 AR B SGETA R TR
* all- 25 SR BT i
* ikev1-H I M PIAZ# (IKE) 55 1 A
* ikev2- LI R 1A e (IKE) 5 2 hito
* ipsec- IP ‘%4> (IPsec) B 2 Hhilo
« other- fR B LU T-Hr bl
* srtp- %4> RTP (SRTP) #HiX
* ssh-%424h5¢ (SSH) HpiX
* so- AR (SSL) Pl

Command History ERAS &%
6.1 FIANT B2
=l

LA R s s BR B AT I i s 4 vk 1 -

> clear crypto protocol statistics all

>
Related Commands 44 Description
clear crypto accelerator T BRI N & MIB P ) 42 )R Zevt- o BRI S ke 2 20t R
statistics
show crypto acceler ator SOk BN DR 25 MIB 142 R ZETHE B INIR R i 90T 5 B
statistics
show crypto protocol statistics | f i i ds MIB Hh i) B SURF E SE {7 6
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clear crypto ssl .

clear crypto ssl

B kR SSL AR, 1T clear cryptoss fiv 4.

clear cryptoss {cache [all] | errors | mib | objects}
Syntax Description  cache Bk SSL & A7 D IR A
all (A3 kR SSL 1 A7 T T il Mg vhH 5 B .
errors % SSL #iR
mib W4 SSL MIB 411 A
objects TR SSL A Z 48 tH 5 B
Command History ERAS &M%
6.1 SINT A4
15l

PLUF 7RGl BT SSL A7 23 il Mgt v 5 & -

> clear crypto ssl cache all

Related Commands 44 Description
show crypto sd 7R SSL A5 K.

| R



. clear dhcpd

clear dhcpd
Bk DHCP s 240w Mg vif5 &, W5l H clear dhepd v 4

a-cleare |

clear dhepd {binding [all | ip_address] | statistics}
Syntax Description all (A% JEBRTA dhepd 45E -
binding TH BRI % i 2R
ip_address CATIE) W FRTRE P HidIE IR0 5
statistics T ERGETHE B s .
Command History ERAS &%
6.1 FINT 4.
il
PAF 7l o an Al i B dhepd v B
> clear dhcpd statistics
Related Commands £ 4 Description
show dhcpd 78 DHCP 4652 . ZiiH e ek A5 &
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clear dhcprelay statistics .

clear dhcprelay statistics
Bk DHCP HH 4k 4 i {5 Bt Hids, 15 clear dheprelay statistics 4 -

clear dhcprelay statistics

Command History ERAS 185
6.1 FINT W%
Gt

LAR 7 7 Uil 3 Bk DHCP R4k ZE 45 B

> clear dhcprelay statistics

Related Commands 44 Description
show dhcprelay statistics 7% DHCP 4R EE G TH 5 B o
show running-config dhcprelay 7R M HT DHCP H 4R EEACLE

| R



. clear dns

clear dns

a-cleare |

LG PR R DNS 15 K AR I 98 4 B 844 (FQDN) BALSCHRR IP bk, 15461 clear dns T4«

clear dns [ host fgqdn name] [ ipcache [ counters]]

Syntax Description

host fqdn_name CAl3E) FRe BHE R 1P bk se B e il 44 . Wi AR 2 L, )<
SR DNS 4T .

ipcache [counters] T RIE L DNS WUk 1P 242 R T 4 H . F o IRm ) 4%
C 5 1]

A€ counters I B S A7 P 45 HIPITA i B b4, AR SEIHER

Command History

TE:S &g

6.1 SIANT M4

71 INT ipcache [counters] JHET
Gt

PUR 7R B B 5 45 € FQDN EHLICHR ) TP Mkl

> clear dns host www.example.com

LAR 73R B TP A7 MIER TP 2247 )5, ZR Gl I 468 Ik 55 6 S RO G 2 v 1) 4% 18T DNS
PMEFTIHFEDEAF . /5 DNS B SEZ AT, KA TS CIEFR 1P 2247 4% H 344 1) k) 2%
H 55 A0S R AT A R R A T 0 2R

> clear dns ip-cache

Related Commands

&5 Description
show dnshosts WREERE EHLI DNS fi#T o




| a-cleare

clear dns-hosts cache

FiE R DNS 2247, i1l clear dns-hosts cache 4.

clear dns-hosts cache

clear dns-hosts cache .

Command History

R e
6.1 FINT B 2.
Gt

LU R 7R Bl B DNS 2247«

> clear dns-hosts cache

Related Commands

wE Description
show dns-hosts 57 DNS 2247,




. clear efd-throttle

a-cleare |

clear efd-throttle

BN TR AR i B BRI F 480 Snort A2 7Y, 1518 clear efd-throttle 4.

clear efd-throttle { IPv4_address | |Pv6 address/prefix | all bypass | any { source port {
destination IPv4 address | destination_IPv6_address/prefix | any} | any {

destination IPv4 address | destination IPv6_address/prefix | any { destination port { tcp bypass
| udp bypass} | any {tcp bypass | udp bypass} }}}}

Syntax Description

IPv4_address TR TR E IPv4 HulE (5 704D R E BRI .
IPv6_address/prefix TR 2 1Pv6 Mtk (1) CU BRI .

all T 3R B TR A e A KA

bypass CATIE) T R BRI FFSexd pr A7 KA Snort K .
any * FVESEHLEEANHERD 0.0.0.0 0.0.0.0 F1 :2/0 45

o M AT s 1 B H 135

source_port T B R s 11 A3 (K PR o
destination_port TRBR AR H bndi I R
tep AR TCP AP
udp L B UDP HE4% (B -

Command History ERAS &%
7.2 FINT I 2.
Tl

PR 7 B U] 3 B 2 BRI K QU IR R, T ARSI I% AT Snort o £ -

> clear efd-throttle 172.16.77.0 255.255.255.0 1234 172.16.4.0 255.255.255.0 80 tcp

PR 79 S U ] o 32 BRI R AL ) PR A O S 1 AT ) Smort Ao £ -

> clear efd-throttle 172.16.77.0 255.255.255.0 1234 172.16.4.0 255.255.255.0 80 tcp bypass

PN 70 S U] 3 B AT 32 BRI SR K R, FF RS0 BT 2EAT Snort 61 7 -
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clear efd-throttle .

> clear efd-throttle all

PR 79 S U ] 37 o 32 BRI PR Rt P PR A O 5 1 i3 ) Smort Ao £ -

> clear efd-throttle all bypass

| R
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. clear eigrp events

clear eigrp events
BUH R EIGRP SHFH &, 15MlTH clear eigrp events iy 4.

clear eigrp [as number] events

Syntax Description  as_number (A7) ¥ EE S HED BIGRP 3R A T &S %S . Tk
G2 FF— N EIGRP i e fE, R, LFtEE A ERS %S GHEFEID)

Command History TN e
6.1 FINT A4

EJEEEt= T LU show eigrp events iy 4 #1 & EIGRP Fif: H ik .
aN Ll

DA 7 bk EIGRP 41 H &

> clear eigrp events

Related Commands 44 Description
show eigrp events 7~ EIGRP FifH &
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clear eigrp neighbors

P\ BIGRP Al f R R4 H, 151 H clear eigrp neighbors iy 4.

clear eigrp neighbors .

clear eigrp [as number] neighbors [ip addr | if name] [soft]

Syntax Description

Command Default

as_number (ATE) ¥8 @ M4 R4 H 1Y BIGRP M A T &S %S . Tk
N HF—A EIGRP B hibfe, Kk, LHFHiEE LR %S (AS), Mt
FEID.

if_name (@IF DI AR Py O =i AN B 10 ks || ZSTBUREE - ANE) i IE R
%Ho

ip_addr CRT3E) AR MIBR A0 fm 14 1P sk

soft FPEON A S BN AT EAR

URANR S AR TP M hik Bl LA FK, R AR MR B A 8h &% H

Command History

MR

R

&

6.1

FINT 4.

clear eigrp neighbors fir & A2 &L & MR T30 e XIAR e o i AU R 32 R IR AR F o
450 LU show eigrp neighbors iy 45 EIGRP 4 % .

T

LUK i AN EIGRP 48 Ji& R Ml B A 4% H -

> clear eigrp neighbors

LR 748 )\ EIGRP A1 J& R M i L 4228 “outside” A IOIRBHATA 4 H

> clear eigrp neighbors outside

Related Commands

AN
GRS

Description

show eigrp neighbors

% EIGRP 4l J& %% .
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. clear eigrp topology

clear eigrp topology
P\ BIGRP #i#h R B4 H, 151 H clear eigrp topology v 4 -

clear eigrp [as number] topology ip addr [mask]

Syntax Description  as_number (A[3%) #85¢ EIGRP Wi B E RS T . oI TR AU EIGRP
Bl R, L, TR B RSH S (AS), B ID.
ip_addr TN AN FEH R K TP Mok
mask CRiE) ZEN T ip-addr S50 W4 HERD .
Command History ERA &%
6.1 FINT M.
(&R @74 M EIGRP $i4h 35 KR IAT EIGRP 45 H . #nT LUE 1] show eigrp topology & A #i4h % 5%
H.
15l

LU 7~ N EIGRP 14 ZEMIBR 192.168.1.0 M 25145 H

> clear eigrp topology 192.168.1.0 255.255.255.0

Related Commands 44 Description

show eigrp topology @7 EIGRP #i b
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