A Y

ABigE

PLUR B ac & &R0 3] “ RYE” (System Settings) T & F RG R E . X LEE K
ARG RE
s MCEBBUIM , M1 0T
cMERFHEICEEE , HSW
* il & DHCP , % 10 T
s MUES)A DNS, 4 14 11
* fil'® DNS, 5516 5l
s MLE WAL, 520 10
o BOE I B (NTP) , 55 20 1T
o W RGN A B (ISA 3000) , %5 21 7T
o FCE PR HTTP AL, 25 23 W
s BB MRS, 524 00
o S ERAE LN . AR 28 T
* BCE URL I8 L0, 27 29 UL
o N BB LS D)4 R B0 B CDO, 2 30 1T
o BTG B CDO P2 a4 EHAY , 25 35 0L
o P E TLS/SSL %A s , 55 36 1L

o Jfeke LS N Y
Ao B =150
EELT ) $5 BENS G S B PR W BT A IR . s DAL E LRI

o AAA T B 11 P U7 in) BRI E 1 B . 8] DAAE B A i FH 7 bl PR s AR AAA IR
%28, HREHHPEMAVENGEE, 155008 B 245 B 55 18 H P U7 i)

o BF T B RN BT i) et . h I e VA B DT R A . RS LAY E fo TRl a
IP Huhibi7 i) HTTPS (JH T #4418 f1SSH (T CLD . Sl E &R R, &
2 Wi,
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* B Web IR S5 UETS, HI bR EAIA REIE R B et i PGS o T AR R4 B 8 AR 1

MTEFS, AT OB P e SRAGAE R AR . TSRS BB Web IRZ5SFET , 2 4
e

~

BeEEIRIGIETIFR

BROATFOL T, AT LOMATAT TP btk (055 B IR ) 80 4% 1) 804575 B Web B CLI Ft i, R4V
SR A R (HRE,  BEnT DARCE VT 1) 813 MX SR VoK B R € TP Mkt sl (ISR, DAk

IR .
TR T LA FBCEOE 42 10 DA VE B4 A BIAS B SSH &R & CLI. ARJG, il Al FH A B - B m 4 PR a4

%o B, ARV AN AT BRI, XA AR L B R . T A T B AN
HEDERE. BOAET, S 00 HTTPS 8 BE7 i) 476 N 38 1 F R B e 2z 10 4%
o XTFEABRIN “WH” M4 Firepower 1010 5% Cisco Secure Firewall 1210/1220 iX & A Al
DA B A5 SAs Wt P2 Th AOAE R B 2 1 5 PR AL TP Mkl v e CBRIAEh 192.168. 95.1)
Y. Firepower T g B e 4% . fm] LLRFERE A B Bt (4% 11 BT BERZ

A

=

EE

W A VES LR A, T ST RE AR A S 4 11 SR AE RGE2 Ah I AN 24 97 7 TP M
BV, IF BB AL Hhks H L I7E MBS o ROV . gt L U ) 1
0 WAHER L.

FHia Z |l

ANf

EAE Rl —F% 0 Lo [R— TCP iy I R A IS W& B s Vi) (HTTPS U5 1n)) A5 1M SSL VPN,

wltn, WRAEANEREE D R E AR ] SSL VPN, W Ik AE i [ 443 E47FF HTTPS R AR
P, mRAER—H 0 BERCE XA ThRE, TEM R D T — IR 45 1 HTTPS iy 11, LA A i

o

Ko

B pihiRE, REAHRFERE > S,
WRIECALT “RGWE” (System Settings) L[, H 75 siddi H & BR8] (M anagement Access).
IET] AR DU ELE AAA,  RVFANE AAA RS g8 e U P T BV ). A R PEgIME S,
TR 2 ) 7 B A 4% L R 975 A FH P U ]

PR 2 L B G, TEPRAT DA B A

a)

TEREIBIEO®RIR,
KB 58 SRRV ) & Bl i btk 443 FF W& B8 (HTTPS MZ84%11) , 22 T
SSH CLI.

AN — T P8I AR A TP bk 5535 SR 1K s L R AE R RIS e, ST P i) Bh ik o
B
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| muem
eapEn rRERTEmsan s 0 [

P S
SRR, 7 AU R R A (Ot SR T 3BT R, S BE A AT L
R LG )i 1 E I
b) slili + IS DL R R
o WS - SEFRENN LT T HTTPS G 11 443) i6 & SSH (i 11 22) &
o |P ik - SEFEE XN AZ AT i) REEH IPv4 B IPv6 PIZR el EHLAI M Z 3T % . BiRE “AT
] Huhik, &SR any-ipv4 (0.0.0.0/0) 1 any-ipvé (::/0).
c) AiliHE (OK).

SUR3 ZONHAR R I BRI, BT AR B AT
a) WPEEHREOEIR.

R %) 26 58 S AVFYT a2 0 % o Dl 443 T %4 gs (HTTPS M) , 22

¥ SSH CLI.

FEMPAS R — DN TP H R . W —AN 1P Mkt 55185 5K 1o AT R DT EE, DU H = ] DL 8 5%
B o

IR

FEMBRAUN, 5 A S bR (O s mIBR T A BB A, B AT L
A FIAZ T ) 12 4% 1B
b) i + JFHUE LU IET
« O - EPEEAE I B AV B R M.

o TS - RPN AT HTTPS it 443) o SSH (Ui [ 22) 42 —F . AHE NI R Al
VPN A & SO A AT i 2B G & HTTPS JE o

o RIFRIMLE - EPEE VKRS 0] 2R GEI IPv4 B IPv6 M8 B WL 80 % . B E “4T
7 Huhik, 1% any-ipv4 (0.0.0.0/0) F1 any-ipv6 (::/0).

c) (A%, ) W RFETE K HTTPS Hdhium Ddn's, 15 Al AN S5 -4 A B 0 . 1§S RAES
1 _ERCE T U7 ) 6 HTTPS i 11, 55 3 1.
d) M E (OK).

AHREZEO LECE R T &0 89 HTTPS in

BONEOUT, B H TS U R O T & RS 5l B8 APD 253t b [ TCP/443
HEAT o SR DL eSO 42 1 0 BT ) v 1 o

QRS S 1, P L2 URL s a8 e S A REVT I R e filan, R Ee 2
ftd.example.com, Jf HAH b H BT BSUh 4443, WIH] 2 262504 URL AZ UK https:/ftd.example.com:4443
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JITAT B 1 FUREAE P TR — 3 11 o AN A A4 1 I BB AN [ 0 s 1

\}

AR AN SR B R BT IR i o R AR A ] i 1 443

F£IE1 8% (Device), ARG KK ST RFIRE (System Settings) > & i 18 (Management Access) 4
o

RO T “RYGBE” (System Settings) JUIH, H i middy HxH (1) E TR i5) (Management Access)
$122 L EEE D (Data Interfaces) i .
W3 Al HTTPS &i#Eim O (HTTPS Data Port) 5.
WA AE BRI RE” SIEHET, o HTTPS $0i@im O 5 Ok 28 1 .
A LA R i
* 22, &5 T SSH iEH:.

o @RV ) VPN 3 1 Cln S48 2 0 So e F T8 305 i) AR A 22 O BC T 1% 1) o S FE vy
i) VPN 2RI om0 443, (B4R DLG HECE B 2 X .

o FES 03 SR % U T 3 SR, BRACY 885,

FES rhBE (OK).

B & BUANFG1E Web AR 5528 UEH

RG] Web FHRIN, ARGV B FUE T RO /A HTTPS it 2 4. BRUE A ZE 1
HERRAEAE, TS E BIAZEERI AU E S, Il R 2SIt B AT
FEZUE A ORAT BN R AFAERORUE AR D, E AT DA_E A UGN 32 30 B (5 AR R HTE 15

T AR &, RERKKAGEREIRE > ERIFE L.

WREOAL T “RAERE” (System Settings) Ui, H 75 Al &2 18] (M anagement Access).

H1E2 L EIE Web ARSS88 (Management Web Server) £ .
WIE3 7E Web BRZEIUER T, EHFEH TRY WA E BARHTTPS EH ) Pk,

B 7suE
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WA FAEBEIEUES, 7 A YRR W EREP (Create New Internal Certificate) 4
SERIA

BRINE N T X DefaultWebserverCertificate % % .
WHRAEPAE BELET, G AEE FFTA  AE BARIE BRI 2 EEEs£.

Rt 2 AT LR BERAS N 10 AMIE . fiil + BRI RESS, Sa i IniiE . Ridi R (Save)
CORJE AR5 18 Web I 55 &4 R RDORRAE o i v 4R 82 (Proceed)) I, ARAEF 2%, Beriics
—ARERIHE, PSR DI ME B REA A RR . RS IANE T RS, ik
BRI R o AP AR A L, B T AN I O R TRAIE A5

Al + 5, A HEYZ{S1E CA EP (Create New Trusted CA Certificate), B nJ 74k FA%iIF
.

RdHRTF (Save).
SHECKALEIN Y, H ARG SEHE D) Web 55 4. BT HANE.
TR LB, FEE R SERUE . RHT s o

RERFHEICRKRE

=E R

BT LUk BB B A R H W R (REEHE) o HECsRAE R T UL B A B I 2 19 2%
BB HC B e AT RO IZ WY H S IEsSRAE AN G H il s (ORI ] AR B A SO fF
JEE B H S BRZHE.

B H Gk DO 5 A R CRLEE 5 B8 AR G i FRRR DL LA W 26 0 B AH SR )
FMARGH G E o W UE &5 il 2 R0 A e B H e %

Lk H &0 S0 ZE I EISAT I Th RS (BIFE CLI B & b e CHIThag, al LME ] show
running-config iy & & A XL ThRE) AN R . XAUMEEWEH. VPN, 3810, DHCP RS 2%,
NAT g

F XL BNME B, 15Z 5 https://www.cisco.com/c/en/us/td/docs/security/firepower/Syslogs/b_fptd
syslog_guide.html ] Cisco BB RS H EWH B -

PR A 4 ] I 15 A0 105 i R L B X2 i A SCA A8 i AR 1 H e =%

TERAN ARG H G R =GO

R 1 ZZEREHRTERA

LS FEE MRS 15t AR
0 A= RGAWH .
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R3S B R B

1 R 7 5 3 D RHH

2 "% PR

3 #ig AL

4 s L.

5 T ER RN

6 e MELYES%.

7 ik CEUTEIES
PRI, (ORI RICS 0 H & S H &9
SAERAZIE, W RAE i

\)

AR ASA M BB AN R ENEZUN % (emergencies) R St H & TH

EEE%E%H% IuJE%aEl_@J %EgiﬁELu .ﬁnn

T AR B AR RS H G RAE BN R S H S RS54 . X2 RS H R C sk i de b Il @t

RSN IR S5 &%, S5 mT DASRALTE 2 2B MR A S, JFERIIRSS S DI RER AT

AIRIIEER e RS

SEAN, i SRAEAE D e PR A S N T SO, SRPEISCR U i) Bl R, BRI s )

I, AT DURC B R ORI B AOR BN R S H GRS A% . WARBRICE RS

o, MDCATAE B B A HOF G A h AR FTE

H s k45

LUN DA T e izl (Bl HAIE SR SO AT H e B IR G H & BIETT LY

DU A RC E AN H Al

o B, TR AT I SSL it MU sl s A RE SIS BB EIEF ARG H SRS

o
o NMZFE, JEREAE R SR BEE IR RS H SR A

FiaZ |l

B BCEA BATHE.

VRN, S ZURSG DRAE N X R SRS PR U T 2 TR 3% 1 2 S > RS sciE .

AL RAEFTFAE, AN RGEHE, WA FIEE SRS,
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P11 AHRE, RS RFERE > BRIEREEMZ.
WROENT “RAEWRE” (System Settings) v, HFEMdHFX PR AFIZRIZE (Logging
Settings)

FIR2 /ERIEARS AR N, KR RRIERIEIRABRA, DO IS Wl 1 i A e i SR AR H Sl %k
BRI ARG H SRS 4% R)n, BCE LU

* REAERERE - Al + L ABEDNRGHEIRSENL, N5 REBE. DR
P45, AR MAG BERS SRR, O riaEa%. FO8ER, HSHELE 2% H
S

* TE FXOSHIFE RS BERTE SR - X H FXOS ke w &1, il FXOS K& 4
RS HEW B EYEGO . NI SRS, RG4S BRIk, S ™ E
PRGN o 2R el R s O i S 2 KL B R G H B IR S A%
o SHETE- R UL NI Ry B R RS AT .
s BT 3 ERESEHTESLS - SR EEZ . g s E O i R KA R R
gt H B RSS4%
s BEX BEICRITIESS - WA HAT HAD Y St 8, DB ARG B R B, Ik
PR R DERS, & AR i B WU A DE RS, W A e B RS
FIRTIERS, RG0EILIER. AXREMNGEE, ESWIEFYRLIES , 59 U,

T3 BXHIERRERYIUANBR, DO SRR E A ST R AR H Sl sk IR BIAME R 48 H S k55
fro AR, FCESCIFAERAT H DR LT -

* ARG HERS R - R AT HERSHEN G WA BALAE, A RN R S H SRS 275
%, JELANEIEN 4.

* BEFEMRA - PN 73 B4s A8 AT A RO o T AR BT SO
PR BAT MR e, RIS PATAEATIE I8, TSR g, EH BB H
o XK e S BB BRI (B, FTD-x-<message ID> H x) o SCHFSRAFRIT
EVID 4 430004, AT SR 430005

PR 4 R TF (Save).

Ao E A5 HRIERERFEI AERE IR X

T ARE & R G0 R 5 H S B ARAF BN H S Z2ah X . W E CLI 8% CLI £ £ 7 4 ] show logging
T EAG X N 2.
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. BEERFEATIERREIIEH &

B RO RS2 e DX R S o G20 XA, R GORHE BR G2 ph DOFZRSE I LRI R 4 H
B X OB, RGN TR, DU b D2 () (o8 B

miiig&, REAERFRE > ARIERRERL.

WRELH T “AKGWE” (System Settings) W H, HFSdHRPHBFRIEFEIKZE (Logging
Settings)

T2 HREBERXIFRIFVBR, LSS X B0 H ek Hix.
PR3 ACE N A IX HE miﬁ’]ﬁilﬁ

* BT TIRFASEHRTEEMLRA - LG UM B B0 B2 AL B N 92
X

* BEXHFIERIIESR - Tk, O WUERAERAT AL HId Ik, DMEORAG RSB,
THIEFE S SIR I IE RS, U AR B R B . R ML IE RS, T A e TR B
FIFIIERS, RRGIEE IS . ARG R, WS E SRR LIES 09 T

WX KN - TR ARG HEN SN TEZM X RN MR pp XA, ClgiES. B
INME K 4096 275, JuHh 4096 T 52428800,

PR 4 1R TF (Save).

i

L
BRERZKGH
oL

HILRAXEIEH A

TR ARG B RGUR B R IE BIFE R & o ME il G sk CLI 2 BoRiX 2994 6. H] show
console-output iy 40 1] AZE A S RT CRLFEE Hbhl) (¥) SSH & if P & FIX L H &, ok, M3
CLI "%\ system support diagnostic-cli BRI £E 12 W CLI Hr SZI & S 26y .

TR GgE, R RRRE > BRIEFREREL.

WRCENLT “REWE” (System Settings) UL, M5 HxH i BFEIERIZE (Logging
Settings)

FTIB2 KiTH A TERE I NBR, DUk EH 6w H &l Hix,
PSIB3 ERFEMSN . SN s m U T B IR IR A
T4 LR TF (Save).
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nasusxtEs [

o B EHFIRTIE=S

T

$IE2

FAPIR L UEAR AL FE SO UERS, AT UL I HAE S H b, DARSHERE L AR 211% H A
A, U™ BRI H AR R, HT DG SR SRR Gm G028 P S PER B AR T (ID)
PR DEHIE AL E .

B U2 ™ RO D BA L LA RN H (I, A AL iEas .

LU BRI fEXF & (Objects) B QI yg s . AERC & 1T LLAE AT SRS (1 H &l Haxrm, &
A LU IEAS -

LR, RJE M H R IEFEGTIRTIERS.
PATEL R A2
© BAVEXTR, il + AL

- BWHRERANMG, i EE g E R (@),

TR AR RN %, 5 i R A ks (O).

PR3 AL s E

© BER - USRI LR

* AR - TR I B

© FEEMRIHESE - WO RSO TREE, W R+, IR SR SRR e B
Goil, I ridiFE. W, A EEON AR N E Sk, ARG BiERE—AaEA
FONBATILIE, JFRTHRE.
A5 58 2 HH R B GO AL T Bl T IO, R S AOR ARG HEH . &)
DO AN ™ BEVE S B 2 AN —17
I S g5 AR GO LR T SO AT R0, R AR R A, O HAE R T H s E
PRI, b H bR 4 R ARG .

* R BEEEGER ID - i RARL R H BN S ID k8, A AR O S RN
KL ID 85 ID S ya . AT E R B ITAR ID S5 IS5 ID 5, #1401 100000-200000. 1D J& 6
PSS . AR E R ID AR, 120 https://www.cisco.com/c/en/us/td/docs/security/
firepower/Syslogs/b_fptd syslog guide.html= ] Cisco Firepower Threat Defense & 4: HEWH & .

TR LR E.

TEBUAE T BUFE A SO IRk FE M 5, T VP I HSIE sk s, B RiIRE > RRIR
&> BFERRE.
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fic & DHCP

DHCP il 45 #3 il o4 DHCP & 7 i (i W E8 L & S50, 1 an 1P bk . 8 DAZE$: 1 L id & DHCP AR 5%
W, DU R IERZ M2 ) DHCP & 7 i 3L AL S S50, W nl DLZERE D )R H DHCP Wh 4k,  DUERGE
SREE I BIAE M EE TR 5 — 6 B g _LISAT RIS DHCP R4S %% .

RN DIRER g GBI BT E R AN IhBEs ) DN IIRE, HAREIR N C B P Th e -

B E DHCP AR 5588

DHCP k45 %3 1] >4 DHCP & F i f (i &5 e & S50, flan 1P bk, #8n] DLZEH: O Fid & DHCP AR 5%
P R M 4% [ DHCP % /7 i kil & S 40

IPv4 DHCP & /7 st T % iy AE 4L G st 25K B 5 4% - DHCP % P i {yi T UDP ¥ 11 68 _F 1171 B
DHCP JiR45-#3001W1 UDP ¥ 10 67 _LAIIH S . DHCP R4 28 A2 HF BOOTP 13K,

\)

iR

ANEAE 44T DHCP IR #51847 1 M 4% 1L S DHCP 8535 . XA IRS 245 R A58, 45 AT
T .
FIaZ Al

DHCP % )i 205 Ja T R4S 28 10382 VA T[] — P& I o RIVAR 45 2 A1 % 7 i 2 () AN BEAT T T th
o, EHA AR L.

RN FR 2 AN, (BAEAERA L FECE DHCP RS 2S, %A LIS E DHCP 4k,
DHCP i sk N —N W £ 8 o BT T AR 2% 1 (1) DHCP R4 4%, EXFhi5H ~, DHCP JIR4-4 0470
P F W P AN B 2% b ANBELERl— 825 10— AM% 0 _ERCE DHCP RS54, MAES — %0 ERd
& DHCP H4k, {11/ DHCP " 4kint, &5k DHCP JR 55 #8145 5 R AREA X 28 bl 4 A e T s il
o

P E DHCP W4k, 1S HiCE DHCP 4k, %5 12 1.

MR &, KGR RGEIRE > DHCP RS ==/ P UrfiEfi.

WREEN T “RGHE"” (System Settings) TUHH, Kb H 34 ) DHCP > DHCP BR%5 88
(DHCP Server).

B WAL . — MG, BREENREReRZE.

DHCP AR 55851400 K 2 7s CAE L L E DHCP MR S5 a3 (45 1« 854 i HI D0 LU iR 55 2 Fro s it
.

P2 AERERN R E, BCE AR EM AR E.
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i oHce k5 [

DHCP H 3 & fif DHCP lt45 2% fit ) DHCP %) s 42 MIZ AT T 45 52 £ 17 i) DHCP %) 5 3k 151
DNS JR4548 . 2 A WINS JR45-285 8. EH, WRE L/ DHCP $EUhiE, W#H Hs3hid
B, AT LR FRIE R DHCP SRECH bt AT e . W TEiEEH AshAc s, v LLFahe X
PRI 3% 301

a) WAREMHANNE, HALEREMEE>F QN T4AM) , REERZEOTEFIEE
ot DHCP SR bk 8217,

D SR B AU A, U REAE 42 R RO i P KR 1 B AR DHCP iR S5 45 B BCE. b
FHP R SIS REAVL S H o 20 O (K045 AN SCRF H BB EL DD fE «

b) WRARMABNCE, B8 AR EE A D ASICE N BCE, WHIE LN RIE. XL
FUR AR PIFLE DHCP 55 4% (1 BT A7 #2 1 LX) DHCP % 7 i o

* £ WINSIP ik, 4B WINSIP ik - Windows Internet Name Service (WINS) 45 2% % )
it N 1% T NetBIOS 1844 i 47 (1) b ik

* = DNSIP ik 45B) DNSIP ik - &) i 3 i% H T3k 44 i HT 103k 44 R 48 (DNS) 457811
Huhik. 40 R ZERCE OpenDNS /33t DNS fIR45 8%, i ii{E A OpenDNS. sl iZ %8 &% 1
fifi ) 1P bk N B

c) rlHRTE (Save).
il DHCP BR 5% 2% 1 10 I 1 IR 55 45 -
a) PUATLAFEAEZ —:
o BRM ARSI 3 D BCE DHCP RSS2, 3 i +.

o EYHETIA 10 DHCP IR4552, %tz g g by (@).

TR IS 52, i bR 4 B i ks ().

b) HCE MRS A E
* [ DHCP BR% 88 - 2 A RS- 88 . S8 n] LARC B RSS2, (HAE M HE 45 T 4648 H 2 11,
E AR .
o O - P % At DHCP Hihik 42 1. 3 D NE A 1P Hodik; W s e m
3247 DHCP JIR%5#%, WIAREAIH] DHCP ZRHGHE o X T RIM2, A8 AT L 11 (BVI)
b GUAR SR B BCE DHCP JR45a%, JF HARSS S ERT A i 82 10 _FigdT.
TSR SL B b (5 BEE 1 LIS DHCP IR45- 2%, MmNAE LRCE, B Ti&%& (Device) >
0O (Interfaces) W fi .
o Hbhibih - FRVFIRSS A8 iE SR UL P am R AE T TP HuhE YR (R R m) o e izl
HITER AN g Rl & FrRE . #120 10.100.10.12-10.100.10.250.
% IP Mk Va0 5 Bk 1A TR — 7R E, I EARBE ARG AR 5 (1) TP Hihik. | 4% s
Vo e Rl R R
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BB A5 E bk i R NI AR AN 256 ANk, A SR kTS KT 253 N
Hk, ) BT A E R 28 HERD AN BE S C ZEHhE (101 255.255.255.0) HLFE LR BRI
ik, 40 255.255.254.0.

c) MiifE (OK).

fic & DHCP 4%
Al LA S DHCP AP 480 DA m)— a2 > DHCP ARS5-2% %% Kk 1 F U 3)(¥) DHCP i3k .

DHCP % 7 3 i 1] UDP | #% % 1% o491 4% DHCPDISCOVER W &, RN EATTEA 5L i M 5%
A e WS i T A S RS AR B, WIEH UDP | #E A2 g i w2 T8 5
A E AN R it . DHCP A 4RAC B AC 1S 0 B 050 1% 1 s W 7 A 16 46 142 11, LA¥% DHCP
Vi R A R B AT d ) — AN 8 () DHCP iR %545

Pk, 7P ASEE DHCP IR 5543 195 7 S5 A8 /T LA T AN A7 R H i) DHCP I 55 23 3K HC TP 3
AERL]
FHIEZ Al

o ERN NP F I B E A Mk i DHCP IR 4528 B, SR 7E B4 192.168.1.1/24 bk
(132 11 5 1 DHCP H 4k %5 i, L7 3R 192.168.1.0/24 4% L 1#)7% A i, DHCP IR 28040 g
AL 192.168.1.0/24 7™ E[F) IP Huhik, #1140 192.168.1.2-192.168.1.254,

* JyEE> DHCP IR 55 4 B8 EALM LR 5, 47 IR554% 1 1P Mkt

* R C M BR ek C 25 H DHCP>DHCP AR %588 (DHCP Servers) Ut ifi Ef A ka5 4s . WAz 0
/A T DHCP 4k, MEARRGEEAT 410 64 DHCP MRS 2%, e AR R,

o PRSI - He D i B T IRS 2 s AREE I 4 AR . bAb:
o BEOASHE 2 B B ECMP i 2 B8 1 B 0
o B33 ] DHCP $RECH Hudl

o NI DIEY O, FH:0. VLAN # O M EtherChannel (HARZ BTN FACE
DHCP JIl45%% F1 DHCP 4k,

o RE T DLAE REAUBS TG #Z H1 (VTL) EACE DHCP gk iR 454 o
o XIS BAN SRR E AR T, AR T S LR R .

TR Gk ®E, RERGTRFIRE > DHCP ARS8/ akiidk, A5 mdi Hx ¥ DHCP>DHCP Higk.
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& oHer iz ]

RS CAAE “ RS E” (System Settings) Ui H, 75 st H %+ ) DHCP>DHCP #i 4% (DHCP
Relay).

$®2 (Afik. ) HIEFEIHE 1Pv4 ki8R AT | Pv6 B gk BRI E .
KGR IS B T BB 4 8 TP AN DHCP He 4k Hu bk b i B R AR 5. BRI 60 B (1 43
PO, AHEA AR E AT 1-3600 B2 () HAREE I o 40 57 R DHCP JR4S % 2 IR A74E W S ZEiR, )
] RE T 5 K R I ]

$1B3 Nl 'E DHCP kRS 2.

DHCP H 4k il 25 75 A2 9 26 1 3 24 DHCP A 4k SRR 1L i 25 1) DHCP fili5- %% . X4 DHCP IR %5 #% 5 1&
TEAERC B BB T M 2% b i AN ) 345 b

a) A+, YEFRFAG DHCP R4S 2% 1P Hubik () EHLM A%, ARG AdifE (0K).

WAL R AFAE, 1 SR I LRI G . R AR H] Vs i) DHCP kg%
& UE R HRZ R AS A4 HAT DI X RS ER -

b) AHEAIA DHCP R4 4 H, RAESF AT LLvin) DHCP RS20 10 .
S 4 il DHCP ke,

DHCP 48 ACHAER: O _Eiatr. BN IRk B LR Boh %7 3 () DHCP 355 3K ¥ % 31 DHCP k55 4%, A&
JeRE I 3R [ 25 %5 7 S o

a) i+, EPENVIZAT DHCP 4k RELE O, AR5 Ath#fE (OK).

R EARE AR D _FI2 AT DHCP 4RACRE, 5 e iz RS54 45 HA DU XK HO B . 2,
BT LU AR DHCP 4855, AN AR A IR 14

b) IR A H PR AR ALK DHCP 55, R midi iz (OK).

* B IPvA- £ 1Pv4 Hihitii SR 3 DHCP IR 55 4% o WERANE RIS, W2 ZWEAT AT [Pv4
HHETESR,  JF HL%e /7 iR H TPv4 Huhik o

< IREH (PR IPv4) - K A\ DHCP [l 55 #s A% 1Bt o rp (10 55— N ER A S i 2% bk B ek
g7 DHCP R ARACRER Bbr B4 Yeas % DRt JE BB A, %) o vl LORE FLER A %
HIBEE N IR ] BT 4, BIALE DHCP g5 3e485E T 50— i e th it A
WICERIA B 41500, DHCP A48 Sxdsin— M54 Lt bk rr i oot

* B IPV6 - $5 IPv6 Hulilif >k #: Kk I DHCP R4S &% . Q1R AIE LR, W) 2 ZBS AT IPv6
Hohbidsk, Jf H & b Cik SR 1Pve il .

PIR5 nidiRTF (Save).
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B & #0175 DNS

T LU ARG BN Web BUBT 7 20K 8h &40 RSt (DDNS) B Uk IX 254 DNS fijR55. X4
J 55 Bt 2% 50 DNS Hiks5s, DA 58 4 fE k40 (FQDN) SGIRIFDHT 1P dtuhik. DRIk, ]2
WU EHLA U ) RS, DNS 20244 BT A IEHI ) 1P Huhik.

1 Ff DDNS 3 ) Tk 2248 P 14 11 52 X ¥ FQDN 2828 AT A IE A 1K) TP Mk o 40k i S
JyAfiFH DHCP FRENHbHER, X — g I 2, (EAE e SR IGEAS TP bk DLAf £f DNS ilids 48 B 1E
bt A ME R, I HAE T SO A bk i T DUAR 28 5 S

W] LAKE DDNS Pe ' {8 H 4138 5 1) DDNS JIR 55 20055, sl i H 1 o SCIETI0RE BB € [ 21 506
Web SUB R FoAll DDNS Sk 045 52 (K] FQDN Wi fft 21X 28 iRk 55 3R A7 o

)

ER T DU AR PSS L Web 5387 DDNS. & ANGERC E DDNS E5ZHL IETF RFC 2136 H5E X
(K751 o
FreaZ wil

RGBT EEEN CAUEH, LIRIFHMLRE IIES, &0 DDNS & A, #r LUMRSS
PEOLR 0l s R AEGE T . TR AR I S AR T . IR R AR AR AR E P A B R
JALFE SSL BRESEE . 1E S LAL S G AT CA UET,

Fg &, R RS E > DDNS BR S5 H2
WREEN T “RGgwE” wmH, N s HaH ) DDNS BR55 (DDNS Service).

1Z UL 7k DDNS B iA 53R, SRRSO R B0, s e le 4 (FQDN), LUK
DNS IR 4528 K FQDN IP Hiuhik 5 g4 S AR o 8 m] DLA T4 H M BRSO & e /R
TAE.

PUTLLF AL
. FOIEENA DNS B 77, % + 581 E DDNS BR % 4.
o PRI 0N A DNS 7, % dihior gt s (@).

SRR, T AT ER R E R (©).

HYR3 AL E A DNS 55wt

© BIR - RS HIA IR
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mE#750Ns [

* Web KAVE i - MR 54511 DDNS RSG5 0 S FRIG OO B B B s i 287 . BRIAHEHI PR B
ot (IPv4 1 IPv6) o #EATLAEET | Pv4 ik, |Pv4 F0—4 IPv6 Hitlk. —4 IPv6 Hilit. EFG
I PV6 it .

XFT 1PV Hihk, 1EE R LA LI
o AT Rl . AN BT A HL B B
o T WAL RVFEON AN ORCE — N IPve Mul, DIbAEsciEkrp, AT H—AN IPv6
s L3 | 8
* BRSBTS - P B AL B B4 DNS SRS R A rs o 4 mT LMIEFH DL R RSS2 A7
* No-IP - No-IP DDNS e 45$#2 £ 7, https://www.noip.com/.
* #1175 DNS- Oracle Dynamic DNS %5 #2{}L#, https://account.dyn.com/.

* Google - Google Domains k55421, https:/domains.google.com.

* BEX URL - AL Al DDNS 55 Pt o 0K 5 2241 Web URL ‘v BE i A e $2 41 i
P ) URL CRLFEH] - 24 F1%h5) . DDNS JIr 45 Wi 5¥ https:/help.dyn.com/remote-access-api/
TR AR AE .

* P&, B CIEAE L URL J5%) - KiAZ)Z DNS BTN 240 F AR iR 55 3R A1 7 5 _EoE X
IR 2 A .

R
s P AAREE T, WARCUS @M P, BN SIS A 7 AT
© HHAROS KL @ THF, BOVESHBAER TR H—A 2 @ ZRTRAEAT : 7
PR A B — 20
* WebURL (HE X URL L) - WnRE#E A CURLAE A RS 3204L0, % A& 13 & DNS
JIe55#) URL. URL AR HILL R, BRI 511 A7 4F
http(s)://username:password@provider-domain/xyz?hostname=<h>&myip=<a>

https://username:password@domain-provider/xyz?hostname=%3Ch%3E&myip=%3Ca%3E

 EOMTLREWA - EFILRSRAE R P ZE T B DNS i # 0, REMASMNMEORTES
FRigH44 . 5140, interface.example.com. 052 F LT Rl

 HBEIES R E MY BE OR300

o IMAREEER DL TR BM: 4H. BVI/EtherChannel 88 H 7. VLAN. JERIBEER: O
(VTI),

* Hfg/E—> DDNS S5 7 vE ik an e M 1o nT LA FE N AL [7]— DDNS BB S i
FIR 55 AR IR AT #2140
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B ==ons

* EHERR - KX BN DNS BB . BRIAME D SRR, S S 1110 1P btk S8 8ot 5 3% BEfT
i, LR RE R SXNER . ERERMEEHNBE S, @ IR E AR R A
()N 3 AR — TR A8 T o

T4 fEHE (0OK).

fic &= DNS

4% R 48 (DNS) Ik 45 25 F AR ENLA b 21 1P Hudik . DNS IR 4545 (R0 B 70 4 2R 48 B0 5 W TR AT
I HAK LM 5525 K N T T B AN B 1o 4T DAFEBE B 58 B R HEEAT O, JFoxl ot A e B
AT S ) — 2R 55 2%

/b, DAINEE A PR LS DNS. W AR L LT FQDN U5 [l 4 il R0, BRARELE CLI iy
A (n ping) FAE AL, IBA B E FEh 2 O HL S DNS.

DNS [ E A P58 % BEE DNS 41, ARG FRCE DNS.
DLUR B PR A 4 T Xk FE .

BcE DNS 2R

DNS 21 5¢ S DNS k45 83 51 R AR LA SCIe S PE o 48nT DAZE S BEARUEE 82 10 L s ke & DNS. 75
HAFF DNS IR&5-#8K 52 PR e 842 (FQDN) fi##T  IP Huhk, 140 www.example.com.

SEMBLRBEE A, BT D BN R GUE LK LLT DNS 41

* CiscoUmbrellaDNSServerGroup - 41 (045 R} Umbrella IT#5AC DNS JIk 5545 1) 1P Hidik, 40 A&
TEWIAABCE A5 T IX R 55 2%, LA e R S ME—2H o B8 Jovk BT ikt 20 v 1) 44 Bk el
M2 as a2, AR n] LA g A P

* CustomDNSServerGroup - WA EATEV #5 B E A B Umbrella IR 554%, R GUEATH 1)1k 55
PHVL AN . 8 nT DA 4 20 b AT JE

TR EFHIR, K5 HR LS DNSH.
T2 PATLL TR

o QAL i RN (B e
o BEGRERAL, AL g b (D).

SR RSO S, h R k EL (O).
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S 3 E LR
o ZFR - DNS R IRAH KL TR 158 DefaultDNS & #k: AHEH 1% &K
* DNSIP i - % A\ DNS AR5 281 IP Hudik. AididRins —4 DNSIP #uib i & 2 Mk S5 45 . N
AR 45 S, 3% kA (O,

SRR AILIET: AR EAL AL I E RS a%, AT 24 DRI R I 55 2 oA 1w I
AL S5 a5 . B T UANCE 6 MRSE. (2, %N B3Ry 6 MRS &
BB ORI AT IR 3 AR S5 4% -

o W EZIR - BRI M AL A, U example.com. SIS BN INBIAESE 4R E R ENLA,
#1140 serverA 1M A~ sz serverA.example.com. ZFAINARERIT 63 7455 LU H S O 4.

* EiRE - RGN, HiK DNS kg5 a3y R AT 0 A 10 Pz fa]. BRI
A 20 BEBCEDGE T Ha 12 1 AL ) DNS 41,

* #BEY - 240> DNS RS as 2 i SRR A B, AT 1 A 30 Mz fe]e BRIMEN 2 #b . BRK
ARG HE ARSI, BN HBCEAAGE T BB 0 LA AT DNS 41,

T4 JEE (OK).

AHFRENEERREEE DNS
B4 R4t (DNS) H g a4 Kok =ML AN ) 1P Huhik . A7 P R0 T AN RIS R LK) DNS Jeds 45 1%
P HEE U AR IR B . B R AR R 20T DNS £ 4R FQDN HIAEMRSs, fin
D Rl RN ATIZ RE VS ) VPN 5 BRI R G55 B 1 O AL, o1 R eVl AN ol e
B

WEARAEH] CLI 222¢ 10 2, WIAERT G R SERC ELIIA], O B B DNS feds & . I m] LAE B BlLAS %
Hepr) T rh B EHE A B DNS 55 45 WIAE A LA R R S DNS R 55 e BRIA R E .

f&3E W] LAFE CLI Hid ] configure network dns servers Fl configure network dns searchdomains iy
SHM DNS PR o i SR A B U AR A ) DNS 41, 40K 03T, HOPr il sE et &7~ —A
e VA ESI e/ JE R

N T 5 DNS 55 S A5 RO IEAR 1, WD fl A8 T % eh gk, (LA TR it ph e Ik -85
DNS [ 0. AAXREAER, WS 8 a0 .

W R TCVEREAT DNS i, 16204
* AL DNS [l ey . 55 19 1T

o N PR T HER: DNS s

FiaZ /i
* MR O DNS Ikg#84l. ARUH, 1ESRECE DNS 4, 5 16 1.
o B SR B A8 A FLAT I 2 P AR A I T ek B AR B ok U7 ) DNS R4S 2% .
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$£B1 518 & (Device), RJh S RHIEE (System Settings) > DNS R 5528 (DNS Server) #54%.
MR AN T RGIRE (System Settings) v, Wi 1) DNS BR %588 (DNS Server).,

PR 2 AEIFEREONE DNS.
a) FERTAE SR FS A DNS #rdk. JX ek 2 s B F 1R i th k.
WEVER, 7EH LS H DNS A4k S T A 4RI ORI . B8 IR 2848 % el A vkt
PR
o AR ORIEBATRATHEE D - TR B R A 5080 I e 32

© CHEFR I, (HAESE I O s HL & - fEfRE 820 L) DNS Sk B
A k.

© CHERR I, JF G T BRR Dol B L AR O - AE4R e 1 A ] DNS # k. e
AR AR, WARARIRB R dr, PR B R i g

o DR T IR O s BT R O - AR B BT R OB S ] DNS Ak e U A
L i A

b) EFEE AEEURRE D AT RS 2% ) DNS4R. a4 W AAEAE, % Al 83 #7H0 DNS 4R
(Create New DNS Group) . RIGIEEA] . Wi R ARE H - A B B 1 AT 204k, 1HER T,
c) (W[ik. ) WIRAEVT M #EHI N H 4 H FQDN M4 x4, fid's FQDN DNSIZE .
AU fEHT FQDN X G Al HIX SE1E T,  ATAr] HASE I (K] DNS A b #1545 206 1% L 1k I
* 28T A - Kf FQDN BI85 G AdAT Jy IP Mok i#S v R A, BAOr b BT o ANCAE DT Tl 358 51 51
W& R AE ] FQDN X, fRMTIX S5 . TF I 28 v B AT 2 1A i B KN IA] ;. DNS 45 H
FIAEAFI ) (TTL) {E B H T80 52 S8 1P shhb AT s e], Rk, @ 5 FQDN A% nT
e KT W, BRIAEE N 240 (4 NN o YEEIN 1 5 65535 205t
« THA - DNS - Hidk i (HE, #EH M DNS BR4-283015 1 TTL) f5, M DNS &k mBRi%
2 BTSSRI o0, MERSc B ESR E R gn e, A Z IR 38 hn s 2% b1 Aab PR A2
A A 22 DNS 45 H of DU HER R TTL (A 3 8D, T LA e A v B Sz b b4 K
TTL. BROAEN 1% (BI, TTL &G 12040, SWMBEH) - WEHEN 1 & 65535 %
i,

d) mifRTF (Save). BOLUIHEERCE, 58SV HI B B4

$IR3 AEBREOME DNS.
a) JEPRE AR FRRE O LA RO AR S5 25 DNS ¢, W R4l MANIEAE, 15 4613 #i8 DNS 4R
(Create New DNS Group) 37 HI1 8154 .
b) AUTHRTE (Save). WAZ0HE B LA BB B DNS g5 -
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= A DNS (2] # & B HE R

DAZHU A BRI ARCH 42 11 PR C B DNS IR 454 o SR D pedl ek ax oy 284 b iy Hovh — 283 11, A2
XL, TR . AT, S8 E D RERHAT AN E AR AT 5, BARIGR T an el 46 i D g
%4, ping hostname 1 ping inter faceinterface _name hostname fiiy 4 i ] £t 42 1 DNS IR 45 28 fif 132k
4, 1M ping system hostname 418 & BE4% 11 DNS IR45 %8 12X 48 0 DU I 45 e 32 VRN % dh 22 0
IR

HeBR F AL B B, il X — .

A ORHFERE BEH: 1 DNS #1015 8, 5378 2 0 8 B B4 LT HERR DNS b

K& IH 2 R
UIRARASBAT KA A b, T Z LR bR s

© BUERUR T OO0 BUNEGE 3% 1 N0 S DNS IRST 4. A TERE 1, R ] “ARf” B
o PCHIEAER SR 1 | S DNS I, A WIRfFR e M.

o BTGV A P 1 s B L F % 115 ) DNS IR g5 ds o An SRS T BIEZ 11, T DR 3% 1 2
HPEHIME—RZ

* PT ping BEAE, DAISAUFJE S 0] U5 051> DNS JIR55#% 1 1P Hiuhik. A H system F1 interface S
FIRFF B W R ping FAEA KT, A A G FHAS B FHORI YOG . 15mT R T B R4S i
InERA K

o U0 ping AR, (HIRA RN, ER AT ) B . IO AE A TR AE R AR 55 B K%
[1f¥) DNS it & (UDP/53). Mt il GE#; RS DNS HR4sds < [ 2% BHE, PR T Re 75
B AN A () DNS IR 55 2% o

* WK ping FAFI) . Brdisee, JF HUi Rt AR AESE Prfe, 7575 18 DNS e d5 4% 2 1547
£ FQDN MRS, 0] BErs ZALHIAN A (55 4% o

R RS

WAREAT T IR, ABZFRI TP b A & o util, nTREAELESEAF nl {1 [m] RO M) i T 4080
B DIRE, a5 )42 N A48 T 1K) FQDN R 26500 52

R MAT A H P 3R DNS 15 B AR ZEAE . TR, R CIEARZE A &k,
WHR A ZE A7 DA %45 B, WPEAR 142 Bt 1P il o 0 A 98 47 JC VAR T i% i 5k, )% DNS #F
WK% DNS HR55#8. WA DNS Hegs dpmin sk, WA sy TP kb5 AR Y (1) 144 — il A7
BAEAHZE A7

RN A — AL A, %48 B DNS iR45 %02 T A sh WA 2. 1bAh, RGa hiim ¥
BN A FH Y FQDN sE R iZA . 20, RESTEBRMN R RSN, &4 /N—
YO WH, AL AT 1% 45 H I AEAE I AR, 38 Ik A

i show dns-hosts il show dns fiy &K AT A ZE A7 . W1 FQDN [ IP Huhb451%, wILMEH dns
update [host hostname] iy 2 5 il R G5 S o WERLEEH by 2 3BcF $5 2 F0L, RESRIBET
HENA
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B =sssxns

A U] clear dns[host fgdn] AT clear dns-hosts cache fir 4 5 22 47 45 &

BB ENA

AL B EHLA
A LLLE CLI Hfd ] configure network hostname fir 4 3 i EAL4

A

+ ==

AR WMREROERB ARG T4, B TR e TR ], BRI R0 A B

] o S PR B B

il

LB IR E, RN RGRE > A
WRCENT “RERE” mt, NS HXP I EN 2 (Hostname)

T2 M NH LA .

T3 AR EF.
AL SRR SLE N PP R R . (HE, IR S A SE T, LA T R Seit s
HAL HIAR R ) 48 B

[ == A S AT\
fic & Y 2& B 18] 17118 (NTP)
DAZFC B A 2% I ) IR (NTP) AR 45w A fEAE R 40 L R NTP ARSS #s - W)U 22 40 B0 0 1) i
R T LU FH AR 20 BRRE e JE-A T B 5. WUR IS TEILIE BB NTP, W5 3 NTP #hbEHE:

BN e 44 SZRE NTPv4.

“
X} Firepower 4100/9300, 12715 ¥+ FIAR X E NTP. 11 FXOS ¢ & NTP.

iR

BB SHRE, ARG RFRE > FERFZ .
WROAAE “REWHE” (System Settings) G, W HF sy H (1) BF[E1 AR 5% (Time Services) !

.
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me et iy 1sa s000) [l

HIR2 {ENTP BB ARS8, SeFR AT 48 11 A A 1] R 45 2 s et JELRR s 1) R 25 2% o
* BIA NTP BB AR 5588 - n ALk FRRt i, k45484323 Won T NTP [ IR5548 4 7K
* AP EXHI NTP BR$88 - 0 Ak Rk, W4 A ZEATHI IR NTP R 454 1 56 4 B e 1 44 B
IPv4 o IPv6 Hutik. 5140 ntpl.example.com B¢ 10.100.10.10. #Z% 1] LLA I 3 4> NTP IRk 45 %%

TIE3 LR TF (Save).

fic & #5 7 B (8] 171 (ISA 3000)

FERGIS TR (PTP) s — Rl (] [R5 B30, A A0 o 1) W 46 o ()20 8 B B 35 R I o K48
BEAG IR B e AT AN R EEANRRUE P o M SCT D VIR MR ) R S Beit, 1 Hosd & 1
TR SGE, DA AT B> (K17 58 A AR BT -

PTP RGUE— DA B RS, A5 PTP B MR PTP W& M4l & . PTP o (5 & W #h
G BRE I Bl 3 PTP WA 8 M ZR AT AL e o A FLAd A B 18 2%

AL LOBE BB Ve AT B I . B A B AN HL B S PTP W8 RIS B A
BRG] PTP BROAIC & SC:, an PTP W4 LA s S

FCE PTP LI, 2O B I B s e Mg . Nk, nTUARCE 2 A PTP IR, SRR
AN PTP e 2 Be BN 58 B AL PTP I 4
FHIEZ Al

i 52 et AR ¥ PTP Il EC B (R 5 3 4h, 1€ 2R 40wl TRl MR 245 1) BIA B+ () PTP I
B

LAR & PTP Ji & v -
o WkIhAEAE A ISA 3000 % AT .
o JARFPTP {74 4% PTP i B
* PTP (A T IPv4 (4%, ANA[ T IPv6 %5,

o WYBRLIOK W B B2 I SCFE PTP L EE, o8 e i i 4lie & WA AL e it - SR 0. 730,
Etherchannel 3% 17, #F4% BRI O (BVI) 8T A HoAD B R AN R b hiA .

o BRunAE D L HAEE XA PTP BL'E, WISZEE VLAN F4: 10 L/ PTP i

o DA AR AR PTP Bl ALl il 3645 . PTP Jit & i UDP H #xiitg 1 319 A1 320 DL A H bx IP Hbhik
224.0.1.129 briH, DRI oV O BB RO AR AT s i) 2 S0 DU 440 I A5 285

o Y PTPHIE EER e O 2 [, a2 8 #ikd, - H8MEZONIA224.0.1.129
IGMP 2 MZHREZH . 24 PTP s e [R— MM h v O 2 )R sh i, BTG5 8 FH ARG i A
il & IGMP 4.
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FHE KAF [ ) PTP 042 D I &
BROABCE R A B VS TR — AW, (EmT DU AR ISRz o DA 200 e 2 11 4 1455 i 4%
TR ML B, BRI T4 3% IGMP 41117 5 3 P R s 53 6 2 HEAT A ) (R i 5
DA N AR 20 SR 21 A i e WG 2 1 AR AL Bl 03 o A A 8500 PTP B IR 10 A 5l AT AL ol 3 o
a) Mg >EOVTNEEMREEA.
b) FEFIRKPEHRAMNEE LD, JiEkd “BixC” F). %2 BridgeGroupMember, JIE I J& TP

2 NSRS L.

P2 NHRE, RE R RFRE > FTE RS R .

W CEERFIKE (System Settings) T, W FF 5 H &4 (1) BT 8] BR % (Time Services) BT

$IE3 NLE PTP -
YRS - AEMS ) PTP B4 RACE M4, JaHh0-255. 76 Al h B2 it At Gk 5 1E
WA — AR, ANERATATAT PTP AL EE,
* BHhiE -5 EndToEndTransparent. % L BEIG 4 1E A PTP i3 B ez 4T
i, WALk R, (HIXAEA S AREE PTP I 50U A . $kg 5 45k 2% . PTP %
P E0 L T ALRR I 1 i T W % . X2 BRI PTP it &
o« FEO - BT RS TIEREE M T PTP I BT A8 0 . AX/EXE64: 0 15 PTP.

FE4 LR
WIS WL FE K i 1 (RIEATAEMM ARG, WFEEAE ] FlexConfig i3 H 4 1 %
B, R % e DI IE#1 IGMP 4.
QTR T R A VRS UMY R L, AN SE O P 3R . A S MR 4R 53 1 IGMP,
D)2 R 5 2 W o
a) HRE>SREEV N HEERE.
b) fE “mEHEE” HEP KK A FlexConfig > FlexConfig 315 .
c) DiFE F 2 Rk % R RN O B H B2 G IGMP I T it IR0 5
DL B R AR . AEAZRBIH, GigabitEthernet1/2 &84 Hoh J3 ] PTP (1) AN % 4%
Flo AR 75 2200 e R A Rk, I BRI 2 A% thiz 1, AR HoAth 42 11 H & inter face
Hligmp 4.

igmp i 2K SN 224.0.1.129 IGMP 41, TCie M2 otk dnfe], TR 2 7 452 1R DE A TP bk

multicast-routing
interface GigabitEthernetl/2
igmp join-group 224.0.1.129

O B G R Frss :
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no multicast-routing
interface GigabitEthernetl/2
no igmp join-group 224.0.1.129

d) AEHZEYH FlexConfig SRRB&, KUt 448 N2 FlexConfig 5REEH, X5 M EHRTF.

G UE T P A8 77 2 s o0 B P K T i 2

T—% it a

BT NE, BT LLURAE PTP B8 . F WA R LAY CLI #5458k SSH szl & &ifdh, K%
Filt show ptp fir4. i1, ALY GigabitEthernet]/2 Fe & T H 158 10 £ PTP, W4t A 28 w] Rt
THR:

> show ptp clock
PTP CLOCK INFO
PTP Device Type: End to End Transparent Clock
Operation mode: One Step
Clock Identity: 34:62:88:FF:FE:1:73:81
Clock Domain: 10
Number of PTP ports: 4
> show ptp port
PTP PORT DATASET: GigabitEthernetl/1
Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1
PTP version: 2
Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4
Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4

PTP version: 2
Port state: Disabled

fic & 53 %1% A HTTP (32

WARAR GBI Z [0 BT HAGESE, WTUONE B OBEE HTTP AR, X5, RGURZAHH T
AT BNER:, Wih W B BEy I LLLON T 30 178 580 i AR ZE B BB ST IR #2

fa538 ] U A configure network http-proxy fiv 275 EPrBifil CLI Hfc'E HTTP QL
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T g, RA A hRFIRE > HTTP REBHEL.

MR AN T RGIRE (System Settings) viffi, HFEadHFEHH HTTP X3 (HTTP Proxy)

P2 sl s FAREE, SRS AR
* HTTP IR - AU R4 2510 1P Hudil .
o SO - BCE MU HTTP 352 A A TR 4% Bt 1155
s FRKESHIE - QRIS AACE N T A IEERAT Sy iE, TR RRILIE . A Ak
PRI, IO TN AR RSS2 R RS

T3 mdRTTE, RJEHIARET
P CE e SE RN Y o AN B AN
HI SR R G U BER T 3, IR KRB B B AR I RE . TS5 R LMo USSR
o8 R I B A B R K

f & =PRSS
B DIV EM = g, DT ST S A, #1 CDO. Cisco B R FT Cisco Success

Networko
EnPEME, ZIHRE B RR AR AR, PLUEF M58 BTl FH K - 42 75

P11 miRE, NG RRIRE > sREHE.
WROSH T RGIZE (System Settings) T, R 5 HE P =ARS (Cloud Services).
R B AN, St BonE AR S RN T RS, SSRGS S H AR A
P

FIR2 SR s (EPHE BT SN2 RSSO R ISR EELL N kI —:

* RE/CDO M - A LI LR 5k —
* N COOB#iFEMIA (UMK Firepower 1000+ Cisco Secure Firewall 31000 . %] LAi A H
BEMNIA R IR M 2] . 1558, # 2 CDO, M E&RITFA Sk s. KRG, K
FAE R, WP BRI R SN . BRI AR B ESRIN A S . X T FXOS,
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sl LAk N FXOS CLI 1% /1] show chassis detail fir 2 # & Fric i “Serial (SN)” 1) IE#HF
Y5, W, BUBBIE fr4 show serial-number $RAEA [ FEA S, AEUH T CDO
Wt WE7VEER T-CDO I = AT & B0y L CDO H AR50 v % B B a2

Fl 2 1 £ AR AR ST T O A0 A o 20 il 7 1 25 TR AT FH P o

sk CDO B HA 22 4K P F 4 e WE s 8 . SRR R Il iR, %% = AR %5 X35 (Cloud
Services Region) kil E AR5 4R (Registration Key). 7 5AGEH T CDO 4L 4 %
P, 475 CDO I EAAHEF AL, ST WA R V)R] &L of
CDO,

FE 2 £ B A AR UUE F T O A0 A U 2 b B B v 25 IR F P o
B, AT LS B RLBG #1822 F1 Cisco Success Network . ERINTEIL R, iX4BIhfE At
TEHRE.
* BREVFAIE- (UCUIEAMEH] CDOW . ) rithiBE L 2] “4HEVFR]” (Smart Licensing) U2 [ H-F
M CSSM. VEMN CSSM J&, W&t = kg
Pt
W AE OO IS5 R BT, W AU REVF nTE T e 75 B —Le AU R, FEIXRME UL,
PP A BRS (X1 (Cloud Services Region), X fili Eff (Register). [ 200t M5
(Accept).

PRI M ARG, BT DR 7 25 B D g . T2 LR 32
* JAHEEER CDO (fE 40 e i g O
* % H:3 Cisco Success Network , £ 26 71
s B RE R RS, 27 I

© BUHTEM 2 R55 . 5 28 1T

JEFEZER CDO0 (R 4R & E IR AR AETL)
N

AR ARHOGEM T CDO HIfE s A BB, A T 222 A A B

WA CDO AL FIVENF S PIEN T 2 lRk5s (R E 2 kS5, o5 24 nibHERE) , M 21 CDO
VEM . RS, T DUORR R it ZEAA T sl B o R .
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. 4% Cisco Success Network

Up R A REVE PDRE A E M B 2 RS, WIAE R T CDO I 2x BLIRIE: et ANax loRdE CDO 35 i
e HREUEUE S A RS B B s MM () R RS R kB E M Z AR S . U A
Jeis AN CDO BRI R, AR5 (8 T4 ORI 1) 22 4K P OB, IlE & k55, 4 24 0

}Eﬁj\jic

HRZEHFHEZEE, S0 CDO ) (http://www.cisco.com/go/cdo) B ) 145 i 2889 7 5l A
VEAKFE

FIAZHI

AP R SR R v w] P, DU 2 M s A v ] PR R AR T P £ e 2o

P &, R AGERREE > chREHE.
WMRCOAEMT “RERE” (System Settings) W, N7 fd HxXH I ZRSS (Cloud Services).

P2 riidi CDO Uifelt) IR FA/ZEF 4, AR AR 2 S

% 3% Cisco Success Network
AN, FEdE 215 B A5 Cisco Success Network 2 [A] 3% . i S FENHA %% -

i3 7 ] Cisco Success Network, 1] LA JBHZ A FIE EAMZTTHE . 200 R 3R BRSO
PREE WU R, JURNE A At RSP RAM T Zh g, DMERRENS 75 M 2%
R dh OB

JA SR, WAkt B MR A A e ia ik, DU IR e T LL2 5 R S LA IR g5 (il nBeR
SCRFIRSS . A EAMBERS) « BABACR BN SO e S e R . A RN B S W ITIE R
M S, TESHBOHEN = %5 . 56 28 1.

MK 45 G, ATLASE X Cisco Success Network 1% B o

)

AR ARG RUROAEHE, AR PR S Bon— BRE R

FIAZ Al

L) H Cisco Success Network, W40 [n] 2y EM 525 . BHEM A, 15T Cisco F BB B4y (1F
“RIEeVFA]” (Smart Licensing) B 1) yEMHZ %, fEEMEREP LS “Cisco Success Network”

B, B I A ENHE ST CDO ATV (LR CDO Hr & g e £ B FLas i) o
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\)

R R R A A ) 5 % 4% 3 T Cisco Success Network, 4370 £ ¥4 R % &R

ST AR E, REAERFRE > RS,

WRCENT “KRAEWRE” (System Settings) JUTH, T miidi HX = ARS (Cloud Services).
PR 2 i Cisco Success Network Th BB F/ZRREMF, T LIS F 2 ik

A LUR TR ARBUR R, A RKIEG RN B,

JA PRSI, 9 B B e (M 1 R AR =

BEHRZXZERRE
L PR 2 B 256 B8 SR 25 TP WS B 0, AR o WA 2
RT3 A T3 50

= LHEAE R G ESOR M F . W E R RSN, s R8s, DU IR IS A 2ok AR
S RIER & CX IRV ARSI o W c, XS T HNE RIS, B
TN S AEAT T AT R, AN BRI e i) T il

* CDO "2 4o WA H A0 s TR ) AR B A7 i ek

o S N T AL SE OE R g, I TE R B A R PO R B 2. IR, R
M e ae Rt e g irr.

FIaZH

WIS 1) s IR STTENRE, ARG A e iE FH IR S5 o

7EE E M X 3 https://visibility.amp.cisco.com/, {ENK X @I https://visibility.eu.amp.cisco.com,
PLKAE APIC HuX JB I https://visibility.apjc.amp.cisco.com RJ PLER: 5 BN . 45 0] LALE YouTube
MBS (hitp://cs.co/CTRvideos), T N H AT B EFIL AL . ARTHEAER, WHSH
https://www.cisco.com/c/en/us/support/security/defense-center/
products-installation-and-configuration-guides-list.html 4§24 [¥) Cisco Secure Firewall Threat Defense £l

SecureX &P Y. £E B R B -

ST milig®, AR AERFRE > RS
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B weimzms

WHREBEN T “REWE” (System Settings) G, H 5 s HaH M= BRSS (Cloud Services).

T2 A TREHREERR RN B R/ZAREN, TR 2 i i
PI3 AEEZME N, RESRREEPFRERIERN . W5, BT Ll ik ST 5 £ 554 1
mig Ll OX SEIE I, TR AOR I EAR AU MR RE -

o XHAEERA - IEH TR U il P2 S (A Ao SC A SRS o
o NR - 380 TAEAR A5 42 AL F P PR AR ) A AR S

o EHE -G T ORI H SRR Ur R . PRIk IS, e T LA P AR T AT I R
i, B UROR R SOE S M SOER R IR RN . SO B R A
RIERANG, B ULAC % 4 BEFHLLL SRS I AR G o

BGHIEM = RRSS
R ASFEAR PR 2545 0T IO 25 PGP 5 S MR 25 R o s B

by AL B e 2 I RO M o WSR TG B e IR 55 DX, S SR IDGHTE AT, R A6 FEBE A I
XAk

A PR 3o A 2 DGR A 2 5 i 4 REVE P M

ST Lg%, REAGERGEE > TREH.

IR CAA T “REWE" (System Settings) G, H 77 s Hx P )= BRS (Cloud Services).
S 2 N () PR R B RS .
SIB3 [ I B AR

C i R 2 iRk 55 #8% A 345, JF BLEOR JCI 0 X e 55« (HBAE 22 Bomit M = i AF,
] A M -

& e R R & 57 1

JE P P 4 5 A ] AR DI o i RO R (IR 4 7 S A G DUE R IXSRAE B AR I BT A2
GUIHT BRI TA] S SUBASARAS s WA B ML e 5 vl 3 B SE R e D e AR,
T B RHSCE ™ o BT A DU 35 0 B 2 B, AN S AR U

BRAJE IR 25534

B 7suE



| zzigE
wE uRLEgiam ]

T HER&E (Device), ARG mdi RFEIKE (System Settings) > M L& 24 (Web Analytics) &% .
WERCEN T “RERE” wmmt, NS HET M5 (Web Analytics).

SR 2 SRS (Web Analytics) Zhig /3 /2 (Enable/Disable) ¥ 44, M 7 2 5 S o

AL & URL i3 & 1EIR

RGN BRI RS 2 AR BE(CST) (BR] Talos % RE/NH (Talos)) 3RHL URL 85I FIME 28085 72, X ubpy
TR TP S B 26 T TR AR G ] A B ) sl A 2 AR AN URL. 42003 A URL 38 VFAIIE, A REW
IS P I I

T IR E, RGN RGIZE > URL SEE IR .
WROAA T “RGWE” (System Settings) G, HFFK ST H s 1 URL S EE EIT (URL
Filtering Preferences)
IR 2 fio'E LRI
s BREEH - RVTFRA AN AR N ECE B URL £, XS5 A F6 200 R 25 8
RGRE30 R A — T, A R — k. BOA S . WG ki
KET,  Hf ELAEAE S ARG 25k ug,  us e WS i Sh e LARTS 8T 7 URL %dh
« URL Zif15E- B3R URL [R5 25 (1) A e
* Local DatabaseOnly- {{7E A i URL it i85 2 b A RIS HIAE 25 . W4T ITRCIT, URL
BB 28, WA, WETRERZRIBR S, Rl fE A IR ks 248 L,
It URL ik 8504 PEAse /I
« AKHbEIEEERN Cisco - IX S HEAA IR T, U A B e b A DT eI, )2 A if) R
DUIRECSE B (R M5 245 B W St 2 ma i, WP TSR E . A, s
VCHCT, URL KEBEHOE 2K, BEEE.
* {X Cisco &- 4i#&1n] Cisco 2 A i AME 2645 B 152 A URL il 2 .
« URL 4 72RF/E (kxR0 URL Z5if) Cisco CSI AT D - 4558 URL 2 I A5 25 A $R A8 1)
GATRT ] EAFIF I BARS, N —A> URL Ui ) 2538064 S 208 MR 0IME B 4. SA s ) &

PR BRI URL 108, 8K [N ) 2025 A0 40 URL 5K S 0F 260, 10T LUK TTL %8 W
2. 4. 8. 12. 245?‘48 /J\[:]TJ“ —‘}%Ezj‘j\z: (gjﬁﬁ\) .
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TR 3 LT LR 75 2EE URL B33,

TR LU AR € URL HOZRAME 2 . /EFFRE R URL e A\ URL, )5 niigiiE. Raafi i
e AN AT B SR . SR BN 0 R A FE L, 3 GRS URL 2R Sl i, K
PR AL

R4 LHRTF (Save).

MR FETESR V)2 EEH0 5 CDO

UREEN BB PR BEAT U030, SmT LUK B s 180 LA G B B 4 B L B CDO AT B

\}

AR CDOR LU Z A2 e B Pk A B B B 0 BE#6 . CDO i AL BE A A BE AR DO RE LG T 2
AT B U B AT e RE R DGE T A AT A B R

AT B B IT A EERL/CDO BN, FERSUIHE] A B 0/CDO BEAT A PRIN, R PR
P ANE BLAS VS R BEEAL, 2 DR AE Wi i Bl P e I T A LG L. TR, AR B LARER
NBCE VR, FIs 3 S o2 A X o AT J S A CLI D A8 BE L/ CDOAT W 4R B B I
ACOR B A BLER VMV B AR S ) BB (o, AR BB N B R ED .

DI P AO/CDOJE, SRR IR AT Be A BE A 7 B B B A BE%

FHIa Z Al

SRR KRS CORCE A T M, 2R S A B A RS (AT AED R configure
high-availability disable 4 W o] HPERCE . HARE O, N B4 s ] A2 o

SR WCREAG B KEE T 2SR RERCPHE PRSI ZIAE DI B 358 2 TG TE BT K s o 15 2 I X
T B
YOI M3 K it 2 R FRCRE AR VE RTUE A BIAT D REVE FTE o WERANIBGHTE BT Kb, XL VF AT TERE PR
oy iy R B ER G h BT O o

$HIE2 (WEERE MEESHED., ESHREE RO,

T RETT B O B IO, R AT A A e 0 ) B o R A P B B M
MU BERE 1, A0 HOR R B o2 AR

o M BEES VT 1) (R e 12 1 - B LA 2B0RE X G i B Bt e BRSO R, BRI
DHCP #C 1P HuhE AR ¢, L85G M DHCP I ¢ (i, 38 B R ez e e 31 1Y
20, WMSCR RV ER R O, JF HETCH AT AT E . R & DHCP #2408 1 MK,
) 5 AR T S TP BRI B B 1, R S B B e

=y
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| zzigE
W s g scoo [l

o MIFE B VT 1) (K06 R 10 - dp R G B S TP Ml TS OR D3 REBROA I B B E— MY
Ko MAEEHR L L o WEREAL ] DHCP, WIEHEATEMNCE, A2 & 22l )\ DHCP 3k
P

$IB 3 Uk 18 % (Device) > REIRE (System Settings) > &£ FETE (Central Management), 4R )5 A4kt

(Proceed) DA H & FHL/CDO & HL,
$I24 il B EIEHO/CDO EFHER.
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B 1: 32 FL/CD0 EARIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) W TEHHEZEEDO/CDO EMAS IPHE? , WG e UL 1P Hodik sk F 414215 ) 5 3
LM/CDO, i 2, R & Hh.0CDO £ T NAT 2 Ja i A A3t P Mk sk EHL4, i st
.

B 7suE
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b)

d)

W s g scoo [l

WD — A g% CEFBEFLY/CDO B @ B 325 HATn i ml (1) 1P dhht, A REAEM A&
£ 2 [AIEENT XL TLS-1.3 125 (1) A 3 .

TR R (Yes), N NETEAF(/CDO EH&ZEL |P Hbilk.
15 EEE P L/CDO SEMELA.

VR PR BN — UCPETE M AE ,  i 0 546 I B B 0/CDO R M
EPURIEIL 37 74T, AT OIS (A-2Z, a-2. 0-9) MEFH (), HID ]
F T4 £ WA A 8] 4 2 0/CDO,

¥ NAT ID.

U ID IR PRI ME—— TR R, IR TR EE B O/CDO LR e .. AL —&
W BgE TP Huhl, WL B, (H SR BIEAE SN W 6 45 16 TP Ml i, 4598 & NAT

ID. NAT ID AMFHRE 37 NMEFF. ARF AR ERET (A-Z. a-2z. 0-9) FEEFRF ().

It ID ANRE I TBAT A oAl 5 4533 W 21 4% B Hh0/CDO. NAT ID 5 IP Huhik &5 S48 1, T 3030F
BT R A IEHIR %4 SN TP Hihl/NAT ID #EAT 5 Gy AE 5, A SRy,

PS5 N EREE.

a)

b)

<)

}85E FTD £H%&.
T SRS B D B T & IR A0 /CDO i EED Vi), Ik FQDN # Tz,
15 DNS RS 384H.

EPEIA Al — AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, FLH 5
OpenDNS JIk 5545 -

WS 2 TR eh 0 /CDO i (848 O E FR B e 1, I e B4 W B Bi 42 11 DNS lRgsas. i
FH 222 1) 3 150 B 10 B DNS IR 45 a8 FH T4 BV = . £5dis DNS JIR45-28 T DDNS (iR B icE)
BIE TR e A Tkng . IS RS I B T HLI A ] DNS RSS2 41,  DRA A BRI it
T I AR 4 1 213k DNS RS 28

LE B BRFRL/CDO L, #did 1 DNS RS s AE 8/ Fe s b BB A 110576 B B SR e B . 24
T JBW 97 25 VAR N 2045 B huty/CDO, ASHB Y B B, I H DNS RS 28 A2 Vs in3F
BBCE R HIE, WIS T 6 15 SRS 2 e 25 0 7 DNS BC & 1) BB e es, Wi &
B A G E . FATE NS B E S B E ILEC K DNS & E, DUE & #Hu0/CDO Al
JE T A B D

AL, DUCUMTERIGA M R L DNS B4 4%, BHEIH.L/CDO A &R AN DNS A4 45
QY & ELy/CDO i alsE A VG M AR B, WL s ST HE DNS HRS45
Y& G L/CDOFRIIED, kS Ol E .

R B 7 A e A A 2 B L/ CDO G, AT LUK BRLER 10 BE cOh  BRL 1 0 A 2
Ho

P (k) WURBESE TR D, JF HAZE OARANIE 1, A7 B A R i
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Nil

38

BN, ERERM A RSB O B . USRI T AN D, AR
ez S AL E T . SRR T bR T, A T AR R R B T L/CDOZ BT AN
BERIASH. AR ESSEANEZER, ES RN E SR H.

WR P TR I, IO A TR E S MG BN ME— MG, ARG A REAE ML bR R4k Sk . 1S
[5e] P P A B 1

CAfie) SRR T HdEE O, 15 AR INEN7S DNS (DDNS) 7%
WU TP Huhik % A 484K, DDNS fififf & # vho0y/CDO w238 52 4 B & 1044 (FQDN) F Ja b B 481 ¥ 4%
Z R > RFIEE > DDNS BRI % 514 DNS.

I SRS ARG SO B3 AR e 2 V8 N 1 B AP L/CDOZ HITAC & DDNS, - Ui B 81 5 %22 A 314 Cisco %
fEAEAR CA TR AL P 228 CAVSINIESS, DA B A8 46l LASGIE JH - HTTPS J4:4% ) DDNS
IS5 ARAEFS o M BIs 8 SRR AR i Y DynDNS JZEF2 AP BV (¥ DDNS 45 2%
(https://help.dyn.com/remote-access-api/).

A A5 R 07 ) B B 2SI, ANSZHF DDNS.

R ERE (Connect)o SEAFIRES XSHGHE om0 8] 23 Fu0/CDORI 4 PR . ERTFEIEH0/CDO
SEMEE ARG, #3 & H.L/CDO, JERINGT k k.

G REEEGE D) e 2 A R0/CDO, B A BGEEM . S, EEREFEEESO/CDOEMIRE SR
IR B PR MRS 1. A IR, i R, OF BRSO R WA
PRI A S
WIRIEERTFEIRGO/CDO SE MR E D WG (R FrE S 3 WA 1A, 1R 2K A 2| 5 &2 40/CDO
RIS AE . BGWTIT 5 A BLES 5z

B 2 BThiEsE

Registration Status

<

Successfu

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

B 7suE
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M E18d> 3 CDO 3% 1% EIHS
ST DK 24 R A Hb 5 28 1 2 AT A A A B RO A B ) B B % B T B M AT i A T PR R R o

s AN BE AU )3 B A RS, IO TS T 2 A . R A B D 3 A4 B 2 T
TIPS B LS T L S BT L B R . WU W B RS DI B L, TES RN W
EHLES D) R AL 5 CDO, £ 30 T,

A

AR D)D) B S SR RARICE, PR ARRKEBOARCE . (R, L IP Hubl A BN R
Z_\‘/EO

HE1 £ EFH P, MI&E (Devices) > R & EIE (Device Management) T [ I B4 57 K 55 .

LI 2 fITH] SSH s & o I EHE) BUBI A CLL. W ARAEH SSH, H4TJTS B IP Hbht ¥4k, JHl
HY admin F 40 CoCRAT 7 B BAOARLBR AAE AT LA AT ) 5% gl il CLI.

P 4 i 1 ERIA ) FXOS CLI. {# 1 connect ftd fiy 2523 Jgip it CLI. SSH 231l H %15 g
JrBi4E CLI.

WHRTCFE R R 1P bk, AT P —
o W ORAE B B O B IE RIS AT IR 45
 BORN A B S50 T TP M RI OG . 48 configure network ipv4/ipvé manual i 4 .
P I WURE I ETAL T R N,
show manager s

Tl

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

PR A NPT E Mgy, SEATOE B
configure manager delete uuid

LB S R AR, e LT 2SS, WHEER eI (WY UUID;
i % [ show managers ir%) o SAMER AN E B A4 H

TP
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> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

e A M A B
configure manager local
PUAE, AT LU Web i %28 4E https://management-|P-address £/ B ] JTAS 2 2% .

i

> configure manager local
Deleting task list

> show managers
Managed locally.

BoE TLS/SSL Z 831K &

SSL & B ¥ b SOV MR LS TLS RRAS RN 2 S i = F ok 3r 5 ¥ 45 1) TLS/SSL 7. BAKIM
XSG B I A AT 0] VPN SEREINT SRR A S R

HH, ERCE BN EMN RG2S E B RGO %) i M P A e 2 #5C
FEM B TLS WAS, AR5 BB 2 #0S FF H5 1% TLS IR A M BB . RGGIE PR 2 70
SCHFRIR R TLS AR BT, DL ORAE RS SO VF A B 0 P ST fi 22 4 R 4

FHIa Z Al

BOATOL T, RG] DefaultSSLCipher X 558 LA VRIS BT o I G2 b A0 35 i B A e T £
KR REVFATEIR R A7 R T H DI RE . BRI BB E BRI 20, D fRIS i REZ 1
27 g v] LLSE G HE . BT BRINH Diffie-Hellman 20 o AN 4 BRIIHANH L B A5 K IV, A5 2400 B X
LERE

B g, WA RRIRE > SSL wRE L.
P2 FE LT IET:

o BRY - PR X AUVFIY TLS MUAS RTINS 57 1) SSL 5 15%1 % . DefaultSSLCipher X % 15 ' ) %
ERBAR . IR %% CiscoRecommendedCipher 854 F L) H & SCETSN 5,  PLSLiE T

B 7suE
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B & TLS/SSL ZHa 3t &K .

r R, BARIE DU, BUEE— 0%, R T HACE IR A B SCVFR TLS MoA AN
5.

LU SvARIROIFE0 o R PN i IE il = £ e TR

* IRt DiffieHellman 28 - B TG I a5 520 (00 DH 2H. 4355 DH 411030, i 2 0 v s S48 H (1)
Diffie-Hellman #4504l . BRIMEN 14,

* R 2% DH 2B - TG0 2 n 3 SH0A DH 4. BRIAESS 19,

PR3 miliRTF (Save).

B2 & TLS/SSL AL &

SSL # ittt 522 SUAE AN g DB B e 46 1) SSL 2] ] LUATFH (¥ 22 4243 . TLS/DTLS Hpill iR A%
M FER A G . B E&E > RFEIRE > SSL & E T AR L G L w37 SSLIERLII N 58
PEE

AT AEFEIK) TLS A AN B 8 Hhy S5 R R RE VR AT IR P F2obl o  SR A2 th VA RV 5K, I mT DL
AT AL, RV REARF G H 2K, 0 R fefl H B I 22 428 55t TLSv1.0 Al
DES-CDC-SHA . PP AN G IR, DAV REE T, ST T2 52 2R o

RGP UEZANTUE G MCHTIE SO EAT & %A ORI, A ZAEEHN R . X508

* DefaultSSLCipher - JX A& — /N ARG . & /& SSL & & 4 F ERIA GRS, H TR
HREZ (K15 7 o ] LSS S RANIERE . I RGBT R A R 235 1

* CiscoRecommendedCipher - 1X i — AN g4 m A, AN EFE e 03 i A TLS [ieA . ik
HPA e )22k, AR T S ORI 1) 2 7 i T LA UL RC R B0 o FH T3 B AN DL G ) i,
BB P Sy TGV 0 R IR P RE R K .

TR LR, RN HRPIESF SSL BT,
P2 PATLL PRI
« BAIEENR, WA+ L.

 EHEIANG, AT g E b (@),
SEMRSEA AT 0 %, 3 Ao g B E b (O).

FER3 FAXN R BB (e A TEm0 .
P4 A LT IET:
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RERH - MR LR EER, WRAEE R 2 2P0 )5 i WU A B 2 i A1 471
Ko WGSBS B 22 A0 T BE SIE B L A gONAILHL . ERELL N IR —AN LT
o 2FR - X G FE MK e B m e T T AT TLS 2 s e £ 404
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