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* IKE 3RBE - HICM S EHAZ e (IKE) /& H T4 IPsec X ARARIEAT S IGUE,  Phid F15r & IPsec I
WA LL K H BT IPsec L4 KIEE (SA) M BN XA )8 H I 5N
FTHA VPN, i 438 LIS A AN IKE MOAS 5743 5 3 F 0 S, e ARG 08 (1 S s o
HRVEAME R, 1ES RN E 4 )5 IKE 5uE , 25 14 1L,

* IPsec 2 - IPsec $2 30T Ui {k IPsec BEIE 1 & 22 42 ) 22 R PO SE AL & . RlidRiaEIF N
BN IKE MOAIEFEAR . S FE ARV A $E . M@ BROAE L s RABNE, X
HRIEEE R A R MAT P ANR . REEE S AR, AR 2 e 95 3R, ELRIZE AL
BoIile AR PEANTE S, TS IEE [Psec $EIL, 5 18 UL,

© SRIIESER - BAREANATR] VPN JER PR AR T S e, FEZFEBRIGER T
PP BOE T SR L FIHS LU 7B X IKEvl, SRR FR U RN A
IKEvI HEMAS 5 g8 10 S A Ik Jr sV AC . A7 RIXLEIETRN PEARAE R, TS B 52 18 AT e
SOy RAETE 95

* (IKEv2) AHFHAZHEE, mENEMHZEN - LSRRG Eh VPN &8 e X
HIS5 . IX S EAE IKEV2 FR Al BERIA] . 23T LI 1 & 127 NP R 745 .

* (KEvD) FatZ=24A - AR EXE X Y] s P DA 1 &2 127 AR

* IEH - AT B O IEAS . AU B I IES MU B (CA) SREUKIEAS; AR
FIREIEAS . WER AR EARES, i I REER. a2 LA T8 S 0k
(FPARUEAS AT AT PP RS2 A5 AR CAUE S o B ORKE A% (15 A B8 f8E P 10 B 0 4 | Psec &8
Pife WERMAR FARIKEAESS, AT LR SE i 3 Ja AT B

* IPsec iR B - WAKIKIN AL IKBIEAWG, RESEPIE LRI, RGN L
ORI RV RIN, & il FHORF A5 AAfi A A A7 SO A U R B R AR AP 0. (BN A
W AR AR . AP AEAE]: RN A “UR T AR, HERAR AN
AWz — CERIEENEW—A) , AR 21

o 5 TFERFR AT IE) - 24 SCIAE B AT AT AAE S Ab R . VBN 120 B 214783647 Fb. 42
BRI K 28,800 72 (8 /NI

© A TR KN - A FHR A2 20 A SR TR IR S AR 2 TR) 1% 20 A SR IR B I R v B i . (A7
TONRAL) o B 10 3 2147483647 T A B A . A RERIMEN 4,608,000 T 17 K
1% B A AT R TR /INR R, A FH R 48 s ) 4 A e — PR il

* NAT #8% - ((UIET5m%. ) 275 MAH VPN U a1 117 NAT SEBg h#9: VPN Jitf. WA
AU NAT SN T AR &%, i IR F IO A R EE A4 10 o DR T0UIN A0 A b X 4% 5 B A B
P AR LD JEB A o FAH N 2847 T 2 AN H 2 1 B — A a2 AN AT 4L
5, WZTF- sl NAT il . A0 F a0 U (S B, 15 S0 dn, 2
VPN Ji i # % NAT , 55 24 G,
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SEE AR % B DiffieHellman 48 - & 58 58 3610 n) PR 25 (PFS) A 5F/N I 28 46 A R FH A3 FH il
TR ME ST HA R W e TR SRR, BN e C ik BB E B4R
13 iy A AT T I P 2 B B R . B2 T SE S50 AR, TS IR PR EL 4L 91 e 2E A PFS
LGB HIHE I 6 Diffie-Hellman 247 S HA0 . W R A E H IKEv F1 IKEv2, ZETAY R
T IKEv1 SZRFABLEE ., FOCGET B, 1650 doe 2448 FH 1) Diffie-Hellman #5041 , 25 4

e

~

HIE6 i T—% (Next).
FIB1 AEHEH AR

A B SRR BY AR o S8 mT LUKE X LA RN B SCRS s A ek B R e B RE Xt 254,
BB LRI B D DT B A 5

IEAPAT L NP, A REAVF VPN BRid P i, a0 o VR sl il e VPN, 2 14 1T
HHETIA .

TREECE JG, R CLI 3 T show ipsec sa fir 2 ifi I\ 23 & 75 337 T 22k BE . 1S K E
vl R VPN JE$: , 55 21 1.

fio & RE Rz iEiE O
0 EL 95T 30 20 VPN SEBERE BSC P H HE BB 1 (VD). VT S T,
i

M B S R SRR VPN M AT 11, AT BLfR Ak ) VPN R
BRSSPI, i JC T ARG B S O VPN € AR FE R 45 o

ST malnig &, W)nah O SEP R, Al ERREZD.
T2 PATLL ATk
o gl + BB E R E E O LA B i .

o SRR O g R ().
WA B AN T2 T, 3 bR B b (O)e 10h 25 200 M 50 A5 P 2402 10 0 A0 3l 150 D1
B, SRIGA BN .
S 3 i E LRI

© BRR-EOMAHIK, B2 DT WA TSRO MARK, RESTER S 1% DA %
WIS S 8 B0z . AMILER PR RS 5.

RS - by e s @D,
SRR - (TR, ) ATUIMIRZ WA 200 NER (ORMUIERIE) .
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* 18 ID - /T 0-10413 Z 8l FI%n 5 . Ibdw 5 FEn2] Tunnel —1d f51, #4835 O ROAEE 2 FR . 1
DAL AR T HoAh VTI % 5. @iltr, %N 1 a7 6232 0 Tunnell.

* BEIEIR - E RS L VT S 4E  . BEIEYR 2 BB B2 O b SO 5 18] VPN T 3lic
R (K 1 . R AT LAV i) e PR R S (B 1, BN AR I . P D T DU B . T
I15¥, EtherChannel, Jf H %0 HAT 4 FR. 1% RS & MR REFA 2 11 (BVI) [R5 .

* | P it F0-F M8 AD - IPv4 HuhERISCI R 1 W FERs . 20, 192.168.1.1/24 8% /255.255.255.0. 1
Huhb TG 75 5 b E s A TR — 7R o S, dnRAEYRREE I LG E S R DT ) (RA) VPN,
) VTI IP HhlAfEAL T4 RA VPN FC & bk .

T4 fETHE (0OK).

SR E1B g us 58 VPN
AT DU BA R 77982 — R et i 1) VPN RS o (1 i
* I sysopt connection permit-vpn 4, My &SR VPN 52 130 5 50 52 Ui ] 45 il 5 0 1)

BT A4 AR IAIE J& no sysopt connection permit-vpn, X PR VPN Wi &b 2203545317 1)
32 Tl SRS 1) AR VF
1T AR FH P TGV A RS2 A P 2% b Ot TP Mk, PRIHX & —Fd Ao VR F 3l ek VPN [
LA TS HE RS, VPN FERAFAEIRTI, 2 BN 2560 9 5 3 F AR R S
$'. URL g€ LA s hfe . RS, RS AR KR E WA EE S, g3
RN i VPN &
T ¥ A Ay 4 PR B 3 2 e G R U i) VPN L SO, Db ik o BB R 240 7 aliE
FIFERRET . I R AR NS RA VPN, B E RA VPN, AT LU# ] FlexConfig fit
g

~

R VR TR LR L (VTD) 1RO (5T B th ) VPN e s
WS JFAE 4 T 1) VPN B ) PR

o QU VT I3 IR LA SSVEoR B IZRE 26 38 . IR T7 R T R VPN R REAT R, I i
S5 N T . AHVEI Sk e, A A REIE AT Ohdd TP ik, METTERASV R A BRI 4%
(KIBCRR o

BLE /5 IKE RES

I 3 PR (IKE) 2 10 IPsec X AR IEAT SR KAIE, PRI AIZ» A& IPsec I & B AL B 8
37 IPsec 242 KHk (SA) 380 HEMY .

IKE Wi G PIANBBL. 55 1 B BUD i A TKE X 854K 2 AR 22 4 0, A0S S AR REMS 7255 2 B BL
T iR . FESR 2 BB RIIUIE], IKE Dy HABR AT SA, I IPseco P4 NBY BOAE P i 4N
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mE2s Kz [

VRN, TKE SIS0 — A1 A S Gk I T B2 U BRI R B . b e s A 06 (Ot
55) IKE $W6J5, BIJFUA IKE Piig. S emk 7 b oe 4 40T T84S 4% TKE D

TKE 46t 5 4 B 522 SCIKE #3500 16 Fi A% 5 Rt S P BT VPN P B P O 5 A
ARG 2 A I TKE 6. REANRT S AR S0 5 52 s S s o fomlh— A, 05
MR . T R TR B BT S Uk A A RIS, R ST

T AR IKE HEMs, JE A TKE WA IR . it S0 S H 0 S il 4 1 2
SR, VO SEM T 45 105 4w

B S B B T “ %47 (Objects) U IR 4 5 AeMG o 74wt VPN JEBERT, 536 AT LL ok
IKE SEMSUEB IR, R ARFIRIQIEE HEns

)

AR R LUA T 20 AN IKE SRS .

P MNHRPELE R, RIGILHE IKE 5K,

IKEv1 Fl IKEv2 [ 560 EonfEA R FIE A

P2 B IKE JRA A HE A B S VRIY TKE 5 .

a) (EXGER LT FR IKEVL 80 IKEV2, DL RIZIRA K SR -
b) RS IF R LU I A 0 SO AR 5 2R KR 4

UR AR R — L 2 2 BRI OAEDAT G, 38 58 SORT IR R A ok . A 5CTHENy, 7F
S LUH LA

* B'E IKEv1 mg% , 55 16 1L

o fid ' IKEv2 5 , 25 17 70

¢) WU G AT A IR o

D SR AS T ORI RS ), AT . ARSI O TIOE S R e sk, NI Eald B a
() SR R AS R B AL 5B

A RAAT R, AR i, Pisedk 80 =T 160. iH: 80 248 15 H i m i Se 4 bt
G, MVEKE Bk 185 0 1 IR SR o (HL U SRR B i e FH TS0 25 SRS, IS ek oA RS 1 1 ik
W o

d) WERFEINALH AN IKE JCAS, AEH 55— AR, 35 R A R R
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B == ke s

fit & IKEv1 SRER

LI B AT e (IKE) A 1 SRS 540 35 5 L VPN S LI IKEv] SRS BT i (2 8. IKE & FP 2%
BB, A T T IPsec IR . & FH 17X IPsec X AEARIEAT AR IR IE, BT AIS> K IPsec
Tnssss g DL K B B30T TPsec 2 42 Hk (SA).

i€ S IKEV1 SEIEAT 24 AR IR oK, R i d iR ZSIT AT TR T EA T Bk m] A
QB MR S T A 22 R B A & o (B TCVE S BN B R 585 SR 5.

PURREFPA A T Wil “X34%” (Objects) UL IH FLEZ GRG0 5. Si4b, A n] LIAE VPN iE#;
FgwdE IKEv] BEER, S ZAR T RFIEEH IKE B R A8 IKEv] ZRIEN % .

T WA R, REEHF IKE K.
P2 EPFNEE LTI IKEVL, LGN IKEv] 5l
P 3 WRATA R G LIRS AT A IR, U i ARSI LU e AT
WA P ARZS TF R AE AN T B SR o AL SE 2l s B S ik Lo 5w rh (s — A, ekt
Sl
PB4 PATULFEAIEZ
< BOIEX S, i+ G

- BRI R, WA ER G g b (D).

BN AR B, % ki S i b s (O).
$£B5 FlE IKEv] &

* HEFELR - IKE SEmE A6, A 1 365,535, 34 Ar R I e 4000k (SA) I, fisegin]
il 72 P P R R S5 AR LU TKE SRR o 0 SROZERE TPsec X AEARAN SCHF AR (1 e e (18 o 2055
W E S, BRI T AU gehE S . BEsd, e g

© BER - XRINGHR, mE 128 DT

* RS - IKE S o IS AR APIRZS o i PR U eIRZS o A TKE i 39 18] AR H s B 35
o

* BAIEIE (Authentication) - 78PN S5 A2 [ HT (0 S0 i Jr ik A ORTEANMR R, 15 2 i
SE AL HIRAR S 3 BAE D770, 56 5 0L
« WA ZEN - WA B L AR R A SRR B, Y] v Pl
FEPAIS SR Z A 5t TKE A o QSRR [R]— PO S P IIO Ee SAA, JEvk
37 IKE SA.
* IEH (Certificate) - i JTI0 S5 AR B S AP UE T R PV 2008 1 AEUE B AU UG HhvE
W EEAS O S AR PRI LEUE S o 3020 EAR T T 2535 B0 S5 AR S UE TS ) 32 A5 AT CA R
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AL & IKEv2 SR Eg

IR

T
$IE2

$IE3

T4

mE ke %5 [

UEAS MR CAUEFS o SRR TN LU BAR R SN ] () CA e X TAE X454k, #ANRE
i HAEE S .

© INEE - T EESTER 1 Y BEe A 00 (SA) HTARYEE 2 Bt i) monas &k A OIE D it
B, S e AN In 2 S 58 3 T,

* DiffieHellman ¢8 (Diffie-Hellman Group) - H T-7EP A IPsec % 4544 2 YR AF 3L S22 i AN 3L
FHE ALY ) Diffie-Hellman 21 . BCETE KU 22 A iy, AH 522050 22 (R AR BRI [R] o 19 /0] 45 4
IHAGVERC R . A OG5 0 Pog 2L 1 Diffie-Hellman #5341 , 28 4
T

« BUF - TR B O, LIRS B e . A SR I B, WS v A
FHWRLEHEA 5%, 28 3 L,

* EFRE] - 224 50K (SA) a4 CRARD 5 fr) YuHE ol 120 31 2147483647, AT LUK LB
2. YR AR A N, SA I H AR AN SR (R . G, AR R (5
FOREEE 1D, IKEWhi Bk Ze 4. (R, ARdn FIHIEG, KRk IPsec %4 QIR A3 LU AE i )
W R BRIAEA 86400, LR LRR A My I, WA B AT CRb PR .

M E (OK), fRAF

LI R S5 AT e (IKE) RRAS 2 St 2405 52 X VPN 3E% I IKEv2 SElg s iS40 IKE 22— Fha
P B, A BT BT IPsec IE S . ‘& T-XF IPsec XKD T G O3 I0AE, B 19 & IPsec
I s LA K E 5N IPsec ‘224 Bk (SA).

FitsE ) TKEV2 S AT 2 A WERMBMF SR RTE R, il md RS TFRAEmT J He . kT LA
B SR It A 22 i B AL & o B TCVEG BN R 3R 5858 SCRIXT 5.

LR RRF A4 T Wit “x6f 4" (Objects) UUTH L0 R GniE 0t 5. i4bh, 18I nT LLAESiE VPN
R I0 IKEV2 BB, At gsR R el2 3 |KE S (Create New | KE Policy) #2k A
A IKEv2 .

MHTEF R, RJEIEFF IKE KEE.
PTG FJT I IKEvV2 PLE /R IKEV2 5 .
WERATAT 2R 4058 S SRMEAT S I8 B0 EER, 3 i R ZS e et A e AT

W ATE AR ZSIT A AN ZE A HEmE o AL C 20 B 0G0 2l LeSems (Kl —A4>, - Bl Mt
S G E

PATEL R A2
© BAPEXTR, TR+ AL
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 BHEEEA R, o g g b (D).

BRSO %, 38 S g s bx (0).
$IB5 NE IKEV2 Bk

s SR - IKE SR A e, M1 3] 65,535, 422l A i W22 4 Tk (SA) I, AhsEgkmr
i 5 P AN B 7 X6 S AR LU ) TKE SRS o W ML RE TPsec o A5 AR AN S RFLE 188 1 B f S0 4 5
LR IS, EaEWEH T MU e LIS, BUEERAK, e .

© BIR - NBRIAIR, WE 128 NTAT.

K7 - IKB HS 2 HBE R EEAPIRAS o i TR BUE BCIRES o A8 TKE B i 393 180 A AR 4 5
W% o

* fin% (Encryption) - T8 55 1 B2 A CHk (SA) JHTARIES 2 MY BEWR i) i 5.
WEPEELAVFII T S5, AN REAE R —Sm o [F) I A HE VR A 152X (AES-GCM) i IE 8 A Uk 2 .
QEH BB RE R B, R A A UAR R IR PR Sl 1) SE M HL 1 . ) RG-S XS54 )
B, MR EE R 59 s, BHBNAMUCHEL . A ORI BT, 175 S gk e {f FH WA In 2 032
, 3.

3

DiffieHellman £H (Diffie-Hellman Group) - F§ T-7EP A IPsec % 45442 TR R AR 3= 3 g i A 2L
FHE ALY Diffie-Hellman 21 o A5 R 22 Al mr, AH TG 2258 2 (R AR BRI ] o SRS 44
JEATVCHC R E A . SR BRE AAVF T S0k ARG S0 SR, M B e gu 4, HRk
FVCHL . A ORI BB, 18 2 e 244 H 1) Diffie-Hellman BE4 , 5 4 L.

SEEEMERIF (Integrity Hash) - TG v S0 2 O By i se 8 2, FH TR B e 4
o EPEE ARV S, KRGS0 AR, R EERRSEE, HAEKRITE. 5
BVEHYIA S AES-GCM I i— Al FH o A DCEI UL, 15 S [ vl e Al B W L i 4 53
, 3T,

BB R L (PRF) 8151 - B kb VIR IKEV2 BEIE I8 BT 2R 135 51 N A R385 1)
FE O BEHLER 2L (PRF) #055. 7E IKEv W1, 583 FI PRE BEA T, (HAE IKEV2 H, AL
HIXEETCRIR AR P EE . EREARVF TR . RS EARU R, s E R 5
ik, HBNSMUCE . A OIEIW BT, 15 S 0 e 8 e S5k, 5 3 .

o {EARTE - 2242 0CHK (SA) BB I CLARP BT ) YERIR 120 3] 2147483647, 0 n] LUK LR
o A A B, SA B HAASUE AN SR R E R i . W, Ady B O
FRRERE 1D, IKE PR B2 4. (HAE, Ay IR, ok v IPsec 24 IR I8 5 b A= iy &
WA TP . BRIAME N 86400, ELfgw LIRAdn i, iEAEHMAATAE CHEFZERRAT) .

.

$IB6 HE (OK), MRAFE .

L& IPsec 12iY

IPsec F& 4B VPN [ 24 )72 — . IPsec 7F IP Bl A B mdR gt 8 s, $ept— Mt FHruEn
SRR AR TT 5o A IPsec, Bl ok Fid 78 A S48 AL, BT S8 AN AR 2 1) 22 4 1)

| BETEA



| stisia veN
o Kev 2 1Psec 233 ]

IR . BEN IPsec BEIE Ui & AR N FE AR 1) 22 2 WU ETE LA R . 7F TPsec 224 Ik
(SA) Prra I, XTS5 AR 2 7E A AN XTS5 A4 A A [R] 1 5 B4
F4 IKE A (JKEv1 8% IKEvV2) , fELEA[A] [ IPsec $eill %) %

« A% IKEv] IPsec $EiUN, A LAIEPE IPsec 14T IR, 58 BT B0 A5 43 06 3iF 2870
P50 LA S PR v — 3R T . R EEAE VPN RS2 f AN A, 16 MIIE B £ /> IKEv] IPsec
PSR
0% IKEV2 IPsec $EIXI, A LLESE VPN o R F BT A N RO . RGUR e 2
e B v BB THE Y, IS SR T, BRI BIVCES . R IX R, AT LL
RIL AL VORAL IR T RIS, TG IKEV] —FEE — RIERA RFI4L 5.

IKEv1 Fil IKEv2 IPsec $2 i3 #5458 1 455 22 408l (ESP). ‘& v LML BRI . N3 Fl iz 4R IR SS .
ESP 4 IP HX Y 50,

)

R AT UG IPsec BEIEAF F N2 A1 5 4y 56 3F o

LR T A A A R4S TKE FROABLE TPsec #2613

77 IKEv1 EC & IPsec 123

i IKEv1 IPsec WU G S IKE 27 2 By BB RS A8 H 1) TPsec $218 . 1Psec $& 13 & X AE IPsec fi
TE RPN 2 SR EIER A 5

A LA TIE A TKEV] IPsec P28 o fE AT LG 5, M seiti 2 b B HABA & . (HIEK
29 4 BN R AR G SRR

PURFREFPA A T Wil il “X$4” (Objects) T E G Mgt 5. tbAh, WnT LLAESwiE VPN %
) IKEv] IPsec % B, s xR0 4 B 81 2 37 | Psec 3R2IEE R G IKEv IPsec $213
P

T EBEXR, )5 HFIERE IPsec 121
FB2 PN EE LI IKEVL o) IKEvV IPsec $#213s
PI3 PUTLL AL —:

© BRI G, W+ IR

o SEGHRIARZ, ATz g E s (@),
BMREEA KD %, 3 Sz g s E b (O).

$£I2 4 it E IKEv] IPsec $21 &Mk .
« AR - NRIAFR, 2 128 NFFF.
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B ke @B Psec 2ix

« #3 - IPSec FEIE K27 o
o BEE AR BB EAN TP Bl . TPSec LML N2 R 46 TP FRELAUHI ) IP k2 8] . X2
BRAMEL. 2B KB NAL T B KB 05 1 BRI S A T ORI, 1A R A . 761
EARTE ML (B BB RPN kB (el bz W o) 28], 8% K H b iE
St 5 B TPSec
o R U TP HER AL BRI IPSec R LA Z 1P A EE IR Sk (il
TCP) 2 []. ARGk EEsRYEFN H 1 NS HF IPSec, I H A LEREE 19 H 64544 2 TP
s BRI A A . 8 AR 2 JZuEE 3 J2RRE Y (B GRE.
L2TP FI DLSW) I, A2 AL,

« ESP AR - ML d 2 e A U (BSP) N Sk, A3 ISR, 152 B v s 4 T WA
BV, B3
« ESP 8131 - 1 T S5 E i s ek s 3 P vk . A SR IR U B, 1 2 I vk o 48 T IR i 471
Bk, 3T,

FI®S AiifE (OK), R4

77 IKEv2 BL & IPsec 12iY

i IKEv2 IPsec $& WU G0 E IKE 28 2 By BEWh g WA A 1) TPsec $218 . IPsec $&13 € XLAE IPsec fi%
T8 PR 1 7 A SO SV .

HILANFUE X IKEV2 IPsec $E i W AT LB 04ei, TSt awE a4 H8T
g M BR R G LIRS

PUR R T Wil il “X34%” (Objects) TUIH E G0t 5. bbb, WBnT LLFESw % VPN i
e ) IKEvV2 IPsec W B, st 4 Bros 81 22 37 | Psec 321K G IKEV2 IPsec $213
POE

T AR, REMNHFTIEFE IPsec 121
FIB2 PN EE LTHI IKEV2 SR IKEV2 TPsec #2130
PB3 PATLL P EAEZ

< BRI S, T+ IR

WG, i g g ().
TR KT OR S, i i R kL E A (O).

$HIZ 4 it E IKEv2 IPsec $2iE 1.
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© BER- MR, WE 128 DT

© TN - LRI B R M (BSP) IV SE . B ARVIR T k. RESXEA DR,
MEGRAE RIS 5%, ERA MRS A ORIETKI BN, TS Y€ IS s 5k . 56
3 L,

» SEEEPEETI (Integrity Hash) - 5T T & (A SR A BT RS EVE Sk Y BEUE AL VIO AT S0
RO, WIRIREOEBIRIG 0%, HERAIRICRL. A AR, 2 0 P
PSS BT , 4 3 T,

a4

I RSP ABS-GCM/GMAC JEITUAE I 5%, WU i B s b S0 o B s
PRI, KR R LR 2 (P S S

PSS NLE (OK), RAFHEH.

3G E v = (8 VPN E#E

S %
5

B

N -

FEBC B R 18] VPN IESI PRI B B B a, ARG & S i dior 17 24Kk,

R IGVE TR, TEAE S CLI R {E ] ping interface interface_name remote ip_address fiy4, LA
MR AT VPN 2 LB B P B a% . R E Bl & 8 11, 5] interface
interface_name S8l 7 I B R Al R I O . S REIEHE T TIERR RO O 20 R 1
TR R, AN 2 THDN 52 R4 W 2% 1) 42 1

URAFAE AR AR, i A6 2 A 28 i P B M SRR A TKE RROAS RS 8, AR i 28R B VPN &+ % . 7
DRBAT Vg I AR B8 NAT R0 2> BH 1R 3EE% .

R FBEAE CLL sk AT At (CLDH ik
fiJ1] show ipsec sa T & H A i 32 T TPsec % 4 K k.

NS B (RHHht) 5EfEx 284K (current_peer) Z [HJ#57 T VPN iE#He. B il id 1%
RO, BAE (pkts) TN TGN . D7 17 138 A2 78 1 52 ) A M R R 245 .

Bltn, LA SR IKEv2 &8,

> show ipsec sa
interface: site-a-outside
Crypto map tag: s2sCryptoMap, seq num: 1, local addr: 192.168.2.15

access—-list |s2sAcl|0730e31lc-1e5f-11e7-899f-27£6e1030344

extended permit ip 192.168.1.0 255.255.255.0 192.168.3.0 255.255.255.0
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer: 192.168.4.6
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#pkts encaps: 69, #pkts encrypt: 69, #pkts digest: 69

#pkts decaps: 69, #pkts decrypt: 69, #pkts verify: 69

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 69, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 192.168.2.15/500, remote crypto endpt.: 192.168.4.6/500
path mtu 1500, ipsec overhead 55(36), media mtu 1500

PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: CD22739C

current inbound spi : 52D2F1E4

inbound esp sas:
spi: Ox52D2F1E4 (1389556196)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 19, IKEv2, }
slot: 0, conn_id: 62738432, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (4285434/28730)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OxXFFFFFFFF OxFFFFFFFE
outbound esp sas:
spi: 0xCD22739C (3441587100)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 19, IKEv2, }
slot: 0, conn_id: 62738432, crypto-map: s2sCryptoMap
sa timing: remaining key lifetime (kB/sec): (4055034/28730)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

DL N s IKEv] & $ .

> show ipsec sa
interface: site-a-outside
Crypto map tag: s2sCryptoMap, seq num: 1, local addr: 192.168.2.15

access-list |s2sAcl|0730e31lc-1e5f-11e7-899f-27f6e1030344

extended permit ip 192.168.1.0 255.255.255.0 192.168.3.0 255.255.255.0
local ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current peer: 192.168.4.6

#pkts encaps: 10, #pkts encrypt: 10, #pkts digest: 10

#pkts decaps: 10, #pkts decrypt: 10, #pkts verify: 10

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 10, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0O, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

| BETEA
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local crypto endpt.: 192.168.2.15/0, remote crypto endpt.:

path mtu 1500, ipsec overhead 74 (44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: 077D72C9

current inbound spi : AC1l46DEC

inbound esp sas:
spi: OxAC146DEC (2887020012)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 5, IKEvl, }
slot: 0, conn_id: 143065088, crypto-map: s2sCryptoMap

sa timing: remaining key lifetime (kB/sec): (3914999/28567)

IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x000007FF
outbound esp sas:
spi: 0x077D72C9 (125661897)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 5, IKEvl, }
slot: 0, conn_id: 143065088, crypto-map: s2sCryptoMap

sa timing: remaining key lifetime (kB/sec): (3914999/28567)

IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:
0x00000000 0x00000001

HIE 3 ffi ] show isakmp sa i 2 ] K AF IKE 224 %8k .

wirssa veN iz ]

192.168.4.6/0

T DU AN sa RBE TS (B stats Ky ) & IKE ik B

B, LUR i s IKEv2 245Kk

> show isakmp sa

There are no IKEvl SAs

IKEv2 SAs:

Session-1d:15317, Status:UP-ACTIVE, IKE count:1, CHILD count:1l

Tunnel-id Local Remote Status Role
592216161 192.168.2.15/500 192.168.4.6/500 READY

Life/Active Time: 86400/12 sec
Child sa: local selector 192.168.1.0/0 - 192.168.1.255/65535

remote selector 192.168.3.0/0 - 192.168.3.255/65535
ESP spi in/out: 0x52d2fle4/0xcd22739c

DU % s IKEv] 224 KK .

> show isakmp sa
IKEvl SAs:

Active SA: 1

INITIATOR
Encr: AES-GCM, keysize: 256, Hash: N/A, DH Grp:21, Auth sign:

PSK, Auth verify: PSK

ufi = [8) VPN .
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Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 1

1 IKE Peer: 192.168.4.6
Type : L2L Role : initiator
Rekey : no State : MM _ACTIVE

There are no IKEv2 SAs

e =ub &8 VPN

T ol R F] VPN JES AT IR AT E B, 39T IT CLI #5161 &5 B sk B4 CLIIFAEHI LR fir 4 o

* show ipsec sa &7k VPN £1fi (¢4 CHE) o #& AT LME ] clear ipsec sa counters fiy & H B X £ 45
THE R

* show ipsec keyword & /[ 52: IPsec IB1T HHE MG 1T 5 B . i\ show ipsec ? £ & n] H LB .

* show isakmp 7~ ISAKMP & 47408 145 it-15 B .

uf = [8] VPN 7= 151

PUR 2R E 3 15 1] VPN [R5

{s£uh = (8] VPN = £8 52 NAT

AL O e SCT uk ) VPN &SI HIS 0 1% 1 SE T NAT U, 7] BLUE$E4#% VPN
AR R S NAT B R VPN JERE 13z b i) LAAR BRAE 0 3 At i, U RT e SR T U AT

QU VPN EFERS, T LLIEFE NAT b1 H 30 61 NAT 0. A, e OAEm R i
HE I G ARRIMF L) JERE AR DRI I ER I A Z5 2300 A, RG24 TP R AR i R 284371~ 7
A B A HE I 2 0 B AN AT R R 25, W TS IC E NAT # S e).

T VPN JLREH o NAT AU, 7520 ARz 7 194 44 6] ) A M e )3 B 4 T3 NAT . 4R
Jo, FENAT BT H B2 AR I 2% (EIan BB IR it R A 257 2N, i R
FO A RN . e DL B RLE

s WRIER P Z AL, AR S AT TR E X W 2 x5 .
« W5 VPN P[] ISR TPv4 B IPv6 4%, i b &Gt — AN B ) 5 4y NAT ).

B SR T R A T O B R S A P N B IR R BT o X T A B R R (BN, A
RIS IN A = A 10.1.1.6 B www.example.com) , 7 224 FH NAT $&HE 123 H 1P bk i) TG
PR 7R 42 10 PAT BRI, AR1M0, % T-2E%75 VPN BEE i (B, /R I A = R
10.1.1.6 B LA G AP 10.2.2.78) , BAKRIAT NAT; #8757 208 i 6 4 5 4y NAT R e
M. G0y NAT H 0K bt 36 o JEAH R A sk

| BETEA
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s ven s NAT ]

[& 1: B Fuh 208 VPN BY3E O PAT #1515 NAT

2. Identity NAT between NWs connected by VFN

Src: 10.1.1.6 — 10.1.1.6
Dst: 10.2.2.78 —> 10.2.2.78

1.IMt0 10.2.2.78

3. IM received

Src: 10.1.1.6 Src: 10.1.1.6

‘ 10.1.1.6 > 203.0.113.1:6070 '

FW Outside IP: 203.0.113.1
va Internet
|
Firewam
|
B. The firewall performs interface PAT for

— ——-//
I:li Inside = % SN inside ]
[ | - .

i —— - . San Jose —

— — s —— —
TR Boulr “‘-.\ ite-to-Site VPN Tunnel Firewall2 wm_z_z_m
www.exalmple.com

A HTTP to outgoing traffic.

www.example.com

@rc: 203.0.113.1 :607@

C. HTTP request to www.example.com

PAR 7R B Firewalll (UREIPAED HIRCE . ZonBlEE N B DS MIRAL, IR 2N B
JR G g SR BRI A R A, LR .

N

ER ORI E RAES IPv4 . W% VPN IS LEE IPve 4%, 154 IPve QI JHAT M. EH &, o
T ICiESL IPv6 $2 10 PAT, [R5 4 I fE— 1Pve bk 2 M6 % T PAT.

W QIE Gk e AT 45
a) ILFEXTHR.
b) MHZPIELEMLE, AR5 +.
c) REMH/RIEIP A E NS

J MRS G4 (140, boulder-network) , EFEMILR, R)GH A ML 10.1.1.0/24.

i 2151 VPN
|
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B s ven g% NAT

Add Network Object

Name

boulder-network

Description

Type
@ MNetwork I:} Host

Network

10.1.1.0/24

d) riiliE (OK).
e)  muili + FE SO AT VT I A 4

MM G4 (B, sanjose-network) , JEFEMILR, KT HIA ML HEE 10.2.2.0/24.,

Add Network Object

Name

sanjose-network

Description

Type
@ Metwork (__: Host

Network

10.2.2.0/24

f) sifi#E (OK),
W2 ffFirewalll (B/REEIPAED b, REIREEIN A S WAL E L1 VPN &2 2 2547 15 0 A I 1 T3)
54 NAT.
a) MKIEFERREE > NAT .
b) Al + %4
c) FLELLFEME:

. uh =8 VPN
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sk e veN s NAT |

* #RER = NAT Exempt 1 2 Boulder San Jose VPN (BRI HAB SR .
« SIEEMNAF = T3) NAT,

< fE =$EMMNZ £, RJEAE “ T3 NAT £ H3) NAT 207 50 #8840, %2
ORISR IUAE H BRI AR B0 11 PAT AU e 73 0, 200l BEAN 22 I 1 T I

b/
« JB$#E0 = insidel 2.
Br$EO = 4.
* RiAEHIE = boulder-network 24X % .
« $0 R RYIEHLE = boulder-network M Z5%1 % .
« R34 BFRiE = sanjose-network W45 X% .
* 453 f5 B9 B AR L = sanjose-network 5514

I T AN S F st i, DRI S R 4 Jt s F AR AV S i 1) H At A e AR T 1
Hudhik, AT FERC B NAT . A o 13- B e RN A PR H ARIC B 5 6 NAT.

ufi = [8) VPN .
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B s ven g% NAT

Add NAT Rule
Title Create Rule for Status
MNAT Exempt 1_2 Boulder San Jose VPN Manual NAT W D

Manual NAT rules allow the translation of the source as well as the destination address of a network packet.
Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Placement Type
Above a Specific Rule v inside1_8Rule b Static v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
insidel_2 b outside b
Source Address Source Port Source Address Source Port
boulder-network v b boulder-network v Any b
Destination Address Destination Port Destination Address Destination Port
sanjose-network Vv W sanjose-network v Any o

d) ESRETRT, EFEFEBFEZEAOLERKE ARP.
e) MilifARE (OK).
f) EESERERE, ARSI Py OB A N .

HIB 3 fE Firewalll (FRFEIAZE) L, 4 B IR0 5 P45 I 2 N ELIDE A I () T3 3h &% 1 PAT .
R
WEBEE AT AR AL B T T AT IPv4 T A AE W I Bh A8 10 PAT ), R W) dG e & i fE rh 4
BRIANGIEIZ S . ARk, SAogsG W, BAMEoR TR E . SE X EE R Y H, R AR TR
CL AT AN A 3584 R 0 48 A0 REAE Y RN, Gnf Dk o st 2B B

a) Ay + %4

b) ACE LT JE -
* KRER = insidel 2 %11 PAT (EUEEHEHIILMAZTE) .
* BIEMNAF = T3 NAT.

cPE=HEMUNZT, RGE “TF3) NAT £ A5) NAT 2517 S0k Ltk n
BN o H T UK F T T4 H bsHbdik, 8 sanjose-network 15k F Au A 0 DA 251
FESERN 2 |, 750 sanjose-network B K8 B VEECIT . BRI BB 10 T3 NAT
KR “NAT BUAE B3 NAT 2855”7 $a 1R RE, hikERCE®.

. uh =8 VPN
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sk e veN g ge NAT [l

* JB1%E0 = insidel 2.

- BAREO = 4.

* JR3aIREHbHE = boulder-network 48X % .

 BIRERORIENE = 0. PRI E AL H AR D4 PAT .
* [RiA BARtIE = T4,

« iR fE R BiRMIE = (T,

Add NAT Rule

Title Create Rule for Status

inside1_2 interface PAT Manual NAT - ()

Manual NAT rules allow the translation of the source as well as the destination address of a network packet.
Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Placement Type
Below a Specific Rule ~ NAT Exempt 1_2E v Dynamic v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside1_2 hd outside W
Source Address Source Port Source Address Source Port
boulder-network v Any bl Interface b Any e
Destination Address Destination Port Destination Address Destination Port
Any b Any b Any W Any "

) ¥

c) MHARE (OK).

d) ERILRRE, AR HAb Py OB SR .
S A SN

a) AR T AR E S .

+
TR

]

b) sidiLBRNARE f4H .

i 2151 VPN
|
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. W AESNERTE O kS SNER s A5 8] VPN A PRI B BX Wi 8] (&R AR

BT USER B e, e ARG, A Jn PR B AR 55 81 3R i 2 g s i %

LIS WM I Firewall2 (GEMTPHpAZE) , 0T LLUIZ B A& BL & AU R .
* 2 H b5 /& boulder-network i, F3)5 ) NAT MK T sanjose-network. 4 Firewall2 Py #BA1
IS I 8% A0 T (A R o
s Y EbRE AR B, FEh3IAE D PAT MUK H T sanjose-network .

anfATFESMNERFE O £ A S ERu S [BIVPN R Pz B EX M i (8] (& KFH)

FESE SR VPN R, 80T BEA S Im R W 4% FH Pl i IS e g U ) TG . NI, XSS R P N TR
2% BT R8I0 50 o) ELIBC I BT R 02 10 (AR 10D AHT), DT 75 A IR I 97 B A A B e LB Y
R AA B R R T7 i

FERERT —/N R, 7E198.51.100.1 (FEEu i b, 580 A 5203.0.113.1 GRS, 355 B)
ZIAFECE T —/Nul i) VPN BEIE . M 4% P IR I ARG A0 192.168.2.0/24 Yt th i B AT F P i 4018
It VPN BEIE . Mk, iz g B P AR i) B B RN RS ds (il
www.example.com) , IEFELTTILEL L VPN BEE, AR5 198.51.100.1 % 111 b [9] 30 B o

=8
| ww.example.com
o~

Site A: Site B:
198.51.100.1 203.0.113.1
VPN P
192.168.1.1 192.168.2.1
[
.- \

LUR R T B LR S5 . %G, 5 ZERCE VPN RS P A 280 o

FIaZ Al

AR B E BT T A VF VPN WA BCE, {F VPN Ji 52 U5 ) 3 SRS I Rl . AEIs /T &
H, 1XH no sysopt connection permit-vpn iy 2K R, R T FlexConfigak # il it £ RA VPN %
FERCE SOk R B R R 25T 17 B1E I SR ERILIUE H T sysopt connection per mit-vpn, ]
TG T PRAT IR 2625 R I 7 Il 42 SR

| BETEA
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fFESNERE D b shaRsk i VPN A p et E R e (k% I

BB Ui A, Fulid. ) BE R A B 1% A VPN 3.
a) R, ARJE S AR VPN A EERE .
b) sl + WHETIERE .
o) FUn R pTikE L&, ARG R T —% (Next):

« EEREXHAR - VIERRE M ESUNARK, Bl Site-A-to-Site-B.

* it VPN SEANEEO - RSN .

« AL - CRETBROAMIE “AERT” .

* AR | P ik - G NSRS SRR AR 1 TP Mk AEAORGI, iRy 203.0.113.1.

 EIEMLE - il +, ARSI SRR AR B2 AR RIS I8 0 5 o LEASRBI R, Bex)
%55 192.168.2.0/24. v DL G E 4% 7RI G Xt % .

T EER T 25— DR R S .
Connection Profile Name

Site-A-to-Site-B

LOCAL SITE REMOTE SITE
Local VPN Access Interface @ Static Dynamic
outside w Remote IP Address
203.0.113.1

Local Network

Remote Network
IT] Site-B-Network
d) & MERECE, R AEHET—% (Next).

* IKE 5RB - IKE BB AORTTVERA M o BRI 2R TR IKE A, SR AIE 3R]
o THIC TR A RIA MR RE UL % P OB RER SR IN 2 T BT 2515 8L

* NAT #8% - IEHA L.

ufi = [8) VPN .
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. W AESNERTE O kS SNER s A5 8] VPN A PRI B BX Wi 8] (&R AR

Additional Options

NAT Exempt

inside v

* SEEFRIRZHRY Diffie-Helman 48 - JLIE X R I VEEA 5. 0] AR w5 2L & bk

Ho
e) MiiiTER.
A B S S BB o 80T DURE X 85 SRS 21 SO SCAF B LA SORY, 35 Bh I iz
FEXT A4

PTIE2 Gl A, EU . D B NAT FUUEC & Ak A4 1 & H R BT JE R 4 2 A TP Mk b iy iy 101
(B2 PAT) &

SENAIME A E G, RGO 4 4 InsideOutsideNatRule ) NAT M. e REUPK 422 10 PAT W
FAEED Ll /NSO R & IPv4 fiiE. HTI/MNSEOQEE T EEOF, FEit,
BEHEIN) A7 A, B AR it (0 R ) 354 T G 6 oy I 5%

LR R A 21 n e G s e 7 O R o

a) MKUOS TSRS > NAT,
b) PUTLLFEAEZ—:

* BYu# InsideOutsideNatRule, 14 AR FREN BASTEIRIES L, AR5 dihdmis K Ax (ca)c
o BIQUEDHRLN, 3 R+

) TeE RNy LA e
© BRR - NHRE AN DA R SCHAS B AR B4, OutsidelnterfacePAT .
* BIEMMATF - F37 NAT,
« L& - Bz NAT U Z 87 CERIA)
< KA EE.

« RIGEIRE - X iR AL, HEFE AR B any-ipv4. X TIRIEO, iEMIRERE AR
CBROMED o XT3l “JsinBiate” B0, WHREBOAME “4Efr” .

- BEMAEURE - X T BIREQ, RSSO, 5T R taL, iFiERERO. X T
P Htly “ B R T, S IR B ERAE AT .

TR TIERE ATAT AR AP Bk I TR R LR L

| BETEA
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$I3

SAZESMERIE O L 0 ShERsk 5 8 VPN A R i EBREE (kx5 |

Title Status

- @@
Manual NAT rules allow the translation of the source as well as the destination address of a network packet.

Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Create Rule for

OutsidelnterfacePAT Manual NAT

Placement

Before Auto NAT Rules v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

outside b

Any

curce Address Source Port Source Address Source Port

Ay Intertace Any b

Destination Address Destination Port Destination Address Destination Port

Any ' Any b Any b Any W

d) MM E (OK).
Ui A A, T ) BUE T BN, LU ek s B LHIZ RS .

AL VPN 4 A2 A3 RVFIERE VPN _ERE . 30T SEAA OR JS D7 r) 2 1) SR S VR Bl
TRE R4

PUR R 7S T AT A Dz e 9 20t L PR REOU o /2 70 75 A R DUV e T4 DA PO RO o
a) MR SRR > T Ia)4E ) .
b) sl + GUEEHRN .
c) MCE R T LA e 1k -
°Jllﬁ1T‘ PSS L —AALE, SR BN T AT g2 VL HC I B LEK PSR 3 A ] FCAd R 2

Bo BRINNEOUT, SR iz A In S5 (R AR R o W RO I o 2 s U U (67 2, mT LA
GRS AT LA I U A AT N (A7

© BIR - A DA EXHASZEHR AR B, Site-B-Network.
© BRE - R WORAA B IR EPAT P SOE U I BRAAZAS I, WA “AEAE” .

 RIBRREIR - 0T B AR > MY, TP VPN ERNCE SO R T T R R 4 1 [
Geo XTTHTA Al Y7 M CHAR” GBI, THEREBOME AR .

ufi = [8) VPN .
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. W AESNERTE O kS SNER s A5 8] VPN A PRI B BX Wi 8] (&R AR

SOURCE DESTINATION

* B2, URL M FIEIR - R B X LEIETH R (BRABCE, BT .
* MR SXHIETR - Caie) SBnT DLUEFNAR s PE SN, DLREAT B oS A AR
« BRERIEFRIEIR - (k) ] DLk R I H &l k.

d) MM E (OK).
$B4 (A, T ) AT
a) MM A A ERE B b .

b) sidrLBIERE fLH .
BT LR E e i, WAT LR RRE, MG PR A 25 PR B8 g S id oo IR AR 67 14T
T ARG, & R A Fr AL BRI B
PES (U B, IR, ) BRBE AR A, JFRCE I A B R VPN E
e Bl AN 5 A B2 E T DA 4 SR A R 3 A5 B i o
a) miliR&, Ra sl VPN 4PN EEEE.

b) s + WS InHETIER:.
o) G N X K, ARG T T —2 (Next):

 EEERENHRIR - &R A E XA, Fla, Site-B-to-Site-A.
o M VPN #ENED - RSN,

s RHELE - 5l +, ARG IR AR RPN S . fEATRBIT, XS
192.168.2.0/24, A] LA i 5 61 32 37 I & 37 B G 2 5) 42 o

o STAZ | P HE - SN 0 S R AN T 1P shk . ZEAREIH, bl Sy 198.51.100.1.
ARG - (R BRI “ATAT” o T 2RSS s AR ) %

R TR B S

| BETEA
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SOMAESNEREE D b ShERSE 8 VPN A iR EEE R (2% [}

Connection Profile Name

Site-B-to-Site-A

LOCAL SITE REMOTE SITE
Local VPN Access Interface @ 5etic ) Dynamic
outside w Remote IP Address
198.51.100.1

Local Network
Remote Network

€ We don't recommend to use “ANY" for this
option.

d) & XBERALE, ARG ST T—% (Next).
* IKE $R0E - IKE ¥ & X K K INERAT 5. Bl S 5 VPN RE 13k 25 A S A (7] al e 28 1 1 37
DM TEAFHE O T PR A A e RIS SRS A A R ] GEH T IKEV2)
KT IKEvL, HA AN, S PE PN 625K A5 [
* NAT #h % - EFEN .

Additional Options

NAT Exempt

inside W

* STERIERERY DiffieHellman 28 - i B AR IIER A M. ULEC VPN IER 3 S A

i {5 FH AR
e) MidiTER.
L6 (Ui B, @RERT . D MIERAZ LRI I ZE T NAT BN, DA 25 bl 550 i A 3 & A A 20 28
VPN B#is

b A A WS SPATH R, I TR & B AT NAT . (HIE R 1E R 2 2R R
RO HT . MRS ZA WML, 1 BN T IX SR 482 55 0 VPNGERE, 35 20 I BRI 26 ) 4%
JIT R B NAT $E0) .,

a) KRS 5REE > NAT,
b) PUTLLFHEAEZ —:

o SEMRIIN, A EURRTRE R AR B L, R SRR (O).

ufi = [8) VPN .
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itiE VPN |

o YRR, AEHASFEEN ] T2 R M2, T BV TRET RS AR AL, RS R

g b (@),

ST GliE B, WSRO ECE VT RPEHIN,  BASRVE A2 ORGP R 25 il TR

LA 7B SRSz OR3P 2% P (R el e AR i H AR ST LURYE B ) R AR ERIH Bk . thmT L
LESERN Z BRAS B BRI, S pE AN DR . AT 34— M7k, B e A A sk EIRCE

FEL LB R o

a) KK SR > i e
b) sy + BUEHTRL

) PCE R LA e

o WURF - AESEmS kRN E, A E N AT RE S VGO L IX SR A AT AT AR 2

Ao BRINTEOL T, SR AR N 2SR AOA R o SRR i i 2 FT R AU ) (07, T LA
DA I, U T AR R O U B A A L PR

© BRI DHEXHAS TR FR. B4, Protected-Network-to-Any .
© BAE - ST WURANA X IR AT B SOE RS I sNAZ ARSI, T RAE R “AEAE

 JRIBRRIEIUR - X TR > W%, IHEFEE VPN IERNC & SCIF T A I 2% () 7] — X 5
TP IAL U7 R H BT GBI, IR ERME AR .

SOURCE DESTINATION

i

* A, URL MIF PIETR - O B X Lel iR (0 BOA R E,  BIAMIEATIE R .

* MR SCHIETR - (i) BmT UG RENAR 8O PESRN ,  DLIEAT B 0% e A A

« BRRIBREIR - (Algk) 0] DA% 0 &R H il %

d) AEHE (OK).
$8 (Ui B, . D) BB E .
a) AT A ERE B bR .

b) il SLBENERB L, JFAEAT S S .

BT ASSEAE e, AT UL RRE, RYJE AR AT 55 HU R B8y Sl sk . WERERFF T 14T

IFs ARG, B R HR s AT o A BE A B 2

| BETEA
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mfT@idis s VN Ripka s Ensnsnnsre ]

gn{ATiE i3 4 = (8] VPN fR1P5R B 2 M E IR R 2R R W E

WA B4 LECE Z A BRI 2SI Z0E 4 Js KE UL o Gl A 8] VPN ANREE AT ILZS B
5T XL e g e 1 B B G TR VPN,

H 3 REAOL R ph 45 8 PR ST 1Y, DAL, A R BT 3ty W) VPN R ORGP R A6 AE € SOREU
RS IR 2R TSR, A O AR o SEIE 5 B DR G A ) VPNGERE, DA HGIX L HA 1
%

W IELLUF /R . 7EIXFHESL R, iR VPN 7E 172.16.3.1 IAMTE: O g X it VPN AT LA 4
MBI 2% 192.168.2.0/24, T CFRFREATHAMILE, A N EE LR E 2 R A es th#s i 7. 1

H, IR T EY 192.168.1.0/24 %% (HOh VRI FERUS i 88 10— ) $24E5 2500 VPN iRk4s, )
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Name

nw-192-168.1.0

Description

Type
@ Network Host

MNetwork

192.168.1.0/24
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Description

nterface Belongs to different Router

vr1-inside (GigabitEthernetd/2) ~ VR1

Protocol
@ Pva IPvé

Networks
[ nw-192-168.1.0

Gateway Metric

s 1

SLA Monitor

d)y HEHE.
SR 2 BE M VRI B4R RE LM i 2% 10 3% it
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Description

A The selected int
route, the route will cross virtual router bound

Interface
outside (GigabitEthernet0/0) ~
Protocol
@ IPv4 O IPv6
Metworks

+

‘03 external-vpn-netwark

Gateway

]

A S T
ase select a gateway

(T

SLA Monitor Applicable

ase select an SLA Monitor

[1:]

¢) Rii#E.

erface belongs to a different virtual router. If you c
s, with th
this virtual router will leak into another virtual router. Proceed

isk that tr

with caution.

Belongs to different Router

Metric

= 1
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Connection Profile Name

Site-B

LOCAL SITE REMOTE SITE

Local VPN Access Interface @ Static {:) Dynamic
outside (GigabitEthernet0/0) ~

Remote IP Address

Local Network 10.10.10.1

+

Remote Network
I 1
O nw-192-168.1.0 +

'—D nw-192_168.2.0 rf;] external-vpn-network

i 2151 VPN
|
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