1z 18] VPN

AR ) B FL L I 25 (VPIN) SR /AN AR P Al R 34 2 281 E I 0 PR o F S LB At 52 SCRFR 10 B Android
Wk, WP EIEBRIE ML . XFE, B8l 0 Tt T DL EE M 45 50 A $L Wi-Fi 45 i3E 17158z .
DL 28U 28 o] Ay 65 1R Y 4% i S A2 17 1) VPN

< EREVS ) VPN AL, 551 0

« FEV ] VPN [RVFR 2k, 58 7 1L

« RV ] VPN (R FRR S, 26 7 7T

s BUE SRRV M VPN, 2 8 1L

o EPICREYT N VPN BLE , 14 T

o WY VPN, 2527 7T

* VT ] VPN WeBEHERR . 28 27 T

o JTREVi A VPN 7=~ f1 , 25 29 1T

#2175 18] VPN A
HEnl DAE ] S es , il SSL % B Secure Client #c4 S B f#)3E £547 1) VPN,

Secure Client 15 Jg 05 fl ¥ 4% i SSL VPN JEFLI, 2l FiAL40 2 245 (TLS) sl Bk L4 2 2 4
(DTLS) #4738z DTLS nJ ko 5 54t SSL i H2 IR IK QIR FA 56 (), Il 42 mtd T 2R iR
TSR S N TR B 2% it B A e 2% B 7 B4 FH 1) TLS/DTLS AR . a3 ) i L R
DTLS, g DTLS.

BRFESHHEKHF% VPN ZEHE
IR S, 4 b ALV RE T VPN 2 R RO BB T8 (R R S
R 2 WA SR TSR T 0 PSR L P2 R

WERS RAFRILIZiAE) VPN S5
Firepower 1010 75
Firepower 1120 150
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. T & Secure Client 2X 4

WEES RAFH AiZiZi i) VPN £1EE]
Firepower 1140 400

Cisco Secure Firewall 200

1210CE/1210CP

Cisco Secure Firewall 1220CX 300

Cisco Secure Firewall 3110 3000
Cisco Secure Firewall 3120 6000
Cisco Secure Firewall 3130 15,000
Cisco Secure Firewall 3140 20,000

Firepower 4100 41, Jir{i A5 | 10,000

Firepower 9300 % %, Hifi %45 |20,000

Threat Defense Virtual: FTDv5 |50

Threat Defense Virtual: 250
FTDv10. FTDv20. FTDv30

Threat Defense Virtual: FTDv50 | 750

Threat Defense Virtual: FTDv100 | 10,000

ISA 3000 25

T2k Secure Client &4

ENCE LRV ) VPN Z 0T, 700K Secure Client ZF &SI M0 TR . € X VPN I, &%
fEIX SO AR,

TE VA% R 3B ) Secure Client AN, DA TR 5oHT I IhEE . e R4 T . 1 2 8
J B BV A% R

\)

IR LU DU A EE 248 EAL A Secure Client B4-1: Windows. Mac 1 Linux. Joi k5 & B AE
RGP FAEZ AR,

M software.cisco.com 3KHL Secure Client Bb- . BHFEE FNEE )l “o5g 884" A,
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A P an{a &4 Secure Client &4 .

F P an{ar% %= Secure Client X154

BE5ER VPN &3, BIKH P4 223 Secure Client 44, 0] LAY FHERAG (R0 45 & 7 1 B3 2o i
WA, B, nILALRE A P B AU 7 1 15 4% 22 3% Secure Client o

P b 2500 FE A vl AT B A BUR A g e e Bk A

229 Secure Client Ji&5, W ZKH ) Secure Client iA_FALE R R4, Secure Client 7 34T F—
A VPN GBI A . REH Bahen P PRGN P ikl . 1XF 8 3i4en]
TSRS (R 5 F i TR AL R A 93 o

PRI PGEE ) —IT AR N B B B % e i, i S R AT L R R

\)

E® Android F1i0S 5 B MAH S FI N B 7 )5 R 3% Secure Client.

Il ] Web W% 2%, $TJT https://ravpn-address, ' ravpn-address J& # fo i VPN JE$2 0 434 1 1)
1P HbtikER 4144

AR B RV ) VPN I e 1o RGP k.
I RS T R Vs ) VPN R (s 1, U e Z5E URL Bl i e S o 0, G ke st
F1EE MK 4443, W) URL M4 https:/ravpn.example.com:4443
P2 G B M.
F A e R V5 ) VPN BEE ) H SR IG5 a5 24T 5 0 B0k . 65 s D J vl Gk 24

WRBEF N, ARG 2T B BB T Secure Clienthit A . WS A OV HEHL LEE
Secure Client , BUEH & im I IRAEKAL, RS0 HohITiG 23 Secure Client #7044 .

24 f5, Secure Client 25 R IZEFEVT 1) VPN ZEHz .

{s£ F§ RADIUS #0285 r& =% A R AN PR F0/E 14

TET LUK I 2 B A CHRR ) T BRI AR W ]Ik F A1 i RADIUS Jlie 55 s 25l 9 il ¥ 6
e RSN Y] RA VPN 4. S S i 7 A 508 Ao 20 RO L IE B 1) J R R KIS AAA I
SR YE, Wik B AAA RSB VELR 2R .

B 9 AR A5 42 R LA W I Y Jeg A «
1. Ah AAA M55 4% LRI R - 120055 28 A2 7 S AR B8k B B D e R [PIX L8 g
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B = raows s smmEs

2. AE BB AV A% LG E A AL SR - S RADIUS flz45-#% 4 /1 3% [1] RADIUS CLASS J& 1
IETF-Class-25 (OU=group-policy) {i, JZbrBi 15 #5255 1% HH P I8 A FRAR [R) (R 2 sk o, IS
it 2H 5 s 12 ik 55 s A IR TR ) B R 1k o

3. EFRTCE SO I A 2L SR - JEFRIE B S BB R L YR, AR AEREAT B ek i
TR BRI NS o SR A BB AH B2 1R I AT P Soe D s T 4L, X n] DABR A AAA IR 55
AR A (0 P e R B3 P2 FH P R AL SR R R K T AT R A

BRI £ S ERAIE N B ID b 3076 (K] RADIUS J@ . Gn 54 FH ¥ RADIUS R4S 28 ¥4 5 XX L s
Pk, nInFahe e, B g, EHH BRGNS (3076).
PLR 25 URR i Je8 (8 2 E RADIUS JIR 45 28 1 5 ik 2 1 &R 48 k3% 51 RADIUS R4S 28 (KR A 4152 57
Fri g e

#&1%%| RADIUS BRE=E=VE 4

RADIUS J& 1k 146 F1 150 £ BB % 2% 3 RADIUS k4528, F T S 8aris sRAgsaE k. LUF
JITAT Je 0 A T B B 4 15 4% A 3% B RADIUS IR S5 %%, FFic KT 4R TE SR« s i 5B SR A i

= 1: %353 RADIUS H9[E 1t BN

B BEMHRS |iE%. £8 | BENZE R AAEE
E b TRt 150 B LERE) EHF] VPN [R5 hig S8
2 = Secure Client SSL VPN
et 151 R HAAE R
1 = Secure Client SSL VPN
B 38 2H 44 FR 146 T LERE) T TSGR E BN E SO A RK, i g B 4
W LE L. AT IALE 1-253 NP4

M RADIUS AR 55 33240 BB 1%
LLR P BEBUR P i RADIUS H 55 8 4% 51 bl #1142 46

R 2. RIEF) BUAMBETED B9 RADIUS IR 1%

B EBMHRS |1B8%. XB | RERZE RAAEE
Access-List-Inbound 86 FAFH HAE TXP AN ) 51 3R R AT B B A v e% b e
, - ‘ [f) ACL % FK. A4 Smart CLI " JE Uy In) 5122 % 5.5
Access-List-Outbound 87 Z A HENEE ACL (KR EHEE > BEEE > Smart
CLI > .

IR ACL FH TR i GRtiEdb A BB
) s (AR ETT BB ) .
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wEzshrir [

Bt

BitHms

Bk, £

BEHZE

RASE

Address-Pools

217

TR

FLAH

JER NS Ve A% b IR 28 0t 5 44 0%, FH TR
Y Sy Mok (15 25 7 555 3% 482 RA VPN AT 7 99
7EXFER (Objects) T _E5E LML .

Bannerl

15

HAE

FP 6 SR 7S R

Banner2

36

FLAH

FH P8 S i R ORI A 55 380 o Rl 2 B 2]
R 1o

Group-Policy

25

HAE

BRI R P 4L sRmE . DAZ07E RA VPN 4A 5 RE
(Group Policy) BT b @ g 21 Semg . A& m] AL LA
R R LY 5 W

o SRS A4 TR
* OU = 21 5 m& 4 Bk
* OU = A NG 4475

Simultaneous-Logins

FAE

SCVFRL PSS IS I AOE N R, 0 -
2147483647

VLAN

140

LENE

PRI P %3210 VLAN, 0 - 4094, IR 5 20 7F @
)5 71V 45 1R T2 11 1t B VLAN.

X [E = 50 3 iE

RSA W [X = &1 30 iE

A LA RA VPN LB WA 25 B U0 UF . B T AU 22 S S0 TER, H P et - 44, B,
DL —ANEAM I, 4 RSA AW EE Duo B 555 . XK 25 S SiE AN R T4 FH 28 A S S0 iE I, XU
FEREAERAN B AEE PR E R, H5 RSA/Duo R4S 851156 R Y8 E 2 1 B WAETR . 1 4ME 2
Duo LDAP, ‘&% “Duo LDAP JIR45%% " T & k4 Bh 5 43 5 YR

TEXUH G AL FE 5 —/NF %2 RADIUS 80 AD k4545, 52 BUA A I3 /N R 32t
IR B2 1) RSA AT Duo B4,  1E A8 T4 R A ARG R ¢

A LU LR 72— le B RSA. 495 RSA ifit B M5 B, 5 RSA SRS,

o TR WA BESS dof RSA RS 4e 5 S0 RADIUS R4S #%, I RS #s FHAE RA VPN 1K)
T B RAE Y
{77k, FH P ab 254 Ff RSA RADIUS i85 2% FRCE i 7 3T S 00 8E, JHEH—Ik
PEIG I RSA AR, FHE S0 bR S iR A . w50, A

FESCAC S R, Gl 28 Ol RADIUS 4548 (4, Cisco ISE $241L[F) RADIUS 45 2%) $#2
PEAZRUR S« ¥526 —A RADIUS R4S 280 B AL FL B ol KR 2545 o
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B =5 raowus & Duo WEE SHIE

* 1 RSA Hli4s o8 5 S0 Fr H 4R ) RADIUS 8¢ AD R4S #:42 %, JFAC'E RA VPN, ##1F RSA
RADIUS 5t AD k45 HAE T S IR . 72X FhiE I, RADIUS/AD k45 #+# ] RSA-SDI
TE P i AL RSA RS 2 AR BE AT 22 HEX R 28 G40 B IE

T, P 6208 I A RSA RADIUS 5 AD filk 55 d LRCE R 7 A4 0T S gk, I
] — IR PG I RSA A WUERLE S, RIS 70 B E A1 205, & 4.

ESRELE T, WA —ANE RSA RADIUS IRSS 28 HAERACRIC K (RT3E) RS 28 .

{&£ A RADIUS £9 Duo X & = &4 54 iE
" LUK Duo RADIUS 55 43 L 0 LRSS gk . 7748 1] Duo RADIUS & 43 Sl AQEE .
HRHLE Duo FUTEAND IR, 152 [ https://duo.com/docs/cisco-firepower .

XJE, BUE Duo, DURACE [ BRGS0 S IR K, K 53— 6 RADIUS JIRg5 4388 AD fik
5 VRS D OO RIEINER, 45 Duo =S5 HIMESE AN =

{5 R e 7 vy, P 2548 ] Duo B4 B UE A HE R OCEE ) RADIUS/AD R4S 2% FICE W R 4,
J RADIUS/AD IR 558 P C B 1R 72 44060 N R B8 i 304 T G 0 B60AE,  JL 5 BBaE DL~ o — ADmﬁﬂ

* Duo-passcode. i l1, my-password,12345.

* push. i1, my-password,push. {#H push % %01 Duo [n] FH 7 Wiz 2L 48 2 35 I MHF) Duo #5W
F R IEHERE S 3 560

« sms. Ui, my-password,sms. i f sms & 401 Duo 1] F RS 81 & KI5 50— RS 1
SMS L. A smsitt, HF S48 UF 2 s RN, F P AT AT S 0 E, A
BrE A E A B R 2R

* phone. #il41, my-password,phone. 1§ phone 5 %1 Duo AT HL & [BI0Y & 43 561k

TR P 44 /5 DA B E, Duo SRS IR R Duo = RS, o # B k% 50i1%15 KA ok FAT 2L
OB AR EE B 4%, ARG T IR SE B I i) A0 IS 2 P B sl & . A P 2 L i ), Duo &
B TERRIC N CBAE, W RA VPN Ih Az,

{£ FH LDAP £Y Duo X & = 5416 iE

A LAHS Duo LDAP 45241 Jy il B S 3 56 UF Y5 15 7E b 32 ZLUE Y Microsoft Active Directory (AD) 5
RADIUS %2545 & H . {81/ Duo LDAP i, 4l B S 3 40 UF A H] Duo 25A5 . Hi% 18 %05k i if iy iy
BOIF 32 G A I

VRPN ST7 4 44 FH 28 sk 3 11 TCP/636 1) LDAPS 5 Duo LDAP i1z .

WEVERL, Duo LDAP MR&#8 AR S G UF AR SS, ARSI RS . Rk, WK Duo LDAP 1524
EEG O IGUEYR,  WAEAT A AR T #CK B A2 S RA VPN JERCE  4,  HDRICTE hyiX i
FH P 9 535 ) 45 1000

R IVERE, A Ziff H RADIUS/AD fili 45 #5F1 Duo LDAP JIg 454 G & (1 FH P 44 3047 S 56
e RGN Secure Client F gy, N AE T 2R3 Bt #¢ 4t RADIUS/AD %44, | T-4#HEh
A3, nf DMRAEDL R IR 2 — kA Duo AT B IGUE . A OCTEANME R, 24 hitps:/guide.duo.com/

anyconnect.
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mizisia ven wirmEsg ]

* Duo 0 - Al FH 250 HEAT S IGAF, 25544 B Duo Mobile ZE /% 181t SMS &i%. pfliff4 ik
BB G, N, 1234567,

* HEE - RO 2HIF IS Duo Mobile AT, 15 B RHER R THL. AH U RIF mididtt
ALK

* RRIE - A LR R HEAT B SR IE
* 5215 - DUEAEH R K Duo %%, ok 2l RNl HEHr & A% B0 8 oK

HXA# H Duo LDAP HJ VR4 IR =4, 1525 aife) {8 ] Duo LDAP B & XU R 2= G356k , 5 37
7L

N ©

IFZ i) VPN BYiF A] 23K

T A FEA B2 VP AT IR 20 AL Y V2SR, 84 RERC B AR Vs 1) VPN VRS I, AU IR T
R D R R R e P BRI o SN BE AL ] PP VE IR B 1% D fE

AR, T B S I e R g ie) VPN VFRTE, 35BN R AE T Secure Client Advantage. Secure
Client Premier 5 {{ i Secure Client VPN. BI#iIX /P n] EM 1 T A E ST ASA A1) Sk i —
I SCVFAR I ShRESE, eI T by A 15 2% #40 [7) S5 Ab B

BA HVEANIE, TEIKGERILE > BEEFANIE > EREE, ARG ETFEY i RA VPN Yl iE4] ik

PEIEMMVEnl e . 8T B R RE A B K P A VP vl . A O VPR RIS B, 15 S
5] i FH B2 ] 3 1 T HE

FHREANE R, 1ESH (JLFF AnyConnect 11148 R) http://www.cisco.com/c/dam/en/us/products/
collateral/security/anyconnect-og.pdf. 34, http://www.cisco.com/c/en/us/products/security/
anyconnect-secure-mobility-client/datasheet-listing.html HiEHE AL T HAb K £ .

TLFE i 18]) VPN A4 4 I 70 R 5l

BC'E RA VPN I, 3 I 2093 55 DA HE DA BRI o

o T Rl—ANTCP S 11, JCVAAE [R)—4% 11_F R PC v 2B A% U7 n) CREP BRI M) 138 () HTTPS
Vi) FAEFEVT M SSL VPN, i, Qi Ae A4 11 F R E e 215 7] SSL VPN, DB JG 271 g
1443 EATIF HTTPS EHRIAMTHE Lo WRAE R4 0 FRCE XA ThRE, IR 2 /0 3 L
oI5 R 4% [ HTTPS 3 11, LABESR o,

* RA VPN AhiBz L2 4 R B o ANBELEA R 322 1 L B A ) ) i B e o S0 o
o JCVAE NAT ) 5k AN Ze R 7 1) VPN ikl o 4 ) 88 ik o

o I 448 H RADIUS Fll RSA /\HE‘EEE%"XXI%EHLW, WIFERZHIEDLT, 12 BPIERIA G 0
IR KM, TVRSEEURII R S0k . #8n] LLUE A H %€ X Secure Client Bl & A4 K
O 3] RA VPN 4200 B S0 p, %i“buﬁbz\%%ﬁiﬁﬂﬁ i WeE I EAR R e E S,
559 TR TR . S I E AR I I ) Bk 60 BB, DU P A A8 I I R EEAT S 4 30 E T
REG RSA Ap, DL SHEAT A WA IR B IE .
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© NHEEFEA RA VPN i & a4 (Bllncurl ) , IF Bl Be RS~ pra g i flin, i
BRANIE R, HTTP HEAD 53K .

i & #2757 1a] VPN

%
Xy
N

FONF i I RE VT ) VPN, 5 ZRCE V2 I H o« DUN BERRE P 4 T S 2w i o

HL LV .
B AV AT

 VEMFBEAAT, A ZAE TR T PR S BE IR RE PP BEARIK T o BEAVFRTIEA AT 13
PEHIER, ARJ5 A RERC B FE VT ) VPN BB ANREAE I VPO VRl IR B %I fe . A OQUEM B &
KL BREE Y, WS E N B

« WREVTIA] VPN VFRIE. A7 RPRA1E S, TSy VPN IVFrT SR , 25 7 0. 2R
SVFRIIE, 520 A H e H W] e VRl k.
e RS

X85 P it 5 158 4 2 (B 1F) SSL IEHEHEAT B 4 30 UE 5 A0 FHAE 1D o 48T LUK Tl SLIT
DefaultnternalCertificate /1T~ VPN, 1] UL B4T A IE .

WS T Sy S0 UE 1) H S U Al F N A 4, 20 AR 2 E AR CA IET .
A ORUES & EAETHERTEAE S, 1SS B
(AJik. ) Hd® TLS/SSL W'H .
BRONTEOL N, RG0KG A fe P A8 RS8R AT o] TLS RRAS R85 85 e 452 B e #4277 7] VPN
{HE, fnr LLRRE] fav/r i (% TLS/DTLS hitAs. #1450 Diffie-Hellman 2 AFAT B 24 3% 4z . 4
Z R E TLS/SSL %5 1
(ATik. O MCEIF bALE Pumll &Sk, 28 9 il
P T R P EAT B 0 B E 1 B
R LIS SR8 s A2 U 0] VPN [ K P A DU YR 853, nl DU & P il AT & 56
WE, PR, e SRR A .
* Active Directory B340, - 1E ) EE S K0 UEE . 7E Active Directory AD 45 e SCH Pk
Jo IS HBLCE AD G404k
* RADIUS R45#s 4 - 7024 F 2Lali B Sy Ik ds, IR THACRd K . 52 L E RADIUS filk
Ao
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mE#rrzrnngcs [

* LocalldentitySource (ASHUF] P8R AD - 1F 8 FEEHNRYE . &l DUE A des B K P,
AME R SNBSS o A R A 358 PEAE R [RLR YR, TIOR8 S AN IR 55 # Hh e LI
FHIFVH P 247505 . WSS e A U

* Duo LDAP 4545 - 164 L2 Bh By S0k Y . EAR IS 0] LU H] Duo LDAP Hle 45 #AE Ky 1%L
P ARKIEAE AL E . 8 5K L AR R R LA 5 3 Active Directory B RADIUS Jlx 55 %% 45
GRINZ S MIUE. GXRFHFEL, ES WA Duo LDAP FCE XU 2 Sty ik, 2
37 Wi,

(n[i%. ) JJ RA VPN FLE 4150 , 2522 11
AL E S P AHOCH) JE . P ARG B AL SR, AR 20 B 5 5 O B 22 S A IR e U U Il A PR o el
AT LR AT S A FH BRI S
e & RA VPN LS AT, 55 15 1L
SV R IR VT ) VPN, 3 12 L.
APV ) VPN FCE . 5 12 1L,
U RAESE BB R BB ) L, TS M) i) VPN HEHRRR 5 27 Ui

PRI ATk D S0 SO G 4 3 B 0 A e A

SRR I s P i, e e R U5 1) VPN S S 1 POk s APl A b, ARATT e w] LURI A S
AR ILEE AT o WERA A BB S e, S g 25 ) VPN I DL 3 5 47 50 E S
I, JXEE AR 25U S SRS LAAE SR R T AR P SR P A5 R R L TRt L
(LG

Ao EfE & FimBoE XX

Secure Client it & SCA-hfi Secure Client 2 —#d F 8215 7 diig o X SUHCE SO e S5 % P i AH O (1) 14
ZIEI, IR B A SNEER A S ERE . USRS RV A B Secure Client 7 36 i Al

T B T T

IR AL E R V) 0] VPN LI R A4 LTRCE 56 A B e 3414 (FQDN), REUK A EAI#E 1%
Fromfc E SO R E SO R VAR E . RA TR EAEBUAT AN, A 55 I E AR R i i
EOCE. R, R E SO TR WA BAL, Secure Client 5% Fr A lic & SC A4

B IGAT FH BRIA

\)

IR

S RN e (A LRI VPN S 0S5 98036k, LU Secure Client 765 —
VCHEREI S BT L T O RET . I SR K I 5 FQDIN VI S foh i LA H L IR
GO ) A L I 5. B, 0 R R T —MIETUCAL,  FLE 1) 55 4 P IERRUCH, (R4
WA IR AL S PP (LA H 6 E 1S UC RS 20
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B e=srezraras

TIE1

0 LAy Secure Client DA A v DL £ 55 Secure Client —#2 A () # FPAEER ()4 AMP Ji3 FFE
7)) ARG E S, BRI AT DU AT X Lo b EAR AL B SO, H B B A RO Secure
Client Fit & C/F. (HAE, EATLUEN % &8 A DA I BCE S, ARG AEH BBt API
(K H APIExplorer) B XSO G B E SO . IC ST 0L T 27 BT SR 2 1 B A e o s A, HL %)
RAFERICE SO o BN R 0k B 4] 58 AT 25
LR T Wfmilad “X5 %7 i QM gniixt 5. J4bh, $8I8n] DAAE g Bc & SO R
N, R AE TR B #T8Y Secure Client B & X 44 (Create New Secure Client Profile) %1%
sk @4 Secure Client Fit & L0 %,

FIAZ HI
16 FARR P un e B SO R/, A AT B N A
© FEIFLRMAIIR Secure Client “Be B S/ Fow 4 25 - Windows/ R 2 ReRE (MSD)” o 23

SCAAGE R T Windows, 444 4 anyconnect-profileeditor-win-<version>-k9.msi, H:"' <version>
J& Secure Client A (CHEARTRESHPIARD o i,
anyconnect-profileeditor-win-4.3.04027-k9.msi. %8I Z0AE 22 B0 B SO Sl 2 2 1T 222 Java JRE
1.6 (BHEEA) o M software.cisco.com $HX Secure Client it & A2 %« 17, LA
AALE P E A gt ay, A FUE VPN 2% )7 b 1) — NG SO R 4s

o A TTC B ST F 2 4 2 6 I s RO C B SO o A E B SO v i s AR 1 LA 5 TP M
fke ARVEMER, WS HMEARK7ELR D).

IR, K5 M H ik #ESecure Client BL & 3T (Secure Client Profiles).
PATLL N HRAEZ —:

o BEONEEXTG, i s + $HL

o BREEA R, i AT g g b (D).

© BRGSO EC E SO, 1 i BRI N B AR ().

SRS RS, i iz g s e (O),

IR GENAFRAT CalE) i .

DR B EALARBEC E SO, WA R AR Y, A SR AA I 2L 5 Secure Client it
SO AN TT R

s ik A8 0k PR A T C B SO g 4 i B 2 R ST

RLHFTFF AR RC E S .

s ik B RS I B

IR B R E S Br E 2 S Secure Client AL B SCAFANRIZRAY, 558 B R A2 BRSO 4
(RIME B SRR
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a)

b)
©)

d)
e)

2)

h)

mE#rrzrnngcs [

sl “HEZIEI” $5E (¢ ) JFEPE API Explorer.
ARG AE PRk TR BT 4T JF AP Explorer,  FLARIR 48 100 30 05 2% B0 .

#TIF AnyConnectClientProfile %o
1£F% GET /object/anyconnectclientprofiles /57, #RJG Atk A %4l

TN E SR SOR W R Bs o 58 S (10 s P s o B S e s

"version": "oiwtsaoxbmip7",

"name": "amp-install-profile",

"md5Checksum": "12£f18388580d3bb2eb0a9dcd8f9%9a7150",

"description": null,

"diskFileName": "bad3506d-9440-11ea-97d2-4d3296494e7b.xml",

"anyConnectModuleType": "ANY CONNECT CLIENT PROFILE",

"id": "bba6cd0e-9440-11lea-97d2-7b74302649a4",

"type": "anyconnectclientprofile",

"links": {

"self": "https://10.89.5.38/api/fdm/v6/object/

anyconnectclientprofiles/bba6cd0e-9440-11ea-97d2-7b74302649a4"

}

FER S PR BN AR 5, JEFRARA, AT Crel IR I iR A2 o 21 B AR

1EFE PUT /object/anyconnectclientprofiles/{objId} 77k, FF¥s N 25 2 IE STF B o

S id (B IR ORI 21 ESC BT objld ZmHAE T . BOE R LLE “self” URL HIREH I S
ID.

Parameters

Parameter Value

objId
bbagcd0e-3440-11ea-97d2-7Tb74302649a4

body {
"version": "oiwtsaoxbmip?",
"name"”: "amp-install-profile",
"md5Checksum” :
"12f18388588d3bb2ebBaddcdB8f9a7150" ,
"description”: null,
"diskFileName": "bad3506d-9448-1lea- 7

-

Parameter content type: | application/json ¥

FEX G IE S, #E] anyConnectM oduleType 2B,  FER A oA 8 I e B SCHFR Y PME .. A
DART. FEEDBACK. WEB_SECURITY. ANY CONNECT CLIENT PROFILE.
AMP_ENABLER. NETWORK ACCESS MANAGER. NETWORK_ VISIBILITY .

START BEFORE LOGIN. ISE POSTURE. UMBRELLA Tk #.

FRRAEIESC, MRS R L, AR e .
PO B AE SO AR T :

"version": "oiwtsaoxbmip7",

"name": "amp-install-profile",

"md5Checksum": "12£18388580d3bb2eb0a9dcd8£9a7150",
"description": null,
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"diskFileName": "bad3506d-9440-11ea-97d2-4d3296494e7b.xml",
"anyConnectModuleType": "AMP ENABLER",

"id": "bba6cd0e-9440-11lea-97d2-7b74302649a4",

"type": "anyconnectclientprofile"

}

i) RURA L SR A Y DU GO 1 OB . R SRAT 0 AR 200 A0 [0 )3 5 25 g wi )3
I3, AT LMER GET Jrikidt— P Rr g .

AR EiR g zis e VPN
AT PLF T2 — 2K 8 FHEE RE V5 1n) VPN BEE 9 19 &

. o sysopt connection per mit-vpn @4, I A2 ILAL VPN ZEH2 1L 5 b 52 17 1) 45 il 5K 1 1)
BT A4 I BRIAME J& no sysopt connection permit-vpn, X & E# VPN Vi ik 2203545317 1)
32 T SRS 1) AV

AN I ICEVEAE S AT 1] VPN Huhib i 3 TP Mihik, BRI Rl S0 18 VPN 35 (1) 5 148 o 22
Ao HEMHTE, VPNIRERABRN, AHEE DA S N AR RSO RS, URL IS
P HAL K ThiE . FIN, REASERA LR ERAT TR R, HaiEhlimAs 2k
e VPN & .

LRCE L AT, THAE RA VPN IS B S0 b £ 0 B #R B3R 8 R0 1 (8 4 I SRR 1 101

o GRS el 2 R LA fe vk B2 ARV i) VPN HUEEIB R R . BT T CRN VPN SR AT
W, IR RGNS T TR (HE R AUE, AR ANB I Oh it 1P Mk, BEERAS5
I PRSI 23 PR AS R

B uEizx#zi77 5] VPN Bc &
YRR BT ) VPN JA A BB B, AU T DL TR .

TR B ), U 1 R B 2 R LA B A BRI R AE ). S B R VG ) VPN iR HERR . 2R
27 i,

LB EINEMZEF, ] Secure ClientiE . VPN &z,

i Fl] Web #5528, 77T https:/iravpn-address, H: ' ravpn-address /& %5 /14 VPN ERE 1AM 82 111
IP HihEE EHL . W2, AR PRI SE Ok . 15 S B P e 222%€ Secure Client #14:
, 3T,

WSRO T IRV ) VPN ERE R 11, WAZ0E URL " 3% H s o o i, Skt 1 o
A 4443, ) URL )% A https:/ravpn.example.com:4443

MMRRE T4 URL, W]2=ixst URL.

Il z72isiE veN



i i i VPN

$IE2

HIE 3 i show vpn-sessiondb iy & & A 2 HT VPN 215 145 245 &

winzizinia veNEE [

BB ¥eth CLL Wi sk AT S (CLD k. s, 477 CLI =M & .

G5 BV R IS 5 2l Secure Client 2515 LA KA R BTG I R S EECEAEHEE S 215 1)
{5 B PN 2% 2 0 b sl .

> show vpn-sessiondb

Active Cumulative Peak Concur Inactive
AnyConnect Client 1 49 3 : 0
SSL/TLS/DTLS H 1 : 49 3 : 0
Clientless VPN : 0 : 1 1
Browser 0 1 1
Total Active and Inactive : 1 Total Cumulative : 50
Device Total VPN Capacity ¢ 10000
Device Load : 0%
Tunnels Summary
Active Cumulative Peak Concurrent
Clientless 0 1: 1
AnyConnect-Parent : 1 49 3
SSL-Tunnel 1 46 3
DTLS-Tunnel 1 46 3
Totals 3 142
IPv6 Usage Summary
Active Cumulative Peak Concurrent
AnyConnect SSL/TLS/DTLS : : :
Tunneled IPv6 : 1 20 : 2

{1 show vpn-sessiondb anyconnect i & £ 5 K 2 HT VPN S iEMPELI1E S

PEANE SRR o n s Jy 2K, AR A B B ST HE B SRR VPNGER:, B
HOFT R AT, RN TR B f A R A

> show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : priya Index : 4820

Assigned IP : 172.18.0.1 Public IP :192.168.2.20

Assigned IPv6: 2009::1

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
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St

B

Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAL
Bytes Tx 0 27731 Bytes Rx : 14427

Group Policy : MyRaVpn|Policy Tunnel Group : MyRaVpn

Login Time : 21:58:10 UTC Mon Apr 10 2017

Duration : Oh:51Im:13s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a800£fd012d400058ebfff2

Security Grp : none Tunnel Zone : O

i 18] VPN B &

REYT ) VPN RGBSR LT — S84, X ESRHIE L VRN 7 ] Secure Client !y R G 37
VPN I, BANMACESCAEAGE X T T S RAER AAA RS EAETS . 0BT 1P Hihk i
Bk, DA E SCRRHID [ P FRD e A1 10 2 s

W EONAN T P A P T A IR 55, BB AT AN IR S IS e, ECRE B 2 IO E SO
ARSI A DU A AN R S AR B0 UE IR 554 A AL 235 0 R mT LA A T 28 5 0y B0 AIE IR 55 2 FA B
ERAF AT S

Mg & > mi2ifie VPN A EFRE.
AL 7S O T RG22 D R SO R A SR P40 0

PB2 plili AP EREE XS (WARARKHEE)
FER3 PATLL AR A

o il + HLAVERT I IERIC B SO AT ORTEAN U], TSI E RA VPN EREE S, 5
15 Ui,

T AT (O, AT IFE BN B SO RE B R AR, DL AR LA AT
o

o i (O, G AN T T B ST

c R HSRARRE, w OB E XA H P R EYE . 5S04 RA VPN LS 241560, 5
22 T,

Il z72isiE veN



| E#2ipia vPN
mEraveN EEREH [

B & RA VPN & i%HC & 30

A LA e R U n) VPN BZRCE SCPE, RVFR P EANB M EE (B R E ML) B iEs 2
B 4% . B B C B SO, DL R AN [R] ) B A 36 UE v .
FFeaZ Bl
FERC B R 0] (RA) VPN 3E%2 i :
* M software.cisco.com ¥ AT 75 1Y Secure Client SR 140 N #8345 A0 T AEuk .
o ANEEE L (FE MEREVT R VPN B 2 AMTH 1) WASRE R AT SO VAR R 1 L") HTTPS 3%
RSB F)R . R REYT MG E At D GES ISR O _ERd S H 8 BEU7 W) O HTTPS

B, B A JE RN B SO A I b e IX PRI S5 A BRAAE ] 443, PRI rh— TR 0
G

HW & > IR VPN 4L N EERE.
PR AT 524 LT 2/ e e S AL S 1
it H et R E S (AR )
HUTEAF B2 —

o il L O A

T E AL (CY), AT IFE BN E SO RE B R AN, LS AR LA AT
o

N
SN

S5 8
w N

PERA  BCEIRAEL R
© ERERENXHAN - ERNAK, 52 50 N, AfEE Akt B, MainOffice. ek

IP Hbtik HAE 4 5K

R

T AE I NP A4 BB FH P 7E Secure Client 25 /7 i I B 51 K B B A4 TR . EH— D RHE )
F PR3 = AR

« @RFA. HURL -4 SR R E S % M A FRECURL . AEXERE 2 B B4 B 21
VPN HI 7 AT LAAEEFE S T Secure Client 75 )7 i I FE A% o HEERC B SCIF A FR 2 B B3I
N A RZ AT 31 AT

OETT IR B 41 URL 53R, 76 KEZEFEV) ) VPN 22 I 1 2w 7] LN ZH) £ rh k4T3 8
WA A4 URL #7388, |40 A3 5 URL DURC I IERRC & . b URL A
223 Secure Client % )™ iig 1125 A% FH o
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B s=ravensgmaas

SIS

P BRI 4 F0 URL . AR5 FoE UK T EERERE B S rp, G 8] 44 R URL w4 20 2
—J. 21 URL 220 Lk httpsi// k.

Wi, 140 HEA 9 44 2K AL 14 URL https://ravpn.example.com/contractor. ‘%%% Secure Client %%
Fu)a, F P T AEIERE Y Secure Client VPN R #7813 FR L FR 4L 51 44

B & 1 SR IR B S (R

TR G 398 TRUA) 2 VA% WMR) e R P AT B B0 AIE, LU e FE U7 i) VPNIEEE o () B 19 7 02 AN
FHAAA, SRJ5 %+ AD 4tk 5k fd F] LocalldentitySource. ARYE SR IGIEZERY, ] DL DL R vk

o (X AAA - ARPEH 7 A RS FH P AT S A KA AR A . ARG S, TSI IE R E
TERCE AAA , 5518 1L,

c ANE RIRIED - RIEE 5GBS G E BT S S AE. A7 VRGBS O iE R
BOSCHERCE L S RAE . 28 20 T,
* AAA # ClientCertificate - [F] I FH 7 44 /785 R0 % 7 ity 0 % S IE 1 o
o SAML - 7 = S IIE R SAML RS- 2%, ] SAML I, ARSI E [ 5% 4 B 5 403 3630
Wo ARG R, HSNERICE CIFACE AAA , 55 18 1T,
Hc 5 g () Rk

Mokt o SCT @R P AR AL VPN IR, ARG LIS EA 1 TP shhit . AR PEAME E, i%
27 RA VPN BCE 7 ik, 28 21 3,

Mii T—% (Next).
PEPFE A T I SO LR SRR

A SRS AE SN BRI 5 BB PR I 5. R 444 DtGrpPolicy HIERINALSRNE . 1] LG
FoAt g skimgs,  DABRALE BT (IR 55 -

EPEALRIE I, A BIARIEN 2L . e 2, siilidmeE (Edit) W HEAT SO,
WA TR T AR MR, SR MR sl B2 F B9 LE 3R BE (Create New Group Policy).
ARAKMKITEAF R, TS RA VPN BCEALSNS , 55 22 5,

Mt T —% (Next).

Hie B A SR R

RLCREIIUE ] T ARSI E SO o AEQUESE —MERRCE S, R SRR C B SR 2 e
BIXSGIEI, ARG TG MRS UG R IO SO A T

IR EBUNER - BB T EL A SO N ERIE T . 5 i 20 2 R A B SE I % 4 ) VPN
B, WIREEEAAUET, W s T RAER T G FH M ERIES (Create New Internal
Certificate). W ZNC B ET) o

« SNERIEO - I AERMA TR VG M) VPN JEFE I R 1o IR PRI SR 5 e & ) 22 W)
TAT e 0, BRI TR &S KA T ) FLERI 1)) #2111
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W

3

mEraveN EEREH [

SMNERIEORYSE 2 IRER - O AHK, Ul ravpn.example.com. U1RFEELK, RETLA
TN — AN g P S

pEsy 2

TEHG IR VPN R P i A H 1K) DNS i 25 28 7] LCKE I A4 B AT Z1 382 11K TP itk FQDN
IS INEIAIE DNS %5 %%

i% A - T RA VPN JEF:HT TCP i 1o BRAEN 443, R FHEANT RA VPN IF—# 10 L
R WA RIAS DA T RO BRI SCPE B A LAY 1 5o X TR 45 T R A
FH 443, 1R, W SO AR YT ) VPN IE e H, B A 44E URL A& 1% H 5.

H B IRE R B 48T i i3 HI 5B (Sysopt per mit-vpn) -2 75 S ik VPN Vi 52 17 0] 45 1 S 0 1)
PR BRATEOL T CUAf % VPN LSS 0 107 P SR A . 5 H A BB ERIRES T i aE
5l 5 G 225 IO 2 A U B e Uy ) s S SR, (R T RE T ) VPN I, A AAA RSS2 R
VPN i yE%s ACL FI#2AL ACL /5883 ] T VPN ik

WVER, WURERIIET, R4 E sysopt connection permit-vpn 4, A RKE. X
255 R 55 0] VPNIESZIGAT A BbAh, Stk Imm 5, Ieik ol S e & SO R BAN A 1)
W MRIhREX T R E SO S, BEACATTE, BEAHA K.

WRANGEFEILE I, AMESF 7 AT e S BG R UG 1) VPN Hihibyts b () TP ik, Mgk s i) £
PIZ% AL o XA T e A A, BR b S S X Uy ) 2 RO 5 SV M ks 17 ) 3 PR
D SR AGAE U e IR, 355 2% AR B WISk Az ), AN RS 1P ik

PR ILIE I B AE T, VPN SR A, gl BEA 20 B AR RS EOR
URL Rl JE s Al i Dfig . [N, RGNS AT RILT R AR ATE RS, Hauvh il
AN S VPN

NAT £8% - i Fl NAT ¥4, Ak g FE v i) VPN i 0 & e T 3047 NAT #8e, a0 BANER
o VPN Ui BT NAT, 560 ERSMIART P E: O A NAT FLASE H T RA VPN Hidiki
NAT #9245 2 U5 H AREE DRI 28 2145 10 T3 &S 840 NAT U, (H eI S R RTE
NAT WS, EATEREE R WS A NAT #i%, @07 L FRdE .

TER, XA RRIENG ES N TSR E SO . L, 3OO CURTA M 4%
AN ERHCE AT, 5 W EORE 2 25028 5 SCH P A FOAl R C B S AR ) NAT #R e B
© RERED - LR R R G R KN PR A R 1 o BT QIR ) NAT AU ] T X 2842 1.

© RERMILE - EFEAIR AR ] K5 U5 1) R S R 45 F P 28 0 5 W 4% B3R I A0, 35 15 S SR
sk A ) TP 2R,

SecureClient ZX44 & - RA VPN iEH: ¥ S F#1 Secure Client 538 22 3E A WUE . X TR/ N A
i, X% CBIEY RA) AR 60 N 717 74 Windows. Mac Fl Linux Z ¥ L 4% #Uplh
PR . AER, JEi AR R B SO B AN ) IR R 04 55—/ SR
B, M AR A o X R ) B ORI T BT A I SO

M software.cisco.com MR . QIR L bR LARAEMIN IR, RS AER
LoATIEN =P L /T

mili T—% (Next).
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B rzzmsExuns A

$IE12

A 2

HOE, WU EE AT IR .

SRJG, sk YRR AR R 2 H I 2% Secure Client BAF R ZEMAT 4, FFIIRAARATT 75 AT LLSE i
VPN 4%, miii &6 (Copy) RixLehi I R BRI BIMGR, SRJG 7> K K

mdisER (Finish).

T—5Hit4
iR VPN BEIEH oifFim s, Wil 225 VPN, 55 12 Tk,

AERECE X HECE AAA

BRIGAE . FEAUHICIK (AAA) IRSS 2848 T T 2 44 R8RSR A 215 O 7 7 el e F 7 ] VPN 2l
A RADIUS 4545, Wn] BAX 43 C30AE P IR0, ISR A6 52 CR4 2 5 1) 25 A0 Vs 1)
MR . T AL RADIUS 32 K IR 45 >k BR R4S FH 500

TR AAA N, TEAZINCE S U5 . SIS TTak (  fn SRAR S S X S Gy B iE, 3
AR BYE, i, RSA A f#Ek DUO.

F 5 iIRIER
* AR SHWIER EHRIR - H TR - 24T S 50 R 2GR 2R SR B T I
BRI AR, A RESE VPN 4. PR AN g
* Active Directory (AD) S8, 4 SR T 55 AU M ANAE AR, 1 s e B # S0 Sk
* RADIUS fli45 #4541

* LocalldentitySource (AHUF P HH ) - 80T LLE A B4 boe SUH P, AV FH A5k
5 i

* Duo LDAP %545 . 1HJ2, XEmdf HAER B S B0 UEYR, DABROENUA 2 S0y iur, ]
{§ ] Duo LDAP Bt & XK 2 S 56AE , &5 37 TP BTk, S H A/ 86, WISk
B 8005, BRI P E AR G, WG S 5T 7 07 a2 15
K

* SAML Jilk%5#%. WA A SAML 254, WITCIENCE [FDE S04 B S 5 iEdE .l Lok

RADIUS FH/EZRUIRSS 2, (HAZ0 NS RADIUS IR45 %8, LUMEATEE S50, k2,
£ SAML SHEREHT G40 6AIE i, RADIUS HR45 2B R (RS B .

* SAML BRI - WL ESE SAML 16K 1 S I UEYRE, 48 75 B B0 WIS 2% 7 i X1 WG 4 oK 58
% Web & 473 561 1E «

* VPN Z& Fim g ATV ST 88 - VPN 2 7 it i FH i N S0 W2 3E1 T Web S BGAE,  [RIILiZ
B ISAFAIE T VPN 4%, BN RS, PR E .
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nieprExunE ma [

* BOABRMER G 5TRT - VPN &) b TR G BRI ST 453061 T Web S I0IE . LR IR 7E
B VPN B30 56 UE AN At Al 65 S22 18] J P 6ok (SSO) e IR AR B ST R TOVEAE IR A
A P IAT IR Web S IAETE (BIUAEDIRAAE S BAE) Ll S i I

I AL — N AL, ENRES R ) Web S0 563F. M software.cisco.com 3R B4
A, EHR, FrE M SAML FIERAERAE 2 G0 U 2% 10 % e e B SR B 4 AR I35
Py XEEERGE /N, AR E TIERNE SO .

o [ORARHE B9 R - 0 S E PR — NN IRSS 2%, 18 0] LA $F LocalldentitySource 1 4 [HlIE Y&,
PAST E RS 25 AN o] F o Gn AT R A Kb AR N (R IE, I8 O 188 SCIRAS U P 44 /4850 5 4k
TR S R ) U P 44 /3R AR ]

BRI - mi SR BRI E DL R

o BMBRIEISL - e ey B, 3 H DA B TURE SC VRS T P A4 AT B SeiiE o 45T LUR A IX 2
AR A B, WERIRSS S TCIE T Bass, LAk s IX A =R HE .

* NA P BMBRSBRIRS 28 - (R A ALIE 2] AAA RS8R ZE M R 5
PR RR . BN, W RIS I H ) S ANV A AR A4 R S P 44
MIER, IFRIZR] AAA IRSSAIAT S UE. BRNEOLR, e il T HUH g R A .

* N P2 MIBREE - AR A2 AL B AAA RSG5 a5 20T, S ZM A MERA AR, Jhik
T3 1 username@domain k% A 45 52 (A FK;  BEIETH 2 BN @ 155 . BRIATHOL T,
R IR AL I IE IR A o

* BRERER - 20 AV P AR IN e, anRA IR E, P I
N, Secure Client $4E4aiE 8z, F /7 M INATHE AAA RS54 SE U . n IEREILIETN, Secure
Client 237 2 053k W 4@~ P S el s, Ot P SR Ul 225 15 2 . IR R LA R ILrp— ANk
Te AN, iHMIRTE AAA M54 L3l MSCHAPV2.

s AEATEART X RIBEA P (IR LDAP) - MWEIEE I RETITMG, 24 1) &6 Bk
Mo AT DB OB 1-180 K, BRIMEN 14.

c EEBEHYRBMAR - ASESN)T, LRI 2 s T S e . B
s TSR], RADIUS HIJ BIRZ 2 R ILIAT .

HEBRIR
* TR PIRNBYEHEBN B2 - nTIERSE A S0 SR P s i 32 2T 5 4 5,
W R G2 s SLAE F A Bh s T S B0AIE . 1T LAE$E AD 4. RADIUS JIk45%%41. Duo LDAP
JR 55 % A H 5 43 V5
s BRGEIN - A SR E LR IR
« SEENIR HO & R AR SRR - a1 A Al Bh IR N AN AR % A%, AT LLEFE LocalldentitySource 154
% U, DB Bh IR S5 28 AN AT FH o G A P A B Bt A ol 2% R, 1 DR 8 e SR A Hl
FH P 24 /25505 5 5 B A R 45 % v e SCIATH P 44 /305 AR T
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B izsmscumsirssnni

cEREERRRIEITHIER - BOAEIUY, A5 I, RIS A i B
I AR i W SRIEFEIEE T, RGO DS s A B 0, Al 55 2 5 3 U5
] R 2 R AT il U S AR Bk o RS 2 S USRS (0 U R P T AR R (K
Ay THLEFEILIET .

c REWMSFAP B - BHBIEKIN)E, W 2R s EFEM G- bt AT
T 4L R SSL A A AU ) 425 R 2 M R VLR ORI Tidike T T4
SRS, RIS 2R R R GUR A T AR B T BRI B . BOAT
DU, AR 44

© TRDIERY - W FTER U ) IR S5 AR I S o DU L RE AAA FAZE PIRIE 110 B I0 e SR Y
I, BB, IS TEBE, SEHERPEREOTRIERHRIARA UL
AEREARBARZ. BOMEARTR, KRR IS WA

WP E B IRERD, B0 A3 S5 4% T 3T B U0 I RN R A

WA RER, AR EIMFER S, RAEARES T BUh A LS.

H Atk

3

FEBRS 28 - CHCE W HRBGZ YT 17 VPN I ) RADIUS Jikg5as41.

GO IAETE T, B I AN G0 B0 UE 1 P AR H RS Ald & . RBGE 415
AR P AR EAT IR AE . FESEPRTh AR BRI 8 Mok TAE. W R A, e
IR B 3 SRRk JIT A 8 3ok B 3 B E A S AR R (9 U A PR - A7 DG TC 1 RADIUS B2AL I
B, EZ AT RADIUS FId] seug 4l P AR A g vE 25 3 1t

ER, WARRS RADIUS Ik 55 45 SR ISR P 55 L sems hog ek S, W RADIUS
JrE VA i A SRS S

IEMKAR S5 28 - (WJik. ) M T AmRETT M VPN 2 ifid )ik ) RADIUS k5544 -

K BRI T IEAE VT ) A AR 55 LA B ARATT IEAE A8 T (0 P 2% B i o S D17 480 82 4% 17 RADIUS fiie
St s S RS RS R IR T A LRI ] P A S IR B
TR AR SS LR SR RSN 1] . SR)A, SR iz, DABEAT ISR B, &
S E e R . SR DU HC K D RE, BT ORI B 0 UE AR A D REC & 18 ]

AEEEE X HEEIES 50K
T LA P 25 5 B 8 46 BRI O L7 ) VPN B AT D M . B PRI B O BN, 5
P T UERE R Vi P BRI A A CA ES 4 TIRERERNY SSL B Fais il

B P s uE A, AT DR E R B S U5 A, AR R AR 55 d . IX L8/ AAA ZEII;
AREAE R, WS ERRE I E AAA , 2 18 1L,

PUR AR5 € M R mT LUk 32 B G J5OR G B B 7 050 S e X S e T Al B A Tk 45

1.

MIEHHIREBI A P& - UL N IETZ
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© BRETFEFER - 4R EEF RN FER A HRE o R . BRMEA CN (A4 A
OU (AHZURAL) o EFEEM TRAALIRIEDT, R 7B AR TR 4, 1t
AR T AR R, JF T UCECH H K, AR SSL AR Ay fn) 27 IR A AE .

* (EM5TE DN (AIN#EFR (EAAPRE - REASIM DN FBAREL 4.

* SERIEIN (Advanced options) - sithi 2k (Advanced) fEFEIFRCE LR LI
c ERAPEREOMEERPIARS - E3oR A T S0 IER, &AM 4T BUA

BRREICH 4
cEEREORBEAAR - WG RFUETE R WA LUSGE 44, KRR T TE %S
BSR4

77 RAVPN B & X Pim S it
FRGEL I TT LLIE ok B U7 vk ) SIS RV R VPN 2B At 1P ik ax 2edbdibv] DA AAA AR5
#%+ DHCP iR 55 4% 2SS P C B 1K) TP uhbits, sl e B SC/F B LK TP kb 4R (it . Rt 1%
WL L U 2 A AR e B, ARSI — S Il 5 4 B2k, SRR bk /) O 45 %5 ) i o
Pl EATIRCE 2 AR, MBI ARE AU 2 OO0 T, AT ORER R S RESR UL .

IR B —A> B AN 5 VARG B IC E SCAF Hh s .

* AAA BRS5 8- 06, AE BUBPI vt ERCE SO S, TR E R 7. AR5, 7E
RADIUS Jlg g5+, A0 S A4BRECE T ikt 217) J@ k. tbdh, I SAEERRCE ST
fit 2 T S B UER RADIUS JIRS5 4% -

* DHCP- %%, fiiH—A8iZ 4~ 1Pv4 Huhilyu [l 5 RA VPN L & DHCP Hle4s-#% (1848 H DHCP
BiE IPv6 W) o SRJ5, {1 DHCP JIRZ:2e it IP Mkl G AL Z8 01 % . BEJS, 0] LAFE &R
Hic & S 1) DHCP BR$588 (DHCP Servers)Ja E rhk b 0 . &2 W LAELE 10 /> DHCP fik
24 o
Wik DHCP 4545 A1 2 Ak, W] DLAE 53800 B SO DG ) 41 S g b 4 ) DHCP {E R
JEE, GEREEAT A Rt A A D g Mk G i AL A S i, Wi DHCP it 7
192.168.15.0/24 F1 192.168.16.0/24, ¥ DHCP i [H 3 & 4 192.168.16.0 A ffi{R M 192.168.16.0/24
R RBVITE = 51181

o R 1P HbUE - 2oL, QUEEERZ NGNS, HTIEETM. ALk IPv4 Al IPve HAARL &
W ARJE, TEZSERE BRI B E SO | Pud HtE R | Pv6 btk s T, Bt % .
To s RIS HC & IPv4 F IPv6, HAFie & A S e bk 5 2 BT,

AN 5 [ IN 7 2 SR A R SO T B . 2 SR 2 7 o TR INC SR R, PRl
RAEAEL SRS PR T, UTEPRE R L SO (R T A

THERG RGUHL RIS A A St ikt o
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73 RA VPN Fc & 2H 3R %

MR X RE VT 7] VPN ER AL ) AL AR PRI o ERR IO E SR P AL s, AT
B T J B P AR I Ao T I 2 SR WA B 2 S v S 1 P O AL AN RS R
Mg RN R

ARG 4 N DfltGrpPolicy RIERIAZL MG . 5 mT LA AL S, AR BT IR 55
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© EERRRT (B IR BRR - W R E T EROIERIN ], WEAR ARG E X, AR BRI (8 2 /T, )
R B7s BDRs B ST IR 5 (I 18] o ™ AT A PR RO P ORI, AERT A skt
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PRI ARG 5, e et EER AR EREH. BEHHE
BRG], TR REHEREE (New Tunnel)KOIEDR S IE .  (ERA BRIEILE T B0 HAE 1 FhbE
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AP 0 e P 1) 2 S0 3 i VAN EARIA G il P2t o 1) e PEMREDR AE 2 35 H AT ACL 3 3R
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. Secure Client %35 5] B M FE HERR
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2. 1t Secure Client™, WA A HE v 5 LU 2 AR A A (v s i S AE I n . 2R
WK B AT B OREF %, U g A 6 R IR [P i . KPP E DL T, BB (I C A T i
AFAE R L) R 4

o U )R AE Lt e S A [ 42 SR 7 A 15 FHLLE Y BRI 2% 55 RA VPN Mkt 2 [ 4%
BT AR A R BRI R BB, W AT RER E AU A S
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« WIRLE RA VPN HH F - #IB5E, 1R 2 B35 5 P30 4% iR o2 il ol iz g, T
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3. L UMD 0 4 AL SSH XESE, JFRTER AT ALY I VPN RS RIB MG . AT
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£ CoA JYJa] T LS P i) J PE AR H € 7] URL. HE 7] ACL Ml & 41bRid.
LAR RS 4 CoA iz 4T ) sURRC BT

BRWEN R R

Cisco ISE #il47% ) ity 22 ARASAEE, T TPPA 2 2RI A RUvE, B0 201 B2 iikRe . 3C

Py MR BT ORA S SRR AT B NI KRR A o A B BT DABR A 19 2% 17 1) AL B 1 22 2%
St L, B B AT P PR, AR LA E AR o TSE 28 2 A VPl il AT 3 ) i PP AL o
i M TSE RAG 283 22 A VPAl BOR A . PhAT 20 2 VP A Bl e gl . K45 R 5 S AT LR AR,
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2.
3.
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T IR P ity 2 AR SR AR KN, RIL ISE 2985 F P 5 00 R 40 2 AR L I BUR s EA T
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« url-redirect-acl=acl_name, JL acl_name J& i f % FACE Y ACL 47k 1
ACL & MW FH F gt i B 550 ) 1) ISE fR4s 2%, B HTTP fiis. fil4n:

url-redirect-acl=redirect

e url-redirect=url, HHr, URL &R E N EE 30 HFrAE . #lin:

url-redirect=https://ise2.example.com:8443/guestportal/gateway?sessionId=xx&action=cpp

T B O L & DNS, DU AT DUENT EH0A% o 0 FEAE R 1 SCAE I 4L Sms b s e & i
R E, MRS i ] DB s O (ZEZR B Ol TCP/8443) ik ISE A4S 4%
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HISE {5, ‘& ISE K1k L2 A v, Horpml DAL il SWISS iU Fl 8905 TCP/UDP
Uity LV BEAT R 22 AN AT e

1 ISE W 304 Q3 R 2% 1) iy 22 A VAN RS I 8 S PR B RO o XK, Zeut e AR
R, 247 5NN 5 % i 43 D8RS . ISE &% RADIUS CoA #ffify, M H5idE )
TR BA A ML I 7] N4 ACL (DACL). #il4n, &3 DACL Al GERVEFTA VI, MiAE
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JEHFE DACL 15 VPN Xl Gk ANex BN A e B 1 — 80
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VRIBEUE
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FPTR L NPT

access-list redirect extended deny ip any host <ISE server IP>
access-list redirect extended deny ip any host <DNS server IP>
access-list redirect extended deny icmp any any

access-list redirect extended permit tcp any any eq www

fH3E, WEHRE, ACLEEFA “denyany any” 1F NG — A5 #EHI1% H (ACE). fEHRHIH, 5
TCP it 1 www (Bl 80) VUFEC 55— ACE BASLIULHEL 51T 3 > ACE VUL AR i &
X2 ACE 2&TURM. R FH MG A ACE % ACL BRI a] 3RAGAH [ (1 45 5L o

R, (EEER ACL Y, RVFAIEZ IR/ L amiemeeiia Sy ACL IUEL, R4 AAVFULHEL KR
wEIMHELALR WM E . SEbr b, REHNASEZFATMRE, #idnms &R EE M 2 ISE.
TR EE N ACL, 7 EEE Smart CLI X4,

a) EHEE > SRECE > Smart CLI > 3 K.

b) il + AUEET TS .

c) N ACL % F5. B, EEM.
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d) X7 CLI %1%, ©EH RiFETIxR.
) ERRMRIESCH AT LU N ACE

* configure access-list-entry action = permit
* source-network = any-ipv4
* destination-network = any-ipv4
* configure permit port = any-source
* destination-port = HTTP
* configure logging = disabled

ACE N.AIF PR:

Mame Description

redirect

CLI Template

Extended Access List

Template

access-list redirect extended

configure access-list-entry pe

permit network source [ v ] destination [ any

configure permit port an)
permit port source ANY destinmatiom [ HITT
configure logging disabled .
disabled log set log-level INFORMATIOMAL log-interval 3@

f) Rd#E (OK).
T UK 38 B0 U S E 1 ACLo TG 5 A5 AT A LAy S 6 mh A s o S ot st il ¥ 5 o
pEab
W ACL A\G& T 1Pv4. i B AAOE A I 5 1IPve, 3 7 S Y5R H bR W 48 6% any-ipv6 4b, R
AN A AR B YR ACE BT, f3&n] AR INSLAl ACE, LA R ET{E ISE 5 DNS
IR 55 28 B AR T ). ISP AT AN U0 5, LR B IX S IR 25 % 1 TP btk

TR 2 [E T35 RADIUS IR45-434 .

FRHRBCE S (WHCN BB, AL ZiiE RADIUS JIR55#5 MR 55 45 400 % rp e e £ ) LA 5%
fkTl. UM DB E S AR AR R TENE R, W2 RADIUS k%5 ds M4l .

a)  MKIKEFERR > GHIR.
b)  fiidi +>RADIUS BR%5 88 .
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o) AR AR AFK. ISE RADIUS M4 2 1 EALAA/AP Mkl B 4 56 UF o 1R AR 5 s b0 2 1%
Bl WL, nliRAEGEN . X USRI N H B S A .

d) AT “fU RA VPN” SEHEEIERCE DL Rk
« EEME ACL - ERECIEM A T HE MY ACL. fEHRBI, ACL fiv44 A& n .
« FITi&E% Radius BRS 25 R0IE D - ERFamAFIZEND, JERFIE R H 0T LG [ IR 55 2% 1 2
Mo AUk SEr e, DUMERGE T LLEM A H#E O L CoA MR,
WS AR S B T WA EEES B ELUT N, W LD 2 . REURATE T B 1P M
HEXHE BT In) ST B A B IE

LUR 7Rl Jézis T 2 1A 4 10 G PR A 0T

A RA VPN Only (if this object is used in RA VPN Configuration)

Redirect ACL

redirect

Interface used to connect to Radius server
Resolve via route lookup
@ Manually choose interface

inside
°

e) iR RAFAR ST AR 5o

WREBRE TIU4, WA ZAHIFN) ISE RADIUS R4, UG A R HR 55 s 01 2 R 45 2 it
%

f) i +>RADIUS R 55284

g)  HINIRSSERANIAHIR, FEM e T TR AL B () A K 22

h) ﬁ%ﬂ@%mﬁm,M%SE%%%mﬁﬁﬁ%THMmu,T L O 1. Sl 1700
00T CoA Bdia it 2R A

i) W% RADIUS R4 #R B0 & AT AD IR4s48 X FH P 3T S 30 E, 5% P45 RADIUS R 55
BREIGUE, R 5 RADIUS RS 48 45 5 I AD IR 5548 o WHER MANAEAE LA, 3 il 51
FIB 1 B EFh B4 Futgi 7 B i

j)  7E RADIUSHRERE K, sl + HikEFE8 RA VPN Q2 1RS48 0 %

k) AHBE RIS AR AN G

P 3 KIIEFFEHF > RA VPN > EIZECE S0, JHEIE 1 H ik RADIUS AR 45 #s 41 )3 Bl & Sk .

i AAA A IEIE CRME s UEBES S RD , JHER P SMIIEE SRR, FAHIE ML
TPk 55 4l .

TR A SN 2, O E A AT

a4
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W VPN W21 1) DNS i 55#, 1 2 45 0 B SO Al T R 4 Skims 8 20 31 P 3 e 2 0 i
it 4> E) DNS (Split DNS) 177 .

£ ISE PECERINE L

N2 BB O B A 78 ISE IR &5 4 Th e i) o ISE B 2 ARG PPAG A, JLAE A i FIgAT,
ISE HE4%5 B 8 2 A RO e AT IS o S b, U B % 2 55 45 ISE K thidr4, faosdt
Un el Ab B E R B )

X C L 22 ARG VAL SR ) S8 BT IR AEA SR B 2 W o (HJE, BURRERPAY A T — S8R
LA RORICE, ISEe WTERD, SRR P K B A Ay & A0 DU AR AR V4 PR T g2 i A
o BEAE I ISE RRCAS AT BEAR FANTR] A A T 4120

SR BAR ISE fiAshy 2.2 #b T 1

FiaZ /i
UEFR TR 2 # CL7E ISE RADIUS RSt B2 .

k£ BB (Administration) > M 4&%i& (Network Resources) > [ #&i& & (Network Devices) > ¥
#£1% % (Network Devices), 14 BG4 & INE] “ISE M%7 % ” (ISE Network Device) if I, JIf
fid & RADIUS % .

EFE RADIUS B I0EIRE, JHACE S5 BB RADIUS Hiz 45 86 % vh e s i) L = 3 g A [A) 1) 4t
ZZHP o W, nHE CoA imA 5, FFHPRAE BT 1 RADIUS R4 2% 210 % A e B AH [H] 11
St o

KL FF R G > SRAE TR > 45 R > ¥ > AT N Ay ACL..

B 2 NAIRE ACL (DACL), —AMIEA &l i, 75— AMEA S L ff .

filhn, fEn]Ee VX G (permit ip any any) (A5 V5 i), ]IS HE 48500 AN G 24 3 (deny ip any
any) E"Jé*‘lhﬁlrﬂ fn] DU 75 220 58 DACL IR 2R, DU H - 15 FIIR S 4 AR (LR DI 1)
VBRI o SR ARG S A A X 2% DACL.

MR SRREG > RIGTTER > 455 > AN > RANEC B ST IC B P 1R e S A
SRS AR TN 1 L e 1 S " 7 A 5 L " B SR VA R SO

o REA - ARG S 22 A VEANC B SO R BRI 280 22 A PPAGRC B S0 /F . AEWICEE ST RA VPN BE4%
I, BRSSPSR UL . RO (0 B A T, EEN I EE 17 ACL AT URL,  HL A SR 2 g
R A b 2 A VP ACEEIN IR RT N B . I ROR S BN B R R, 2R T LR
L ECE SRR I, AEVPA S 2 AR OUR . A 2 A S R BC S

DN HA K P
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« Z#R - #lly, PRE POSTURE.
* ifjia 2B - %k ACCESS ACCEPT.
« HIES- % Web EEB (CWA. MDM. NSP. CPP) , #RJ5ik# BRHIEE (22

WS I ATEAE B v ERCE N HE ) ACL MAFR. fE(EY, LR FiniE
BCilA CWCRARIE A HETD .

* BHEIEHIE BN Z IR cisco-av-pair fi, 43 I H T url-redirect-acl il url-redirect. ISE 23K
WCEHE AR B BB A B, Has AN T RA VPN J P 2k
* B - i RVHETE U, WRA SR FT G O ILCE T K, B s A A A R AT SR
W E SO o W, g T bR P i e 4 U I AR
20N R A ) 8 P
« Z#R - flt, FULL ACCESS.
* ifFla] 2 - % $ ACCESS ACCEPT.

* BOES - LHE DACL &R, ARREPEEH TG RA - Wm0 ACL, il
PERMIT_ALL_TRAFFIC. ISE £t ACL KX 3 il vees, Wi N HTH -
23l b DACL R T H P 18 P46 = 7€ ) ACL.

* RNEM - R AARGUPEAL € Ze0m AFT 5 T SR, &P S i A —AME T I I [ P L E 2 44
GGG, BN, LR SO AT 2 AT 5 Y. Secure Client 3 A1TH 7 & KU in) . 7
ITHI ], G 2 Ab T ARG HURES . WREIHIN 585, ZumiiAfr G, Wik
WRR A ARG I, FHRAFA G AL E SO 0w, BRI & am A Vi), a0 DI
75 BRI U7 ) AR
20N R ) JE P

« &FR - Bilf, Non Compliant.
* ifFla] 2 - % $ ACCESS ACCEPT.

* BOES - HE DACL &R, RIFIEFEH TAGMH W] N8 ACL, il
DENY_ALL_TRAFFIC. ISE 2341t ACL ik £ |l w45, WS ILNHTH &
o M DACL R H T~ H P 43 16 1446 0 5E ) ACL.

IR A REFREE > REETTE > 4R > B PIRIAR > FREIFACE DU %H:

* AnyConnect X4 & - ) software.cisco.com F# 1Sk 30 SCREMIE P iy - 6 175 B0 Al
PR, DI ] e 2L e 2 AN 2K A, #41 AnyConnectDesktopWindows.

c ISERSMRRELE XXM (B AnyConnectProfile) - L SCAF 2 A R TP A Fr &
TP B IBEE . SCFE & SUT P A Z0HE 22 K TR AR A 428 Ty A

s MR A (FF. ComplianceModule) - Secure Client & ¥R He S S B 4% 3] O
LR [1) AnyConnect BAFAL, T4 2 i & AR I S A B RLSE SRR IR av & F 4t
SCF. WERARYE UL E 1K) Secure Client AL FEIEMAMRIEL, A P ¥S TR, &k
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7] LILE ISEComplianceModule 3L H Secure Client #1)3% P [ software.cisco.com |k $1/1X £65¢
o

* AnyConnect BL & X (3. AnyConnectConfig) - X4t Secure Client Fiu AR i 1) % & i X 5
M) AnyConnect 506, SRR ISE &R . M TRAMEE RS % HIEH M
AL, DRI KR S RE IR % i E RS (140, Windows. MAC. Linux) Al H )
P 5 SO
LIRS IKUGEPEIREE > B P i I BC I % o 1A G SRS o
hT S CoA MR EAE RGO F M, 140, ] CoA_ClientProvisionWin 254 F8. A#l
MR REIE MINHRAE RS, JHEERT, EFROHRAE KRG BIE M1 KR Secure Client it & S

S5 C S M BRI SR AT R G IR
FYR6 AL E LAV
FEMP IR, e R ST RN K 2 A A 2K

© RIIEFERIE > RIG TR > FH > LinR 21T, JFC Gl 20 L N HA 2 PP 4 F. i,
T e 2 ke e A .

* RIIEFERRE > SREETLER > SR > BT 1Tk > 2K, I L& I & MR EK .
* MUIEFERRE > Lin R 21Tl > LR T 21K, JFICEIGH T 32SCRHRAE R S50

PERT KL FESRRE > SRIER > BOIA > 1RARME, Jf G- SRS .
HFASEREATA IR o X LR GIE I T PR 7R
M S I R S B o o 7 A7 o e Al =
« 4F - ity, PRE_ POSTURE

« %M - “Session-PostureStatus EQUALS Unknown” F1 “Radius-NAS-Port-Type EQUALS
Virtual”

* FCE A - i, PRE_POSTURE
s BRI EH TG RV BRI Ui .
« 24K - flt, FULL ACCESS

* %4 - “Session-PostureStatus EQUALS Compliant” 1 “Radius-NAS-Port-Type EQUALS
Virtual”

o Wit B 30 - B4, FULL ACCESS
s NG EHTATEA A VPN E R IR i o
« ZFK - #1l1, NON-COMPLIANT

* 5 - “Session-PostureStatus EQUALS NonCompliant” F1 “Radius-NAS-Port-Type EQUALS
Virtual”
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safi 1 Duo LDAP B BN E % 513 3iE ]

o FCE S - i, Non_Compliant

TR (Wi, ) KKIEHERE > RE > KinT 2 > EEFTE, 08L& Tl

BRANEOL N, AAEER I PG 2ot 22 AR DL . 57T LUR 280 22 A F0RT VA, DU E IR 5 Lk
LR L ARDL . BT ABC B FOR VPO IR, LARAT BRI

R ARGLHEH VPRI, T LU SCREEN NPT R 50T LSS VR P ket (IRERERD
e s, BESRHEE RS

411l {&£ FH Duo LDAP ft & W & &% 5 4 36 3iF

A LUK Duo LDAP JIRj 55 a5 E b il W 5 4 56 UE U5 5 4 2 3= B ) Microsoft Active Directory (AD) B
RADIUS %2545 & H . {81/ Duo LDAP I, 4l B St 3 40 UF A8 H Duo 26A8 #1218 % 5l p i iy iy

Wk F S I E .
LU S P 40 it X AR ) R

Duo LDAP B B 56 IE R G TE
TSR BB E G A Duo FeE A HEVEA, LU A LDAP $24LX0K 2 5 0y 5631

AnyConnect VPN Threat Defense Primary Authentication
- » CIITH - >
[password ]| o [IITHE] < - =

. ® Duo Push )
— Phane Call E 3
: Passcode - -
[ Losin_ i
- : Threat Defense to Qutbound
v Port 636 - LDAPS
.1
hd

LUN A& R GUIRE (1 U B «

1. FHPR BBt v AT RV W) VPN &R, ISR A R

2. BB AE S AR R S5 98 (ATBESE Active Directory B RADIUS) X i - B 5 3 B iE 243,
AT SR B0 IE

3. IR F B IGUE IEH TAE,  mPrBi i SR 4l B4 30 UE T Sk R % 42 Duo LDAP I %5 35

imiziis VPN ]
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B == ouooar wEnSHRiE

4. WRJn, TREAEIRIE A R A RS U R R R Y OO0 ] AT SR T AR 5

Wl SR E
5. Duo Wi UMM B, LU AH PR CMNHERT SR E
6. WA GIRAER), T WD B4 2 5 P Secure Clienti YLE VT I VPN M.

i & Duo LDAP 3#Bh &4 56 F

LU A 20 A 20 B XU 38 B AR B0 U 1) 3 B R, {41) Duo LDAP A 4 Bh 5 S0k ds, 1T
ARV VPNe TERL  AUHA > Duo K/, JFM Duo SRHU—2E5 ., A RESE UL E .

B Duo K/ HFARIAE U B B HAT APL T 4144 .
DU XS s R A A . A R TE4IME R, 1525 Duo Mk https:/duo.com.

a) VI Duo K

b) %% E| Duo HFHIMIF F NI A,

o) mith BRI AN H AR R E DAL SSL VPN ST ARIP LM A GREUE A . %
FAPL M4 . WFEHD), W2 (Duo AI'1HEF) https:/duo.com/docs/getting-started.

QI H T Duo LDAP [z 55 %% ¥] Duo LDAP & {3
WAL Y B A APT 613 Duo LDAP X5, AN ] e BLAs %00 B . Wl AT API
Explorer 2% 5 H CLA2 ) s IR QI B o LUR P ERA G el ] APT Explorer @1 %
a) G B, AUl AT 5 (7). ARJEILFE API Explorer
R AE AN TR B 11 4T 7F API Explorer, FAREUA T4 3 S A BEE
by ke ) RPN RGN T HEHLE Duo LDAP IR 55 &% 4 1 5T it RO fEL

WERATREFE T, R HE. WA v, o LOIEH T Duo LDAP IR 4548 EH A
B, AT LUHE E 2245 Duo LDAP XA R RS F 4 11 . an SRR e e 11, WA A4 VA () 5 Fh
GET J7 i3RI it . v DM B O 741, EtherChannel £ F 2 VLAN M. f#iltn,
ESREU B L O, 548 GET/devices/default/interfaces 77125 3575 £k 75 24 422 1 A5 %2
T TN B3RS LR A

*id

* type

* version
* name

¢) Aiii DuoL DAPIdentitySource #5 8 LAFT TF4H
d) Aiili POST /object/duoldapidentitysources /57 .

imi2ific] VPN
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e)

f)

g)

h)

5% Duo LOAP EEn S eiE [

FESEBRE T, X T body JLE, AT N EHREE B (R BHE WosHE . HERAE 2K s gk
FIESCAEGREHET .
FEIESCAESRAHAET, AT LUF At

* MERLAT B HAT: version., id.  GXEEEPE 2 PUT AT A 2 POST WA T H M E M. )
* XF name, TERIAX G ZFK, Fl, Duo-LDAP-server.
* X+ description, AN ZHA B L UMES 2, BAMBRZ)E AT

* X} T apiHostname, &AM Duo K FERE APT FHLA . ENLZNL TR, X
o A HIME—E: API-XXXXXXXX.DUOSECURITY.COM. LHF XS,

XFT port, I T LDAPS () TCP i [, XN iZJe 636, F&AlE Duo i &4 48 AN [ S
o R, IR TS 0 9256151 58 Vi ik st 1190 ) Duo LDAP i 45 % I

* X7 timeout, I IERL ] Duo iRk ds BRI BIN I R] CLLRD O 8467 o (B AT BU 1-300
o BRUME R 1200 EAEHIERIME, %I 120 BHBR %8 14T

* %I T integrationKey, %A M 1) Duo K 7 SRE 1S R 5
« XF T secretkey, HAMEE Duo 7 SRIUFI 28 o 35 B i 4 Bl B i -

o X T interface, i AZLH T%3%%) Duo LDAP RS- 24103 W 1D KA. AR 44 Bk,
IR T e X @ 6 47, SR R4 KIS .

* X+ type, ¥{ELREE A duoldapidentitysource.

B, XHIESCATREW N R, b RS 4] apiHostname F integrationKey BEAT RO AL EE, {H
o WoR MR G R -

{
"name": "Duo-LDAP-server",
"description": "Duo LDAP server for RA VPN",
"apiHostname": "API-XXXXXXXX.DUOSECURITY.COM",
"port": 636,
"timeout": 120,
"integrationKey": "XXXXXXXXXXXXXXXXXXXX",
"secretKey": "123456789",
"type": "duoldapidentitysource"

}

PR i o R (75T

ROkt curl fir s, DL R R R RANCE . RG0K Wor curl dy-4 WY TE ORI RAHD .
WER QU M IESCA R, MIERE R D 7 B W iZ x5 £ 200 .

R AR R, T A Y IESC T AR R . T IR IE SO, AR5 H
R TS A ) 1 & IR WA RS .
AT, R s H R SR

&%) Duo LDAP XN B RfESER T . WKk B7R, 1[5 API Explorer, #RJ5 PRk 2401 EE X
%o LM GET J7 ik e 22 S8 L
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B == 0w war mmsnniE

W, TRV R EEAR M Rz 5, R REXT LM T i sl A TN 2 . ] APT
PATIXLEHAE . HHC 57 W7~ E DuoL DAPI dentitySource 21+ .

S8 3 ¥ Duo MUl {51F CA IFH FAE S WAEH L,

JEMST A R GE AT RE S Duo LDAP RS54 IR T 5 (WUEF5 o W] LS IR 3RO B ARAIE
H, %R Ol T Google Chrome W W25 56 . Jdi H TR (100 28 il V) 2 BT e P ANl . B
0] LA H 424 2 https://www.digicert.com/digicert-root-certificates.htm J F L5, (HLLF LR AL
(1), AT LA LRI A 3 s AR 225 AT CA UE T3 .

a)
b)

©)
d)

7E X W28 14T IT https:/duo.com.

AT S URL B iyl i (5 BV H:, AR5 Rl E R e M I TIT “UEB(E 87 %
THAE

MIIEBBERIEICR, JREESARIIR (D ol 7EA%E] % DigiCert.

1%#% DigiCert, R MEHEFIER. WEMEKATI N “UE5” MHEHE,  “HM” L0k
Mg~ Lk AT 45 DigiCert High Assurance EV HR CA. X 22 AR 2 A BEAS AR CA IE
.

MTERERIEI R, AR5 AGH S I B ST LR SR T #n .

A ) FRE T MR TR, AT BRI DER A% 20 R4

1E WA E BT, R R >R,

Wk iy +> R {E1E CAER.

HINUES 4 #K, 10, DigiCert High Assurance EV_Root CA. (A VFEH K. )

mili ERIER, RJEIERE NSt

Add Trusted CA Certificate

MName

DigiCert_High_Assurance_EV_Root_CA

Paste certificate, or choose file: UPLOAD CERTIFICATE DigiCertHighAssuranceEVRootCA.cer

----- BEGIN CERTIFICATE----- -

MIIDxTCCAg2gAwIBAgIQAgxeJmoLQJuPC3nyrkYidzANBgkghkiGIwOBAQUFADBSs

MQswCQYDVQQGEWJVUZEVMBMGA 1UEChMMRGInaUNIcnQgSWSjMRkwFwYDVOQQLExB3

d3cuZGInaWNIicnQuY29tMSswKQYDVQQDEyJEaWdpQ2VydCBlaWdolEFzc3VyYW5)

ZSBFVIBSb290IENBMBAXDTAZMTExMDAWMDAWMFoXDTMxMTExMDAWMDAWMFowbDEL -

MAKGATUEBEhMCVVMxFTATBgNVBAoTDERpZ 2IDZXJ0IEIUYZEZMBcGA TUECXxMQd3d3 .
“

e P T T i R TR i A I A R B i R i SR ke e

k)

R E -

LR 4 ] Secure Client it & SCHF-gwiE o OIEE AL & SCLE, B S0 50 E T 2 A 60 FL el TF K 1],
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5% Duo LOAP EEn S eiE [

7 2R F P R AEERUA R I8 (] SR SREX Duo 2504 I 56 B4 B 5 0 Bk o FRATTEEBORE G IS 8] B¢ 0 4270 60

(P

A KB TF EAL Secure Client FUE SCAFITENE B, 160 BUEIF FALZ P smfic &0, 55 9 it

PLT A D BA A8 efAC & S O BRIy, AR5 0 B S BAL 2 g4 G R e S H At

B, AR AT DLEAT B

a) R MARPATIERAE, 5 F 301 %3 Secure Client it & SC/E iR 28 A4 . AT LLAE URME AL s
(software.cisco.com) AW Secure Client KA SCA-2 4 #6314k 24F 4 .

b) FI7FT Secure Client VPN BLE X 4454575 (VPN Profile Editor).

c) TEHRMIEHERERN (F 285 , BB UHARRE, ISR N 60 (B K
i) o BAR7E2K H AnyConnect 4.7 VPN BB S/ a5 (0 BIG: SE i sls SERRAS AT REAN ]

File Help

% AnyConnect Profile Editor - VPN = O ¥

VPN

{88 Preferences (Fart 1)
----- . Preferences (Part 2)

----- Backup Servers
----- I# Certificate Pinning

-2 Certificate Matching

-2} Mobile Policy
----- mEl Server List

| Preferences (Part 2)

Profile: Untitled

Terminate Script On Next Event

[ ] Retain VPN on Logoff

User Enforcement

Enable Post SBL On Connect Script

Same User Only

Authentication Timeout (seconds) 60

d) EFEXH (File) > 1RTF (Save), FHHCE XM XML SCHRAF 2RI TAES:, FRAEHE SRR (H)
4, duo-ldap-profile.xml)

UAE, TTLASCH] VPN BC & SOG4 2 Y o

e) fF WAL 1, HIEITR (Objects) > Secure Client Bt & 3014 (Secure Client Profiles).
D) il + G RS ST S

g) ANZEANZTR. #ilUl, Duo-LDAP-profile.

h) ridh EBfR, EFEIER XML 3.

i) Rh#E.

B ME, FFAERME HHIEFE Secure Client it & 3.

IyHees P A S P RIE R VEZ 7 o LN AR D IR A A K WG B SO XML ST e 3 2

A AT LT T2 SRS AT R L AR IR S 2 PR 4045 B, 1S 108 RA VPN FCEALSEMG , 55 22 i,

a) {riR#& (Device) > iLi2if 8 VPN (Remote Access VPN) H fith EE & (View Configuration).

b) IEFEH P IEREE .

c) %%k DitGrpPolicy, BUE st + IF-GIEUHr 4L g . filtur, n R TR 25&E H T A P R A~
FEVT ] VPN FERENC B SO, 0 2 BR A 20 S
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d) 7 “HM” (General) Uil I, PCE LT JEME:
o FFR -0 TORNECE SO, ERI AR, 0, Duo-LDAP-group.
* Secure Client BLE XX - riili + Ik 01 Secure Client FC & SCAF X 4

e) miii B E (RAF LI & S
W6 A E G H T Duo-LDAP 4l B S 40 UF (I A2 U5 1) VPN IE B B S
BB E SR 2 8,, YIS RA VPN EHME S, 45 15 1. LR BRI B4
+ Duo-LDAP Ji3 JH A4 B & 43 BF I 91 1 Secure Client I & SCAF BT AT B85 58 o ) 107 3%
FERCE SO, DAL E AR DB RN T IR R R, FRA MBS 8 IR G B I AT 3 2 T o S A,
i AR U o UK AN R
a) 1 RA VPN Gifi I, e H ki EZECE X4 (Connection Profiles).
b) GBI AT O SO B R T S A
c) FEEHMIET, FELLFANR:
© BHIIERE - SEFHR AAA B AAA N FIRIESR . FRAER AAA, 753 JGVARC B XA 5
Sy IeIE
* BTHAR BRI EERRIR - 81 Active Directory B RADIUS %545 . iHER, Al
PLIEFE— Duo-LDAP SHBYRAE R E 2R . SR1T, Duo-LDAP{LHAE Sty a0iF iR ss, iAde
HEF ARSIk, a0 SR E G I URYR,  WAEAT A B TH AR 0K B AN B 5 RA
VPN WEBCHRI L 44, HAGTCIE X S/ o g 'S 5 i #s R Canq7 7522, el
JiC A A B . D

* BN B9 IR - %5 Duo-LDAP G173k .

Primary Identity Source

Authentication Type

AAA Only Client Certificate Only AnA and Client Certificate
Primary Identity Source for User Authentication Fallback Local Identity Source
AD W pase Select Local Identity Source b

Strip Identity Source server from username
Strip Group from Username
Secondary ldentity Source

Secondary ldentity Source for User Authentication

Duo-LDAP-server ol

d) miiT—% (Next).

Il z72isiE veN



| iE#2iniE veN
s ZESNERE O | mAg e VPN B P et ER R e (xxss [l

e) fE “LEFEH AL ” (Remote User Experience) UUIHI b, JEFF1E G g 5 g (1) 4B 5 % (Group Policy).

Group Policy

Duo-LDAP-group

f) i LT —2 (Next) AN — 00 B “4 )R & (Global Settings).
g) T TTA, M B UORAT T AT

BT NS
a) RUlIM T A AR E R KA

b) sidiSLBIERE fLH .
BTLLAEAF R e, WA LU RE, A Ja PR B 25 9 R B B8 I sl %

anfRIfE SRR O £ 242177 15) VPN B PR B XM 7 B4R (& R77
)

FERERE VG ) VPN M, 0] B A5 S0 R I 40 FH P ek 8 i v 48 Ui i) LG o AN, IXSES AR P kN
VA& BT 10 5 U 1) ELIE BT F 2 10 (AN 11D AR, DRI 5 A E DIt ot A A3 2 1R
o XA BHEFR A KTk

TEBERT —oRBl. AT 198.51.100.1 BECE T — MEFEV; ) VPN, AR fe FH - 11
VPN F%IE, DU H ) I 30 et 58 [T B S04z 11, T 3L 1) pA) 3 D9 2% R S T AR TR R 1A % o
I, AR P AR ) B BN RS A (B www.example.com) , RS R
VPN, #RJ5 M 198.51.100.1 2 112 b [7] 30 FLIBE A o

=
e
. | www _example.com
«
198.51.100.1 _—
= .

192.168.1.1

LA R oA 2R 0 e B e R 55
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B smzEsemEn Esmiesio VPN B AIREEE AR EAUR (% FkI5H

FHia Z |l

HoRBIMECE B CAE NS NI 2D 1) VPN VAT IE I 4% Secure Client IR . [FJIN IR E 45 C
P B S A A, I FL A0t T T 1 4 SRS

PR BCEIT VI R VPN IER

RO E SO AN, EOE A T 1 XA e . T e A Es DL, HLZH SR b BT T A
WOERTHE, R, EMOREIR, AT AREA LIRS, ARG B 4L TR . S nT LA AT —
v

a) MR &E > miRiAE VPN AP MEEERE.

b) i HRrh (4BERE, SRJ5 il DAtGrpPolicy X% 4w Kk (89 .

c) XTERIALLRIE AT DA R R e

* 7 DNS PR 38 (DNS Server) & # (General) Wi, %+%E SRS %% VPN LI 1 i b 4
IS} A P ) DN'S IR 25 284 .

DMNS Server

CustomDNSServerGroup

* {E4> EIR%5E (Split Tunneling) T _F, 4 IPv4 Fl 1Pv6 43> EIR%E (1Pv6 Split Tunneling) i%+%
RFFRE RSB RIEIE (Allow all traffic over tunnel option). XZEERINKE, HibEnS

e L IERIRCE -
IPv4 Split Tunneling IPvE Split Tunneling
Allow all traffic over tunnel 4 Allow all traffic over tunnel

RENBRAAXREXEE., EAENGREAEDT VPN MIC, 177408 E X R 5k R vF
TCFRE i RV 0] VPN AR ) A b i H I o 32t

d) sGGERE, TRAFN BRIAZ SRR ) S

e) sdnEREEXM, A IUA I E SO F BT A S

) FEEHRCE S, USRI EAT T AL RA VPN ECE —FF,  Fc ) R e A P & Ak 1
B, b0 A I DA SR T A AT S T R K

« BB 2 D LATREG . KPR EN K E S A S
Group Policy

DfltGrpPolicy
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Nil

8

WA SNERIE O L J0m A2 17715 VPN A PR B BRI B BUR (R RF7HD .

< BB 3UHINAT 28% . I THICIRE. JERENIEE 1, AR A B SUN I 45 1H I 48 6 5
LEARTRBIH, ZXTENFRE 192.168.1.0/24, Jiln] P44 1) RA VPN Ji A2 3T kit #%
oo (HE, NHEIEAR SR AR LT, XL #5217 NAT,  [K2h NAT
RO UE T o TR, W R ST LA R SR, WAL IS I B A
WE T, DA I EE T T R S

NAT Exempt
Inside Interfaces Inside Metworks
@ inside
{03 local-network
pait

NAT 8 G W2 ) AR B A 2> BN R

g) (Wik. ) AEFRELEST, ELFAHCMEIRE LD e F=FI 5K M (sysopt per mit-vpn) LI

PRI, T PG LT ) U A SR VR B RA VPN bkt g9 i o SR sy §2
PESELF )22 At CARERH P e ibot b i k), fH 25445 RA VPN Ji A TR 2R &,
45 URL SUEMAMR GRY e 18787075 FE BB TR K DUl s 1 s a2 1 7 2R %

h)y &EZFEVi VPN CE, K5 AT m.
H NAT FIUFC A M 1 et 0 B AT e e e 4 B 7138 TP Mkl b vyum 1 (3201 PAT)

SEIRAIG R R IE S, REE0)H 4 A InsideOutsideNatRule [ NAT 0. 0 PE-4 11 PAT M H
TARER D BB A R A I IPvA TR B .t PANT R O 54 “ART” JEas s, [k,
DU E 28 AFAE,  BRAESENS BT 75 R0 ) 3354 7 2 5 0K T B

LA R R e an e el BT s fR 0 o

a) KU SRER > NAT,
b) PUTLLFEAEZ —:

« 944 InsideOutsideNatRule, 1% BUBRIREN RIS EHRIES] 1, SR Adignti s ().
o SEQIEGHRN, 3 R+
c) BCEAWALL T L
o BER - HRE AN MR SCHAS TR A PR B4, OutsidelnterfacePAT .
« SIEMMATF - F3h NAT.
* fIE - Bah NAT U Z 8T GRRIA) .

© EB - ;.
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. WA SRR O EJm A2 115) VPN A PR B BRI i B BUR (R RF534ED

« FRIGEURE - 0 TR R, AR AT B any-ipvd. X TURIEEO, USEEORLEE AR
(BROAED o XS T T el “Jstdnticdi . 1650, TR BOAME “AEHT7 .

- SEBRMEIRE -0 T BAREQ, EIESANRE L. X T B mRay e, THIERED. X T
Py Foy « SR Bi 60 LT, S IR BOAME “AEfT”

TR TIERE AT ARk I TR R L DL

Title Create Rule for Status

- @@
Manual NAT rules allow the translation of the source as well as the destination address of a network packet.

Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

OutsidelnterfacePAT Manual NAT

Placement

Before Auto NAT Rules v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface

Destination Interface

outside
ource Addreas Source Port Source Address Source Port
Ay Arny intertace Any W
Destination Address Destination Port Destination Address Destination Port
,"..\-) W An v k¥ Ary Y L% Any W
—
d) miHaE.

PRI WAL B SO PGS b B R85 RO E SR 177 B4 I 5K S (sysopt per mit-vpn). D AL & Vil
PERIRUN,  LASSVE MO RES ) VPN Ml AT )
U SRAEE R B SO P I 0 B R AR B 5553 37 B2 SR (sysopt permit-vpn), K H RA VPN
b2 R WL e \ o Bl 52 L R O/ WP S/ T KSR IV 26 s ==+ 1 i LT vl L B S KA E [ b
I, Aty 24 S .
FELL o, Sevrok A bbb S AT H br . 0T DURYE B i AR ORI R I IE T, B
AT LA R 2 Fir s AN BH R, o e AN S R i
a) MK RIS > 7 EdEH] .
b) sl + GUAEHR .
) HCE R LAR
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SOURCE

Fome

WfANE T E A2 7 i8] VPN E R SMET M 4% E A0 B R AR S5 =5 .

o WF - FESRME PR AN E, A BN AL T AT AE S DL B X S R R AT AR R 2
Bo BRIATEOLT, SRRz NS I SIS AR R o W R I o 2 B0 B (0 67 &, mT LA
G AR LR IO, A R DL HORE KA 75 30 A% P AR I A

* B - AN EHATERI AR #il1, RAVPN-address-pool.
< BRME - T WA XS IR E AT VRSOSSN B AZ ARSI, v LA RS B

< BRIBFRIETUR - X TR > W%, THIEFAEIE R ) VPN JERAC E SR bk A
X% XFHATIHAL Y7 R H bR GBI, U OREEOAME AR .

DESTINATION

* A, URL MIFRZEI - R B IX L8R IBOA B, BB Tt +% .
* MR XHIETR - CaTie) BRI BLUEF AR BOCPESR,  DLEEAT B % A A
« BAERIEFRIEIR - (k) Sy DLk R % H S K.

d) MikE (OK).
IR 4 BN

a)

b)

gnfarid Az iy (e] VPN {5 RSN 48 BRI B R ARSS =

sk AT BRI ERE S BE b

s i SR ERE 4
T AR R SE i, Wn ARG RE, A5 PR B AR 55 81 AR B g i %

IIH:IJ

T AR B RE YT 7] VPN, DUEAZ 3N 3 TALZRE IR N S22 R B I 2% o IR RR I 22 4k
B T H MR 55 4%, % H R85 0 L IE AT By il LA DRI BT ) A RE 6>

ARSI H SRR S5 AL T AN £t T AR N AR R 45 L W%EM&M%%%Dﬁ@AH%W&%MH
2% (13t ni 1] VPN &S . 3 (8] VPN BR BB —MRES: LU L) i) VPN B 14 # 1 ik
BLAR AR, R0 VPNIERLI) “ N E N, Mﬁ%ﬁ@%fﬁi%%ﬁ%f&%%mﬁ%%*

JREERE 2 L o

\)

iR

D SRASE P Bt 4 1A by RS PR TG, IGO0 SV H S M T B A0 S o dp SRANE T 080
P B OGS DRAF A2 M P 28 31 25 55 0k s 1) VPN RS 10 D9 36 9 2% R 86
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. WfANE 3 3EA2 7 i8] VPN fE R SMER M 4% E B0 B RARSS =5

LA P S48 St AR R 2637 5

192.168.4.6

N, g
\

192.166.4.254
* —

192.166.2.254

192.168.2.1

L J

192.168.3.6

192.166.1.1

1
o]

192.168.1.175

B hiRiE

15 AR

1

£5192.168.4.6 137 VPN IER LRV A FHL. & it AE 172.18.1.0/24 Huhik
WA R AN bk

vhE A, FEEEREYT M VPN,

ut el A R B BUY A B (R AR 12 1] 3t ki R) VPN BEIE

uhim B, U H RS54

ForlRgsas, AT ulhini B MM FRI4E L.

FHia Z |l

WA FH G M 8 BRI 2% 2222 In) P 0EAT T IE W I AR R . HAR S
* i —% Inside_Outside Rule V5 i #Z=HIREN], foVF (Bfi54T) M inside zone ¥ outside zone F¥

=

HHo

* inside_zone Fl outside zone % 4x[X (43 %)) A& WA EE .

* fi— InsideOutsideNATRule, A A FHE LRI SMIREL DT iR AT 42 1 PAT. X TERIA
0L AL NP AL I e, W REAAAE 21N 1 PAT A

* F£1E 0.0.0.0/0 IR 4% a5 IPv4 B 1, R A E I o IR BIMEGE Lo b B AT 2 TP
hik, BB AT L] DHCP Shas 3R & th o AEARBIT, FAMBGE R LU i as itk i -

o uhE A AMEREED, BICK 192.168.4.254
o uh A B AMEEO, MSEN 192.168.2.254.
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safmi e e VPN s mms tro B Rs s I

{‘—_:L
o

LI BB E B (U HXRSS48) LI0uh &l VPN iE$,
a)  pngE, )5 Ak ke VPN 4P EEEE.
b) il + AL
c)  HNEIFIZENCE L NEI.
« EEBENXHRIR - AR, Bl SiteA GRINIEZFEE S A
o ARHbUA B - IXEERET e A K i
« ARHE VPN iFE)dE O - EERANERL 1T (B bl 192.168.2.1 FIR—AN )

« ARHERLE - il JRIE BRI 22 VPN ERL A M 2 11 I 20060 S T H S i
S et s b, PR L2 0l 2R VPN (BB I B ANELE, A RIS M 45
I9192.168.1.024 MZEERCEXS G o LA B, AL M AR TR EIF A #zE .

Add Network Object

MName

Network192.168.1.0

Description

Type
(® Network (O Host

Network

192.168.1.0/24

© ARV - XL IE SOEFEE I o

o A2 | P HEAE - FiIN 192.168.4.6, XN FEE VPN B AR VPN XS AR 11 1P
Hudik .

« MAEMILE - il + FFIEBARIRN 2 5 VPN G R M2 10 I o0 G il B SR
Mg, FUELL XS, RIELESIRPIESFEN].

1. SiteAlnside, P%%, 192.168.3.0/24.
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Add Network Object

Name

SiteAlnside

Description

Type
@ MNetwaork 'i) Host

Network

192.168.3.0/24

2. SiteAlnterface, TAHL, 192.168.4.6. X XHE: EBwASUGITIZIAE) VPN EiE S i
WHE ik S8 VPN EERITIE M KGRI —ER S, LUEZIED LIEE R RA VPN 7]
LUER BRRSS.

Add Network Object

MName

SiteAlnterface

Description

Type
() Network @ Host

p—

Host

192.168.4.6

SERUA, A BEE N AR PR
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Connection Profile Name

SiteA
LOCAL SITE REMOTE SITE
Local VPN Access Interface @ Static Dynamic
outside b
Remote IP Address

Local Network 192.168.4.6
Remote Network
03 Network192.168.1.0

Y] SiteAlnside

T:I SiteAlnterface

d) HET—% (Next).
e) EX VPN [HEEFANC & .
EARMEHZEGI, BB B A B D BIThRe sk,  RVF i e . I ROX LR 6] 135 E
LY A S 1 75 SRRV ] e A Bk o
* IKE B 2. IKE FRZAK 1- REBRIABEE, B IKE BRZA 2, 221 IKE RS 1.

AR

« |IKE %88 - fidiswig )15 H AESS GCM-NULL-SHA fl AES-SHA-SHA, %%
DES-SHA-SHA.

o IPsec i) - AiilitRiE. £ “IEFf IPSec #2187 XFiEMEF, A+, K5 AdiigBEEINEL
TEFEERIA AES-GCM $213 .

s KR ZEH. ENEERMEZER - WAL RS RS LA VPN &8 e LY
B XL IKEV2 Pl e ZEPET LA 1 £ 27 MR T4 . infEixg
Z4H, BAAELS A&E EEEIAS 8 VPN EER, »aEEHEENFEFS.

IKE SRR Fros:
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B woimEstiziessia VPN (SR AMER % i B RIRS S

IKE Version 2 IKE Version 1
IKE Policy

Globally applied EDIT...

IPSec Proposal

Default set selected EDIT...

Authentication Type
@ Pre-shared Manual Key (7)) Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

f)  HEEMIE

* NAT 2% - SERATE WL 13 11, fEAORBI oy MERE . GlH, JEANAS Bk o5 H)
VPN B R i 400 30 TP kb o M TS A ) 265 0 B 0 SR AN B e 1 g AR R AT
R JEi A e AR R T 2 AN B i L s — AN A WA S A 2 5, W
INTF-B) B NAT F8ei0. A 0CT 2000 BT A MU 045 5, 15 S B3l i (7] VPN i s 4
% NAT.,

SEERTEREHY DiffieHellman 28 - YE 58 1948 . kIl v i 2 4548 FH 52 SE 117 1) {4 % (PFS)
BN IR e A R FH I — 2 TG . ME— S IR R A e o T i ki, Bl
FEANAE e D s H I O 3R 1 2y e 45 M8 I Tk 2 8 sl . A DRI T it
W, 1525 vk e 248 1) Diffie-Hellman #5741 .

RIETN W R 7R :
Additional Options
NAT Exempt Diffie-Hellman Group for Perfect Forward Secrecy
inside v 19 w

g) MiliT—% (Next).
hy  AHEMEIF AT

i EHE SR SR BTG AR o ST LUK S BRI B SCR v, AP R B s e B Rt 25
M, B HOR R B G ST C B AR AT — T
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i) RlEMICE LA AR E R KR

i) Al IIBNERE A, IR I e
PLTE, wfis B W& CER I FLAE ol a5 ) VPN B2 — i
PTIB2 LIS B W& IF Sk E A .
HIE3 HUEIEE A GUEERV R VPND sk 5 a) VPN iE#.
a)  Hing&, RJE AR VPN AP EEERE.

b) sl + %4
¢ NEIRKENCELL FIE.

« EEBENHRBIR - WAL, Bl SiteB (RoNEREVE A B)
o ARHbIA S - X LRI A S
o M VPN IENED - ERSMNERE O (KRR AL 192.168.4.6 FH—ANE ) &

« KR - ik + IFEEARIHN S 5 VPN R A M M 20t % . i B2 #
Mg, BCELLIXSR, RIEEFIRPIEFEN]. T8, EeAimBREREIEER
MR, BRESAELS AREDERCREN.

1. SiteAlnside, %%, 192.168.3.0/24.

Add Network Object

Name

SiteAlnside

Description

Type
@ Network ( ") Host

MNetwork

192.168.3.0/24

2. SiteAlnterface, AL, 192.168.4.6, XEXHE: BLFIFRIZiHE VPN EZESH
HHEAh A8 VPN EZR AN &R —ER 5, LUMEIZIZEO LEE R RA VPN 7
LERE Mg B RRSE.
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Add Network Object

Name

SiteAlnterface

Description

Type

-"':l Network @ Host

o

Host

192.168.4.6

« SRR - K LEE I SRR

« ITAZ IP b - FTN 192.168.2.1, X WG FLHE VPN R AE VPN G258 L) 1P
Hubik,

© TIZMLE - il + JFEEAR RN %2 5 VPN SR R R 2% 1 283t % (f 5 H 5%
RS540 VPN IEH) o il GIE IR T4 192.168.1.0/24 LB E X 5o TELRAFERT
%5, £ NplRPRFE eI ATEHE. T2, BeAihs BigEhe/EMER
%, BREBLRAEWES A REPEHCEE.

Add Network Object

Name

Network192.168.1.0

Description

Type
@ Network ':_1" Host

MNetwork

192.168.1.0/24
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mﬁk)’é, A BB NN T PR R, Ul B WEMLL, AHAERE L A . KO
RERRI W AR I AR 2R X R

Connection Profile Name

SiteB

LOCAL SITE REMOTE SITE

Local VPN Access Interface @ Static O Dynamic
outside b

Remote IP Address

192.168.2.1
Local Network
-
Remote Network
I i ;
[ SiteAlnside +
03 siteAlnterface ‘L3 Network192.168.1.0

d) AT —% (Next).
e) &N VPN [(FaFAR & .

Ll B IR HE, FUEA R IKE JRA . HEAT IPsec $21, DAUNARFMPUL Y], BiF
WRIBR A FIT L ZHH.

IKE SEME U1 R P

IKE Version 2 IKE Version 1
IKE Folicy

Globally applied EDIT...

IPSec Proposal

Default set selected EDIT...

Authentication Type
@ Pre-shared Manual Key  (7) Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

) HEHEMED.
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. WfANE 3 3EA2 7 i8] VPN fE R SMER M 4% E B0 B RARSS =5

Additional Options

NAT Exempt

inside

2)
h)

)

* NAT # % - SERATHE WML 13 11, FEAORBIH oy REREE 1. lH, AN Bk o5 H)

VPN B&3E R e e 4 L 1P Mkl o 3 AN 7 AN b Y % 3 B A8 BN pl 2 11 il Sl AR
ARG JEl A e R AR AT T 2 AN Bz L s — AN A M AR i 2 e,
ST B NAT 0. A3 T30 BT 75 W 045 ., 15 S 3l pii i) VPN L
%1, NAT

o EEFIRMFEZH) DiffieHelman 48 - XEF 5 19 4.

LIETRN R 7 :

Diffie-Hellman Group for Perfect Forward Secrecy

v 19 ™

R =% (Next).
AA I RS
s A B I ERE R A b

R ST EDERB HAL, AR ) 5

IAE, A WA CES IR il U] VPN SR — . T ub i B RS T IR K
B, NIH & WA N iZT i VPN &R,

850 LB S BE 4 CLI FEXT H SR S5 #3304 T ping MR, Ml iE 8z, ] LI{EH] show ipsec

sa i AR ER.

PERA fEuhs A FRCE H RS ds . sl i it 2 157 4%

a) EEEXR, RGNHKTEEZHIE.
b) i +>AD.
o) HiE AR

© BFR - HoRWK AR, i, AD.
o HBI - HRRGS AR, Active Directory s ME—SCRFIISEAL, I LAGIE S Ut 7B

s BRARFZ. BRER-H WA, ZH P B & SER R I - E BiE
MR . T Active Directory, AN EE R = AR . A& 0T DAES R e AT .
L BIESEA IR E N B, Administrator@example.com (i AN AX /& Administrator) .
pEE =3
ZA AT A5 B4 A 1dap-login-dn FiT 1dap-login-password. 9121, Administrator@example.com
#4024 cn=adminisntrator. cn=users. dc=example. dc=com. IH{FE, cn = users {HZIE L

ety — 860y, I ATE A4 “users” SR FRCEBLAL TR E I P .

Il z72isiE veN


fptd-fdm-config-guide-760_chapter24.pdf#nameddest=unique_88
fptd-fdm-config-guide-760_chapter24.pdf#nameddest=unique_88

| iE#2iniE veN

WfANE T E A2 7 i8] VPN E R SMET M 4% E A0 B R AR S5 =5 .

£ DN - H T Ruli A i A4 S B b, RUH S Fg iy A 3642, o,
cn=users,dc=example,dc=com. 7 KEFILAE DN (115, TES UM C H X FEHERR N4

* AD 1 - WA Active Directory 564 FR g4 . 41 example.com.

Name Type
AD Active Directory (Al
Directory Username Directory Password

Administrator@example.com

Base DN AD Primary Domain

cn=users,dc=example,dc=com example.com

d) BCHE HxiRos & E Tt

o EHLZNP HutE - HR RS 2400 N4 1P Mok iR LN 07 g B RS 2%, WA Zi
N REE4, WAk 1P bk, EAF S, A 192.168.1.175.

<im0 - TS5 RE 28l AE 0w 15 o BRIAE A 389, Wiik$ LDAPS 15 4 In= 7k, ihfl
im0 636, EAPIH, R 389.

o IR - I ER: R PG E. RGBT, g vl PLH OB R PR
=E. AT RA VPN, #&0JLU# ] LDAPS, BIJLT SSL ¥ LDAP. Wk Fe bk, Wiff
i H 636, RA VPN AN HF STARTTLS. TR, E#EL.

* ZIEER CAEP - W REFINE 77k, 15 AR BRI (CA) IETH LMEAE RS H 3%
5528 2 10 3 2 AG AR 0z . W AR B HUE AT S 500E,  TUIE S o 1 ik 45 4 24 Bk A 20
5448 EHLA/MP HUHEVCEC . B dn, an A 192.168.1.175 1E 4 IP kb, {HIE$S A (¥ ik
4 ad.example.com, NZEH K.

Directory Server Configuration

Hostname / IP Address Port
192.168.1.175 389

Encryption Trusted CA certificate
NONE %

e) iR HIIUE R G 17 ) AL IR g5 A5
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. WfANE 3 3EA2 7 i8] VPN fE R SMER M 4% E B0 B RARSS =5

ARG SRR VG IR 25 8%, R AE T e S B Bl AN, 48 B REEH T R & AN S
HT5—F A&, wlum TS0 5, (EAH TRV R VPN, WERICIEVS ) IR45 %%, i

A IP MR L N4 IEAf. DNS RSS2 EA 1Z EHA I HESE. 34, Bulsh A VPN &

B IES TAE, JFHAELE VPN has Tl A (8 sk, IF H NAT A4 H IRk %

AT . T RRIE T 45 A I B S B

) SEHAE.
IS K& > SeEiFANE > EFRE, A58 H RA VPN FFAfiE,
J3 F RA VPN VFJHER, IEEEEI LV IE2E 8 Plus. Apex (M) AN VPN. A KTE4H
fHE, SRR VPN [VFrT sk , 257 1.
RA VPN License Type PLUS v DISABLE

@ Enabled

Please select the license type that you purchased to enable remote access VPN. Note that
Firepower Device Manager does not support any of the advanced features covered by the Apex

license.

Includes: RA-VPN

PE6 fEuh A _ERCEIZFEYT 1] VPN
a) miiiR& > mIEiAE VPN A EFERE. HIRES T EHE & X (Connection Profiles) 1l
Ifff o
b) 5 el R I ST
¢) FERSIH b, BEREIAI, REEREAD SIS T SRR, B, BT LAk
PEA I AR D 46 0 5 U5 o

Primary Identity Source

Authentication Type

AAA Only Client Certificate Only AAA and Client Certificate
Primary ldentity Source for User Authentication Fallback Local Identity Source
AD W LocalldentitySource A

d) ACE bk

SFARE], S+, SRIEAE IPv4 bbb R B A B ETRIM LG, I8 172.18.1.0/24 M 4% 45—
MG, RIGEFIE S WiZHbhbi b % P ol . 8 1Pve iR =%, Hhhbib ANRE 5 41
TR 1) 1P kA7 T [/l —F o

[ERTE IVAIM T
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e)

WfANE T E A2 7 i8] VPN E R SMET M 4% E A0 B R AR S5 =5 .

Name

ra-vpn-pool

Description

Type

@ MNetwork

Network

172.18.1.0/24

I IEI RN QN s

Client Address Pool Assignment

IPv4 Address Pool PvE Address Pool

I3 ra-vpn-pool

DHCP Servers

i =3 (Next), RJEEFEIE 2 (14 .

T T SRR IR SR (R 25 B . BOR TG DNS IS5 #% o WA ARBCE, 18 7 HI Gl S s Il &
DNS.

i T—%, HESRVE T, %FHBMERRES T eEH| 5K (sysopt permit-vpn) ik
i, FEACE NAT $h&iET.

HFF NAT $8%e, BFHSEECE L NI, i, WiRgse X7 e B & otk a2k 1
WINEIAE BE R, R I S T T A S A

© REMED - LCRRBRE L. XL R R ST I (1 A B 2 1R 1o P B IK) NAT R
P X ez 1

* PIABMLE - LLF¥ SiteAlnside PIZEXS B o IXLLIRARRIERE ] Ke Vs [ 1) PAY 3508 D0 245 [ R 48 0 2.
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Access Control for VPN Traffic

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

NAT Exempt

«@©

Inside Interfaces Inside Networks

[il4] inside

‘03 siteAlnside

g) AEGEH T Z3ZFF &5 1) Secure Client X F41..
h) fili F—% (Next) JHFHAFBREE .

HOE, WUE SR IR .

RIS YRR AR R H I % Secure Client BT ZAMAT 4, FFIAARATTE 75 AT LASE
Ji VPN 3. i ih & I R X Lt W R 2 BTIEA, AR5 K A DR U A SCAS SO B

i) MESER.
ST M EARERE B bR

PR 8 AUl IBNERE FHL, IFAERF AR B e B

HIAE, Ui A R OHERIFRS RA VPN &R, 1AM 223 Secure Client %) i 3 5¢ % VPN
HEz

0] L% 5% CLI 38 ] show vpn-sessiondb anyconnect iy 4 & B 2315 5, MM ERE .

an{rTid i 2R = RA VPN 177 (]

T DAMC B R U7 1) VPNOERZ S E SO, DURL 2 S SR A0 N 8 B8 U ) 22 A U TR BB . il
W R A AR E 1) D3 S IEANSZ BRI U IR AR, (B AR R R SRR A P AR 4 1 U5 T AR, )T
DA 20 S ok s SUANTRI ) ACL, - LG >4 iR A1 15 1)

PUR 7] F R 1 hnda) g i K BE VT 1) 192.168.2.0/24 PN 37 W I 72K A 7 13 B RA VPN & 8z, X T4 M ;A
T, AT DAE BRI AL SEms, Horp A o) VPN E A ik i a% o« fn A AREE i S Y P 5 PR
FEN 4 DL N 7 VR ACL, AT LAZw e BR A 41 50 .
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safmiEaas RaveN iiE ]

FHia Z |l

R EOE I C R TR R M S I LS ORI AT BEAN ) TR T TR S 0. T
UE B O AR BRI S ) R AR OG- DAL BRAT T T EAAEAS TR ) v 220

RIS 3 “inside2” % AL E HFEAF 192.168.2.0/24 1/, H 1P Huhkky 192.168.2.1 (¥ M E#
AFAa] HoAd bkt 2 AT 2 1)

Ko B U7 ) 4102 (ACL), LR RA VPN it .

T ST S E CH b7 192.168.2.0/24 I Z8 01 %, AR5 0% Smart CLI X%, & ViR FE. H
T ACL iR RAESRAIELER), KIS T EA ARV P Ui, H o m 21 AMBATAT 1P i
BRI AT 2 . HORBIGE T TPva; IR T DAL E X5, SRBR X T W 1 TPv6 Vi) o 3L
TR R 2% 6k 5 L T IPV6 [K) ACE 2 HH ] () ACL.

a) RIGEFEXTR > MK, HAETFIINS .
N, W% dr4 N ContractNetwork. %N 5 LLR s8Rl
Mame

ContractMNetwork

Description

Type
@ Network Host
MNetwork

192.168.2.0/24

b) %EFIEE > BREE > Smart CLI > 3 %K.
c) Aiii + BIEEH R,

d) %A ACL {14 F5. i, ContractACL .
e) X T CLI &R, %EFH BimiEdlk.

) (EARMRIE SO AT DL R A

* configure access-list-entry action = permit
* source-network = any-ipv4
* destination-network = ContractNetwork object

* configure permit port = any
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* configure logging = default

ACE NANF JR:
Mame Description

ContractACL

Template

access-list ContractACL extended
configure access-list-entry permit .

permit network source [

[ v ] destination [ Coi

configure permit port any

permit port source ANY destination ANY

configure logging default .

default log set log-level INFORMATIOMAL log-interval 3@

g) HilifE (OK).
5N UCHS 2 B0 SO 23 L B ACLe TG 75 70 AR At SFEms mh A FH IR G ok s i ¥ 2

P2 QAL ACL HYZL SN .

18 2 D T B 2 SRS TG B DNS IR 5545 o 48T LUAREE i ZERC B HABZE T, LU 2D SR S/ 41 5 e A
I BIR R — A BEE

a) fKKIEFEIE > RA VPN > ¢LH3RRE

b) midhi+, GIEHT LA .

c) 1EEM (General)ilifi, AN FK, 51U ContractGroup.
d) Al HZPREDESS.

e) X TipmFIFRTIESE, EF ContractACL X% .

ST ARE], F VLANETE . HERE, S lRE — VLAN A T3, 4 VLAN i
BT,

Access List Filter

ContractACL

Restrict VPN to VLAN

f) i RE PR AT 2L SRS o
IR 3 C B TR R A B S
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d)

f)
2)

safmiEaas RaveN iiE ]

£ RA VPN (i L, sl H b 3R EC & 53X (Connection Profiles).
sk +, BUEHT R IE R E S
Sei I ES 18, KA T T —% (Next).

EINBCE SO 2 FK, 1T, Contractors.
o R A e B LR IR I . G O AR T R S 2 1Y G 0 B YRR s SOk v

N AR I B A SN, AR5 i T —% (Next).
Group Policy
ContractGroup

(EASRI L, HHh BB O R SE 1A I S (sysopt permit-vpn) I, JELE NAT
#h 5 .

X NAT 8%, B ERCE LU MBI R, W R ST AR B SO, T SR I
AIBIIABCE T, U RC ESE T T R E S

* MEBHED - EHF inside2 £ 11 o IX LI e H P K 2505 0 1R N S I 26 14 11 o T 1) NAT
R T ez .

* PEBMI4E - EFE ContractNetwork MZENT G o X LR ACRGERE PR ) 1R P 500 9 26 11 ) 4%
POE

Access Control for VPN Traffic
Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

NAT Exempt

«@©

Inside Interfaces Inside Networks

[il4] inside2

‘03 ContractNetwork

ARG T 5% 3 F T 6 11 Secure Client #4441,
Rl TT—4% (Next) HEUF K & .

HE, WL I A IR .

SRIG . miali YERR A A DD e Secure Client JAFT ZEAMAT 24, FEIRAARAT T 15 7 LL5E
Ji VPN Hi4% . oy & LUREX LS U W BRI BT AR, SR JrrRe EA DRI A5 SCAR SO BB 1 A
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B s RE s e s e P EB R 4 524T RA VPN i75/8)

h) AdisEm.

AN {AT 3 AN [5) B #0LE% R 25 HP B9 A ER M £ 33£ 4T RA VPN 77 /2]
WRAE W% LRCE 2N BRI a8y, WAZIAE 4 Ja R L%t o PGS RA VPN ANREFE LSS A58
SCRE LR 28 082 0 _LCE RA VPN,

HH T RO R 2R 1 K B R AT, DRI, A RA VPN 75 2507 0] J& AN [ R 400K E 25 1 0 2%
U5 200 1) S S

WEHIELL IR, FERXPE DL, RA VPN H P EERInE N 172.16.3.1 194 HE: 0, JFAE
192.168.80.0/24 {1 3RAF TP Mtk BERS, 1ZH P o] Ay i) JE L3 4 R B LS h 25 O N 3 4% . HE,
P IV ) & T R (2% VR 1) 192.168.1.0/24 4%, 3 234 VR1 W% F1 RA VPN F /2 2 [
(IR A, DA B 00 o) e A 0 o
inside /~—— 172.16.3.1
. | outside

—

VPN POOL L

192.168.80.0/24

Inside Network

192.168.80.0/24

192.168.1.1
VFiinside 1 hreat
Defense

FHia Z |l

SRR BIER S CUBCE RA VPN, 58 SRS e, OB 1 PRI 20 M4 A1 Y R R UL P 2

SR ACE AR R s 2] VR Bttt .
UM% AL VPN M 4 E TP Hiikf#) Secure Clienti 1] VR1 REFUL B 22 H (1] 192.168.1.0/24 M 4%,
a) KIKIEFIRE > KH > EBEE.

b) AR LR R A R (B,
) LEA R A MRS REE I L, il + SR

* ZFR - o LM AEAT 2 FK, 10 ravpn-leak-vr 1,
« QO - #FF vrl-inside,
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* Y - IEFE IPV4,

o M2 - EFE X 192.168.1.0/24 L& IS

Name

nw-192-168.1.0

Description

Type
@ Network Host

Network

192.168.1.0/24

SRR s e g o a2t £7 RA VPN i) [

WA, T B g S MR R

© PR - RRUEIH B2 R kR B 50— SRR e AR, AN R R L

XHTEHE N W1 R B :
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B ot R s e 28 o O P 2R 5 52E1T RA VPN 513

Mame

ravpn-leak-vrl

Description

nterface Belongs to different Router

vr1-inside (GigabitEthernet0/2) w @ VR1

Protocol
@ IPvd IPv6

Networks
'] nw-192-168.1.0

Gateway Metric

e 1

SLA Monitor

d)y HEHHE.
SR 2 BE M VRI B4R RE LM i 2% 10 3% it
DU i AOVF 192.168.1.0/24 P24 L1125 7] £E VPN i Hh 730 Bc TP Huhik[¥) Secure Client & S iEF .

a) MEERUE 3y MR g kR VR, DIUI# 4 VR fiL'E .
b) 7 VRI B 2 ERSI AR L, i + FFmE st

o ZFR - v LU HATAT 8K, Bl ravpn-traffic.

* $#0 - iLFF outside.

o W - 1EFE IPV4.

* W4 - WP VPN BI04, 141 vpn-pool .

© WK - RRURITH B Ao R it dt 20 50— R AN, O AR R S L

X UEHE R TR B
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WAl B E X Secure Client E#RFNEHR .

Mame

ravpn-traffic

Description

nterface

outside (GigabitEthernetQ/0) w @ Global

Protocol
@ Pva IPvé

MNetworks

Gateway Metric

b 1

SLA Monitor
c) MHARE (OK).

T—5Hft4

105 RA VPN Hutibyth 5 [ 2 UL i 2 i 1P Ml 2 (B AFAE TS, R DAZ5% TP bk F s
NAT M), DUS I ERR S . (H2, SRS, HEFE S RA VPN il {FH AR E

=
Ho

n{al B E X Secure Client BlF=FAEER

0] LLZE Windows F Linux &7 it &AL B %€ X Secure Client N H H B FRFIE bR . BIFRITI TR
e i, I H XA B AR AR SO FR NE R BR

HARGAEIE B AT SO A E SCGUIIN AT DUE AR SO 44, (EAOR BB R AEAN
F ot h FE SRER IO AT He AR MRS o
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. {8 E X Secure Client EI#RFNEFR

ATV 2 BIUR, HOTIF RSG5 418 Hog ORI, O848 . SRAUHER /N 58 8445 15
i 2 Cisco 22 4% ) i 45 PR B3 F8 B v A7 6 H s XA AL Secure Client FI22 3R I 7747 . i,
FE LA B 0] LR B 4.8 2 i R AF Y. 7517«
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect48/administration/guide/
b_AnyConnect Administrator Guide 4-8/customize-localize-anyconnect.html

FHIa Z Al
FEATRBIF, BATRE 4 Windows 2/ 3 (K LU & TRAERL, WERIEHR I S KA, &
giex AR IO oK fE, IR EN Y KA
* app_logo.png
SR N FH b B 5O I T P A, a5 KR/ 128 x 128 1835
* company_logo.png
B2 W) bR G Sl R ARG AR 2e AR “ i WARHE D . ORI A 97 x 58 14 3R
* company_logo_alt.png
“CRT7 OTHEA T A Bos 5 T A F BRI S RN 97 x 58 185
B EARIX LA, A IIURE SLTRCEAE U B A e T LA AR 55 4% o AT BUEH] TFTP. FTP.

HTTP. HTTPS 5 SCP i %5 %o ARPEARSS 2 ¥ B IR, IR LESCAF SR 4 11 URL ] LALHE 1%
R P 4505 . s ¥4 ] TETP.

KBS EAL R 78 RA VPN Sk HNAS T e SCEIBRFIRURR (R BEA BUUMST A 5095
a) ] SSH %) i X5 sk e % CLI
b) 7E CLIH, %A system support diagnostic-cli fiv4 LAk N2 CLI 5.

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ftdvl>
iR
BB R D g Ctrl+a, #ARRIR d, A AR 2T CLI JFIR (B 0 mPrBi i CLI A,

c) WEEMAERRNAF. Wil CLIMEA >, iz CLI I - AT A BN >, fEAFIH
N ftdvi>e ETEIEANFRBATEL, S # 7EAS AR, fln fidvig. WERPERAF
SE #, EP P, BN, i enable 7y %, JFEE MR RIN 4% Enter B, 70 AN\ 2%
i,

ftdvl> enable
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i i i VPN

WAl B E X Secure Client E#RFNEHR .

Password:
ftdvl#

d) ] copy fir & RKEREAS SO FEAE I 554 S 21 i 75 40 245 1 disk0. 5wl IR e Tl 1 H

Sk, il disk0:/anyconnect-images/.  #A] LUH] mkdir iy & BB ek k.

Ftn, Wit TFTP ARS8 IP Huhlh 10.7.0.80, I HAGMESI @G H &, WGk

W WTER, DBl T3 copy iy KA .

ftdvl# mkdir diskO:anyconnect-images
Create directory filename [anyconnect-images]? yes
Created dir disk0O:/anyconnect-images

ftdvl# copy /noconfirm tftp://10.7.0.80/app_logo.png
disk0:/anyconnect-images/app_logo.png

Accessing tftp://10.7.0.80/app logo.png...!!!!!!
Writing file diskO:/anyconnect-images/app_ logo.png...

12288 bytes copied in 1.000 secs (12288 bytes/sec)

ftdvl# copy /noconfirm tftp://10.7.0.80/company logo.png
disk0:/anyconnect-images/company_ logo.png

ftdvl# copy /noconfirm tftp://10.7.0.80/company logo_alt.png
disk0:/anyconnect-images/company logo_alt.png

L2 W CLI H 4 H import webvpn 4457~ AnyConnect ££ %% F ifi 1T AL L 2¢2%% Secure Client i N %%

KR,

import webvpn AnyConnect-customization type resour ce platform win name filename
diskO:/directoryname/filename

I 23EH T Windows. X Linux, 1540 o (1075 2, 8 win JCEEF 44 linux 2%

linux-64.
B, A LS BRSO, B IAIIE S CLI

ftdvl# import webvpn AnyConnect-customization type resource platform win
name app_logo.png disk0:/anyconnect-images/app_logo.png

ftdvl# import webvpn AnyConnect-customization type resource platform win
name company_logo.png disk0:/anyconnect-images/company logo.png

ftdvl# import webvpn AnyConnect-customization type resource platform win
name company logo_alt.png disk0:/anyconnect-images/company logo_alt.png

ﬂ;%g3 ﬁ%@kﬁﬂ%;:

BIOUE RIS, 1R Lﬁ CLI F B AT 48] show import webvpn
AnyConnect-customization iy % .

o BIGIE MG SR B FIBIE P, IXEEG N P EiT & P i BoR. 1BiEn] LAZE Windows

& P AT LR SO, Hid %PROGRAMFILES Y il #4774 c:\Program Files.
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. 4] B £ X Secure Client E#RFA%IHR

%PROGRAMFILES%\Cisco\Cisco AnyConnect Secure Mobility Client\res

T—5#tta

U AR ST E AR, W0 E SO AR S AEH] revert webvpn fird (FE12 M7 CLI RF BT R
) o dN:

revert webvpn AnyConnect-customization type resource platform win name filename

b import webvpn —#, WU T F & SOX R Pl 6, 15 win B0y linux 52 linux-64, Jf4
SNBIEEA BG4 R % 4. il

ftdvl# revert webvpn AnyConnect-customization type resource platform win
name app_logo.png

ftdvl# revert webvpn AnyConnect-customization type resource platform win
name company_logo.png

ftdvl# revert webvpn AnyConnect-customization type resource platform win
name company logo_alt.png
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