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o, 511 i,
FRigiRm O, EERREO. RiEBirim 0. EiRaa0 Birin 0
My AR AL i TR B 0 0 SR A H AR AR SS s 6 5 o S n) DUBE B 1, sl e A x5
DUSEAE A e 45ty PR 00 A8 R0 URBUR S 8 3112 IR 5% o AETRE ' IR 45 b e A8 DA D) «
o (FhANAT B PAT. ) AHEX [REGTRIR O FISER E B9iRm O AT #E e . 48n] LUOOR H bR
LI T e
 NAT ¥ 3 ¥ TCP 5% UDP. 4t 1IN, 375 {0 S Bm Rl S AR 45 % 2 vb (0 s [ (TRl 4
TCP & [F] % UDP) o XT84 NAT, 0] LUK % % -5 s st 11 RH I ERF s 11

LEHCE NAT B, 0] DAL S I e B2 A AL IR &S B B . T XSS MRS v e AU TS
BEARSS I A G LA TR
iR 5 N LEC R DNS [ &
R DNS M) TP Huhbo 3T LR D& 40 2 s brd ) DNS 15, Hihk (IPv4 A
B IPV6 AAAA) 052 IS 555 o SERR il . M, W1 AN 52 Fn 42z 4% 4 S L SRH-B% 11 1) DNS
I, Zidse MNSEBREES . SR TR i, A NAT64/46 Fih (I
B AR AAAA CRZ B FRE I ED. HREAER, ESHMMH NAT ES
DNS i fim sy , 55 72 T, UnRAEFRS NAT MU0 A k47 om 864k, Tk 3iiA m] .
RHEEEO PAT (BHEO) (X7 NAT. D
2 O ARG Mo bk S, A H bR D) TP bk AR 4 U7 (10 PAT [FE) . VY
SRIEFEASE M2 R 02 B B s D, kT4 RT . an SR ERCE T 20 PAT fid B AE i
Rk, MASREERRIGIET . AN EER LT H T IPve M %%,

Mtz (NAT) [



Rtk 5E % (NAT) |
B =erems

FEHEOLFEA/KIE ARP (X7 NAT. )

A WSS TP Sk (0 A AN B 0 AR AR ARP . G SR T 55 Wt 4 AR ] B0 W) &5 v g s, T 3R 42
ST IACEL ARP K B2 W HUhE AT AT ARP 155K, AT+ AU bl H A& . 1k
iRy ST LA AR 1, DA B AN R AR S 2 (1 R 5C . I 2RAg 2, T LAZEHIACEE ARP,
PRGOS e 2 O AE_ BB A D RATIERS I e TR, X T B0 NAT, S2A 2
ARP ], T HAERCLERE DU, et o4 )
EREORITIRBER ((NERSSM NAT. (NEHRER. )

U SRAE Ay T A 5 A A s e 45 ] — o) S Nk PR U VR H A 11, T e] LG $ e
T, LAE R GEAR % b AN A E NAT B A 55 1 H Az DR e B b

4t |Pv6 X 2%

T EAEN IPv6 PIZE TN IPv4 2% 2 AL B I, 5 S0 A NAT e kR 7 (R34 T e e R
FEPIAN L TPv6 RS, S8t W] HE i X A1 AT 190 2% Bk A Bt o

T 1Pv6 (&%, AT LIE ] DL #5257 .

* NAT64. NAT46 - 14 TPv6 Hidis (040 il IPva B, RZIMR. BT 5w A5, —4
FIF 1Pv6 [5] IPv4 [4Ld, 55—N T IPv4 [H) IPv6 (K56 He . BEARMA T LUl B T-3) NAT #)
W SERRIEATSS, (H A0 DNS HR45 2807 oMM 4%, W GEFS B S DNS WV, HFAEfRE T
HARMIE LR, JCVEAE T3 NAT MU 5 F DNS E5, LA B P4 A 30 NAT AL,

A

ER NAT46 (VSR AL .

* NAT66 - ¥ IPv6 e tu 3 Ky AN [E] 1K) TPv6 Mtk o FRATTEE S FH %S NAT. JLE a] LUE ) NAT
o{ PAT, {HH T IPv6 Huhb K ftRy, A B E 34 NAT.

)

R NAT64 Fll NAT 46 AT LAFERRHAERS tHEE 1 A . NAT66 T 7E 6 b e 1 R1 I AR ALk B 1 B

NAT64/46: 1% IPv6 Hhiit3E3: 4 IPv4 Hbiit

MM IPv6 IS HE NN TPv4 ESI, I TR 206 TPve Hilibi% 4 TPv4 kb, FRRRE M Ipvd IR
[Pl TPv6. 5w XAk, —A> IPv4 bl T 45 52 1Pv4 MR 1) IPve Mk, 55—~ TPv6
Ho kb3t ] 45 5E 1Pve M 4% Tty IPv4 Hidil.
* NAT64 L1 IPv4 bkt — BN, 15 T e A % bt 5 1Pv6 & 7 gt ik — X — g
HEIASGHA NAT AL, 3075 PAT n] LASE 25 53 2 vl e K& IPv6 25 ) v bk 75 22 .
* NAT46 BNy IPv6 bkt n] PGS BT ZE ML 1) TPv4 HihE%L . X RVFREAS TPv4 Bk WS 31
ANFIP) IPV6 ikt . NAT46 NS FFFHASHLUS, RICEAREM 2075 PAT.

B Rk ientiER (NAT)



| mdithtiti (NAT)

NAT64/46 7=151 .
UK
TIE1

NATG64/46 5= 15): PIER IPv6 [ 4% 5 51N&T IPvd EEL M .

T B AN SENS, — AN T IPve 4%, — AN T H AR IPva M4, ARG ] EH . — F5)
NAT KU 58 b T45, (Han % DNS R 52800 T-AMR M 4%, ] fE 75 2 85 DNS BN, B T7EdR
T HWHIED T, JTCIRAET 50 NAT JUU 5 ] DNS 5, Jr DU dar Gl A~ H sl NAT AL,

KER IPv6 4% 5 5 ER IPvd B EX Y

DR A& AR R ], R H AL 2 IPV6 (K T 2%, HLIE 75 B 306 34 B IBE I 1T 7 B
AN 1Pv4 . SRR e #8077 DNS 4,  LAE ] DLEE SN TF-3)) NAT JUUH $0AT NAT64 il NAT46
i,

= |

Web server

| 2081852002257

autside
IPvé | 200.165.201.1/27

2001:db5-100 — 208165 201 1 P
209.165.200.225 — 2001-db8-D1A5:CEET Ens

inside
1P 2001:db%:: 185

E Inside client

2001:db3::100

—_—

LEAG g, fEhANEREE ) TP Hudik, [ 383 1 PAT 4 N6 IPve M8 440 1Pv4. F5AMER IPv4
M EASFE A 2001:db8::/96 WIZ% FR R MhE,  FRVFAE PO M 4% AL i

BEE T3 IPV6 WY 2% 1) I 28 5t 5
a) PR

b) MHPIEFEMLE, ARGt +.
o) XN IPv6 M4k,

HM g SR ar 4 (B, inside_v6) , IEFEMLE, IRJSEIA ML 2001:db8::/96.

Mtz (NAT) [



Rtk 5E % (NAT) |
B vavease w0, 9ER IPvE WLk 5 518E IPva HEER

Add Network Object

Name

inside_v6

Description

Type
@ Network ( - Host

MNetwork

2001:DB8::/96

d) MM E.

HIR2 A1 T-5) NAT MU LUK IPve M 25564 TPv4 JEFRGRF],
a) MKIUEFERRE > NAT .
b) Alili + feH
c) FLELLFEME:

* ¥RRL = PAT64Rule (ERAEIEFEIHAD AT

* CIEMN AT = F3h NAT,

- LF = B 5h NAT L Z &l

© KA = ;.

< RIEO = W

- BARED = SN

« RIAHIREEIRMIE = inside v6 &N %,

SRR REIR GIRAE = B 0. BEEETUE I H bREE D IPv4 HbHEAE ) PAT Hidiks
* JRIAEEE 8 BARHIE = inside v6 LK,

* SR E R € B Frtbit = any-ipv4 PIZ 0TS,

B Rk ientiER (NAT)



| mdithtiti (NAT)
NAT64/46 71 f5): 225045 IPva ELBE A0 DNS 4¢3t0pa s 1Pve W2z I}

Title Create Rule for Status

PATG4Rule I NAT c

Placement Type
Before Auto NAT Rules d Dynamic d
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside N outside by o
Source Address Source Port Source Address Source Port
inside_v6 v b Interface b : v
Destination Address Destination Port Destination Address Destination Port
inside _v6 o ~ any-ipvd 5 r 5

d)y HEHE.

A IR U ISE, - AN 422 1 _E AR 2001:db8::/96 1~ W4T [ia) /M5l 432 1 (RATART 0 o #4007 42 52 A FH)
e 1Pva HuhlEUEAT ) NAT64 PAT 4. A, AN 4% HR AT 4] TPv4 suhb 2102k Py B4z 10, #
B R N2 TPv4 bk 7 7 ok 2001:db8::/96 ¥ 2% Hh i —ANHhudil.

NAT64/46 7=f5]: B2 5MER IPvA B EX M A0 DNS 535 B9 R ER IPv6 (X 4%

AN IR AR 2 SRR IPve, (HAME IR _E A — S T BTl B IR S5 SR
IPv4.,

| Mtz (NAT) [



& o 55 5% (NAT) |
. NAT64/46 7 f5): 1% 4PER IPva ELEX T DNS 53 49 M AT IPv6 4%

Web server
209.165.200.225/27
EJ 1
: Y =l DNS server
@ . 209165202 129/27
\'—oﬁtside S
IPvd 209.165.201 1/27
é’ DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
333112282016}22_5’ iugal[]{ilsﬂzt?;&&&c&ﬂ gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

FEAG T, A5 B AN BE G TP sk, i 3h 4% 0 PAT 5 N5 IPve MILR 4l TPva . K4S TPv4
U AL M 2001:db8::/96 ML R bR, AR VFLE NI 4% AR . X NAT46 BEIJE H DNS
5, AT DNS ARG A5 R T LI A (IPv4) il AAAA (IPv6) idsk, HubiEtAE TPv4
HE#E 4 1Pv6 Mk,

MR IPv6e W25 LA 2001:DBS::100 1% 7 i 22 i F] FF www.example.com B, 1 Web 153K 1)
SR

1. &t R Hidk A 2001:DB8::D1A5:CA81 (1) DNS 4528 3% DNS sk« NAT Fi %k
DNS i 3R o YR H REE4 T LT $ e
* 2001:DB8::100 %454 209.165.201.1 L AME—3fi 1 (NAT64 #2211 PAT $E0). )
* 2001:DB8::D1AS5:CAS81 ¥4tk 209.165.202.129 (NAT46 ¥, ) DI1AS5:CA81 &
209.165.202.129 [ IPv6 X M4, D

2. DNS HR55 8% LL A 0 SEd- TmR, F5 H www.example.com 7 209.165.200.225. NAT46 ¥ (2
JAH DNS 5D 4 A0 i3 4 IPve M N AAAA LT, FH1E AAAA iE3% T4 209.165.200.225
35 2001:db8:D1A5:C8E1. IhAk, DNS M 5 H (15 ik A1 B A bl oA 5 46k -

* 209.165.202.129 %44 2001:DB8::D1A5:CA81
* 209.165.201.1 #4524 2001:db8::100
3. IPv6 & AL Web Il 55 #5 (1 IP i, )& 17 47T 2001:db8:D1AS5:C8E1 [¥] www.example.com
K HTTP k.  (D1A5:C8E1 & 209.165.200.225 [1) IPv6 % Ni#). ) HTTP ik o isiFi H (1
HEAT 46 -
* 2001:DB8::100 ¥4 4 209.156.101.54 F[¥ME—im 11 (NAT64 #2211 PAT ¥, )

B Rk ientiER (NAT)
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NAT64/46 71 f5): 225045 IPva ELBE A0 DNS 4¢3t0pa s 1Pve W2z I}

* 2001:db8:D1AS5:C8E1 # 4t 24 209.165.200.225 (NAT46 . >

LAUR B BERE A 21 T dn e e B e 7s 1 o

LB Qe L IPve ISR TPv4 25 1F) I 255 X060 52
a) LR,
b) MHZFPIEFEMLE, KRGt +.
c) &L IPv6 (45,

FM R G4 (B, inside v6) , MEFEMIYE, SRJGHIA ML HbE 2001:db8::/96.

Add Network Object

Name

inside_v6

Description

Type
@ Network () Host

MNetwork

2001:DB8::/96

d) AiiMaE.
e) miih + I AN 1Pv4 %%,

FM X G4 (BN, outside v4 any) , EFERILE, SR)5HI A ML HIE 0.0.0.0/0,

| Mtz (NAT) [



Rtk 5E % (NAT) |
B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

Add Network Object

MName

outside_v4_any

Description

Type
@ MNetwork \\ Host

Network

0.0.0.0/0

FIR2 N R IPv6 ML E NAT64 4% PAT AL,
a) WKL RG> NAT .
b) Alili + %4
c) MiE LT g

* FRRL = PAT64Rule (HRAEIEFEI HAD AT

- BIEMN AT = B3 NAT.

« HB =F)a.

< BED = WS

- BARIEO = 4.

* JRYAHIE = inside v6 MIZEXT %,

« SEIREHYMENE = B0 SLIRIIUREH H A 10 IPv4 S/ PAT Hihil.

B Rk ientiER (NAT)



| Mgt (NAT)

NAT64/46 {51 €12 5745 IPva EELR A0 ONS #53e0 P05 1Pve % [l

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT o O

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Automatically placed in Auto NAT rules D\fnamic w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside ot outside
Original Address Original Port Translated Address Translated Port
inside_v6 hd Any ~ Interface hd Any
d) RUHHE.

{F e, APz 1 L) 2001:db8::/96 W4 AL ) A1 42 1 AT ART 37 et 45 4% 52438 FH A3
¥ 1Pv4 HuhbHEAT 1) NAT64 PAT #:4k,

S 3 AN IPv4 W45 N0 E ER S NAT46 KL,
a) il + $HL.

* #RRE = NAT46Rule (BUEEPEMHAMLZF) .

* GIEMMAF = A3) NAT.

« KA =,

« B0 = 4N,

- BARED = WS

« RiGHAE = outside v4 any L4

« B R RYHLE = inside v6 PIZE XS,

c EBRPIETUEI R, EPeEE#H 5 N TEA DNSEE.

4t 54 (NAT)
|



Pt 45 (NAT) |

B nates. i 1Pve stk gEis R # IPYG ot

Add NAT Rule '

Title Create Rule for Status

NAT46Rule Auto NAT ~ e

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
1 Auto NAT rule Static 5
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside v inside
Original Address Original Port Translated Address Translated Port
outside_vd_any b b inside_v6 hd
==
c) MiiHAE.

A U, AR3ER I 2% v B4R TPv4 Mkl B0E Py de 11, #RR A i A\ 2 IPv4 Ml 5 v 8% 4
4 2001:db8::/96 M & ) — ANtk AR, DNS IR M A (IPv4) it sk 854l AAAA (IPv6) i 3%,
Hob bkt M\ 1Pv4 Hhhik3E 44 1Pve ik,

NAT66: i IPv6 it 3% 5 4 AS[E]8Y IPv6 ik

AN IPV6 LG HEN T — AN IPv6 IR, 4] DUKs ik 36 46 ok 235 W9 4% IR AS[R] IPv6 bk, 3%
AT FH #A NAT. S8 0] LU NAT 8% PAT, {HH T IPve Hilik KEAEN, BRIl 3 &
NAT.

DN AN TEAEAN R (Kt ik SR 2 T e e, BT AR 22— AN B[ NAT66 S 16 H] H 3 NAT
AR O X SRR, (U, WERAR SR VRR PR, fn] DU T3 NAT K NAT
W A i) o

NAT66 7= 15: X4 (8] B ER7SEE 1%

f&0T LU F 8 NAT 76 1Pv6 Hiuhibjth 2 (ARG E e i, LU R 9] 5 B Wiferks 2001:db8:122:2091::/96
) 8% T () PN S R A 3k 2001:db8:122:2999::/96 ¥ 2% vh ¥y AR Hiu bl

Bl PskbisEis (NAT)



| mdithtiti (NAT)
NATss = f5l: Mesimmgsitin [

S
= |

= |
IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96
A

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

L

Inside client
\ 2001:db8:122:2091::121
—
“

F

AR SORBIBGE, AR DA MR O (BVI), MARERS . WA EEE U2 BV SR
(AL AREER PSR

S G e XNHE IPve ML AR IPve NAT 45 1) I 25 % %2
a) EHFEWNR.
b) MHEEIEPEMLEE, R+
c) ENX N IPVE FIL,

MM S g (B, inside v6) , IEFEMILE, ARJGHIA ML HLEE 2001:db8:122:2091::/96,

| Mtz (NAT) [



Pt 45 (NAT) |

B nates o1 mia s

Add Network Object

MName

inside_vb

Description

Type
@ Network C) Host

Network

2001:db8:122:2091::/96

d) MM E.
e) Ml + I XA IPve NAT W45,

JMLEN G4 (B, outside nat v6) , IEFERILE, SRIFHIA N HIE2001:db8:122:2999::/96,

Add Network Object

Name

outside_nat_vb

Description

Type
@ Network I:j Host

Network

2001:db8:122:2999::/96

FIR2 N PR IPv6 ML IC E ER A NAT FL .
a) MKIKIEPERRE > NAT .
b) Alili + %4
o) MlE LTS

* ¥REE = NAT66Rule (aIEEFERHABZFR)
* SIEMN AT = B3) NAT.

Bl PskbisEis (NAT)



| Mgt (NAT)

naTe6 7= &2 1Pve sz PAT I}

< BIEO = W

- BAREO = 4.

* JRIAHIE = inside v6 MIZEXT 4,

o B E B9 3E = outside nat v6 N5,

Add NAT Rule

Title Create Rule for Status

NATE6Rule Auto NAT v ‘)

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static b

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside it outside

Original Address Original Port Translated Address Translated Port
inside_v6 v A outside_nat_v6 hd Any

d) sh#E-

A LR, AN B4 11 11 2001:db8:122:2091::/96 - R 4R34 L1 [RARA] i S H S A i A
NAT66 3 H 2001:db8:122:2999::/96 M 2% - [tk .

NAT66 7~15: 7&] 2 IPv6 3% 1 PAT
SEJiE NAT66 H— AN ] 5L 5 12 20 P S Hb Rk Bh 2 4 Bl 45 A4 11 TPve kb b AN [ o 11

AN, T VA A PR 1K) TPve HuhERC B 11 PAT. AHJ, FAEH [ M2 o r—A
2% PR R A B4 PAT it

4t 54 (NAT)
|



B vaves w5l e ipve sE0 PAT

==
IPvE web senver

outside
IPve 2001:db8:122:201b::1/36

2001:db3:122:2091::121 — 2001:db3:122:201b::2

inside
1PV 2001:db8:122:2091::11/98

E Inside client
¥ . 2001:db3:122:2091:121

N

Rtk 5E % (NAT) |

MR =

AR ORGIECE, WESEOA R M4 (BVI), M AFRMER . WUR A O EBVI, KT

BEAS R DR VAR

)

S 6T X NEE IPv6 M 24 F1 TPv6 PAT Hitik (1) % 2% 6 %
a) IR,
b) MHEPIEFEME, KRG md +.
c) XN IPve M.

KM G4 (B, inside v6) , EFEMILE, ARJEHIA ML HIEE 2001:db8:122:2091::/96.

B Rk ientiER (NAT)



| Mgt (NAT)

naTe6 7= &2 1Pve sz PAT I}

Add Network Object

MName

inside_vb

Description

Type
@ Network C; Host

Network

2001:db8:122:2091::/96

d) MM E.
e) Mt + I AN IPv6 PAT kil

JM L G4 (Flan, ipve pat) , EFEEM, REHIAEHUHEE 2001:db8:122:201b::2,

Add Network Object

Mame

ipv6_pat

Description

Type
:__) Network @ Host

Host

2001:dbB8:122:201b::2

HIB2 JyNES IPv6 M LKL E B4 PAT #L).
a) RIRIEFLREE > NAT,
b) Al + 4%,
c) Mo LR JEE:
* ¥RER = PAT66Rule (EifSEF HALLZFR)

« SIEMN AT = B3) NAT.

A e (NAT)
|



Pt 45 (NAT) |

- AT

o KB = A,
< BEO = WL
- BHREED = 41T,
* [RIAHRAE = inside_v6 MILEXT 4
* B R RYHE = ipv6_pat 45X 4

Add NAT Rule :

Title Create Rule for Status

PAT66Rule Auto NAT > ()

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
in Auto NAT rules Dynamic w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside 1o outside

Original Address Original Port Translated Address Translated Port
inside_v6 i Any ' ipv6_pat Ve Any

d) miE.

A UG, AP ER3E 11 _E 1 2001:db8:122:2091::/96 F W 2| 4R34 L1 [FAT [ i Fe #l = 4 5h &
PAT66 41 2001:db8:122:201b::2 L3 .

H54= NAT

BN} NAT 3 T W g T HE SR, 15 4T JT CLI #5836 Bi& s i 46 CLI i LL a4

* show nat {75 NAT RUUAIEES KON 0 i oh b K. 307 A SCHE 7 n] F T 7R NAT 19 3AR i
D

« show xlate ‘27 i Ak TG aR A 1 S NAT #46,

Bl PskbisEis (NAT)



| mssbirssin (NAT)
MELN |

* clear xlate FLVFMHERALT-IE SRS NAT &4, iS58 ol NAT U, 48] fe 7 2R 3011
e, DRUON BT Bk S0 F IH P ekl B RERE . TRV RGO I B e,
FER P N — UGS S A o & P A B e e . (IS TCTELE CLIEEH & R ki 4. )

NAT 7451

PATR it 778 i 0 i o6 B G NAT )74l

IR AT A ER Web AR 22 HYIA E1HBR (33275 B 51 NAT)

LU 781 4 P98 Web JIR 55 25 AT B &S NAT . SEBRtdib 7 -2 HI 4 b, BRIt L2 il i . w5
LA NAT, DUE EHLREDS 75 [ € Huhb AR 2] Web Jik 55 ds AU i

\)

AR RIS, N DA R MR (BV), e bsvER i . G0 R O BVIL R
Web 5548 320 1 B AR MM 4% B2 1, 9120 insidel 3.

13: T [2) A ED Web AR 55 2% BUFRZS NAT

209.165.201.12

N

J/- )
( Outside )

g et |

209.165.201.1

Undo Translation

Security
10.1.2.27 — 209.165.201.10

> Appliance

LB A URSS48 FAA R A IL ML) 0 28 X 5
a) LR,

| Mtz (NAT) [



Pt 45 (NAT) |

B i=smmEm web R sa0isEAUR (2875 3 NAT)

b) MHZXFEFEME, RE5ET+.
c) &N Web R&-# RS Hudik.

WL G dr 4 (B, WebServerPrivate), MEFEEM, SRFHIASLFR N IP HakE 10.1.2.27.

New Network Object

Name

WebServerPrivate

Description

Type

() Network (@) Host

Host

10.1.2.27

d) SSEERE.
e) At + I XA Ik,

KRG G dr 4 (Fll, WebServerPublic), EHFEML, 4R J5HIASLFR EHLHLE 209.165.201.10.

New Network Object

Mame

WebServerPublic

Description

Type
(O Nework (@) Host

Haost

209.165.201.10

) HEdHE.

FIB2 LRI A NAT,
a) MKUUEFEREL > NAT,

Bl PskbisEis (NAT)
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FTP. HTTP 71 SMTP By Mttt (RO HREETS A3 NAD .

b) s + 1%L
c) BCELL NPt

* FRRE = WebServer (EUIEEFEM)HARALFR)
* GIZMWAF = A3) NAT.

- B0 =N,

« BfREEO =SS

* RisHbHE = WebServerPrivate 4451 4

* 3535 B9k LE = WebServerPublic 445145

Add NAT Rule

Title Create Rule for

WebServer Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address of
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Onginal Packet Translated Packet
Source Interface Destination Interface
inside et outside
Onginal Addrass Onginal Port Translated Addrass Translated Port
WebServerPrivat v Any » WebServerPublic v Any

d) MikHE (OK).

FTP. HTTP %0 SMTP B9 &bt (BB um O35 #AIFRZS B 3 NAT)

DL S FF VL4 (P RS NAT /A~ i #2H F Uj i) FTP. HTTP A1 SMTP $&ffk s —Hbhk, s2fs L,
IX MR 55 B AL SR 2% E AR W 2%, (B TR RG2S, AT LAFE 2 K ity 14 50 U P 5 4 NAT,
TSR {ef F ] LS TP bk FNAS ] 11

4t 54 (NAT)
|



Rtk 5E % (NAT) |

B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

\)

iR

PR R B A s e 1 JE R B AT LA v B R e 10, L IR 25 B e B AT M Lo SR A5 11 P 32
P AR 22 LT (BVI), I HIRSS #5352 2 5 ph (1) IR A B R 42 1, 15 e sx AR, BN IR 55
PR E R RO . B0, 2T AELL insidel 2. insidel 3 Fllinsidel 4 1Mi-IF inside 11 A 5%

Ho

[ 14: STHrih QIR AYERZS NAT

Y
Undo Translation @tsff/

209.165.201.3:21 —> 10.1.2.27

Undo Translation
: 209.165.201.3:25 —> 10.1.2.29

Undo Translation
209.165.201.3:80 — 10.1.2.28

SMTP server
10.1.2.29

HTTP server
10.1.2.28

L1 N FTP S5 # 0 485 5o

a) EEWNR.

b) MHFEPIEFEMEE, KRG +.
c) MM S a4 (lhn, FTPserver) , EFEEM, SRJ5kAN FTP RS 25152k IP ikl 10.1.2.27.

B Rk ientiER (NAT)
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FTP. HTTP 71 SMTP By Mttt (RO HREETS A3 NAD .

New Network Object

Name

FTPServer

Description

Type

() Nework (®) Host

Host
10.1.2.27
d) sEHE.
PR 2 Jy HTTP MR #s G M 2651 %
a) M+,

b) ML G4 (B, HTTPserver), EFEEM, RG4S ENUHAE 10.1.2.28.

New Network Object

MName

HTTPServer

Description

Type

o x
() Network @ Host

Haost

10.1.2.2§|

¢) MdiHBE.

HIE3 Jy SMTP 5525 B4 M 284 %
a) i+,
b) AWK G4 (B, SMTPserver), MEFFEM, AR5 LFR EHHHE 10.1.2.29.

4t 54 (NAT)
|
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B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

New Network Object

Name

SMTPServer

Description

Type

() Newwork (@) Host

Host

10.1.2.29
c) MiiHAE.
LA IHT =B IRESAAIL 1P kG N5 .
a) M+,

b) WX G AL (I, ServerPubliclP), IEFEEM, AJGHIASZE 1 HIHbE 209.165.201.3.

New Network Object

Mame

ServerPubliclP

Description

Type

() Network (@) Host

Haost

209.165.201.3

¢) Rii#E.

WIRS b FTP IR45as o B 2 A iy #1535 NAT,  J0K FTP o B 21 3 5 .
a) MKIKIEFERES > NAT .
b) sili + .
c) FCE LR JEE:

Bl PskbisEis (NAT)
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FTP. HTTP 1 SMTP to2a st (RassnssmassamNaD [l

* FREL = FTPServer (BREIEFERIHAMZFRD ©
* SN AF = A5) NAT.

RO = A

« BAREO = 41

* RiEHbE = FTPserver M4 %1%

* S5 5 BYHELE = ServerPublicIP M 4451 %

« RAsH O = FTP i X%

* IR R B9 O = FTP iy X % .

Add NAT Rule

Title Create Rule for

FTPServer Auto NAT w Q

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static o
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside M outside
Oniginal Address Crniginal Port Translated Address Translared Port
FTPServer ™ FTP < ServerPubliclP v FTP

d) miE-

IR 6 4 HTTP RS S5lC S S Frin I FL B K048 NAT, IR HTTP sy b 2 H 5.
a) ;i + .
b) MCE LB

* FRER = HTTPServer (E{EEFEN HABLZFR) -
* GIEMMAF = A3 NAT.
o KA = EAs

Mtz (NAT) [
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B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

< BEO = A

« BAREEO = 4.

* FRiAHIE = HTTPserver 4551 % .

* $53% R B9 LE = ServerPublicIP M4 %1%
- JRYEIH O = HTTP 3 14 %

* 335 RYEE O = HTTP 3 L6 4.

Add NAT Rule :

Title Create Rule for

HTTPServer Auto NAT v Q

Auto NAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address o
packet These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside e outside
Oniginal Address Original Port Translated Address Translated Port
HTTPServer v HTTP v ServerPubliclP v HTTP

c) MiiE.

PIRT Ty SMTP Ji 55 S Be B S o I 4K S NAT,  JFKs SMTP i B 236 H & .
a) sl + 1%L
b) FCE LT

* ¥RRE = SMTPServer (BUEEFEIILMBLATE) -
* GIZEMNATF = A5 NAT.

< RIEO = A

- BARED = SN

* RiEHbHE = SMTPserver 455 4,

Bl PskbisEis (NAT)
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wpEEETS @sFaraD [

o B3RS RYHE = ServerPublicIP PI4& %1% .

s [F345 0 = SMTP i % %,
* B4R E AR O = SMTP ¥ 65 .

Add NAT Rule

Title Create Rule for

SMTPServer Auto NAT - @@

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Onginal Packet Translated Packet
Source Interface Destination Interface
inside b outside
Onginal Address Onginal Port Translated Address Translated Port
SMTPServer N SMTP N ServerPubliclP v~ SMTP

c) MHHATE (OK).

A BirmE (3175550 PAT)

FEEIR 10.1.2.0/24 2% G EHLEEV R S AR RIIRS %5 MENLU; AL T 209.165.201.11
(RIS SIS, SIZm s HE A 5 4 209.165.202.129:porte 4 AL 18] 67 T 209.165.200.225 iR 25 25 5,
S PR bR e 3 209.165.202.130:port

N\

ER MORBIMER B LR R AL IR RS B 1, P IR AE RIS L. T AR IR P
P2 AR ZLEZ L1 (BVI), I H RS #5752 B Sl 1) MR LR R B2 1, W IR FAR R R, RN IS5
PER I R R . B, AT RELA insidel 2 Al insidel 3 17 dF inside 7 A .

A e (NAT)
|
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B ssmaiEms hsFHean

[ 15: R R Btk #9F 51 NAT

Server 1
209.165.201.11

209.165.201.0/27

Translation
10.1.2.27—> 209.165.202.129

Server 2
209.165.200.225

0

—

209.165.200.224/27

Translation
10.1.2.27—> 209.165.202.130

10.1.2.0/24

Packet
Dest. Address:
209.165.201.11

{‘—;li
i

i WSS e S o
a) EFEIR.

b) MHHIEFEMLE, RJErd +.

Packet
Dest. Address:
209.165.200.225

c) MM Gans (4, mylnsideNetwork), EFEMLE, R J5%HI N SLER ML 10.1.2.0/24.

New Network Object

Name

mylnsideNetwork

Description

Type
@ Network

Network

'
(_J) Host

10.1.2.0/24

Bl PskbisEis (NAT)
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wpEEETS @sFaraD [

d) AiRE.
SIE2 ) DMZ 4% 1 BT 5,
a) M+,

b) AL G4 (i, DMZnetworkl), EPEM4E, SRJEHIA M Zihk 209.165.201.0/27 (1K
HERD 2k 255.255.255.224)

New Network Object

Name

DMZnetwork1

Description

Type

@ Network |':;'| Host

MNetwork

209.165.201.0/27

c) MHHARE.

$I23 4 DMZ M4% 1 1) PAT il 61 8 k2% 6k 52
a) M+,
b) AMLXT G4 (B, PATaddressl), EFFFEM, Rk A EHHLEE 209.165.202.129.

New Network Object

Name

PATaddress1

Description

Type

C) MNetwork @ Host

Host

209.165.202.129

¢) Rii#E.

Mtz (NAT) [
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B ssmaiEms hsFHean

$IB 4 Jy DMZ M4 2 A L8042 o
a) R+
b) AWML G4 (i, DMZnetwork2), EPEM4E, SRJEHIA ML ihE 209.165.200.224/27 (F
WAL Sk 255.255.255.224)

New Network Object

MName

DMZnetwork2

Descrption

Type
@ Metwork O Host

Network

209.165.200.224/27

c) MiiHAE.

SIS ) DMZ P45 2 (] PAT ik 678 2% % 52
a) R +.
b) AMLXT G4 (i, PATaddress2), EFFEM, R)Gf A LI 209.165.202.130.

New Network Object

MName

PATaddress?2

Description

Type

(_/. MNetwork @ Host

Host

209.165.202.130

Bl PskbisEis (NAT)
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wpEEETS @sFaraD [

c) MiiHAE.

$IE6 K DMZ W% 1 il & 55 T3) PAT,
a) WRIGLEFERREG > NAT
b) sl + %
c) M LT JE k.

* Frfll = DMZNetworkl (BUREIEPEIILAMAFTO .
* BN A F = T3 NAT.

« EA =GR,

« BEEO = WS

« BfriEO = dmz.

* [RAEHHE = myInsideNetwork M 4% X%

* 454 AR LE = PATaddress1 P45 %1 % .

* R4 BRE = DMZnetwork 1 P45 %1 % .

« 353t 5 B9 B ARttt = DMZnetwork1 485§ % .

TR S H bR, DR S0 4 Jstde H Am sk A i 6 H Bt ik 52 AR D1
Hudik, AN R JCHC 5 NAT . 57 3 1 - BB

I Mtz (NAT) [
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HinE Birm s (F75F 5 PAD

Add NAT Rule

Title Create Rule for

DMZNetwaork1 Manual NAT ~ ‘:)

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and pon
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific loc

Placement Type
Before Auto NAT Rules w Dynamic W
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside ¥ dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any 4 PATaddress1 A Any
Destination Address Destination Port Destination Address Destination Pon
DMZnetwork1 v Any A DMZnetwork1 M Any

d) SEHRRE.

$IB7 Jy DMZ M %% 2 il B3 A& T4 PAT.
a) M+ A
b) FE L)@

* ¥RRE = DMZNetwork2 (BRI HABAFR) .
* BN AT = T3 NAT.

< BEO = N,

- B#r##EQ = dmz.

« [R4&TRHELE = myInsideNetwork M4 %1% .

* SR fERYIR b = PATaddress2 44 X1 % .

* R34 BFRitiE = DMZnetwork2 45X 4.

* 3515 B9 B ARt = DMZnetwork2 M4 %1% o

Bl PskbisEis (NAT)
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G TE e R T N |

Add NAT Rule '

Title Create Rule for

DMZNetwork?2 Manual NAT v ()

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and pon
wranslation are optional. You can place manual MAT rules either before or after Auto NAT rules and insernt the rules at a specific lo

Placemant Type
Before Auto NAT Rules v Dynamic W
Packet Translation Advanced Options
Original Packet Translated Packet
Source Inerface Destination Imerface
inside e dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any ™ PATaddress2 i Any
Destination Address Destination Porn Destination Address Destnation Port
DMZnetwork?2 L Any b DMZnetwork2 b4 Any

c) MiifE (OK).

i A B irteit Foim O 7 (3h75F 30 PAT)

&1 S s Y LR bR 1 E TS . 10.1.2.0/24 4% L LIRS DR Ay 0 4% JIK 25 F Telnet 5%
ViR A EM L M EHLIEAT Telnet RS Vs i RSS20, SEPRHbbERE 454 209.165.202.129:port. 4
FHUEAT W 2 2 55U ) AR R IR 25 A I, LSl be 4 #6249 209.165.202.130:port.

\)

AR ORGSR R D E R R A AL bR RS i O, P IR BE R RIAS W L. W R SR O
MMFLHE 1 (BVI) 1M iR 55 a4 B WAL R o382 11, VIR BRI 5 2 I Fe B AR Rk Da e 1 . 1)
r, ZF AT RELL insidel 2 17 AF inside 1 A%

A e (NAT)
|
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B zeEeseumznms @5FsPaD

[ 16: B R B #xim OB F 50 NAT

Web and Telnet server:
209.165.201.11

Translation Translation
10.1.2.27:80— 209.165.202.129 10.1.2.27:23 —»209.165.202.130

10.1.2.0/24

Telnet Packet
Dest. Address:
209.165.201.11:23

Web Packet
Dest. Address:
209.165.201.11:80

ST g P30 A 2% ) 4 X 4 % 2
a) EEWNR.
b) MHZTIEFEMLE, KRG et +.
c) MM and (B4, mylnsideNetwork), LML, R 5% SLBR M1k 10.1.2.0/24.

New Network Object

Name

mylnsideMetwork

Description

Type

@ Network "", Host

Network

10.1.2.0/24

Bl PskbisEis (NAT)
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G TE e R T N |

d) mlHE-
LI 2 4 Telnet/Web [ 45 %5 Gl 2 P 28 5 %2
a) R+

b) AMLXT G4 (B, TelnetWebServer), EFEEM, R H A LR EHLIHNE209.165.201.11.

New Network Object

Mame

TelnetWebServer

Descrnption

Type

() Newwork (®) Host

Host

209.165.201.11

c) MiifE (OK).

S8 3 fii [ Telnet I 4 PAT Mo g8 M 28 561 % .
a) R +.
b) AMLEXT G4 (B, PATaddressl), EFFEM, R)5EH A EHHIE 209.165.202.129.

New Network Object

MName

PATaddress1

Description

Type

() Network @ Host

Host

209.165.202.129

c) MHARE.

Mtz (NAT) [
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B zeEeseumznms @5FsPaD

FIB 4 [ HTTP I 4 PAT Huhib 6 g M 48 55 %
a) R+
b) MM G4 (U, PATaddress2), EFEEM, ARJEHA FEHLHEE 209.165.202.130,

New Network Object

MName

PATaddress2

Descrption

Type

() Network (®) Host

Host

209.165.202.130

c) MiHRE.
HIES Jy Telnet Vi 10 G 5) 4 F-5) PAT.
a) KIKIEFREEE > NAT,
b) A + 44,
c) MEUITEM:

* #RRE = TelnetServer (EIEIEREMHLAMZFR) .
* SN AF = T-3) NAT.

« EA =,

< BEEO = M.

+ B#r#EQ = dmz.

* [Fi5IRHHE = myInsideNetwork P24 X142

* S5 f5 BYiE L = PATaddress1 FIZXT 4.

* [R4A BARME = TelnetWebServer 485§ % .

* 454 f5 B B AR bHE = TelnetWebServer %4451 % .
* R BFrim O = TELNET 3 44

« #iR R R BARiB O = TELNET i %% .

e

B Rk ientiER (NAT)
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G TE e R T N |

T AN TG S e F bRt b i 11, DAL o S e Oy s F At IR 1) H AR ik
AR, AR Ji i 1 AN A48 I (100 30 14 AR R PR3 1, AT D AT TG .54 473 NAT

Add NAT Rule '

Trtle Create Rule for

TelnetServer Manual NAT o O

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and port
wanslation are optional. You can place manual MAT rules either before or after Auto NAT rules and inzen the rules at a specific loc

Placement Type
Before Auto NAT Rules w Dynamic v
Packet Tranzlation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside s 4 dmz
Source Address Source Port Source Address Source Port
mylinsideNetwork v Any v PATaddress1 W Any
Destination Address Destination Port Destination Address Destination Port
TelnetWebServe v TELNET e TelnetWebServe v TELNET

d) MEHHAE (OK).

HIE6 N Web Vi 1) 61l 575 F-50) PAT.
a) s + %4
b) MCE L@

* FRRE = WebServer (SUEIEFMILAMLTO
* BIZMMAF = F3) NAT.

< £ =R,

RO = .

* BfF#EM = dmz.

* [RAiE M IE = mylnsideNetwork FJ£% %%,

« $:46 5 BOR H3IE = PATaddress2 484 % .

* R 4A BARiLE = TelnetWebServer 48514 .

Mtz (NAT) [
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B =7 nar &5 ons mimsms

o £ E B HiRtbiE = TelnetWebServer P45 % 4 .
s B4 BHRIEE O = HTTP S5 65,
8RR BARim O = HTTP st 6%,

Add NAT Rule

Trtle Create Rule for

WebServer Manual NAT - @

Manual MAT rules allow the ranslation of the source as well as the destnaton address of a network packetr. Destination and port
tranzlation are optional. You can place manual NAT rules either before or after Auto NAT rules and insernt the rules at a specific lod

Placement Type

Before Auto NAT Rules v Dynamic v

Packet T

et Translation Advanced Options

Original Packet Translated Packet

Source Interface Destnation Interface
inside . dmz

Source Address Source Port Source Address Source Port
mylnsideNetwork v v PATaddress2 v

Destination Address Destination Port Destination Address Destination Port
TelnetWebServe v HTTP v TelnetWebServe ~ HTTP

¢) RiifE (OK).

£ NAT =5 DNS ZifFnlm

A RE T L BB B LUE i DNS R, U7t HIVG IS NAT e e 1) bl 2 46 3 2% v (1 o
B0 B BEAR A A, P DA S DNS 2. DNS 2t #R>4 “DNS Doctoring” «

Iy RE AT UEE S JUAL NAT KUK DNS # i f R 2 b il (flan, & A - IPv4 19 A idsks i@H T
IPV6 1) AAAA 3% B, JEH T DNS &) PTR id3%) o X MBS 82 1 28t ) 1] HoAth
FEO I DNS WA, idseas NMUFHEYE SO0 LR fE. AR, X AT 82 1 28 R Wi B2 11 %) DNS
N, sy N SEBRERE RSO EUIBEEH T NAT44. NAT 66. NAT46 Fll NAT64.

PLR 2 TR A NAT #E00) & DNS 55 1 LR 3= 245

« JEI ) NAT64 8%, NAT46, F:H DNS HRE-#A7 TAME M % . B FHE3ET DNS 5 PL92EL DNS
At GEHT IPv4) FiI AAAA ICE% GEFT IPve) Il fhEEHe,

Bl PskbisEis (NAT)
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onses m i I

* DNS 55 RAESNEE, ) e NI, JF FLA )™ s P 16— 56 4 B Jul A b A 81 At A 98
Hlo

* DNS 55 % £E A BT DAL AT TP M EREAT W N, e/ B AN, JF L2 s i 97 1) A BSR4 10
JIR 55 s 1) 5 4 R E 34
DNS E SR
PAR 7 DNS 55 ) S LE R

* DNS FEE5AGEH T PAT, KA £ 4 PAT MUNEH TR A B0 AAAA C, 1248 H 1) PAT
FUASHA 5 o

< WREECE T T8 NAT MU, 4455 T H O HhE sk, ASAElc & DNS Bik. 47 H A
5 B, XA RES A AN RE A R e 4. DR, KRR AR UTEC DNS N2 1) 1P kit
IERPI IR NAT FUAHDEEC; DNS N2 AL S CHANJs i/ B Ax ik 20547 T 478 DNS 1
RIEE A AR .

* SZPr b, DNS ESE xlate 45 H i AE NAT HUN_E5gp. PItt, A ) sh AR xlate,
WIABEIERCNTES . B NAT B2 A R 1)

* DNS S5 A2 H S DNS shSEHH A (BEER 5) .
PUF R T NAT B DNS 5 7R

DNS 64 [@ £ &4

N B IRANER TPv4 4% LK) FTP R4S #8 A1 DNS RS %% . RS04 1 17 AN AR 45 28 1 B S e e . AEIX
FEULE, 43 IPve F 77 M DNS R4S 231K fip.cisco.com [k}, DNS AR5 a5 LS b il
209.165.200.225 1E N MR

H T4 75 B N T 7 A8 fip.cisco.com fRHB4IE (2001:DB8::D1A5:C8E1, ' D1A5:C8El /&
209.165.200.225 [¥) IPv6 SFN4)) , B TEUECE DNS RIS &M LS TH AR . ARfiEaEmE
] DNS JR45 23 10 A NAT S400R11H ) 9355 IPv6e EHLI PAT KL .

Mtz (NAT) [
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B onsemsisn

DNS Server

209.165.201.15

Static Translation on Inside to:
2001:DB8::D1A5:C90F

ftp.cisco.com
209.165.200.225

Static Translation on Inside to:
2001:DB8::D1A5:C8E1

AS.

Security Device

DNS Reply
209.165.200.225

DNS Reply Modification
209.165.200.225—> 2001:DB8::D1A5:C8E1

DNS Reply
2001:DB8::D1A5:C8E1

1&!

. i

-

P
User:

| P\.r4/|lr®

IPv6 Net

FTP Request
209.165.200.225

Dest Addr. Translation
2001:DB8::D1A5:C8E1—> 209.165.200.225

FTP Request
2001:DB8::D1A5:C8E1

2001:DBS8::1
PAT Translation on Outside to:
209.165.200.230

\}

AR WORBIEGE, N EE AR R B

BEAS B S VR

U S
ot

FI(BVI), T ArAERs d4z 1. Wi gy & BVI, L]

?El:

YR 4 FTP fIRS54%. DNS JIRS5s A EBIMEZE A PAT it G 250 4

a) RPN
b)  MHEXTIEFEMLE, KRG Ed+.
c) & N SZBR FTP ARG #edtuhl.

KWL G dw 44 (B, fip_server),

EEENL, REHIA SRR EHL IP Huhk 209.165.200.225.

Bl PskbisEis (NAT)
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d)

2)

Add Network Object

Name

ftp_server

Description

Type
(O Network (@) Host

Host

209.165.200.225

R RE -

By + 3E5E X DNS IR 211 52 FnHitl:

onses msiz [

MBI Gan s (Flan, dns server), EHFEHL, ARFHATHLHLAE 209.165.201.15.

Add Network Object

Name

dns_server

Description

Type
l::: MNetwork @ Hast

Host

209.165.201.15

R RE .

miahi + JF e LS TPv6 4%,

HMLER R ar 4 (I, inside_v6) , EFEMLE, IRJSHIA ML HIE 2001:DBS::/96.

Mtz (NAT) [
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B onsemsisn

Add Network Object

Name

inside_v6

Description

Type
® Network () Host

MNetwork

2001:DB8::/96

h)y  RiE.
i) R+ IEN N IPve RIZ% e X IPv4 PAT il

MBI Gt (Flan, ipva pat) , HEFEH, RSN EHHEE 209.165.200.230.

Add Network Object

Name

ipvd_pat

Description

Type
':__:' Network @ Host
Host

209.165.200.230

i) mihE.
HIE2 Jy FTP RS 230 & 7 DNS 55010 A NAT F .
a) RIIEFREEE > NAT,
b) sl + L.
¢) MELLFEME:

* ¥RER = FTPServer (BRIEIEFEAIHABZFR)

Bl PskbisEis (NAT)
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onses msiz [

- SIEMNATF = H3) NAT.

< BEIEO = AN

- BAREO = Wi

* [RIAHBLE = fip_server 44T .

* Rk R RYHE = inside_v6 PIZENT G, TN IPv4 He 45k IPve itk F IPv4 Hik A Mk
vk, R R G0F 209.165.200.225 #4 IPv6 A5 D1AS:C8EL,  JEis N 2% 1 43 L3R EX
SEHNE 2001:DBS::D1A5:C8El,

c FESREBULEIR A, EHERSHAN A DNSEE.

Add NAT Rule :

Title Create Rule for Status

FTPServer Auto NAT > o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside v inside

Original Address Qriginal Port Translated Address Translated Port
ftp_server b Any b inside_vb b Any

d) sihEE.

WIE3 4y DNS MRS A5 H0 E ifA NAT B,
a) MRIEFERREE > NAT,
b) s + .
c) FLELLFEME:

* ¥R = DNSServer (B{IEEF ML)
* GIEHMNAF = H3) NAT.

A e (NAT)
|
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B onsemsisn

© EB =i,

* BHEO =AM

- BFREED = A,

* [RIAHRE = dns_server MZE X 4.

* BRI E B9HE = inside v6 IS, I TN IPv4 F 4 1Pve Hibibi AT IPv4 ik AHbdik
ik, I RGEH 209.165.201.15 #5450 1Pv6 X451 D1AS:COOF,  FF¥% NP9 2% Fir 2% LASR L
sEdHibl 2001:DBS::D1A5:C90F .

Add NAT Rule

Title Create Rule for Status

DNSServer Auto NAT <. O

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automnatically placed in Auto NAT rules Static v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside hod inside

Original Address Original Port Translated Address Translated Port
dns_server b Any b inside_vb b Any

—
d) sl zE-

FHE4 Sy R IPv6 N4 HC B 57 PAT AL,
a) MRIKIEFERRE > NAT .
b) midi + L
c) FLELATEME:

* ¥RRE = PAT64Rule (fEIEFEMHABZFR .
- BIEMNAF = H3) NAT.

< EE =&,

< BEEO = M.

Bl PskbisEis (NAT)



| Mgt (NAT)

DNS [Bl £ 1224

DNs mEfed. samEn e ons s [

« Bir¥EDO =58,
* [REAHEE = inside v6 MZEXT S,
o RS RO = ipv4 pat PEEXT 5.

Add NAT Rule :

Title Create Rule for Status

PAT64Rule Auto NAT - ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
n Auto NAT rules Dynamic W
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside e outside
Original Address Original Port Translated Address Translated Port
inside_vb b Any w ipvd _pat b Ay

d) SEHHAE (OK).

SMERYE O _E /Y DNS AR %525
B R T AN EE 115 1) 1) DNS 45 #% . IRS54s fip.cisco.com 7E L 1 Lo K5 NAT e & 4k
fip.cisco.com SBrHLAE (10.1.3.14) FhAEEH I AE SN B INZE L] WL W Ha ik (209.165.201.10).

TEXFRIEHLT, BEAE M FR SR 5 H] DNS RIS A&, DA FH SE s Hitk 15 7] fip.cisco.com ¥ 4
I AT LR H DNS R 45 85 (52 bRk, A A2 e il

YN ENLR LN fip.cisco.com [FIHINEK) DNS &K IN, DNS JIR55#K LLR I ik (209.165.201.10)
YENMISE . RGN RIS 25 AN, JE4% DNS [R5 rp i ik 6 46 4 10.1.3.140 WA S
DNS [ &8, WA B EL 22k i i A 3% 51 209.165.201.10, 11 AN F& %7 [ ftp.cisco.com.

Mtz (NAT) [



Pt 45 (NAT) |

B ons e, shamsEn e NS RS 3

DNS Server

Security
Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

{d
User ftp.cisco.com
10.1.3.14
Static Translation
on Qutside to:
209.165.201.10

®

FTP Request
10.1.3.14
)

R ORGSR IBRALEE 1 (BVD), AR . S TR BV, EH
AP SRR

W1 b FTP RS as G M 450 4 .
a) EHEWFR.
b) MHZFPIELEMLE, ARG +.
¢) &N SZfr FTP RSS2k

HM Rt R A4 (B, ftp_server) , MEFEEML, ARSEHNASLER EALIP Mkl 10.1.3.14,

B ka5 (NAT)
I



| Mgt (NAT)

ons mg s, sz asons sz I

Add Network Object

Name

ftp_server

Description

Type
L:;' Network @ Host

Host

10.1.3.14

d)y HEHE.
e) A+, SRJGE X FTP RSS2 K)o i hk .

HWE I G4 (B, ftp server outside) , EFEEML, RSk LHHIE 209.165.201.10.

Add Network Object

Name

ftp_server_outside

Description

Type
l:_:l Network @ Host

Host

209.165.201.10

FIE2 O FTP A4S 450 B 4 DNS 1B 2 ¥ & NAT S .
a) WKL RRE > NAT .,
b) Al + s
c) FiE LT EE:

* ¥RER = FTPServer (aRIEIEFEAIHABZFR
 SIEMMAF = B3l NAT.

A e (NAT)
|



Pt 45 (NAT) |

B onsEsen. FHRs o DNS RS S

< RO = A,

- Bir#ED =58,

« JRIAHBIE = fip_server MAXT 4.

* SRR RYHLE = ftp_server outside 4K .

* AERPIRBUET R, RS AN AR DNSEE.

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT w O

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static »

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside e outside

Original Address Original Port Translated Address Translated Port
ftp_server b4 Any hd ftp_server_outside v Any

d) MM E (OK).

DNS I E12e4. EH M4 LR DNS AR 5527

N RN ML L) FTP RS 45 F1 DNS R4 8% . REA M AMT RS S5 S0 R R
DR, 24N 7 DNS iR 4525175 3K fip.cisco.com bl , DNS R 45 #845 DL sk frithdik 209.165.20.10
VAW o TS S BB P A8 fip.cisco.com MRS B AE (10.1.2.56), [R5 2L & DNS [
Bk LT i A i 4

Bl PskbisEis (NAT)



| Mgt (NAT)

ons mg s, =M% aons s

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
2.56

Dest Addr. Translation
10.1.2.56 —>» 209.165.201.10

Security Fenl
Appliance O\

DNS Reply Modification
209.165.201.10 > 10.1.2.56 FTP Request

10.1.2.56

N

R BORBIRGE, WEEO RPN BVD, TGRS fBE . R LBV EH
AN AR,

W1 b FTP RS as G M 48 0 4 .
a) EEWNR.
b) MHZFPIELEMEE, K5 +.
¢) &N SZFr FTP RSS2k

HMEEN G (BN, fip_server), MEFEEM, RJFHIAL PR AL IP Hikik 209.165.201.10.

4t 54 (NAT)
|



Pt 45 (NAT) |

B onsEsen. FHRs o DNS RS S

Add Network Object

MName

ftp_server

Description

Type

"

() Network @ Host

Host

209.165.201.10

d) MM E.
e) Hiidi+, SRJGE X FTP RS 48 i o il il

AWK G s (Flhn, fip server translated) , EFFFEHM, AREHATEHLHHE 10.1.2.56.

Add Network Object

Name

ftp_server_translated

Description

Type
:_:l Network @ Host

Host

10.1.2.56

$HI2 Jy FTP RS 23 FC &7 DNS 1550 A NAT F .
a) RIKIEFEREE > NAT,
b) A + 4% .
c) BcE LR @k
* ¥RER = FTPServer (aRIEIEFEAHABZFR)

« SIEMN AT = H3) NAT.

Bl PskbisEis (NAT)



| Mgt (NAT)

ons mg s, =M% aons s

« KB = .

« BEEO = 4N,

- BirEO = W,

* [REEHE = fip_server LS XTI

o B BYE = ftp server translated FIZ% XS %

* FERPIRTULTR T, LEHERS RN A DNSEE.

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v c

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside i insicle

Original Address Original Port Translated Address Translated Port
ftp_server b Any s ftp_server_transla v Any

d) riili#E (OK).

4t 54 (NAT)
|



W45 #5535 (NAT) |
B onsEsen. FHRs o DNS RS S

B Rk ientiER (NAT)
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