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LAOR B 250 BAS, AR FRAREE AT R

WOy SCE I, 25U A AT IT SCAERN A P it (X 2 65

WRSERG, RAREHIAD.

ARAHABNE, A AR a7 (VDB). M BA7 B AT e 17 ST, AR 3 2504
Bo M RRLHEDF RN, DIAIIR 2T BE S R IR AR A1, R N ECRIK, 5 T3)
N, R RGEE 5 2 SO T . RGUE S TS RS . EEFT I, AR
Ja B A R

WAL, KOOSR E > BREFANE > BEFRE, FHEINZ8E, JFERE P L v
LIRS

#H ATV IES ZEMME R B, A I E 205 R g (B, R , JFH
RGAE T VAR, R G MHZBE % T B BT (T VF R i RAEW R 2 iR et
VFALIE,  WJC i BEAT JEAt S

WA SRR LU & O R L B[R] — R EE,  WICH RV A s i AT AR AT . (HO, TEIRIE
AT R B K B A R VR RTIE, DR 26 03 PT REAL 5 ZEAE G 46 00 25 T IO VF PTIE (R Zh RE o

BRI

FERIEBr & I, &y SCIERAIAE “ %A AP (Backup and Restore) GUTHT o £ il A AN 22 JE Y]
ORAE: e BB TR A AR IA B e K BB I, 2R R MM R A 18 45473 ) A L ASE by B8 1) 45
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R AR ST EARRIR S - W R R B A T I i sIAS, WK KR T £ (Upload) >
M 5E3C 4 (BrowseFile), JF M TARSG AL, AR5 BIATHRATIRE .

A

AR W LLE A A ERRSOrE, DB S RSO ILRC. BhAh, WA ST
PrEIA SR 34>, AREURE BRI - # prfAS, DA A% i SCPE S
ZEN] o oA B AR B I A RRA RIS ) ST A

© WA - EE R, W RIZSCFRRE R (5). REEWEWIRATH, WE S5
BHEBES. ERGIEWIEBITG, B EEiE.

o IR A3 SO - WA PR RN 2 &y, Az el (O 18 2R AR -
MR IE IIJET MR %A A

Bz

G
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EEHE

BOTLLE S A R ARG ST LU AT ERAF IR
i PR G

R R & (Device) > R & &8 (Device Administration) > B #% H & (Audit Log) 7] L& 4% [
o AL, T LUl S A B RES TR (Task List) BiERE (Deployment) FElbrfa sl &k R 408
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PR Fo il 20 AR G o A AN AL S BRI 28 1 S A 55

F

B B BT U B H R R S8, IR IE
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MEETM, BERM: (Al ZIRIHAZR
RSN FLIR IR B A O 5 BRI PR BRI A N DU S 1 b SARAR G (7
S RIBCRAEML AL 55 RO SC K8 R R
PR IS — AN ERAELICR, P B TR TRl R 8 2B % i E o. IX A
T EHE SR T AT SR S A
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IR, AEIBAT B BCE ) IR AR BB E A S EE T A BB E A E (I
Ja—#) 7 ARk,

KABEE. KAEBEHR. KASHER: AR (LEEERD

XL AR TR VUM A S AR O BT T B e SEARTRANE IS ELH St B SN B3 DA B S AR 4
PRy SRAURINID, 0] DAL YEIXEEIH .« 5 R i — AN EFREILEIR, Wi 8o TN
ERAE N

HA 214

KRG A R m T IR E B A5G, eI DUR AR I, R LU R 1%
fEo HA BAFRIFRRR Fi0E, R RGELL P —:

* HA BEfF - AEEF R4 LMW HA.
* HA B E - HEKE RS LM HA.
*‘HABEE - A HERS LI HA.
* HABBEEE . &R - R, sURSh TIg PR R bR i UTTREAT 7 i
. SLIHEERW], FHXSEAAR, T B, s XA T R AR
= A AERT ETM
FRHBRAIICE LS ARG . S5 5 7] P RAAH EL 2 B RSAS 1 3 2 L
EREEOTIR
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EMFEHFTHIER

VR R7s CUMBR P A A e R BE G R PR S S i) “ 8 Coe il FAEZ Il “ etk ol
Y SRR LR SR CINER T FAHRU T S OB, JF L2 5
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M EHh R4

1217 Snort 3 I}, >k H LSPUpdateServer SEARIP I S B 7E N BRI 2385 A2 B0 AL I8
TR B B e () NAR RUAH DS PR B o FHAEBR IO 100 258000, DRItE,  f SRdsn . kR elosi g
FIFNGE L 100 4%, WIEARK okt e 3 m (5 B e X T Snort 2 BT, RIS BRIt

EFEHIE, EFERTM, EFEN

S FRR RGP SRR T IR AN A A XA SR B S SRS SR I — A
fE5h, Tl S B ES TR T B .
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AR5 R B A M DL T Bl vt R 808l P BB A R A o AT 55 91R A (M 300 H #K 5  Ax H
SIS HIEXN, /RS IR 58 R I

RREER. AREEH: AFRA
XL A o P X SR Y B8 B A A I TR R TP Mtk o 223 B A0 PR 2 PR I 8 e v
LG IR T BT .
XEEHAE T T S5 A IR RA VPN HI o BT 3 8 S 4 B 4% CLL

EFMOITHEZHE
0L AT RS P TR AR B, (1, S MO SR 5 7
B
A H P AT LRI B B, SRR 915 T

B k&, R gEEE > EFRERX.
T2 pih P EREE (WERARR L E) -
FORRHZ R T AL, — RN AL ] 4L, H )R o R HEE S R TS . ], T
FARHAL THTERAS, HAER BN FRARR SR IR LUBAZH P U5 1P k. A
JURUIP MRS “ G , IR FAE S th et B 5RO .
FRAAAT LT 34
© RS RRSEAN >, ATIT S F A EAE R FROR Az BbR e R . IR 2 FAF
HA RV RS SEAEE, G, S8, 4. EIPHhSE . (BSaRE s
PHAN TR «
s WEEREAFITENE
c ERMEERHAR ST BB SRR P A AR RO A R W RO B A
Ak, SRR RE SR, T 2RB) Wb A B C AR . BRI R BB AL I R v S AR A
AR TS 2254 o

o ML g & T BOA MK R B A R AN R R RE . BOAR BRI L 2 FgE, EEATLL
EEE, EEEL 24 /M 7R 1TAAE6 AN AR, midi BEX (Custom) AIEILHIA
T U ANES o H 1 I Al 2 ARV .

o il S R RERL, D0 A HUS IR R vE & PRGN, MOt &k H g,
BRI LR iR RS (Filter) HE, FEMERIE IERS . BEAN, SR RT LUl EEAE T 7 ¥ S
JERR, BN RAILRER AT ARIEIEFMFTEAE R, WS IEFZ & . 56 18 I,

o FOBTINE YA DU Rl H A, DLB s o T
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T DG % H S R D8 A, R LR s v FE 4 3 D - e R L b pEas 1 RE oo
R —ANER . SEAMILEC. B, “User=admin” {75444 admin (1 7 k1 444
T USR] S T DR D7 kA i D SRR I BRSSO, AR S FI B .
A TEX S ERE
IERR BN R TUE X pEas . SRR NG e g . RGUR EOREIAT A, iR
BON eSS, IR SO, AT INZILIERS -
REERETHEE
LRI g R, B ) R R iy H SR B PR S S i DR E I 25 H
miig H I, TIERR T BOR B AT R AL A R AR BRI TT R . B, A
SORBUT 1A SR A5 T s (11
AT DO A5 HEBS NI I8 45003, 0K RUARTREF B A 40 H B, %4 H e bn T FRIZ,
IR AR ES e .
EEREFTE
UEAh, el LB DUR A QI g & IR B W R RS BT M 1T
B, fEAF TR ILACE, AR5 4% Enter 8. T LI JELL R ICER . W, X TREA AN
FAFME, IR TR A AR
© BHRR - FRME W SHEALIR NS SRR e AR e A, EIFE
BTN B RN RIRRALE BRI o AR, WS R
, 15 L.
* AP - REFEH AR RGOSR AR RE B SYSTEM.
© B AP - JH P GRS YR 1P bk RS AGR ST IYE TP HulkE SYSTEM.

* SE{K 1D - SSARET % 1) UUID, X2 MK BT FER 8, Flin
8e7021b4-2ele-11e8-9e5d-0fc002c5f931, JH T, HAFFIIT RS, BFE ST HEAFENGE R
PRI SEAR ID, B54f ] REST API B AH2% GET PR AT 75 1 1D,

o SHARZFR - AR R AR 0T G Sk, SRS FRIE 2 AN S8 E N4
Fr, #ltn, MR a4 0 InsideNetwork. o T RGAE I SZAAEL (FEFLHILR )
JHE LIRS, SEAR SRR T SRR 2R, B, RE5A B iy 44 R B AR b
%~ “User (admin) Triggered Deployment”

o SRR - SEARBIO SRS XL ETIE SUHE AT B A FR, B 41 Network Object. &1
DU L & B AN AT GAAL) “type” {H, 7 API Explorer " k5K, APT 2R A4 18 R
MR NS B, HAE M. A s A AR b iR AR, 4% Enter 48
B, AT R AR T e R A 5. X PRI AN 7 SUER AT LAEERZ . BE4T IT AP Explorer,
A 2 E TR (1) IFIERE APl Explorer .
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ERAY S S uiA P
FERIR S 2T IR R R PEAR I, AR LU HL »

* MRS ICRAE LRI PT A (2 W HA OR K&, #ill, i “User=admin” Fl “User =
SYSTEM” 42 UUE difE— 7 A2 (1 4

o NRZEBIRIICEZ A AND R &R, #i1, {FE “Event Type = Entity Updated” F1 “User =
SYSTEM” X4 7 HH & G A% 2 H 2 S8 SR () 4

TR AERCAT . RIS E70 VU BC iR 5 (0 SO 545 FR UL

3

HMEMEMTRELRL ISR

B A SEARFA AR RS B B E R EE R o kIR LU (0 o IHRCE 5 52 1) 1
XFEERE DL o

o XFFHEAY, OGS PO R 2 e s AT I IC B S B T B e Tl RS EE

o X SEATE, TXEERR TR S TR O S . IR RRCAS T R SE s e A A
FRCAS, ] RETE N AR BB AR AL

B ALk ®E, Randlg&EE > EFRERL.
T2 pli IR EZEE (RIS .
éfqgﬁu3 (ﬂiﬁo ) ﬁ?}ﬁ?ﬁl%\:

o WS - SRS AE R ERE B SRR R IUE SO e -

o SEARTE SCRAE - A SRR 0 0 B EOER I SE SR T Gt vE d . BEAR BT AT SR
o WEEFRSA DRI SR OB AN SR UK =P o S DEAR AR TR

-

TR T, R EFREIEDR.
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< Deployment Completed: User (admin) Triggered Deployment

Summary Differences View

DEPLOYED VERSION

() Syslog Server Removed

Entity ID: 4al685d4f-311d-11e8-893d-cl548F450Fd9

syslogServerIpAddress: 192.1568.1.25
portiumber: 514
devicelnterface:

inside

) Network Object Added

Entity ID: b6dfd101-311d-11ed-893d-a302dbBbcile

) Network Object Edited

Entity ID: ddbcdde 11c-11e8-893d-5588b9285%4¢ca

value: 192.168.2.9/24

PENDING VERSION Legend:

subType: Network
value: 12.1.190.8/24
isSystemDefined: false

name: RemoteNetwork

192.168.1.8/24

zogEr |

Removed Added Edited

P S e At gt Aot ISR LSO G s m. (B« BB (MR bkt
Gl (OB o RIS AR 7S B A SR R . 7EMEARNL T, RS S S AR

AT AR bR . iR WIS B ) S AR

IFEET B AL IR e

%’éﬂo

Rt FAAERPIRE . 25, BnT DL EOR T 40 e & S k.

TR R M ICH B ERE K (Deploy Changes) [&lFr.
WHAAAERF A 2, R B R R s

I 2 KOS %% (More Options) > £#85 3 (Discard All).

$B3 S USHTEFR R E (OK).

R AR AR K B AN, T DUBGR I Rr AR BRIK S . BEARA A8 BT AT D REXI K
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swigsnE ||

RGUK TN, BRAE S e T B SRR B A B I S . RS AR 1% H S s
OGP i

Bl E
HTLL JSON #2040 AT S B E . T DM SR AT AR sl S o SR A s 35 i AT B
JERHACHR B4R i o
ToibR A3 NS BE A A B . IHBEA SRR G
WA ZR D SE AN D IR E A, A fE R

FIE1 %% % (Device), R & & ETE (DeviceAdministration) 41 7 [ & EL & (View Configuration).

$®2 S Hh T EBCE (Download Configuration).

$£1B3 N 3RBUR&EBCE (Get Device Configuration) Ji &h A1 & SC A I/EN
WORIEZ AT RN T — A3, B 2 N EEH A — 55 SO H TR ST RT TR 800 B
A S PE T RE TR LA ], AR R TR E RN . AT S5 SR B A A% ik, 5o e IR
[T, BT AR 58 RO AR B

PR A RO E, R G s T $BCE 304 (Download the Configuration File) #4241 () K 30 f:
{RA7 B T AR,

RGBT BB E A PG ia]

TSR] LAy 265 s )l 97 80 4 P P B A S A B AR AR (HTTPS Viie)) o ] LUK AR 55 2
LA e R AR S 5E LK) admin J P S8R, BAMERT A P . R, BOCERIE T
BEAGEPLAR V7 R A A bk

ARG AT 2 AN W] DL SRS L A A e i B Lk, (EH P ANBRER IR EE . 2 — M
PRSBSOS (S O . BT BIE . B, 2N T RE S AR R I k)
SOBTIR x5, IR S ECUT AT BE I R B . R IEEEE T T B

BB 5 NIRRT 2l WERE NS &Sk, THRI I I i AEhiEs . a7
PN, ARESIH P 25 20 20 BhE A .

LT LA g B A CLI ) SSH V5 ) g B4 S e R . AEAE RN B i, Bk e
AR, DU AT LG AR AT P, SEOUSBE R T 1) o T 20 AEAS L AT 0 b s A2 )
. Bradmin [ 286, CLIAN B BLEs P Z IR ATARMTAZ X ik P A 58 AT )




zogEr |
B e aems HTIPs) B AR ESNE (AAA)

\)

IR ARG A, G n] DUE R B ) AAA IRSSARAL, B SRVE P U R BB &
# 1P HuHE ) AAA JIR S5 s T G S 0 IO UEAZ ARG, SRAZ T 0 S8 70 B 1 ) o

DU 2 21 e e AN B e A8 B AP U AT CLL L D7)

A A /5 o 2 =] =7 kova
A B (HTTPS) A P ECE SRR AR (AAA)
sl USRS AAA RS ER 00T B BEAS 1 HTTPS U5 AR . T8 5 AAA S 43 50F A7
B T DL AN [RI G 0 o7 I BB, A ARREAN P a8 I A e admin i 65k
IXLLHNE ] PR BT 1) BT HEIAPL FI API Explorer.
fEnT LUE I AAA RSS2 P s s 4 B P R BCRERIIE T A (o ¥ U5 il 4236 (RBAC) . 20 R IR 45
PN . BT WSS, A A SR AR . B S e
/. 7 RADIUS Hi5sas FIER B 5, ] LU BeRE e 8 I, DAEAT R B U5 )
SAML F Fi%#X
TEBCE SAML RS2 BRI, AR AL S BAZON 7B ST DURC & 2AG LU 8BS (42 L5 1] 1)
SN P EELR. WREELR . SR, EAP . R S IE SAML RS 8.
RADIUS F A%
FPLAEEL T4 (4 17 )45 H) (RBAC), i 558 RADIUS JIR%s 28 L ik 7 LLsg X cisco-av-pair &
PE (G RIXETE ISE 1, 17 Free RADIUS H1iX &P S A Cisco-AVPair; 1A RENMPIE &TF
B o DZUE P IR FIE e S E M, BRSSP Ui B S, DUF &2k
() cisco-av-pair J& I {H :
+ fdm.userrole.authority.admin 42 {56 455 B G U7 B . X 26 ) DAk AT Al admin 0]
DABRAT (1) I A 4

+ fdm.userrole.authority.rw &5 Ui AR « X8 7 m] DABRAT LB FH 7 v AT R4 A
VB, BT LAGwAR RIS AL E . IR BRI VAT K R G, BRI . BRIk
B0 BEFHEU LI A E IS P i,

« fdm.userrole.authority.ro # 4 H iz 05 ) ACPR « IXEEH Fon] DLA A Sl R R &, (BT
AT E L, B P 2T, 2 BonEiiRibg S, FeWAUR A

P SRS, A IKRSHRFERE > SR
WEIRGS O T “ REWE” (System Settings) T, 7 sili H 4 (12177 18] (M anagement Access).

P2 i AAA BREIEDR (WA R )
$E3 NE HTTPS &% 1 .
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mE s oLl (ssH) A a oz (ana) I}

s EIH/REST API BY AR 55 88 4B - £ A T A = 2 540 iUV 1) RADIUS 5t SAML iR 452840 (1
TANBG 050 TR0 BiAHH 338 14 (LocalldentitySource).
W MAAFER S B4, S AR IR 2841, 4T RADIUS, fIET52 RIS 4
B RADIUS IRZ5#3%1 %, XSt R e gl Ge RS 2341 ] LT 3D o 5%
RADIUS HE4IME B, 155 RADIUS RS 23140, 455 SAML HIf5 8, S0 ilE SAML
AR5 28

s FRAAHSGIEHITEMIEE (R RADIUS) - W&k E4M35 RADIUS IR4#s4H, Al LIS
SE U] A AL A A admin FH PP A G 03 . JE LA — ANk I

« FESIMERBR 528 2 B - B4 I S IR Y 25 P 44 T
« FESNEBAR 25 88 2 I - (UM S AN T S A R P e AP UK PR, AR A
ST - ORHEFE . ) MBI AT, DU AEDL admin P 56365 2%

iR
IR R T, ] IR W S WAL . R AAA RS AR AT,
S RAE AAA TR BB, GORH BB (R GEAN .

R
/] SAML I, LOCAL SHREIE A& AT SAML, 2 nf LUE L 4 A A H ] - 44 0
B A PR AS i Bl P o, DA R U] A i iy BR R B3R (SSO) HEHL A REf A SAML 4Bk

T4 R TF (Save).

Bo & BN BAHE CLI (SSH) A3 P 4 ERIZ 4R (AAA)

AT LL NS RADIUS R4 22424855 g4 CLI 1 SSH 37 MR PR » 1353 F RADIUS S35 iF
FHZARL, 0] DL A G 0 B0 UE IR R BEAS R 00 07 ) BLRR , T e s AR A & B a6 b SOl i A
K

X4 SSH A H] 2 A EL 455 ) JgJBrsh 4 APT A1 APT Explorer BRI . 52 X SSH 2RI LA
[i] - HTTPS 5 a) AR BT 5 ML o (S, 4880 DLRC S [A] B 75 & SSH R HTTPS 424 41 1f) RADIUS
FH P, PSR AP ar U ek gy R s o i) & 45

By SSH 7 ) A PR P2 AEIL T #1619 D7 [l 427 (RBAC), i 5738 RADIUS JIR%5 % BRI ks, Bl
X Service-Type J@ . WZAEH K b SOt E vk, BRSSP A4 1% SSH Vil LA
L2 S HFIN Service-Type J& PR :

« B (6) $RAtXF CLI 1 config Ui ] AL . X EEH] P a] LLAE CLI "PEH BT 4.
* NAS 7R (7) BRI 6 LAAMEATATZ ) - 3240t CLI B U ) 4240 o X 28] Fom] DA B
fird (Bl show #ird) , T W s HERG .

fE£ RADIUS R45-%% L IEAf &K 5, &ar DUE bR e I, PAREST SSH & #E1 i) .
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B == s cussH) A Aoz (Aa)

\)

AR HIEAME AN BRI A . WREE TR A, WO TR A A R AL
B o A K (B BB AN RIS S ICVR AR T MR A L e P 1R g s 0T AR
MR Gk ARBRAH R, ABCE B G ANTR], DU FR el Y 0 3 B A 2 J 2 X5 s B AN P 3 S A
FP oo RIMEESE A A A KRR 122, W SRASH AR P26 i A7 A2 P A (ECE RS AN IERf, 3B R oA A Ak B
G54 WURSMBURKIE ARG, WS S p .

FHIa Z |l
T ENAME SR BUR #8AF, AAd A & P BT -

© SNERFL OSSR, BB A2 QIR TR I A5, (HANRERIIN B T el P KK
BAT AL, B RS, R RS UM R “ S VUS4
IGER (ke S E Ea T

 [FREHL, AR B ERESREIK, Service-Type HE LI BRBUR A T S5, I ok 75 S50
BAT S AR, A 215 DU SRR R “EIRBUBR S . I ERT & R LU

B, 7

P SRS, REKIRAERGORE > BIBimRiE:.

WREOAL T “RAEBRE” (System Settings) UL, H 75 il Ha 1 &2 18] (M anagement Access).
PIR2 pidh AAABBEEIR (WA HIEE) .
HIE3 FE SSH EFL I

« BRSEE4E - E RIS AR AR £ G0 I IFYR Y RADIUS Hi4s 25 4 oA s FH P 400 14
(LocalldentitySource). AAZUEFEEAS F AN AL RADIUS Jik 45 #4541 .

W WAL RS we g, A 613237 RADIUS BR & SR 4R I B IR S B 21 . b T3y

MRS #5015 RADIUS IRGS #8060 %, KX G inBId G SURS 4L ay AT )

H 5% RADIUS HIE4(5 K, 155 % RADIUS JIR4s 28 A4,

TR, SSH BT FHAL T IRT 2 MRS 28 W AT 4l s 3 el 2 RSS2, &

LKL AL TR R RS 2% . AN, R A Sl T == 8B 8] R B K Sk M =i vk #40 Jm 1k o
 [FRK SR RHITHRDIIUE - IR IEERINEIRSS 2841, AT LA 2 Wifar {8 FH A & 005

KT SSH Vi), RGUGESAERT A AN IS 2% 2 AR A A B0 2

&

o

R4 LHRTF (Save).
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R UGE PR MY > 9F, BB YIS 3] WA S AR P IR . PR o AT S iE s %
SRR LR
T SRA R G 2 2 vk, WoR 7 AR TR YR HE 3T T4 . R GEMR B H - 42 Atk 5ok
PREESE, T H ARS8 FLAT ME— i )k
RSV S DK 248 MRFENADH B, RN R YIS A shida. b,
AEBIR A KIS 20 20 B0 23 N P &4 B 3hvERS .
TSR A TS T A N R ) 5 00 H%E 4 3 IRk %%W D32 FH P K ok B e 5 20 Bh.
JA SRR e I A 45 o5 5 AT 2 B B o . VR B IR T K, G VE TR A E A
WAUEBN . GEER, XFT SSH Y, Al DL X s6 % B ik . D
m%ﬁﬁﬁ’MHULLﬁm IR E R (O 0k 28 . R R T
SHOER . SN STERAEN B H P T PSR B .

2% A HA & ERIINERA Pk B 2277 (9] # BR

m%ﬁmﬁﬁﬁ%ﬁF%ET%%&ﬂ,Wﬁ“%FTu s B ] P B B A ik eg . (1
LEF M BRI, BRI G5 ] B IE 7 ERAT— LEHUMRAE

MBI B OO R B E B, RS RS, s P A U AR . BE)E, ERE
SRR P A T B b, O SR T e L R L R S B

FAHE A A5 S0 B R 2D S se i Ja . ARSI Al 8ok 24 T e

RGOS AR S SR B E B R AT OB e (2, R OiE A i e, HA g sk
AT IE AR A B

S BB CLI BIRE A M PR P I P

A LLCE BB 0 4 - CLIVS QI P o S8 R AL VFU B RS, (AR FYj ) CLLL CLI
X HOBE B AL R

AR — I MEAEZ AN B ERIEEAHAT K™ BN A O —4IME— A ) CLI K™ .

A BATRC A PR PR K P 35 55 e 6 CLL

BRI W BAT PR OB, (H BAT IO BB R KAR AT IR AR T LAPAAT 354 . SnT AR SSH 4%
G

BT Ry g S il i 24483k N FXOS CLI. 1 connect ftd #4325 @i 8 CLI.

TER2 QK.
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B smmm cu sz K

configure user add username {basic | config}
Fn] LU ] EA S AR G0 5 T
* config- FRAEH] B VT AR o PEZO R IR T 1 P S8 #8 BEOURCRR, Lk mT LA N A TG 2 i

4,

* basic - {R U T IATT B . IEGUA SEVFHT T A BB A 2o

IR

LAUR 7= R In—A> 444 joecool HBATHC BV BRI K5 o FERSSEN SIS, AT
Z

> configure user add joecool config

Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
joecool 1001 Local Config Enabled No Never N/A Dis No 5
TR

BRGNS, RGP P E M, H P e LU configure password iy 4 e i 2211 % ht 5
o
(3. D MR TERRGZIK P R E .
Fn] LU LR A 2 SO AT 4
* configure user aging username max_days warn_days

BEE M SR MBI H o 45 % i KA RORK, LAS BYTRT [0 )™ o i BURE 21 47 2
TR E PIMEIN T 1819999 2 (8], (HZE S RELAUN T KREL QIR i,
I BAT RN .

* configure user forcereset username
SERT P YOG SN S U A
* configure user maxfailedlogins username number

BEEAEOE K Z 1 SR VF IR KSR RMOE SRR B, A1 1 229999 2 [i]. fi ] configure
user unlock iR o BT IRERIMECA 5 USROS 5

* configure user minpasswdlen username number
WER/NEWMKR, MEAT 15 127 Z 0.
* configure user strengthcheck username {enable | disable}

JA FHEAE R B A s RS A, RS, 7 SR 7 7 S 5 b e 29 2 R s TR B 0 4 k. SR
T E A H T configure user forcereset f4, WIILELRSTER P FRE B 3hE H .

SRR A WA EE B K
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FP T BERBUE AEIK T 250 T, B R] BT SN BRI itk oAt el . AP LR iy & B R G
{R)RE DAY IR

* configure user access username {basic | config}

S IR BIALRR
* configure user delete username

AR 2
* configure user disable username

ZEMFRE IR, AR LR . H iR s, BRIV R I O 1k,
* configure user enable username

Ja I 3EE B IR
* configure user password username

SR P RS . RSO, P A ] configure password i 4 B LR E R
* configure user unlock username

PR DRV Y e RO 8 SR S I B e B R P

BERNKHARE

LIRS AT IR (R Y EE EISNEES

PR T LA AR, & mT LA H] reboot BY shutdown fiv 41t i SSH 315 Bl ¥ 4 B A% CLI #8541
ITIXEAESS .

T AR E, Rn A RFIRE > EFBIRA > K.
IR BT “RGRE” I, KA A H e E B 31/5H] (Reboot/Shutdown)
T2 S AT P D RE 1L

* EFEE - WAV RGGAT AIER, AL AR CA R g L, AT DL R Bh B . B
b, ATREAT LA ERA R REEOR FOB 5 2h B DL R I R LAt

© KH - KRG, LIS SO G, R AR N g iR # (i, O T B4
B, A CORM” HHL. RMIBEE A, TRURBER T AL L EOB AT T B

TR I ELHRIE SN

48
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USRS B KBRS T I G, WAERT KRR HIN B RS eR. BOR A 2 LU 3.

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

X} ISA 3000, 52/kKHIGE, R4 LED B K. /%54 10 B, 4R )5 FEW T HL)E.
FOH A O RGN, ToIRAE WA B HESE ok CLI " $AT Hefh ek

FOHT A AN, A RS U TH N AE T A Bl e B T, PRI R S S U . W RAE T 3D
SERZ TSR UUIHT, U Web 30 50 8% 1T B2 34 T2 0[] 1) 32455 B 2% Web IR 4528121 IR AR
7] 503 =Y 404 455

WK%, RGN TTENN, BRI 404 55 % . IORIER SR, BB T /%,

RS HE R

PAR LR 2 — S R G R BE HE R AR S I DI RE . A SRR DRE (v il F2D) BEAT bR B A5
SSORTTE IR IV R

Ping Bk LU 1% #5

ping & —FhfRT B Ay 4, BT T R M bk 75 A TR SRS LR TR S M I . TR R FE AR
IR TAE. SRif1, 7Ee& BIsAT i) A S ms T e 23 PR -4 e SRR I i sl ol g e 4 . A8 mTl
THHTIF CLI #54i & 308 sk ¥ % CLISRAEH] ping -

)

AR OHTREAZANED, EaTUEGRI T ping HubEIRE 0 U CRAE ] EAA K dr 4, DA i B
M. B, ARG NRENS M B 1 U () ERHAF ATIE R 55 45% - G L 25148 1] ping system iy
A MRERE . A AAE T ping, WU RE T Bt U Ik, X T BEA AT RIAR ] 45 R

1B ping {FH] ICMP $eds il Bz, W R G 28 25 11 ICMP, #] LA TCP ping (AU T 5ds
1 ping)

$s 0] LAKE TP bkl 58 4 PR L4 (FQDN) $147 ping.  Z%F FQDN 04T ping, k85 B8 11 6l B 2
FIC S ) DNS IR 4528 0 USR] TP Hbhk . 05200 4 8 B4 AN 10 4 I B E DNS R45-4% . n
TRV AR e B L L DNS Ik454s, 156 dig fiv2 & k45 & FQDN (1) 1P il

PAR & ping P2 bk i = BRI
B EEREO ping ik

1 Ff] ping system i 4.

ping system host
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ping st stk isiz I}

FHUAT LU TP Huhb sk 58 4 R e 5844 (FQDN), 5] 41 www.example.com. AS[A] -1 i Zodh 42 1 3k
1T ping #:4E, R4t ping WA NI AL ping BES ST, HBEAM Cule Bk,
s

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=4 ttl=242 time=8.40 ms
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev 8.139/8.927/10.650/1.003 ms

>

EMEEHRR, BIEFEZO ping ik

\)

] ping fir&o MRAYE RS A BET HRHEAE AL ER th e RO IS RGEIE W # i &y
3o BT AR 5 R AT R

ping host

LR

S

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

IR

BT LR N AL Hn N R GRS BT R . 7R CLI AR I3 B s
752 AT L.

B EEEE O ping i ik

G SR R B SR, nT{EH ping interfaceif_name v 4.
ping interfaceif_name host

Bl

> ping interface inside 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

£ TCP ping, @id##EIEO ping ik

i [ ping tep fir% . TCP ping &i% SYN i, @R HARAIE T SYN-ACK £l s, WHAK
ping A3 1 B .

ping tcp [interfaceif_name] host port

AGRE
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T s Ziidi € FHUFN TCP St 1

e DLk F e e, Bl ping YRR O, AR T RIE ping B8 0. 1638 ping 18 5 14 F 4%
.

TCP ping &% SYN ¥#ity, % HAxA&% T SYN-ACK ¥#ity, WIAN ping TS T Rl . i
.

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ER LT LU E TCP ping RIS T THECRIYEHINE . 78 CLI Hh A FH #E B R /R F 2 A6 vl ik
i,

R ER E A 3%

G SR ) FEAS TP kb Ak T B 2 e, ] DA R AL b AR 4% B 42 2 5 1) L traceroute
1) A 5 X2 ek H ) H bR &% UDP £ (sl n) H AR &% ICMPv6 [FINY. . 384 H AR AT I %
1% L ICMP Time Exceeded JH 8N, I traceroute R 15 %451 FATT AW B =N M,
RGBT A, S8 =L RS B R . 8T8 4T CLI 45 & 808 5% 4% CLI RAY
il traceroute .

)

AR BRI (traceroute) BT HE AL F% 1 (tracer oute system) BRI A B A A . 45
1 F IERRI i 4 o

ARV T i SR R R B AT e R

WS 15t BA

* T TR Py A A 38X 00 e o 7

nn msec BT AR E I AR I ) (LR AT .
IN. Jeik Vi) ICMP P44

'H Teidi ) ICMP EHL.

'P ICMP P TT Ik

A B HEZE L ICMP.
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P |

WEES 158 BF
? A1 ICMP 4512 .

18 E B B O IRER S

{ifi Fi| traceroute system fir 4.

traceroute system destination

FENLAT UAE IPv4/IPv6 Hihlh ol 584 fR ek 4% (FQDN), #1141 www.example.com. f51:

> traceroute system www.example.com
traceroute to www.example.com (172.163.4.161), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.213 ms 0.310 ms 0.328 ms

2 10.88.127.1 (10.88.127.1) 0.677 ms 0.739 ms 0.899 ms

3 lab-gwl.example.com (10.89.128.25) 0.638 ms 0.856 ms 0.864 ms

4 04-bb-gwl.example.com (10.152.240.65) 1.169 ms 1.355 ms 1.409 ms
5 wan-gwl.example.com (10.152.240.33) 0.712 ms 0.722 ms 0.790 ms

6 wag-gwl.example.com (10.152.240.73) 13.868 ms 10.760 ms 11.187 ms
7 rbb-gw2.example.com (172.30.4.85) 7.202 ms 7.301 ms 7.101 ms

8 rbb-gwl.example.com (172.30.4.77) 8.162 ms 8.225 ms 8.373 ms

9 sbb-gwl.example.com (172.16.16.210) 7.396 ms 7.548 ms 7.653 ms

10 corp-gw2.example.com (172.16.16.58) 7.413 ms 7.310 ms 7.431 ms

11 dmzbb-gw2.example.com (172.16.0.78) 7.835 ms 7.705 ms 7.702 ms

12 dmzdcc-gw2.example.com (172.16.0.190) 8.126 ms 8.193 ms 11.559 ms
13 dczO05n-gwl.example.com (172.16.2.106) 11.729 ms 11.728 ms 11.939 ms
14 wwwl.example.com (172.16.4.161) 11.645 ms 7.958 ms 7.936 ms

1813 £ 42 O R ER B R

\)

i traceroute iy 4.

traceroute destination

R R B FE TGS DNS R4S 2%, EAHLATLUE IPv4/IPv6 Hidik ok oe 4 IR e 1k 44 (FQDN), i
www.example.com. WIHEH AR EHORLE DNS IR 2%, 15 H dig & &4 & FQDN i)
IP Huhl. #it0.

> traceroute 209.165.200.225
Tracing the route to 209.165.200.225

1 10.83.194.1 0 msec 10 msec 0 msec
10.83.193.65 0 msec 0 msec 0 msec
10.88.193.101 0 msec 10 msec 0 msec
10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec 0 msec
7 172.16.7.221 70 msec 70 msec 80 msec
8 209.165.200.225 70 msec 70 msec 70 msec

o U W N

iR

BT LASR e . AEAEm ) AT AR O ECE, TR ERE traceroute YRHY IP Hiuhkuli
o 7E CLI HAf FH A BhFR 7R 157 2 A5G n] H 1935

AGRE
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Fig &R RTERERRAH L

BRNTE L, B AAN 2 A ERER B o E o R e AT R, R S i o e £ ) At £
R AEAEIN R, RGNS ICMP AT IA W B R B . 2SI H Y, Snh Zi B i e I s 1
55 KW A AR B I5 ) FlexConfig #f %% .

A RS SRS IR A TEAN bTie, EZ M R ASA RAIPT KRR ERR M) . Mk

https://www.cisco.com/c/en/us/support/security/asa-firepower-services/

products-installation-and-configuration-guides-list.html.

\}

R

R EAF I TR], RGEe B58 TTL i 1 B, HES ST MER, irft izt
FREE A RAT R TTL (8. TR, JREldat (Bl OSPF hello i td) AIAN TTL =
1, PR A AN A ] e SECRANE R . 38 SRR, iHERIX L H .

B AR E > aREET I HEERE.
W2 £ “mIE” Bk it FlexConfig> FlexConfig 31 % .
P33 QI TTL X% .

a)
b)

<)

d)

e)

s + FEH AR T N 5
MBI FR. i, Decrement_TTL.
ARG, WAL RS, R4t

icmp unreachable rate-limit 50 burst-size 1
policy-map global policy
class class-default
set connection decrement-ttl

FEBRGHARRAR 8 1 i ARG SR C T 7 ) A 2
TEAN L2 et PR 5 A0 A2 iy 2 LAHE N IEAA 0 RO RE - St R AR IO AR 5 i

iy 4.

T ALK 7 425 AN FlexConfig SR MR LS G GHBE Dy Ja BRI, LA RCAN By (1 30 25 3 D
AT CRPC B B Z ATPIRED

P, AEAZRGI,  HUH AN -
no icmp unreachable rate-limit 50 burst-size 1
policy-map global policy

class class-default
no set connection decrement-ttl

R RE DA B2 o


https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
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ntp s [

B4 KX LR INE] FlexConfig SlgH .
B AE FlexConfig 5 H 2 £8 (114 %2

a)
b)
¢)

d)

NTP &fEHER

RGN BORIERIS, JERRT RIS S A S, R EE D A (i
R LI TR (NTP) H95 K R SE R4 £ RE AR A T SR O AL .-

B BRI ({2300 R (Devic)) % NTP RSSO A . I FRA 362
SR, USRI BRI . OE R e CROUUE M R
LA R

siidi H 367 i FlexConfig 5B .
TEHF e i +.
1% $f Decrement TTL X§%:, #RJ5 fitizE.

FRGEN BE EAE SRR f) i 4 SR U . IR RO T B T 2>
RAHRTF
TS BLAE W] LA S

* WY, MIRAERE > REIRE > NTP _LEUE /0 =4 NTP [R5 & . VS AZRECE 20 =4
NTP Jle g5, (HIRAEMRT LLCORR ] SE .

© TRORET L IP Mkl (FEiR& > RGORE > BEEOTE X 55 NTP 55 & L0471 4% %

VA
%o

o YRR LM OO BRI LN, R BOARR fi A e AL, AT DAAE IR & > BEER L E 2 NTP
JI 55 s (R AR e el

o WURBCE T RV B LI, W8I CLL, JHEH] ping system fir &I L &1 NTP
JIR 55 4t 2 R A5 A7 AE P 26 B A
© BB CLL, JFAEHILLN fir &R a NTP k55 as PIRAS -

* show ntp- St 4 7R NTP 55 as I HEAME QST IR . (HO, B RS Hh sk
A Al AE EFR R RES, PrBL iy ) 2 s DA ROIR R &I K 2 7s AT REAFAE A —BUH)
7. JERT N CLI £ & A b i 2 .

* system support ntp - St 2L HE show ntp ¥4 LA FRAE NTP fiv4 ntpgq (%2 id sk 7E
NTP Vst it . 0BT EaA NTP [F25, EEA 4.

rk “Results of ‘ntpq-pn” 7 #B5r. Flan, HEaIHeF BN AN 2

Results of 'ntpg -pn'

remote : +216.229.0.50
refid : 129.7.1.66
st H

t tu
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when . 704
poll : 1024
reach : 377
delay : 90.455
offset : 2.954
jitter : 2.473

FEARGIF, NTP B4 4 b i1 + RORE I AERIE S o« BRARIR AR 5 * R i R s TR] Y8
PRI

NTP J& & 4 2 (NTPD) i HI B0 S b i) NS R B T s 8 1, Rkl — Ao,

R MR IS B E PR 52 LE R AR S5 AN B IR A T 82485% . SR)5, NTPD e fEiRE B (i
AN WA A AR IR EIR ) o WMAERIEIR . F A sk 55 4% i i T 20— eliar
A AN B AR, WD s MUK EIR . T H, AR BN ) A2 58 e

I B 2 A e 37 4 B R0 200 S I I R St o, KR RE 2 T BB ININ K 1)

AR W2R refid & LOCL., WIZRWIRAEMOE A REUGRIOA I B, RIS
S FIEA LI PR BB N ). R PTRE 0 28442 LOCL., W) ¥4
HLAS GHZORE NTP IEH R N Bt CREZD) o WERIEAT T IUESS, NTP
M H AR LOCL. UEAS, 3t NE B 43 /b = AN 55 4 1K) Jst AL T 7E

AEIRHZ O HEFR DNS &%

WAL E 2 /D — A DNS IR 55 a5 BB L] 5 AT IR S5 Ak 2 E B BV RE VP T il e o
Hr (41 GeoDB. MM VDB) #fliss, FlAb B H Al G244 AT (K AF AT 50

Fic 5 DNS R 452 AR w8 T AEHIAATC 1 1 4% 4 AT I DNS R4S 28 (1) TP Hbhil. Bl S I EiR &
(Device) > R4EI%E (System Settings) > DNS AR £582 (DNS Server) I [fi 17 5 i

(EE,  ph T I IE B ] BB DNS JIR g5 2 A5 (1 Dl ARG8T e TLIL T 58 A 24 (FQDN).

WARERIL ARG TCILM I DNS )55 8%, 1575 1S DL M ERAER VOB AR YL, 5535 2 B i DNS
I L % o

f 2 2 AT AT 1)

a) ¥ SSH &% # % CLI.

b) #i A pingsystemwww.cisco.com. UIREIRIFIMIT R A CRFNTNL R, RGO TCIEMT
B4 R ping FAEKTS, WSS RI#EY: DNS IEH# TAE. (% Ctl+C n[{5 1k ping fr4. )

> ping system www.cisco.com
ping: unknown host www.cisco.com

R
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nempEnmmons s i

S MAE ping fir 2 NI system ST, system SSEE TR B IP HuhEAT ping BRAE, &0
Ho 248 FH P B DNS RSS2 I ME—B2 10, 17 i) www.cisco.com 52— AN R FE, K445
BZ AR S 25 10 B 1 DARAS B Re 4 v RO R o

U2 IOUF I T

a)

IR % & (Device) > O (Interfaces), Zwf B HE 1, JFIUELL N W T 3 24,
ROARTESG & S r RIS I s o R i T o st bk, R ENE I R T

* EELMIZR K R OC TP kil 2 IEAR RS o A AREAEI Bl e DA MG, TR S R AR i

o QAR FEC RS R OC,  TESOUEE HE TP Mk R HE RS AR O TP kA T )
P

b) KK A& (Device) > BRKi&E (System Settings) > DNS BR %% 28 (DNS Server), FFEiF 21 IF

THTEE DNS R4-28,
TN RS W 2T iR B R A%, 1878 T AT e eH AT LU ) DNS AR SS 2842 s E sk,
R A B DA o, A EA T .

BTN 0.0.0.0 FEHEER A 1. W1 DNS JIRSS 25 AN BeAE HTER A BE (i OC, S8 ] RE 7R ZE AN
PR IXFIG DLIEA S R PR
o QA4S DHCP SRR SMHE: 1t bk Hok ¢ {2 DHCP 3RBXEKIA B H (Obtain Default
Routeusing DHCP) £, ERIAS H7E BB FRAH AT WL, A SSH % A\ show route % iiF
FETAEAEIE T 0.0.0.0 (R H o T2 AR DM BRAIL &, S0 e B B FE IR L o
OEH 2 %% > 30 SR/ ONRE. O
o DSRAEAEAMIEE D AT A 1P Huhl sk N M DHCP $RECER A . T JTiR& > B %
TIE T2 BROA B A LA IR O

WERTETRIE R ERIN B V7 1) DNS 553, W25 76 % B TUN e SRS Bt i WER, AN K
FLEMZS (R EGER B R G B2 DI 48D doines 1, o RGenT BLE S th 21X L8
%,

BEAN, B AAT H AR R RAT IR S5 2R IR R A IR 5| AN IERA K4 1

d) WCRESEAL AR /R AEAE AR B IS, TS DU SR8 X 28 S SO 25 A 8 2 58 o

e) HEHINK ping system www.cisco.com. 1S [ BT SRAEAE, dREEHAT K —25.

$IE3 7F SSH & ihH, #i A dig www.cisco.com.

o WS dig 457~ AT RN DNS B S5 25 M N, (HARSS 25BN FK, XA, DNS CIEHIEE,
{EFT ) DNS JR45 23% 45 15 H T FQDN [ibhl . 455 i NXDOMAIN ARASTRE7R . i v W 28
LF LU 2

> dig www.cisco.com
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; <<>> DiG 9.11.4 <<>> www.clsco.com

;7 global options: +cmd

;; Got answer:

;; —->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 43246

;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 78blc6b2b3ef5b689£fc2£65260db9e9036a7d9fefb301943 (good)
;; QUESTION SECTION:

;www.clisco.com. IN A

;; AUTHORITY SECTION:
. 3600 IN SOA a.root-servers.net.
nstld.verisign-grs.com. 2021062901 1800 900 604800 86400

;7 Query time: 13 msec
;; SERVER: 10.163.47.11#53(10.163.47.11)
;7 WHEN: Tue Jun 29 22:28:43 UTC 2021

; MSG SIZE rcvd: 145

R E: (EXFELL T, BTN E A R DNS k55 &, sERIR R RIS 4%, A Re
AT LA ATT ) FQDN  HCR S5 ¥ 19 22 i B 57 B ISP, SRICAT I 145 R 45 1) DNS [l 55 #31) IP 3t
fik.

s WIRATAHEEN, REUKICIEVT i DNS JIRS54%, BUFTH DNS R4 H i s, Joikmp (8
KATREHBLIX PSS o 4ReLitiT F—20.
$ 1% 4 i1 traceroute system DNS server_ip_address fir 4B £ # DNS IR 45 #% 1 % 1 o
i, 4R DNS fi454% 4 10.100.10.1, iEHIA:

> traceroute system 10.100.10.1

IR RE I AR

* BREREE 58 OF FIIE DNS k55 ds . fERXAAGOLT, SCbr EAFAEIE ) DNS AR5 s, HAR
i AV iz o5 d . DI, BeAAEATER e (2, i TIEARE R, B SS d5 ) DNS 1§
SRBATARAF LY. o
BRI T REZL AT IZ R AR A 10 &3 29 K 45 25 57 UDP/53 Jilde, JX & T DNS (K3 1 o
T DAV oAt ) 4 A I HE DNS I 95 s o X il R LSO T, PRI A J45 A SRl 2 MR 1% e B
1BV, IR RS PG A S s U .

PRERHS R TR TCIE ), LN R PR

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets

1 * *x *
2 ok ok %

3 ok ok ok

(and so forth)

FRRFR: (ERXFGEOLT, RGUFAER . 223000 W% [P ikl 4T ping system. 4% [H 2 iy
A BRI G TR IR B LT RORC &, A ORI T 0 PR PO SR B
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s crummnzEAEs [

o PRERES da] DUE LA R 2R AP RERE AR T e, L N0 R Bk

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.475 ms 0.532 ms 0.542 ms

2 10.88.127.1 (10.88.127.1) 0.803 ms 1.434 ms 1.443 ms

3 site04-lab-gwl.example.com (10.89.128.25) 1.390 ms 1.399 ms 1.435 ms
4 * Kk K

5 * Kk K

6 * Kk K

FRRFF: XMEOLN, e — A LR . BT RERR HIR AR RV B 0L, DX
TR IE I o (2, WERAT EMAE Y AN BB AT DNS AR 55 A 1% 1, 75 20K
WG, BOIE A CIRER B dr, AR )R] DORE G 21 DNS IS5 & (1326 h 4% o

7H7 CPU A A FFEAER

BAEA K CPU R WA - RAE NG B, WIKUGERIEIE > RS, REAHCPURL “PAr”
SIEK] . XL EoRil i CLI # ] show cpu system 1 show memory system fir 2 E 11045 B .

WERFTIT CLI #5655 CLI, I n] DU T IX 2l & 1 AR & FAl A5 2. T3, A4 4d
FSSUAFAE AN RIS N, sl 22 BRSO SCRshu (TAC) 2 i, AR B ARILEE . HhiF
ZEANE AR 2%, 75 5 TAC INELRE .

DU 2T IR 2 1 — 26 3255 . 487 LLEE -8R} Firepower Threat Defense iy 2225 (M Akh
http://www.cisco.com/c/en/us/td/docs/security/firepower/command ref/b Command Reference for Firepower

Threat_Defense.html) 4% FI47 SGX L6 iy 4 (¥ 56 2 £ 4015 .
* show cpu W &k ¥ [fil CPU A 1L«
* show cpu core 734l i 7n B> CPU A2 0 AE G L
* show cpu detailed /R ILAAREAMZ O B B AU PRI CPU A IR L
* show memory {7~ 20 1~ 1 P A48 AR O

)

AR RO (CESCRIE D THESLA cpu B memory v B E T E AR T . X EEThAE AR
TAC Z s F .

R FERAEMEE . BT LUER] system support view-files fr 4T FF R4 H & . iH7ER A
FHEAR SR (TAC) filt g il U AR bt &, DAEARAT T3S B S AR i L 9 O e B A0 AT

—+=

PIARN]



https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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A K R — SR A R H RS AT BUR A 1) 3 P A
« BT H, THEANIZH XA FRIF 1% Enter §# .

o BLUEFRAE I, WEAERRAT A s, ARG RGNS A o THEEA SRR TR,
HHEBX D RANE . FFIRE BR HERKA, %8 N TR KM H & .

* 3| --More-- v}, &M &EEF Tt H u% H; % Enter N AFH F—PMHESLH. 2iEH
EARREE, WA EEH, —-More-- T4 HER KD E IR aRAIEE
|FE|FH§&/]\EIL.\1 1ﬁ1§ﬁﬁ Ctr|+C 5€I7HE|:|_,\ ]E‘_I':EI FP%O

* BN b IR[BIE AR E— 2

QR ELLRRE H B F DU SR B s S, 158 tail-logs iy 21 4E system support view-files,

LU 7- ) W WAl A2 cisco/audit.log SCH, XSO T ERER RG22, SRR e A T 41
WHZ, REHIH T H RS

> system support view-files

==View Logs===

Directory: /ngfw/var/log

—————————— sub-dirs----------

cisco

mojo

removed packages

setup

connector

st

scripts

packages

removed scripts

httpd

——————————— files———--———-----

2016-10-14 18:12:04.514783 | 5371 | SMART STATUS sda.log
2016-10-14 18:12:04.524783 | 353 | SMART STATUS_ sdb.log
2016-10-11 21:32:23.848733 | 326517 | action queue.log
2016-10-06 16:00:56.620019 | 1018 | brl.down.log

<list abbreviated>

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: cisco

Directory: /ngfw/var/log/cisco

2017-02-13 22:44:42.394907 | 472 | audit.log

2017-02-13 23:40:30.858198 | 903615 | ev_stats.log.0
2017-02-09 18:14:26.870361 | O | ev_stats.log.0.lck
2017-02-13 05:24:00.682601 | 1024338 | ev_stats.log.l
2017-02-12 08:41:00.478103 | 1024338 | ev_stats.log.2
2017-02-11 11:58:00.260805 | 1024218 | ev_stats.log.3
2017-02-09 18:12:13.828607 | 95848 | firstboot.ngfw-onbox.log
2017-02-13 23:40:00.240359 | 6523160 | ngfw-onbox.log

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)

B 7ae=
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Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)

> audit.log

2017-02-09 18:59:26 - SubSystem:LOGIN, User:admin, IP:10.24.42.205, Message:Login successful,

2017-02-13 17:59:28 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:36 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login failed,
2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Unlocked account.,

<remaining log truncated>

B 2 B = HERR ST

FEAS I AR T, BRHEOR SRR L (TAC) A BT A BER A R 0 H il B S i 4y
MBS . AR, MRSk O R

LUR S BERE A 28 T dn el QU AR B2 Wi st

FB1 k&

TR2 EEHRR T, sGHEREEXHEREReIBXH (R Zircald —meft .
ARG TR A RS W n] LU R ILAR T, PR AN AR . iR e e, 2
TR SR A AT I (8] B T 4 o

T3 MR G, 1 e N SR
ARGURAR T ST & (AR HE N BTk, RSP T AR T AR

HHEERES

PUR 8 4 T Al AT SRS AR R4 A 55 o AT G SE IR EALABBE M AR S (IR R, 365
B AR e o

1 ISA 3000 i% %

AT LIRS ISA 3000 1) SD £, KHAHEAN S — & ISA 3000 %% . R %7E SD £ LAl R4 &1,
AT DA BE D RE A E 4 o AR R 152 45 19 SD R, FFIE BT B 7% SR BRI ATl i 2% 1
AT
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. Cisco Secure Firewall 3100_t f4 #4E+% SSD

LR R LAY, TERCE & L LAE SD R QI %0

Cisco Secure Firewall 3100_t B4 #35HL SSD

WREE P SSD, EAISERHZIN TERRAID. 5 K35 2, %80T BAIZE CLI AT L R T4
SBT3 40

o Ptk b —> SSD - 1SR SSD i Blfkke, RrT LI TR, WREA > SSD, U
TCAFAERT K I TT I IR SR o

* HER—A SSD - WHRLEA WA SSD, Al LI ER—A4~.
o WRINES AN SSD - I M —4 SSD, 1] LS NS — > SSD 3/ i RAID.

A

E$
¢l

THZEARME ISR A RAID HH R ER SSD (00 FRLFE R . Al b S B £ k.

FE1 MR —4> SSD.

a) M RAID | SSD.

configureraid remove-securelocal-disk {12}

remove-secure <8 4% M RAID 1 HEk SSD, Z5H] B In# i thae, JEX SSD AT 22 4 #E Rk
L fas HAE N RAID IR SSD AR FFEHEAAS, W LUFEH remove .

i

> configure raid remove-secure local-disk 2

b) Mif% RAID RAs, HH SSD AR RAEN

show raid

M RAID Hfl[5% SSD J&, RIRIEME Al IR ShEFARZS K ok BER . 235 /N IKBhE A P21 4 Ak
ARG .

w15

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid

Level: raidl
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Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) MHLFEHEH SSD,
HIE2 5N SSD.

a) Kf SSD WERS N2 S dif
b) ¥ SSD ¥l RAID.

configureraid add local-disk {12}

| zaeE ]
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HBr SSD [H]2L 2| RAID W] T 2L, AESEIIRIG k58 4 IE W I8 AT 2= n LLE A
g, KRR SR dkst. {EH] show raid iy TR .

R 22 1) SSD LRI AE S — A R g LA, JF HADAE TBUERAS, HMA LT i
configureraid add local-disk {1]| 2} psid
PSIdE71: SSD 15 I 528 Fo 80, BT LAER R s R4, SSD Kl Fpi% AL JHAS N #| RAID.

2% A USB i [

o
i

BUIELL R, type-AUSB Ui 1 C g e T8, EreA 245 USB oy Vi ). LRSS 3
22 USB:

* Firepower 1000 &4
* Cisco Secure Firewall 3100
AN
o J3HEAA ] USB i 1352w E 8.

o MR USB i D22, Jf B IEE BIA R I RE RO RAS, T FUR R 2R ADIRGS, IF HAAEA
15 NVRAM 1500 F ISk T8 A M - (FXOS local-mgmt erase secure all fi74)

* 11 $4447 ROMMON factory-reset 5 FXOS local-mgmt erase secure, USB ¥ 14 505 i .
o ST M, SRR 6 T A L OB Y ol R e i

\)

AR HDIREAL N USB G 0 CUiRAT)

$IE1 254 USB 5.

system support usb configure disable
reboot
FE B A USB 4 1, i A\ system support usb configure enable.

i

>system support usb configure disable

USB Port Admin State set to 'disabled’ .
Please reboot the system to apply any control state changes.

>reboot
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This command will reboot the system. Continue?
Please enter 'YES' or 'NO': YES

A i RS o
system support usb show

B RLIRZS 7R USB o LG . S8 1R s st filtn, WilRAEH] USB i D HANTDF N,
U BRAR AR S W BE T, s A IR AR s o 5 ] .

i

Ni
g
N

>system support usb show
USB Port Info

Admin State: disabled
Oper State: disabled

ET
|
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