S iR

SHOIERE 5 SO K (IR 55 S RS 2 o B il R AT 2R HTIE, Bl in $ 41 55 TP St ik SCIBC Ay
JUE A, BUERNEREY IR VPN IR e B 1V R BEAT S IIE .

DR 328 0] 5 SO 005t G B8 7 A ) S AR S5 I, 7T DU X 280

s KTHYE, 1

* Active Directory (AD) S {340k , 26 3 7T
* RADIUS IR%-#Ff4d , 25 8 L

« GRS 515 (ISE) , % 12 1L

* SAML flu%s#% , 2515 0L

o ARHUH, ZB 18 1T

ZSE =g/

SR LA N D1 SCHL K B AAA IR S5 s AU e . S0 R A 2 R0 aE,  Biltndi
ALy 1P Mk SRR P Sy, B e Vs n) VPN 24l 3 v a8 BLas 1) In) HEAT B A0 B0k

fiHI3$ 5 (Objects) > H4}ilR (1dentity Sources) G w] DL AEEANE PEAS AU 5 IR RC B 5 22 5 st
MRS, 2 I BNZXLER 5 .

PLR & 52 SRR IR S i S L i
Active Directory (AD) 54455
Active Directory HJ #& 4L K - FL B 43 BIE {5 B . 2 [ Active Directory (AD) 453k , 5

3 ﬁo
T LR IC YR T AR B
« EREVi ) VPN, 1EA G005 #n] PARC A3 AD Fl RADIUS 4545 .

« Sprskms, TS SRR, TR S T s S Rk

Active Directory (AD) 48 F %))

AD BT 5 & AD A G P AR . iR AR 4 TS B2 A AD Sk, AT R R
. WS & AD G781, 57 T,
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DEHILT RGP S0 2K
BRBMIRESI1Z (1SE) sSiBR SN RS S W 515 EESE (1SE-PIC)
WURAEH] ISE, W LK BUPh e % 25 5 4500 ISE ¥BBE . S S0 5515 (ISE) , 45 12

o
T R BRI T RUT H:
© SRS, AR BEh B IER A ISE WO SR B

RADIUS BR %528 . RADIUS BR%284R

U R TIIK 2 RADIUS MR 45 s, I8 0] LUK HS e A BRASIE 5 o 200K 3R 55 8 5 X
RIS B, SRJE RIS a4l (HLrb, SREA T RS S B IEIA) RS54
HorBeshae, (HA KBRS S BCIIRE. 2 RADIUS Jlndsas Mgl , 2 8 i,

AT LU LI T LUR H

« EREVT ) VPN HAE S B0AE . #BCFCIK I S 5. s n] BARC A8 H AD Fil RADIUS Ik %%
%o

o S RNE, AE RSN G YRk MZEFE VT i) VPN B IBEEH T S5 S o
o 0F WA ETEELES B A CLI A&7 EEH P T AT SR B0AE . ] DASZ R EATAS R R AL
FIZ AR P IXEeH Foa] DUOS Sk B R Ge T e #5 E E A I

SAML RS

ARG T 2.0 (SAML 2.0) & —FOFichaut, FITAE T R S04 (5 [1dP] A
EHER [SPD L AIAS #ie Bt 7y B0 iF FNHZACE R o

TrT LLRE RIS T BAR H
* RV VPN, A28 LG 8ok (SSO) B B ik o
o 0 BT B G T AT AN SR IR UE . T DSCRE RAT AN RGO I 2 A BT . X2
F T LG s 3 3R GehAT B8 0 B AN 428
L ocall dentitySource

BORAHL ] 8 e, P ORI AE B i AR e U e 169 YR > P B LR
PERRI K o TS BAMAL . 2R 18 UL

\}

HR AL RS R LA S TE CLITTIEE (M configure user add fr4) LUAT CLI Vi g
FILPT . CLUL P T B e e B 10T S5 A7

T LR IR 3 RA R H 1
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Active Directory (AD) 54471 .

 WREVT I VPN, A1k 25 B 43l o] 3R B 3 Y5
© SHEG, AE NSNS IR MRS ) VPN SRR B 0E .

Active Directory (AD) {4513

Microsoft Active Directory (AD) & X H 'K F* . 0] LA Active Directory 367 AD G 4343, LA

TR U E L AD B4

XFFRIERIRS

Al LT Windows Server 2012, 2016 12019 _¥] Microsoft Active Directory (AD).

TR DA A SRl 55 e 0 L 1A 6

o SR EOR P A AL A RAT R P, WA ZRAE SR g5 g ERCE AL iRk S5 AR 4
WA GRIR GG, RGICEIAT L 1% o

o MR GS ST TR b H R 7 BEA AR, A R I 1 ik 55 i H R 8 L ol

TCEE Active Directory = £%
LDAP H /" 4 samaccountname
45 givenname
2 1% sn
IS A mail
Userprincipalname (415 mail %4 {E)
] department
distinguishedname (1% department B4 1H)
H 1 5 R telephonenumber

Xt F P 25 = R PR #l

WA AT 7 LU H SR %548 R &£ 14 50,000 AN H P45 .

U RS IR) F SRR 55 2 EATHEIE 50,000 AN 0K ™, UAEDS i) BRI m g6 FE P i el e o 22 P 1 42
IR AR BN, AN BIPTA WRERI A PR ST LT R 30 4% R 4 5 A o

SR PR )t 3 P 155 AT ORI (9 44 9K o
JE O AR AT UL .

2 R R 50,000 A4S, U AR T 2801 50,000 SRR S 4L
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i B REEFIRZ
BOE H @ PEmS, i3 200 P AL T € o~ SRR A (DN) . FEVEAESS I H S IR g5 ae g X, JFH.
SN o B2 AN IERRIHENE, SO sk A BEIE R A . WURIEAERS IR, AR STICVAH
SEM P A4, IS EOE T 50 SRS T A

Je

RN BRI SEE, T H SRS A B 0L

X T Active Directory, R AF I 1 53 1) £ 4 5 5% Active Directory JIR55#%, FHA& W1 ProsfEdr
APERTE RN dsquery iy 2 KA 2 A T SR U
RAPRERZEE
i dsquery user fr N ECAIH T4 R eloe®e) , DA E SEERR R4 . N, DUR
LA AT 2R “John*” GR[FILL “John.” kT I HI4E &

C:\Users\Administrator>dsquery user -name “John*”
“CN=John Doe,CN=Users,DC=csc-lab, DC=example, DC=com”
FHAE DNy “DC=csc-lab,DC=example,DC=com” .

AW REAE

f N dsquery group fir &I O P 44, DAfE SAERR IR 44 . Bilan,  BLR a4 44 Bk
Employees #&[FIR 1744 :

C:\>dsquery group -name “Employees”
“CN=Employees, CN=Users, DC=csc-lab, DC=example, DC=com”
HFEHE DN 5 “DC=csc-lab,DC=example,DC=com” .

Ak, &R LU ADSI Edit B 5530 % Active Directory 454 (FF§4 > 3517 >adsiedit.msc) . 7E “ADSI
YdE” (ADSIEdit) ', A8 TR, flinddgisasr (oU). A r, RIGkFEE 1% (Properties)
BERIRA . R)E, LU DC 75 AN S

PIOUF R IR T IERIGSEME, TERAT DL R

1. A Hsg g “IRRi%E$:” (Test Connection) #AH UG UFES: . MRURFTE MBS, RA7 H 8
PEs

2. PRSI AT L.

3. UV, BB PEIUR, SN H SRR IO A A LR RN AR, R
Gios BN A, DAVCHCEL 12 H Sk s b i f P g, an IR S d U on e — AN Fhr g
GRS T DA A ) H oo W SR B B, i ELAf e BN IR A 3 Y. S s 7
JHECA AR, U B AV R 2R I
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BoE AD 54tk
S A H S 25 2 0 LS A B O Bk e 45 o R LA R P . H SRIRST 4 A0 5 A LU ) FE I 245 1)
F PR PR AR OGS B
X} Active Directory, 4G5 T Active Directory 3k, A7 B2 FEATSN AD 3ak 8] 2 B 40 .
QU] T AR SR

© Sy - USSR BT B AL B R SRS RO R L E S T U R IR . R
RABSAE LRI G — /NN (UTC) N 8 R A I AL S0 e A5 R . L RE NS MAE B

FY71) F SR AR SS &

* ZREVT ] VPN - UL S 0N S5, Tl e 2 5 VAR ASEANES: . JRESS A RA VPN
A D7) H xRk 55 4%

* VI FEHIAT SSL fift s - 4T LAAE RN (0 Y 2% P PP e e e, AASERT st 458 P 1) B A3 P 1
S WIR

B8 H o8 B 5L R RO L H S ik 55 4% S PRI s (R4

N

AR R H SRS A ANEARE 19 2% rh BROE I i BROA RS BT, 5 iR Ss As B i A B . AR
HgE > Kl >EEEE, QUAENSEM. B3, (58 RS SRR S R .

LUNFERP Y4 T i it “X 527 (Objects) WU FLAZ QIEE R4S G0 BEAL, ] LAAE G ST IR
PRI, Rt GBI 7 1 832 3 S 443 TS PR G52 B 0n) 52

Fri&Z 8l

PR H MRS58 BB A ¥ 28 FNZE P ity 2 B) P IS (o) g B — B I 8 4% 1] AR IR 8] 4 25 W RE = S 3K
P S SV R, “—20” UL ET DIE AR I X, AR () AR 0 e iy XS 2 AH R 1T 5
B4, 10 AMPST=1PM EST.

S EFERR, REMNHEHERSRIE.
B2 PUTLLFEAE L
« WA AD S, i il +> AD.
o BEGREAUE, R i E s (D).
TGRS RIS, %z g i ki e (O).

PR3 L E AR
© BFR - H AU AR
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© B - [ AR, Active Directory A& ME—SZHRFIIZEAY, P LAJCVE B B0t 7 BL

s BRARPZ. BERED - AR mAEm, 2 R0 SRR S BEY
BB . X T Active Directory, P ANTRZH S AR . f&n] AR bR e - - . P 4
WIE5e A RE i B, Administrator@example.com (fif AN AY & Administrator) .
pEit 4
YA A B 2B A 1dap-login-dn 1 1dap-login-password. 9121, Administrator@example.com #
4443 cn=administrator,cn=users,dc=example,dc=com. I#VI &, cn = users ZH% & ILEH 1 —HK

5y, DRI A 4 “users” SCAFR M RCE MAMEE R

£ DN - PR A WA - A4E B B, B R i A L4820, i,
cn=users,dc=example,dc=com. 13 K FKILAE DN 15 B, ESIHE H ok EuERR RS . 26 4
P

~

« AD FE 18 - BN Active Directory 5843 PR E 4% . 411 example.com.

TR A FE H XSS E

« EHANP HhE - Hx MRS SH TN TP Hodike AR RIS 77 U B RS 4%, Wb 25N
SEAMREEA, AR P bl

O - NOEIT ) AD BRI o WERANE SRR I, RS Bl i R A G I
oo WUREAE AN L R O, W U] e % 1 ANREAE A BE G T i 3R b A
FH % A4k

* g - TS RS AR e 5 o BRI 389 W Rk +% LDAPS 1 0N U5 ik, i1 ] i
H 636,

© N - LTI I T MALE R, W FEPTRE 07575 STARTTLS 5 LDAPS. R 4i5K
AT, Wt Ui LA SO AN BOM P AL .

* STARTTLS K< b & Tk, JEAEA H S M o5 4% SCRF R it 7 . A 1 389, @R
U TR V5 i) VPN, AN SRR LB I

* LDAPS 75 Z 3T SSL 1) LDAP. i i 1 636,
o SRR CAGES - WRER I Tk, W EARE MU (CA) UE LMELE RGN H ks
w20 a A ER: . W AR B R UE AT SR B0AE,  DURIE 35 1 A 45 2% 4 FR 20 45 iR 45
PELHLA/IP HoHEDURE . B0, i SEAE A 10.10.10.250 164 TP Hudik, {HAE P sl
ad.example.com, I K.
SIBS WP 2 MRS, i SRMEMEE, AN EIMNRS 2SS
AT LI Z 10 > AD RSS2SR N B4R . X S8 IR 4% 28 75 S0 b 52 B 9T S FRAH R ) AD 18,
KT W, ] U BRI RIS s 4 H o H EHLA/IP Huhk A AR 255443
SR 6 MR I SOAE RG] P R4S 2l
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Bc & AD

R |

ARGUE A BEREAEE LTI IR 554% . DRI T RE BB BRI AN, i IS HE T T — i T adk
AERT 53— R, el 1T S s, EAR R TIZREVs ) VPN JnROEdvi ks ds, i
A TP ML HEAN ENLAL IER . DNS RS54 R BN I 4 H A5 AT e 20 12 IR 55 4 0 Bl A e
Hio ARG, WS P H MRS SHIER MR 26 8 1L,

FET HHHE (OK).

W F 5
T AAE BB B o U A AD 4581, DB AR SEAT 22 ULBE 24> AD RSG5 a5 I . 72
P, BCE AD ST PR, R REAS AD IR S5 8 BN A R A0 ek, 9]
engineering.example.com Al marketing.example.com.
BCRRESCRF 24 AD Sk Hok A AN RIS T T REIE R Bl P B 480 e AR TR I, SURF 514 A H .
XA ] YT A A A5 5 Oy S b R P S i B RS 0y o AR BT e R A E PP RIS LT, W B
At P AT 8 1 B 3 R 5% o

SRR, K5 H TS RE.
HI2 AT FEAEZ
. TAIE AD ST A, kT +> AD S
. Tt AD WURTA, i s g g s (@),
SR A S RS, i bz % b e s (O).
ST 3 B R
. BER - AL LR,
« ERR - AT IR
« AD &85 - fiili + 1 AD SUSOH R A MBI A . VRIS, il S R R A T
g,
e LI
BAE, T LLZE RS S BN B AD SRS .
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B AR 55 25 E R U R HE bR

ARGAA R R 5 1 H iR S5 a5, ARG T RS AR I D RE. A, SH A0 SEms (K 1 n]
PAIEH TAE, 1B REV5 IR VPN (R3320 RN

XLEHEREAE AN R 0 b H SR MR 55 b AT A5 o S 20UfG DR S8 43¢ 1 IR 4
CERLRI, ik B0 SRNE .
s BflaE i, Al mREV VPN UMD .
PC 3 0TS S 5 {6 SIS 2 B 0 UE R 7 T DA AR o RO SN R 7 1% D) BEAF AR 72 )
A AR SR IR R MEAT B h /A% G, DU T 2 T e sl I 0 K e
BRR RS EIEEE.

T S ) R R G R H - 44 R S T GRS ok H s IR 85 i, TR EOR AT 7 44 RV B I E A O T A8 H S
554 LA, X T Active Directory, AT EEH S AR o AT AR b 4R @R H . H
F A Iue e R E R #1a0, Administrator@example.com (IiiAMYAY /& Administrator) o

AN, RGEIE SR P AR (5 B4R A% 1dap-login-dn A1 1dap-login-password. 5] 411,
Administrator@example.com ## #t & cn=administrator,cn=users,dc=example,dc=com. I#H¥ &, cn

= users 4R L ILHHL) B0, INBLIEAE A 44 “users” SCIFR MRCE ILAME E I .
B RAR S = rl @S SR E QBT (6]

U SR H SRR ST 2% T A 1) W 2 L BB e 1 (90 TIR LIOK B 11D 02 il M BLIE M 2% 1
H, B 250 DR e BERE 1 5 H SR IR 55 4% Z [AAFAEBR

* i ] data-interfaces 1 4 & BE I 5 N 1% BE A% A {8 1% i B o
s WO A B ARG, WZ M OGRS s 75 55 H s RSS2 Ta) gy i i .

W EE RS ST H R STAs 10 2% 2 T AR s, WU H SRR 55 S O B A e o (3
&> ).

o UG UFEE 4 I TP Mgk A1 P HE A A2 15 TE A

BRRSF [T IR L.

U R H MR S5 A AT AN CEATBERS ) B2 50— S 2%, JT e it 22 0 il i IA) VPN
ARV, WS B Tl i f07 i) VPN AR MR R 2% E i H S iR5s 45

RADIUS Ak 5525 F04H

0] LS H] RADIUS HR45-#s 4t I FEvs in] VPN DL K e B EEas A b 48 CLI 2 - kAT
S IGAE AL Blhn, R A4sIE{E ] Cisco Identity Services Engine (ISE) A H: RADIUS Hli%5#%, W
PLEZ MR 5525 5 o B AR $E A .

fic 2 FH RADIUS IR45 a5 ThRERS, #NIEPE RADIUS 41 At A4 %5 . RADIUS 41014
RADIUS IR S #5 B RIS . IR — PN B 2RS4, X LIRS nl e i e 55 v i,
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s raowws 5% i

P —H RS AT AR HEE R — 5 RS2, Wz @as— e mgl, L
Wi & ThHE M RADIUS .

LR A B il s RADIUS RSS2 A1, DMEEATa H T 32 7RI ThEE

Bic Z RADIUS PR 55 =3

RADIUS k55 #5821 AAA (BHREGAE. BZBCRICIK) A% . a0 FH &l RADIUS M %5 253547 H P &
DY IGUERIFZAL, W] LUK IX S AR 4528 55 e 25 5 BEAS F5 lC A

A RADIUS IR 461N % )5, 0 RADIUS g #54l, LIS ESIRS A4,
FHIa Z Al

WS AHTE RA VPN LB F5E 1) ACL, 75 G H RIS 48 i 55 4t % 2 Wi, #4254 Smart CLI 61
H R ACL. fEdmitX %I, EIEILAIE ACL.

TR ERIR, K5 H R IEHFHIE.
T2 PATLL AL

o LAV, KR AT + > RADIUS BR%5 25
o SRR, i iz g g E b (@),
SR EA RIS, I A% R B b (©).
S 3 LT R
© BER - WRIATR . XA HE SRS 5% b AR ) 2L

* BRSZEE AR | P HE - k5545 158 42 B e F L4 (FQDN) B IP Hihik. 441, radius.example.com
8¢ 10.100.10.10.

* B30 O - /3L EHAT RADIUS S 56 uE A0 . BRIMEN 1812,

o BBES - REUREUERAGE AT o5 4% T AE AR MR 55 s mi 2 (I, el 1-300 0 Z Rl A K. 5K
WEA 10 70 U R I I g5 s TR AR V7 17) VPN BB S 0 30 ks, 6 ] T3 i A\ £
B EGAE TR, PR ER IN I F) A /D G H] 60 FB,  LAELE T A7 I ) SRIBCF 4 A4 B

* BRSBEBEEA - (AL, ) AT Ui B % A RADIUS i g5 as < [a) 5da A= i . %%
Pt — MR RANGH PR AR o, B2 AN, HAEGEM . BYILMLL 7R 7
Rl PRIk, BT SRR $&-_ .+ @. TR AL RADIUS A4S 4% 1l E
FIr AT . WURARCE S Y], WA I IER.

PB4 ik, ) WA RS A FEATIEAR VT ) VPN #ZACE A, T LR RA VPN #E#%
JFlE & LA k.
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« EEME ACL - 2T RA VPN H5E 1] ACL (4 J# ACL. 7£i&#% (Device) > BREE
(Advanced Configuration) > & &E CLI (Smart CLI1) > XJ& (Objects) Tt [fi_L-fi il Smart CLI ¥ &
i85 (Extended Access List)BZ " # ACL.

FE M ACL ) B R0 G I e R IE S R S 0 IR 45518 (ISE),  LUME ISE ] LAVPAlL 2 7 ity 2
2RI, ACL N [r] ISE RIZHTTPS Jit i, 1M1E B W e K AF ISE BV i B 5 In) 24844 i AT DNS
R4t . H RN, IESIALE BB 5% LR E RO .

FTi%E# RADIUS BR S5 38 BUHE O - 552 IR S5 Al 7 I S e o A REEE FB s B R B 3
R, R GUR AR 2T M i th RO AE S I e WER AR F ahiE N, Rk
ZAF BRI L o WUR IS EAE AN B IR 1, WL U] AR 1 AN 4 B
L P AT s b A g

WURASAE RS ERACE S, Wik SR g He 1, DU R G T AR 2% 1B IR S T CoA il 12
e

R IE R S5 3530 Fl T B BRAS A BR DT 1), TR ER ORI . R GUAR 2T i 2 TP il xt
B P ) 22 AT SR BRI

.

SRS (AL, AUGEXTRIND RidrilstAs & R GUE AT LOERE B IR 55 4% -

RGP AR A . WA S 5 AT USRS &5, W RwT DOERE, B2 15 m] LU
M 2T S A AL

FIE6 MHHE (OK).

Bc & RADIUS AR =540

RADIUS k5583 A% — el A RADIUS RS5a Xt %o AP KRGS S5 AU e i 647 IX 8
55 TR A A ik 55w B, [AE, WERER — SRS AATT, R LB IR i~ — MRS as

E—INIIREHHC E RADIUS SCREN, R RS a4 . Hit, Biff F—4 RADIUS k%4,
DA A5 i IR A5 B T 4

S EEAE, RIEMHETEESHIE.
H1B2 HUTUL FHfr —:
o FEENEN S, WK KSTE + > RADIUS BR %% 384H (RADIUS Server Group).
o WG, i T g g (@),
TR AR RN %, 5 i ke A ks (©).
S8 3 FE LT R
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© BER - X RIGHIR . XA E IR S5 L N AL

o BTER A ] - JUA AT R 5 st R BRI, A o BB BGE AER O5 4 o TR IR AR R
B WSS A AR S AESERTIAE DT R S5 A Z 0PTSRS 18], Bl 0-1440 20, A4
BALR BIA I, RN RN A TG s S iR A 20, L RN R 45
ERIMEN 10 435

RARMZIHIREY - 4P RIS T A% B RADIUS e 55453 (KRB AAA 55 (1,
AR )R BBCE . AT LR E 18] 5 Z a8y, BOAME R 3. i R R MR
UK, R K IR S5 A bric s

T4 EIIRE,  WREAE I A R B BB T, IF HLALT T IR &5 as AR ciEma g,
WA R TCVEMA N, I SB0R Ty e RS54 20 23 70 W T T P ORIERR 10k T B
LU RAZ I BEA LAt AAA TSRS 2RI R IR 42, Mo S R [R1R U5 3

MASHEN XBRTF RAVPND | %0 - 4158 kit RADIUS fiZ45 2541 )ri ] RADIUS 3 252 AUk #%
BUE (CoA) fli%s, %Al CoA Sl AT HE 2 (1ot 11, LA CoA S LR 5 3 it
45| 4% (ISE) BT 5 8. BRI oG 1128 1700, Al LERE 1024 3 65535 i [l A il A 1
PCHIBAEIZRE VT M) VPN W 8545 ISE I IR 2R 410, A 888 Bl &AL

¥ #5 RADIUS BR %528 8941 - Wik RADIUS AR 45 #3HACE A {FH AD AR %5 2t H P AT S0 56
UE, IHERRE T 510 RADIUS R4 #s&5 G 1 AD 254511 AD Atk iR i AN A7 E 40
I, 1 8 2R R R ) 61 B £ B 4445 (Create New | dentity Realm) 37 B L'

RADIUS R £ 88513k - E £ 041w RS- #5152 16 A RADIUS R4 xt % $Ah s iy
WXL G, ATHAIR B — A4, HRIRE SR . WIS E, & Lom
HHHE B HEIN S o WER PR RN B AP AE, 15 sl 83 #TRY RADIUSBR 55 88 (CreateNew
RADIUS Server) SR XS %

BB AT Ll (Test) 4%, RAUERSGUE 0] DUERE RIS & . RESTORTAN 4R
o MRS AT LUER RS 4%, WR AT LOERE, WA A5 AT DO 44 HEAT S SRk

3

3

P4 (k. ) SEHMRET AR (Test All Servers) #41, K B4 5 & IRk 55 45 (1142

RGP MAR T AR . RGEaR Bt n] DOERR MRS &, UL 2R ARG Ik
% s BT S I

PS5 LLTBE (OK).

RADIUS AR 55 25 #02B % & HEBR
AN ARG R, S n] DU A DL R S50,

* i/l RADIUS 555 AR 55 a4 Grp iR Fc il S0 e 15 w] DU B S E 4R B IR 55 A o 550
FEMRZ AT PRAT R B o A AR I -

s WAL MRS NG IR ARG E R, HARAAT A B . A RKs RADIUS 5 477
0 UE A A WA YK A BE TP M RE 3 R, U T S
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o B UEREAE NI A & N TR S AR G . R AR S AN, R
W R BRI

* WU L g A TP k. WORAE A BN, S ER A O R L T
DNS. % E1E RADIUS [i554% L 3o 7 a4, (HORAEBE &0 & A S vl fig)

o GIREMRATIER A, s n] BT L B £ RADIUS AR 25 #s IS 26 B . 1522 CLL %1 &
o SSH 23 1% Ik 55 4 AT ping #:4F, KA 5] AVs il iRk 45 s o

o WASNT G I IE — B TAE, HMsIL T TAE, 5% I8 B4 ML A IR 4538 4 T 5 2y
(PRI Ot o 0 R PC EE PR B AN B 0 B0 AIE, ZE4L N IR T RADIUS R4 #0k AE BB i, 254
B[] & RGEAE PR IR SR B — IR GS48 Z AT R (0 20 BBl . TEA5 iy I TR) P25 450 FH A B 47 56
E,  [RIREs e I 0 FH P 24 R Rk & A P 44 /550 . BRIAKT TR 10 434, AN f&n] BARC
B K 1440 2340,

« 40 HTTPS 4N S WAES 3 H &, S5 o AER, i51PES RADIUS iR5%
PR S KT 5E I cisco-av-pair JBYE . R YE AT BER IERARCE . PR B 2R BAS TE AR R
1EXFIZH K T HTTS Vil .

o Q% SSH AN S Oy S uExS — #5840 &, 0 —88 o P ANIEH, W5 VFAS RADIUS R4S &%

FAEFASFH PP 5 SCHY Service-Type JE . LB T REAR IEMACE . 8 PSR BN IE AR B
Xz PO P BT SSH ViAo

S 1B 5531 2 (ISE)

0T LUK ORS00y Ik 255 12 (ISE) B4 ISE 4% 3)) 5 1% H24s (ISE-PIC) #0855 @il 5 s s AHAR i, A
1§ Fi§ ISE/ISE-PIC #A T4 5 S 47 3631F .

ISE/ISE-PIC /&M G 433, I 44T Active Directory (AD). LDAP. RADIUS 1§ RSA #4175
BB AE R P SR A A o (HE, T BB AE, 5 LRERS ISE 5 AD BCEE . BLEREH]
P& BREE &R I i A S G S A, ey UKL Sy AR U il 25 ) F1 SSL
fiff % S rp R D L A4

A K Cisco ISE/ISE-PIC B 25 B, WS ARSIk ss 5 B4R ) (https:/www.cisco.com/
c/en/us/support/security/identity-services-engine/tsd-products-support-series-home.html) Fl & 43 f 45 5|

Y B S IERAS (ISE-PIC) 2354 B 514555 ) (https://www.cisco.com/c/en/us/support/security/
ise-passive-identity-connector/tsd-products-support-series-home.html).
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I EAT 802.1x WA B EAE. WIERAT ] 802.1x XN E 5%, MPK ISE BlE NIV 802.1x X5
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* WK ISE/ISE-PIC BCE 0 Wi dZ KB 41, Wl T AZ IR, RG] BE s tRys 241 2 5 1) 7 ik
Sbe DAL, A WU S AR AR AT BEAN 2 F UYIIAAT -

* AR5 BERRCAS (1 RGeS A 1K) ISE/ISE-PIC [R5 3E iAS 115214 Cisco Secure Firewall e A 4R 1
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-device-support-tables-list.html,

* {fH ISE M 2545110 IPv4 ihik, FRIAEERIAGE K ISE MUASCEE IPv6,
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T SRS k%% 51 25 (ISE) SRS 03 Ak 55 51 545 5l 5 4y i& #5245 (ISE PIC) 1E At sh i, &
WIS 5 ISE P& A8 BI#% (pxGrid) IR 45 28 &

FHIa Z |l

* MISE 5 tH pxGrid A1 MNT R4 #5uF15. #i4n, 7 ISEPIC 2.2 |, WYEIEH (Certificates) >
WEH EIE (Certificate Management) > R4IEH (System Certificates) i $k F X LEiE 4. MNT
R PRI HEBR Y 20D AEUE-B AR “AEHE " 5 W4 Admin. #E0] DLYEXT SR (Objects) >
IEP (Certificates) BUHPKE & AT FAL N Z 5T CA UETS, AT LAFECL R i e FAR X 2EiE 1.
XL g n] B S AR B A E A5

« BOLLILE AD S AU, ARG AD FREUT 511, W ISE FRECH /™ 21 1P Mk Bt (45
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Y
JN 0

o G RS e A gl bRid (SGT) HEAT VT ¥t (e & B F S 2 A dibsic g, Iy
SXP F/, WIATEEAE ISE 'S SXP FiXLEmisf. &2 [ AE ISE Fh i & 22 4= 41 F1 SXP KAl

SRR, RN H T EESRE.
S PUTLLTFRIEL
o AN, iE Sl + > B BRE51E (Identity ServicesEngine). TG i % — > ISE X% .
- BGERAES, i# dnign g g b (@),

BMREEA KRB S, 15 Sz R s s E b (O).
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s EFSFEHA/NP Motk - T2 pxGrid ISE RESH:A0 EHLAZ 8L IP Mok, ANEFE 52 IPve Huhl, Bk
AR ISE MUA S IPv6.

o WHENTS S E ML/ P Hbik (Secondary Node Hostname/| P Address) - U1 548 15 & 4 Bl ISE AR 45 %
DASEER s ml I, 335 s R ingd B 5 &5 £ 4148/1 P #b3ik (Add Secondary NodeHostname/| P Addr ess)
I Nl pxGrid ISE JIR 543 (0 TALAL 2 TP Mkl

* pxGrid BR$5 2% CA IEH - ZAFIEH) pxGrid HEAUIEIMUR MU UE 15 o G S H0 2B G 45 32 M B
pxGrid 9 i, PN RCAJUE 5020 H ) e PO U AL 22

* MNT AR5 88 CAIEH - PATHER I 2N ISE R4 (0 32 fE AL AL B AU M URIES . @RI MNT
CREPERTRREER ) AR S5 a A2 AR 55 &, MEIEF P 685 pxGrid AR 55 LTS AR TR G0 5
FAOUHE MG B) MNT 5 50, TR ASFY i (R e 0 [l B AU ML 262
* BRSSEFIES - 1L ISE sl ATtk Ny, i s 50 46 A4 200 1) ISE $R A1 N 78 B A3 IES
* ITH - VAT IS ISE pxGrid F2e 1] 32U mAs G0oRs T 480 12 32 AU 50 (1 Bt

s SWEERER - 2KICERH P SERGEE, OFH SR SGT M. BRAELL T,
BEIET A H o an BRI 8 FH 7 B 4 DALE 22 4 SRmes v A FH 78 1 s s i T A Hp sz g T
WAL, DU 3 M 3R 3T

* SXP E& - &G RIERA “SGT 2 1P Hbhkwest . an R EIL T2 44 brid (SGT) 4515 1)
PR, TR B

* | SE W LRI RS - nJ ¥ B HH R BRI ISE ) R G 35 (W At 1 vl e i 8 2% o o SRR fE M 253 g %
ISE 2N 5 M4 AP I JEas ZR A . A+, EEARIRM NS %, AR5 S diifE
(OK)o WffETHEANEN S, ridiflEHMLE (CreateNew Network) . (AL E IPv4 L84 5

PB4 RGN (Test) %4, ik RG LA n] LU R ISE RS54

WREURIG, 7 T E R B (SeeLogs) ff4% 1 RTEAN AT RIS Bl LUMHER SRS
IEAERE iy FOERL RN AS &% o AAAERI IR T REAL, BOA BRI EHL (R ISE k5545 A T30 i
HD -, s ) A B X S

Captured Jabberwerx 1og:2018-05-11T16:10:30 [ ERROR] : connection timed out while
trying to test connection to host=10.88.127.142:ip=10.88.127.142:port=5222

FES rUFBE (OK) fRAFR R

T—¥ it a

BCE ISE i, A S ng, BCEWs S M mnl, It E. R5, B2k 3| ISE/ISE PIC
FEREZ WA AT T . WA S ISE/ISE PIC HEWEZITR YT, LHEFEhEZITH.
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ISE/ISE-PIC 5 7R & F= HFFR

ISE/ISE-PIC &3%
A8 2 ISE B ISE-PIC Mz ), 15k A DL F 5ot
* WAUR H ISE (¥ pxGrid S WU The, A Re¥s ISE L5 BBy 815 £ et B2 1 o
* 75 ISE M55 #8559 B 1 46 I R ST B 2 i, S5 b F Bl F ISE A2 7 iy o

o, ROTLIFEISE A T B SR HEEIIK R, RAARAEIT S I CURM Ik 55 5 154 2 b g wa )
AT S B T R A B S A R T

© BB R (IRSS4D IE LA clientAuth ¥ B, A WAREL EAT M e %
PIVAE. WERWE T clientAuth 3 PIITE, LA R E S PITE, Bk B2
EPINNAE. EH] B B A QU B 244 B Ol 1 2 1K 2B 2K

* ISE M55 4% LI (a) s 250 i B A L PRI () )20 o 2R B AN, AR GET g 2s LR TSI
[A] [ B PR AT B I o

ISE/ISE-PIC F R #3E
R AEE 3 ISE 8 ISE-PIC i 25 (1 FH P 4504k in) 8, 33 = DL =50

© RGURLIN B IEHCE 1 RAE B 2R P K ISE P i sh a2 MR Ss g R g UGS R . ISE
JURBLRIE S AR vy R W AR EE, T HAERSET TR 3 A R BIX LR S A G
15 R, WEhA S BoREE Rl A+ .

« ANHEXTH LDAP. RADIUS 5% RSA 355 il 25 AT 5 43 3 UE 1K) ISE H P $47 F P $5i.
* RGEAWE] ISE Vi s P 16 - 2

SAML AR 55 =5

JEAT LI 22 W 5 BRI 1B 5 2.0 (SAML 2.0) AR 4523 e B o ZEFE U7 W] VPN 32 FNe 44 5 B FH 7 (1) 5
RUESK (SSO) S IRAEYE . SAML s FAE 7 I E G4 IR [1dP] FIAR 45 $&44t ¥ [SPD 2
5] AT 4 5 43 56 UEAFZ BB 1 TF ISR U

it & SAML AR %22
10 LU 22 A W 5 AR 015 75 2.0 (SAML 2.0) IR 45 S0 B A e FE U 1] VPN 52 RN 442 FEA% P i o
VB (SSO) BHAKEYR . %1, Duo AR5 (DAG) 4& SAML JIR45 %8

AT SAML J 45 2845y S Y BAF 770, SAML AR 45 2% 78 24 5 4R GERE % (1dP), il By 0
B 7 RS LR (SP).

X T RA VPN, Sr] LU H] SAML g5 @4 o 122 5 A0 e, (HANRERC B4 B) 5 e, A
REAC & MR I
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BT S PR B o, WAL 'S SAML IR 45-#% LS RRE F Vi n) = (CAC), WInT PLZEAEH SAML IR %%

AT R Rk
FrIaZ Bl
M SAML %528 S 2 LR P 3R I LA N A5 R Wi nTgE, 15 LA XML SO R P B, DME
B Ak
* SC4K ID URL, JLHEHE SAML A4 #% o sl -
* &3 URL.

* 44 URL.
o GO HERE IR
RGNS —A SAML Jg iR M2 AME . B, 5% SAML 5 RA VPN £5&64H, miAfek

Cisco 1AM SR MR Bt 2 AME: BB M. WIRIGEZAME, W HTERIME, A Bt
RIS TR SAML 55 A 4L B0 D3R (BT R s PSR A E

S PATLL FE—IERAERI AT 3 2] “SAML JIR%5#%” (SAML Servers) U [l :
c EFEWR, ARG MNHFPEESHBIE.
* KL PR & > imAg i iE VPN > SAML AR S5 2% .

H2 PATUNFERIELZ —
OIS, WK ST +> SAML BRS .
o SERAN S, iz g g E b (@),

TR ARSI %, 3 Az Gk E g (O),
FE3 WE LT M
© AR - XRIAHR
* AR - XTR I AT ]

s JRRIEIZF (IDP) LK ID URL - X2 M T4t yoidls XML (1 Ui URL (ol XML it
Wi SAML AUk & ¥ il i i sk ) o 4548 SAML IR 4548 7= PR 2 RS2k ID, A5 48R 2 ok o5t
#% URL. Ik URL 240K 4-256 NFFF, BFEHMY https:/. 50
https://191.168.2.21/dag/saml2/idp/metadata.php.

R

IR L XML B SAML IS5 4% R85 8, i siidi A XML SCEFEFE (Populatefrom XML
file) JFIEPEIZ M. LA XML SO 78 Ih - BE DL A B 5% URL (Sign-In URL) FI B4R {172
[FiE$ (Identity Provider Certificate).
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* B3R URL - I T & 25 3 3287 SAML JIR454% 1 URL. It URL 52047 T 4-500 7452
B, CFEPML. VL http:// F https://. 511 https://191.168.2.21/dag/samI2/idp/SSOService.php.

* JEH URL - JT TR S 3R URE P SAML 95 4 URL. I URL 2541 T+ 4-500 745 [,
AR FRVFEH http:// A1 hitps:/o )41
https://191.168.2.21/dag/saml2/idp/SingleLogoutService.php.

s BRESIBERNER- H T BB &R EIET .. AR T, B0 EEmRAnT RS =%
AUETS, IRAE W DOEREIX R+ . 1838 v LU N 1) DefaultinternalCertificate, 5% il €132
MEBIEF H 2RI FALEAIUETS . SAML RS54 S SR (IR P b Zi S AR UE 15, R n] fi e 22
I EAL R SAML IR 5545 o A AT EARAIE D B DAL Al 7 208 5 IR 455 AL R A5 AT X RIS
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* SMRMIZFIES - SAML 55 S e AL P 102 5 A CAIEF. A SAML AR 554 B 2tk
5o WERMAR EAL, R RIE BRI E CA IER I LA EAL,

c BREZ - NBFURELIHAT N2 5k, 8“7 mrasmmss. S0, Wk —
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« TERFBAT - SAML Wi 5 HLATA RN ) Be . F 7 20 AT S50 1) B PN 58 B PR A B s iRk . BT
DA B S IS (R CLARD g ) DA SOt A 5 s TR B8 ot SR 4% 4 e Bl T - 7 55 14
NotOnOrAfter 511, R GEK ZMS R3S BN I A, I H NotOnOrAfter £&/4-K5 /£ %% . JulH A
1-7200 #5. ERINE A 300 F5.

o Itk SAML B3R 32F (IDP) (L FAERMLE £ - SAML IR 4535 & BmAE N EBMILE HasdT, A E
TE S ARP T AN I AT
s B FIEKEHNIT IDP SR IGIE - Lo IE 10 a] Al 5 A8 B 08 S I S0 HEAT S B0,
MA AL SAML R 2545 T84 FH CART I S B UE 16 . BRI DL T, BRI e E .
$®A Nl BRAE AN HLE RBAC BZEUH .
« AR P AN R Cl ISV e GO A E R E D .
« tApK BB ME-SAML IR 55 %5 52 X/ 1) RBAC AU B 7 JE k.
s AEMRET-XT TR, BEAKAE SAML H 7 id sk 4L R @ 2 b BRI PR R, ST
5iZ M 5N
o BB 56N G BT T T A sE A TS U M BRI
« INZEEIE R (Cryptographic Admin) - AT AL E 5 & A ThRE (BIET . il 28 SEmE
D WP AT REr HEEAR .
« HIZETE R (Audit Admin) - 77 LAE A P 8 7 e s w8 U H B AT SR A AR 1)
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o - T AR RGBS, HARETEM . RS T S, BRI S
SRR TSR Z LR A

FES E (OK).

T—9#Mita
AR A H] T B3R % 2 (Request Signature) Kl 5, T2 B & 45 SR B 4% 3] SAML JIR55

#eo MBMIEFIRT, SRS I (Download) () 4241, ARJERAE XML 3. RE, &%
SAML fi 55 a8 0f LARAE . A RTEAME R, T2 SAML S i iy SOR

U RS T IR 55 e AT e A PR oK, HICVAIEH TAE, TR UE SAML IR 5543 e EL .

* B3k SAML IdP JU0AIE 15 4 F7 BE A% SAML Wi W A 5 /2 75 COERIRC & o (BN A
https://<FDM_URL>/api/fdm/latest/fdm/token

* WIHRAE SAML R4 X b Jd H T284, WA B 8 BEAR A JLUE 1 28] SAML M,
SRIG A NS o PAR A FRAS XML SCF R 2 FFUE s N 2 SAML k454 st ny DLid i
FDM API SRR KA E BAHIET: https://<FDM_URL>/saml/metadata
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A H s (LocalldentitySource) FLFEIETE W& F HEAs o WA P .
TERT LR A b5 SCR P - RAT H I

 JLREVI IR VPN, A4 22 5 U s PR £ 43U
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admin Jj 7 JE R G0E SCAMAL o (HAE, BB P iR S SIZRE VI 7] VPN, EARERIEE#
HMA A BT

D SR A e S BR YT 1) (AR S S0, SR B AN R S AE A 2 1R
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BCEARMA P
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PRARE SR e sk e 4% CLI
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* MGMT - B0 AT DA S 31 B84 BEAs AT U 7 o SREE SUBE G HT P, JF HIGVEKS FL I ER
WAGERCE A MGMT 1o (S, WERAEE SCEBEYT I AMB SR IR, B R BB % 1AM
RIS MGMT I s fEAB I 3

o JREVS ) VPN - £1X AT LS S B e 4 ERCE R RE VT 17 VPN (™ o S0 i 2000 % 3 oA B
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© BN R+

o TR, B g b (@),

G R T A T, A g A (O,
HIR3 BLE R
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