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c BEARL, B3N

s WHERL, FHIW

s BUE AT L, #2270

E s
AEEERANER
AFEE A A AT A FH UMD A ¥ 2% 47 1Y) Cisco Secure Firewall B4 8 B4 (J5i44 Firepower B &
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Cisco Secure Firewall 1200, FAITHER T Cisco Secure Firewall 1200, FH i fudF Ll F&5 .

* Cisco Secure Firewall 1210CX, #7 8 /> 1000BASE-T ¥ [

* Cisco Secure Firewall 1210CP, 7 8 4~ 1000BASE-T i [ Ui
1 1/5-1/8 SZH¢ AR AL HL (POE).

* Cisco Secure Firewall 1220CX, Hf 8 4> 1000BASE-T ¥iij [ I
AN SFP+ 3 11,

&2 Cisco Secure Firewall CSF-1210CE. CSF-1210CP HiI
CSF-1220CX i 225545

2% Firepower 1000 f Cisco | HLZE AT LAZEH] Firepower 1000 1 Cisco Secure Firewall 3100 I [ i
Secure Firewall 3100 LI RTTHIA | AR USB-A uifi 1. BRINEESL R, i 1 Ab T8 R A .

USB-A it H.. BHEAEMICLI fiv4:  system support usb show. system support

usb port disable. system support usb port enable

152 Cisco Secure Firewall Threat Defense iy %5 %

X} AWS 5 25 () IMDSV2 S2Ff. | i@ T AWS (] Threat Defense Virtual H{7E 32 $5 52451 76 50k iR 45 hi
A 2 (IMDSv2), XJ&Xf IMDSv1 f)— Iz 4k . 7E AWS _EJH
FH s o8 IR 25 1, IMDSv2 Al JEA A A2 BRI, (HIRAT
AP IMDSV2 DB . A TIE ) e & TF 2R 1) SE

152 Cisco Secure Firewall Threat Defense Virtual A | 35

YHFLE R Firepower 2110 18 JCIRAE Firepower 21104 2120, 2130 5 2140 LIS4TRUA 7.6+,
2120, 2130, 2140.

Bh A 3EFD | PS ThEE
X G A8 R RE I 0 WG A R INAE S TE e, A RS E D

Wi CLI 74 : clear asp table network-object. show asp table
networ k-group

B CLIVER: (Hsmi%it) « debugacl logs. packet-tracer
show access-list. show object-group

152 W Cisco Secure Firewall Threat Defense iy %% %
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B 9 A 25 A7 P A SR
WEEEE WEgEO
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WD B e SRR R, W RS h (B i PG X Skl APT 4 D) Kl BT LA fuvr it
SEFT . IXLERRBIANE AT T SSH 231 .
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s o] LS LR skl AR — AN . IR ECE T Ipv4 Bk IPv6 itk DNS 448K, WJa] DL A8 .
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username 72 4 AN A CLI - 5T 50 bl

Fia Z |l
VP BROUE T A /o WERHI K 2 AR AAA IR 5585 158 Y, U 12 IR 55 & B 50

fidh
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< Internet j

Ethernet 1/2-1/8 Switch Ports
inside, 192.168.95.1
PoE+ on Ethernet 1/7 and 1/8

Ethernet 1/1 (Alternative) Management 1/1
outside, DHCP and IPv6 autoconfig management,
from Modem DHCP from management nw

Modemor Router .\

Management Computer
DHCP from inside: 192.168.95.x

RSO SR L TR 2

A

« DK 1/2 22 1/8 - I A B H S ML B B0 e 30 S0 b — AN YR AS e /Lot 11 (ORI 172 &
1/8) , PIEBRIZSIIERIA TP Hudik R (192.168.95.1), Fi81T DHCP IR 4% %% LLIA 2% /i (f0 45
EEVEAL PR TP Hhhk, R A ORI B AN S AT AT P R % R

o EHRO U1 - KEHIHENERE S MY . B 1/1 8210 ) DHCP 3REIP Hudik, [k
TR R 4% 4045 DHCP 45 2% .
R T B 1/1 TP Huhik BRI S o i B 0 A TP Mk, 3B A Z50Ks 3 BR TSN LE 2 5
PG, S M (A1) 76 CLI PR s B 48 % 8, 45 17 Tl
ALY e LAz 11 A B U 1) BB
B AN L IERE S LUK 1/1 210 .

BN, 1] IPv4 DHCP A1 IPv6e H shiic & 3K HL 1P Huhl, {5 A] DAZEW) 4G c 30 1) o i e 2
gk,

B N R A RN R A Wl L I (LUK 12 &£ 1/8) &
IS 1/7 10 1/8 & LKW i+ (PoE+) i [ o

iR

Firepower 1010E A2 F PoE.
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Outside

Ethernet 1/1

(Alternative) Management 1/1
I outside, DHCP and IPv6 autoconfig from outside nw

management, DHCP from mgmt nw

—— [UISIS]S) 8099860980060 0000
® | ogogogo L ‘E;j' ogmgmgeﬁogogmgogaﬁozsgmgm e [t ogozo%
B ]| egeo 00000000BA00D ferein)
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(Optional) Console ports
Ethernet 1/2 ————
inside, 192.168.95.1
Management Computer - A A _

DHCP from inside ifc: 192.168.95.x Other Data Networks

R EE BT AR R LU MR

o DIRI 172 - B8 0 BEVH SN L E B 2 LUK 172 LM THIATC S, B0k AR 1/2 &
FEENTML . LUKM 1/2 BB TP Hihk (192.168.95.1), FFi54T DHCP IR 45 % LA ] % )
S (R B SINL) $RAE 1P Hhik, DRI A X S8 B AN S AT A P 350 0 2% V8

o

Ko

BHBO /1 GBRid A MGMT) - BB E NS 2 M4, 8 1/1 #2105 ) DHCP
SRIIP ik, DRI A DR 25 0 X 2% 4025 DHCP ilR45 %% -

IR TFESE P 1/1 1P Hihk BRI 5 SO0 i B 5 S 1P ik, I8 UK B B RN LE 2 5]
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AT JE ML Az 1 G BT AR
o BAMEM G IERE S VLR 1/1 10 (brid i WAND
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Cisco Secure Firewall 1210/1220 8975 &

Ethernet 1/2-1/8 switch ports .
PoE+ on Ethernet 1/5 through1/8 ﬁ:s;gaetrl;]/:r)ﬂManagement n
ORAZI0CE oly DHCP from management nw
Ethernet 1/1 Ethernet 1/9-1/10
outside, DHCP and IPv6 autoconfig switch ports
1220 onl .
from Modem 0 only (Optional)
|_ Console ports
A 1 .
— F El
G | ]
oAk =i E
Y m=em O CE 1 6,55, |®
| — | E—

(flnternet’\) i —

Management Computer
DHCP from inside: 192.168.95.x

RSO ITLEE E LL F RO L

* DK 1/2 22 1/8 (1210) B 1/10 (1220) - 45510 BV SONL L H 42 2 v — AN A e L
Ui 1 (1/8 (1210) B 1/10 (1220)) o P H AT ERA IP Hhik (192.168.95.1), Jf1247 DHCP
R 45 B 1 2 /i CELAREEEVHENL) S48 1P sthhil, DRI A X 28 ¥ B AN AT BT A

IS IR £ BE B R
s EHPO U1 - KEHIENERE R T . B 1/1 92108 )\ DHCP 3RELIP Hudik, K
TR I R 2% 45 DHCP 45 2% .
R EO L 1/1 TP bk A ER D S S5O0 e & 5 4 TP ik, B 2006 5 BE S L f )
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AT e A LA 1 A A B U 1) BB

o FEANRM LR IEFE T DIKM 1/1 8210,
BN, ] IPv4 DHCP 1 IPv6e H shiic & 3K HL 1P Huhl, {5 A DAZEW) GGG B ) % a5 s
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o BN A I R BRI AR A e L 1 (LA 1/8 (1210) BX 1/10 (1220)
* Cisco Secure Firewall 1220 _ [ LLA M55 1 1/9 1 1/10 J& SFP+ i [ .
* Cisco Secure Firewall 1210CP _ LA M5 E 1/5 22 1/8 52 LUK M Hi+ (PoE+) % H .
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Ethernet 1/1
outside, DHCP and IPv6 autoconfig from outside nw

/" Outside

(Optional)
Console port

! atliale 2
BN % .

3100 Sacme

o
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]
o e

Ethernet 1/2
inside, 192.168.95.

—
)

f
(Alternative
Management 1/1
management,

DHCP from mgmt nw

Management computer

DHCP from inside ifc: 192.168.95.x

Other Data Networks
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R BT LIS R DU ME
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< EELUL - KRB 11 B DERRVE P LS, JFa R B U T B 4 B, BE AT L
Yy B 2% . AR 1/1 45 1 NG B R 45 1 1) DHCP RS54 3K 0 TP Mokl dp SR A8 ATt
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Press <ENTER> to display the EULA:

End
[..

User License Agreement
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Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1

Enter a fully qualified hostname for this system [firepower]: ftd-l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'
Manage the device locally? (yes/no) [yes]: yes
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