XTIEH

WEF

HEFAUE P — R T B I iR 7 X iE AT SSL (B FE) « TLS (kimE%w
4) F1DTLS CEdE# TLS) %42, 141 HTTPS A1 LDAPS. LA R 325448 ] ) gd Fnas a4
s KT, 1w
e BUEIET , 4

B2 — R H T S AR R 7 e BUAIE AR TR & sl P R A, Bl
Ry A0S AT BBIJECIP Hodik . B iE-Pis i P el & I APIEIA . IEB T SSL (44
ERFE) . TLS U2 %4y) F DTLS CEdlailk TLS) i#%+4%, i HTTPS Al LDAPS.
AT LB LR A A
o WHERIETS - WS 0iE T2 H T4F € KRG e ENUMAE T . &0 LUE ] OpenSSL T H AL H S4B ik
IXEEHES, i n] DUMGIE B N SRBUX SEE 5. Ak, BB LA R B2 . 2 N EBIIE
PR A J PR B el e 2, 8 nr DUl BA R CLISH CLI iy & B8 AL ik 15 -

> system support regenerate-security-keyring
String Certificate to be regenerated, default or fdm

o WEBIEBAUEHLAL (CA) IETS - N3 CA IE 132 KRG v 1 T2 5 HAIE BIOiE 1. XEFEREN
BB AAIE D I X AE T I AR B 4 E Y A CA bRid 5T, CAE-P S T IXELThfie, 1 54k
F o AR T X e fE . AT LU A OpenSSL T [ OV AR BGX SE4EF5, A LU GE B A & Bl
FFRIPUK LEUE 150 hAbh, IR nT DUE & A 2844 I CA TE15. an SR AL F 2544 I 38 CALIE
H, 1% CA ¥k B S HisfT.

 AMEUE BT (CA) IETS - A& CA R Al I T2 A 1. & AT, WAy
WRAEF . 55— CA IEB AU FUE R B IESS

UEP AR (CA) &F8 “28 7 WET DAL B, Mmaf O v £ 50 P 16 503 1 T 45 A AL
o CAFE PKI (ffHAASAS NS LIFI R4 B S PRS- IE . CA mf USRI {ERIEH
=5 (BN VeriSign) , tHATLUZHR N (NHEE) CA. CA F Tt HEUE i SR A0 A& £
FAEP. HXREMEE, ESH AP, %2 0.

it$ W
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75 RSA N RGN E T, R AT — NS AR RS PIT o 3X x5 P A
78, M AN PTIE AT A AT ] g

5, RPN E N S TE R4 . IR I INAEE I T AR g Bl . Hles w4
Yo N RIEAE BB WUERBEEE i AIX I 854 5 6 A T A~ B S R 20 e il B
AR

R A T S BRCE AT AE A (K A PTEN A 0 HLARH 8 € te s P s 508, AN D e il Az
RPN

AREURIETT A DI R SEAESM AL P B 2R I AT IR AR B Bt BRIARS DL R, K24 Web
PN ZRHAL I T CA RIRE BT R .

fEn] LUE L opensslorg. 4L P R HAKRYR TG 8 7l BRI A IS T 25 . 729 T
SSL/TLS M4 B 40 B S & i w4k k.

Thiae{E A RYIEH HEE
A A DB OIER IEHS AU 5. DL R SR A B 15,
SRR CERREITR) - NEVES

CRigEe ) SRiIFIZE T TS s b o AR s AT SR IRAEI, 0 TARIR A SIS0 F
PAT LI A ORI TP fudik, 7 2R A4S o W RARPEIESS,  deae R A B3 A
IES o

B4uE (B9 REFITIZTE VPN - Z{51TH CA IEB

CAIEE . O AR H SR M55 b AT N e e, WA R S E A5 A4 REAE H IR 5585 L30T S0
UEe ARG G Oy A RE Y] 1) VPN SRS SR P AT S g e iy, 1 b2 A T S ik . 2
RAK H g5 ae A s, WATEAES .

EIE Web fRE8E (BBFERKIZE) - NENEP

CAIEE) e AR 5L T Web I, I RAAE Web k5545 LAz BT DA B AR 4 i ) N 2
WA BIE S, DAREG L “ AN AGAE R MU B 7 i

EF2i 18] VPN - RERESR
(. ) WIRER AT, 7F Secure Client 55 ¥ £ 34T X B2 I8 7 52 25 7 i [ V¢ 45 5 3
& s A 2 IEE 1

uh 8 VPN - NERFAZ (ST CAER

AR RO 3 1) VPN AR P IEAS S IR, 5 SR PR TR M v (R AR 0 S5 AR AT 5 43 06
UERT BB IE e BUARIXIFAVE VPN IERGE I — 70, (HEOE R 2 F AR ] T2 B A AL
FEXS AR B OIS I 2 A5 AE CAGEFS,  DMERGTAT LU X AR REAT 5 43 Bl

SSL fREEERE - ER. WER CA FIZ{={T CAMEH LU RIEH4E
(WhTFo ) SSL A2 SR UE T H LA R H 1

B o



;578 openssL s miEs [

 WHEBLEAS T A s e s ) o

o FER A BB A B T B ST, P CA R T A EAE A U

o £ BB LA AR SS ds L (B B2 TE I, AR AE CA T LI T A . 2
fEAE CAUEF T TR AL IR S5 2 UE 1S IS A W UAL o 0T DA $ 0 K i 5 SRS 1 . 1

WFPHPHITHE. RECEFEKEZEE CAUFP EEPHUE T Cisco-Trusted-Authorities
), TR e AT A A IS .

{5 1 OpenSSL & A A ERIEH

Uﬂr?fﬁ'ﬁfﬁﬁ OpenSSL iy 22 BN IR S5 s uE . 8T LA openssl org 3K OpenSSL. 3K HAK(E
KL, T OpenSSL (A o b Ag rh Al FH 1 i & T BEs SE 4, A8 ] DA FH LA A& ] g AR I 1)
] LI .

SERE Y B AE LS T AR e SR CEE AR 2 U B A AR+

N

AR IXHLEIRI) OpenSSL i &N E A 7R Bl A R LA L S 1K) 2 4 2K

TE EREY.

openssl genrsa -out server.key 4096

P2 EROE B4R (CSR),

openssl req -new -key server.key -out server.csr

PR3 A HEPIN CSR L% HAE T

openssl x509 -req -days 365 -in server.csr -signkey server.key -out server.crt

T VLA RS RIS I, S A 1 (8 R I ] 2 o B
TR & 7 VLA VB o O P S TR R, S0 BRI
4 TT LA ST AR SO 2 5090 fr A R LT SO0
- serverrt - 4 P 78 L AEBHEIE] s Sl 17 FBOP.

* serverkey - #4 W FAEBORIGE] “URPEH” B W IETE AR R S R AL T SR, )]
DA FH DA i 0 AT AR %5 o A th A% 31 stdout,  #8T DA b &2 i) e

| O
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openssl rsa -in server.key -check

BB Al %3 PEM B DER #2UH0 X509 iE 5. W T2, wl A OpenSSL AERGiE 1. M2 AT
UEP AR N A SRBGIE P e ) 324 E 15 .

ARIEBRTEAE R, WS TIES , %10
A RERIRE P FES SRR E S, TSI hRe I e85 2 0t

CUR D SRRE P40 T il “Xf5 7 (Objects) WU ELAZ AV XT 5. BEAb, B nT BLAES SHHIE
PlaPhn, md AR R ) FE B EEROR QI IR 5.

PR, R M H P FEES
RGP LU P0E SGIEFS CREmT DL A T sl e e D) .
* DefaultInternalCertificate
* DefaultWebserverCertificate
* NGFW-Default-Internal CA
BEAh, RGUEWIEVF 2 N =I5B AUV IRI 52 (5 AR K CAIEFS . SSL it SRS w] i Fl ix 24

HWE AT R 25 B 2 B E . Cisco-Trusted-Authorities 416035 BT A iX SeE 15, 1 H /2 SSL il 25 g
1HFH BRI AL

UL TIOE SO R I ERS RS IR IR (R R E R P E IESS o 38 mT LU 85 % 43
REVE AR R P T s M AR IR R SR o AT SRS PR

AT A F B2 —
« EOIEFINEBAS, WA + UG AU BAAR A 4
o SEAIEEHTIE AL, il B OB RRIERA.
- AT HREHE BEAL W R BRs AR (@) maE R (0).
o THBRA S IRE Bk, i dAE Bk s (O).

17 Yo O R B T AN AL, B R A A
o PAENEEBAINES CAUEF , 555 0t

B o



reemamirs g cairs [

 AER AR AN TBUE AN CAGIETS , 35 6 1T
o FARSZAGATH CAUET , 95 8 IT

o iUESZAEAT CAUEPA, 9

FEAEBIERFIAEB CA IEF

P P S R ENLIIES
W CA IET 2 R G vl H T2 F HAUE R AUE TS o X LEUE 5 5 38 SOk 45 (0 DX 0 e T FEAR BRI %
PEY AN CA AR5, CAEAS R H] TIXLETfe, 15 kA5 b MZE ] TiXLeTfe.

f&rT LUE ] OpenSSL TR A AAT A G EEAIE 1S, W] BLAIE MUK MU SRIBGE 1S, AR5 2 LT
DR AR . AR RG], S ] OpenSSL A EHET , 45 3 1.

AR, A3 T LU R 2544 0 N 0 S R 38 CAIF 1. W iR IR & A& 44 N3 CAIF P, % CA ¥
RS A LB, 018 AZKIEBIGE R, TES 048 E 24 10 W EER AT A3 CA IET ,
%6 L,

AR HNZLAE BRI DIRERIE R, TES B D REME I IE TR, 55 2 WL,

PR, A M HFHIEFHESR
PATEL R A2
* MK s + > RINAARES, RJa sidi EARERFEA.
s K + > RINAER CAGES, RJn sl EFIERFIE A
© WHERERE BRI, g R (D). RHEHEP s SR R R 2 A
sy “CRHRUER” BRI AR IUEB AN . BbAh, SR R DAL TEAE SRS I 5 R B
AN B FR.
ZAPRIAERCE HIEN B AR, A IERA S 187>

Mili ERIER (g fGBHIER) , JREEER SO (Bl *ert) o SRVFISCAY A
pem. .certy .cerv .crt fll .der. B, KhNHIEA,

PZAF P40 4 PEM 85 DER A% 211 X509 iF 5.
PG (AIE 3 4 254045 BEGIN CERTIFICATE 11 END CERTIFICATE 47, {401

MIICMTCCAZoCCQDAUV3NGK/cUjANBgkghkiGIwOBAQsFADBAMQOswCQYDVQQGEWJIV
UzETMBEGALUECAWKU29tZS1TdGF0ZTERMB8GALIUECgWYSW50ZXJuzXQgv21kzZ210




it |

B =siazzmmiEsmnE cAiEs

(...5 lines removed...)
shGJIDReRYJQgilhHZrYTWZAYTrD7NQPHUtK+Z21iJng67cPgnNDuXEn55UwMOQoHBp
HMUwmhiGZ1zJM8BpX2Js2yQ3ms30pr8rO+gPCPMCAWEAATANBgkghkiGI9wOBAQSF
AAOBgQCB02CebA6YjICGr2CIZrQSeUwSveRBpmOuogqm98027Z+5gIM5CkggfxwCUn
RV7LREQGFYd76V/5u0rdWx2ZCjqy6+zuQEm4 ZxWNSZpA9UB1ixFXJCsIMBO4gkG5D
v1k3WYJfcgyJl0h4E4b0W2x1iixBU+xoOTLRATNbKY36EWAGScw==

ot BB (eI fr B R B JFEFRIE SO (I *key) o SOPFTREA LN
keyo o, REWGUEAS ) E D]

ZETCHEINEE, HAW B RSA 4.
%t

MIICXQIBAAKBgQClSulBknrMjzw/5FZ9YgdMLDUGI1lbYgkjN7mVrk]jyLOx2TYsem
r8iTiKB6iyTKbuS4iPeyEYKNF5FglCgKWEdmthNZkBhOsPs1A8e60rSmImeDrtw+
Cc005¢cSfnl1TAwS5CgcGkexTCaGIZmXMkzwGlfYmzbJDeazfSmvys76A8I8wIDAQAB
AOGAUVDgEX8VXEOm9IcOubPZ54pZ064KW/0JzUKPOTwxdLgGw/h39XFpkEX1iIgmDL
(...5 lines removed...)
DSWvzekRDH83dmP66+MIbWePhbhty+D10xbiuVuHV0/ZhxOhCG8tig3R8QJIBAIM]
fId05+1dNI4tGbWvehHh/H/dTP2ST1Z3JERMZd29fjIRuUJI9jpFC21IDjvs8YGehe
0YHkfSOULJINn8/jOCE6kCQODIJiHEGF/31Dk/8/5MGrg+3zaubokKXxiuvedb8Rh+71
MUOx09tvbBUY9REJqlYIJWTKpeKD+EOQL+FX0bgvz4tHA

M E (OK).

WP TA R B 22T VR IR/, RS E5 OZaE B AR & W e ik
TR R TSRS AREE AR, (HE RS AU R K HE S .

4B EABARRIERFAER CAIESH

BT kP e S R ENLIRIES .

W CA UET 2 RG] ] T2 8 AUE B RGIE TS o XRS5 S ik 15 R DXl 78 T AR i 4%
PHY A CA BRiCTT T, CAEAS R H] TIXLEDfg, 5 frubt5 b MZEH] TixLeT)fg.

P LA B 254 I P S R CA E TS, BINXSEE 5 i 4 [ 9288, WHRACE A4 0N
B CAUEP, % CA B % LizdT. RG-S4 AEBASY.

B4k, IERTEAE A OpenSSL BUEHIE S s N ZAFAE /T CA SRIBGIESS, # EALEAT. AREMELE, 4
2 AL A ERIEFS AT A B CA IESS 5 5 0,

AR HNZ LA DIRERIE R, TS B REE A ISR, 26 2 WL,

TR LR, RN HRPIEFER.

B o



iEH

e aganREERfnE cA s [

T2 PATLLFRAEZ
* MK il + > RIMAARES, KAl BERIES.
s MU + > RINAE CAER, KRG AHEBRERIEHR.
pE
T A AR, 5 B (@), XTI BoRiE B MRS R RN WS .
TPBHRIES, W A IR . BHAIET A, AREEDFHRAT L R BB I B AR RS
Ho MR, RAURG S EARFTHES, W B AL A EE BRI CAIETS . 25 5 SO g, HR
LBAGE TR B
PB3 HANUEBINATR.
SZAMRDAERCE TR R AR, A BOIEA S K #5.
SRR A JyUEAS O A5 S AR E R 3

« EZRMX (C) - IE P AIE LR 1SO 3166 EZK/HXAAS . Filtur, 52 1 E S/ X AR
US. M Tz i £ 5/ X AR .

* JNSKE (ST) - Uk EFE ) M 24

* M X B (L) - WET PR, ] i AR

* $A20 (O) - WE- P P LR I ARl A ] 44 F5

CHHLABA BT (OU) - WE P S AL SRR A TR (B 1485

* BB (CN) - LR AR X500 AR EATATRER B Wl sl SO 4 1 4
PR W T EAMICE, A RERIIIATIER . Flan, HTZ Y51 VPN A FRUE S e 00 4%
CN.

o BEASEE B I E AR R I R EA IS RSA. ECDSA (Hf[E thek By 2542 40 8 EDDSA
(A2 R B 7 2 3

« BIRKN - BAERIEPINR DN H, BRIEAE 4. HE, BN 8 P 2
SRR TAL, T ELAZ# I O AR BRI TR G . SRV AR/ PR 928 T S

* RSA Z4H W DL 2048, 3072 BY 4096 fif .
* ECDSA 8] L& 256, 384 BY 521 fi7.
EDDSA % 4H7] L2 256 i/ .
 BHHER - UE PR RUOR B . ToR i R E B H I, BN BE N 825 K (AR
) o T EEIANE TR E BN AT DUE S DU AT — 7 VRRC B LI TR B . 15 5 A EE
POk BT AT S 4k
« IR HE - SRS BE, RPN E SR E — K.

SRR - AN TSRIE N AR I TSy e, BTz B EE
AR 2 H

it$ W
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B cessancaias

PS5 L RTE (Save).

=512 CAES

SAGALUEB MBI (CA) IEHH T2F AR . &2 AL, WARAMRIES. M1 CA
UEFSAUR IEFFR A N BAESS -

AR IXEAES R REMIME R, IS B DhREA A IRAE5 2R, 56 2 0t

ZAFAT CA UEAS AT AAMIEFS MU LRI AREL, ] L] B &R CA G (BilniEid OpenSSL
TRABIER) o SR)a, AL PEREP AR,

FiaZ |l

RASTRPERIDF—IR, DU & S A BB 254 CA UETS, HAE T IR 885 1)
HEF o 3X— H A A nl i R T2 e (R UE B AR d5cfT . S8 T LA AT show cert-update iy 47 CLI H
Wit A sk A . #0] LA configure cert-update auto-update disable fiy 4 K25 H # # 2, Il
LI# ] configure cert-update run-now iy 4 >RF3l FEE ¥ .

WP, R M H P EFEEH
PATEU N ERAEZ
* K iy + > RINZAE1E CAER.

o BEHREHER, i EE B g R (@),

HEANIE B FR.
GZAPRAERCE I B AR, A IEREAR G 1)

sl ERIER (BTEgnia i fUhBIRIER) , RGIEFZEE CAUER X (il *.pem) « VT
AP AT pem. .cert. .cers .crt Al .der. N, KEMERIZAEAT CAUERH.

TEAS P R IR 4545 48 R 20 55 R 45 45 EHLAA/IP Ml DL IS 4, SRASE A 10.10.10.250 f4: 4 TP Hshik,
{HEF i 3k >4 ad.example.com, U2 4

ZAE P52 4 PEM 85 DER #% 2411 X509 iF 5.
RGN (RIAIE 35 4 254035 BEGIN CERTIFICATE F11 END CERTIFICATE 47, {501

MIIFgTCCA2mgAwIBAGIJANvdcLnabFGYMAOGCSQGSIb3DQEBCWUAMF cxCzAJBGNY
BAYTA1VTMQOswCQYDVQQIDAJUWDEPMAOGALUEBWWGYXVzdGLluMRQwEGYDVQQKDASX
OTIuMTY4LjEUMTEUMBIGAlUEAWWLMTkyLjE20C4xLjEwHhcNMTY=MDI3M7 I zNDE3
WhcNMT cxMDI 3M7 I zNDE 3Wj BXMQswCQYDVQQGEWJVUZELMAKGALUECAWCVEGxDZAN
BgNVBACMBmMF1c3RpbjEUMBIGAlUECGWLMTkyLjE20C4xLjEXxFDASBGNVBAMMCZES
Mi4xNjguMS4xMIICIJANBgkghkiGIwOBAQEFAAOCAGS8AMIICCGKCAGEASNCeYwtP

B o



| i
mezizcAirsa

ES6Ve+S9z7WLKGX5J1F58AVvH82GPkOQdrixn3FZeWLQapTpJZt/vgtAI2FZIK31h
(...20 lines removed...)
hbr6HOgK1OwXbRvOdksTzTEzVUqbgxt5Lwupg3b2ebQhWJz4BZvMsZX9etveEXDh
PY184V3yeSeYjbSCF5rP71f0bGITu6+ud4EfHp/NQvIs9dNSPMEfXKieqpuN200jv
2pb1sfOydf4GMUKLBUMkKkhQnip6+3W

WS WK ILUE A HE BN MU, 5IEFEBkT CA IEFHE (Skip CA Certificate Check).
WUR T B A CA UEF 2N Z AN CA UET, TP I S IEHE .
W6 IS A LA R A

KL D) RE AV LR 1 ] URGE b € UE B IR U . b ZRAEUE A P i X e Ty e mT LU R
e, SR gn L.

XA TE T b R A AT A D e AR AT DR e b T IO AE, WG A A T . N, SSL i
BRI AL WA HEAR 1) Web JIR 5528 2 20 “BOUFAFR " &I . W AR LE b7 B IR PRAT A%
T, WE¥ FAEME T show running-config fiv 4 s (IS4 TlCE .

IXSEE TR ) A2 FE H (AR BLIESEST VPN &R, R e ATl LR RS i U T A T 50
* SSL AR5 #% - Wik A SSL k%5 as LHIE+S . 1] T-3h4 DNS.
* SSL & Py - WAELCAR U7 i) VPN A N FIIESS .
* IPsec & i - WAl TPsec 3 15 [H] VPN A2 N IETS

* HAth - %1k LDAPS 25 AV Snort Kl 51 A5 BEK g . (U4 E D REAFAE W AU, 4 b ittik
Tlo MEIEIE AT HABE U e 0k L AR LU e R, ARG A BRI ST A HA vk
T, T HLAA RS UM IE BT A I, AR5 A REIEFE LTI

TR ALLHE (OK).

L& (51X CAIEFH4A

{661 SSL fif 5 SEMS UL Th SN2 (5T CA GE 13415 SSL M WS 13 T MRLEAE 13, o Hedih 2
PSR B PR ROUE 15 AE AT T5ob st A, WU 2] 46, R AST %
AR, D, AAGE M Z (TSI S R P KR, ARSI R REHLIEE B (fg
LIS U W R B S )

ERINALA Cisco-Trusted-Authorities. {XAELL AT, A 75 EA01E B A4l:
o A BEGATAERINAPEFIUET . R)G, T LILE SSL iR 28 b v B S BRER A T 24 .

o S8 B ERRE SR EBOA AL IR BT ™ M . SRJm, B — D B A EIE B R e By
A2 BT S5 AR (94, R ILE RN SSL i SR 10 B (141

FHia Z |l
AR I B A P T 25T CA IR CIRENTMAREA RS T .




it |
B ===z caiEsa

{EL
o

TR ERIR, RGN H R IEFES.
FE2 PATLL TR —

o« BOIEHE AL, 3 St B PR AnE T 4.
o TREHIEBAL, i A R R (@),

FR3 WIEBARMARBIRA U] a4 s
PERA sy + KPRl

FEA AT LR FTAUET . RN, B UL eI B SZEE CA ER L EALHET.
WREA TR F LA P RUES, AR X By CEID .

LIS HERAE (OK).

B o



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



