=R A E

FLCR R DIRE T ASA BUE Ar S RHTHCE . BAR WA E S WU ERZE Ta LM IEe, H
CIFIESCRET A Dhfe . a0 R ST W B B A SRR 48 ASA DjRg, nJ LA Smart CLI 5%
FlexConfig T3t B iX L Ty fe
DU =5 0 40 0 B X R R 20 1) i P

* T Smart CLI 1 FlexConfig , 2 1 11

* Smart CLI 1 FlexConfig [J#ENIFIFR S , 55 9 11

* fiC & Smart CLI X[ 4%, % 10 7T

* Bii'E FlexConfig 5#Ms , 25 11 1T

* FlexConfig Sms b HERR , 25 22 71

* FlexConfig /~fi , 5§ 23 1T

5 F Smart CLI #1 FlexConfig

JEPMST AT F ASA LB i A 5L Le D fig, AHAE A DIfe . WA e 02 s B 1 P
T LIS B LA 5 iEA ] CLI L& D) Be -

* Smart CLI - CHEJj¥%. ) Smart CLI B FH T4 € Dh eI e SRR, S (AR N Dh e T 75
WA a4, AT EREEE . RESEIFREIMER, DUEEEIEmne &L A, W
AT T O T BEAT XN Smart CLI R, I DAZ5A FH IH 7925

* FlexConfig - FlexConfig 5% /& FlexConfig ¥/ 4154 . FlexConfig X % [ JE Lt Smart CLI
BRE AW, HREAPIT CLI. BEHIGEAE. U0 TR ASA FLE Mm%, JHLHE ASA iU
BRI 2.

Smart CLI Fl FlexConfig [ AE T AVFIENCEA B0 5405 Hdy SEns R S S R D fg
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. Smart CLI #0 FlexConfig 8933 F5%

AR URPRZUEY], U BURARR ASA 155 H HR XU ¥ 22 ) ] Smart CLI A1 FlexConfig.
=1
B

A LARC B A2 AR I (4T ] 4. 83 Smart CLI R FlexConfig Jit F 2 HE i ik 45 5 8080 & 1 SLfb o
HBLRARA B 5 2R

T BB 36 SRR S50 AT 65 U 1) Smart CLI N FlexConfig AHG 0505, SRR
SCRF PO AREAE T % P Bk B S e LR . SRS CRUE IEA (R34 5 HAl Bl B AR D g 1
T3k, Smart CLI I FlexConfig HHHETT AEBEIBEIRE . 370 40 (RIF IO ShAE S0k, SR A
BORE LGS SCHF. WA BER, V20 Smart CLI 2¢ FlexConfig.

PR 3 S TR b il B axX £e D e

Smart CLI #0 FlexConfig B3 i %

FlexConfig 13 P4 K 3= B2 FH gk«
« BIEAEM ASA SR & B, JF HAFAERIEEM A (BTSSR 1 W& IS A
BRI AT RS . AEIXAMEBL R, 157E ASA _EA#i ] show running-config it 4K 25 & Dh AT
B, RSP RER) FlexConfig X% . L ELE P 4% L show running-config i AT LA
KA
« AR B A, (BN RE BRI T EACE, 9] W SRR AR By rh e 1 YRR S 1R
B AR A B R e L, TR AR ThRE, T A SE 0 = WA IR FlexConfig, - 50IE 18 2
TR B FURAT
FAR TR O ASATCE [T, 15 JChf & 15 vl 2EbRUE SRS 0 B SO BE . Bldn, iy ) 4 SR A HE
ASA A I B Tl i SEIR AR AT . HTTP M AR 2SR (O phisRS A . URL if . S g
vimEEhle. T2 IR IR CLL A TUCE, ik, EASE B 505 WoR7E show
running-config it i .

)

ER TEATAIEE, WA ASA BB DI AAFE— X —EE KR IEZ AT B wees b5
AFR AN ASA FCE . U AR EH FlexConfig it & 145 TN HE -

Smart CLI 1 FlexConfig ¥t & & &9 CLI 45 %
JEEMSIT A A ASA G Ay AT E R e . BURIFIEITA ASA ThReH S U B ESEA, (AL
Difenl CAZE B BATH, (FANREAE B8 SRS SR P AT IO S . 48 n] LME A Smart CLI I
FlexConfig %} 445 5E e B IX L DR 5 1¥) CLI.

S sz A FH Smart CLI B FlexConfig F#hC & Uife, W S SOARHE IEMfEE T AR TIX e i 4 .
FlexConfig ANIHIE CLI iy &1k, A R IEHEEMALE CLI 2 2E R, EMHLLT ASA SCRY
1E57%
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REFR TS 0E FlexConfig 55 & .

* ASACLIFCEFRF 4 T W L E DIRE. FRFIALT:  http:/www.cisco.com/c/en/us/support/security/
asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

* ASA fn 2 S H e A A HHF I ING B %46 http://www.cisco.com/c/en/us/support/
security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

PAUR R0 T A R B a2 25 E

R FH R an{AT 520 FlexConfig 55 A%

FEASHTRRAR) S B A8 R AT I T AL E A A D D RS . AR, XESH TR T Re
155617 8 ] FlexConfig it & D it B .

Tre )G, 1852 A FlexConfig SRS RN G o W1 SRATA0] SEME RN S A5 R % &5 HL 4% B Smart CLI
s in H/J)thfﬁ%ﬂi R A2, WIS A B AR FI AR G S 8 IR — n) o 741l 1 B ) 55
HTHE . S5 A VIR, DAHS B e ICE Y AE o] Ab e B X ey &

RGNS T, R IEH S FlexConfig #0411 FlexConfig Xy R4 & B K i & (2
TR JCTL BB ¥ Smart CLI X%, HEIf# 4k FlexConfig SR 4 K& i T 17 il o

M FlexConfig S IR A7 1) R SR BT, - LA BRI OGE T 48 3l i 8 B iU B A . ]
b, ST DU BRIZ L %, B A (1) Smart CLI BUAS AL 1 #4 45 BLAS 0 B I P4 X 2o S /E S
%o BT EIR B EOR S, ﬂﬂJBﬂj‘%{ VAT G SR BR AR Sl 35— SEREE I O3, S nT DA X o8
XTR LUMERANSZ SR i % ARJE K S PTIE R B FlexConfig SR o

i E ASA B AR Fn =i | CLI BL &

g CLl S

BT RG] ASA B S ECE LD RE, PG S e e b b i Be & i AT kb 4s T i
T ASA FRA . BLRA SRR TR S HCE DAL ASA CLI BCERR . BBAh, Rab Nk & itk
T CLIRCE, IR 5 2t ASA MU B AT HLAL.

VER, AR ASA FLEHLS BUBI 8 RO E A K BF %R . VFZ BUPB i SRIsH2 45 CLI Z S RC
1, PlULEERX LA EABIME . 152050600 ASA R BUMITAH TIC & 2 1) G —Xf —HIR R K &R

FEAEMNG R, 1HE AT P IF CLI e, Bi53& S B 08T SSH EH:, Rkl
LR 4

* show version system JFEE R JUBL & MY 2 23 AR 5 o
* show running-config &5 24 i) CLI il & .
* show running-config all 4% 4 CLI Bt & 1 BT A Bl dr 2

Smart CLI #1 FlexConfig [JH & /&l E7E ASA W& bl R JCIEAT ] V2% 8 BRARAE b B v %
RCE M ThRE

Rk, EICVARCE AR 245 B as b HAT 45 ) ) EI’J ASA Difig. FRAIH I 28 F iy & X
i?ﬁﬂﬁéﬁ VP2 AN B A4, 281k @E**JJ:? TR Y S il HOH))’(ZF&E*H
R[] clear 74
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FlexConfig % % & s 1] By LR IX e iy WA G e EAIRANE T T Smart CLUBIR, PRy i 2o

A5 T A OB L R i

ZiFRy CLl v % #iE

aaa EHM R > FHIR.
aaa-ser ver MR > BHiR.
access-list Ei T

o 1] DL ethertype 15 i) 51 %

* INfiEfI extended Fil standard V7 A1 %1% . 4#f] Smart CLI 4™
JEE V5 ) 81 3K BARHE VT 0] 51 R 6 G A IX 28 ACL. 4R, 7l LA
R R 28851 ACL H. 3 ¥F FlexConfig [y 2, 41
Wi ACL (1) match access-list JH T AR 4% S i 28 51 o

* ik advanced Vi 511K, REKLVIINIER S
access-group & . T SREE > 7 ialEdl ok E
Y7 TR AL

* ANpEAIZE: webtype Ui i) 513

anyconnect-custom-data

i Fi%& % (Device) > #2358 VPN (Remote Access VPN) it &
Secure Client.

asdm LEIhEEANE T BB R4,

as-path @17 Smart CLI AS #42%1 %, F0K I H T Smart CLI BGP %4,
DLECE 16 RSkt ukss

attribute -

auth-prompt

BEDhReANIE T BUP B i RS

boot

call-home

captive-portal

SRR > SORCEN T L35 LR smH 2T

clear

client-update

clock

i & > RGO E > NTP KA E RG]

cluster

command-alias
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&iE

community-list

B Smart CLI § 41 X F1 R BibrfEAL X FIL X %, I T
Smart CLI BGP %%, PARCEALX AR IEES .

compression -

configure —

crypto 7EXF 8 (Objects) TUifi I, f#HIES (Certificates). IKE 3R (IKE
Policies) #1 IPSec 21 (IPSec Proposals).

ddns 118 & > B4R E > DDNS BR %Ml & 504 DNS.

dhcp-client —

dhcpd WKk R & > RFIRE > DHCP BR%E85.
)&, AVFdH dhepd option 4.

dhcprelay T B S APT H ) dheprelayservices %

dns i %48 > DNS 4AJi & DNS 41, JHli g% > R4 E > DNS
BR 55 8570l ix L4 .

dns-group 38 > DNS (AL & DNS 41, & & > RFKIRE > DNS

R 55 28 7 Mo ix 44

domain-name

{FH 38 > DNS 4B S DNS 41, & & > R4 E > DNS
AR 5588 7 it iX Hed o

dynamic-access-policy-config

dynamic-access-policy-record

enable —

event —

failover —

fips _

firewall B B DOCRR I By KB

hostname WKikikHgg& > RERE > 4.

hpm S BEANE ] T BB RS

http WikVig& > RERE > EBIAE, AIREREOENR.
inline-set —
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= )Fg CLl 9% %
interface ] - BVI. &BL. LUK | #9BEIL.

M. FIRPUR A F 4510 .

1E1% % (Device) > 0 (Interfaces) Wi L, ECEWHBEL., T8
R ERAEE o SR )5, AT d ] FlexConfig Bo & HLARZE I .

{ESFFax sz 128, 2% B0 R interface iy 4.

cts

ip address

ip address dhcp
ipv6 address
ipv6 enable
ipv6 nd dad
ipv6 nd suppress-ra
mode

nameif
security-level
shutdown
zone-member

i& T vni redundant. tunne

7 &% (Device) > ## 0 (Interfaces) Jif FACHE 20, P& P

I interface AT X R A R 1,

ip audit I Ih B AN T T BN A8 ZR 20 . T AR FH 7 I s 0 00 3 N AR

ip-client PO RGN E AT B R N E RO, TE IR E > R
®E > SEEQ.

ip local pool f &% > w2 VPN, B ki,

ipsec -

ipv6 B Smart CLI IPv6 RIZR 4R, F1KH T Smart CLI BGP

W%, UARCE IPv6 gyt ug .

ipv6-vpn-addr-assign

fi g & > mi2iAE VPN, FoE bk,

isakmp

&% > uhesiE VPN,

jumbo-frame

W FORAT AT 1) MTU 39 4358 HEAE 1500, RE0K Haha
SRitLE7E SN

Idap

license-server

& > BREVFATIE.
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&iE

logging

&R > REAERZS[ARE > RHRE > HEIERZE.
fHJE, #&ALAYE FlexConfig HIC % logging history 4> .

management-access

migrate i & > ImA8 18] VPN A& > s 8 VPN K i ) IKEv2 3¢
o

mode BT B3 SRR SR

mount —

mtu R & > 0O LRE & 11 MTU.

nat 1 FHSEBE > NAT .

ngips —

ntp iR &E > RGRE > NTP

obj ect-group network

object network

R > M.

ToVEAE FlexConfig @I EE W26 G ol 2l (H al A T AEASTRRL Y 160
G TR P T ST R 20 AR AR

object service [natorigsvc

object service [natmappedsvc

% fLVF object service i %, (HIGIAGMH 444 [natorigsve B¢
[natmappedsve FJ P EEX % . fEIXSeLZFxr, W H R,
PR R AT A4

passwd

password

passwor d-policy

policy-list

@15 Smart CLI SIS 512X 5, KL T Smart CLIBGP X%,
DU & S50 51 2 o

policy-map i 4

ANBEAE SRS ISR T C & DA 1 %o
priority
police
match tunnel-group

prefix-list

@17 Smart CLI IPv4 FiZ8 58205, FEK I H T Smart CLI OSPF
5, BGP X%, DIELE IPv4 B &id v,

priority-queue

privilege
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&iE

reload AR HFE RN . REAMEH reload A HE RS, EHEHIM
J& reboot 4.

rest-api BT REANIE T BB R4 4% eIt i FH REST APL

route 9T & > BR BRI A

route-map Q% Smart CLI B BRI 5, IR T Smart CLI OSPF 54
BGP X§ %, LAMCE H h e .

router bgp % FH3&E FH T BGP | Smart CLI #54% .

router eigrp 1 FH3&E H T EIGRP ) Smart CLI A4

router ospf i 1&E B T OSPF [#) Smart CLI #5545

scansafe WL REANE F T BB ZR 5. 1 A8 U7 ) B A0 i i URL

setup BETIBEANTE T BB B R

sla —

snmp-ser ver ] FTP API SNMP % Jific & SNMP.
fHE, fosnl ARG & Bk A% F G TR APL L& (23, 6illn enable
oid mempool .

ssh KxVin& & > RERE > ERipE, EHEEZROLIR.

s % & > R E > SSL R E.

telnet SR BIAE ANSCRF Telnet M. A% SSHifi AN A& Telnet Uy il 4 45
CLI.

time-range —

tunnel-group

% & > TFEiHa VPN Fflig & > ih 508 VPN,

tunnel-group-map

&% > EF2iHia VPN flig#& > uh &8 VPN,

user-identity %G > 5.

username PG CLI 7, 1541 I SSL ik & il &5 2 1 H-447 1] configure
user T4

vpdn -

vpn —
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smartcul 2i5. ]

= FaY CLl 4

&iE

vpn-addr-assign

vpnclient

vpn-sessiondb

vpnsetup

webvpn

zone

zonelabs-integrity

BEDIREANE T BB R4

Smart CLI 154y

R R TIZ I REN Smart CLI AR -

AR AR UE T Smart CLI BEARfiC & OSPE Al BGP. {H/E, n[ifidi& & (Devices) > #H (Routing) i
MAE “HEHE” (Advanced Configuration) 5 [ ] iX LR AR .

TheE

=R 13t AP

W& AS B4R

ASPath BT Eh O 51 ASPath X% .

X5 Vilgil

VTR 513 O T 8% N B9 e BlibRitE ACL. b ] B
FlexConfig ¥/ % (HTHLUEAMH ACL [ AVFad) &AM

PRI .
W KA | PRRAIE | QU T R T TR bR A B2
FRYERL X 51

X5 RISHIR

IPV4 HIZ8 5% 178 TR 60K TPv4 B IPv6 RTZiAI % .
IPV6 HiZk %1%

X5 HIRFIER | HIKFIE G I T % HN R SRR 813
X5 BEHIT | B U G P T B PN R A B P RS

Smart CLI 0 FlexConfig A% M #0 R i

J# T Smart CLI 5% FlexConfig it & I RERT, #5210 BA T L AT,
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B ==smatcuxg

* FlexConfig X} % rf 5 S r & N AE B L % 2 B B RS CEL4E Smart CLD & LI ZhRERI BT fr 4 2
JEHEATERE o XA T AR IR, 7E B R X e Ay A ET, IO A N R SR 4.
R EAE Smart CLI AR H 4 H FlexConfig CH0E I H , W5 5c QI AIHE FlexConfig, A%
IR Smart CLI AR . 4lt1, 4 52 4¢ 1] OSPF Smart CLI 4% #9770 i EIGRP & (11, 15568
i FlexConfig it & EIGRP, #XJ5f%: OSPF Smart CLI #4i »

* WS EMERIELS FlexConfig AL E 11y sRIIAERY 55y, (7 Smart CLIBUR S % hfE, W
S AR Smart CLUBSHR FHE T ZIhREM %o SRR, FCBRCH, LUE Smart-CLI L #2) HEAR
PSS RJ5, %7V FlexConfig TINER %0 e, JFEUHMENE, L& Sl ERIZALE.

fic & Smart CLI ¥ &

Smart CLI XF 558 3T VAL WAt E BLas I E M DIfE . Smart CLI XTGON DIfEfC B It T @ fE
MRS X TasEmsite (BHD , Pra R ar S C e ik e RAER A A . Rk,
JVEAIRAEHT CLI A 2 HEAT DIRERCE, {2 Smart CLI X % I A FlexConfig %%+ HAT B KT
o

AR Smart CLI B SEFE 0t T — @ R T, HURT L1 ASA I BNt 22%, Tk
A, TR AT LR SRS R IERIS AT RO . Sl AT AT D e B R Al A8 T ) ASA
Be'E, HUHGAE Smart CLI X A AR [R] 0 i 2 241

Smart CLI % SR 5 Lh X BT 7041

\}

IR P XHPTA Smart CLI X % ARK 4% . 15 FlexConfig ANAIF) &, Toik@I#E 24 Smart CLI 4%,
ARG TR PR N B U O L E K D e 8 Smart CLI X 4.

TR ARE > SRRETATHEERE.
P2 A/ “BICE” Hakhdidi Smart CLI R HIAH N D) RENX
T3 PATLL R AL

© BAUEXTE, i+ &L

o SRR, i i g b (@),

SRS, i % A A (O,
HI 4 KR LFRRY O % 5D .
HIBG S E RS HE CLI 48R,

ARG 2R A S BB BERE 1. e, R BORBIT T i i 2. IX L & R os BRI
() e G L
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fit & FlexConfig 5B .

FIR 6 IHT AR B I ARYE T AR A I 4
BT ASA B¢ BBt ¥ees (il BRI OATTE D MIERCE . A TAHNACE, SRR
BRAF e 2Lk, RIVAT B I 6 W9 46 P e e I B AR o (9 TP Bk ROz T2 06D
PLUR 2 S AR ) — Le 47

o TUEPR R, 1A E, ARG YIESRMTIRTIEE (EAMEENERT) o %
PR 2 B TF B AR & b, SR ZIEIAAE (B e D o ERREER T, RS
PRI
B, {F OSPF Bk, a4 router ospf process-id 7 flbr a5 T H I B “dEfE ID
(1-65535)” , iy process-id I, ZFBrasmist s . AR AR .

o SEPRAR BRI, W AT AT BER Ay A T ARG B AZIE I, W4 A ) BoR IERRE i EARH sl S
o FERIXEEH N4 .

o AR L5 BR/RR S R R . RAEARSHCESEHM A, BN TR IX ey
SARERHTACE . AR BB, HSHER LB REZERAME. W AR R E T
4, HEER IR AR

o OB EIRARAERT R Z G T A g P 2, 1 s iR Oy R B .

s TR MHER A, TS AT L.

o WA YA, E AT S AN - 2. R O ERAZAT, AN S N R S N

o BRHIGA, AT R e, RFEBESR. REEZREAGLSEUN, A RUR
il dr 4

o BOMBR R Bl dr S, TR A, SR PERNRR . JCVR N R AR D AR 2 B 23 1) i
é\

o

T AEE (OK).

il & FlexConfig 7k B

FlexConfig TRM& H & 75 B ¥ 25 2 WA TiE & Y FlexConfig X% 413 . RS E 1% 50 A2 1 )

%, BT HoAhoe 548 AT e SO A .

FlexConfig %f % i 5 X iy A N AR WA R BERS (A HE Smart CLD & LZhAERI BT A v & 2 Jr ik
ATHRE o X AT AR OR, (B 1R 8 R L IX Ry AT, OB U A N IR N 1 55 i SR 75 A
Smart CLI #i4 F1# ] FlexConfig S\ 3 :& I H , 15661 E FlexConfig, FAEMHHE Smart
CLI 5t . filtar, G RZfH] OSPF Smart CLI AR 5581 73 fic EIGRP #% (1, 1#556 /8 H FlexConfig Fic &
EIGRP, #XJ5€% OSPF Smart CLI FiH .

)

ER AT T UReM Smart CLI B, WIANAI i H FlexConfig #HTHLE . 2 FH Smart CLI X%,
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FIAZHI
%k FlexConfig X% . 12 LLF 8
* fit & FlexConfig X% , % 13 T
* {f FlexConfig Xf R gt Ar & , 5 14 10
s BCEBPIN G, B 21 1T
UK

$IE1 {£i% % (Device) > SR ELE (Advanced Configuration) s5i i & EE & (View Configuration).

P2 {E “HABCE” (Advanced Configuration) H > H K /X siili FlexConfig > FlexConfig % & (FlexConfig
Policy).

SR 3 FHATIRT XS,

o BRIINTG, W A HF. WAR R AR, 3 613 #TRY FlexConfig 33 % (CreateNew
FlexConfig Object) K& X .

o BMIBRAT G, G %A H AT X

VLR X GARSE AT, AR T AEAT AR FlexConfig X5 i SCRIBCE . X FE AT LA fR AL
M FARO B O AN s B X B o

SR A ETUYE AR PRI A 4
A P I (Expand) 4441 (BJ5 midi#f & (Collapse)) N5 s, LA S i b A A K iy 4

"*Hﬁrﬁi%%ﬁihﬂ%ﬁlzfE’Jﬁﬁtﬂnnv T RIX L A & IEAf HAT R S b (RO L i AN
TREHR I EA Y, AW Lk .

EE
RGEARAUER Ao AT LA AL R T e A E ) 2 o 7E0E 2 i, VAR T T

PIRS iR TF (Save).

T—$ i 4

%’ FlexConfig SMgJr, AFAik & F— B SR WARMBLENR, W IEXZR T CLL, 520
FlexConfig SEMEHIBEHER » 5 22 UL,
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B & FlexConfig 35§ .

fic 2 FlexConfig X+ &

X ICiRAE ) WA PR TG B R )€ ThAE, FlexConfig % % A5 Al B IX SR IIREAT 75 1) ASA i
Lo IR N IER a2, HIEPFERR. REAKIUE FlexConfig X4 1 N %

FRVON BB RN A RE B i R T 5o B0, Wi e X banner JFECE RIP B EHEML, 154
F 2 AR o an R CAFB IR 0 S R B 25 AN D de s WURT DA S A i b R 5 8 B &, 1 LB
5 AT SR HERR .

)

AR 152 H5 enable Al configureterminal v . RGUK H 8 AN E A 2 I IE A

PR ERE > BRRET AHEERE.
P2 E “EBNCE” Hx KA FlexConfig > FlexConfig 3 5
PE3 PATEL P EAEZ —

© BAVEXTR, TR+ AL
- BWRIERANG, W ATZ g g E R (@),

TGRS RE RS, 3 S iz g e E s (O).
HI 4 GG R LT OF % 35D .
UG (EARUY, O TR G S P T A

WE— A3 (R AR AR 17 e B s P B SOW B AR i, FLARTID 3 B R 2% L i 1 AN 1] A2 K
B, BRI E R DR AR . T AR AR R R, Nk B e

A RBIERE AR (S R, T5S PU1E FlexConfig Xf S QI AR, 4 14 1T,
PG (ERRMRAL ), BARCEZIBEITH I ASA .

DA ERIUR SN 2, DR E iZIhRE. (6 ASA CLIFCE M, T fEWi AN 2. elf
A ASA LA BB S S at g e IR i B S, MBI ES % .

Ak, W] PAE R Mustache 325K 51 AN EEAR &, FRFENE R, 152 d 51 FlexConfig & &
FIRTRAE , 5516 Ui,

LUR A2 BN BUE S — 254
© LLRINAT, WPREOGARIAEAT R AR5 14 Enter .

o TATHIAS I, IEFEAE S {{variable_name}} AR B AR 0F T OIS AR &, S
R R HAN @ PE: {{variable_name.attribute}}. T @ISR, ARG E, iF
ZYAR s 5 H: {{variable}} 5{ {{{variable}}} , % 16 i,
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B %= rexcontig g iz R

* BH ] Smart CLI X%, WHEEAX BRI HR. W TS Al Smart CLI P c & 1 8% thEFE, 150
NEFERRIRST . 152 M 4E FlexConfig X% H 51 Fl Smart CLI %} % , %5 20 7.

o RGBSR SC EIT I R FAR BHERL, TRONE & /N I3
s ALTEEHR, HERA R R T ] 5 2

FERT ERUHERIS Y, S AR R A0 5 E SO BRC B P K i
“HGH AR L, AT E:
< U TE . AEFFTRE IESCP I A & T, ARGURE T IX S iy & S PR BB L. XK
TR — TR B AL .
* WA E L A FlexConfig S s B3t 52 1075 sORMIBR % Dh i, RGO AL IR L iy & M ik
IR A2

DAL G E SC PG B ) CLL il (KA % IR A vl e Tl B BR A B A L O
BrERE A S, 1AM R B AT & o ICREAE R I 1A S, I FUREIE B i e A ORI
AW GUE S P OB P IR i, 1 H AR . BARAERINR P 15 2 iy 3
i no ¢ clear JE3(, WIRESRMCIAMIITIRE, “HE” kb LS ek, W
HR i Re 2

i ASATiC B A5 F Fl i 2 S H W e AN (a4 A, AT DUEF s i S I B . B, (el E
RIP (0%, HAS norouter rip fiv 2 BIATHHER A router rip L&, HHE a4,

AR, a4 A Z A banner login iy &G ZATHME, W H> no banner login iy 2K U 34N 6 %
FE Il o

RO 2 MRERT S, WO B 75 2% IS 1) IR 5, B se iR 51, 2R
MBRAT S B, i RELEIE AN ACL, BEERERTSIHIZACL, BJG 72 5ug e g |
WA, B IR SS SRS S FH SR ms S, T2 T AR 0 204K M e IR 25 SRS« SRS LSS L 2
LA ACL KAHBLE -

T8 fLE.

T—%#ita

B — FlexConfig X RA L LLIE & o W IURZA S8 2 FlexConfig 5#l%H . X FlexConfig
WS P G AT S . XA AT 44k FlexConfig X %I N RF IR H B M —2eHE %, TiAS A3HE
XNt 1S NCE FlexConfig 5% , 28 11 UL,

1£ FlexConfig W R HE|ET =

FlexConfig %§ % H 4l AR AR 1Z S 3T 8 o WA AR E s R, Kk, Joike AR
i, SRJGLE AN FlexConfig %) % i %4 & .

A PR LU LR AL

B =srE
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o ATDAFR A A e 2 A BAR E SCRIRT o IR ILS L S AN BN 42

o ATDARE T RE BN GUE SRR HIE . PR, ARG E Sl HSgiiEae s, Mot
FAEI . WRGHEAEZ DT PR, KA.

JEFR i B 1) FlexConfig %f % Hhys N2 & 1) i 2 .

FB1 NEE > SREE TP i) E FlexConfig X % .
15 Z WA E FlexConfig X% , i 13 i,
PIR2 =M PAT FIIERIEZ —:
o LIRNINAR R, T R + O R R E AR, T R IRINE 2 (Add Variable)) .

. TREASR, %A dns R R (@),

MR, A R B (O) bR . B AKERR IE SCrh I A O AE 0 511

FER3 AR ARRAUN] (5 A RTESD .
TR A PRI ZER, R BOE P A
A DA LT SR (AR R B AL 0 A () iy & Bl 2R (R
© FEFER - ORTARR P, BHA. R A

CBCE ML ABOES. MG S (ST SRR, T AR i
PR 542 2

© TRAE - WU/ SRR .
© W4 - “XI5” (Objects) BT b g ST RILE XS R uld] . TEFE 20 Z 4

« B - “Xf4” (Objects) G 5 X TCP 5 UDP it 1A %o 23 6 4. ok HoAth sl
TEFRA X 5

« 3O - “WK” (Device) > “Hz117 (Interfaces) JUIM b MFREH . EFAHL . TIEERE
HLFRAE .

o | P - Ay 45 R BT 258K S 1 AN TPv4 B TPv6 TP ikt
* %40 - 4 FlexConfig & LI E AN G . EFN S . A XIS HN R ATEANE R, ESHACE
BN, 521 0,
WIS (& “ALH" (Variable) MIHHE T 7750 (Add) 4%k 7F (Add Variable).

UL, AT EAfE FlexConfig X ¢ 1E SCHRI i AR . 51 A B K7 SR AL BRI A AN R o A7 T AN [l o
AR WG X LA R AR S, TS0 81 32

| s40E I
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B 515 Bexcontig TR AR EE

o AZE G| {{variable}} B {{{variable}}} , % 16 7T

o oy {{#key}} {{/key}} FUR RS {{"key}} {{/key}} , 18 IL

L6 £ “FlexConfig X4 ” (FlexConfig Object) X iFHEH 5 Hi g E (OK).

5| F§ FlexConfig T=f1t0ZE &

FlexConfig Kf Mustache ff: MR TE =, (HECFFAR T LU R &5 A 40 DI fE . AEATX L) Res | HIAE
Ly R IEIF T LAL P,

25| AH: {{variable}} X {{{variable}}}

FE5| F7E FlexConfig X% i e M AR &, EATH LA N RoRik:

{{variable_name} }

{{{variable_name}}}

KA UL T oh A e A i, P s PR AR R B FRE. BREMIP. WA
AR (&), W ZE KRS o 8, AT LMRZ T A AR AT B

(HIZ, 0 T3 1R £ E BB A B R R IR AR, U AT 5 JF AN R R (R0
PEI A FR . TIE b A A AH D6 5 24 (¥ APT Explorer HFIBE AL A R IX BG4 Fk . L AUASBALL T 3
AL R AR R B Mg, smDAED.

{{variable_name.attribute} }
B, AN net-object] HIMIZEARTE (710 MILERT 5, MIANEMZEAD) KogHihl, w746
{{net-objectl.value}}

W ARE T R N B SR R B A, WA — R0 555 5 i E v NI RR (. i,
B2 D) TP kb A5k 40k ipva Fipve 4L IO % TR0 . Mk, KR40k int-inside (3R 1A A
HREELD) (R AR () IPv4 bk FI 1 I HERS, AT LA

{{int-inside.ipv4.ipAddress.ipAddress}} {{int-inside.ipv4.ipAddress.netmask}}

)

AR wiyTIT API Explorer, i s 2 3EIEMAL (1) JHk#E API Explorer.

RIS, SIS APL B AR A s AT REAE TSI (W X80



| mgEE

sang |

TEHEE S IREY LER
AT R1E TE: B true/false. AT /RAR & 1 3= 2L AT & FH T30 43 B30 1] 356
(ﬁﬁﬁi) {{Var|ab|e nane}} %o EIu%iﬁﬁﬁ@ﬁ%@ﬂﬂﬂ%fﬂ*%ﬂﬁﬁé, leﬁu, ﬁl]
s S IS TR TS
aPoT:
L A AR P B AR JE P, W TR A AT R
{{#variable name}} ﬁfﬂtiio
commands
{{/variable name}}
R85
{{*variable name}}
commands
{{/variable name}}
o TE: fE “W 4”7 (Device)> “3% 1”7 (Interfaces) TUIHI L3 XAn 4 )
(W%AsE:. APl | {ivariable_name.attribute; } Bl TIEIRRA A%
B Interface) | g4y, BeIBR Ay SR T A . Ah, B BURARE TR,

{{#variable name.
commands
{{/variable name.

[ EER5

{{"variable name.
commands
{{/variable name.

attribute}}

attribute}}

attribute}}

attribute}}

Bl 1P Mkl X % o
PUR 248 n] Re A FH 10— L8 = B g
* variable_name.name & [F|#% M (112 5 25K .

« variable_name. hardwareName i [F14% 1135 144 5K, 2
GigabitEthernet1/8.

« variable_name.managementOnly J&—/Mi/K{H. TRUE
FORZEE OBOE SOV T8 B . FALSE #/niZ$ 1
M TRA BRI E . ] LR R I AR5 %5

« variable_nameipv4.ipAddressipAddress ik [1]4% [ ¢) IPv4
Huhk

« variable_name.ipv4.ipAddress.netmask i [7]3% 11 /1] IPv4
H kB P HE AL

IP
(faj AR )

et
i

~—

{variable_name}}

HAS TPv4 B TPv6 TP Hudik, T8 M & AL ol Ay 458 K o

s40E I



. #4 {itkeyH{/keyl} #0152 [8)FR 5> {{Akey}H{/key}}

EREE |

TELRA SEIER 15t AR
) 5% TE (MEWTFR) - “XI4%” (Objects) TUIHI b IR ZEXF G ok Al . w4 845>

(W R A& API
PR 2

{{variable_name.attribute} }
W (HMR) -

SUSEARILLS A
LR 2 A Rex A i 2wk

NetworkObject) * {{variable_name.name} } IR [1] % £ %} G 541 44 FK o
{{#variable name.networkObjects}}
commanis referring to one of * {{variable_namevalue}} iR [FI M2 % (AEMZ541)
s [0 TP ML Py 2o WA AT IE AR P 26 P 2 0
{{/variable name.networkObjects}} %Téﬁﬁﬁ/&\, 1§|Jﬁl]1f}ﬂflffﬂfﬂiﬂ:ﬁﬁ$%? IX_XJ?%EE&&J@
k.
* {{variable_name.groups} } i [} £ 21 H A, 25 1 X 26 5%
ZFK. SRS R GMH, HAeHs
brid EAFR DA AR BRA N 25 . ] {{value}} 8L
{{name} } KK Z % PILE XS RN 2
e TE: B AT S ML /5 (s - BNk
i 11 T=E: 1E “XI%” (Objects) TLIHIE X [f] TCP 5% UDP %y 1% 5. %
(W% A5, APl | {ivariable_name.attribute; } 3 A, it AN di 4L o
FEE A 2 DL 72 AT Re et 5 F 1) 32 B 1k -
PortObject, * {{variable_name.port}} i&[|%i 5. PMIAEIELEN .
tepports B
udpports) * {{variable_name.name} } iR [F]3i 1% G 44 F5K
Y LE: 4 FlexConfig i X1 #HIX 5o

(K% Ax . API
TR 2 Secret)

{{variable_name.password}}
.

{{{variable_name.password}}}

NAZHEAT (R 5 HI 23R [RDIN % 7445 H: (1) password J& 1.
MR R ERR A (I &) A =

5y

TR
(fij AR )

TE:

{{variable_name} }

AT R B, BN T A4

847 {{#key}} {/key}} Fn 5z [5) ER 53 {{Akey}} {{/key}}
B4 B 1 B 432 B0 TR 5 ORRAD 2 I fir & B, 0 BB A A B4 o ) [ A B 7 I e

TR AR I S R )

* WEREPD A BCEATARE A, WARBEH > (SRIFR RS o WA P10 FALSE 5iX 5
AL, WEZHR Iy @A TRCE . %M st 1.

LUR 2 RS o (R

B =srE
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A AL IR % (E T

=

<=

mmaezEss ]

{{#key}}

one or more commands

{{/key}}

R S5 BRSO R T . 0 K391 FALSE SOM 6 938, TUARSRR [ 355y . 1 53591 TRUE
SRR P, SRR R 5

PAR & S ) 70 RS o ME— R DX 4 A AT 5 BRI bR i o

{{"key}}
one or more commands

{{/key}}

AT S 21 38 53 A0 18 B (1 = 2T ik

ZAHASR AL B> EEORGE IR MR A M AR . B TiZA B &2 % (1 objects &1
T, ATIEAHI I [ W 4 L rR R DA T AN [ 22 DS EAT R i 2

ARG G e LT Z B/ S g%, HXEE L AR SN2 N E. ik, &
Al LLAE ] networ kObj ects J& - 3 BT A0 & % 5 10 A 2%

B, R ENLN 192.168.10.0. 192.168.20.0 A1 192.168.30.0 (1) M 45 20 44 F7 A net-group, N w] i ]
U\Tﬁ/jéjj% RIP % pHHHEC B P 25 i 2o VR, AU EE X %01 value J& Ik, DA AEAS T 43

LI FH net-group.networ kObj ects 2 IRAE i ML 0 S 3R EZ “value” J&YE.  (X) T FlexConfig
X\J‘%\EPFI‘J “value” JEE, ANFFEOIE AR E, )

router rip
{{#net-group.networkObjects}}
network {{value}}
{{/net-group.networkObjects}}

RGURALIB I G R e A -

router rip
network 192.168.10.0
network 192.168.20.0
network 192.168.30.0

WA E T RAESE X RPT AT ELIE

)

ER M R E S & . B, ARRAS 6.7 FFUG, ASBEfEH FlexConfig it & SNMP, fij 2425

O T 1 APT SNMP %5 .

GRAH N R T EEARIE T RIS B N R 8 TRUE, 8RR AES, WASHEIZER S W S A5 K {E 4 FALSE
A (B %) , WSz

s40E I
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. £ FlexConfig X338 & 5| A Smart CLI 33 %

R EETAURME. Bln, e QIR AT/RARR, IR aE TREIESERN . K5, Wk
i 20 BRI FlexConfig X5 P K — B 70 iy, RS SO /RAZ B IOMEL,  Jo i ARG Al R
LeAT . AR IR T B D BEAR A 5 -

B, anFAEH FlexConfig i3l SNMP, W n] fe4y B GE1 OCA] SNMP Falk. #8nl LLGd 44 4
enable-traps A /R4, HEVIEILE N TRUE. R A, WURFFESCMMEEE, AFmiada. KBt
FCN FALSE. fRAFEZX S, ARG EITEACE. 2/ FFIn geu ~s:

snmp-server enable

snmp-server host inside 192.168.1.5
snmp-server community clearTextString
{{#enable-traps}}

snmp-server enable traps all
{{/enable-traps}}

I AR T G A R A AT IS AR . 0, ST AR B 11 b R e i 2 i A% 1 A
IR T H, £ MBI, int-inside /EF5 17144 4 inside (132 0 (R4 D28 . A0 I AR 422 0 B AR
T4 PRI, FlexConfig A AJ #£1%$% 1 _ERECE EIGRP A4 LIk Ii. Al 4 FH S i) 3584y, DAMEAAE Al /K
{# 4 FALSE I A4 Bt & fir & o

router eigrp 2
network 192.168.1.0 255.255.255.0
{{"int-inside.managementOnly}}

interface {{int-inside.hardwareName}}
hello interval eigrp 2 60
delay 200

{{/int-inside.managementOnly}}

7£ FlexConfig %152 &1 5| F§ Smart CLI 3§ &

Q% FlexConfig X Gy, AT LAE AR Fodis () AT LAAE e #6 Bas h L B O 5o i, SsmT LG
i CE ARPIE AT S E AR

fHoE, ABELAHRA )y 545 ) Smart CLI X% .

A, ARG i 75 245 FlexConfig Mg % FH 1) Smart CLI X%, UG AETE 4 (147 B4 A\ Smart
CLI X 4145

filtar, BCE PSRN, AT REARRE Y VT M FIR AR RS . T U5 M 5K 24 Smart CLI
Nf 5, T EAE ] Smart CLI AF% kA3 ACL: AREAE FlexConfig X% i i access-list #ir 4.

Wltm, WIS TEAE 4% 192.168.1.0/24 F1192.168.2.0/24 2 [i4: 5 /5 J DCERPC #arill, [ AT LA T
E.

S AN O G B E 28Xt % . B, InsideNetwork F1 dmz-network.
HIB 2 7F Smart CLI ¥R Ui [ F1 3% G il T IX 2661 52

B =srE
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MName Description

deerpc_class

CLI Template

Template

access-1list dcerpc class extended

configure access-list-entry permit -

permit network source [ InsideNetworkx . ] destination [ dmz-network

configure permit port any .
permit port source ANY destination ANY
configure logging default
default log set log-level INFORMATIONAL log-interval 300

PIE3 Q% 4 P48 17 Smart CLI X % /] FlexConfig %f 4.

W, Wd XG4 “deerpe class” , FlexConfig XN U1 Fin. R, EBUHANR G, A~
XIE I Smart CLI X R AV TT M F13 K [, BUAIZA S SEFr B IFE@ R FlexConfig il

Template

1 class-map dcerpc_inspection
match access-list dcerpc class
policy-map global policy
class dcerpc inspection
inspect dcerpc

MNegate Template

1 policy-map global_policy

no class dcerpc_inspection

no class-map dcerpc_inspection

L4 KX INE] FlexConfig HiMEH .

~

BEHANR
BN G 1A B A T B A BB AT o o i R ANAY B B ik A A5 £ FlexConfig %) 52 57 Smart CLI
Bt A AR, T AT RO — AN AR B

| s40E I
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B Frexconfig sEmssRs s

TR AR, R MNHRPIEFER.
FE2 PATLL TR —

© BAPEXTR, TR+ AL
- BURERANG, AT g E R (@),

FREA KT TR G, 1 izt g ikgmE b (O).

HII ORGSR (R4 TS0
SR 4 {E BT BRI RS B i\ B A 5 4

BN R GE 2 BRBOCA o

P rLE.

T—5Hit4
o WIS AN A%, BAE FlexConfig Wi %X %, %44 FlexConfig X%, g —AN3H12%
RARE, HIERZN S, ARG, SIS IEChIA . P R, 152 {E FlexConfig
XA, 514 T,
o WY 4EAE A FlexConfig S — /0 7€ FlexConfig X % h i F OB G Xf 5, )55 s B L
DA R BT 155 H BT e 4
* 7 Smart CLI BEM Wi ay AT 2%, WIAEgn AT O S8 MR & 6 BIX L0 5% . ik
P T R 0 E s .

FlexConfig 5% B ¥ FE HEFR

Y’ FlexConfig TRME J5, (FAIK A B3B8 M4 S, WIREAE “frab B oe” eHEHEP i) « Bk
HEER” R, EAEERIEMERE. MEE R HE, BT DA R B RN s
NV . FTITHENY, Ay Py e f R

W T FlexConfig ) 0B RN, WITELNMR B3 Sy A B %6 2 1 FlexConfig X%, JFERA
Wi 4o A A B IEXT S R AR o SR AR —NERE, T I B 1 G X U
HE

B, 8 T] BT S E Ak TCP BEK /I (TCP MSS).  #1] LUE 1] sysopt connection tepmss #ir 44415
PR E . I WA BEASACE I, IR R B A BN 0, 177 ASA ERIME N 1380,

ASA BRUEREALEAEH 1500 ERIA MTU 1942 1 _LiZ4T IPv4 VPN IS I EEAL R . RE T E 120 D7
T VPN #i3k. X T IPv6, RETHE 140 NF5.  Ehpif BRI 0, AN e iF& it MSS,

B =srE
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FlexConfig =51 |}

OB IEF R R AR RS, U AL AR MTU CERSE 1500 ) MTU) 15T

o BT TCP MSS j&— MRk B A LRIEE O, FrifCy s PR aEnt VPN, Hik
Rt 2 oy Bey, AR AT M AR AMEDL R, PR TCP MSS #8 MTU - 120 G&EH T IPv4)
i MTU - 140 GEH T 1IPv6) , JREF— MTU H TR, e, RIS E T MSS,

G2 TLS/SSL fif 25 5l iR 55 % R LA A A 75 AR e MSS, B i#EH 1 MTU & E 1% MSS Jf
RIS E ) MSS.

AT BN L B B E0R TCPMSS BEA 34711 i & iy ZEH A8 A7 41 0 dee /M
DIk, A3 BISREIT LU AR R B A iR -

- Deployment Failed: User {admin) Triggered Deployment
ploy gg I

“Template” field of sysopt-connection-tcpmss caused an error. ERROR: [3] is smaller than minimum allowed MSS of 48 by RFC 791 Config Error -
- aysopt connection tcpmss 3

sysopt connection tcpmss 3

BER HIX LS IC R A R
1 BN R, Hh s S G R 1 FlexConfig M R IR 0 5 42 FRbE4E 2 g 480 15 HE,  LAE
PRI T IR R R . X RS

2. UL “ERROR: 7 JF3k(SCAIE VAR [FIE B o FEBE NER i 2 A KE A SSH &P s 1 17
BUR, ASA B X PN, FEAFF, A REE L “ERROR: [3]/MF RFC 791 oV
/NMSS fH 48”7 . LL “Config Error” F¥3k [ SCA 1 M AL et 1 T B I RF )2 AT o

3. M SO SEBR PRV R T FlexConfig X447 . 2B E AT, ARG, R84 MTU
1500 310 F CHRABM) 2594 TPv4 VPN &, TN 3 ok 1380,

BREAGIN, v fREFTIT CLI 457514 374 F show running-config all sysopt 2 {1 sysopt fir 4
WE. 2% sysopt iy A ¥ HAEH T ZHARMBAEE, Wik, ASHBESITERE . al
B AR H P X SR B

FlexConfig 75~ 51

PAF 38/ 4448 1] FlexConfig & Th RE 1) — 28R 41

an{AT IE R FNZE F BRIA £ e iy

RO AL ] Bl A P N TP IR S, BRSNS 70 L (R 1 _EAT TP B (58 . X8 phs i 2R
GEPATIR R AT I, DUEN ] NAT, JEAVEmBhEE. BRSO, RE BB T LA IR
515, (ERET BE T AR Y J AR 199 2% 3 P A S D00 5 | 5 el A P B ASL 0

BEAE MET O NS, 5 E CLI #8465k SSH 4318 #1487 A show running-config policy-map
Ao LA &7 M A S ORI E 1 R g8 RIS AT I L. AEstH R, ORI inspect i
A5 T T WSS s . _EIR 6y 2 7F inspection_default ¥i B2 8 H X EEG I GX 25
P CA RS A s v 1, G RIE DD o BEZRJE global policy SREMEBLES (1) —&B4y, %ML
A A HA R k7S PR R 55 SRS i A R X SO S FH B P 1. il el il WA KA ICMP it
AT ICMP K .

| s40E I
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> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect sip
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error

)

AR ARG TS, S LR ASA RN KRR E TR, PEER hitps:/www.cisco.com/

c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html

CL I A 43 o] et FH o2 P ok 4 Jey 1 FH R RS U2 e (R o R (T, AE A
* JAH PPTP (A0 sSBEE M0 o BbW iSO 78 i 2 TR 2 s 0 ez
« ZEH] SIP (AR o JWE SR G R IS I B, A A5 SIP. HJE, anifAAH]
SIP, WZHfART )4 i S 48 SIP Y& (UDP/TCP 5060) FUTAT A0 A/ B i 1, 1 H, %
JoE N SIP AR NAT SCHF. T ARE v i A 2 FlexConfig AHN i i #2375 [ 25 ) 1 NAT
N

FHia Z |l

KL (1 ) w5 B S AT Rt A ] FlexConfige fEARGIH,  FATTE L S AR A S, R
BRAE 2R AT S W R R B X L, AR AT RE 5 2 PP T LR AR

DI, BT A A 7= 451 o Oy A3 TR 1) 5 A ) FlexConfig X5 . GHRLIX AR50, #mT LU B
o TR N A B, Jo i SO TR N AR, R 4R FlexConfig X154

T ARE > SRERETAHEERE.

B =srE |
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| mgEE
sang |

P2 £ “mARE” BRI ST FlexConfig> FlexConfig 315 .
F3 G E 5 PPTP Kl %t % .
a) skt + FHL LA BT B
b) AXZHIANLFK. #n, Enable PPTP_Global Inspection.
o) FEREMRGRAEAST, WAL Nard, BAnRgEit.

policy-map global policy
class inspection default
inspect pptp

d) EEUGHRRIRAAE S, S AR i E T a2
TGN i 2 JR PR A AN A i ABE A IR ) 7RI RE 5t /5 BEAEHU AR RS i

sy %o

BT BERCHS 2 £ M FlexConfig SRS IIBR LT 52 CRBZ SIS IR D I, DS AN e Dl i) 38 2 ST 1 )
M CRICEEE A ZATHRRE) .

PRI, FEA RGO RN -

policy-map global policy
class inspection default
no inspect pptp

[EATE IVA MR

| s40E I
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BRERE

Name

Enable_PPTP_Global_lnspection

Description

Variables

4 ADD VARIABLE

Template

1  policy-map global policy
2 class inspection_default

inspect pptp

Negate Template

policy-map global policy

class inspection default

no inspect pptp

P2
T inspection_default 283 H T HABET M i 2, ARRENEREA . [FFE, global _policy T B&
SRR I R ARG I, 1 145 N AR i SR A

e) RlHERIN G o

T4 QIEREAEH SIP R A% .
a) A + L LRI B 0 5
b) AXTHEALFR. Fln, Disable SIP_Global_Inspection.
o) TEREMRgnEHST, WAL e, WG

policy-map global policy
class inspection default
no inspect sip

d)EW%&W%%%¢,WAW%%ME%%&$90

3 o” MM “AE” fr At FITIREMI 2. Ak,  “HGH” BARAMUOURZE ) g
mmy,*a“mh”ﬁﬁ$%&ﬁﬁﬁ & (0 B T iy 2o BRGS0 5 i 3 o ey S

Pk, fEA= G, PO, -

policy-map global policy

B =srE
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class inspection default
inspect sip

[E20E IVY NNV
Name

Disable_SIP_Global_Inspection

Description

Variables

4 ADD VARIABLE

Template

1  policy-map global policy
2 class inspection_default

no inspect sip

Negate Template

1 policy-map global policy

2 class inspection default

inspect sip

e) RiliEMRIEN G .
LIBS KXY N2 FlexConfig ZRIE H

AN G A . YO S5 N E FlexConfig 5l FARAFITMINEE S 1, AEX S,
XFE, TR G ks (RTS8 i) AL SAER SE I 2RI, T OE L7
AR AT SRR FT T EOG A DIfE: ot BB R R A

a) sili B ) FlexConfig S5REg .
b) fEAAIEP S +.
c) 1%EFF Enable PPTP Global Inspection il Disable SIP_Global Inspection X} %, 2R /5 sidiff%E -

BRI AN P
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BRERE

FlexConfig Policy

Group List

1. Enable_PPTP_Global_Inspection

2. Disable_SIP_Global_Inspection

FAGT B M TR P A i BB U . IR RS TR BT 4

Preview

1 policy-map global_peolicy

class inspection_default
inspect pptp

4 policy-map global policy

class inspection_default

no inspect sip

d) ridifRE.
TEIAE TT LA S

TER6 AN
a) Rl AR ERE E R K bR,

b) sl BNERE H4H
T USSR e, AT LR RE, R e PR AT 55 81 3R i il 5 g S %

HIBT 7E CLI #%# 68k SSH 216+, {# ] show running-config policy-map iy & 40 iEi2 70 B 42 5 2
TR B

EVER, ELLVTRHEIH A, inspect pptp LN I E] inspection_default 28 [1JEH, 1fij inspect sip 7EZ A
AR IXHRS BTN FlexConfig %% i XIH 4o

> show running-config policy-map
|
policy-map type inspect dns preset dns_map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default

B =srE
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REE

anfsets Frexcontig F2 [l

inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error
inspect pptp

YN{AT#E15E FlexConfig 04

T

$IR2

WIRIEAE FlexConfig X0 G i A TEB AT, IR A8 12005 G B iy S el AR e i . UG A
FlexConfig HEMs H MR IZAT G, TR, R GE AT G ARG B A 5 2.

TEAN T ZE B BRI P A S 2

PN 79 Je s o] S J3 Y 4 )= STP A o 22 R VK A Qe g P AN AR T ER DA 4 JRAGrill - 545 23 T
TR I BB CAEAT STP KL .

FiaZ |l

KL FlexConfig % S 17 FAT IERKIDUH AR . WERBAT, EgdExT 5 30 IE HUH B .

7£i&%& (Device) > BZ&BLE (Advanced Configuration)H s & EBLE (View Configuration).

76 “RZBLE” (Advanced Configuration) H st H K Ik s ifi FlexConfig > FlexConfig 5k & (FlexConfig
Palicy).

M7 FlexConfig 5% 1 Disable SIP_Global_Inspection XJ% 4% H AT X, K5 H A s o IR o

BN 2. pisable_SIP_Global_Inspection ®

TGS AR BRI G 1 & o UM A & AR INBITISE, TR AR IR G AT,

RRTF (Save).
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7t CLI ¥l & 8¢ SSH 2 i&H, ffH show running-config policy-map it 2 I g UFZ AT AL &2 5 2 A
NRGINE I

R, ELVTHH T, inspect sip B3N 2] inspection_default SRR . X RN 2 I E
FlexConfig X e XIS, OBFFEMRPAELE, L, inspect sip 7EAR R, 1ATEI 4G
frEHAEE. )

> show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
no tcp-inspection
policy-map global policy
class inspection default
inspect dns preset dns map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect rsh
inspect rtsp
inspect sglnet
inspect skinny
inspect sunrpc
inspect xdmcp
inspect netbios
inspect tftp
inspect ip-options
inspect icmp
inspect icmp error
inspect pptp
inspect sip

an{A] 5 P R — 3 & 24

FEATRGI, BATPROC R & # 1_E AN 280w 2 TR R 1/ 1 PP R o ke 00 A5 T 1) 4 2 2 [ P
P ) P 1 2 i

JA 2 A2 2 18] PPTP I Bt () CLL WP S LA R 22 3%

1. VR H bR E A 20 AL IP Huhkf¥) ACL.

2. 5IHk ACL Miiss.

3. WEHWEY, IR 1S H PPTP A ) Sems g .
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\}

ER A OCHRIA I RS SRR T e, WS CURE ASA RAIB KB ESRRD) , WhER:
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/
products-installation-and-configuration-guides-list.html.

PE1 ARE>sREETALEERE.
P2 A CEIE” Ha ik il FlexConfig > FlexConfig 3 % .
W3 A+ L DL R S
HIB4  HRBEALFR. i, Enable PPTP_Inspection_on_Interface.
WIS N I AR

a) MARREYIR EIH +.

b) FINBEM LK, FW pptp-if.

o) XFRB, WEEREO.

d) XTHE, EEREREREEL.

XPUGHE R A1 R 7R

Add New Variable

MName

pptp-if

Description

Type Value

Interface v inside

e) s,
FER6  fEREME AT, WAL NS, Wik,

access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1
class-map MATCH_CMAP

match access-list MATCH_ACL
policy-map PPTP POLICY

class MATCH_CMAP
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inspect pptp
service-policy PPTP_POLICY interface {{pptp-if.name}}

VR, S AR, WA R AR, BAh, RO T SR H] B R R VA R I R A
BRI EYE, B E RO R BAVFZ gL BT OGRS AE “name” JEIEF, A

{{pptp-if.name}} K % LR 7) B AS I A PR IR PE IO (EL . i SRAG 5 28 S kAT PPTP AN P42 11,
Rk #AR e P I AR RE 1

FEBGHIEM AR A P, IO BB TR R A 2

T ATRBIF, A TR BRI L SR WS AR 55 S AU TN ] PPTP AL H (7. PRI, 7EHR
TR, FRATA MR P A X S 2R

HIE,  WSRAEHs PPTP ARSI SRS N 2045 10 _E PRI AT AR 55 SRS, AN 0T SRS IR 5 B 55 SRS SR 2 o
ST UMM IR X 2R 5, BRAE SRS S 1R rh S AL I o 457 205 48 1 AR S84 LAt FlexConfig
XS A S (KIS, A DR BT RRAR AN 23 7 R AR e 2R

BRSNS, (B3 ST DU IOFATTIIEE. DIJE, (T A,
SR PRI A%, 70, s SR EAERE T %, T RGCHERITRR, R A VFAT
Hf

no service-policy PPTP POLICY interface {{pptp-if.name}}

no policy-map PPTP_POLICY

no class-map MATCH_CMAP

no access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1
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Name

Enable_PPTP_lnspection_on_Interface

Description

Variables 3
MNAME TYPE VALUE DESCRIPTION ACTIONS

Template = Expand &.:'l Reset

access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.160.1
class-map MATCH CMAP
match access-list MATCH ACL
policy-map PPTP_POLICY
class MATCH CMAP
inspect pptp
service-policy PPTP_POLICY interface {{|

MNegate Template * Expand ) Reset

no service-policy PPTP_POLICY interface {{pptp-if.name}]
no policy-map PPTP_POLICY

no class-map MATCH CMAP
no access-list MATCH ACL permit ip host 192.168.1.55 host 198.51.100.1

BB SLHRERMAN S
L9 BXTRIINE] FlexConfig SMgH o
a) i H ) FlexConfig 35R% .
b) FEABIER T A+
¢) i%#% Enable PPTP_Inspection_on_Interface %%, #RJ& fiiifE.

HHRNWTT Prow:
FlexConfig Policy

Group List

1. Enable_PPTP_inspection_on_Interface
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ARG BERIAE TR P i BB AU . BRI S F 2 IR PR il ar & TR, A2
BAETUE TN A AR “inside” o W EERFANE AR R WURAETUR TP ARNT AN IEAG, e TR ANRE
IS oS4 FlexConfig X5, FL2IW] LAAE U AR5 I f O AR e ik

Preview
1 access-list MATCH ACL permit ip host 192.168.1.55 host

198.51.106.1
class-map MATCH CMAP

match access-list MATCH ACL
policy-map PPTP_POLICY
class MATCH_CMAP
inspect pptp
service-policy PPTP_POLICY interface inside

d) AR TE.
T TR T LA 8 SR

TR0 HHINEN .
a) R MICE BRI ERE E R Kb,

b) sidiSLBENERE 444 .
En LSRR e, WnT LSRR, ARG PR BT 45 51 3R s & D) sl %
HIB1 {F CLI 4 8L SSH 25, #i] show running-config it 4 (S A& - B FE AT iC B 2 75 AT I
15
fas ] LU N\ show running-config K 2234~ CLI Bt &, o a] DL DL R iy 2 50 UE L C B RSB 40 -

* show running-config access-lisst MATCH_ACL ¥:iF ACL.

* show running-config class JuiE 2R M o i 2K W DT A7 2R agT

« show running-config policy-map PPTP_POLICY 5 iiF A1 S s Wi fic B

* show running-config service-policy ik v F 143 1 1) SRMS WSt o 3K Wl A7 IR 55 S s

UM i Bz e ol 4, BT LUE SIS E CIEm Y .

> show running-config access-list MATCH_ACL
access-list MATCH ACL extended permit ip host 192.168.1.55 host 198.51.100.1

> show running-config class

|
class-map MATCH CMAP
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match access-list MATCH ACL
class-map inspection default

match default-inspection-traffic
|

> show running-config policy-map PPTP_POLICY
|
policy-map PPTP_POLICY

class MATCH_ CMAP

inspect pptp
|
> show running-config service-policy
service-policy global policy global
service-policy PPTP POLICY interface inside
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