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o WIS - PR H T HTTPS (it 11 443) J&52& SSH (it 11 22)
o |P HetIE - EFEE SONAZBERS T 1) RS 1Pv4 58 IPv6 ML ok EHLAI ML %, BiikE “IT
faf” Haht, &% any-ipv4 (0.0.0.0/0) F1 any-ipv6 (::/0).
¢) milifE (OK).
SIR 3 LOPHERE DA, AT LR R
a) EREIREOEI k.
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b) AN DHCP 45 a4 H, SRJaik$en L a) DHCP JIR45 a5 4% .
$IE 4 1S DHCP T 4kfer,

DHCP F4kRBAE R O LigqT. ek B H M B & P i i DHCP i3k # & 21 DHCP 448, &
S B W R [B 2 4 i o

a) A+, EPEVIZAT DHCP P4 L, R )5 ST E (OK).

WURE AR AR LI24T DHCP takRRE, 3 fidniz /g5 4 2 H A M X K J0mIkR . 2,
T LU AR P DHCP 48R 55, i AN AR A IR 1

b) s AR DA, PR AR L) DHCP Ik55, AR5 miili#E (OK).
* BR 1Pv4 - £ 1Pv4 HUAIETE K e A 51 DHCP IR55 4% WUERANZEFEILLE T, )42 ZgAEAT [Pv4
HhETESR, JF HL%e )7 ORI TPv4 Hudik .

CIRBIE (LR IPv4) - M\ DHCP R4S 4% K% (50 60 P 15— AN BRI ph s ik o 4
JIZ4T DHCP P 4kACHL R Ja B A e A2 ok o Sl edsed, %) i ) LOREJLER A %
FH T TR ) B %%, R DHCP fkgsasta e T 7 — ik et 8
W CBRIA S tH#R 1L T, DHCP H 4R ARV In—ME 3 42 L Hb ik ik 1o

* B IPv6 - 5 IPv6 Huhlid K K ) DHCP IRk45 a3 GnRAIERRLIE T, W2 Z0EATf] IPv6
Hohbig sk, I B oA SR IPve skt

TS FRTF.

BL & 3175 DNS

T LUKE R el B0 A Web BB VAR 2h &4 248 (DDNS) B HSURIA 237 DNS JIjgs. XLt
M55 Bl Je 25 B DNS g5 a8, LM 5 5¢ BG4 (FQDN) SRIBRFHT TP k. [Ak, H] %
WA ENLAZ U5 R SE, DNS 2Rz 4 B 4 IR 1 TP kit

{1 DDNS 17 B T 0/ A 2 Gt Hh K42 F1 e S FQDN SR8l Aft 0 IERA T 1P hhik . %0k D&
] DHCP SR HER, X — SC 2, (A BRI A& TP Huhik LU f& DNS e d54% BAT IE
T e R AT A, O HLAE S S A ik I m] AR 5 S

RIS DDNS B8 0 A ] 413 5€ (1) DDNS Bk 5 St i, BB AL T A 32 SCEIIOHR SOBTE ) 2 SCHF
Web SR FIAEf FoAts DDNS $efit i 80045 352 1K) FQDN Wi 211X 26 il 554 AL o

\}

ER BT LU W AL [ Web 1357 DDNS. 8 ANBERE B DDNS K52 IETF RFC 2136 1o X
(K5

#2588 I



zggE |
B ==a50ns

FHia Z |l

RGN EAER CAUET, VISR AIIETS, 7501 DDNS Mok A2 i BT LLNIRSS
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HAudE SSL BRSS R . S EALSZ AN CA L.
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T SR E, RIF A RSIZE > DDNS BR S8z
WmRCEA T “RGERE” t, WS H 341 DDNS Bz 5% (DDNS Service) .

Z LI 278 DDNS B iA5R, SRR AR . #10. O rsEaileEks (FQDN), Lk
DNS fil 45 %45l FQDN IP ik 58 S5y S8 AR o« 48n] BL S i 45 H 1) B R 2SRk A 2 5 1E
TAE,

T2 PATLL R AL
* EAEPTIBIAS DNS BB 7%, i Al + 2632 DDNS AR5 144 .
- BYRIRBIATINE)ZS DNS Bk, st nk s eis (@).

BRI, i dRZo s R (O,
IR 3 Bl 57 DNS R4Sk
o AR - RS HIHFR .

* Web KAVE i - MR Y5451 DDNS RS2 05 10 SRRSO B Z s B s i 287 . BRIAHHI PR B
otk (IPv4 F1IPv6) o #EATLAEET | Pv4 ik, IPv4 F0—4 IPv6 Hitlk. —4 IPv6 it ERH
| Pv6 it .

XFTIPv6 Hihk, EE R LA LI
o AT Rl . AN BT A Hb B B
o T B Y AV AN ORCE AN IPve Hhl, RULAESZERF, RSB H-—A1Pv6e
Hodilk.
© BRSBTS - P B AL HE B4 DNS SRS R AR o 4 mT LI DA R IRSS R L 7
* No-IP - No-IP DDNS e 45#2 £ 7, https://www.noip.com/.
* #1175 DNS - Oracle Dynamic DNS 45 #2{/L#, https://account.dyn.com/.
* Google - Google Domains K55 421, https:/domains.google.com.

* BENX URL - L34t DDNS R 5424575 . #8508 75 B 05 Web URL 7B by Nk s 42 fit 7
P ) URL CRLFEH] - 24 F1%65) . DDNS JIr 45 Vs 5¥ https:/help.dyn.com/remote-access-api/
TR AR AE .

B 7suE


fptd-fdm-config-guide-730_chapter7.pdf#nameddest=unique_192

| zzigE

mEons ]

* BR&. %8 CIEAE X URL J5%) - KiAZ)Z DNS ST S48 e iRk S5 3R i F 6 FoE X
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* WebURL (Hj& L URL L) - i k4% A o€ SCURLAE A RSP AR, i 5m AE1)3) 4 DNS
551 URL. URL AR A%, RS 511 A4
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* BOMNSE £ PREE - WRLIRSSFLAUL R h BEHH DNS sk i, R A SN L 584
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o BRI E R LU TR
o BEANEEIERELL FEM K0, &, BVI/EtherChannel Bi L 5. VLAN. mEdlpgER: O
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 Hfigfe > DDNS g APk #eas e M 1 o 0] LAEFE N A [ — DDNS S0t % rp A
PR S5 H A i) AT 46 11

* EHRIEIRG - A iXBAS DNS P IRIR o BRME SERE, U5 111 TP ik 5 5ot A i S
i, TR RENE . SXNER. BRI NBE S, @ n] DIRCE AR R A
() EE Y (RR —R A 3L BT o

T4 SRAE (0OK).
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44 Z %8 (DNS) e 5 #5 SRR EALA ERT 2 1P Hudik . DNS R 4545 (10 B 70 W) 4A 2R 40 e B R T
I FLAXEE iR 55 b I T Rl AN B 0 o S8 mT DUAE B0 58 il Jm e JE AT S e, xSl AN ey B
AP b ) — 4R 55 4% o

/b, BN EIE O E DNS. W R AR LAY F 5L T FQDN (15 Il 5], B AREEZE CLI fiy
A (i ping) WP EALA, A4 B AR ks B G B DNS .

DNS HIBCE S A58 & DNS 41, RJ57E#: 10 L& DNS.
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SERCBEE BEE P E, BRI RY0E KLU T DNS 4

* CiscoUmbrellaDNSServerGroup - M2 A 45 R Umbrella T4 10 DNS [R5 %51 1P Hudik. 1 A
TEWIAA B B 1 IX LR S5 4%, ML e R G0 E SME—2H . B8Joi B ikt 20 v 1) 44 Pk e
MR 25 #8512, AR AT DA g 3L A 7k

* CustomDNSServerGroup - W1 A AL % BB W B HE Umbrella IR 5525, R G0RAH 00 Ik 5%
A B RO A o BT LAGg 4 A (R AT e 1k
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SR ERIR, W5 H R HILESE DNSH.
T2 PATLLFRAEZ

o SEOIEAL, W AR (W) H L
- WO, WA AR R (D).

BMREEA KRB S, 3 SdiZ R s s E b (O).
I3 LR R
* Z#R - DNS RS US4 K. (-E DefaultDNS Z#k: AR 4K,

* DNSIP 3t - iy X DNS 452511 IP Hihik. S5/ 5S — DNSIP bkt & 2 k428 .
S AT R R 25 Sk, 3 A i R g A (©).

FIFEROLSEU: AR LRI HN R A SRR ST A5, U 2 DRI ) A 55 2 WA 21 iy I
AL TS5 4% . e T LANCE 6 MARSF 4. (HE, DCHdE 0 ESRy 6 MRS 48
PR DA R AT 0 3 AR SS As

IR R BT - WIBM ML A4, Hh0 example.com. IR N E R 4 BRE K AL,
B serverA T /AN & serverA.example.com. & FR AN AEREL 63 A7 4F LU A ks b2 L 41

* FIRE - RGBSR RN, Fl DNS JRESHFIRIIRE, AT 0 A1 10 ez i). BRIAE
N 20 BEBCEGE T T Hn £ 1 AT DNS 4.

* #BAT - 223U R > DNS RSG5 as 2T EAEAF KA EL 1 1 R 30 Fhz ). BRI 2 B BEX
ARG IR AP, BOBIRINGT . BB OGE ] Hdl % 1 _EAEA] ) DNS 4.
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4 245 (DNS) IR55 8% FH KoK EHLA AT 1) 1P Hudik . A7 P RPE F T AN [A) 2R B9 & ) DN'S JIR 2% 2% %
B B R R B . B R A T 21T DNS A4k FQDN BT IR SS, fiin
U 1) P B U A FE e N VPN IR BRI i R0 e O B R IR e, B R RV vl AN Bl 1
.

WERAEH] CLI 222¢1m) 2, WIAERT R R SERC EIIR], O B B DNS g5 & . I m] LAAE B BiLas %
B R E A AN B DNS R S54% . I LRl A5 S 24 DNS iz 55 4 ERIA B

fEk ] LLEE CLI AR configure network dns servers il configure networ k dns searchdomains iy \,
SHTA DNS FCE o W R s B U AR A () DNS 41, 40855558,  HPT i s et 2576~
IRV ESIp g/ JE R

N T HE DNS o5 8% AR IR IR0 1, Ul o i A e h g, (R PRt it e AR B T8
DNS [ . ARG R, 1S5 T i i 3

W RAEETCVEREAT DNS f#tfr, 16204

* B PEL L HEER DNS s

FFiaZ |
* WifR O DNS ikgs#84l. AU, 1HSRBCE DNS 41, 5% 16 i,
o BRSO B A8 A FLAT I 2 P A A I i m sh AR B ok U7 ) DNS iR 45 2% .

UK

A& & (Device), ARG AL RFKIEE (System Settings) > DNS AR 5% 28 (DNS Server) f4% .
WmRCOAA T RFEIZE (System Settings) vifi, W) it H ¥ DNS BR %538 (DNS Server).
AR ORE DNS.

a) LEFTA s E R0 FJA ] DNS frdk. X ek £ 2 5% 0 BT A % 1 26

TR RO B/ DNS Bk 15 T AR PR DA R . B A 20T s i 2k R e
P

s AR ORNEFARMAIE LD -fEP T (OB DA L A0 BT DNS #idk.
B R A i 3, SRR ERE By, D0 [P IE AE PL F  eh

© CHERR I, (HAEFES W O o HL A& D - AEfE 0 LR DNS &gk B
AR thAR .

© CHERR I, JF LAk T2 Wik O ol 8L HIFE O - 548 E 4% 1 1A A DNS &4k, etk
ERCHR IR A, WSROy, 000 [m] 3R 28 P L P i phi
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(Create New DNS Group) B # 4 w0 FAARE R e A e 0 BT &4k, 1EE#H .
o) (k. ) AN SRAE VS i) iU 4 F] FQDN M 25514, it E FQDN DNS& & .

ST FQDN X S A X LERE I, ALATILAt SR ) DNS fAEHT #0Hs ZIX LE 8 i o

* %28 AT18] - K FQDN 256} G it hy TP Huhik (%R I3, DAl A PR o ACAE Uiy i 42 1 SR
W& A ] FQDN X B0, MM XSt % o I 2 e sl PR AT 2 1) (1) e K I TR) ;. DNS 4% H
[ AAF I 8] (TTL) (-t F T8 58T TP Mok g AT ), R0k, @A 524 FQDN [PFA5R nf
e R TR . BRIAEE A 240 (4 NN o YEEIRN 1 & 65535 205t
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TTL. BRIAWE N 12050 (B, TTL )5 1204k, SR H) o JHA 1 £ 65535 4
b,

d) miRTF (Save). BOLUATEEERCE, SV B B4

I3 HEIRZEON E DNS.

a) EPE AR HEE O AR ARSS 25 (1) DNS4H. G R4 VA TfE4E, 5 i 83 #5780 DNS 4
(Create New DNS Group) 7RI 241 .
b) RHHRTF (Save). WZHE i LSRN B DNS Il g5 4%

= A DNS (o] 3 5 BEHEFR

WNZFUA BRSO 2 1 ARG 5 DNS I 55 % AL DD REMH I X i S L b i 3 — 3 1, AN
RPN, WA . A e S RER AN R BTk, BRI R T A i 2 g .

%4, ping hostname 1 ping inter faceinterface _name hostname fiy 4 i ] £t 42 11 DNS IR 55 28 fif 132k
%, 1M ping system hostname T2 F &7 #14% 111 DNS R4S 2% . X A8 #8 ] DU i 4 e F2 RN eb )
IR

HEBR LA AR BN, TE IR

A IFFERE B4 1 DNS Wb 5 B, 5 208 04 B2 1 HERR DNS Wb,

K& IH 2 R
USRARAEAT S IR AL b, TS LU s HERR R 7

© GRS TR N B BRI £ M S0 DNS IS5 % X TRl # 0, 0 DA “ARfT” B
B PCYEARAERLEE O L o iF DNS I, A Bffife e .
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o

* PUAT ping EEAE, DAKGUE &5 0] V5 W) 551~ DNS 421 IP Hihik. Al system Fl interface JCH#
FIREF B W R ping FAEA KT, 1ER A G IO FRAS I bR G, 0] RE 5 B IR 45 28 i
InERA

o U0 ping FAERLYD, (HIRA AT O, E R AT ) SR BN . IR AR T SR R 45 R K%
I117) DNS Jit & (UDP/53). BEii &AW T HEHE RGA DNS k%525 2 A Be A4 BHAE, RIS mT RE RS
PAE A1) DNS 45 %%

o W ping FRVEREh . B HFe 2, ELUF R HI A RESS /e, 1% % R DNS JIR55 28 & 547
7E FQDN WSt #n] fe 75 2% FH AN [H] 10 AR 5525

152 AR IR

WUREAT T34 AT, AR FRIE IP M A R o bl T BEAAAE LA ) e b i RS 5 i T cHe
BOMZhRe, By i R - AL () FQDN P28 %15 o

ARG M P A5 1 DNS 15 B A ZE 7 . TS Ay, R erEA b k.
WA A AT A5 8, MR IR AR ) TP ikt o U EASHBZE A7 IR T %15 5K, LK DNS #
W R 1% 4 DNS 454 . WA DNS MR A ik, AR ) 1P Mootk 5 SLAH R (1) ML 4 — A7
G EA AT

FEAS AR — AN EAEIT MR, %8 B DNS IR 4583 € SOF B NEAE 2. ok, RG4S A5
IR A ) FQDN & BRIz . 2/, REGESTHEEERREFE BRNE T, & 4 /BE—
YO WHT, A AR %4 B I AAF I T, 30 RE AR .

i/} show dns-hosts 1 show dns fig 2 i B A Z2 /7. WL FQDN (1) 1P Hudib45 1%, wTEMEH] dns

update [host hostname] fir 4 5 il R GERIETE B o a0 RALAE H I dr & BT 48 0E B0, RG2S hls T
CERIEA

A LU clear dns[host fadn] F1 clear dns-hosts cache fir 4 I s 2% 47115 &

=IO

R LU AN IR R A M R B A . TR, W R ESE CB mRlEn, &
AT LAfE$E A (Interfaces) T b S A BRR 1) ERCEIZHE . A58 “i2W7 #2210
R, ESHEHZHE,

EHLRE A R g
o AT LIS % TP Huhl 37 Web JEE R0 SSH iE#E, il i i24% NV iC & 545 o
« RGEE L IE TP Hhb SRR GEVF T RN E e 12 T
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WA B, T DA G VA A T e e b . A58 W] LAFE CLI i  configure network ipv4
manual A configure network ipv6 manual 74 5 SCE BRI OC . B ERE BB LT IR, 1
1 1] configure network {ipv4|ipv6} dhcp-dp-route fir4>

Ty DUE S ik, o m] DR BRI 2% v 53— 6 & A DHCP k9543, 38k DHCP 3R HU
bbo XTRZECEG, BRI ERA S )N DHCP $RHL TP Hidik.

AR WURESCHATE R AL, WSRO, h TR S T, R RO B
(B CLD [viiale @75 EEFERL PR % . MR H AT 25 HAE RS B R 26 T ]

UK

S SiEE, RS TLERFEIRE > SEEOE.
W BN T REIKE (System Settings) T, U s H & &R0 (M anagement | nter face)

SR 2 R e S G,
WA e RG] U5 al B, DUSRECE e VE T E . B ESE B (1 VDB. B, HuERA7E .
URL) DL 75 DNS I NTP k4528 ML T BT k.
7S |P IR
 (FRHEREOEAME - IR EE PP BN IE R RS R O, TE SRR AR
Vs R h R B, WS s O, IR threat defense virtual 1345 EANSZ S0 FF.
o HEIBEEOFE AN K - W A O RS P G OE B I O, 15 IPv4 A1 TPv6 f8 5 A
Mo Can FATR) o

DHCP IP i£IR :

« AEBED (JEIREIEREZD) ERAMSFMX - W2 DHCP s @t fe b, RS s
PR OB BERURL th B MG, W2R DHCP kS5 e AR MISC, AR GE AR e Hodia 42 1 %
R R, R AR D RE R . IR TIAE threat defense virtual 4% A2 SE
fro

c AEEED (KER) ERIRFRX - REUE T E B DR B it 21 DHCP 55 a5 S It
IR OC. Wik DHCP IRS5 s AL G, R GeHs H e vy ) 4 8 1 B EhL. Bl %L
Padi D HEAT I el TR IRl BT

HIE3 ACEE MNP IPve §i4%, JFARYE T ZEACE IPv4 F1/8k IPv6 M %,
W E g B AR EE A S0 .

HGEFRZERL > DHCP, il DHCP % IPv6 H ) & T RE SR I Mk A0 R 5% o
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HIA4 (VE, ) WHEECE A IPv4 HohE, TEE % LS DHCP RS 5L.

WERAEE PEEE O EWCE DHCP RS54, AT BN 4% rp i) %% P i i) AN DHCP Jth 3R Btk ik 1A
threat defense virtual ¥ £ _EANS S FF o

a) WKk Ed B DHCP R 8 > 7.
b) A AJIRES 2 H b .

skt ARV IR S5 28 A i SR M hE 9 28 P i 3R IR TP bbb IVE ]l (IR =) .« 1% 1P HhbkvE
IS E B, TR — 7 M b, I AR FER ARG 1 IP Mok, | #E bbb sk HuhE . 5
TR TGRS kb, FHIEARERIT. 140 192.168.45.46-192.168.45.254.

PIRS iR TF (Save), MBS, AR5 REHE (OK).

BB iIXEENA

A LATE e LA
#4516 T] LAZE CLI ] configure network hostname i 4 58 Bt L4144

‘-T

9 :

ES W%E&ﬁ%ﬂ%%%%MIM% X T e S EI N T, DR AoRe 25 000 e i BE g 1KV
) o A B HPE R BB

UK
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$E3 SR E

T RS S RN T B R gt R . (U, S A S LLSE R, LME P RStk e
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fic & M £ B 6] 1133 (NTP)

WAZNTRC B W) 25 I 1] M (NTP) e 55 s 4 REAE 2R Gt L€ SRRl NTP 5% as AEVI AR R G v B ) e 2
BT DI HT LR AP R o0 HOdEAT S . A RIS TOVEIE LS NTP, 12 NTP #bi kR o

T BE A4S RE NTPv4.
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B
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© WIBE LUK PO 3 SRR PTP IR, Cie 2 i th 4l 2 ML in . BRI, TR
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o BinAE D F HATE MM PTP Bl s, WISZEE VLAN 7410 Ef PTP ¥
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a) MiiR&>EOTHESRREEQ.

b) TEFIERPERAMNE D, JfEh “B” 5. WiiE BridgeGroupMember, NI EE RS & T M #f
4l; HNINZJE T Al

P2 iR E, RGN RGRE > B8 BRS B .
WHR ARG E (System Settings) T A, W F fith H & (18 8] BR 5% (Time Services) Bl ] .

$IE3 ALE PTP X E:
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B, WA LLERRE LR, HIX/EA T S A E PTP IN S AR . $502% 5 Kk 2% . PTP ¢
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< O - R h RG] TSR WL ) PTP I B BT A H2 H o A AEX 284 11 15 FH PTP.

$IE 4 JHRTE.

WIES WREIEF T 2B D (RIS ), WIFFZEAH FlexConfig Jo FH 20 #5 #%
B, JER K DU IER Y IGMP 4.
TR T R B O R AL, IS FHSE U P 3R . in AR SR M 4L Rl it E L IGMP,
D)2 TR 5 2 W o
a) g >SREET N HEERE.
b) f& “mHALE” Hah KX il FlexConfig > FlexConfig ¥ % .
c) (g E F 2 RR % RN O i H 2 G B IGMP I JIT it IR0 5
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d)

DL RS0 B FE AR . EARBIH, GigabitEthernet]/2 & AEH A 3 ] PTP ({)—AN % i 4%

1o AR e B S e VA A Pk, JF HLAR B 2B i 1, i B ol 3 1 H & inter face
Al igmp T4 .

igmp A 2K NN 224.0.1.129 IGMP 41, G W &g ik ey, S #8527 42 11 ¥ 1A TP Hbhl:

multicast-routing

interface GigabitEthernetl/2
igmp join-group 224.0.1.129

WGBSR N T B 7as -

no multicast-routing
interface GigabitEthernetl/2
no igmp join-group 224.0.1.129

riali H 1Y FlexConfig 5 B%, HUEAT 548 N 2] FlexConfig 5B, 2R )5 mi iRk %E.

AR A AR 2 s TR B (U A %o

T—F Mt 4

TEH B 2 5, 0] DLIGE PTP B8 . 75 A S FI4E CLI 546 5 8F SSH il 2 ifh, R &
il show ptp T4 B, WAL K GigabitEthernet1/2 FC & T - T4% 10 i) PTP, W%t A& a] GEdn
FHR:

>

show ptp clock

PTP CLOCK INFO

>

PTP Device Type: End to End Transparent Clock
Operation mode: One Step

Clock Identity: 34:62:88:FF:FE:1:73:81

Clock Domain: 10

Number of PTP ports: 4

show ptp port

PTP PORT DATASET: GigabitEthernetl/1

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4
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PTP version: 2
Port state: Disabled

B IR HTTP (X2

WR RGO 2 (W% HRaER:, nTUON S B LIS HTTP B SRS, RGO IZAHA T
PR EER:, G5 B BEAS (KER LR T B 12 SO0 0 M AR 4 1 RO Rl 37 3%

36 n] LA configure network http-proxy 476 @Prsi i CLI Hhfic & HTTP /R

UK

P11 miiRE, REAHRFERE > HTTP KB
RO T RS E (System Settings) T, T &b H T HTTP IR (HTTP Proxy)
FIR2 gl ) m AACEE, AR5 e B AR B
* HTTP R IZ - {REEAR 55 25 1) TP Huhik,
* SR - FUCEAOTUT HTTP B2 AR R4 28 5t 115
 [ERRIEESRIGIE - WIRIRSS S0 E D 75 ZOACBIE R T Sy B0, ISR FRIIET, ik
PRILRETI, BTN ]G AR S5 S IR 7 B R P & N E RS
PRI AERTE, REFASHT L.
P o SERIN H o AN TR B E AR

M TS R G U BER 5 50, IR R B B i B AR R E . 15 A LM B LUSE R
G SRR RDETI A A 1 R RT S K

BcE AR S

AT LM = RS, DB SR LT N H, 141 CDO. Cisco BN AT Cisco I /4%
FEaEMGE, ZEE S REPRSAL ISR, LA I & Bl Bk - 42 85 .

UK

TR filig®, A A LRFRE > RS,

WRCEN T RYGILE (System Settings) i, N5 s Ha = BRS (Cloud Services).

WERIE B RN, eI 2 BT E NSRS REM k. M E)E, SR RE R R s AR H 5>
=R .
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P2 MR S FEVEARE BT BN 2 IR S BOH N R D TR LRI —
* RE/CDO MP - BATLIEHI LU R AL —

* 1B Cisco FrfEltiAzE E o EMFA  ({UFR Firepower 1000. 2100, Secure Firewall 3100
) o BETLUMEH A SEMmA S SREGE M . B4, HBICDO, T & IIT A5 Es N
W&o NG, 16 WAEHAT, Eh ST EBIE N BN S 1 E IR
H)'5 . T FX0S, #rILLE A FXOS CLI I ] show chassisdetail fir & £ & brid A “Serial
(SN)” WIIEHF IS WEER, BB 4 show serial-number $EHEANE 7514, AN
BT CDO VEM . 73S T CDO i =284 3t LU CDO L G i &4
PR
iR T4 v a4 B BEARB A AGE T 8 A 8 g 8 EE .

* sk CDO s HHAth 22 4K 7 AR e 8], AR5 IR Bl T, AR SS X8 (Cloud
Services Region) I 5 E A 2548 (Registration Key). It 772:40GEH T CDO LS %

B, AR CDO TRy, SR B4 A U1 3] & B 5
CDO , %31 Wi,

IR T8 4 B B B UAGE F T B o FH iU BE B 1 iR A P o
SRR AT LS FH BRI ARSI BRI LG . BRAELL T, XEeThagkh T HIRES .
o BEEFANE- (CUBAME ] CDORY . ) sl BEREFE ) “RBEVFA]” (Smart Licensing) U1 [ JfiE
it CSSM. VMt CSSM J&, WA BTN =R

2 WURIE C N IR TR, W IR REVF AT UE A) BE T 2 — S isb b IR fEIX R
W, Wk SRS X1 (Cloud Services Region), #XJ fiiliiEft (Register). [7
L N AT R HER (Accept).

FIRI EM B MRST e, BT DR 28 Ha A Zhag. WS LT 1.
* FEZET CDO (g st B B ED) , 5 26 T
o ERRVERIRIIM LS, 527 1T
s B RIEERR 928 1T

o BUHTEM 2z R55 » 2 29 1T

JEFEZER CDO0 (R 4R & E IR AR AET0)
\)

AR AR OGEN T CDO H AL Ge e &4 BB, ANE T T 22 A Bl

B 7suE
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RS CDO AR M B PREM T 2 IRkss (WBEE 2 Ik55 . 25 25 U7 , Wi 217 CDO
VEME e RS, T DU i AR s T %

I RAE R BEVF AR B A E M B 2 g%, WIHE S ] CDO I 2> tH LA e A 2x WoRdE CDO i A
o SPGB O E A B NI (39) TR R A S E M R AR S . O
Jis AN CDO ZRBGEMA R, SR )5 %A AN 2 A BOPAE N, e s A~ g%, 5 25 Tt
g .

HRZEHIFHAEZEE, W20 CDO ] (http://www.cisco.com/go/cdo) Bl ¥ 1) 15 i 2884 7 ol A
YEAKFE o

FHIEZ Al
D SR A AR R w2 A A g m] PR R A P £ e

UK

SE Gig®&, Wa il RRRE > mIRS L.

WEROANL T “REWE” (System Settings) UL, N7 sl HaH = ARE (Cloud Services).

P2 piidi CDO Uifielt) IR /2R 44, MR T 2 ik & .

R R BLTH P 28

FENFBEE I, ko 2 A 0 5 RS M2 2 (8] (K #E . TS TE B

A RS R S g, w LA SRR S RS B GE T 5 R, I R B AR S R 2 R
o MR, JDRRE W ASGE ™ b, ISR AR A AT ZhRe, DU RS A5 R 45 rpofig
i (T E BB KA o

JA AR, WAkt 5 R A Ak, DU R e 26 T LA 5 R K A IR 55 (T Bk
SRS A EAMEEIRG) o IR KB I O e 2 A . AT R S A TR
s &, WSHDOHEM =55 . 2 29 .

MBS, v AT USRS P 2%

N

AR ARG EROEEERIN, AR5 RS R — BUHE N .

FHia Z |l

LRSI R4, i) mTE M. SRS, W] Cisco B REBIE BEAS (£E “HHE
VFW]” (Smart Licensing) Ul ) I MHZ B A, (e NS FEfiL$E “Cisco MM ” (Cisco Success
Network) B30, - 5# 18 i 4 A3 W25 FH A H CDO @A77 M ([ PR CDO Hh A& 48 & B B A 0D o

#2588 I
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AR R A R T PR AL B LR AR R 2%, e e HT e LR iz

T

$IR2

REM4RIE

LI

UK

R, R RRIRE > TRSHEE.

WER O T “RGRE” (System Settings) G, Hifi i A ZBRS (Cloud Services).
st R M 2 D RE ) Ja /R R, AT LU S o 28 B O i

W DA R AR BUR R , AR SO IR SR

JA PRI, 3 B e e (K £ RO R &

BET
ATLLCR S ROR B AR B IS5 ds . B ERF R IS AT WX VT R SFifE e SR)5, AT X 2
HI (9 SecureX BN ) KA FAF I DPAl B a6 v fiE 38 2 (1) B o

TR R RAOR R F . WA TR, sl E s, DU fREA KR
S RIESR m OXIRPT ARSI o Wicf, KT HNE RIS, B
TR BB AE T PP AT TR, T ANBGZ BRI E de s (K T2 il

* CDO "2 4o WA H A0 s TR AT AR B i <Ak

* SecureX U N M SecureX AL R L GOER AT, Ik, WUERDUEADZX L TR, WIJEH
BT TR RE R = Ah, IR TR 2 R e gt

FIRZ B

WIS 1) 2 IR ST, AR A A e A FH IR 55 o

765 [ Hu X 3@ i https:/visibility.amp.cisco.com/ , 7ERK ¥ HiX 38 1 https://visibility.eu.amp.cisco.com ,
PLKAE APIC HuX JE i https:/visibility.apjc.amp.cisco.com ] LLERZ S SecureX BN o A PALE
YouTube FWLE W (hitp:/cs.co/CTRvideos), T gt H A H 5 BRI i . 4598 SecureX B
N5 BB g G 245 B, 1620 https:/www.cisco.com/c/en/us/support/security/defense-center/

products-installation-and-configuration-guides-list. html4b 32 L[] Cisco Secure Firewall Threat Defense £/l
SecureX Jg Vi B 4R B AR F o

UK

Rl ®, KRR RRIRE > ZRSHEL.
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WHREEN T “RAEWE” (System Settings) G, H 5 s HaH M =BRSS (Cloud Services).

T2 A TREHREERR RN B R/ZAREN, LR 2 i i
PI3 AEEZME N, RESRREEFRERIERN N FT. W5, BT Ll ik ST 5 £ 554 1
mig Ll OX SEIE I, TR AOR I EAR AU R R RE -

o XHAEEA - IEH TAEARAT U7 il P2 S (A Ao SC A SRS o
o NR - 38 TAEAR A5 42 AL m 2P PR AR ) A AR S

o EHE -G T ORI H SRR N . PRIk IS, e T AR P AR T AT IR
i, B UROE RSO S M SOER R R IR RN L SO B R A
RIERANG, B ULAC % 4 BEFHLLL SRS R AR G o

BGHIEM = RRSS
R ASFEAR FEAT T 2545 0T I 25 PGP . 5 S MR 25 R o s B

by AR B Ve 2 I RO VM WSR TG B e IR 55 DX, S SR IDGHTE AT, R A6 FEBTE A I
R

A PR 3o A 2 BT A 2 5 i 4 REVE P M

UK

1 AR E, RESHRKRE > sIRSHE.

WP CLENT “REHE” (System Settings) T, 75 i HXT = BRSS (Cloud Services).
S22 it () TRl s M a RS .
B3 S I S BUEEM

O AR 2 MRk 55 #88 A 348, IF FLEOR JC5 8 X e 55« (B BUAE & Bomit M = i AF,
] AFDH M -

J& e R R & 57 1

JE P P 48 4 A ] AR DT o ) SRR (IR 2 7 S A S D5 R IXRAE B AR A BT A
B AR IS ] DUVEASARAS . PER AR B BN A R T B R 2 D) e R,
HE S RHSCE = wh o BT S DU 32 O B A Bt AN AR S AU

BN HI R 255047
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UK

$B1 8% (Device), KRG L RGIRE (System Settings) > M4k 447 (Web Analytics) &% .
WRCENT “RERE” wt, Hi s H X Mg 9 (Web Analytics).
FI22 MK ST (Web Analytics) HAEM B /22 (Enable/Disable) #5544, MR ¥E 7 B i & .

Ae & URL i3 & 1EIR

RGN RS 22 AR (CST) (LR} Talos 1#54/NH (Talos)) KHL URL 2R 5 FIE 2800 PE . XS
TR TS A s P SR R AR 48 e A B AT B R AN URL. 20U ) URL BEyEVFAIIE, A REW
B IR P T

UK

$B1 g E, RS RSIRE > URL 3Bk .
MR CENT “RGERE” (System Settings) TLIHIH, KIS H & $ 1 URL 3 5E &£ (URL
Filtering Preferences)
SIR2 B DU
s BRBEEH - RFRE A AR N ECE B URL £, XL 85ds a5 200 A 245 2
ARG 30 0 PR A — CE R, AN BRI R AR K. BOAS I RSB W RO ik %
I, JF HAEAE A E 208, E e R FZIhRE LASRAS T URL %di
» URL Zif)iR- ZE3H URL HIZE 59 A 2 2 YH
* Local DatabaseOnly- {{ ZEA L URL ik 8504 22 o Er k2 AE 2. an %A VCRC I, URL
P 2, B RS, WIETRESZ BRG], Rl e LA PRk R4t Lk,
It URL i € Eds 224/
o ARMEEEEID Cisco - IXAEAMEIZ LT G0 FAH E P 14 Fh A DUl I, )& ) R =
DLSRECEE BT A 25 e SR b 3 ma 3, UK L USRS H G . 0, Witk s
VCECIR, URL KBF#HGH 28, BAEE.
* {X Cisco &- 1A% r] Cisco z B )R ARG 255 B o 1520 A H URL B0 72
* URL 4 7ERtE GEFEITAREI URL Zif] Cisco CSI BRI - 4¢ 58 URL K5 E 22 B8 1
SRATI ] AEAFIF B EARS, R —> URL V7 1) 2230 S 2O A5 2 A 4k . SE R i [a) &
PR TEERG ) URL 108, 8K IN T 2345 AR50 URL A KU R0 . n LK TTL W& N
2. 4, 8. 12, 24 85 48 /NIF. —JHELMA CERIN) &

S 3 AT LU % EH S URL A92E5).
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fr] LU ARe € URL OZRAME 2 . /EFFRE R URL HErhd A\ URL, )5 miiigiiE. Raafk i
Fe AN s LA A SR WUERIEX 0 2R AR L, T iR 3Z URL ZE3 S 1E, A AL
R A

TR PlHRTF

MIgEEEIEE Vs EIE A0 5 CDO

UREEN BB PR UEAT DI, SEmT LUK B (0 A G B B 45 B L B CDO AT 2L

\)

AR CDO Al LU 2 A5 4 B b ook A B B 9 A0 B4 CDO i A e A B GR Dh RESLE ] T2
LA B U B OB R DGE I T A AT A B L

AT B B AT P E0/CDO T E R, R U E] R HL/CDO AT HLN, R R
FEOFE BV WAL, SIRFTE WA RS hoe st g B0 E . AR, AR A
BRINBCE EE, By il 5 SR e A X o A S 97 48 CLL ok 45 B2 Ly/CDOSA T W) U e B N
PR B A5 BB ORIV BEAR U M) B (B, AR BRAMI AN O E)

DI A O/CDOJE, SR IR AT e # BE A 7 B B B A BEA%

FHIa Z Al

WIARRT K BE CRCE A m ] e, bt e e B ERas (WAnrfig) BX configure
high-availability disable 4 Wil FAVERCE . FRARS UL, N 2 B4 A b vl 2 o

UK

SR WERAERE B K ARVE N B ERHE BE R BEAS WA Z5UAE D) e B 3 22 Wi VR LB Kt 1S 2T K

TN B

S U K 25 R WA TR AT SRV AT 0 SRR IOV 7 KB, e o A
5V FERHE R B 5 20 880 (0 K

$IE2 (WHEHE) MBSO, HSARE SN, 4519 7.

p)

T BT L S I (IO, RIS T A A U ) AR . W A P A AR
(P EREE 1T, DA Z BT e 31 e & 45 IS
o A BEAR U7 in) (A B 1 - A 200K I G T O AR . BROIAIS O T, A EEE N
DHCP #2205 1P bk Rl 56 o G S48 A DHCP #2200 81 M 26 (B, S e A K b 1 P 34 1)
%), WIMOCK BRI EER#EE O, I BIEETRHATEMRCE . WS DHCP B2 2 T MG,
W A 0 2 TP HREIC B e 10, IRz N e B N Bz 1

#2588 I
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o M B VT 1) (K06 R 10 - dp R G B S TP Ml TSR OR D3 REBOA I B B E— MY
Ko MAEEAR R L o WEREAL ] DHCP, WIEHMATEMNCE, A2 2l )\ DHCP 3k
P

FIEI %K IRE > REIRE > EPEIE, R)oad gE W & FH.0/CDO & HL,
$E4 [E FEPO/CDO EHAEE,
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B 1: E32FL/CD0EARIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
LY/CDO , s &, Wi BB .0/CDO 7T NAT 2 JG B A3 1P #ihk sk BH144, i A
%

| #2588 I
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b)

d)

WA DA — A g CEFBEEFLY/CDO B @ B 2% A n i ml (1) 1P dhht, A REAEM A&
£ 2[RI X A) SSL I a5 ()18 {5 i 1

R 2, N B2 a0 /CDO £H4&/IP ik,
15 EEH0L/CDO EMER.

SRR R0 U R B, R 77 8 e 46 5t B A BP0 CDO E AR R .
HHRTHELL 37 DE. HRFHARFENT (A-Z. a-2z. 0-9) MEFHF (). JLID ]
T % Q¥ 8] 4 3 H.0/CDO.

¥ NAT ID.

U ID IR PRI ME—— TR, IR TR EE B .O/CDO LR e .. AL —&
W BigE TP Hohilk, 7B, 0 SR RIS ZE I8 P & 1345 17 TP Mok, 453G € NAT

ID. NAT ID AMFHRE 37 NMERF. ARF AR ERET (A-Z. a-z. 0-9) FEEFRF ().

It ID ANRE I TBAT A oAl 5 4533 W 51 4% B 0/CDO. NAT ID 5 IP Huhik &5 S48 1, T 3030F
BT A IEMIR %4 SN TP Hiuhl/NAT ID #7500 E 5, A SRy,

PS5 NEERERE.

a)

b)

<)

}85E FTD £H%&.
T S A Btz 3k T B3 F0/CDO A al3EEN Vilk), Mk FQDN ¥ H 1tz .
}5€ DNS AR 384H.

EPEIA Al — AN B4l . ERIA DNS 241444 CiscoUmbrellaDNSServer Group, FLH 5
OpenDNS JIk 5545 -

Wy B AL /CDO i 848 OIE B 11, Wb B 4 B B0 £ 10 DNS 4528 4f
FH 222 1m) 3 150 B 10 B DNS IR 45 a8 FH T4 By 2. £dis DNS JIR45-28 T DDNS (Wi B icED)
BIE TR e A TRng . ISP RS I B T JL A ] DNS RSS2 41,  DRA 4 BRI it
TR I AR 4 1 23k DNS RS 28

fE EHPL/CDO L, #idaf 1 DNS RS 28 AE A TS UG B 18 /765 % B RS P I E . 2
A8 BB 7 AV A N B B /CDOIN:, ASHE W B AR B, I H DNS IRSS8% A4 iR F
BBCE R HIE, WIS T 6 135 SRS 2 e 25 0 7 DNS BCE 1) BB e 4%, Wi &
B A G E . FATE NS B E S B E ILEC K DNS & E, DUE & #Hu0/CDO Al
JEM SR B A

AL, DOCUMTERILAE M R I DNS B4 4%,  BEIH.L/CDO A &R AN DNS AR4s 45
Ry EIBAL/CDO e E P PR T, M S & & 5 F1 DNS R4S %%

X1 &IB AL /CDO i EED, R O E .

R B 3 A e A A 2 BP0/ CDO i, SR LUK BRLER 10 BE cOh  BRLE 1 0 A 2
Ho

P (k) WURBESE THIRE D, JF HAZE OAZAMNIE 1, A7 B A R i
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g el gl s oo ]

BB R MR, BRI A A A E N B B . WR IR T AN R, A E R
FE B ) S AL E T . WUR RS T AR I, A T B R R 4 B AR L/CDO T TS T
HEOABH ., AREEHSEHMTEZHER, ESH IEHSHE .

IR EIE B TR, IS A TR B W S O ME— S, ARG A REAE L R A L AR E A . 1S
e E R R, 2 19 T,

CAfie) SRR T HdEE 0, 15 AR INEN7S DNS (DDNS) 7.
WU TP Huhik % A 484K, DDNS #ififf & F vho0y/CDO W] 238 52 4 B & 144 (FQDN) F J8 b B 48 ¥ 4%
Z R > BRFIEE > DDNS BRI 54 DNS.

I SRS AERG SO B3 AR e 2 V8 N £ B AP L/CDOZ HITAC & DDNS, - Ui B 81 5 %22 A 314 Cisco %2
fEAEAR CA TR P 22 CAVSINIETS, LA B 8L 46l LASGIE JH - HTTPS 34:4% ) DDNS
IS5 ARAEFS o M BIs 18 SR AR i Y DynDNS JZEF2 AP BV (¥ DDNS 45 2%
(https://help.dyn.com/remote-access-api/).

fi YA BERE VUG ) 8 AR IS, ANSZHF DDNS.
mli%$E (Connect). EMHRZS XITHE B /s VI 1) 45 B .L/CDOM S AR . 7E REFEHE H1L/CDO
EMMRE LRG, HEEBL/CDO, JRES NG K

G FEEEGE D) e B A FA0/CDO, 1 T BGEEM . S, TEE RFEEEGO/CDO SEMRE
B2 G WA EEAE AR 1. WORIRAEE, 2R, R BRI SRR B
BRI A K .

WAL RFEIEFO/CDO EMNRE L BJG R FFERS A SIS, BRAKER 588 dh .0
BY R TS, CDO M UTHE . BB T 5 V845 BB 1%

B 2 BshiEsE

Registration Status

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.
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M E3Edh> 3 CDO 1)]30 3 X FETHEEE

AT DICKE 2 117 E AN 30 28 5 2 A A 14D 38 o B R J I 0 A 6 TG B A o FH e 4% i PR AR 152 4% o
s AR BE AU D)3 B A RS, IO TS T 2 A . R A B PO D 3 A4 B 2 T
TR G2 B LA L IS T T R . A RN WA B DI B Ry, TES N W
B P R0 58 CDO , 5 31 W,

A

AR V)RS B SR RAAICE, PR ARRKEEOARCE . (R, R IP Ml A LA R

A%,

g2

7E EHi h, g # (Devices) > IZ&E 1R (Device Management) L [im il 55 B5 <k 1 .
{8 H SSH alidz il & vy [ IEFL 2 BB CLL. i SSH, 1541715 &1 |P #eht(fi%H:, JHd
M admin 4 (EEAG B BR AT S 7O B sk i 48 CLI.

P4 4 S 1 ERIA N FXOS CLI. 1 connect ftd fiy 4352 3] Jgih it CLI. SSH £ il H %851 ik
Jlr 54 CLI.

W TCIE R R B 1P bk, 5 AR DL il

o FORE BEA P i 1B B IE HASAT 1) M 45

 BORN A BRI S50 T TP Mk FI OG . 48] configure network ipv4/ipvé manual iy 4 .
RAFECU AT AL T IR R R N .

show manager s

i

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

TR R B, HEA TG BEAR R

configure manager delete uuid

T ERE TR B AU B A ROE SO T 2V RS, WA 2R AR RAT (AR UUID;
12 [ show managers %) o FMMEREEME G H

T
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> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers
No managers configured.

e A M A B
configure manager local
PUAE, AT LU Web i %28 4E https://management-|P-address £/ B ] JTAS 2 FE 2% .

i

> configure manager local
Deleting task list

> show managers
Managed locally.

BoE TLS/SSL Z 831K &

SSL e B ¥ h) SOV MR LS TLS RRAS RN 2 S i f ok 3r 5 45 1) TLS/SSL 7. BAKIM
XSG B A A AT 0] VPN SEREINT SRR A S5

T, ECE SR N AT 2N 0] RIS S i 50 . RGOBH 0 25 ) i AT a9 480 158 46 70 S
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g2

S milng®, R AEREIRE > SSL RERL.
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A B X %854l CiscoRecommendedCipher BEH4S [ LK) A 2 UGS %, LLSL it o
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r R, BARE OO, GBI — 0%, R T HACE IR A B SCVF TLS MoA AN
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LU SvARIROIFE0 o R PN i IE bl = £ e TR

* IRt DiffieHellman 28 - B TG I s 520 (00 DH 2H. 43 5¢ DH 41308, i 2 5 v s S48 H (1)
Diffie-Hellman #4504l . BRIMEN 14,
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B2 & TLS/SSL AL &

T

$IE2

$IE3

SSL # it 522 SUAERENT S DB B e 46 1) SSL e i) ] LUATFH (1) 22 42403« TLS/DTLS Wpisl iR A%
M FAER A G . B & > RFEIRE > SSL & E T AR LG L w37 SSLIERLI N 7 58
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RGP UL ANTUE G MCATIE SO EATT & %A ORI, A H ZAEEHN R . X508

* DefaultSSLCipher - JX A& — /N AR . & /& SSL & & 4 F ERIA GRS, H TR
HREZ (K15 7 o ] LSS RANIERE . I RGBT R A R 25 1

* CiscoRecommendedCipher - 1X i — AN g AL m A, A EEE e A 03 A A TLS WieA. Ik
HPA B )22k, AR T S ORI 1) 2 7 i o] LA VLRGBS o HH T3 B AN DL G ) i,
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