1z 18] VPN

TEFE VT iA] M FUL L 4% (VPN) S v/FAS A F A A 3 42 31 E I 1 T S s A 52 52 #7117 10S 5% Android
Wk, WP EIEBRIE ML . XFE, B8l 0 Tt T DL EE M 45 50 A $L Wi-Fi 45 i3E 17158z .
DL 28U 28 o] Ay 65 1R Y 4% i S A2 17 1) VPN

< EREVS ) VPN AL, 551 0

« FEV ] VPN [RVFR 2k, 58 7 1L

« RV ] VPN (R FRR S, 26 7 7T

s BUE SRRV M VPN, 2 8 1L

o EPICREYT N VPN BLE , 14 T

o NS REVT M VPN, 2 26 1T

* VT ] VPN WeBEHERR . 28 27 T

o JTREVi A VPN 7=~ f1 , 25 29 1T

#2175 18] VPN A
HEnl DAE ] S es , il SSL % B Secure Client #c4 S B f#)3E £547 1) VPN,

Secure Client 15 Jg 05 fl ¥ 4% i SSL VPN JEFLI, 2l FiAL40 2 245 (TLS) sl Bk L4 2 2 4
(DTLS) #4738z DTLS nJ ko 5 54t SSL i H2 IR IK QIR FA 56 (), Il 42 mtd T 2R iR
TSR S N TR B 2% it B A e 2% B 7 B4 FH 1) TLS/DTLS AR . a3 ) i L R
DTLS, g DTLS.

BRFESHHEKHF% VPN ZEHE
IR IS, B4 b AV AR A VPN 2 R HRAT RO, BB 00 (R R S
R 2 WA SR TSR T o 0 PSR L P2 R

WERS BRAFRTIZEN VPN SIEL
Firepower 1010 75
Firepower 1120 150
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. T & Secure Client 2X 4

RERS RAFLTEEN VPN S1EL
Firepower 1140 400

Firepower 2110 1500

Firepower 2120 3500

Firepower 2130 7500

Firepower 2140 10,000

Secure Firewall 3110 3000

Secure Firewall 3120 6000

Secure Firewall 3130 15,000

Secure Firewall 3140 20,000

Firepower 4100 &%, frfy %5 | 10,000

Firepower 9300 %4, T3 fd*5 (20,000

Threat Defense Virtual: FTDv5 |50

Threat Defense Virtual: 250
FTDv10. FTDv20. FTDv30

Threat Defense Virtual: FTDv50 | 750

Threat Defense Virtual: FTDv100 | 10,000

ISA 3000 25

T %k Secure Client &t 14
FERUE R ) VPN 237, U4 Secure Client 5KPF F 8B TS . & S VPN B, (T35 -
fEIX B A,

TENZ N E ) Secure Client fiiAS, LA RIRAHBORT L RE . ITRIE A 4 h 1o T8 W1 B
JEL B A v B R AR

)

IR ALY DU N EEAE RS _EAE— Secure Client Z0/4-f: Windows. Mac f Linux. Joik b e #4E
R KA FALE ZA A

M software.cisco.com $KHX Secure Client #{F 0, T NEE P iml “ e LB A,
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A P an{a &4 Secure Client &4 .

F P an{ar% %= Secure Client X154

BE5ER VPN &3, BIKH P4 223 Secure Client 44, 0] LAY FHERAG (R0 45 & 7 1 B3 2o i
WA, B, nILALRE A P B AU 7 1 15 4% 22 3% Secure Client o

P b 2500 FE A vl AT B A BUR A g e e Bk A

229 Secure Client Ji&5, W ZKH ) Secure Client iA_FALE R R4, Secure Client 7 34T F—
A VPN GBI A . REH Bahen P PRGN P ikl . 1XF 8 3i4en]
TSRS (R 5 F i TR AL R A 93 o

PRI PGEE ) —IT AR N B B B % e i, i S R AT L R R

\)

E® Android F1i0S 5 B MAH S FI N B 7 )5 R 3% Secure Client.

UK

HE [ Web 3 58%, $TJT https://ravpn-address, . ravpn-address /& %5 e i/F VPN #8211 4042 11 (1)
IP Mkl FH14 .

TEAENCE AT 1) VPN IR 2 B3 1 . RGePeon I 8ok
QR Y CRE YT ) VPN RS 1, WA e e URL A 3% 11 e S o il an ALk i
HTE My 4443, M) URL N4 https:/ravpn.example.com:4443
W2 GBI Mk,
F A I e R V5 e) VPN L ) H S i 55 ds UEAT SOy il . B ) Jim il 4k B4

WMRBE NS, ARGl 2w 2 EE T Secure Clienth® A . 4 5 F T HEAL LERH
Secure Client , BH % P U RIRAS AR, R0 A 625 Secure Client #&kF:.

24 f5, Secure Client £ 5L FEVT M) VPN #EH#z .

{3 A RADIUS Fn4A 3k Bz 4= PR FOE 1%

RET LUK P 2 B - CHURR 0 P BRI BB ) ] T E /S RADIUS i 5% i 5 91 1 12 6
e RSN ¥ RA VPN I . T S i B 0 s 2 Ay 201 RO L E B 1) J R R KA AAA I
G UE T, WK E AAA RSB IR 258

VB 73 AV 6 42 AT Gy I Jes 1 -
1. AhEE AAA g5 as BRI EYE - R 5585 A5 S O B0 s AU B i R (R L 1k
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B = raows s smmEs

2. AE BB AV A% LG E A AL SR - S RADIUS flz45-#% 4 /1 3% [1] RADIUS CLASS J& 1
IETF-Class-25 (OU=group-policy) {i, JZbrBi 15 #5255 1% HH P I8 A FRAR [R) (R 2 sk o, IS
it 2H 5 s 12 ik 55 s A IR TR ) B R 1k o

3. EFRTCE SO I A 2L SR - JEFRIE B S BB R L YR, AR AEREAT B ek i
TR BRI NS o SR A BB AH B2 1R I AT P Soe D s T 4L, X n] DABR A AAA IR 55
AR A (0 P e R B3 P2 FH P R AL SR R R K T AT R A

BRI £ S ERAIE N B ID b 3076 (K] RADIUS J@ . Gn 54 FH ¥ RADIUS R4S 28 ¥4 5 XX L s
Pk, nInFahe e, B g, EHH BRGNS (3076).
PLR 25 URR i Je8 (8 2 E RADIUS JIR 45 28 1 5 ik 2 1 &R 48 k3% 51 RADIUS R4S 28 (KR A 4152 57
Fri g e

#&1%%| RADIUS BRE=E=VE 4

RADIUS J& 1k 146 F1 150 £ BB % 2% 3 RADIUS k4528, F T S 8aris sRAgsaE k. LUF
JITAT Je 0 A T B B 4 15 4% A 3% B RADIUS IR S5 %%, FFic KT 4R TE SR« s i 5B SR A i

= 1: %353 RADIUS H9[E 1t BN

B BEMHRS |iE%. £8 | BENZE R AAEE
E b TRt 150 B LERE) EHF] VPN [R5 hig S8
2 = Secure Client SSL VPN
et 151 R HAAE R
1 = Secure Client SSL VPN
B 38 2H 44 FR 146 T LERE) T TSGR E BN E SO A RK, i g B 4
W LE L. AT IALE 1-253 NP4

M RADIUS AR 55 33240 BB 1%
LLR P BEBUR P i RADIUS H 55 8 4% 51 bl #1142 46

R 2. RIEF) BUAMBETED B9 RADIUS IR 1%

B EBMHRS |1B8%. XB | RERZE RAAEE
Access-List-Inbound 86 FAFH HAE TXP AN ) 51 3R R AT B B A v e% b e
, - ‘ [f) ACL % FK. A4 Smart CLI " JE Uy In) 5122 % 5.5
Access-List-Outbound 87 Z A HENEE ACL (KR EHEE > BEEE > Smart
CLI > .

IR ACL FH TR i GRtiEdb A BB
) s (AR ETT BB ) .
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wEzshrir [

Bt

BitHms

Bk, £

BEHZE

RASE

Address-Pools

217

TR

FLAH

JER NS Ve A% b IR 28 0t 5 44 0%, FH TR
Y Sy Mok (15 25 7 555 3% 482 RA VPN AT 7 99
7EXFER (Objects) T _E5E LML .

Bannerl

15

HAE

FP 6 SR 7S R

Banner2

36

FLAH

FH P8 S i R ORI A 55 380 o Rl 2 B 2]
R 1o

Group-Policy

25

HAE

BRI R P 4L sRmE . DAZ07E RA VPN 4A 5 RE
(Group Policy) BT b @ g 21 Semg . A& m] AL LA
R R LY 5 W

o SRS A4 TR
* OU = 21 5 m& 4 Bk
* OU = A NG 4475

Simultaneous-Logins

FAE

SCVFRL PSS IS I AOE N R, 0 -
2147483647

VLAN

140

LENE

PRI P %3210 VLAN, 0 - 4094, IR 5 20 7F @
)5 71V 45 1R T2 11 1t B VLAN.

X [E = 50 3 iE

RSA W [X = &1 30 iE

A LA RA VPN LB WA 25 B U0 UF . B T AU 22 S S0 TER, H P et - 44, B,
DL —ANEAM I, 4 RSA AW EE Duo B 555 . XK 25 S SiE AN R T4 FH 28 A S S0 iE I, XU
FEREAERAN B AEE PR E R, H5 RSA/Duo R4S 851156 R Y8 E 2 1 B WAETR . 1 4ME 2
Duo LDAP, ‘&% “Duo LDAP JIR45%% " T & k4 Bh 5 43 5 YR

TEXUH G AL FE 5 —/NF %2 RADIUS 80 AD k4545, 52 BUA A I3 /N R 32t
IR B2 1) RSA AT Duo B4,  1E A8 T4 R A ARG R ¢

A LU LR 72— le B RSA. 495 RSA ifit B M5 B, 5 RSA SRS,

o TR WA BESS dof RSA RS 4e 5 S0 RADIUS R4S #%, I RS #s FHAE RA VPN 1K)
T B RAE Y
{77k, FH P ab 254 Ff RSA RADIUS i85 2% FRCE i 7 3T S 00 8E, JHEH—Ik
PEIG I RSA AR, FHE S0 bR S iR A . w50, A

FESCAC S R, Gl 28 Ol RADIUS 4548 (4, Cisco ISE $241L[F) RADIUS 45 2%) $#2
PEAZRUR S« ¥526 —A RADIUS R4S 280 B AL FL B ol KR 2545 o
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B =5 raowus & Duo WEE SHIE

* 1 RSA Hli4s o8 5 S0 Fr H 4R ) RADIUS 8¢ AD R4S #:42 %, JFAC'E RA VPN, ##1F RSA
RADIUS 5t AD k45 HAE T S IR . 72X FhiE I, RADIUS/AD k45 #+# ] RSA-SDI
TE P i AL RSA RS 2 AR BE AT 22 HEX R 28 G40 B IE

T, P 6208 I A RSA RADIUS 5 AD filk 55 d LRCE R 7 A4 0T S gk, I
] — IR PG I RSA A WUERLE S, RIS 70 B E A1 205, & 4.

ESRELE T, WA —ANE RSA RADIUS IRSS 28 HAERACRIC K (RT3E) RS 28 .

{&£ A RADIUS £9 Duo X & = &4 54 iE
" LUK Duo RADIUS 55 43 L 0 LRSS gk . 7748 1] Duo RADIUS & 43 Sl AQEE .
HRHLE Duo FUTEAND IR, 152 [ https://duo.com/docs/cisco-firepower .

XJE, BUE Duo, DURACE [ BRGS0 S IR K, K 53— 6 RADIUS JIRg5 4388 AD fik
5 VRS D OO RIEINER, 45 Duo =S5 HIMESE AN =

{5 R e 7 vy, P 2548 ] Duo B4 B UE A HE R OCEE ) RADIUS/AD R4S 2% FICE W R 4,
J RADIUS/AD IR 558 P C B 1R 72 44060 N R B8 i 304 T G 0 B60AE,  JL 5 BBaE DL~ o — ADmﬁﬂ

* Duo-passcode. i l1, my-password,12345.

* push. i1, my-password,push. {#H push % %01 Duo [n] FH 7 Wiz 2L 48 2 35 I MHF) Duo #5W
F R IEHERE S 3 560

« sms. Ui, my-password,sms. i f sms & 401 Duo 1] F RS 81 & KI5 50— RS 1
SMS L. A smsitt, HF S48 UF 2 s RN, F P AT AT S 0 E, A
BrE A E A B R 2R

* phone. #il41, my-password,phone. 1§ phone 5 %1 Duo AT HL & [BI0Y & 43 561k

TR P 44 /5 DA B E, Duo SRS IR R Duo = RS, o # B k% 50i1%15 KA ok FAT 2L
OB AR EE B 4%, ARG T IR SE B I i) A0 IS 2 P B sl & . A P 2 L i ), Duo &
B TERRIC N CBAE, W RA VPN Ih Az,

{£ FH LDAP £Y Duo X & = 5416 iE

A LAHS Duo LDAP 45241 Jy il B S 3 56 UF Y5 15 7E b 32 ZLUE Y Microsoft Active Directory (AD) 5
RADIUS %2545 & H . {81/ Duo LDAP i, 4l B S 3 40 UF A H] Duo 25A5 . Hi% 18 %05k i if iy iy
BOIF 32 G A I

VRPN ST7 4 44 FH 28 sk 3 11 TCP/636 1) LDAPS 5 Duo LDAP i1z .

WEVERL, Duo LDAP MR&#8 AR S G UF AR SS, ARSI RS . Rk, WK Duo LDAP 1524
EEG O IGUEYR,  WAEAT A AR T #CK B A2 S RA VPN JERCE  4,  HDRICTE hyiX i
FH P 9 535 ) 45 1000

R IVERE, A Ziff H RADIUS/AD fili 45 #5F1 Duo LDAP JIg 454 G & (1 FH P 44 3047 S 56
e RGN Secure Client F gy, N AE T 2R3 Bt #¢ 4t RADIUS/AD %44, | T-4#HEh
A3, nf DMRAEDL R IR 2 — kA Duo AT B IGUE . A OCTEANME R, 24 hitps:/guide.duo.com/

anyconnect.
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mizisia ven wirmEsg ]

* Duo 0 - Al FH 250 HEAT S IGAF, 25544 B Duo Mobile ZE /% 181t SMS &i%. pfliff4 ik
BB G, N, 1234567,

* HEE - RO 2HIF IS Duo Mobile AT, 15 B RHER R THL. AH U RIF mididtt
ALK

* RRIE - A LR R HEAT B SR IE
* 5215 - DUEAEH R K Duo %%, ok 2l RNl HEHr & A% B0 8 oK

HXA# H Duo LDAP HJ VR4 IR =4, 1525 aife) {8 ] Duo LDAP B & XU R 2= G356k , 5 37
7L

N ©

IFZ i) VPN BYiF A] 23K

T A FEA B2 VP AT IR 20 AL Y V2SR, 84 RERC B AR Vs 1) VPN VRS I, AU IR T
R D R R R e P BRI o SN BE AL ] PP VE IR B 1% D fE

AR, T B S I e R g ie) VPN VFRTE, 35BN R AE T Secure Client Advantage. Secure
Client Premier 5 {{ i Secure Client VPN. BI#iIX /P n] EM 1 T A E ST ASA A1) Sk i —
I SCVFAR I ShRESE, eI T by A 15 2% #40 [7) S5 Ab B

BA HVEANIE, TEIKGERILE > BEEFANIE > EREE, ARG ETFEY i RA VPN Yl iE4] ik

PEIEMMVEnl e . 8T B R RE A B K P A VP vl . A O VPR RIS B, 15 S
5] i FH B2 ] 3 1 T HE

FHREANE R, 1ESH (JLFF AnyConnect 11148 R) http://www.cisco.com/c/dam/en/us/products/
collateral/security/anyconnect-og.pdf. 34, http://www.cisco.com/c/en/us/products/security/
anyconnect-secure-mobility-client/datasheet-listing.html HiEHE AL T HAb K £ .

TLFE i 18]) VPN A4 4 I 70 R 5l

BC'E RA VPN I, 3 I 2093 55 DA HE DA BRI o

o T Rl—ANTCP S 11, JCVAAE [R)—4% 11_F R PC v 2B A% U7 n) CREP BRI M) 138 () HTTPS
Vi) FAEFEVT M SSL VPN, i, Qi Ae A4 11 F R E e 215 7] SSL VPN, DB JG 271 g
1443 EATIF HTTPS EHRIAMTHE Lo WRAE R4 0 FRCE XA ThRE, IR 2 /0 3 L
oI5 R 4% [ HTTPS 3 11, LABESR o,

* RA VPN AhiBz L2 4 R B o ANBELEA R 322 1 L B A ) ) i B e o S0 o
o JCVAE NAT ) 5k AN Ze R 7 1) VPN ikl o 4 ) 88 ik o

o I 448 H RADIUS Fll RSA /\HE‘EEE%"XXI%EHLW, WIFERZHIEDLT, 12 BPIERIA G 0
IR KM, TVRSEEURII R S0k . #8n] LLUE A H %€ X Secure Client Bl & A4 K
O 3] RA VPN 4200 B S0 p, %i“buﬁbz\%%ﬁiﬁﬂﬁ i WeE I EAR R e E S,
559 TR TR . S I E AR I I ) Bk 60 BB, DU P A A8 I I R EEAT S 4 30 E T
REG RSA Ap, DL SHEAT A WA IR B IE .
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B ==memiaven

Aic

o ANEBLHEN RA VPN [ & a4 (ltn curl) , - H Al ReAL A pra g 8. wlhn, i
A2 N HTTP HEAD 3K o

O \ — | VIR Y Ay
BHixiE1710] VPN
By i Ja P FE Vil VPN, TR BB V2 i H . U PR AN T i B

UK

PR RV R,
i 2 ANV ATIE -

WA, AUEHT R T I DRI RE AR RE AT BEARIK T o FEAVFRTIE L AU At
PERIER, ARJA A RENC B R VT ) VPN AN RERE VRS VR AT IR R B A% I fe . A Qe M it &
WLy, WS P

« REVTIH] VPN VFRIE. A RPEAE R, TS @i VPN fVFrT 20K . 25 7 0. 2R
SVFRIE, 1520 R H e H W] e VR AT iE .
TE2 WEUET.

X P ity 55 15 2% 2 IA) IR SSL i et AT B O Bl 75 B HIE 1D o 8 mT LK Tl e LI
DefaultInternalCertificate /-1 VPN, 0] UL BATAIEIET .

Up SRR T 5 O BRAIE ) H SR U AL F N B e 4, WA 20 B AR S A5 AR CAAIEFS.
A RUE K I EAETRER PR S, SN IR,

PR3 (k. ) MEJF bALR B E SR, 9 I

SR A BCE XA BEAT B0 B8 U A B U

FET AR AEVFEE S A T 1) VPN B P IR P A DA N e B, o] DU 25 77 e EAT 54 0 B
e, ATEREHT, ] S SRR A

* Active Directory BRI - 1E 4 2 EL BB BGIEYR . 7E Active Directory AD JIR 55 #% & S 7 ik
o IS HRLE AD S48k

* RADIUS AR5 2340 - 7824 2 a4l Bh B r B0 E VR,  JF T 42AURHe K . i3 M id s RADIUS il
S8

* LocalldentitySource (AN P &#i ) - /E 0 - 2Eal R BnT A H A & g SCH ™,
AME SNBSS 5% o ARl A e A O IR, T ORI 0 S A IR 5% 4% v E LI
I 2 2470 . EZ I ECE AT .

* Duo LDAP %5 2% - 15 LB ol Bh S 4y S0E Y . BAR 14 v LU Duo LDAP 45 #34F Ky 1%
W AKX IEAR TN E . 05K L AR W LA 5 3 Active Directory 5 RADIUS JIz 55 7% &5

Il z72isiE veN


fptd-fdm-config-guide-730_chapter3.pdf#nameddest=unique_119
fptd-fdm-config-guide-730_chapter3.pdf#nameddest=unique_33
fptd-fdm-config-guide-730_chapter7.pdf#nameddest=unique_166
fptd-fdm-config-guide-730_chapter8.pdf#nameddest=unique_202
fptd-fdm-config-guide-730_chapter8.pdf#nameddest=unique_206
fptd-fdm-config-guide-730_chapter8.pdf#nameddest=unique_206
fptd-fdm-config-guide-730_chapter8.pdf#nameddest=unique_181

| s&#2ipis VPN

mE#rrzrnngcs [

FIRAUN RS ML, A XRFEAE R, S W] Duo LDAP Bt B XU R & r s, 2
37 i

$BES (AL, ) N RA VPN LELMERE , 4521 1L

e e SO HE R S o v] DAE B2 SR, MR 2 1k 3 B3 4 i 2 A R B R U T AP o
] IO BT AT HE AR P BRIA SRS o

HIE6 Iil'E RA VPN EHACE SCF, 2 14 1L,
ST VPR EIEEREY R VPN, 5512 .

8 WAFUCHEiy ) VPN U, 4 12 7.

G RAE SE E LI B B ) B, TS I ARG ) VPN MR HER: . 56 27 T

9 (Wie > JA B0 SRS T L B A5 5 6 Uk )

SRR HI s P i, e T R U5 1) VPN Sk i PR s ARl A b, ATt m] LURI A S
FPIUR R VSEC AT WERAN R BB S ie i, AT SIgRe Vs ) VPN L™ DUEC 50 5 3 Bk s
I, SXLE AR 2R T S SRS LAAE R T AR PRI A5 R sofs H ] TRt L
LGP

FcEH L5 % PimBc & 3

Secure Client Pii 5 SCA4 B Secure Client B AF e N 2% F g o X LEHCL E SCAF e 5 27 bigAH OC I
2RI, BIWE SN BIERM B EEER, R SRV ZH PR Secure Client 1 32 15 Al

TR R .

G RAEBCE TSR VT ) VPN I O A O E 5 A B EHLA (FQDN), REeH Wigadt—AN %
From e E SO R E SO BN RE . RAE TR EAEBUAT AR, A 75 20T E ALK i
B R R I E SR T IER s RIS LA, Secure Client $45%0 I A7 e B Sl

ETAL FHERIA R

)

AR IR BEMSIAE B AN A N R VPN BCE SO IR S5 E 4R, LU Secure Client 7155 —
ORI s I HL P T B8 . W R i 5 FQDN R IS B & SCAF P AL H L, R
AN A e . B, WOREEIE T MEBILA, HiAEBS5 4 FEMILES, HERR
BRI LI B SR BN H I AES UL FEAS 4 20

BT LUy Secure Client A A i LLE R 5 Secure Client — 2 F A & Fisidle ()40 AMP Jg FI#E
J7) BRGSO . BARE AT DO AT X Lot FARHCE SO, H &S BEgs A HFOIEE Secure
Client it & 3C/F. AHE, 0T LUmE % &8 B B ARAT SRR e & S, ARG AT BBt API

(K B APIExplorer) BSOS B & SCAFRAY . IC & SR DL TH] 27 BT SR B i i T o Se A, B3]
RAFRRACE SO . BUR R P Ut B o] 56 b A 5%
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B e=srezraras

LI

[ 7 3

$IE4
FIE5
$IE6

T

CURFEF AR T el it “xt 47 Uil HEe O Mgmpint G, Siab, I8 T LLAE g B S SO PE IR
i, st G sk TR I B #T 89 Secure Client Be & 3214 (Create New Secure Client Profile) 554
k17 Secure Client Bl & X% % o

FHIa Z Al
FE AR P i B SO 2R, BT AR $ A

o FEIF BT IR Secure Client “ Wl SCAF w4 - Windows/ O 3R (MST)” o 2ede
SCHANGE F T Windows, 3044 4 anyconnect-profileeditor-win-<version>-k9.msi, H:H <version>
#& Secure Client JRA (LA AT RS FIANED o it
anyconnect-profileeditor-win-4.3.04027-k9.msio. #EIIIAE 2B B0 B SO Sl 4 2 T 2225 Java JRE
1.6 (EEEEACA) o M software.cisco.com 3K Secure Client Bt & U g 2s . 1HFRE, HLikMF
B T O E SO s, A U2 VPN 25 i () — AN B S g R s

o AP C B SO g R B A P A AR DA o AR IS B SR R i S A B 1 R M4 B TP
ke ARVEAMER, WS IR K7ELA )

UK

I &R, ARG M H sk ik Secure Client B & 3214 (Secure Client Profiles).
PATCL FEAEZ
© BIONEEXTG, i s + FeHL

 EHREIAN G, i S HEN R g E b (@),
o BRSO GORIE AL E SO, I R R (9.

SERR RS %, R R 1 B (©).

IO SANLRRR (AT BB

R AR E SO, A R A AR BT, DU T A M 3L Secure Client &
TR ATk

TR A P 0 P R S S 2 B 1 S 1

VLT IR AL S

S R

W R B RS S92 Br E 2 Secure Client BC & SCHFAFIFSEAY, i858 i BL R AP BT o 4
(P SR

a) Al “HZIEI %4 (¢ ) HFikEE API Explorer.
RO AE S (I TR R B T 4T JT AP Explorer,  FLARHR T 948 30 U5 2% 50

b) #TJF AnyConnectClientProfile %5 .
c) %+ GET /object/anyconnectclientprofiles /57, #RJ5 midiik ! 44 .
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d)
e)

2)

h)

mE#rrzrnngcs [

TR E SR SOR W R Bs o 58 H S (10 s P s o 2 5 i s

"version": "oiwtsaoxbmip7",

"name": "amp-install-profile",

"md5Checksum": "12£18388580d3bb2eb0a9dcd8f9a7150",

"description": null,

"diskFileName": "bad3506d-9440-11ea-97d2-4d3296494e7b.xml",

"anyConnectModuleType": "ANY CONNECT CLIENT PROFILE",

"id": "bba6cd0e-9440-11ea-97d2-7b74302649a4",

"type": "anyconnectclientprofile",

"links": {

"self": "https://10.89.5.38/api/fdm/v6/object/

anyconnectclientprofiles/bba6cd0e-9440-11ea-97d2-7b74302649a4"

}

TERH R BN G, B BRANRS, % AT Ctel 1 [R) I Aoy 52 ) 21 B AR

1%# PUT /object/anyconnectclientprofiles/{objId} J57%, FFKF Py 28RS NG 3 IE 3B .

S id AE I ORI 21 1E 3C F 7 ) objld guiRHET . BB BATE “self” URL FIRJEHR BN %
1D,

Parameters

Parameter Value

objId
bbagcd0e-3440-11ea-97d2-7Tb74302649a4

body {
"version": "oiwtsaoxbmip?",
"name"”: "amp-install-profile",
"md5Checksum” :
"12f18388588d3bb2ebBaddcdB8f9a7150" ,
"description”: null,
"diskFileName": "bad3506d-9448-1lea- 7

-

Parameter content type: | application/json ¥

EXBIESCH, #:3] anyConnectM oduleType 7B, 4 12 (% e 48 A C i SO 2R A IRE . M
DART. FEEDBACK. WEB_SECURITY. ANY CONNECT CLIENT PROFILE.
AMP_ENABLER. NETWORK ACCESS MANAGER. NETWORK VISIBILITY .

START BEFORE LOGIN. ISE POSTURE. UMBRELLA 1 {Tik#.,

FRRAEIESCH, MIERsERIEE, EREEE N Inig .
XS B RSN R s :

"version": "oiwtsaoxbmip7",

"name": "amp-install-profile",

"md5Checksum": "12£18388580d3bb2eb0a9dcd8£f9a7150",
"description": null,

"diskFileName": "bad3506d-9440-11lea-97d2-4d3296494e7b.xml",

"anyConnectModuleType": "AMP ENABLER",
"id": "bba6cd0e-9440-11lea-97d2-7b74302649a4",
"type": "anyconnectclientprofile”

}
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B sisrsEameseven

iFREE

i) A SR A Y DU GO A CAERE . RN SRATH A 200 A [E])3 5 25 o i )3
3. BT LMER GET it — P IiF 458

#2178 VPN
A DME LU iz —k 8 I Vi b VPN FgiE i &

* [il'& sysopt connection per mit-vpn #y4, Fhr &S fFULEL VPN EEZ 1 & 5 52 Ui 1n) 728 1 58 1 1)
BT A4 iR IAE & no sysopt connection permit-vpn, XK VPN Wi &b 203545317 1)
323 Tl SR 1) AR VF

AN PGV AE I AR i) VPN Ml £ 3 1P Mk,  BRIHGIX R SR F VPN Wi (15 V8 A %
Ao HEHRSE, VPNIREAARRI, S DA S N AR A SRR Y. URL IS
PR IHAL K ThAE . FIN, REASERA KR ERATTERE R, B blmis 2k
e VPN 4% .

LRCE AL, THAE RA VPN NG B SCAF b % 0 B ## e RYIAT 8 R0 7 (5] 42 Il SRR AL 101

o GRS IR 2R LA fe vk B AR i) VPN MUV B3 RL . BT AT GRS VPN S AT
W, IR G Ss T TR (HE R RUE, A et SoNB ) Ohid 1P bk, BEERASU5
] P I 2 AR

IS uFiiE 5 15) VPN B &

IR 2

$IE3

FERC ERCRE YT (1) VPN IR %I B8 BB 5, WAL A ) DU T A4

Q0 SR B ) R, 3 ) 1R R o A A TS B A BRI G E ). 15 S RV W) VPN IR HERR 2R
27 Wl

i

LEANERM 2% R, 4] Secure Clientid 37 VPN %4,

i 1] Web %%, 4TJT https://ravpn-address, ' ravpn- addras T AVF VPN R 1AM
IP Ml s WA . W, 2 lﬂﬁ?’”@rﬁrmﬁz@% Z [ H 7 Wifal 423 Secure Client 81
. 23 L

WA T I ARV ) VPN IERE ) 1, ) AZ07E URL A i B e S e i, dn SRR 118
oy 4443, ) URL [ A https://ravpn.example.com:4443

WREE T4 URL, W] 248iX4e URL.
BBV CLI, Wiskskay AT S (CLY)Hirid . 5, 1T CLI #H & .
{4 H show vpn-sessiondb iy 4 & FH & U HT VPN 251G 25 B

SFHE BN R 175 ) Secure Client 231 LA S AT & BRI TG . WE(E I R S TE BCE ARG sh 1 1
fa B PN &% 2 B s o
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$TIE4

winzizinia veNEE [

> show vpn-sessiondb

Active Cumulative Peak Concur Inactive
AnyConnect Client 1 49 3 : 0
SSL/TLS/DTLS 1 49 3 0
Clientless VPN 0 1 1
Browser 0 1 1
Total Active and Inactive : 1 Total Cumulative : 50
Device Total VPN Capacity : 10000
Device Load : %
Tunnels Summary
Active Cumulative Peak Concurrent
Clientless 0 1 1
AnyConnect-Parent 1 49 3
SSL-Tunnel 1 46 3
DTLS-Tunnel 1 46 3
Totals 3 142
IPv6 Usage Summary
Active Cumulative Peak Concurrent
AnyConnect SSL/TLS/DTLS : :
Tunneled IPv6 : 1 : 20 : 2

1 F show vpn-sessiondb anyconnect iy 4 A E 7 X247 VPN 2GR TPEGHE S

PR BRI rn a2 AR A A B AR SR . WRAE ] VPN, Bl
=RV SR RS VAT S e e S S e R S Y

> show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : priya Index : 4820

Assigned IP : 172.18.0.1 Public IP : 192.168.2.20

Assigned IPv6: 2009::1

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1) SHAl
Bytes Tx : 27731 Bytes Rx : 14427

Group Policy : MyRaVpn|Policy Tunnel Group : MyRaVpn

Login Time : 21:58:10 UTC Mon Apr 10 2017

Duration : Oh:51Im:13s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a800£fd012d400058ebfff2
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B z=zesavenes

Security Grp : none Tunnel Zone : O

Febe \ — (VKNI ===
=IRifE170] VPN il &
TEFEYT ] VPN 40 B 8 T — SR, IX SRR SR VR4 8 ] Secure Client 5 R8T

VPN I, BANACESCAEAGE X T T S RAER AAA RS EAETS . 0BT 1P sl i
Bk, DA RE SCRRHID ) P FRD e A1 10 2 s

W EONAN T P A P T A IR 55, BB AT AN IR S IS e, ERs B 22 IO E SO
ARSI A DU A AN R S AR 0 UE IR 554 A L35 0, R mT LA A T 28 5 0y B0 AIE IR 55 & FA B
ZERAF AT S

UK

SR milig & > L2 VPN AT EERE.
AR 7 5% T G L 2 D R I SO R AL SR P40 A

P2 pili AP SRR E XS (AR E) .
FER3 PATLL AR Ak

o b+ AT FE TR E SO B IRVEGN, 1ESIUNLE RA VPN IEFENE S/, 2B
14 71,

o AT (O, AT IFE BN E SO RE B R B AR, LS AR LA AT
o

o Rt (O, MBS o A R A

o EFEH R EREE, € SCERNCE SIS s e WS008 RA VPN BCE LS, 55
21 UL,

fic & RA VPN EHEE & 34

T LLBIEEIE RE VT 1) VPNE B C B SCPF,  SeVFRI eSS (IR e M 2% ) IR 2R 1Y
W EE A4S o B R HE B SO, DAIE AN (K 5 G B UE T i

FraZ Bl
FERCERE RV 7)) (RA) VPN 3E 2 i :
* M software.cisco.com ¥ T 751 Secure Client 2440 N 2% B & 1K L AFuk .
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mEraveN EEREH [

o SMBEE T (fFE I REVs ) VPN JER 2 A 1) BANRER A SR VFAR )35 1 _E K HTTPS 3%
FERE PR R P O BT In) e B AR 1 G2 B /e 8 1 G B T4 BT 1) (R HTTPS
Bl B O MERNC B SO R A e TP ISR S5 AR BRIAGE R 443, PRI A — T 0
B

UK

HW HRE > I VPN 4L N EERE.
PR 524 LT 2/ e e B AL SR 1
it e R E S (AR )
HUTEAF B2

o it L O A

AT AT (O, AT IFE BN E SO RE B R AR, DL AR LA AT
o

N
SN

NS
w N

BEA  BEIEAEREE.

 ERBENHRR - WERNAK, k2 50 NMEAFF, ARES M. #ll, MainOffice. ANREH
IP bt FHAE 2 FK o
iR T 1E LS N R 44 RS2 FH P LE Secure Client %0 77 S IRE 7 R B B4 PR 1E8
— NG I P R = X2 FR

¢ARNE . AURL - 528 S5 B E S 25 H A FREURL . AEIEF: 2 JB Bl A 15 45 1
VPN F P o] LAZEIE R R 11 Secure Client 2% P i Rk 3R 44 . SRR E SO FR 2 A s in
KN WA IwE T TEE 31 NTFR .

IR AT LA B 40 URL 2136, 7E RECFE VT A VPN ZE I8 1) £ 7] LA R Fp - TV B
WERA 4 URL T3, R400 B 3T 5 URL ULRCHEHNC & S0, 1 URL kiR
723 Secure Client 2% )7 Uit R % A3 HH

Yt BN INAL A 4 A1 URL . 7EW % b T EF N & S, X885 44 AT URL 420052 ME
—[¥. 41 URL LA https:// I3k

flan, 0] EH )4 AL A4 URL https:/ravpn.example.com/contractor. Z¢%% Secure Client 2%
P e, P RFRAEIERE] Secure Client VPN | $i7 4713 Ak £R4H 1) 44 .

PIERS  ACE TSNS S OTIED

TR G 398 TRUAF) 2 V% MR R e R P AT B B0 AIE, U e FE U7 i) VPNIERE o B () BRI 7 V02 A
I AAA, SRJ5E+£% AD 4k sl fd ] LocalldentitySource. AR¥E BRIGIEZERY, ] LU DL R vk

o (X AAA - ARPEH F AR FH AT S A K IE R A . ARG S, TS IE RN E
TERCE AAA , 55 18 1L,
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Ei2iiE VPN |
B s=ravensgmaas

* (XE PIRIER - W& I S SOME AT P B e . A OCTEAIE R, TS RO R
BOSCERCEE S R, 28 20 G,
* AAA 70 ClientCertificate - [F]I ¥ F FI 7 44 /485 1 R 2 i e 4 S ik A5
* SAML - 7€ E S IAIE I8 ] SAML R4S %o 1 SAML Itf, /R AEAC & 0138 sl 4 B £ 473 563iF
o HREAGER, ESHNERICE SCIRCE AAA , 5 18 T,
L6 NUER Rk
bkt X7 R P AR L VPN RN, R0 DL ECgh eI n IP kb, A OCTEANE R, 1
Z:[{ ) RA VPN BUE % Pk, 55 21 0L
LBT  SEHET—F (Next).
SIB8  EPFE T ULACE SRR
ZH SRS AE S ST B T S e B PR 4. ARGV & 44 M DAItGrpPolicy IR IAZH SEME . 40T LB g
H A SEmE, ARSI i IR 55
TERALIRIEIT, SASFBIARHE S, e, SddmiE (Edit) nT 2T 3 .
WA T B ALRERS WANAEAE, WETE PR i e 2 Fa94A 5k B% (Create New Group Policy).
RN B, TES 4 RA VPN it &4 5em% , 25 21 1,
2?9 Nl T—% (Next).
10 LA ERBE .
TR 398 U FH TN I BN S . FEANE S — MR B S e, R SRR A IO SR A T
EIXLEED, RS T G A O R I SR B
c WEBUNER - IEFH T WA G RINERIET . & it 52 SEE 154 e 58 il 2 4 1 VPN
HEH . MBREEHRAUET, Wk R AIR P eI FH A ERIES (Create New Internal
Certificate). UL EIE
« SNERIZEO - P AEIHATIERE VT i) VPN BN IR 1 o IR SRR & S AR P 2 1)
PATATEE 0, EARIX I &AM Il LB D) #2111,
« SMERIEORYE 2 IREE R - ORI KLHK, Ul ravpn.example.com. U1RFEELK, RETLLA
TN — AN g P S

iR TSR AR VPN HOR1 5 i {5 FH ) DNS R 45 2% 1T DORE b 42 R AT A AN 42 1Y) TP Hb
Hit. ¥ FQDN ¥ InE4H¢ DNS RS %%

* im0 - FT RA VPN IEF: 1) TCP viig 1. BRIAME N 443 IR FTTEAEH T RA VPN [ylH—#:0 L
TR WA LAY, MIDAZR B OO B S B B A BEAS IA  o IX P TR 45 FRER A
H 443, AR, WS SEEREYT M VPN JE e H, B P A 4iE URL & it H 5.

s A ERBEHIR BT 01 SR (sysopt permit-vpn) - 1 21k VPN 521 el 122 S 1)
PR, BRIATSOUT S VPN s 52 6 T oy Mg i A . o H 0 E MR S 581 iy ial3E
1) SR BB T 2 A It T el Uy Wl B e, (B T RE VT ) VPN 5, M AAA RSS2 FEH
VPN 628 ACL FI4Z4L ACL /38R 3& 11T VPN i &«
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TEN

mEraveN EEREH [

WEVERD, WUREFRIET, RG4S E sysopt connection permit-vpn #ir4, A RKE . X
2l R VPNOIERE AT Ao BBk, IR I 5, EJCiE N S R & S R HCAS [ 1)
WHE: MWIRER A R E SO 5, EAMBCNITE, EARB A KM,

QAR PRI, AR T BE S P G AR YT W) VPN Huhikydi sh () 1P Mok, AT i [l 45
W2 A PR o X O iy B o A A, DR R R G A R i 8 R 0 75 252 v/t b 1 e PS8 B
T SRS R U i) RN, 38 2% RS R A U B SRR U i), T AN S R TP ik

VEPE LI TN 1) B A T, VPN S A Al il A 2 0 5 B AR RSO R
URL 98 AL s Thae . RN, REEASANA R EFATATIE RS, HEerh il iR
NS I VPN JE#z .

o NAT £5% - 5 NAT ¥4, At H R ) VPN 2R i B T-HUT NAT . Wi AR

% VPN Sl AT NAT, A CRAHORT Py #B H AOBAT NAT BUWAE ]+ RA VPN Hhilits .
NAT $ S LS5 R U5/ H R R 28 4145 (1 T3l s 5 4y NAT B, (HEATA S S
NAT S rf, EAE RO KK . Wk A NAT $ 4, A2t 7 LU B
TER, e RJRIkl; e N T RO E SO P, TG I AT A R 4
MANEERHREAT, 77 MK 25 038 5 SR BT A He A 2 58 B S0 10 NAT #5580 E .
* MERIED - ERRIERE H K U o) (1) A R R 4 R o T 1Y) NAT R Traxsedz f .
* PIABMILE - LEFACKIZRE T ok U5 1) (R N A R R R B 0 8 B3R U 75 55 S
(Fy ik A [ ) TP 2R

* SecureClient 24 &1 - RA VPN 4 [ 32 F5 10 Secure Client 5838 2235 4% . 5 TR KA

i, X2 Y REZL) NEEHIE 60 M~ FAF. 7] LLA Windows. Mac Fl Linux £ uf A% 5
AL . (HAE, Toik AR REERC E SO E AR AL . iR 228 59— & SR
B, A TRAEIE P B . X P B B SO N T T A I A .

M software.cisco.com " HOIXHA L. W1 2 AR LR EH AR, RGP H RS
BAIE 5 8O e .

i =%,

PB12 A

L, B R AT A

RIG, i YRR A A S S YD %3 Secure Client A EAMAT 4, FFMRRALA1E 75 ol LLSE K
VPN #4%. sidi&H (Copy) KX L8y B HIBIBTNGEL, AR5 70 R r .

mdisER (Finish).

T—5HHtta
R VPN BRI VR, AV OISR I VPN, 5 12 T
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AEFEEEXHECE AAA
BOMIE . FEARNCIK (AAA) IR Z5-2% 48 F ) 4 RS KRB 2 5 SO VER 7 U M3 A2 15 1) VPN
RAEH RADIUS Hgs4%, Wm] BAX 43 ©960E H P IR0, IS 6] 52 LA Bt 5 1) 2= S A0 v In)
BRI F] DL ] RADIUS 00K R 45 S B B A FH 55 400
ERCE AAA RS, FEUIIACE SR SHBEFE IV nl im0 AR S hE X E F 00, 1
1 FH4RBIYE, #1in, RSA A ak DUO,

E SR IRIER

* BRSMEIERESMBIR - 1 TR AT 5 0 Bk i 32 2 5 0 A Z0AE Y B 2 1Y
(RS P e SCRE ), A RESE R VPN I . JEFELL T — kIl

* Active Directory (AD) St 340d . 4n T 75 AU ANAEAE, 18 R B T S e
* RADIUS Jlr %4341
* LocalldentitySource (AHWF 5 i) - 0] DL AL e as o P, AN F AN Ik

Gt o

* Duo LDAP Jli 55 4% H2, IXadf B B b, DR BN 3 B geiie, i

1471 Duo LDAP FCE XK G IGTE , 55 37 TP ik i SERE R 28, WALk
WO SR i HAEFE RO R AN 5 6 AN RES S5 5 T I 1R U5 1 42 1
.

* SAML Jli%5 %% . Wi A SAML JIR 45 %%, WITEVARC & [F1E sl Bh S 4y S iE i . v] LR

RADIUS HERAURSS 25, {HAZHCE RADIUS RS 5%, DMEARTFEEERIAF . a2,
7E SAML $HERH T B4 56F )5, RADIUS R 45 #e i 3t B &

* SAML FRIKE - QRIS SAML AF24 1 SR IAIEIR, A BEE RIS B 7 s ] 45 K 58
J% Web 57 50 11E -

* VPN B PimR AU BER8 - VPN 207 5 (il FH LN 2030 B2 230647 Web SR, PHIEi%

S IUEAOE ] T VPN 8. XEERARI A, Joilidt— PR E .

 BOMRIE RGN BTRT - VPN &) i R SEAOBOA N ST e 2647 Web B BGIE . IRk I 78

161 VPN 5 356 1F A0 HoAd A Y 8 36 2 0] J2 A PR 80 5% (SSO) o Ul RS AR B S RSV AR IR
A VLA P HAT I Web S IGAE 7L (B AEYRFIE S 50E) , g Btk I,
DI EAL— AN, e RS T B ] Web B3 I6IE. M software.cisco.com 3k B A4
. WHER, T8 SAML FIERAERAE R GE 0 W0 28 1) 2 e B SO F R _EAR IR 5L
Pi;  XECHHRA R R, MASEREE TR E S

* EIR A SRR - Wik FEYEE — ARG Ay, 0T LLEFE LocalldentitySource 75 4 [HE Y&,
DABI S5 25 AN nT o S R A 8500 AR Db IR, IR DR 8 SR AHB ] - 44 /860 5 41
PR 55 4t v R e SCIR R P 44 /28 AR TR

B RARI - 1S R IR E LR B
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nieprExunE ma [

o MMBRIEI - e Bl R T DA S T0RE SCVRAEE T P A4 AT B 6iiE o 45T LU T IX Lt
HIERE AL B, WERIRSS 88 JCVE T 0 B AT, WA 2 i I P A S B AE .

* A P2 MIBR S 43IRAR S5 85 - R4 ] AL 16 3 AAA IRS54% 20, e 25 M 44 R 5
DRI RR . B0, SRR I H ) S ANV S AR R 4 2R S P 44
MIER, JEARIER] AAA IG5 a7 BBt . BRIANTFOLT, BTtk T-IOH g ks .

* N R ZMIBREA - 7R A2 AR 2] AAA RS a8 20T, R EMH T MR A PR . ik
1i3E M1 T~ username@domain K 3 45 5E (A PR IEZE T2 BN @ 7555« BRATEOLT
BRI AL T B 18 IR o

s BRAZRER - &0 VP FE R I I B R . W AR R IE T, 2 i AR i
B, Secure Client Kf4E44iEFE, H P WAiaiE AAA RSN . Wi R L ILEDT, Secure
Client 23 7 25 W47~ FH P B8 s hth, 30) P R U 22 5 15 2 o W IE R LA R L —AN ik
Tie JbAh, iEMIRAE AAA BS54 E )3 MSCHAPY2.

« EEIDIEAR x KIBEAR (VR LDAP) - WIEIREM RETTME, 245 1] o 35 i Bl
M frr DIt % E o 1-180 &, BRIMEA 14,

c AEBEHYRBMAR - ASES ), B EIIN S SEs T ESeE . RIE
TRCE T8 1], RADIUS HIJ BARZ 2 R ILIEAT A

HWEN SRR

* BT A PIRIBEI SRR - 7R AN S0, Wi P s Al R 32 R T S 40 BAIE,
W ARG &P~ A BhIE AT S0 36 3E . 7T LAESE AD 4tk . RADIUS fiIR45-2541. Duo LDAP
JIR 55 2% B A Hs 4535

* BRIE - A SRR E LR B

 SHANR A E AR B IR - W B A BhIE A AN IR S8, #80] LLIEFE LocalldentitySource 1
VR, DABSH B RSS2 o G0 R AR HB B ZE A A 25 FHYR,  IE BRI 2 U A HE
FH 447500 5 5 Bh AN R 45 2% o SR P 24 74 AR TR

c EREERPRIITHIER - BOAMEIUY, A5 I, RTS8
I AR s W SRIEFE IR, RGO DS s A A A B8, FAl ] 55 5 S 43 U5
(] R 2 R AT il B S AR Bk o RS 2 S A USRI B S (U R P T AR R (K P
Ay THLEPEILIET .

c DEWMSBFAP B - BHBIEKIN)E, W24 s EFEM G bt M e
T 4L R SSL A ANy ) 4 R 2 M R VLR ORI Tidike T T4
SRS, IR SR R RGN T AR T BRI B . BOAT
DU, AR 44

© TRDZEEY - W IR ) IR S5 AR I S o DO BIERE AAA FAZE PIRIE 110 5 I0 e SR Y
I, BB E, IS TEBE, SEHERPEREOTRIERHRIARAUL
AEREARBARZ. BOMEARTR, KRR IS WA,

WP E B IRERD, BN A3 S5 4% T AT B O U0 I RN R A
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B izsmscumsirssnni

RN RAEE, AR EHEFE RN, RN RER B AR .

H ik
« IZIARSS 2R - Cd B ARAGZFE VT 1) VPN A7 1 RADIUS k45 #5401 .

S BAUETE T, BRI AN 21 5 3 BAE T r] TR 25 M i %o SRBGE L &
— A BARBAT R ERAE . LSBT REMIFR A Mok A o A RAEAVE T A, i
) B B UERE D BT AT 280 B G R UE PR P S (AR T 07 TR BLPR o A7 SCC B RADIUS #AL I
B S A RADIUS AL s i A BRAE I . 26 3 0.

THEER, W RS RADIUS 4578 R E I A R PE 5 A dems e I JE Pk EE S, W RADIUS
JE MR A o5 2 S JE v .

IEMcBAR S 28 - (Alik. ) FT RHEFEvi VPN 215 id K RADIUS JR45284H .

T K2 BRI FH 7 1IEAE U 0 R IR 25 DA R AT L AR A FH R P 28 38 U5 o BB B 41 1% 4% 17) RADIUS fii
et H P e sl ek S BB SN IR ERE LR T P 4. SR a7
T A RIRSS DL AN ST RS ] . ARG, AT HTiZEdl, DL TS E H#E, RK
Sk R R . 8 R LB O K DD RE, AT UK B 56 UE AN P A ) RERC A .

.

AEERE CHELEIEE S5t
AT U 25 7 i 18 A 2 B IO UE 6 e RV 7] VPNGE A T S B0AE . A FHE B S A SR, 1A
T3 F 2 o) FH P i B 25 CA IF B RS B T8 iEfE R 1) SSL & Fimik i,

& P umiE 5y, 5nT DA BB S5 A FHYR,  DLURFRARE IR IR 5 28 o IX U8t AAA JETI;
BHRFNGER, ESRANIERIE RS AAA, 5 18 T,

PAR S UE P € 1 e PE e ST RAh 3 B3 PSRNl B8 51 50 e O 2 e ko T BB B 50 Tk #
(=

* MIER RIRERRIA P& - JEFELL FIEIie —:

© G EFE - IR EEZF RN FERAMUF M HRE TR BRMEA CN (A4
OU (AHLRNL) o LFEIEH T EIALRNEIT, Xy Bl G B FRAT 4, 1t
ARRH T SRR TR R, JF T URRCH F K, AE SSL A28 Ay fn 22 IR b A8

- ER5EE DN (A 4#afk (EARPZ - KRG HZIN DN FBAREH 4.

* BRI (Advanced options) - sitiE 4Rk (Advanced) FEHE 10 E LA kI
c ERAPEREOTEERPAR R - E3os 1 P T S0 0ERT, 2R 7EH P 45 BUR

BRI 4.
c AEREARBAF S - QORGSR FURTEEI, AT LIS 4%, IR T oA g
S A L E NS O EU AR
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71 RAVPN EC & X% P St
RGN ZHT UIE b HE Ry ik ) B R U ) VPN (28 B f TP Mok JX S bl vy DA AAA R4S
@t DHCP IR554% . AL HRC B IP Huhbt,  sOERNCE SO P RC B K 1P itk it e . RET %
DAL WO Sl IR e B, JFAEAR— S T AP AR 5 4 b2, SRR ek 7} BE 45 %5 ) i o
Plt, frT DIRCE 2 AN, MBI AOEREOR Z B 0L T, A ORBE R RSB AL .
EHIR B —A> B AN T VA RS B RGBSR b .

* AAA BRSSEE- 120, 7F BUBHE ¥ LRCE Mg %, TP fRaehbisn M. RiE, 74
RADIUS IR45 s, A8 X % 4 FRECE 07 i 217) )@ k. bah, ESEAe i nd & o
e HT 5 4 K AE ) RADIUS 45 %% o

* DHCP- &%, fH Ak A~ 1Pv4 Mtk 5 RA VPN L& DHCP il 45 4 (I&JCi2A% H DHCP
FiR & IPv6 1) . 2R)5, {1 DHCP IR 2211 TP Huhl G g =N W %, BiJE, (T0] DA
fic & SCFR) DHCP RSS2 @t b it 4. &2 al LIRCE 10 4~ DHCP IR%5 2%,

Wit DHCP M5 28 2/ fuhikt, W] DR 55 3% 2 050 SO S0 1) 4 S ws v Al ) DHCP {E R i3
JEVE, R, A g RO TS S B, i3 DHCP
192.168.15.0/24 F1 192.168.16.0/24, ¥4 DHCP iz [H 15 4 192.168.16.0 A HfLR M 192.168.16.0/24
T R L .

o ARHE P HEHEAE - FE, BIEEREZ NSNS, H T R 7M. LUK IPv4 Fl IPve HUMC E
W SRJE, TEZH SRS a3 L0 SRR | Pv4 HEiE R | Pyv6 HBtE ik I, MEREGX e 4,
T FINECE IPv4 F1IPv6e, HFEHCE A S Rtk 7 BT,

AN [R) I 2 W RO I B S A v o SR 25 78 W0 G B A I B, Rl
RAEAEL SRS PR T, JUTER R L SO R T A

TR, RGHL RS BN ] kit o

77 RA'VPN B & 20 5k %

AR AT X RE VT 0] VPN ER (10— 2L ) AP AR PR AR o ERR IO B SO A AL e, AT
W& TE i e B A (R 2 e T I A SRS v g A MR S T T ) BT P AL T AN Sy RS R
M E R R

ARG F 4 N DfltGrpPolicy FIERIAZL MG . S mT LA LA Seng,  LAR MRS BT i iR 55

UK
FE g E > mi2iFE VPN A EFRE.

A AT OG22 /D B I SR AT 2 SRS PR A

T2 g H R B
FER3 PUTLL I AE— A
o mlidi + LA BIEDETAL . AT O SRN DU s PR, 1S 2B LA
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B 0=
 HWRLBETE, 22T
s SUNCEENE, H22 10
 Huhk S ECEYE , 5 23 T
o rEIbEEENE . S 23 0L
* Secure Client JET , 55 24 7L
s MELIELSEMNE, F2s
* Windows | Wi #HACER B M , 28 26 1L
o i g 42 L (o), Y AT AL IR W
o i R 4 (O), BIBEA T BRI 07, ZANGEH TR & A .
EREM

21 W B L P LA RN — S AR R “AARR” e e — b R A L
© BER - AHIKHAIR AR Z FTHE 64 NTAF, SRV ZE .
* WERA - AU BERT . BT AT LIAT 1,024 T4

* DNS AR S5 85 - e SUERLR] VPN N, DNS R 55t % ) b N T804 ff A7 (¥ DNS iRk 55441
WP A NAAEAE, 1 riidi6) 2 DNS 4B (Create DNS Group) Jf 7 R i) 41

* REMR- I 1) P s (R SCAS O B . BRIATCRAI . 3% 496 71F . Xl Secure Client
SCRFB S HTML. A Af O ) 2SR FH P IE A M el Bl , A <BR> BRid s 47 .

* ZKIAIE - RA VPN HHT P BRI o 140 example.com. SRR3R N 21 56 42 B e 1) EHL

%, Bt serverA 1fi A J2 serverA.example.com.

 REFFIREE S - sl + IFEREE A T4 Secure Client Bt & SCfF. W AAMTE D (FE
HEREE ) BENETEREEA, MRS A BRSO E . 8, &k
FE48 H O R e & SCE . 8 AT ) Secure Client It B SC/F g i 2% 01 G X S0 & 0ok, &
T LA software.cisco.com |3 2R Z9m 425 . WAL P umlc & 3044,  Secure Client 5
g BT AT RIS T BRI . BEB1R TP 30 H J2 Secure Client it & U S, 1A ERL E SCHEA S .
fn] DU I 5 ol N A b (1 81 32 # 89 Secure Client B & X4 (Create New Secure Client
Profile), @& (R FAL) Brfc & .

k% T Secure Client it & 30, ik n] LLEFE Secure Client BiEefic B S04, #lin AMP 3 FIFERF
T80T DL REA B A 1R — AN IE & S

IARERM
SRS BT P T AR VPN IR KT AT LR ST R I R
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S

3
THH

IF% 8 & 1%

it mEmEt: [

o ISR 8] - ZEANER A IERE SO, RVFH P FrskiE R 2] VPN BRI TR (BA
SRR RAL) , JEHEh 1 B 4473924 BRI AY . BRIMEAEIR (B, (HASNHEINAEE .

o EEFERT B EIRIB)PE - W R I5 0 T HOCER ], AR AR S, EIR BB R 2 Ry, )
F P SR BRE B Sh W T ). P T DLk B ES WOE R &R, LA A shih i
2% BRIEN 1 20k, TLUERE 1 31 30 04k,

 ZRINETIE) - VPN EREAE A 85 H 2 min] CUNE K CBA I AR, JaRh 1 3]
35791394, N RAEULI R BN ILIER: FERGEIGs), MRS S bER. BRIAEN 30 404,

o ZS IR BT B1 23R (BIB@ - 7EE BN N I TR 2 /0, o) P S DR PR 2 0 1 B B S W7 32 4 1 A i
IS IA) o AT 3G shaR & F BT 2. BROAE N 1 8. nTRURE 1 3] 30 0%,

s BN PRIERBERE - AV AT RZ RIS FE. BEOMEN 3. LR T 152147483647
NER . R RKE N IEE ] RE S faFH 2 eVt ae .

SRS ) I Ik C I 1 SCERLIR) TP Skt A s SCRR Mt bt g 28 i 18 Y S 2 RO A 1 P S
O SR T R Ay SR D RR I B S o SO, TR ISR B

 |Pv4 tidibith . 1Pv6 bt - X ek I e e F 2 i Ry b kvt . AR B 7 i T ST VPN I
() IP FRAS, MOX Lyt K 2 i sy BoHb ko R — DM S, 8 SCESCRFIRARRAS TP AL 1
Mo WHREARSZFRZIP A, WA LB 7K. B, Al LR IPv4 it 5 X4 10.100.10.0/24.
Hhb i A GE 5 A D) 1P kA T8 — 1M,
AR S R EZ AN IR A 2R, AR . Mk R e T AR E . RS
Fe FE Tkt P0G 4 P K 6 3 bk ek 1 Mk

DHCP SEH - W7 & Rl & Sc b Ay by id & 7 DHCP AR452%, DHCP 41 H IS hr i
T4 HHE B 7 . DHCP ARSS g5 (Kb D4 2505k B AR SRR R [R]— AN 7 9 o 4 3,
FEVFIEIE P DHCP JIR 4528 e SCRIER bk, T e e 41

oA sE XM TE ], ) DHCP IR 45 a4 Je ik v 0 B WU 20 e TP Mkl iR d &N, %)
RIUA I3 BRI 14 1E

TRV, A S Tt T R W _EAE AR A AT Rl A 266 52 . DHCP
JIR 5% a0 5E UL TP L hE BT 1 R0 O A iZ st kit 70 C TP Stk

BSOS A B4 1 TP Bk FH 1% el H 9. Bilden, w2t 10.100.10.2-10.100.10.254, Hz 1
HE410.100.10.1/24, WAL 10.100.10.1 /5% DHCP Y« AL H M4 4905 . Bt % AR
1EAE, 5 BB ETMLE (Create New Network). DHCP Y A] F T~ IPv4 Shhk. 2 S48 B 1 i
BEAS R A bl vT R T B 0 k) A 2

SRS 1K) 73 ) B8 T 1 SCER e iy A B 3 PR 8 I 48 ) S AL [ A B R i IR T 5 1
Sep 2 VPN BEIE I R MR E ST 2 VPN BEIEANE CRINE s AW SO
HO
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* IPv4 S EIBEE. |Pv6 R EIREIE - n] IR RS H 1Pv4 F-HEIE & 1Pve F-hbk 45 e AN [H] 11k

T,

HARN LR NI TARAR [ o A RANER HI 0 HIBEE, R Horh— M ZORBIEFE 450 R 1K

I

RFFAREBEREE - AN EhRiE. —H /857 RA VPN 38, I i ie
TR 2 AR BEE . X EERINE . IR N A B 2 A IR T

RIFIEE R S BT RE R - 5w S H BRI LRI HLHLEE 250 % o BTAEIX LS H bR T
WA 2 R RIS . B e R Al B AR R BRI AN (B, Ak
Wi-Fi 828358

* HEBRLA TR E M 48 - LEHEE SCH bR M2 B UHBIE I 2O o 20 St AT A1 2% H AR i1

T iR B T R B A AR . AT A H AR VR A T L B .

* 53] DNS - 0] AN B R GUH R 2 e AR L DNS WK, ]I fuvr 2 ) it Ho Al DNS 1§
RKIERN % ) L FCE ) DNS kg5t . &TLARCE LT DNS 4724

Secure Client B 4%

* iRYE 5 EIRRIE SR MG A% DNSIFK - LI, R GORE % L 58 OO0 H1BEE 1B TR 7] f

Jr AL EE DNS 35K WA > FIREE, Uil H ARtk &% DNS 353K WisRA S A
Iy HIBEIE, FTAT DNS 3Rl i 2 R4 (13 4%

* JRZREE RRE A X DNS XK - WA M 7/ HIREE, (AARZ0E I 52 fry I8 i DNS

TR AL B i A€ U DNS kg5 4% b, Wl ik etk

* (BT FEE A X HE RE RS - A0 RAL AL 2 OR 57 (1) DNS 55 4% OUWHTRS e 3k st ik, D i

PRI, ARG, fREXLEsEL, ALE5RRi4s . B, example.com,examplel.com. U1
AHELLL B DNS IR 55 S ARAT PRI A FK, (RIS LEAMES DNS i 452 Ak 1 A LAt H 15
UE, VAT IR I

2 WS [ Secure Client J& 752 X Secure Client 5 ) it T 25 7] VPN LA HE4L SSL AR %

o

SSLigE

s BRAHFERERER S (DTLS)-Z 1 Y Secure Client 1§ [P /NFI2EB%iE: SSL p%i&F1 DTLS
FEiE . A ] DTLS n il b Kol SST 3% a1y K M LB R Ry B iv) R, - m oScadt o 25040 A 4B 38 iUk 174
SERS R P IR PERE . WSR2 ) DTLS, Secure Client FH ' EZEE 7. SSL VPN iRV S SSL [f¥iE

HEz
* DTLSEHg - & 1511 F LZS 4 P20 s 4 B fi AL 42 22 4 (DTLS) iEHz . BRI O F 22284 DTLS

* SSL [E4E - 21 a N R4, wUa L, a2 s 546 77 % Deflate o LZS. BRik
UL ZER SSL IR, Bl itk 1A fide R, (HARIEn 7R S il IR A7 i SR A
CPU i1 . [AUk, SSL & x PG i & O B AR pr i
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* SSL EMEMEA AL, SSL EMERERERE - & Inhe s oy VPN S FH A g, Fopr
P R i, N m R 2t PR ER AR . S E
AR, TR PEERRRE R GBS . (A RRE RIS BN A SRR E A R . D
WS EOR AR R, TR T AR R AR, BROARIRE A 4 2rBh. o] LUK )RR e N
4 #] 10080 738 (1 &)

EEIRE

* Bg DF (R F) L - 25 BT ED F B AN “A0 /7 (DF) i, EHIIES ft
VRomiPRe i B DF ALRISEE 7 P, AT I Lo o RE % 3 e P

B RIRRITIY - RVFEEE 22 MG B IPv4 B (A ALY IPve TR E ) B i
IPv6 Vit (224 M RA S IPv4 S i) 7 k.

Y Secure Client #3755 3k i) VPN ZEFERT, Sk n] LA 3 73 A [Pv4 FI/EE IPve ik,
Lk Secure Client A /3L —> IPv4 Hibik B —A> 1Pv6 Hitik, & BABCE Client Bypass
Protocol LAEFF ki AR 4 AL IP sl (BRIN. B2EH . REE) MR E, sl oiFZiiiess
ok Sk 3N P AR I B “HISOBA” kik (BEH 2RE .

Blan, R O —A IPv4 #itlk73BC 45 Secure Client 342,  H Z&um A XM AR . 24 2o
LR U7 i) IPve MuhERT, Wi BEEH R P un st sl WESEFF IPve fiam; Hi2, mRBHEF
Ui 57 P, W2 AN P i LA B SCE SXORCIE TPv6 it o

MTU - Secure Client 24 SSL VPN 4% ALK I KALHERAL (MTU) Ko BRIMEA 1406 715,
YN 576 2 1462 F.

SecureClient #1 VPN [ X Z [B] ERFFEIRIE 2 - & B /00 S5 2 M AR FFIE N B, LIEY]
AR AR TE AR o ORI B S DA O I TR R B BRIATRDR 20
B, ARG 15 2 600 7.

* MXif DPD [BFR. % Fim DPD (8RS - Ji H R0 SR F2 01 (DPD), #fiff VPN M2kl VPN %

i RS AS U XoF A5 AR AN P N R B TR] o 65 ] DA BRI FH I S B % P i DPD. &3 DPD W4 &)
BRAIATEIRE A 30 Fbo BTHIE]FE AT LASE 5 2 3600 5,

mEdEREME
2 SR () U0 B L e 2% e 1 s SR AR XS A B B AL D 7 v B BRI . fmT U X st @ v Gk
Bl SR A D HE A FEHLEE T W Hu kR P ER VLAN PR 41 RA VPN H SN AT a4 2 W
BRUIEDL T, RA VPN H P AS 2SI SR mE BRI, 1T LA i) 52 P4 9 2% L AT AT H Bk o
o RN FRITEES - YRRV 52 (ACL) FRAEIVT AR . 4% Smart CLI 7 ACL %
%, st RBimE R LRI G

¥ JE ACL A VFEsE Ttk . HASHEERIEML (Ban 1P 8% TCP) #EATILIE. ACL PEAIEAN H
RS “SGUCE RN SN R SR, DRI, TR R RO — I 2 BT . ACL KR
AR “deny any” 15A), PRIk 4G PR AR EHE LA JUAS TR U IR, RN A i S Ah U

W, ERLE ACL KRN L “permitany” FUN. VPN 28 A0GE FH T WG ER:. EAEMT
DR, FH RS, x4 VR I T FF (04 Bhide e, 9 SIP WA 4z

EiginiE VPN I}



ER2i 15 VPN |
B windows stz rmme

M TS TCIEE GRS ) ACL Smart CLI X} iAW 48 6 52, DR M6 1 7 G 4 S s 2 i 1)
#ACL. BN, ErIRETEEOIEAN G, AR5 PR PRGN Z0 5, f e O i e L0 i Ay
VimiEHIs . Al ACL, i 21R& > SREE > Smart CLI > X &, QIENS%, Rk
T RIFRIFIRIME AN G G XoRH], WS w4198 RA VPN Uil , 25 60 1L,

* BR&I VPN 2] VLAN - tBFh “VLAN 7, S PEde e i 4 5ems Y H 21019 2 15 1 3 1 VLAN
Bell. RGUEBZALH TG i R 2ITiE VLAN.

A L P ] 2SR 20 BiC VAN LRGPl db s ERER AR 215 A ACL L
I ORISR E TR s & 781 g UK VLAN 45 EIEHh 1 3] 4094,

Windows X 5z 23X IR B 1%
ZH S 1) Windows W U 284 CH 8 A o P P o a2 e SRR R R Is 4T DL A [ 3B 4T
" LA VPN iR HA 18530 sE 88 (R IR B DL R H 2 —

s iR BTN - AV ECE (ARCED WA ARECHTTP, JFAE CHCE RGO AR
B,

« BRI ST ERACIR - AN NI N Al SUIRAREE (A7) o SR A Sl 1 AR
* BEMEMNEE - 755 Skl a 10 s R T A S AR S5 .
 ERBESKE - & P %) i g N HTTP i A AR BeE LN &

s RIBARSSZZ IPSREMN A im0 - fCERARSS 2310 TP Hubib sk A4, DA SARERARSS 28 H AR
ER T . EHLALR DR IEAEEET 100 NFRT .

o TR EIANFIZR - S H14M) 2R T B AL D AN AR . A IS AR AR ER 1 BT
H AR BN D . #1t1, www.example.comport 80, xi il v ANEEFE LK I0 H 73 i 2157126
BT E AR T BRI H » BRI AR (CREEPTE AR Ey O)D AREEIT 255 4

2 Sy

T 1T

A5 = FO s
Bz im#E1719) VPN
BT RCFEYT 0] VPN HEAT W= fbi b HERR, 54T T CLI #5545 & 88 % % 45 CLI HH LU R v 4.

* show vpn-sessiondb {7~ f5 X VPN i 115 & . &0 LM clear vpn-sessiondb iy 4> & F X 44
ERIRESE

* show webvpn keyword 57 /2 P2 17 1] VPN BCEAH AR R, B THE ORI 222601 AnyConnect
W% . A show webvpn ? 5 1] JH GHE T

* show aaa-server 1 o s T FE 5 i) VPN i H SRR 815 B
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L2 8] VPN # FEHERR

EREYT I VPN ) ] e B % i o BB A B A BC . DA BRI O e i@ B
A5 ) AL

SSL %+ (o] fi S P& HEFR

R PR TP Mk 34T 9144 E Secure Client 3432 L1 N 3% Secure Client, iHHUT UL FHR1E:

1 WROGIZEREYS ) VPN IERHC E SO A 1 ARB O 1, T O E URL HP A5 i%im 5. 4
U1:  https://ravpn.example.com:4443

2. N AR, WAERETS RS AR EE LK TP HuhEPhAT ping fiv4 . AERANEE, 16 E AT AR
il % AL e A

3. MW LR, IAERE S X AMEEE I (RIIZRE T ) [RA] VPN B0 E SO e 1) 1Y
5E4 R eI 4 (FQDN) #4047 ping #:4F . W AENS ping 18 1P Hitik{H ping ANill FQDN, ) 75 % 5 7
% P HT RA VPN SRR B SCAAE T DNS RS2, Vs hi% FQDN 3| 1P Hiyhlk (1 Bt o

4. AR R AN DR IES . T NAZR AR R AZAE S

5. o RA VPNIERNCE, IFWIEERR TESE TIEMKANEE . A H LB R IESE T 1 A
FRZE KA B T, AN T RA VPN AR

6. WIHRIEABCE T SSL In%, 15l FHAMTRARAR KK IE TCP = IXKIET & H I

Secure Client AnyConnect T~ &} %0 % %% o] @ ¥ FE HE R

BUSR A Pn] USSR LU 37 SSLIERE, {HIJSTk B AN 2% Secure Client B PFAL, 1575 & LA R J il

o BARIE T FAL 2 P i E R G0E H 19 Secure Client ZE4 . Wiltm, Wi H P i TAESE BTN A2
Linux, {H&¥A _F4% Linux Secure Client BM%, WA nl 2R (KA,

* Xf T Windows % 7 i, JH IR B AR A RE 2R AT

o % T Windows 2 P,  TAERE 408 ] ActiveX BE 223 Java JRE 1.5 BN i fAs, #4548 JRE
7.

o X+ Safari (1 ¥2%, 2008 H Java.
o AR R P VRS, R VT2 SRS F R A At ) e At 2 R

Secure Client 11z o] B # P HEFR

WA PR IERE RSN O . T 80JF %% Secure Client, $RJ5#IJGEAE ] Secure Client 56 %,
W L& LA R 5T .
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B raven g immsessn

© ARSI UERN, VR AT AR B A IR, 2T AR O IR UE R 55 A
(1€ SCRAT IER . BRI IR IR 55 430 i 25T LUIE 1 — A His 4 LA

\}

ER WIR BRI UE RS S AE AN I 4, I B AN I 4% R A TR VPN
R, B FEYT ) VPN IR E VPN . PRI R, 155
5 G fr] S ek RERE VT ) VPN A F AR M 2% B0 H SR IRSS 3% 5 58 47 T,

o URAEREFEVT ) (RA) VPN JEBRLE SO Oy 4hE R DAL S T 58 2 PR 844 (FQDN), 5 KIERE
15 W% i % ping 1% FQDN. WISLALHS ping 8 IP Hikil{H ping /i FQDN, W EEHH%&
Jui Al RA VPN ZEFEFLE SCAFATHI ) DNS k4545, %1% FQDN £ IP ik (s o an S48
() A2 Ry A4 136 € FQDN I AR K ERIN Secure Client BC & SCE, 7 i S5 g 4R IR 2% 2% o dik A
AEffiFH 1P Hutik, P13 DNS #5557 .

© BRSO R AN R BERUE S . T NAZR AL AZAE 1S
* AR Secure Client G5 2 ANERLNCE I, A 30 HLE £E A IE R IC B S0 7 IR

© WA B DIIER, S BB R 2 SSH %, JIf A debug webvpn iy fi
A SIERIYIR A T B

RA VPN 7t = o] #1 & F2 HEBR
LT P T DAIEAT 52 4SBT (RA) VPN B, HTETER A B R, WBIT UL R
LA PORITFERE, AR TARESE . AU L

2. 1F Secure Clientd, 15 A B A TS B LA 2 AR IE RIEAR S vt e & e n . i
W B T B 2, ) g 0 A W 28 AR IR [T i i X RSO0, B ARG T R
AFAE R DL n) 4«

o 7 ) RO AE B L v o AR A e 42 I SRS 1 AL S BELLE PN 4% 5 RA VPN Mtk 2 ) 4%
BRI RS BB R IR R, AT RET E A AN B CRVE” .

* VPN i UES &I . A A ISR A0 B SO AR 2H S s FR G B A ACL Wit i € 28 8k VLAN i
JERS . VA AETEAE ACL TR E T 2 VLAN, EARE G T (a5 A

* RA VPN JiE# A S NAT M. LR N REAS N 842 11 RA VPN JEHIL & NAT #5%
B, AR NAT SN2 BEE Y3 IR 45 R4 1 5 RA VPN skt f A58 1 22 [a) il £

o BHACE R, R E SCHITE B A RO AE IR TAE. B, SR S AN 1 e ST i
1P bk, TERIORS RSB E (X)F0.0.0.0/0 FT::/0)

* #ifR2 RA VPN JiC # 1) DNS Jk 85 s A8 44 1R, JF H20 5 i R S48 1 K2 IR 1) DNS i
G- AR AL o B UE DNS R4S a2 75 7] s il o

* WIRAE RA VPN HUR 2 BUBSTE, A & 2558 P R I 45 it e A I B8 TE, 1M Ay
Fth R sE iZPE1E LA BB B E AZD .
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3. L UMD 4 AL SSHESE, JFRTER A ALY I VPN RERBHG . AT
4.

* show webvpn anyconnect

* show vpn-sessiondb

#2137 15] VPN 7= 15

DA 2R E AL ) ) VPN 7R o

wn{a 527 RADIUS 134X & 24

RADIUS #ZBUHE K (CoA), WHASIEFZAL, g BBz FE U5 ) VPN $240E 2054245, RA VPN [f)
A EEPO SR AR % G S U e K, AR 2 A2 R R OSSR A IR, A K
RN RS SR A 2 . A AT B (B, fE RA VPN &2 fi. AR G 4
ZLIHFN R 4% . RADIUS CoA LIReE BTS2t H A%

TR AG RS 3 IS5 15 (ISE) RADIUS JIRZ% 5%, AT LLPC B 52 AL 5 D505 s 5 it

ISE #ZAUE S T R —FhpLH], DIAEEE S, G0 30iE . BARIEIK (AAA) &1 s mtE. 24
AAA FR R P E T AR g A RN, ISE £ Jh) B A 4% &% CoA TR, DL FWIah1k
GOy B UE T B SRS o AN TR R B AR A SN T (IPEP) Ko 55 Jg W 95 #4025 237 1) B4 VPN
23l N V5 R 581 2 (ACL).

LAR RS 4 CoA iz ) sURBC BT .

BRWEN R R

Cisco ISE #il47% ) iy 2 A RASAEL, 1 TPPA 2 bRuErg & RvE, B0 AL B2 ik, 3
Py MR B ORA S SR AR AT B4 NI KRR A o A B B3] A BR A 190 2% 17 1) A B 1 22 2%
St L, B B AT P BB, A R LA ARG B o TSE 2 2 4 VPl Al AT 3 i PP A o
B i M TSE RAG 28 2 A VPAl BOR A . PhAT 20 2 VP A B e gl . R4 R 5 S b AT LR AR,
TR VPl £ R AL P TSE.

DU 2 o5 fE 4%+ ISE A1 RA VPN %% i 2 8] (P2 AUE B4 (CoA) AbH L »
1. A EH Secure Client[) B 1E 45 K2 RA VPN &if .
2. UG e e P ) ISE R4S 2% &% RADIUS Vi) -ii5 sk 4 L.

3. T s 2 AR SR AR, I ISE 206 7 55 0 R A 2 4R A C B (1B 347
VLPC. BESREE & LR cisco-av-pair L5, ISE $47E RADIUS v [l -4552 i W Hp 32 21 Jgi W57

« url-redirect-acl=acl_name, .+ acl_name /& J@il il % & FRCE YR ACL 4K, Ik
ACL & WSS F - i e W 55 1) £ ISE iR%s 4%, B HTTP Jitt. filtn:
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)

url-redirect-acl=redirect

e url-redirect=url, H:, URL &9 8N EE 0230 HErA . #lan.

url-redirect=https://ise2.example.com:8443/guestportal /gateway?sessionld=xx&action=cpp

TR A B 1B B DNS,  DUE AT DUEAT ENLAS o R AE 00 & S 1) 2H SRS I e & I
B, AR AT LUE R 0 B o TCP/8443) #jik ISE ARS: 7% .

BT e es ik RADIUS 18K - 8 SR a6 £ I Ealiok 1 ISE MRy o e IE K& 25 i
PFTAVEANE S, HG41G ID. VPN 257 i (R 75 1P ik A jgl i 7 48 1 £ 14) IP Hbhik . ISE A
&G ID RN 16 o BB i 1 %38 23 8 A I Ik 45 5L, b s s B2 Ja 1 i
B B A Be 25 25 7 i Y TP Huhik ) Framed-TP-Address Ji& 1 «

FEARSN AR KITE IR, BB Bk 2o B VL IE 5 i) ACL %5 ) by B [7a) 2 € 1)
URL. ISE i 5€ % /" diig i 75 HoA i 1 2 AR S MMEBL S, JFfE 2 BN Rs T 2

L% Pk e b RBE S, ACRES A BT ISE i 22 A VR SR Mg P B A AT . 2% o B 4%
S5 ISEIlf5. ‘& ISE K%y 22 vy, FHorpnl DLAL & d ] SWISS 13RI 8905 TCP/UDP
Uity AT 1 2 AN A e

I ISE W BRI K16 (1) 2 2 VPR 5 I, S TR ER A . 1X IR, S AR A T
RIS, 25— AR 5% P45 UGS . ISE &% RADIUS CoA #idfy, A5 M)
T IA G L I 7] N4 ACL (DACL). #ifn, &3 DACL alGERVEFTA VI, MiAE
M DACL 2R 44T F71)i 0] . DACL 251 ISE 45 F 5 vk 5E

BB 5 S MR A2 AR ATIAE DACL, WL AURIE -k A T ISE FResi.
BRI DACL 5 VPN £ R £ B 1)

4 RA VPN A K W) I SO, PP O B ) BR300 2 1 523410 DACL
VEI .

pEd

BRSR R T A BRI 2R, H A TSR HE T, Secure Client2x 17T — MU
M, SR SRR o ANCE IR R Rs1T, DMRIEM GRS SO A #il, SHRTHerb T,
HIFT AT LAFE Secure Client (1] ISE 23 22 A PP EIHAR 7Y, sl i 4B R, A Rl 210y A A

UNCES TS

£ BB R LR ERNEY

K2 BB B LA 2 /E ISE IR S5 a8 PHCEL . (HoE, GAZ00RE BB A e 26 O BN IE AR ISR 3
ISEo DLRRE S 43 o] e 5 00 5 E50 1) B 7 A i o

FHiaZ |l

WERAEARADR G T E0L4, T ORICE AT ] T Bt 4% 1 IO DNS AR 55-85% - o Bl it Ay 2
VETCE DNSH T . F, EURTEZACE DNS, AW 3RS FT &I R L.
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UK

BCEY RV 31513 (ACL), I T4 00464 42 =€ In) 2] ISE.

FEE M) ACL 1) H 2 7] ISE KX WIAEIRE, LUME ISE v LLVPAL & ) i 22 42k & . ACL WA ISE &
1% HTTPS Jit e, MMidE O e &4 ISE FI & s g e [m) B384 il i1 DNS IR 4s 2 13 & . F5¢ 1 ACL
FIZ B R J s -

access-list redirect extended deny ip any host <ISE server IP>
access-list redirect extended deny ip any host <DNS server IP>
access-list redirect extended deny icmp any any

access-list redirect extended permit tcp any any eq www

2, WER, ACLAAKA “denyanyany” FERILR Vi BI% H (ACE). ZEdRplT, 5
TCP 3 11 www (I3 11 80) UCRLIRLIE — A ACE # ARULHE 5 3 4> ACE USRI,
SIS ACE JETLARM. 8 HAREFIRIR /> ACE BIE ACL HIWTERAHIA M4 .

VER, fEEE N ACL 1, SRVFHIEZLERME I SifiEmideiiE 5 ACL ILHS, REie RVFILH R
EIHEAAILIRKTE. Shs L, REIFASEFEMGE, FAELRE S REE W A ISE.

PO ] ACL, #7200 'S Smart CLI X%,

a) EFIRE > SREE > Smart CLI > W&,
b) sl + G S .

c) AN ACL M4 FK. i, EREMR.

d) XT CLI &4, %EFHT BiFiEdI%.

e) (EAEMRIE AT BL P :

* configure access-list-entry action = permit
* source-network = any-ipv4

* destination-network = any-ipv4

* configure permit port = any-source

* destination-port = HTTP

* configure logging = disabled

ACE NI R JroR:

EiginiE VPN I}
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Mame Description

redirect

CLI Template

Extended Access List A

Template

access-list redirect extended

configure access-list-entry

permit network source [ an v ] destination [ any-ipv4

configure permit port a
permit port source ANY destimation [ HTTP:x v ]
configure logging disabled .
disabled log set log-level INFORMATIOMAL log-interval 3@

f) HiE.
FE T UCHSE SN 2 OB e ACL. T £ AR ] A SEms A A o SR stk il 78 &

iR HACLAUEH T IPv4. Ui Lﬁﬁiﬁmm,%TyﬁﬁWEﬁﬂ%ﬁ?mww6
ab, TR In— AN BT AR B ACE B AT, s il LA I it ACE, LA
{RHTFE ISE B8 DNS iR 45- 25 B9 i A Bl 5 5 1) @ﬁi’a%%ﬁd@imﬂ%ﬁ%, PATR
B IX L filz 25 7 11 TP ik

T2 ILE T8 EBUY RADIUS AR%#34H .

B a ARBUOE S (BRSSO, EAZE RADIUS 45 3% F1 R 55 45 206 % IE A 4 JLAN 5%

BRI, DUN DB E A HIX R . AT XS R TENE B, 152 M RADIUS Il 55 2% F14

a) KIIEHXR > BRIE.

b)  fidi +>RADIUS BR% 8.

o) HNIRS AR FR. ISE RADIUS 45 #% (1 EALA /AP Mtk B 473 5010 sty L1RR 5528 1 C 2 1 %
o WRTEE, nUREEHN . XL E TN S S S RBUH K .

d)  Hili “YY RA VPN 490 lic & LL Nk

« EXEME ACL - EFERIE N TEE M MT e ACL. (EMtoRET, ACL iy 4 R EiE M.

* FFiE1Z Radius BRFZ25H0IZ O - I FFINEFIZED, HakBamat Jny LLys a) i 2545 (182
o Sk e e, DUME RG] LLEM A H#0 _E) CoA Wil FET .
IR RS o 5 RO EAT TR — P g5 b (EXPE ol MR 2 ), e
WD FESE IP Mol A — A H IP Ml A, #2ig& > O, HRE 55
IP HuhbAr F R —F WA 2 Wi O L 1P Mk,

WA 55 4 T e i B g A BRI, U RR R g R . R GTin 2l i PR TP
X A8 B 1) 22 KA T B RAIE
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LUR 7Rl s T 29 1A B4 10 G 25 PR A 0t

A RA VPN Only (if this object is used in RA VPN Configuration)

Redirect ACL

redirect

Interface used to connect to Radius server
Resolve via route lookup
@ Manually choose interface

inside
°

e) iR RAFHR ST AR B

WS E T IU4A, 145 2 AN K ISE RADIUS k4525, TS A4 il 25 2 ) 8 iR 25 2 )
%

f) i +>RADIUS R %5284

g) AR ESAIM AR, TR T LR e TR R i R SRR

h)  EREEIZSIEROEIL, iR ISE MRS5S HC E AT AN F R 1, 38 T S N S . i 1700
F 00 CoA Bdia it BR A 1

i) Wi RADIUS [ &5#lc A H AD g5 2 - AT S 30 iF, 152 RADIUS BR %
BRI, 8 5 RADIUS k452845 A5 16 AD IS5 3% o U SR MANAEAE IR, 34 s ki 41
KB Fh S0 gy B E

j)  1E RADIUSPBRSEE I, siili + LN RA VPN G FI RSS20 4T 5

k) AU E RIS AR 4N G

PR3 KL FIRE > RA VPN > ERELE XX, JFQIE Tt RADIUS fiR 5543 41 IE LT & 30T

0 AAA BRIE CRME B IE RS AMAD » IFERPSRIIEESMRIR. FAHICHILI
BRI E R i

TR AU 2, B E A HAdE T

R I L VPN 2% 15 ) DNS JIR45 4%, V5 g 45 1 F 0 B SCPE Al FH I A Sk, 703 I B%
TE JE 1 v i L 4> ) DNS (Split DNS) 337 .

£ ISE PECE R INE L
N2 B O B 7 ISE IR S5 48 Th 52 1) o ISE R 2 AR PPAG A, AR Ao FIgAT,
ISE A%y BEAf € L A RO B AT IS o S b, U BT 25 22 55 4 ISE K Hhid4, fiaosdt
D] AL BREG R R e 2
X BC L 2 AR OU AL SN R S8 BT IR AEA SR VB 2 W o (HJE, DURRERPAY A T SU AR
LA RORICE ISEe TR, SRR PR L A Ay & %40 DU B AR VR4 PR v g i A
o BEAEHI Y ISE RRAS W] BEAE FHAN [ (AT B 2R

EiginiE VPN I}



mieipis VPN |

B =sermsmnEx

Nil

B

SCHFIRIR A ISE WA 2.2 4T 1.

FriaZ mi
UEFR S 2 18 2L 4E ISE RADIUS RSt B .

i

RIRIER EIB (Administration) > 4% 3% R (Network Resources) > M £&1% % (Network Devices) > [
4215 % (Network Devices), 4 @B B 2] “ISE M 4% ¥ 4% ” (ISE Network Device) ii5 ., Jf
fic & RADIUS % & .

HFE RADIUS S 3HEIRE, JFACE Y U RADIUS ik 55480 G i e & K 3L = s YU R i 2k
ZEH . WAL, TR CoAmH T, IFHRAL B RADIUS [Ied5 s 26 G b id B AR [H] 1
i o

RIXIEFESRRE > SREETTER > 53R > %10 > AT T 3Ry ACL .

Gk 2 S0 RN ACL (DACL), —MIES IS, 51— A G Sl -

Blhn, HEATRESVEXS SRS (permit ip any any) FJRHEEVTI),  [AINFELE0 NG 23 (deny ip any
any) R4 ERVI ). R80T UG 5 20 5 DACL (MR RERE, ORI (1 PR LR a1 14
ViR o ROREAE SIS B ST P A HTIX 28 DACL.

KIIEFERRE > KRG TTER > L5 R > X > RANE B SO0 & Pl (K &S0

Rl EEE T RU RS I E S N SCHIH TR R E SR R D N 1 SR A

o RN - RJN L S 2 AP AL C B SO BRI 28 2 VPN G E SO . FEWICE ST RA VPN 4%
I, BRSSPSR UL . RO R A T, N EE 17 ACL AT URL,  HL 2 SR 2 g
R e A g A VPRI, BT T BUARE . W SRR AN e e R, i ] AORAF
LUERCE SO RGN, AEVPAY £ om 2 R DUS,  Z80mf A 2 BN R O S0

22/ N A 1) AL A
« Z#R - ilty, PRE POSTURE.
* ifiE 2B - k£ ACCESS ACCEPT.

s BHRES- £ Web EE[R (CWA. MDM. NSP. CPP) , ARGk ZPikiAl (22
R, I BB ¥ ERCE M E ) ACL (44 FR. EET, EHREFIHE
TR R AR T .

s BIHEMIE RN TR cisco-av-pair {H, 435 T url-redirect-acl 1 url-redirect. ISE &¥%
IEHE AL ) BB Bk, HasRb g N H T RA VPN H P 451 .
s B - L TG SRR, I R TS O HECE W P Bk, W P i A A T Rk
IO C B SO W, g T I P v e A T M AR
/0N H A& RS
« Z#R - flt, FULL ACCESS.
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wiserrgEnEs [

* iFIE] 2R - %$ ACCESS ACCEPT.

* WIES - EFE DACL &R, AREkFdEH TS P W R4 ACL, it
PERMIT_ALL_TRAFFIC. ISE £t ACL A% 2 Bl vees, WA HTH -
231f. b DACL R F T H P 2 1& A 46 =€ ) ACL.

* RER - R ARV B Ao ANFF G AT K, 2% B i 5 MBI IS I ) Py 1 2 0 4
FRE, W, JE I e T A I SR A AT G VG . Secure Client S8 AT 7 & HIPE I, 72
BIVHR R, 2R AAL T ARG RURES . WREIHR SRS, LAt G RE, Waihs
WAL AER, FIRAG IR E S B, BRI i A U i), B0 2D AR
7 2 PR A7 1) AR
2/ N B A1) JE LA

* ZFR - 511, Non_Compliant.

* i a1 28 - ¥k $ ACCESS ACCEPT.

« BOLES - b4k DACL &R, RJGIEREH TAA A In] M4k ACL, il
DENY_ALL_TRAFFIC. ISE£:¥it ACL K% 2 Bl de s, WLV TH 4
W M DACL Rl 7 45 6 4 4R 58 1) ACL.

PR 4 RKOEFEREE > REETTR > B3R > TP umiAE > FIRIFHCE LUT PHk:
* AnyConnect X4 & - M software.cisco.com 21 kim0 SCRFIRZ P S~ 6 7 2240 5 m
AL, PRSP e T 2200 B 288, #ltl AnyConnectDesktopWindows.
c ISER2WREEXH (B AnyConnectProfile) - ML E & A MITER L TPl i &
F P& B E s IR SCPRIR s S P L ZRAE 22K I 1) Y AEAS B B 4622 R 5

s SPMEREMEE (B, ComplianceModule) - Secure Client £ U AT ER S0 K i 3
e AnyConnect AL, H A0 A 25 R SO o A B RNA SR INZ IR Ar 2 T 80t
Ao RS G E K Secure Client S0P R EGEMIMEIE, A ¥4 THCR. &k
1] LL#E ISEComplianceModule SCff3H Secure Client 413 P ] software.cisco.com _| 3k FlJ1X 450
e

« AnyConnect EE &304 (ZE. AnyConnectConfig) - iX¥¥ Secure Client RAKE & (¥ & & X E
NI AnyConnect SR €1, SHIMERERAT ISE 2R . TR RS HAG & A& 1)
A, DRI A SR BN P iV E R 48 (49141, Windows. MAC. Linux) @l Fl )
Bic B SCAF
WIS MKRIEPERRE > B Pum E EC A0 5 % ) i o P SRS o

R T ELSI CoA FIREANMGAE RGEANAUH RN, a1, {4 CoA_ClientProvisionWin S 47K, Ak
MEREIE I E R SE, IEEER T, BRI A RSO 1E A IR Secure Client Bt & S 14

S5 CE S BRI AT R G B
BYR6 ML E APPSR
FEMOP B, BT 0 AU RSO i 22 A K
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© KL ARG > R TUER > F > LIRR 21Tl € HER L R L PP . filn,
BT Re s T 2 ke N AT

© KL FESRRE > REETTER > R > LIRR 21Tl > 2K, I L& RPERREDR
© RIKIEFERRE > Kin R £1Tfl > Lin T 21K, JFICE G T3 SRR RSN

PIRT KR FEIRRG > SRIEEE > BOA > SEAURRE, B Sng .
ARG AT I o X EERGE R T BB R
© KA TR AV IR 22 VPl b R 3
« ¥ - i1, PRE POSTURE

* &A1 - “Session-PostureStatus EQUALS Unknown” F1 “Radius-NAS-Port-Type EQUALS
Virtual”

* e & S - B, PRE_POSTURE

© BRL IEH TG e VRN R 1 i
« %% - #lln, FULL ACCESS

o %M - “Session-PostureStatus EQUALS Compliant” F “Radius-NAS-Port-Type EQUALS
Virtual”

* FOE A - B, FULL_ACCESS
s ANERL G TARFG 2L R I b o
« K - 11, NON-COMPLIANT

* 54t - “Session-PostureStatus EQUALS NonCompliant” A1 “Radius-NAS-Port-Type EQUALS
Virtual”

* BCE SCF - i, Non Compliant

SIS (Wi, ) HEFEIR > QR > LMR ST > BIIRME, I L TR

BRI R, (AEE R S A 2 AR . T DI PRV 2 4 T4, DA s AR 5 L
ORI AR . AT DB TR ARG, DUBT IR 4

WERARGHDB VPRI, 8T LUoE SCREGEN AN i i o ] U VR 4RERAE (IRFFERD
KPR, BRI B RS
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safi 1 Duo LDAP B BN E % 513 3iE ]

4171 F Duo LDAP FC & X & 2= 54 46 iF

A LAHS Duo LDAP JIR55 45 4E 4 i £ 3 56 UE S 15 7 0 32 2L Microsoft Active Directory (AD) 5
RADIUS fik 55 a3 45 e &M {£H] Duo LDAP I, 4l 5 43 56 UEAE 1 Duo A% I i1 ol v 3 0 i)
BUE S A IE .

LU S 0 40 3 X AR R 1 e R

Duo LDAP 458/ 5 {7 3k R 4GEiAAE
FERIR i 20T Duo JEFRIRAFAEIT, LLAEIT LDAP H2B0IA 2 5 K0

AnyConnect VPN Threat Defense Primary Authentication
v < —

.llDquush

Phane Call

Passcode

[ Login
Threat Defense to Outbound
Port 636 - LDAPS

LAUR 2 RG]«
L ot b B AT RE VT ] VPN 8, JFR U - A A .

2. BRSO AR RS A (AT BESE Active Directory Bt RADIUS) Mo i 32 35 5 3 6 11 2433,
AT B IR AIF o

3. WERIH IR IER TAE,  BUPrB A 2ok A ) 5 B0 UETE 5K &K 28 Duo LDAP Jlid5 2%

4. WRJe, TEIEHEIRE AN R O AR T R R R R oo HY P AT SR . T A e
JR I 3 B I o

5. Duo WM BB 8o, LR R ST SR Ik .
6. USRI BRI UE S, ) BB A et 2 B ) Secure Clientid 7 IZEFEVS H] VPN IE$% .

i & Duo LDAP 5B &4 36

PN A 20 B 210 B XA 38 5 0 90k 1) 3 1 1A, {8 71) Duo LDAP /E NI 5 S0 Uk, il T
RV VPNe TERL AU > Duo K™, JFM Duo SRHU—2E5 ., A RESEMILICE .
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UK

FIR1 QI Duo K IFSRIBAE G D] B PTA APT EHL4 .
DU 2 Ml R RER . A7 R TEAIAE ., 75214 Duo M3l https:/duo.com.

a) VI Duo K

b) %3 Duo MR IF NI,

¢) A ARIP R B IFAEN FH 3 R 3 R SSL VPN, sl R P Itk N7 B DLSRBUE I 45 s i . 5
AP ML 4. WFEHD), W2 (Duo AI'1#EF) https://duo.com/docs/getting-started.

1% 2 G H T Duo LDAP % #31) Duo LDAP G135
WAUEH] EUP B APL €)% Duo LDAP X%, AW AEH] v BLas QI o0 5. W LU H] API
Explorer 54 5 H CL 2 i N HIR BN G BUTR A BRA- 4 UnT 4 ] API Explorer 84X %t .
a) IHGR WAEHSY, S I 1M (), RJGIEFE APl Explorer .
ARG AE AR TR 5 7 1R $TJF API Explorer,  FARHU T8 30 U5 35 B 5
b) (k. ) FREPUN RGN H T1E 8 % Duo LDAP IR 454 10456 1 s (148

WA, R HR. WA wE, oL T Duo LDAP IR 45 48 Ik A .
F, AT LR E S5 Duo LDAP X G Pl B . R84 e e, A0 P e 1 4l v () 45
GET JjVZ3k MU d . AT LM I 3% 11, 7410, EtherChannel 4% 18 VLAN #%11. fi#1,
FREU PR O B, 518 GET/devices/default/interfaces /732 H- 23 655 4l (0 IR 4.
TN N G A DL A :

*id
* type
* version
®* name
¢) #iili DuoL DAPIdentitySource #5 8 LAFT TF4H
d) Ai:i POST /object/duoldapidentitysources /57 .
e) ESEHRU T, X1 body JGE, i EHRE B S b (1R GIE B . IERAE SR s N4k

RIESCAHGEHET .
f) AEESCEHMBHET, PATLL R34

o MIBRLA R B MHEAT: version, id.  (XEemdEiE PUT WA E POST T H I EM . )
* X+ name, TERIAX G ZFK, Hl0, Duo-LDAP-server.
* XJF description, ZEAHIAXN G R XU LMES 2, A MR ZE AT .

« X} apiHostname, 1% A TSI Duo MK H3RELA) APT F=HL4 . EHL N PR, X B
o A HIME—E: API-XXXXXXXX.DUOSECURITY.COM. LHEANE.,
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g)

h)

5% Duo LOAP EEn S eiE [

« %F port, i AT LDAPS ff] TCP i o XMV i% 42 636, FIF Duo 38 %0448 FH A [R5
o R, 2R UG 0 25151 38 eV ik i 1195 ) Duo LDAP i 25 % I

X T timeout, %N R Duo MR 45w TR FH RN I [R] CRARD R 3 ) o {E AT LA 1-300
o BRIAMEN 1200 ZAFHBOAE, 1EHIA 120 SR %8 AT

* %I integrationKey, 5% A M 1) Duo K 7 SR 1GR3 4
« XI T secretKey, H A Duo K7 SRIUF 240 B BB i 4 Bl B i -

« X Finterface, i N2 F%EH: 5] Duo LDAP RS54 104 L1 ID 2880 A4 FR1H,
BIMBR T e D@ PR 6 17, RN KFE Y

* X T type, KHEIRE A duoldapidentitysource.

B, XFIECAREW FETR, b RS %] apiHostname Fl integrationKey H#E 7O/ AL 2E, {H
o 0 TN WU O ) 2 5

"name": "Duo-LDAP-server",
"description": "Duo LDAP server for RA VPN",
"apiHostname": "API-XXXXXXXX.DUOSECURITY.COM",
"port": 636,
"timeout": 120,
"integrationKey": "XXXXXXXXXXXXXXXXXXXX",
"secretKey": "123456789",
"type": "duoldapidentitysource"

}

kA L.

ARGk curl i, DRI R AAT B RAHE . ARG WoR curl dy-4 W IE SN RATAS o
R QIR M IESCA R, MIERE R D 7 B W iZ s F £ 200 .

R AR R, T A Y IESC T AR R S TR IR IE SO, AR E
R TS A ) 1R & IR [PR WA RS .
MRS, R s H S SR

& 11) Duo LDAP X W WoR7EAIR Y . Wik WoR, 1R 1A API Explorer, 4R )5 PR Z A A1 )
%o A LM GET J5 vk dr L& i 5k CL it

WA, TRV R EEAR M bR iz 5, AR REXT LM T i sl A JL N 2 . A ZfE ] APT
PATIXEEHEAE . AHOCT7i2 R 7E DuoL DAPI dentitySource 417 .

PR3 ¥ Duo M)A CA UEP_EAL & Wi His

B BRI 2R 48 B AT 5IE 5 Duo LDAP JIr 55 8% R T 75 UE 5o n] DU bR e S B B AR IR
T, Zid 2 L8 Google Chrome (X Wi 28 58 . 18 H T B Va2 A U D BT Be A P AN Al 80
0] P #2832 https://www.digicert.com/digicert-root-certificates.htm J£ Nl 1, {HLPLU R P 218 A
(1, wf LA H RT3 55 AR 525 4T CA WE+) .

a)

FEW Y25 4T IF https://duo.coms
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B == 0w war mmsnniE

b) R NES URL B it 5 B, N5 AEREREEE . BRI “UEBE R X
A

c)  MHERRREFEELR, JREREBARIIMR (T 40, Ak DigiCert.

d)  EF DigiCert, NG mEHEHIER . WHEARKFTHNHm “UEH” XiEHE,  “HM” &k
MG 7 H UL kA 45 DigiCert High Assurance EV MR CA. X2 5 AR E WA FLES AR CA iE
4,

e) MIIFMIEREIR, AR5 mith & 6B A LUR ShEH R 80 .

f)  ATHZ R FRAE N RN AR, . 5 ERL DER #F 4

g) b WEAEHAT, MR >ER.

h) KIS + > RN {EE CAER.

i)  EHAIERAZFR, 0, DigiCert High Assurance EV Root CA. CAARVHMER . )

j) il R, RJEEEE TS .

Add Trusted CA Certificate

Name

DigiCert_High_Assurance_EV_Root_CA

Paste certificate, or choose file: UPLOAD CERTIFICATE DigiCertHighAssuranceEVRootCA cer

MIIDxTCCAg2gAwiBAglQAgxcImolLQJuPC3nyrkYldzANBgkghkiGIwOBAQUFADBs
MQswCQYDVOQGEWNVUZEVMBMGA 1UEChMMRGInaUNIcnQgSW5SjMRkwFwYDVQQLExB3
d3cuZGInaWNIcnQuY 29tMSswKQYDVQQDEyJEaWdpQ2VydCBlaWdolEFzc 3VyYWS)
ZSBFVIBSb290IENBMB4XDTAZMTExMDAWMDAWMFoXDTMxMTExMDAWMDAWMFowbDEL -
MAKGATUEBhMCMVMxFTATBgNVBAOTDERpZﬂDZXJmEMYZEZMBCGA1UECxMOd3d3

1 e M TP A R T A A e e T TP L e T ] S L T

k)  miHE.

HIZ 4 ] Secure Client it & SCF 4R A G 7L SCLE, K 5 0 S E FE I F5 & 4 60 ALl B K] .
7 B P LB I [ R SR E Duo 2505 I 5¢ Jedl Bh S B0 UE « AT USCKs I 1R] ¥ B A 2 /D 60
o

17 KA I 1A% Secure Client BUESCIFIITEA R, IS BUEIF EARZ SRl E S . 26 9 UL
LAUN B R B A T (B B S A e I, SR REBC B S E A 2 B e R O A st
i, DUAERL AT LLEEAT B

a) R MRBATIERAE, 15 R 301 23 Secure Client it & SCPE i i8S A4 . AT LLAE BRME AL o
(software.cisco.com) AW Secure Client KA U3¢ 4 #6314k 24F 4 .
b) FIFT Secure Client VPN BLE X 4454575 (VPN Profile Editor).
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5% Duo LOAP EEn S eiE [

¢) fEHXTIEFEIRB (B 2785 , RN BIWHURE, K SBEIEBIESCY 60 (858X
fE) o LAUFJZ2KE AnyConnect 4.7 VPN BC B SO/ Fgi 4R &3 10 ES s  Seiisln SEReA T e ANl .

% AnyConnect Profile Editor - VPN = O ¥
File Help
i gw | Preferences (Part 2)
--28¢ Preferences (Part 1) P - ;
rofile: Untitled
----- . Preferences (Part 2)
----- 55 Backup Servers ! ] : )
_____ Certificate Pinning Terminate Script On Next Event Enable Post SBL On Connect Script
-2 Certificate Matching :
----- ~— Certificate Enroliment [ Retain VPN on Logoff
{3 Mobile Policy User Enforcement Same User Only
----- mEl Server List
Authentication Timeout (seconds) 60
W
< >

d) EFESCH (File) > 1R7F (Save), KL E UM XML SCPHRAE R A LRSS, FHEHE AR ()
4, duo-ldap-profile.xml)

PUAE, AIRLSCH VPN e S S 2 v
e) fF WAAEEEAE i, EIEITR (Objects) > Secure Client Bt & 3014 (Secure Client Profiles).
) sl + G E SO 5.
g) MNXZENRFIR. 41, Duo-LDAP-profile.
h) sidhi bfR, EHEIER XML 3.
i) siliE.
B SRS, FAE SRS Th L +E Secure Client B & S
SyWees P A S P RE R VEZ T o AN AR D IR A K PC B SO XML S5 B 3 2
A R AT LU A SRS PAT IR L B AR S 2 PR AI(E S, WS008 RA VPN BC & 20 560% , 56 21 L.
a) {riR#& (Device) > iLi2if 8 VPN (Remote Access VPN) H fith EB & (View Configuration).
b) EFEH P IA R R .
©) %% DitGrpPolicy, B sl + I GIAUH AL 50 . Filtur, a0 R TE25&E H T 0 H P A~
FEVT ] VPN RGBS, D0 2 BR A 20 S
d) 7 “HH” (General) UiTH b, Pl LT JEME:
o ZFR - TR E S, A FR. 141, Duo-LDAP-group.

* Secure Client BL & 30 - 5 + ARG A Secure Client fit & SCAFXT 4,

) miliFE R ANE ST

FIR6 QIE s T Duo-LDAP Hii By & (3 BRI RE VT 7] VPN JE NG E ST
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BB E SO IR 2 0, VELACE RA VPN B E S, 4614 T. DL FEAEE RN 28
4 Duo-LDAP Ji F Jy 4 B 5 45 5 i 5 91 N Secure Client it & SCAF I i AT I 25 5 e, %) T
FEMCE SCPE, R E AN B . AT R E R R, AT MBS S 1 E A S A I e

[[ONERS

R O A B

a) 7t RA VPN JUjfl b, 8 H ¥ EREBLE X4 (Connection Profiles).
b) S AT O SO B T R A
o) TEESMIET, BLELLNHE:

o BAISIESE - LI AAA TE AAA FAE FERIER . BRIETH AAA, 15 TG & W A 2%
BRI

s BTRRBMWEIERMEESMNIR - L5 T Active Directory 8, RADIUS IR%5-%8%. 1WHIER, W
LLIE$E— Duo-LDAP S 45 LB, 4R, Duo-LDAP {UELAE B I E AR SS, 1A
HEE Oy MRS, PRI, G Sbs VRN B G Oy S0 E s, DUZEAT AT 42 il T B b #RK B A 2 S RA
VPN &R P 44, B R X e ] P 4w S U R0 . (i 42, nlRg el
BC A A HL S, D

o HHAN B E - EHE Duo-LDAP F14575 .

Primary Identity Source

Authentication Type

AAA Only Client Certificate Only AAL and Client Certificate
Primary ldentity Source for User Authentication Fallback Local Identity Source
AD v llease Select Local Identity Source v

Strip Identity Source server from username

Strip Group from Username

Secondary Identity Source

Secondary ldentity Source for User Authentication

Duo-LDAP-server b

d) miifiT™~—%.
e) f{t “WEFEfI/ 1A% ” (Remote User Experience) JUIHI |, R/ 61 oligm i (4B 5”& (Group Policy).

Group Policy

Duo-LDAP-group

f) sid I BT —4 (Next) FUE — 00 B/ “4 )R E” (Global Settings).
g) RUTERK, FFHE CUORAT Z I S A
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WA SNERIE O L J0m A2 17715 VPN A PR B BRI B BUR (R RF7HD .

FERT WA
a) R I BRI ERE R Kb,

b) sidiSLBIERE fLH .
BTLLAEAF AR e i, WA UL RE, A Ja PR B 25 9 R B B8 I sl %

AV Y A

anfRIfE SRR O £ 242177 15) VPN B PR B XM i B4R (& R77
79,

FERERE VS ) VPN Y, 0] B A5 S0 R I 40 FH el 8 i v 2% U i) LR . AN, IXSET AR P kN
VA& BT 1 5 U 1) ELIE BT F 2 10 (AN 11D AR, DRI 75 A DI Jt et A A3 2 1R
o XA BHEFR A KTk

TEBERT A oRBl. AME#E 198.51.100.1 BECE T —MEFEV ) VPN, EAE YR fE FH - 1
VPN FEIE, DU H ) I 3t it 38 [ B A2 11, T3t v A 3B R 4% R T AR I R 1 o T

M, AR P AR ) B BN IR S A (B www.example.com) , RS IR

VPN, #RJ5 M 198.51.100.1 2 112 b 7] 30 FLIBE A

=
. | www._example.com
|
I"'

198.51.100.1 . ——l
@f =& i . E
RAVEN . A\

192.168.1.1

LA R e 2R 0 e B e R 55

FHIEZ Al

PR BGE S C 2T s & IR U7 0] VPN YRR UEJE 4% Secure Client BRS .  [7] I i85 E 15 2
W B ek, O FLU AUt T 3 S

UK

S BCEZFEVT M VPN &,
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TR 5 VPN |
B smzEsemEn Esmiesio VPN B AIREEE AR EAUR (% FkI5H

BRI SO A, WE IR [ A SENE . TR I LR, B2 SR T I v R
WOER I, Rk, EMORGI, IRATE g BRI AL, i A G AL NG . 48] LU FAT—
Bl
a) g & > migiAE VPN AP MEEERE.
b) uili Hatrh (4B 5EmE, SRS Al DAtGrpPolicy X4 Mgt iks (@) .
c) WTERINGL HmE AT LR B
* {F DNS PR 28 (DNS Server) & # (General) Wi, %+%E MRS %% VPN LI 7 ff b 4
I N4 FH (1) DNS RS 2841 .
DMNS Server

CustomDNSServerGroup

* {E4> EIR%5E (Split Tunneling) 11, 4 IPv4 Fl 1Pv6 43> EIR%E (1Pv6 Split Tunneling) i%#¢
RFFE 7 EiEiERFIEIEI (Allow all traffic over tunnel option). XZEERIAKE, Kb enS

fie CEHARCE -
IPv4 Split Tunneling IPvE Split Tunneling
Allow all traffic over tunnel 4 Allow all traffic over tunnel
R REMBRAAXZXEE. BAREAREAELT VPN MG, 15§ E X

P SRV R 2 ) i ELAR U5 7] VPN AR (0 AR 3 BB A 3t

d) sdiEBRE, DRATXER UL SR 1) SE X

) MdnEEEEM, iU E SO BB R ST

) FEERERCE ST, UG ECEAT A A RA VPN LB —FF,  $ IR0 R P AR B T A 10
(B, AR B DA 3B T4 A Jed T ke

« B2 B ERTREG . ERETR LN R U AL SR
Group Policy

DfltGrpPolicy

« B3I NAT 88% . B HICIIRE. ERENIHE 1, ARG BT SO I 45 1R ) 28 0] 52
ARG, S ENFEE 192.168.1.0/24. Jiln] P L) RA VPN Ji i A2 30T Ml %
oo (HE, NHEITEFR SR /MR DA T, XA 82T NAT, [K2h NAT
O OUE R TR o TR, W R AR e T A B S, R LA I B I
WEH, A IECE E T T R E S
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WA SNERIE O L J0m A2 17715 VPN A PR B BRI B BUR (R RF7HD .

NAT Exempt

@

Inside Interfaces Inside Metworks

] inside

'3 local-network
iR NAT ER G L IiE ) — A0 R L E -+ B E .

g) (Wi, ) AEF/RELEY, ELFAHCMEIRE LT B F=FI 5K A (sysopt per mit-vpn) LI

REFRILIEII, U TC G PG V5 ) 2RI USSR H RA VPN Hhibt (R il o ek o 4
PR UF 22 Ak (AN P e Bt i k), (A2 {f45 RA VPN Jism A2,
LG URL I IEMAAR R o T 7800 25 8 AL TR ) P sl PRS2 2 15 7 2L F%

h) AHTFEVH VPN BCE, ARG m.
5 NAT MU TC Ay K A 10 A R T A T 2 e e B 3 TP Hhik /¥ 10 (32100 PAT) &

SERAIIA RS EE G, REEAIE 4 N InsideOutsideNatRule ) NAT #0]. HH0UPEEE: 1 PAT M
TAEED LB AN OR B & IPv4 i E. H AN OEEE “Th” JEak, RHit,
U E B AFAE,  BRAESES BT 5 1R ) 3384 7 2 8 B0 T

LAUR R 2 an e e BT s (0 0 o

a) KU 5RER > NAT.,
b) PUTLLFEAEZ —:

* 44 InsideOutsideNatRule, K BUMRIEE M EARIES b, RIS Akt bz (©).
© SLRIEOBTN, B+

c) LR LA
© BER - BN — AN R HAE A% 4 FR . Blh0, OutsidelnterfacePAT
* BIEEMMATF - F3 NAT.
« I E - B3 NAT 8 Z /1 CERUO

- FRIGEUIRE - 0 TiRMeAE, VRS AT B any-ipvd. X TUREO, UEEEORLEE AR
(BROMED o XTI el “ sttt 3650, TR BOME “fEHT7

- BEEMEEURE - X T BEMED, WEESMBIE O 0T B R aE, EERHEO. M T
P At “ SR B I, TR ERAME AR .
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. WA SRR O EJm A2 115) VPN A PR B BRI i B BUR (R RF534ED

AR TIERE ATATT AR Ptk I TR R L DL

Title Status

- @@
Manual NAT rules allow the translation of the source as well as the destination address of a network packet.

Destination and port translation are optional. You can place manual NAT rules either before or after Auto NAT rules
and insert the rules at a specific location.

Create Rule for

OutsidelnterfacePAT Manual NAT

Placement

Before Auto NAT Rules v

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface

Destination Interface

outside
ource Address Source Port Source Address Source Port
Ay Any Interface Any v
Destination Address Destination Port Destination Address Destination Port
A W An 1] b Ar ¥ b Ay b

¥

d) AifEE.
CUNREALE T B lE B SR G B b B R R R 561 177 1032 H SR B% (sysopt per mit-vpn). ) Bl E i i)
PR, DL AV MRV 0] VPN Hhik it 47 15 1)
G AR VR B SO R R B RS RO 2R 7 [a)45 I SR B (sysopt permit-vpn), 5K [ RA VPN
M HbHE P9 A Ge ik Uy i) 8 I SR o GV G R N T R U7 I B R o AN A R e I
N, AW B 5 .
FELLUF R, ook A bbb i s AT H AR . 0T DURYE B 2 AR BRI .
AT PAE e U 2 m s DO B AR, o AR AN B
a) KU T REE > i EdEEl
b) Ay + GEsE .
c) &M LAF &bk

o NFF - AE S e B — M, A A T AT BE S VUE JBH 1 F I3 6 34 4 0 AT A HoAth 8 0 2

Ao BRNTEOL T, SR AN N 2SR AU o SRR i it 2 FFT R AU P (67 5, ] B
O PR A IO, U T LU R A D B A AT L PR A

© BIR -GN DMAEXHASZERI AR, B, RAVPN-address-pool.
© BRAE - RV WORAA B IR R T DSOS U I BN AZAS I, WAL SR “AEAE” .
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safmi e e VPN s mms tro B Rs s I

© BRIBHRIETUR -6 TR > W4, THIERAEIE LS M) VPN IERRC B SCAE T T ik i el —
G XA IAL Y7 R BHER” BT, W OREERME AR .

SOURCE DESTINATION

Fome

* A URL M RIEIR - ff B XLk o A BOA B e, BIAMBUEAT IS
* MR SCHIETR - (i) BmT DLERENAR B PESRN ,  DLIEAT Bl o e A A
« BRRIBREIR - (Algk) ] DA )0 e H il %

d) N E (OK).
a2 N
a) MMTUA FARERE E bR .

b) il BNERE #4H -
T USSR SE i, R AR RE R A PR A 55 81 3R il 2 g S i %

anfid iz i is) VPN (£ RSN 48 LRI B R ARSS 77
TEr] LI B R V7 o) VPN, LAEAS 3l 53 TR RE I N 53 2 e L B A I 2% . EIERE R 22 4Pk
R T H MR 5545, % H SR MRS5S L JE B AT By ik, LA DR OURBUT 7 4 e
T AR H SR IRSS A TR I 2 Tl Py 2% b, )R B E A AN D B H IR S5
Ll R VPN ER:. b mfE] VPN EEER —MRES: AU R D) (0] VPN B & K 41 5 1 Hudik
LG AR, R0 VPNIERZ “il” 28N, I 250K FLA R AE H SR IR 55 4 T 76 BE A% AR FE P 25 1
JEEERE P2 B EL B o

)

AR SRR B B AR D R AU I RO, A S VRS H SR T B 0 SR . S SRANE T K
FE N FOE, TS TR ORAFAE A B0 2 30 25 55 0l i 1] VPN 4 (1 A 08 194 206 0 5 1

VA P S St AR R 2637 5
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B woimEstiziessia VPN (SR AMER % i B RIRS S

N @ 192.168.4.254
\\ =
LY

192.166.2.254

192.1658.46 e _ 192 168.2 1
QO © @
192.168.3.6 192.1658.1.1

1
°H

192.168.1.175

E iRt 1t AR

1 15192.168.4.6 {37 VPN L IZFEVT ) EHL. 207 5 AE 172.18.1.0/24 Hihil:
M RAE— ANk

2 uirl A, FEEIZIEV) ] VPN,

3 ol A R BB A (R AR 1 22 TR R 3 ) VPN BRI

4 uisd B, L H RS54

5 FISR g5, AT 20 B 1 i mg 4s |

FrIaZ |

A S BUE A% IR B2 22 1) AT T IE W IR MERC & . FUA I

* 4i—% Inside Outside Rule Vi #Z=HIREN], fOVF (Bif54T) M inside zone F| outside zone ¥
o

* inside_zone Al outside_zone “%Z4x[X (434 {7 AFFISMTHEL .

* i InsideOutsideNATRule, %M A #542 VB SN HE 1 T AT VAT 482 1 PAT . X T-ERIA
0L TR NP RIMF AL e, P REAAAE 214 1 PAT AU,

* f74E 0.0.0.0/0 [ Z5FHAS IPv4 B, SR FISNAREE o S B BOE S SRl DA AT A S TP Jb
hik, EAB AT LA ] DHCP Shas 3R & th o AEAORBIT,  JAMBGE R LU i as itk i -

o VAT A: AMEFEO, BN 192.168.4.254.
< ¥E A B: AMEREEL, MISEN 192.168.2.254.
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WfANE T E A2 7 i8] VPN E R SMET M 4% E A0 B R AR S5 =5 .

UK

FTIB1 AE SR B (U H XSS LUk fAE VPN IEH%,
a) g, AR5 i VPN 40 EEELE.
b) sk + 4
c) HEIRZENE L ML,
« EEREHBIR - AL FR, Bl SiteA (RIRIEFETIVEA A .
o ARHbUA & - X LRI e A L b
« ARHh VPN 73O - EFRINEREE 1T (B il 192.168.2.1 IUFR—AN2 )

o RHIRLE - S + IEEFAF RN S 5 VPN E AR 24 (1 X 28 00 %o BT H 32 i)
SARIEI 2% |, P DA S 50k 25 (A VPN BUE AN R M AELE, At s
J520192.168.1.0/24 WS BL E X% . FEARATN S )G, 1F Fhidl R hikfe it idimE.

Add Network Object

Name

Network192.168.1.0

Description

Type
@ Network ) Host

MNetwork

192.168.1.0/24

© MARUh R - X EEIEIE SO A i o

« ITAZ | P HEAE - FTN 192.168.4.6, X EWGFEHE VPN B AE VPN XS5 AH LT 1P
ik,

c IMAEMLE - piih + JFIEEAR RN 2 5 VPN BRI R M 280 S il Bl
Mg, MUELLTXS, RIEFESIRPIEFFEN].

1. SiteAlnside, P45, 192.168.3.0/24.
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B wmEssimizisio veN ERsMERS LB SRS S

Add Network Object

Name

SiteAlnside

Description

Type
@ MNetwaork 'i) Host

Network

192.168.3.0/24

2. SiteAlnterface, TAHL, 192.168.4.6. X XHE: EBwASUGITIZIAE) VPN EiE S i
WHE ik S8 VPN EERITIE M KGRI —ER S, LUEZIED LIEE R RA VPN 7]
LUER BRRSS.

Add Network Object

MName

SiteAlnterface

Description

Type
() Network @ Host

p—

Host

192.168.4.6

SERUA, A BEE N AR PR
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Connection Profile Name

SiteA
LOCAL SITE REMOTE SITE
Local VPN Access Interface @ Static Dynamic
outside b
Remote IP Address

Local Network 192.168.4.6
Remote Network
03 Network192.168.1.0

Y] SiteAlnside

T:I SiteAlnterface

4 AEF—%.
e) EX VPN [HEEFANC & .
EARMEHZEGI, BB B A B D BIThRe sk,  RVF i e . I ROX LR 6] 135 E
LY A S 1 75 SRRV ] e A Bk o
* IKE B 2. IKE FRZAK 1- REBRIABEE, B IKE BRZA 2, 221 IKE RS 1.

AR

« |IKE %88 - fidiswig )15 H AESS GCM-NULL-SHA fl AES-SHA-SHA, %%
DES-SHA-SHA.

o IPsec i) - AiilitRiE. £ “IEFf IPSec #2187 XFiEMEF, A+, K5 AdiigBEEINEL
TEFEERIA AES-GCM $213 .

s KR ZEH. ENEERMEZER - WAL RS RS LA VPN &8 e LY
B XL IKEV2 Pl e ZEPET LA 1 £ 27 MR T4 . infEixg
Z4H, BAAELS A&E EEEIAS 8 VPN EER, »aEEHEENFEFS.

IKE SRR Fros:
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B woimEstiziessia VPN (SR AMER % i B RIRS S

IKE Version 2 IKE Version 1
IKE Policy

Globally applied EDIT...

IPSec Proposal

Default set selected EDIT...

Authentication Type
@ Pre-shared Manual Key (7)) Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

f)  HEEMIE

* NAT 2% - SERATE WL 13 11, fEAORBI oy MERE . GlH, JEANAS Bk o5 H)
VPN B R i 400 30 TP kb o M TS A ) 265 0 B 0 SR AN B e 1 g AR R AT
R JEi A e AR R T 2 AN B i L s — AN A WA S A 2 5, W
INTF-B) B NAT F8ei0. A 0CT 2000 BT A MU 045 5, 15 S B3l i (7] VPN i s 4
% NAT.,

SEERTEREHY DiffieHellman 28 - YE 58 1948 . kIl v i 2 4548 FH 52 SE 117 1) {4 % (PFS)
BN IR e A R FH I — 2 TG . ME— S IR R A e o T i ki, Bl
FEANAE e D s H I O 3R 1 2y e 45 M8 I Tk 2 8 sl . A DRI T it
W, 1525 vk e 248 1) Diffie-Hellman #5741 .

RIETN W R 7R :
Additional Options
NAT Exempt Diffie-Hellman Group for Perfect Forward Secrecy
inside v 19 w

g HKiit—%.
hy  EAEMEIF AT,

i EHE SR SR BTG AR o ST LUK S BRI B SCR v, AP R B s e B Rt 25
M, B HOR R B G ST C B AR AT — T
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safmi e e VPN s mms tro B Rs s I

i) RlEMICE LA AR E R KR

i) Al IIBNERE A, IR I e
PLTE, wfis B W& CER I FLAE ol a5 ) VPN B2 — i
PTIB2 LIS B W& IF Sk E A .
HIE3 HUEIEE A GUEERV R VPND sk 5 a) VPN iE#.
a)  Hing&, RJE AR VPN AP EEERE.

b) sl + %4
¢ NEIRKENCELL FIE.

« EEBENHRBIR - WAL, Bl SiteB (RoNEREVE A B)
o ARHbIA S - X LRI A S
o M VPN IENED - ERSMNERE O (KRR AL 192.168.4.6 FH—ANE ) &

« KR - ik + IFEEARIHN S 5 VPN R A M M 20t % . i B2 #
Mg, BCELLIXSR, RIEEFIRPIEFEN]. T8, EeAimBREREIEER
MR, BRESAELS AREDERCREN.

1. SiteAlnside, %%, 192.168.3.0/24.

Add Network Object

Name

SiteAlnside

Description

Type
@ Network ( ") Host

MNetwork

192.168.3.0/24

2. SiteAlnterface, AL, 192.168.4.6, XEXHE: BLFIFRIZiHE VPN EZESH
HHEAh A8 VPN EZR AN &R —ER 5, LUMEIZIZEO LEE R RA VPN 7
LERE Mg B RRSE.
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Add Network Object

Name

SiteAlnterface

Description

Type

-"':l Network @ Host

o

Host

192.168.4.6

« SRR - K LEE I SRR

« ITAZ IP b - FTN 192.168.2.1, X WG FLHE VPN R AE VPN G258 L) 1P
Hubik,

© TIZMLE - il + JFEEAR RN %2 5 VPN SR R R 2% 1 283t % (f 5 H 5%
RS540 VPN IEH) o il GIE IR T4 192.168.1.0/24 LB E X 5o TELRAFERT
%5, £ NplRPRFE eI ATEHE. T2, BeAihs BigEhe/EMER
%, BREBLRAEWES A REPEHCEE.

Add Network Object

Name

Network192.168.1.0

Description

Type
@ Network ':_1" Host

MNetwork

192.168.1.0/24
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safigidiziesy e VPN R mms bnaRmss |

mﬁk)’é, A BB NN T PR R, Ul B WEMLL, AHAERE L A . KO
RERRI W AR I AR 2R X R

Connection Profile Name

SiteB

LOCAL SITE REMOTE SITE

Local VPN Access Interface @ Static O Dynamic
outside b

Remote IP Address

192.168.2.1
Local Network
-
Remote Network
I i ;
[ SiteAlnside +
03 siteAlnterface ‘L3 Network192.168.1.0

d  HibET—%.
e) & VPN B FARC & .

Ll B IR HE, FUEA R IKE JRA . HEAT IPsec $21, DAUNARFMPUL Y], BiF
WRIBR A FIT L ZHH.

IKE SEME U1 R P

IKE Version 2 IKE Version 1
IKE Folicy

Globally applied EDIT...

IPSec Proposal

Default set selected EDIT...

Authentication Type
@ Pre-shared Manual Key  (7) Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

) HEHEMED.

imiziis VPN ]
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. WfANE 3 3EA2 7 i8] VPN fE R SMER M 4% E B0 B RARSS =5

Additional Options

NAT Exempt

inside

2)
h)

)

* NAT # % - SERATHE WML 13 11, FEAORBIH oy REREE 1. lH, AN Bk o5 H)
VPN B&3E R e e 4 L 1P Mkl o 3 AN 7 AN b Y % 3 B A8 BN pl 2 11 il Sl AR
ARG JEl A e R AR AT T 2 AN Bz L s — AN A M AR i 2 e,
ST B NAT 0. A3 T30 BT 75 W 045 ., 15 S 3l pii i) VPN L
%1, NAT

o EEFIRMFEZH) DiffieHelman 48 - XEF 5 19 4.

LI AN T :
Diffie-Hellman Group for Perfect Forward Secrecy
W 19 W
st T—5.
P NI S TE B .

s A B I ERE R A b

R ST EDERB HAL, AR ) 5

IAE, A WA CES IR il U] VPN SR — . T ub i B RS T IR K
B, NIH & WA N iZT i VPN &R,

850 LB S BE 4 CLI FEXT H SR S5 #3304 T ping MR, Ml iE 8z, ] LI{EH] show ipsec

sa i AR ER.

PR fruhm A BECE H RS A . s I ik e A
a) EEEXR, RGNHKTEEZHIE.
b) i +>AD.
o) HiE AR

© BFR - HoRWK AR, i, AD.
o HBI - HRRGS AR, Active Directory s ME—SCRFIISEAL, I LAGIE S Ut 7B

s BRARFZ. BRER-H WA, ZH P B & SER R I - E BiE
MR . T Active Directory, AN EE R = AR . A& 0T DAES R e AT .
L BIESEA IR E N B, Administrator@example.com (i AN AX /& Administrator) .
pE Z G AH A5 S A 1dap-login-dn AT 1dap-login-password. 121,

Administrator@example.com #% ¥4 ) cn=adminisntrator. cn=users. dc=example-.
de=com. TEVERL, cn=users AR ILELH AT, R ULIHE A 4
“users” ICAFICTNICE AL E I H
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WfANE T E A2 7 i8] VPN E R SMET M 4% E A0 B R AR S5 =5 .

£ DN - H T Ruli A i A4 S B b, RUH S Fg iy A 3642, o,
cn=users,dc=example,dc=com. 7 KEFILAE DN (115, TES UM C H X FEHERR N4

* AD 1 - WA Active Directory 564 FR g4 . 41 example.com.

Name Type
AD Active Directory (Al
Directory Username Directory Password

Administrator@example.com

Base DN AD Primary Domain

cn=users,dc=example,dc=com example.com

d) BCHE HxiRos & E Tt

o EHLZNP HutE - HR RS 2400 N4 1P Mok iR LN 07 g B RS 2%, WA Zi
N REE4, WAk 1P bk, EAF S, A 192.168.1.175.

<im0 - TS5 RE 28l AE 0w 15 o BRIAE A 389, Wiik$ LDAPS 15 4 In= 7k, ihfl
im0 636, EAPIH, R 389.

o IR - I ER: R PG E. RGBT, g vl PLH OB R PR
=E. AT RA VPN, #&0JLU# ] LDAPS, BIJLT SSL ¥ LDAP. Wk Fe bk, Wiff
i H 636, RA VPN AN HF STARTTLS. TR, E#EL.

* ZIEER CAEP - W REFINE 77k, 15 AR BRI (CA) IETH LMEAE RS H 3%
5528 2 10 3 2 AG AR 0z . W AR B HUE AT S 500E,  TUIE S o 1 ik 45 4 24 Bk A 20
5448 EHLA/MP HUHEVCEC . B dn, an A 192.168.1.175 1E 4 IP kb, {HIE$S A (¥ ik
4 ad.example.com, NZEH K.

Directory Server Configuration

Hostname / IP Address Port
192.168.1.175 389

Encryption Trusted CA certificate
NONE %

e) iR HIIUE R G 17 ) AL IR g5 A5
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. WfANE 3 3EA2 7 i8] VPN fE R SMER M 4% E B0 B RARSS =5

ARG SRR VG IR 25 8%, R AE T e S B Bl AN, 48 B REEH T R & AN S
HT5—F A&, wlum TS0 5, (EAH TRV R VPN, WERICIEVS ) IR45 %%, i

A IP MR L N4 IEAf. DNS RSS2 EA 1Z EHA I HESE. 34, Bulsh A VPN &

B IES TAE, JFHAELE VPN has Tl A (8 sk, IF H NAT A4 H IRk %

AT . T RRIE T 45 A I B S B

) SEHAE.
IS K& > SeEiFANE > EFRE, A58 H RA VPN FFAfiE,
J3 F RA VPN VFJHER, IEEEEI LV IE2E 8 Plus. Apex (M) AN VPN. A KTE4H
fHE, SRR VPN [VFrT sk , 257 1.
RA VPN License Type PLUS v DISABLE

@ Enabled

Please select the license type that you purchased to enable remote access VPN. Note that
Firepower Device Manager does not support any of the advanced features covered by the Apex

license.

Includes: RA-VPN

PE6 fEuh A _ERCEIZFEYT 1] VPN
a) miiiR& > mIEiAE VPN A EFERE. HIRES T EHE & X (Connection Profiles) 1l
Ifff o
b) 5 el R I ST
¢) FERSIH b, BEREIAI, REEREAD SIS T SRR, B, BT LAk
PEA I AR D 46 0 5 U5 o

Primary Identity Source

Authentication Type

AAA Only Client Certificate Only AAA and Client Certificate
Primary ldentity Source for User Authentication Fallback Local Identity Source
AD W LocalldentitySource A

d) ACE bk

SFARE], S+, SRIEAE IPv4 bbb R B A B ETRIM LG, I8 172.18.1.0/24 M 4% 45—
MG, RIGEFIE S WiZHbhbi b % P ol . 8 1Pve iR =%, Hhhbib ANRE 5 41
TR 1) 1P kA7 T [/l —F o

[ERTE IVAIM T
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e)

WfANE T E A2 7 i8] VPN E R SMET M 4% E A0 B R AR S5 =5 .

Name

ra-vpn-pool

Description

Type

@ MNetwork

Network

172.18.1.0/24

I IEI RN QN s

Client Address Pool Assignment

IPv4 Address Pool PvE Address Pool

I3 ra-vpn-pool

DHCP Servers

R =%, RJEEFE AL .

T T SRR IR SR (R 25 B . BOR TG DNS IS5 #% o WA ARBCE, 18 7 HI Gl S s Il &
DNS.

i T—%, HESRVE T, %FHBMERRES T eEH| 5K (sysopt permit-vpn) ik
i, FEACE NAT $h&iET.

HFF NAT $8%e, BFHSEECE L NI, i, WiRgse X7 e B & otk a2k 1
WINEIAE BE R, R I S T T A S A

© REMED - LCRRBRE L. XL R R ST I (1 A B 2 1R 1o P B IK) NAT R
P X ez 1

* PIABMLE - LLF¥ SiteAlnside PIZEXS B o IXLLIRARRIERE ] Ke Vs [ 1) PAY 3508 D0 245 [ R 48 0 2.
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Access Control for VPN Traffic

Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

NAT Exempt

«@©

Inside Interfaces Inside Networks

[il4] inside

‘03 siteAlnside

g) AEGEH T Z3ZFF &5 1) Secure Client X F41..
h) SR T—H IR E.

HOE, WUE SR IR .

RIS YRR AR R H I % Secure Client BT ZAMAT 4, FFIAARATTE 75 AT LASE
Ji VPN 3. i ih & I R X Lt W R 2 BTIEA, AR5 K A DR U A SCAS SO B

i) MESER.
ST M EARERE B bR

PR 8 AUl IBNERE FHL, IFAERF AR B e B

HIAE, Ui A R OHERIFRS RA VPN &R, 1AM 223 Secure Client %) i 3 5¢ % VPN
HEz

0] L% 5% CLI 38 ] show vpn-sessiondb anyconnect iy 4 & B 2315 5, MM ERE .

an{rTid i 2R = RA VPN 177 (]

T DAMC B R U7 1) VPNOERZ S E SO, DURL 2 S SR A0 N 8 B8 U ) 22 A U TR BB . il
W R A AR E 1) D3 S IEANSZ BRI U IR AR, (B AR R R SRR A P AR 4 1 U5 T AR, )T
DA 20 S ok s SUANTRI ) ACL, - LG >4 iR A1 15 1)

PUR 7] F R 1 hnda) g i K BE VT 1) 192.168.2.0/24 PN 37 W I 72K A 7 13 B RA VPN & 8z, X T4 M ;A
T, AT DAE BRI AL SEms, Horp A o) VPN E A ik i a% o« fn A AREE i S Y P 5 PR
FEN 4 DL N 7 VR ACL, AT LAZw e BR A 41 50 .
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safmiEaas RaveN iiE ]

FHia Z |l

R EOE I C R TR R M S I LS ORI AT BEAN ) TR T TR S 0. T
UE B O AR BRI S ) R AR OG- DAL BRAT T T EAAEAS TR ) v 220

RIS 3 “inside2” % AL E HFEAF 192.168.2.0/24 1/, H 1P Huhkky 192.168.2.1 (¥ M E#
AFAa] HoAd bkt 2 AT 2 1)

UK

e B 7 iR 45515 2 (ACL),  LLFR7HI RA VPN i .

T BB E CH bR 192.168.2.0/24 IR %, AR5 614 Smart CLI X%, € LULUiRIFIE. H
T ACL fER R & Basingann), BRI ZA VIR v7 [, HoE ) 21 W AMTAT A TP Hb
R AR 4. SR BIOE T 1Pv4; (I nT DAL E X 5, SR BRI 45 7 M (1 TPv6 Vil o 3L
TR M 2% 61 5 KL T IPV6 (1K) ACE 72 M A () ACL.

a) MKEFEITR > W, FHOIRITTHEIIN 5.
B, KXt 4k ContractNetworko BEXT %W 5 LA BT s bl
MName

ContractMetwork

Description

Type
@ Metwork Host
Network

192.168.2.0/24

b) ERIEEF > SREE > Smart CLI > 3 K.
c) Aiili + BIEEH R

d) %A ACL (14 %%, i1, ContractACL .
e) X1 CLI &R, ZEFH BiFiEFI%.

) FEARHRIE SO AT DL R L

* configure access-list-entry action = permit
* source-network = any-ipv4
* destination-network = ContractNetwork object

* configure permit port = any
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* configure logging = default

ACE NANF JR:
Mame Description

ContractACL

Template

access-list ContractACL extended
configure access-list-entry permit .

permit network source [

[ v ] destination [ Coi

configure permit port any

permit port source ANY destination ANY

configure logging default .

default log set log-level INFORMATIOMAL log-interval 3@

g) i,
BT UCHIE SR IO B e ACL. Jo i /AT ] A S A o R sit il v &

P2 QAL ACL HYZL SN .

18 2 D T B 2 SRS TG B DNS IR 5545 o 48T LUAREE i ZERC B HABZE T, LU 2D SR S/ 41 5 e A
I BIR R — A BEE

a) fKKIEFEIE > RA VPN > ¢LH3RRE

b) midhi+, GIEHT LA .

c) 1EEM (General)ilifi, AN FK, 51U ContractGroup.
d) Al HZPREDESS.

e) X TipmFIFRTIESE, EF ContractACL X% .

ST ARE], F VLANETE . HERE, S lRE — VLAN A T3, 4 VLAN i
BT,

Access List Filter

ContractACL

Restrict VPN to VLAN

f) i RE PR AT 2L SRS o
IR 3 C B TR R A B S
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d)

f)
2)

safmiEaas RaveN iiE ]

7E RA VPN i b, gl H s h %3 BC & X (Connection Profiles).
Rl +, BT IE B B S
SERC TR 120, ARG RTET—.

i NCE SO A4 FK, B, Contractors.

Fie HEABT S O C B AR B I 0,455 kg 7R B 78 B 60 214 11 54 3 B UE AN o SCHb kit o
N AR N E A N, Re i T —%.

Group Policy

ContractGroup

(EASRI L, HHh BB O R SE 1A I S (sysopt permit-vpn) I, JELE NAT
#h 5 .

X NAT 8%, B ERCE LU MBI R, W R ST AR B SO, T SR I
AIBIIABCE T, U RC ESE T T R E S

* MEBHED - EHF inside2 £ 11 o IX LI e H P K 2505 0 1R N S I 26 14 11 o T 1) NAT
R T ez .

* PEBMI4E - EFE ContractNetwork MZENT G o X LR ACRGERE PR ) 1R P 500 9 26 11 ) 4%
POE

Access Control for VPN Traffic
Bypass Access Control policy for decrypted traffic (sysopt permit-vpn)

NAT Exempt

«@©

Inside Interfaces Inside Networks

[il4] inside2

‘03 ContractNetwork

ARG T 5% 3 F T 6 11 Secure Client #4441,
J s Tl et 2 B | S Y
B, WU E T IR

SRIG . miali YERR A A DD e Secure Client JAFT ZEAMAT 24, FEIRAARAT T 15 7 LL5E
Ji VPN Hi4% . oy & LUREX LS U W BRI BT AR, SR JrrRe EA DRI A5 SCAR SO BB 1 A
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B s RE s e s e P EB R 4 524T RA VPN i75/8)

h) AdisEm.

AN {AT 3 AN [5) B #0LE% R 25 HP B9 A ER M £ 33£ 4T RA VPN 77 /2]
WRAE W% LRCE 2N BRI a8y, WAZIAE 4 Ja R L%t o PGS RA VPN ANREFE LSS A58
SCRE LR 28 082 0 _LCE RA VPN,

HH T RO R 2R 1 K B R AT, DRI, A RA VPN 75 2507 0] J& AN [ R 400K E 25 1 0 2%
U5 200 1) S S

WEHIELL IR, FERXPE DL, RA VPN H P EERInE N 172.16.3.1 194 HE: 0, JFAE
192.168.80.0/24 {1 3RAF TP Mtk BERS, 1ZH P o] Ay i) JE L3 4 R B LS h 25 O N 3 4% . HE,
P IV ) & T R (2% VR 1) 192.168.1.0/24 4%, 3 234 VR1 W% F1 RA VPN F /2 2 [
(IR A, DA B 00 o) e A 0 o
inside /~—— 172.16.3.1
. | outside

—

VPN POOL L

192.168.80.0/24

Inside Network

192.168.80.0/24

192.168.1.1
VFiinside 1 hreat
Defense

FHIEZ Al
SRR BIER S CUBCE RA VPN, 58 SRS e, OB 1 PRI 20 M4 A1 Y R R UL P 2

UK

S ACE AR L A 2] VR B ditt .
% fo A VPN M 43 E TP Hihik 1) Secure Clienti 1] VR1 REFL i 2EH (1] 192.168.1.0/24 45,
a) KIKIEFILE > K > EBEE.

b) slia R ds AR R (B,
) fEAJRE A BRI IR b, Al + P E

o ZBFR - AT LM IR 44K, #i4n ravpn-leak-vr 1.
« 0 - & vrl-indde.
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* Y - IEFE IPV4,

o M2 - EFE X 192.168.1.0/24 L& IS

Name

nw-192-168.1.0

Description

Type
@ Network Host

Network

192.168.1.0/24

SRR s e g o a2t £7 RA VPN i) [

WA, T B g S MR R

© PR - RRUEIH B2 R kR B 50— SRR e AR, AN R R L

XHTEHE N W1 R B :
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B ot R s e 28 o O P 2R 5 52E1T RA VPN 513

Mame

ravpn-leak-vrl

Description

nterface Belongs to different Router

vr1-inside (GigabitEthernet0/2) w @ VR1

Protocol
@ IPvd IPv6

Networks
'] nw-192-168.1.0

Gateway Metric

e 1

SLA Monitor

d)y HEHHE.
SR 2 BE M VRI B4R RE LM i 2% 10 3% it
DU i AOVF 192.168.1.0/24 P24 L1125 7] £E VPN i Hh 730 Bc TP Huhik[¥) Secure Client & S iEF .

a) MEERUE 3y MR g kR VR, DIUI# 4 VR fiL'E .
b) 7 VRI B 2 ERSI AR L, i + FFmE st

o ZFR - v LU HATAT 8K, Bl ravpn-traffic.

* $#0 - iLFF outside.

o W - 1EFE IPV4.

* W4 - WP VPN BI04, 141 vpn-pool .

© WK - RRURITH B Ao R it dt 20 50— R AN, O AR R S L

X UEHE R TR B
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WAl B E X Secure Client E#RFNEHR .

Mame

ravpn-traffic

Description

nterface

outside (GigabitEthernetQ/0) w @ Global

Protocol
@ Pva IPvé

MNetworks

Gateway Metric

b 1

SLA Monitor
c) MHARE (OK).

T—5Hft4

105 RA VPN Hutibyth 5 [ 2 UL i 2 i 1P Ml 2 (B AFAE TS, R DAZ5% TP bk F s
NAT M), DUS I ERR S . (H2, SRS, HEFE S RA VPN il {FH AR E

=
Ho

n{al B E X Secure Client BlF=FAEER

0] LLZE Windows F Linux &7 it &AL B %€ X Secure Client N H H B FRFIE bR . BIFRITI TR
e i, I H XA B AR AR SO FR NE R BR

HARGAEIE B AT SO A E SCGUIIN AT DUE AR SO 44, (EAOR BB R AEAN
F ot h FE SRER IO AT He AR MRS o
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. 4] B £ X Secure Client E#RFA%IHR

ATV 2 BIUR, HOTIF RSG5 418 Hog ORI, O848 . SRAUHER /N 58 8445 15
i 2 Cisco 22 4% ) i 45 PR B3 F8 B v A7 6 H s XA AL Secure Client FI22 3R I 7747 . i,
FE LA B 0] LR B 4.8 2 i R AF Y. 7517«
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect48/administration/guide/
b_AnyConnect Administrator Guide 4-8/customize-localize-anyconnect.html

FHIEZ Al
FEAIRGI, BATR R e Windows 2 7 i LA R IS W, WEREMER N S REAR, &
giex i LB ol IFELEN Y R K.
* app_logo.png
SRR FHBIORR G I T BIAR B KR/ 128 x 128 1451
* company_logo.png
B2 R bR UG R AE AT BT A 2 LR il XS AE o B KRN 97 x 58 15 5.
* company_logo_alt.png

“CRT7 OTHEA T A Bos 5 T A F BRI S RN 97 x 58 185

BRSSO, 0K SLBCEAE BN A A T LAV ) AR SS as L. BRI LAE R TFTP. FTP.
HTTP. HTTPS 5 SCP i %5 %o ARPEARSS 2 ¥ B IR, IR LESCAF SR 4 11 URL ] LALHE 1%
R ;P44 /5%05 . sl fd i TFTP.

UK

LI KBGO FAE S 7 RA VPN Sk HVAS T B e SR FIBR IR BEAS BV 18 3% o
a) i SSH % = i ¥ sk e 4 CLIL
b) 7£ CLIH, %A system support diagnostic-cli fiv4 LAk N2 CLI #5558,

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ftdvl>

iR BT R LY Ctrl+a, PAIRIR d, A GEIR S W CLI IR ] E 5 i g o 1
CLI #28 .

o) IR MAIRTF. Wl CLI U] >, M2l CLI I8 - AT F =LA 0 >, ZEABI
H fdvl>. BHTEENFFRBATE S, ST # TERZ AT, Bl fidvig. WERER/RAT
A #, HEBT PR, B, &R enable fird, IFAESEIDER NI TE Enter 8, AN
i,

ftdvl> enable
Password:
ftdvl#
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WAl B E X Secure Client E#RFNEHR .

d) fTH copy i W EEA SCAE NFEE IR 5545 52100 21 i B 180 124 11 diskOo S8 ] LLRE e AT T+ H
SkH, il disk0:/anyconnect-images/. %5 0] LA mkdir iy & g5 e ffk .

Fltn, S TFTP ARSS2$0 1P Huhikky 10.7.0.80, - HLAEARSLG A8 Ht, War B30 TLLF
W THER, B RBlEEnE T X5 copy fiv4 Hm R o

ftdvl# mkdir disk0O:anyconnect-images
Create directory filename [anyconnect-images]? yes
Created dir disk0O:/anyconnect-images

ftdvl# copy /noconfirm tftp://10.7.0.80/app_logo.png
disk0:/anyconnect-images/app_logo.png

Accessing tftp://10.7.0.80/app logo.png...!!!!!!
Writing file disk0O:/anyconnect-images/app logo.png...
EEERE

12288 bytes copied in 1.000 secs (12288 bytes/sec)

ftdvl# copy /noconfirm tftp://10.7.0.80/company logo.png
disk0:/anyconnect-images/company_ logo.png

ftdvl# copy /noconfirm tftp://10.7.0.80/company logo_alt.png
disk0:/anyconnect-images/company logo_alt.png

LB 2 {12 W CLI A import webvpn 1744578 AnyConnect 754 )7 i 1F ML 22 Secure Client B T 2%

KR

import webvpn AnyConnect-customization type resour ce platform win name filename
diskQ:/directoryname/filename

4 1dH T Windows. X1 Linux, ARSI b 752, K win S 28 linux 2%
linux-64.

flhn, N L PR, R IRAI57E 2 W CLI .

ftdvl# import webvpn AnyConnect-customization type resource platform win

name app_logo.png disk0:/anyconnect-images/app_logo.png

ftdvl# import webvpn AnyConnect-customization type resource platform win
name company logo.png disk0:/anyconnect-images/company logo.png

ftdvl# import webvpn AnyConnect-customization type resource platform win
name company logo_alt.png diskO:/anyconnect-images/company logo_alt.png

PR3 HABCE

o LIRS, WEEIZHT CLL R AT B T ] show import webvpn
AnyConnect-customization 4.

© BIGUERMGR A O R 3E % i, XL BN AL 84T & i R . BT LLAE Windows
s PR AT DUR SO, Hed %PROGRAMEFILES Y% 3 #i# #7 4 c:\Program Files.
%PROGRAMFILES%\Cisco\Cisco AnyConnect Secure Mobility Client\res
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. 4] B £ X Secure Client E#RFA%IHR

T—&Mit4

U AR EST BN, 10 E UM AR ST revert webvpn fir4 (7E12 M7 CLI RFAGAT R
‘F) o ﬁﬁé‘\y‘j:

revert webvpn AnyConnect-customization type resour ce platform win name filename

L import webvpn —#f, WHREC A & X P A, 15K win 2k linux 28 linux-64, 4
AR UGS A OR H Zf % n:

ftdvl# revert webvpn AnyConnect-customization type resource platform win
name app_logo.png

ftdvl# revert webvpn AnyConnect-customization type resource platform win
name company logo.png

ftdvl# revert webvpn AnyConnect-customization type resource platform win
name company logo_alt.png
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