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< Deployment Completed: User (admin) Triggered Deployment

Summary  Differences View

DEPLOYED VERSION PENDING VERSION Legend: Removed Added Edited

() Syslog Server Removed

Entity ID: 4al685df-311d-11e8-893d-cl15d8F458Fd9

syslogServerIpAddress: 192 168.1.25 =
portiumber: 514 =
devicelnterface:

inside =

) Network Object Added

Entity ID: bb64f4101-311d-11e8-893d-a302dbbbcile

- subType: Network

- value: 18.1.19.8/24

- isSystemDefined: false

- name: RemoteNetwork

) Network Object Edited

Entity ID: ddb6@Bed-31lc-11e8-893d-5588092854¢ca
value: 192.168.2.9,24 192.168.1.8/24
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AT R b o A AR NS B S AR
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Rt FAAERPIRE . 25, BnT DL EOR T 40 e & S k.

iz
T Sl MU B AR ERE E A b

WAFAERF AL BRSO, ARG HI B R s o

T2 KIRE TR BRI > 2EMFT-
PR3 sl AR AE P A E
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DU 2 21 e e AN B e A8 B AP U AT CLL L D7)

LY A Parlax [=1=] L o= = 7

71 X EZFEIEES (HTTPS) A R ECE JMERIZ IR (AAA)
$E 0 LA AAA IRS5 2 HRAEX) W44 BEAS (1) HTTPS ViR BR o 3l T H AAA B 56 E A7
B AT CABRAEAN [R50 14 U il AR, A AN P #8384 1 admin 0K 7 6 5.
IXECHR ] P kA AT 0] B85 7EL APT F1 API Explorer.

T LGE I AE AAA IR 55 a5 BEEE B B BORSR AL T M G 7 1 42 (RBAC). 0 M ik 55
SRR Pk B A A, DA LA s A R B A O
HIJe {5 RADIUS Jeds ds FAERIBCE IR 5, Rn DUE T eRe 78 Ik ™, AREAT A5 BT 1]

RADIUS B R#2

BRI T A 10 ) il 25 1] (RBAC), 15 508 RADIUS JIR %5245 ERIH P IK P Bl X cisco-av-pair J&
PE GERIZZAE ISE ', 1fifE Free RADIUS HiZ @ PEHf 54 Cisco-AVPair; ik & RGPS L
IEWD o WAERD K FIERE SCILENE, SRR U e i B gs . LUR SR

ff) cisco-av-pair J& AT -
« fdm.userrole.authority.admin $& 4t 5 48 B 61 U5 0 AP « X 28 F P n] DA AT A HE admin A P )
PABRAT (1) I A #4E «

+ fdm.userrole.authority.rw $ it 5 J5 B o 388 F A7 LA AT i P v DLRAT (AT o]
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UK

P AR E, RERKIKEHERGOEE > BIBimai.

WO T “RGBCE” (System Settings) GUH, H i i H s W E IR 18] (M anagement Access) .
P2 S AAA BEIEIR (AR ILE ) .
$IE3 flE HTTPS &k

« EIB/REST API BYAR 55 83 4B -6 P IS AR B FH AR 2 S BG UEYR ) RADIUS 45 a4l (T4 5
PR BT AAR BAH T P 83 % (LocalldentitySource).
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UK

1 AR E, RERKREHERGOEE > BIBimais.
RO T “RGIE” (System Settings) UL, N sl H s )& 18] (M anagement Access).
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(LocalldentitySource). A2 FHEAT HI AMER ALK RADIUS JIk 55 #54H -

WER AT RS we e, A B2 3T RADIUS BR 5 SR 4R e v B G i R4S S 2H . #0753y g
MRS 45 0 RADIUS R 4538 01 %, K IX S0t S B 20 G2 LIRSS S 4L a] LARAT e A
5% RADIUS iE4H15 B, 1555 RADIUS JIR4s 2814 .

VR, SSH RN FHAL T HIRT 2 MRS 2% WA T4l bl 2 3 MEE 2 RS 2%, &
G AR R IR S %o AL, RGNS 28 3R (8] Fl B ok ok W22 e B4 JE 17k
ERARH R RIEITHMIEIE - (R EIEFINBARS 24, W] LLFE 2 Wife] £ FH A 5 4398
KT SSH Vi), RGUGESAER A AN RS 28 2 B R A A 508 %

T4 PlHRTF

Sk . Fobe o s .

S IgEESEE ARSI
VGRS > &3, 705 Y8 B B T B AU . B2 S i A T
S,
A IR 4 U, T AR LT P 2% . SRR i 44 R
BRER AT, T LA T AT T
RUAVE S TR AR, WA G THAI RT3 2 2 (1. B,
T AR Kk 20 40 BRI 2 1 Z0E 6.



fptd-fdm-config-guide-730_chapter8.pdf#nameddest=unique_198

| zgem

BAEM A RE Lasma e e ges s ]

R e B T R ANBE R K A LS 3 IR S8 s R, W (R PR B8E 5 20 Bk T
J AT BE IS TR) 45 RS O AT 2R o TR A i B HL IR, R A R T AL
BABUERN . GEER, X SSH A™, AT LUK SR E IR BUK o D

WURAT B, T LU A AR R R (O) ZbF P & R E A TS, B
SR AORSTERABUEIN B H T DAL R EE S %

ER &M HA & ERYSMERA P iR & SRR 17 B4R

U SR LA BEAS I HCE T ANAREAL, WK LS P AT LG s 31 vy m] F MR A 32 AN 26 e 60 (H
&, SRR T VAL, B ORISR T B I il B AT LR

MR EUCE R B B, RES QRS PR U AR . B, E R
SRS P A Bk b, AR e ORI R A

SUATHERRE AN o SEHC R D S 58 B e, AhER T A AT Sk B 46 T

BB U S P Ak B et o n] DA B (EE, W ETA g i s, AR
PIATIE AR A B

S B AEICL SR He R e

TEmT LLAE P O a5 B0 CLI U i) B HT ™ o IXAIK AN SR vF s el A BES T , AX fe 5 ) CLL
CLI X Tl e B AN M P AR H A H

AR IXMEAEZ AN B ERIEAHAT K BRI HA A O ME A CLIIK ™ .

UK
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P BT AT A AR, A AL BRI ™ 6T LT A 4677 BT SSH 2
T 5 o

S PR R, Pl G 2 SN FXOS CLI. {#H connect ftd diy &3t @ Wit CLI.
QU IR

configure user add username {basic | config}

AT DU AN AR ) € SR P

* config- $R AL ] HCE VT AR o RSO IR T 1 P S8 4 B OURCRR, Lk HEmT LA N AT TG L i

4,

* basic - {R A T IEATTRBR . ILGOA SEVEHT P S A BB A 2
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> configure user add joecool config

Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
joecool 1001 Local Config Enabled No Never N/A Dis No 5
R A F A PARATTAT LM configure password iy 4 B U i

PR3 (k. ) MRS BR IR R
TR LA HI LA fir & SRR AT 0
* configure user aging username max_days warn_days

BEE T # IR H o 1508 S i KATRORK, LA S B BB ) P A S s e B 80 )
TR MBI T 1 209999 Z 1), (HZE S RECA N T KRB BB IK ) I,
BRI

* configure user forcereset username
ST R O8I S e .
* configure user maxfailedlogins username number

BCEAEPUE M Z BT SOV R R IE SRS X R, BT 1 229999 2 [8]. f# 1] configure
user unlock i AR ™ o OB IRERIAMECA 5 RIESRIBCE 5

* configure user minpasswdlen username number
PR BNEI I, BENT 15 127 206,
* configure user strengthcheck username {enable | disable}
EVEE A BT R a O e > N DR S s e (L R S i S D P S N B )
M E|IAEAE ] T configure user forcereset 4, WIILEEKRSTER R & kB F 38 H .
TR A I T EAE P

FUP T RERBUE ALK 250 T R BT ZE MM R sl o oAt ) . A L R A & B R G
) EVAIL T

* configure user access username {basic | config}

SESUH IR AR

* configure user delete username

M BRAR 2 K

* configure user disable username

SEHRERIK S, AR LI ER . P Joiks sk, ERER Ik k.

* configure user enable username
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AR E IR o
* configure user password username

R e RS, JEEEDL R, P RAE A configure password iy 4 B H CUF S
* configure user unlock username

SR DR S e I 8 AR 3 S B e B IR P U

ERBKH RS

WAL, AT LLEDRT A S B R S
B T DL ERAE I RE, & mTLAE ] reboot BX shutdown fiv 418 ok SSH 23 1 B e #-H7 #L 4% CLI 3 5 4
ITIXEAESS

UK

mdng®, Re A RRIRE > EFBEIKE > B
WRELf T “RGEBE” Uy, R H P ERTE 31/ H (Reboot/Shutdown)
AT Pl DI RE A H L

* EFRE - RV RGSAT A IER, AL IER A g R, WA DL R BB . B
b, ATREA LA R AR RE SR FOB R Sl a6 LLED R IN R LAt

© KM - RUAIRGE, T OGP RYR . Ban, anRARSN M2 Rl B g (i, 4T
W), VA G HeHl. SRR AR, AT LU T/ O H B EOE 4T T
SRR AR TE B
BI85 IS T BB e, VRER AN B ROR SRR . A B F 4
System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]

XFF ISA 3000, 58K HG, ZR4 LED ¥R K. /058 10 #6, SR )G F T .
FOH A O A RGN, CIAAE WA B ELgE ok CLI Hr AT HiAd e

TR A NI, A BEAS TR N AE T A Bl e O I HT, IR R G Sk T . W RAE T A B
SEIZ AT SR B DU, W) Web 3 W28 AT BE S FE %A 8] S ) WA R PEES Web RG-S ITIRAIR
[7] 503 BY 404 &%,
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RGBS, RGURENGTVEMNY, BOR S 404 558 . R IEW SR, BOYROE KM T RS

RS HE R

LAUR RN R R B HE R AR S A RE . A AR Dhe (i il Ffil) BEAT s HERR 1o A5
K TS RN DD RER Y

Ping i fik LA B 43

ping &P a4, A TR e R e H k2 A m%zﬁwtku&ﬁa/gﬁwmr XA A
B EE TAE. SR, fEB& L AT M A SR nl 823 BH 4R e 27 Rl i s Dl il 12 4% . 4T J
LEFTFF CLI #5365 88 s ¥ %6 CLI KA ping o

\)

AR T RGAEZNED, ETESIT T ping HUBEHE o 2R ORAE T IEAR R 4, DAEI A 2
MIERL. BN, FREAMRENSIE L B BE O U7 ) AR T IE AR 5 4% AR 248 ] ping system
i A MER: . W RAE A ping, WU 2 AR A0 Bn B 1 Uy Mk, X R REAN S 1 BAH ) 4
R

1B ping {1 H] ICMP $eds il be . W R4 i 4525 1 ICMP,  ®T LA TCP ping (AU T2 8
1 ping) .

0] LAXE TP bk sk 5¢ 45 PR 2 EHL44 (FQDN) 447 ping. ZEXF FQDN 04T ping, k& #L8E 10 8l 8 #2
FBCE ) DNS IR S525 20k Bhik [B] TP Huhl . D200k & B4 D R E e 4 D 43 ) C & DNS R 4545 . Wl
B AR E NI E DNS kg5, HTH dig v 4 A 4k4 & FQDN [ 1P il

PLR A& ping P48 bk (1) 2= Bk I,
BT ERIETEIED ping Hbt

[ ping system 7%

ping system host

N LU TP Huhb Bk 5¢ 4 R e 544 (FQDN), 5l 41 www.example.com. AS[A]J-i i Zdhs 4 1 3k
1T ping #:4E, R4 ping LA BOIATI AL ping BAESFREHAT, AR Culre ¥ 410, 41
1

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seg=4 ttl=242 time=8.40 ms
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms

(
(
(
(
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ping st stk isiz I}

EMEEHRR, BIEFEZO ping ik

i ] ping fir %o MIRATE RGEMAE F L EAE EHUIEE o DO IE RS0 B it i
3 PR R T 0 AT I
ping host

Bl

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

\}

AR LR A B e N R A I B . R CLI A B R R
7F 2 AT I

B E SRR O ping ik

a1 SR T e v B VR ek, "I ping interfaceif _name fiv4 . SEIA AT LU it iy
LYWL, (HRRERR e BRI R L,

ping interfaceif_name host

it :

> ping interface inside 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

£ TCP ping, @id##EIZE O ping ik

i pingtep fiv4 . TCP ping &i% SYN H#atl, W HPRRIET SYN-ACK F L, WK
ping 43 T Bl o

ping tcp [interfaceif_name] host port
Lt € EHLA TCP S 1 .
el LR e 0, W ping MR, A RH T RIE ping 0320 38 ping 10 Al FH %

.
TCP ping A 3% SYN Hiflitd, itk HErAi% T SYN-ACK #ditd, WRAK ping B T .
s

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:
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Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

\)

ER LT LUHR E TCP ping MR FAEVHECRIYEHINE . 76 CLI i FH Wi /R F 2 A6 w] FH 1 ik

Tl o

BRER E A 3%

WA 1) HEA TP bk At e B 2 ), m] DABR B ML th DA I 45 R AT 2 5 A7 Il traceroute
() A D7 2 MG R H 1) H A 1% UDP i £0. 8038 [n) H bR 3% ICMPv6 [BIN: . 384T H FRofid e %
i 25 Ll ICMP Time Exceeded ¥4 B\, 311 traceroute R 1514 1R BT MW R = Hdafu,
R TR 5, S8 IR RS s SR . ST 4T CLI 45 5 805 5% 4% CLISRAT
il traceroute .

)

AR W HERED (traceroute) ol R 0L B Z 1 (traceroute system) BREEES A3 P dr & o T 45

I ER 4.

ARV T R AR S T RESE AL

WMEFS 15t B

* TR ST A A B R0 £ i

nn msec BT AR C R R N A (LR g B
'N. TeiL Vil ICMP 4%

'H eV ICMP EHL.

'P ICMP AT ik

A B RLEAE I ICMP.

? KA ICMP 4%

18T P TR 1 O BR BR S Y
{# | traceroute system #ir 4.

traceroute system destination

FHLATLLJE IPv4/IPv6 Hihik sl e 4P 2 5844 (FQDN), {941 www.example.com. i41:

> traceroute system www.example.com

traceroute to www.example.com (172.163.4.161), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.213 ms 0.310 ms 0.328 ms
2 10.88.127.1 (10.88.127.1) 0.677 ms 0.739 ms 0.899 ms




| zgem
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e}

10 corp-gw2.example.com (172.16.

pngerrrgnnt ]

lab-gwl.example.com (10.89.128.25) 0.638 ms 0.856 ms 0.864 ms
04-bb-gwl.example.com (10.152.240.65) 1.169 ms 1.355 ms 1.409 ms
wan-gwl.example.com (10.152.240.33) 0.712 ms 0.722 ms 0.790 ms
wag-gwl.example.com (10.152.240.73) 13.868 ms 10.760 ms 11.187 ms
rbb-gw2.example.com (172.30.4.85) 7.202 ms 7.301 ms 7.101 ms
rbb-gwl.example.com (172.30.4.77) 8.162 ms 8.225 ms 8.373 ms
sbb-gwl.example.com (172.16.16.210) 7.396 ms 7.548 ms 7.653 ms

16.58) 7.413 ms 7.310 ms 7.431 ms

11 dmzbb-gw2.example.com (172.16.0.78) 7.835 ms 7.705 ms 7.702 ms

12 dmzdcc-gw2.example.com (172.16.0.190) 8.126 ms 8.193 ms 11.559 ms
13 dcz05n-gwl.example.com (172.16.2.106) 11.729 ms 11.728 ms 11.939 ms
14 wwwl.example.com (172.16.4.161) 11.645 ms 7.958 ms 7.936 ms

B EIEE O RERE A
¥ F traceroute #ir 4.

traceroute destination

R R B FE TGS DNS RZ52%, LRI LU IPv4/IPv6 Hudik ok oe 4 IR e 144 (FQDN), fin
www.example.com. WIHEH AR EH ORLE DNS R4 2%, 154 H dig & &4 & FQDN i)

IP ik, 520

> traceroute 209.165.200.225
Tracing the route to 209.165.200.
1 10.83.194.1 0 msec 10 msec O
10.83.193.65 0 msec 0 msec O
10.88.193.101 0 msec 10 msec

225
msec
msec
0 msec

10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec 0 msec

7 172.16.7.221 70 msec 70 msec 80 msec

8 209.165.200.225 70 msec 70 msec 70 msec

o U b W N

\)

AR BTLUR SN AR A B e, Ty R EAIME traceroute YR TP M bk B %

Mo AE CLI G IR B HR7m 17 2 2wl HI Rk It

(i & E/RTERER S B L

BRI OUT BB B A 2 e B R % B s O BR e S, TR S et i ¥ o6 ) e £
ERGZEAEI A, SRR AT ICMP AN RTA T B A R . SESEIe H f,  R 256 s e A B i P I
25 SRS UL AN HoA 3 TR ) FlexConfig X % o

A RMSs FE TR I A TTe, ES 0 (R ASA RVIP5KESRCESR#DY » MhEh
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/
products-installation-and-configuration-guides-list.html.

zaeE ]



https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
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iR

3%

WD AAER ], RS ES TTL A | FIEIRE, HES SR IF— &R, wrid e Bk iziEs%
Al Ref S B BOK TTL B . 15, S48t (514 OSPF hello 1) Ki%Xmf TTL =
1, Rtk 2B A7 TR T RE S S EURANE B 2 LSRR, 1 I eI,

(=]

E

P11 TRE > aREETLHEERE.
FIB2 7F “FEPECE” HaH K IK ST FlexConfig > FlexConfig 315 .
I3 QI TTL X% .

a) i + L LRI T B

b) AXZEALFR. U, Decrement_TTL.

o) TEREMRgmAEA T, fMALLN A, HEgEi.

d)

e)

icmp unreachable rate-limit 50 burst-size 1
policy-map global policy

class class-default
set connection decrement-ttl

FEBUH MR s rh S AHGH R E P 5 A2

TEREE Lk iy 2 et PSR 75 8 0 A2 iy 4 LAME N IR 0 7RO RE et R AR BB AR s i
W REASCRE 7E 425 AN FlexConfig SR MR NS 5 GHBB D Ja BRI, LA RCAN By 1 30 2 39 D
AT CRECE H B Z AR .

P, AEAS B, B REARCY -

no icmp unreachable rate-limit 50 burst-size 1
policy-map global policy

class class-default
no set connection decrement-ttl

MR E RN B o

PB4 FX LR INE] FlexConfig SlgH .
B AE FlexConfig M ik A% 4 o

)
b)
)

d)

siidi H 37 FlexConfig 5B .

FE BN A S+
1% $¢ Decrement TTL X§%:, #RJ5 fiizE.,

FRGEN BE EAE AR 1) i 2 SR U . B UE RO TR B PO 2
RAHRTF
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ntp s [

RS TUAE AT DL B8 SR

NTP & f& HEFR

RGEN AR — SOk IER 1T, IR RS EE S RMER AL P, AR E 2D (B
EF =AY RIZRIR R P (NTP) JIR 55 & KA DR R ST AR 24 REPAT AT SE (KN 1] 15 5
WA B (FE 3 iR ) WoR B NTP RS IIEHARGS . WAUIRES A s (i 14,
] P PR IR 55 A A AR R 1) Al G SR WU AR AP AE OO NI DD 3223
A
* HYG, WIRAERE > RFIRE > NTP _LEE /0 =4 NTP IR554. REALRECE 2D =4
NTP 554, ARIXFEAM AT UK S T 3k

o W ORAS BREE 1 TP sl (FEIR & > RFIRE > BEIZEO P E X 5 NTP RS54 Z [ 4775 P 2% %

o
© SRR DM OGREHE R O, WERBOARS B A TE AL, AT DAAEIR & > BEER L0 E S NTP
IR 55 A I AR e o

« WURBCE T BAUVEBIZ LIRS, WS CLL JHEH] ping system fir & il 55 &> NTP
JIR 55 4 2 IR A5 A7 AE P 2R R A
* ok CLI, JREH LU fir 4 & NTP IR 55 4% 1R

* show ntp- M4 Won NTP R4 ds (M 3EAME B SLAT M. (0, W& LS TPIiiEEaR
A IHARG SRR HOIRES, BT Rhtdr 4 10 58 0R LRGE BRIk B 1 SR il BEAEE AR — 31
7o ] N CLI $5Hi 5 & H Ay 2

system support ntp - Hfir 2 fLFE show ntp (14 H LLAARE NTP #r4 ntpg (% 210 %75
NTP i) (4t W R F260IA NTP 25, Wt 4.

Ark “Results of ‘ntpq-pn’ 7 ¥i4r. B, %Al HESHE BISBILIT ) 2

Results of 'ntpg -pn'

remote : +216.229.0.50
refid : 129.7.1.66

st HE

t T u

when : 704

poll : 1024

reach : 377

delay : 90.455

offset : 2.954

jitter : 2.473

FEAGIH, NTP RS asbERT Y + R VE A fERIE# o BLARIRAR 5 * R7s 2Hi (¥ [R5
XFEEAR
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NTP J& & 74" F2)5 (NTPD) AR SE AR AR K \AS s G T s A 1, JFEE Aol
R MR I B P 52 IR RN S AN B IR AT 26485 . SRJ5, NTPD Sxffisg fEiR B & (fix
AN A AR IR EIR ) o WMANERIEIR . Z A sk 55 &% i S 2 el
A AN B AL, MFD s MBI EIR . T H., AR — B )5 A4 2 58 1
I B A2 A e 357 45 B R0 200 3 PR B I ZR STt o, K AT RE 2 i BRIV (R 1)

N

AR WU refid & LOCL., WRPDOEFEAE — A RZNZRIIA IS B, WElE
SUREF AN BROR BEELIN TA) . AR PTIE IR0 24452 .LOCL., U] B4
Hlas IR NTP EB s Mgty CREZD) o WdAT HAF LS, NTP
M H AL LOCL.AETS, X WG 220 AN IS5 & 0 B R T A

AEIRFEE O HEFR DNS #(f&

WAZTC B A2 /b — > DNS RG-S (I PR I o T 2 2RSS 8 K B e B e vrn . Bl e
B (41 GeoDB. FUMIAI VDB) “5 k55, AL B I Al 5 B A4 iR AT ATATIG 5 o

T DNS R 4sai A w (oo SUR(EMI AR T S B 4% NN T ] DN'S RS54 (1 TP stttk o B ml 7618 &
(Device) > RGI&E (System Settings) > DNS AR 55885 (DNS Server) T HIHEAT 5 24

H2, BT P24 1) sl DNS JIR 45 a8 A B 1 in) i, SR 48 M) e Tk il i o6 4 RUE 44 (FQDN).
WA R R G ICIEAT IS (1) DNS IR 5535, 1 2% 1& LR RV UUN AR R I . 5338 20 K DNS
e A e R R

UK

W i BAEAE .
a) i SSH &5t % CLI.
b) #i A pingsystemwww.cisco.com. UIHREIRIFIMIT F A CRFNTNL R, RGO TCIEMT
B4 . W ping BRAERT), WSS R DNS IEH TAE. (3% Ctrl+C ] 45 1k ping #ir4. )

> ping system www.cisco.com
ping: unknown host www.cisco.com

iR 2% WAAE ping fir 2 TR I system St . system S B L IP Mk AT ping #
1B, 1% A2 AT A BE DNS R4 25 ME—$2 10 U7 i) www.cisco.com & —/M A
BETRIERE, DR A S8 T B2 R 45 140 3% Hh USRS & Be 140 m) R EE 3T o

FIR 2 UFE BB L .
a) MK AR % (Device) > REFIRE (System Settings) > EFE M (Management Interface), JF4
WECLU R R . W EHH TR, RIS 2 o BN BT A S e, G SR A T e P M i, R
PGB ERE .
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| zgem
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o TR O TP M bt IER I . A SRAEATH BRI KOG, R Sob BRI IR IR I B
o IR A B AR ROG,  TEIRUEAE BE TP Huhik/ 1 W HERS A 5 TP ik T[] — 1

M,
b) WK A& & (Device) > RAIEE (System Settings) > DNS BR %528 (DNS Server), I & 7
Tl & DNS JIR%%#%.
TR A 8 TL i B 4, 3878 T AT BE X 45 ] LAt P ) DN'S IR 2% 845 H s 2 sk
o) W AEAE I BR B E OGBS AT B I e

BRTE 0.0.0.0 FRALERINBR 1o W12R DNS 55 AN BEAE I BRIA B i O 5, 4T RE 7 2SI
B o XA OLEEA T Jy P

o W AREAT A DHCP SRECAMEE 1 ik HLE+% {5 DHCP 3RERBAIA B HI (Obtain Default
Route using DHCP) 151, R\ TR W& B P AR WL, A SSH % A show route % iiF
AT T0.0.0.0 (I . B T2 dMlE OB E, & nTRE Sl BRI .
O 2 %% > 30 SR/ ONRE. O

o WURBEAE AN O EAT RS 1P Hidik sl AN )\ DHCP SRICERIA RS, T iR & > B,
UE 2 0 BROA S A3 T LA IR R0 5K

W SR ICVEIE L ERIN B D7 1) DNS g5 as, 257 B B BTN L€ SCials it i BEVER, ANk
FEM L (U HESERR R GATTBER R 2% IInEsr, KA R GEn] LA E 3 #% t 21X L 0
%.

BEAN, B AAT H A S R A AT IR S5 2R IR R A R 5| AN IERAKE 1
d) WERESE AR /R AFAEAR B I S, T BUAE B8 X 28 S SO 35 AR F8 2 58 ko

e) HFNA ping system www.cisco.com. R ] AT SRAEAE, REEHAT T —2
$IE3 7L SSH «ifth, A dig www.cisco.com.

* W dig $5 s v SRE DNS HRE- 25 (M N, (HARSS 2R ERAZIAHK, IXE KA, DNS CIEAIACE ,
{E BT IF) DNS 45 8854736 H] T FQDN [fibdik. A% i NXDOMAIN IR 75 . Wi i 2
BIF-LLUF A 2

> dig www.cisco.com

; <<>> DiG 9.11.4 <<>> www.cisco.com

;7 global options: +cmd

;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 43246

;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 78blc6b2b3efbb689fc2£65260db%e9b36a7d9fefb301943 (good)
;; QUESTION SECTION:

;wWwww.clsco.com. IN A
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;; AUTHORITY SECTION:
. 3600 IN SOA a.root-servers.net.
nstld.verisign-grs.com. 2021062901 1800 900 604800 86400

;7 Query time: 13 msec

;7 SERVER: 10.163.47.11#53(10.163.47.11)
;7 WHEN: Tue Jun 29 22:28:43 UTC 2021

;; MSG SIZE rcvd: 145

RERAR: EXMIEO T, BTN E AR DNS ik dsay, BRI CHER RS, L6
iR AT T AT ) FQDN 5K AR S 1) 109 20 A5 P D3 ISP, R IR T 5 0 4% 1) DNS Jile 55 24 1) TP
fik.

o WA AN, REUKJCIEVr M DNS JIRS54%, B9 DNS k454 H i3, JoiEmps OF
KR BUXFME L) o REEIH T R —2,
12 4 {fi ] traceroute system DNS server_ip_address fir 41 551 DNS IR45 2% (1) % 1 .
filan, Wik DNS 4% 4 10.100.10.1, %A

> traceroute system 10.100.10.1

IR RTRE B 45

* BRERES S OF FIIA DNS Rk55as. fERXAMGOLT, SChr EAZAEIE [ DNS AR5 as i h, HAR
i A %S5 4. DL, B AEATER iR . (U, i TIERREAL, BB S5 45 i) DNS 1
SREATIRAF LY o
FRIRFTE: AIREE DN WY I R A A i 45 09 K 43 2% 57 UDP/53 Jitte, X2 T DNS i H o
TRT LU FLAth W 45 B A0 221X I DNS IR G54 o IXAP ) i PSR T - DR by 465 2 2 MR A 1 i B
1bd, JFERR RS O RE S S U o
PRI RIS — N M OVE VT ), FEma S B R s

3

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets

l * ok  *
2 * ok  *

3 * ok  *

(and so forth)

RFF: (ERXFH T, RGAFEH TR . 26U 958 TP k44T ping system. #4 # 2 Hif
A BRI G TR IR BERE LV ROBCE, ORI B PTG A P SN

ERER G AT DO I LAY R 25 A AR AR AT %y, FEma i b B

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.475 ms 0.532 ms 0.542 ms
2 10.88.127.1 (10.88.127.1) 0.803 ms 1.434 ms 1.443 ms
3 sitel4-lab-gwl.example.com (10.89.128.25) 1.390 ms 1.399 ms 1.435 ms
4
5

* kK

* kK
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6***

FRRFAF: XMEEOLT, BB e G — D AR BT R IR R L, DR
T RVZBER B B o B, WURA AR AN BCE EAT DNS 55 & B, 8 2 s
WG, sOIHE A CRER s dr, AR f AT UK B 2 DNS 5% & (102 4% o

537 CPU FnRTFHER 1R

BEEFH K CPUR NI RAHAE R, IHKIGER IR > RS, KRG &K CPUR “Nir”
SIEK]. XL R EoRil i CLI 8] show cpu system F1 show memory system iy 245 1045 B .

R TF CLI #2341 5 808 5% CLI, I8 0] DI IX ey & i At R A A B SLAh 5 5. Jl %, U 2448
A OUAF A I TR SR (1 ) R, 80 28 R AR SRR (TAC) 24, A ARG R. b
LM B E Y, T8 TAC InLUER: .

DA A2 R mT LIRS A () — 28 2 i, S mT AAE IR Firepower J8UM Bl iy &2 2% (MUAEDN
http://www.cisco.com/c/en/us/td/docs/security/firepower/command ref/b Command Reference for Firepower
Threat Defense.html) 14k 47 1K Loy 4 (1T Z 74015 2

* show cpu 7R EdsF-1in CPU i & L.

* show cpu core 73 4l i 7n B> CPU #2048 G L

* show cpu detailed /R ILAAREAMZ O B AW PRI CPU A IR 6L
* show memory {7~ 2 - 1 P A48 AR O

)

ER RO (ESCRIERD FESLAE cpu B memory Ay AW BT E AL D AE . X el e HAEZE
TAC 2 #irf#i .

R KA FERAE M E . BT LUER system support view-files ar 4T FF R4 H & . iHER A
BHEARSCF 0 (TAC) M il BN A st iy, DU ARAT TS B S8 AP R By 4 A 2500 B 36 B2 RO AR

AT R T S W3 K S e o D RS N N i (M RS R SR T
© BHSCHFH, W H 4RI L Enter 8.

o BEPERAE I, ARSI R S, ARG RGBS A . THBEASEREAATE,
HHER KRG . OIS s FSHIRAN, Bl 18— R H T TR R R H &



https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
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* F 3| --More--Itf, 75t &G F— W HESRH; & Enter AR F M HESLH. 3AH
SARRJE, AR T3H ., -More-- 1743 s H A& 1K/l Eﬁﬁiﬂﬁj\ﬁ’ﬁid\ R 18 E]
FEBAEE, BHEMCrI+C XA BREFREHS.

« BN bR [ISERER N

TR ELR R H ST IF DME S E 2 I EE S, 15 EH tail-logs iy 2 1M JE system support view-files.

LA 7 s 7R Wil A5 5 cisco/audit.log SCAF, %SO TERER R G S sk 22, SUAFPIER B AL AE T 41
HWHS, ARJEHHHTH SR S0

> system support view-files

===View Logs===

Directory: /ngfw/var/log

—————————— sub-dirs----------

cisco

mojo

removed packages

setup

connector

st

scripts

packages

removed scripts

httpd

——————————— files————----—-—-

2016-10-14 18:12:04.514783 | 5371 | SMART STATUS_ sda.log
2016-10-14 18:12:04.524783 | 353 | SMART STATUS_ sdb.log
2016-10-11 21:32:23.848733 | 326517 | action queue.log
2016-10-06 16:00:56.620019 | 1018 | brl.down.log

<list abbreviated>

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: cisco

Directory: /ngfw/var/log/cisco

2017-02-13 22:44:42.394907 | 472 | audit.log

2017-02-13 23:40:30.858198 | 903615 | ev _stats.log.0
2017-02-09 18:14:26.870361 | O | ev stats.log.0.lck
2017-02-13 05:24:00.682601 | 1024338 | ev stats.log.l
2017-02-12 08:41:00.478103 | 1024338 | ev _stats.log.2
2017-02-11 11:58:00.260805 | 1024218 | ev stats.log.3
2017-02-09 18:12:13.828607 | 95848 | firstboot.ngfw-onbox.log
2017-02-13 23:40:00.240359 | 6523160 | ngfw-onbox.log

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)
> audit.log
2017-02-09 18:59:26 - SubSystem:LOGIN, User:admin, IP:10.24.42.205, Message:Login successful,

2017-02-13 17:59:28 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,
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2017-02-13 22:44:36 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login failed,
2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Login successful,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin, IP:10.24.111.72, Message:Unlocked account.,

<remaining log truncated>

B B B = HERR 32

FEARAZ IR 5 I, B RHER SRy (TAC) A B AT REZSR IR AC R G0 H il B o X 2845 BT 34 1)
ATe Wi . TP, BRAREOR XL

LUR PBRRE A 21 T Al G AT R B2 St

UK

B ridng&.
B2 fEHBEHERR T, AR EOE X ERNER IR (R E e — et .

RGO THRE RS WU BmT AR AL T, AR AN ERAS . HiZSCHES )5, &
TR SO B At AT I 18] K T 4 o

PRI HIZCHMES A n, AL L.
ARGURAR T 0 0T & (AR HE N BTk, RO R AR AR

A ERBNEBES

PAUR R A RMERAT, BASEE ST . XS n] sels i s ie & . et
ITIX LG |, VS OR B B T 2R M 2t PR P T2 IR 55

BB AR AR

JB A 75 KB T A e BB IR R B AT e b B KR R B K BRER, A i R 3
fE— Bl 1 MR ENLRIERA RO, 5 —T5 i, IEWIR KBRS 2 SRR K, AR T “ M 4in
AR B “BRIERT KA AL b SR AL B

AN Vo2 A PR ORI R AN, R T AR IR N IS 4T 1% 8%, ) DUSE ey ok it
o THAAEA] A B O BB o AHS, ST LOREIZE WA 4 B4 o B R, AR R B A A
Mo BEAS R SLREA T () AT e B b i PR i o) o

T PAT AL E R B, AL J0A ] e %6 CLI B ik

LAUR B BRI 41 T A P AR I A7 B85 sl S Ao FH AR st A PGS I 2 o B A 5
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A

HE W KRB AR R I, PRSI E . U, 475 1P ML AR R
.
FHEZ A

USRI, TG ke BBy, PR R AR

WS H ] TAT SHREVFATE, A2 B Yo AE WA B A AR e AT, ARG A REMH B AN 7 BE 25 R4
o g FEE B, R, IXEEVF R H 2 o4 R Be A BEAS TR I & o 1S I JE FH B2 H
AL EVFATIE,

W £ TG E A =] P, S 20 Se A H e A i BEAR (WA T BE) Bl configure high-availability
disable fiy & Wiy il FHPERC & o BEARE A0, N H 2% R ey vl F P o

UK

S (H SSH & 4] FF 51 | P ik i+, H HABCE CLI vy AR I P 44 8 sk e % CLI.
%1t admin P4 .

HERERVE B TP SBhEI, 5SS AT SRR A B BRSNS, T A Rl B B 0 B TP
b A . (L, AUEH] B Py B AN BE TP M bk R A P B

SR TCVEIE R R B TP Mok, TR v LUK )
o FRORAE PR B 1 TR B 1 E W B AT IR 2%

RO P ST E T I IP A OC . E WA B, fERE > RRIRE > BEENO
ERCEMNERIN G, (7E CLI Y, {#if] configure network ipv4/ipv6 manual fir4 . )

R B DR AL A B A O AR D 8 B8 TP kb o AP Ry BRI, AN BER Kot 42 1A M
Ko

W2 BN BT SO E R, JF LA A R
a) SAHAHEE, JRdE NS AR
T TR PR, TR T s kR . ] configure manager delete iy 4 ml I BR T BE S

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.
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b) CKEBI K SO E W .

d)

a)
b)

<)

configurefirewall transparent

i

> configure firewall transparent

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

P B R A B s
configuremanager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id]
o

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} #& 7& & b 3 4 16 A8 # b 1)
DNS THLAL B IP #hhik (IPv4 5% IPv6) o fIR B E L IE ik B G0k, il
DONTRESOLVE. #i'ffli/il DONTRESOLVE, 7%l nat_id.

* regkey s ) B EE UL A £ BT T O ME— SRR A
* nat_id & 7E B EL O 5 & 2 TR R AR A AR R Tk R R R . W BN R E
24 DONTRESOLVE, T Jhy 25 Y TH
Blhn, BAE 192.168.0.123 Abfd FZEFIAS, TEM BN secret, HEMALLFEE:

> configure manager add 192.168.0.123 secret

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

> show managers

Host : 192.168.0.123
Registration Key HE
Registration : pending

RPC Status :

o BB OIS IN B
ARVEAGER, S E A LELH ).

SR 3 EIE WIS SO i A AT HAON A B, PR T DR Bl

M B TR B
Viin) BB e CLI, B ikl 4o 65 i 1 o

BTSSRI, R IP bk &N EIAE, PR, Brlpes L RS %
FiIP Huhkf¥) SSH &%

K b KRR O
configurefirewall routed

-
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Bie

zogEr |

> configure firewall routed

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

d) ARSI,

configure manager local

-

> configure manager local
Deleting task list

> show managers
Managed locally.

BLAE, AT U] Web X % 88 76 https://management-1P-address £i7. & 47 7 A Hi 55 #L 8%

WEREHOH TG, T LUK RS E R E ) BUARE. BRI EREERCE, EMERAS N
AR AT BRIC

WERIETH R ERBCE, RIaE &0, HREC PRERENSOEIA. EERG A, BhEL
e rilA, WG A REPATIE .

FiaZ |l

WARJFH TAETIIREVFTTAE, W20 SEAE e BLas AT EAT, R)a A REM PR A Bl as . 15
W, IXLEVFRTERS AT I 2> Bo2s JERHE R A BE 8 o 10 # o 1S I Y 8 Y mT e VP E .

WA CCE N o] I, bz e e Higs Cnsinrfig) B configure high-availability
disable iy & Wi i FPERCE . BARNTOL R, A T B4 rp T T

UK

] SSH &/ i 4T JF5 47 2 1P bk (1934, A0 A TG B CLL Vs I AL PR ) T 7 48 6 5 1 #% CLL. 43l
1 admin 17744,
{§i i} configure manager delete fir 4 mJ 5 & Bl ge

> configure manager delete

If you enabled any feature licenses, you must disable them in
Device Manager before deleting the local manager.

Otherwise, those licenses remain assigned to the device in Cisco
Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list
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Manager successfully deleted.

>
> show managers
No managers configured.

IR 3 HCE A B .
configure manager local

Bl

> configure manager local
Deleting task list

> show managers
Managed locally.

RAE, #0T LU ] Web 3% 2875 https://management-|P-address {7 & 4T JF A HBAS FiL 28 . T FRACE )5,
RGN % 23 5.

Cisco Secure Firewall 3100_t g4 #1351k SSD

WEREA WA SSD, BN ISR A I TEMRAID. B k355 B0, #0T LAZE CLI EAT L AT 55
JEU B3 A0

o Ptk P —/> SSD - 2R SSD i Blfkke, RrT LI R, WAREA 4> SSD, U
TCVEAE B KA T3 R T o

* JHBR—A SSD - Wi 445 %4> SSD,  nl LR —A>.
o VRINAE =/ SSD - I J A4 —A SSD, WL INEE — 4 SSD 3 JE /% RAID.

A

===

AR HIAEARM SR N RAID thA%BR SSD (s HL MR R R . I fie s P88l 22k

UK

PR WERILH—4 SSD.
a) M RAID HlEk SSD.

configureraid remove-securelocal-disk {12}

remove-secure K8 78 M RAID il SSD, 25 BN fiat thae, 0t SSD AT 26 4 #5%
s fas HAE N RAID HlIBR SSD I ARFFEE AR, T LI remove KB

45
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> configure raid remove-secure local-disk 2

b) Hif% RAID IRZS, HE| SSD A R A

show raid

M RAID HMI% SSD J&, RIHRIEME A1 IRENEFIKTS W PER . 55 AN IKBh KA 141 4 Ak
AL .

15

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
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Degraded: 1
Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) MHLFEHEHH SSD.
$I82 7N SSD.

a) Kt SSD WERVS N34S H A
b) ¥ SSD ¥ hnEl RAID.

configureraid add local-disk {1|2}

H5 97 SSD [Al 2L 2 RAID AJ g its 2 ) LA/, AESEI IR By K G 58 4 E WA T . 8L ) LUFH A
g, IR R SR dkst. {EH] show raid fiy % Wk .

I R s 2 e r) SSD LARTAE Sy — R Gt B, IF HAME THUSIRE, ERA LT 4
configureraid add local-disk {1| 2} psid
Psid EI7E SSD 15 HIAIFRAE Lo s, BT AR RS R SE,  SSD R Fiks SN -4 In £ RAID .
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