A Y

ABigE

PLUR B2 ac &R0 3] “ RYWE” (System Settings) T & F RS R E . XLEE K
ARG RE

s MCEBBUIM , M1 0T

cMERFHEICEEE , HSW

* il & DHCP , % 9 1T

s MUES)A DNS, 4 13 11

 fit'® DNS, 55 15 5l

s BCEEPIEIO, 19T

s ME WAL, 21010

o JoE MM (NTP) , 58 21 10

o FCE RS A AR (ISA 3000) , 26 22 7T

o FCE T BERL HTTP AL, 25 25

s LB MRS, #2500

* JE A N4 8T . 2R 29 1T

* BCE URL g8 ik, 25 30 0T

o N B LS D)4 B R0 B CDO , 5 31 0L

o N E AL 5 CDO PI# 3 &S , 55 35 0

o Ml H TLS/SSL % A5 s , 45 36 1L

=== %N
=R=g= Al
BT I 4R RS G B UM A B BTG E AR . A DARCE LRI -

© AAA T8 SR TR U5 ) B 0 B0 R K B 00U 5 mT U YA s P S0 12 s 8 AAA TR
Save HREHMIEHTEMGEE, WSS B B B A B v .

o BE ORI A LR E BT i) et o h T I e A BT R B . R ET DAY E fo VRl e
IP Huhibii ) HTTPS (JH T #4&4&H88) f1SSH (1T CLD . SRl B &R IR, &4
2,
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* B Web IR S5 UETS, HI bR EAIA REIE R B et i PGS o T AR R4 B 8 AR 1
MTEFS, AT OB P e SRAGAE R AR . TSRS BB Web IRZ5SFET , 2 4
e

~

BeEEIRIGIETIFR

BROATFOL T, AT LOMATAT TP btk (055 B IR ) 80 4% 1) 804575 B Web B CLI Ft i, R4V
SR A R (HRE,  BEnT DARCE VT 1) 813 MX SR VoK B R € TP Mkt sl (ISR, DAk
IR .

TR0 ] DLIFTRCECH 42 1 DA A VF WA A5 PI g B SSHSHE 48 CLL. ARJS, o M FH 480 B0 Ml k- B ) /25 390 4%
o Plln, T LUV AN LT B ), IR AR R R . F T /B AT 1 AN
BEEPINER . BINENT, PR 0 HTTPS &5 35 0] 2378 P 858 115 i 7E A i3 11 124
o 6T HATERIN “PEE7 PIFFALIY Firepower 1010 X R A5 AT DL S8 4685 FHL 28 3 1k R4 P (KA i
Bl Bz 11 AR AL TP Muhib e N3 B: (BRINME N 192.168. 95.1) %37 Firepower B4 &7 FE a4, &
AT LUAERE N B £ BT 3o (9 11 1 TR0 B 2

A

AR WERIAAVRUT R E I, B ATT R A SR B CBIUEAE RS B RUIMBR X 2 i B 1P Mtk
rviial, Jf HLBAT AR sahikge H . LRSS SRS I 4 2 R U ) AR P Bl DT 1 51
K, IR N

FiaZ 8

ANBEAER]—42 10 LA [A]— TCP iy 11 [F] N RO W 27 BESS U i) (HTTPS Ui in) ) FIE 275 i) SSL VPN,
wltn, WRAEANEREE D R E AR ] SSL VPN, W Ik AE i [ 443 E47FF HTTPS R AR
P, mRAER—H 0 BERCE XA ThRE, TEM R D T — IR 45 1 HTTPS iy 11, LA A i

o

Ko

UK

FIE1 &, ARG S RZKIRE (System Settings) > & IRif 8] (M anagement Access) 4% .
IR ORI T “RGE” (System Settings) GUIH, A7 sidi Hx P &R 18] (Management Access)
TR AR U EICE AAA,  RVFAMT AAA RS 45 rhoe U P AT BT 1) o A SRR B,
TH S [ B VA SRS AN gD e ]
W2 ZONE RGN, AT DL A
a) EPFEREOEIR.
TR F) 2 5 SCAVFYT 1) o k. 443 HI 1w B ds  (HTTPS W&xdr) , 22 [T

SSH CLI
SO J A FFFIRE, S TP Ml 5 R O FERAUE R, R P B2 5
Bt
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| muem
eapEn rRERTEmsan s 0 [

2 SRR, 375 Sk i (B P b (O, SRR T A U BT S,
B N AT LME s 1) 128 1B
b) siili + JFAE LRI
o WIS - PR H T HTTPS (it 11 443) J&52& SSH (it 11 22)
o |P HetIE - EFEE SONAZBERS T 1) RS 1Pv4 58 IPv6 ML ok EHLAI ML %, BiikE “IT
faf” Haht, &% any-ipv4 (0.0.0.0/0) F1 any-ipv6 (::/0).
¢) milifE (OK).
SIR 3 LOPHERE DA, AT LR R
a) EREIREOEI k.
FF 5 CAVEE 4 B i k. 443 T B FRAY (HTTPS ML) , 22

- SSH CLI.
KA SE— AN P H) 2R . W —AN 1P Mkt 5518 R it H AT =AU USRS, DU HH 7 ] DL 6 %
B o

G2 RIS b () SN T A BT A B,
A AT LA % SV 3232 11 s
b) il + IFHUE LU
HEO - PRI ARV B B

o TS - RPN T HTTPS it 443) . SSH (U [ 22) 42 —F . AHE MR Al
VPN A & SO A AT i 2B G & HTTPS JE .

o RIFRIMLE - EPEE N IZ RSN 0] 2R GEI IPv4 B IPv6 M 4% B WL 280 % . BidEE “4T
a7 Huhik, 15 any-ipv4 (0.0.0.0/0) F1 any-ipv6 (::/0).

c) (A%, ) W RFEFE K HTTPS Hdhium Ddn's, 15 AN g5 -4 A B 0 . 1§S RESPE
M LS E AR5 i HTTPS o1, 26 3 Ui,
d) S E (OK).

Y14 == [===] Varlasl L LN ¥ iy

AHEEO LECER T &I 89 HTTPS in O
BRUAESL T, T H H AT B Ui in) O B8 8 BEES 5 U B 181 APTD 233t il i [ TCP/443
BEAT o 85T DL ST SOt B A B ) g 11
QRS e 1, P L ZiAE URL s a8 e S A REVT Il R Ge. filan, R £e 2
ftd.example.com, Jf HAN o H BT BUh 4443, WIH] 26 250% URL AZ UK https:/ftd.example.com:4443

JI A B UREARE T [ 1 o AN DA 4 1 E AN [ P 1
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\)

AR AN SR B R BT IR i o R AR A i 1 443

I3

PIR4

gz
Fdn& & (Device), RGOS T RGIZE (System Settings) > & 3#if (8] (M anagement Access) fif

Pz
WRECAL T “RGE” (System Settings) UL, N mith H & W& E] (Management Access).
A #¥EIED (Data I nterfaces) £ .
m HTTPS #3Ei% 0 (HTTPS Data Port) 5.
P8 KB TREE T WHEHER, ¥ HTTPS $03Eim O 58 ook B8 i 1 .
AR LR i S
* 22, i%dn 5 I SSH %

o HF@FE V7 ) VPN o 1 Clnt S48 2 8 So e F 58 305 i) AR AT 22 O BC T 1% 1) o S RE Ui
i) VPN BRIAE B om0 443, (BRI DLUG HELE A 2 X .

* FES 03 SR % T T B3 S A IAIE, BRACY 885,

M E (OK).

B & BANFG1E Web AR 55 25 UEH

IR ] Web FHRIN, ARGV AE B A UE 15 RO /A HTTPS it 22 4. BRUGE AN Z A1
HEARAEAE, PrAESE BIAZEENI AU UGE S, Il R R 2SIt B AT
REZAUE A ORAT BN R A AERIORUE FAEA# D, B AT DA_E A% CUC N 32 300 B8 45 AR IR FTE 1S

UK
Rl ®, WEKX AL RRIRE > ERIFE L.

WS CAL T “ RGN E” (System Settings) ULIHI, H 7 i H & H (1E 17 18] (M anagement Access).
A IR Web BR5588 (Management Web Server) £ <.
7t Web BRZ8IEF 1, EFEH TR WA S BEASHTTPS 1EH2 (1) P HB k.

TR AR EAR G AR, E S SRS FTEZ M EBIES (Create New Internal Certificate) fif %
SERI g .

ERINE K Tl 2 X DefaultWebserverCertificate %% .
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SR A WAL AGE HAERUETS, TP S8 A5 AERE T AP A R IRRIE P MRIE B in 21 Z 5 255135

Rt 2 AT LU BERASIN 10 MIEF . miily + SIS EESS, Sda i e . (i R7EF (Save)
CIRJE AR 5 1 Web Hik 55 4K TR (RN ATHE il 42 43 (Proceed)) I, WIRUIEF K, fokifics)
—AREHRH R, PO EEETR O —MEE B AR RS INANE R IIESS, ik
PRI R . AP AR, Al TS s R e

Hili + )5, At B EEZ{E1E CA IEP (Create New Trusted CA Certificate), RIF[7EIAL FAEIE
o

PS5 M RTE (Save).
FOCK LRI, HRFES TN 5) Web s 4. LT HEE .
VAR LM, BRI SERUE, ME

RRERZHETIERIKE

T Loy @i & RS HE LR (REHE o HE A5 50T LA B A I 25 19 4%
BB TC L ) AT DA IS IR H RS S R AR DG H A5l sk CRIFE Uy Pl A A= B A sc
JOEREBAHE IR BHARSGHE,

2 H & sk ] DOy S5 RAA RIS CRAE 5 B RR G FEOTR O LA A 9 286 e B AH SS IR = D)
FRUE RS RS o v AR SN U [ 2 il 0 py e e e H Rl s o

W H &SRR FIZ4T M ThEe (RIZE CLI FCE b o SCRIThRE, W LAEH show
running-config fir & A A X LEThaEE) A IH R . XA WS H. VPN, ZdiE#: 1. DHCP RS 45
NAT 4 Djft .

XL B B, 155 [ https://www.cisco.com/c/en/us/td/docs/security/firepower/Syslogs/b_fptd
syslog_guide.html" ] Cisco J@MrBifH £ 4t HEH A .

PATR A 4 e T 28 538 30025 i LB 7 B 2 R SCA AR S R H Rl =%

= E R

NERIH ARG H S S BRSO .

F 1. ZRFEREHE™ERS

LS FEE MR 152 AR

0 R 2 RGEAWH .

1 ik i 27 R R it o
2 FE FEEE DL

3 EiR HHR T DL
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BcE & 415 H

S FEE RS 15t AR

4 1] DL

S 10 IEFAHTE KA DL

6 (Ef=8E3 HEMES%,

7 it AL
P R, A SR IR 1 H . e H 8400 T fg
RAMKRZ MR, TSI R S g

\)

ERE ASA R BB AN A e AR % (emergencies) 1 &R 48 H &N S .

,L'\'LEERLZEL_EIJ *E ‘.zl'iéﬁ EIL,\

T AR E RS R H G RAOE RSN R ST H S IR S5 a% . X2 RS0 H il sk i fpe ik i, i
ﬁ%%%%%ﬁ,@ﬂ%%ﬁ%%%@%%ﬁ%ﬁ,%ﬁ%%%ﬁ%%ﬁ%ﬁ% PAIEAEES EHERSY

SEAN, G SR AR T e PR 6 St T SO, SRRSO U i) Bl it s [ I s
PRI, A AT DUBC B AR GOk SO R B AR RIS R S H B 55 & AR EOR IS B R 40 H A IRk 55
ae, WACATHE B g P SR S E R S,

LURPERA G T iz (Bdle)  H LM AR S B H il sk R g H & BIEmT LY
DA SRR E A H S ek

27 U P TBUR R e LTE VS WU O e 25 S WU 7 o s M e i il w2 s Y
o

o NMzHfE, R ANR RIS BCE IR R R G H SRS A

FiaZ |l

0 S5 FH 5 22 TPS A S8 R R ARV P IE (9 S B R SR I, SRS R R e H
B BCEA AT

LA, A Z0URF PR AE Y X L SRS R il R 3 1 SO S > BAESCHRILT. U, R4
AL EWAEM R, AN RGEHE, WA FIEEER SRS,

i

miigE, REAERFRE > ARIERRERE.

MRCEN T “RLERE” (System Settings) LI, T aidi Hx P BEIERIRE (Logging
Settings)
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P2 LIRS T, MR BEFRREIGRNER, DOIS W1 A s i SR AR H &g sk
BRI ARG H SRS 4 ARG, BOE LU

* REHEIRSEE - il + PR ARG NSRS BN, ReahfE. DR EA
A, EATHRMARG BERS R, A%, FOEER, ESHE R4 H
S

* FiE FXOSHLFEZ 4t BRI E MR - X T FXOS [M4FE B, Heail FXOS ~F 54
ARG H ST B R BRG] OIS RN, R4 2 Won kI, P
PR o L2 s i ) R S ROE B R G H S IS5 4% o

* HBILIE- WAL R BB A 3 AR G R

* BT SRFAASEHRTEMSR - WFE LU BEI s i U0 A B2 AR B R
GEHE MRS 45

* BEX BEIRFTIERS - WORAEPAT At B vk, DUMEARAF BRI R, ik
PERFPIRIIESS, SRS A R . R M AEAEIL DRSS, T R B FTRY SR
FUFRILIERS, RREIEL MRS AR R, SRR R IRLIES . 5 8 I,

T3 BXHIEEREIIUA N BR, DO SRR E A 5 AR H S s kIR BIAME R 48 H S k55
fro AR, BB SCIFAE AT H DK LT -

* R HERS R - ERAGHERSHEN G WA BALAE, 5 iR AR S HE RS 275
%, JFLRIEIE 5.

* BEFEMR A - CEEDY 73 B8 A% AT AP RO o T AR G BT SO A
PR EATAR RN B, RIS PATAEATIL 08 IRk BEMERr g, B 2 4
o XK e S B BRI g (B, FTD-x-<message ID> H x) o SCHFSRAERT
KUID Oy 430004, SEEFAT AR 430005

PR 4 1R TF (Save).

Ao E A5 HRIERERFEI AERE R X

T LIRS B AR G0 RS0 H S B PR A B A S H B 22 P IX . WI#E CLI B CLI ] & H 44 1] show logging
W BE G XN A

HH B BRI B X AR I o AP X AR I, RGOS BRI IX 4k ) s v R 4 H
SOOI, RGUR IR TR, DURERE i DX 1) (OB B AR
iz

B g E, Rh b RRRE > BRIERRETL.

MPREENT “RHERE” (System Settings) T, HiFddHxH M BFIEFKIZE (Logging
Settings)
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S 2 HRFBMERXIFHRIFNBR, LU IX B0 HE LR H AR,
SR 3 ACE A ARG X H AR i I
* BT SIRAEEHREEMSRA - B EIEL . IION BCE MO I3 B2 RIL B N e
X

* BEX HEICRSIER- (Tni ) A RAR AT FAR I SO DE, DA OO R EOGER (17
TR LI IESS, 8 AL B e WER M AR v 3, 1 i G F B 4
FIFIIRRR, RACIEEIEA. AXREAEL, ESHIE FIFIIRIES , 5 8 I

« XK - I TRAF ARG HEN BN X RN e Qg ph X, el giE . B
MR 4096 1. JuHh 4096 3 52428800,

P4 HTHRTE (Save).

o B &R HRiE R &2 EEiEH &

BT LARC B RGO BR L BIESG o S/e il G i B S CLI I 23 WX S99 B . 4§/ show
console-output 4] U\fli\ﬂﬁﬁﬁ (EFEEH N 1) SSH &1 h A& FIXLEH &, tah, NE
CLI %\ system support diagnostic-cli Bl ] 7Ei2 W CLI " S & X 269 L.

i

TR g, RE A RFIRE > BRICFRRERRL.

WHRELEN T “RGEWE” (System Settings) JLIIH, HF7didHHZH I BEIERIZE (Logging
Settings)

P2 Kt e RPN B A, Lok G B8 H R d sk Hix.
PRI EFEEMION . IO B =S PO 0 B 2 RAL B &
PR 4 R TF (Save).

Ao B EHFIRTIERS

FAPIR L UER A F 2 SCOLUESS, LU LN T H A& E S H bR, DAESHPRRLE T RURIE 1% H A%
SR EE R I8 F AR R, HAT U SRS R s G2 SRR BARIRAT (ID)
At DI EROR T .

A A2 ™ E GO D B L LA BN H I, A AL vg as .

uT A U 7E X3 & (Objects) TG JE 8% . 7ERCE v] LUE ks # i H Bl s Hbri, &
A LLB L e A%
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TR LR, REMNHRPIEFEGHIIRTIES.
T2 PATLL R AL
o« WAV, Rl + 4L

o SRR, i i g g b (@),

SRS RS R G, % G B s (O).
HIES LT L DL R
- BER - LR RO L AR
* JHAR - 0RO .

o EEMR A ESE - RAEY BN TIENE, WA+, RS N e R A
Fonl, IRERRE. ARG, s CEEIONN R N RE Sk, e E GO Bk ei A
K HATIEIE, HATHRE.

A48 200 1T B R RGO AL T B TGO, REA SREHRGHEHE. &)
DA BEAS P VR GO0 e 2 IR AT
W e ™ EAEGON ER T ST IE, R E IR A, IR R H &R E
BRI, At ARG R4 R RGO .

* RGEAFEEGER 1D - AR B R4 H AN ID o8, 555 ARk F AR i B BN
KL ID 85 ID S ya R . A HEERF B IF 4R ID S5 RIS ID %5, #1401 100000-200000. 1D J& 6
P RS. AOFEE NS ID FIAHICH R, 15214 https://www.cisco.com/c/en/us/td/docs/security/
firepower/Syslogs/b_fptd syslog guide.html ) Cisco Firepower J& 551l = 48 H &M & o

TR R E

TEBUAE T BUAE A SOk FE s 5, T Avred i S IEx H s, B RiRE > RRIR
B> HEERRE-

fic & DHCP

DHCP A 45-#% 1] ) DHCP & F i e i ML BL E S50, 4 IP k. &n] LLgEE: O _FRCE DHCP R5%
28, DM IER M4 ) DHCP % im e e & 240, T LigERz 0 LS DHCP W4k, DUIEEE
SREL I BRI R IF) 55— 6 B4 LISAT I A DHCP R4S 2% .

RN DIRER AE 3L BT UIRCE P — A IhEs s — N IRE, (EARER N C EX P ThRe .
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fic & DHCP AR5
DHCP JIl45 #% vl & DHCP & )7 v I W 45 e B 240, 90 4n 1P bk &8 n] LAZES: 1 _Eid & DHCP R4

Nil

(8

NI 2% 1) DHCP 2 7 S il B 240

IPv4 DHCP & s T #E1m AEH 7 bk I8 iR 4528 . DHCP % 7 syt T UDP % 1 68 _EHIvH B
DHCP Jlz 2575 il UDP ¥ 11 67 L1H K . DHCP les w5 A FE BOOTP i3k o

)

B

i

AT O 4 DHCP R4 281847 M 4% L E DHCP IR 2% . X PANRS 260 R Az pvhss, 4R m]
T .

FHia Z |l

DHCP % )3t 2505 o FH T R 5% s B0 VR T[] — 2 N o BRIV 55 2 AN 80 i 2 18] AN BE AT T Tl et
& HA A AZHAL .

WIREB AL FFZA ML, (HAMAERMZ D LEE DHCP k4528, &0 LANCE DHCP H4k, ¥
DHCP % 3R I\ — NP8 8% g B T AR 2% L) DHCP R4S %% . EXFhAL N, DHCP JIR4528 470
r T M2 P AR % b ABRLE R — B I — A% 1 ERCE DHCP R454%, Ay — M0 Eid
B DHCP W4k, /7] DHCP H4kirt, &Ml DHCP R4S fed 55 H I AF A 0 4% M bk 245 1) i & 3t i

e

WL E DHCP H14k, S E DHCP W14k, 25 11 .

B2

1 fdiig&, K5 i RGE > DHCP ARS8/ 4r kL.

WROLALT “REGWE” (System Settings) WA, H T i H 3¢ ) DHCP > DHCP BR 5525
(DHCP Server).

U BN, T, BEETE RS RS
DHCP BR % 883471 ¢ 0% CL 76 3L R T DHCP R45 5 (082 1L 5 55 PN 1 L KR 5 58

it

2 wECEETR L, BCE HSECEM SRR .

DHCP H 3 &/ DHCP AR %% %% e 4 DHCP % P uif it NIz AT 98 € #1019 DHCP & 7 i 3451
DNS Rz %525+ 1844 F1 WINS 454515 8o W5, WiRGEEEM T DHCP skichht, W24 B 3hid
B, HG A DLk R L DHCP SR M hE AT 8 0 . R A BaRd S, T ATl LT
LTI

a)

W A E, SRR EEE>FF GFRNALTAMD , ARIG/ERIZED hIE S EAE
1k DHCP SRECIL b 4210,

Un ARG AV ph s, DU R REAE 4R R UL ph 4 R 8% 1 L AST] DHCP k554 AR E . 4
FIP 5 SCH READRS H e 20 FE (45 AN SCRE H BT RC B DI fE
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BcE DHCP 4z

3 n] DU E DHCP F48AC 3 DL — Ak 24> DHCP R4S #8454 32 11 F W3 DHCP &K .

& oHer iz ]

b) WERAEH ESIACE, B W S AT AN A S E W, TG E DA AR, XL
R R RN DHCP 4525 1T # 1 1Y) DHCP & /7 biff o

« £ WINSIP #ufit, 488 WINSIP ik - Windows Internet Name Service (WINS) IR 45 2% %
Ui 1% FH T NetBIOS 35k 44 il 47 f k-

« & DNSIP titit. 458 DNSIP itk - % 2 5 3 % H T304 AT (10384 22 45 (DNS) 4% 2411
ok H L E OpenDNS 3L DNS IR452%, i A diEH OpenDNS. AdiiZfedl &5 iE
fifa i IP bk N 7B

o) milifR7E (Save).

FYR3 xiili DHCP AR S5 BIET R IFHL B IR S5 s -
a) PATLUNERAIEZ

o M AR A B I S DHCP RS 2%, 15 il +.
. THEDIA I DHCP R4 5%, i izl & s g i b (@),

TR IR LS5, % %R S 2 i B A b (©).
b) T R4 BB

* JAFA DHCP BR%5 2% - L i IS5 4% o R8T ABC B IR S5s,  (HAEMU HE 2 T a6 A ] 2 i

T E A

© O - RSO %) R it DHCP Huhb 8 . 35 D20 il TP ik G SREEAERE O
3217 DHCP Jleg54s, WANGENEH] DHCP SRHUL o T R4, E R EL 1 (BVI)
b GmAZ R ED BUE DHCP iRksss, JIF HRSSaAEITA 1k & 1 EisqT.

(ENREAEIS TR 1 L DHCP RS2, MM/ BB O R, &0 T8 % (Device) > &
SR B (System Settings) > & 83%E 0 (Management I nterface) L.

o bt - FOVRIR S5 i SR MR R 2 P iR LG TP MR VB (RS m) .« fRE izt
HITFAE AN G5t & 2 AFRR T . #1140 10.100.10.12-10.100.10.250.
% IP HuhbYE Fl 40 5 Bk A TR — 70 b, IF BORBE G ARG 1) 1P Hudik. | 4% b
1| R e L
BB A A B HEI R R NS RN 256 AN HBHE . T SR R S RO T 253 AN

HE, 0U) NS A B R M R R AN e SN C 2R (filtn 255.255.255.0) HFSERCH BEOKIK)
Hodik, @l 255.255.254.0.,

¢) RiiffE (OK).
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DHCP % /7 3 A 1] UDP | #% % 1% HoA49] 44 DHCPDISCOVER M &, BN BT 5 i B M 28 A5 5%
A B e WS A E RSS2 B, WEH UDP |38 A2 i g i B 4 301756 4
KU EAE R 1 s . DHCP F4kAQHE A v B & e & 1 b B il e £ 1982 11, LK DHCP
i SR R B A iy — AN 8 (%) DHCP IR %5 4%

DIk, 7 AT DHCP iRk 5543 1195 7 S dT5 48 o] LAMAL T AN A7 R H ) DHCP I 55 23 3K H TP 3
AR
FHIEZ Al

o ENINEEEAS 7 B B AT Mk i DHCP IR 4525 B, QSR 7E HA5 192.168.1.1/24 Huhil:
(132 11 _F 5 JT] DHCP H 4k % P i, 737 192.168.1.0/24 M 4% _F {17 F i, DHCP IR 22040 g
HRAE 192.168.1.0/24 7™ EfF) IP #uhik, #1201 192.168.1.2-192.168.1.254,

* JyEE> DHCP RS S BU8 EALM LR 5, $75E IRS5 45 1P Huhk.

* MR O MR e C 25 H DHCP>DHCP AR %588 (DHCP Servers) Ui ifi E A ka5 . Wikfrdz 0
LR T DHCP W4k, MIEARELEAT 32 0 _FH64S DHCP RS 4%, BRI e e A .

o PRSI - He i HAG T IRS 2 AR EE I 4 K . bAb:
o BEOIASHE 2 B 1 ECMP i 2 X 88 (1 i 0
o B3 F DHCP $REC L Hudl:

o AT DIFEYIREE . T, VLAN #2110 R EtherChannel ((EAZ BRI GE) FE
DHCP iz %5#5F1 DHCP H 4k,

o WAV ULE R ARSI 1 (VTI) _EFCE DHCP P4k %5 2% .
o IXPHIARSSHRAN SRR B 10, AR SR IR 2 B LR o

UK

AR &, KRG AT RSZIRE > DHCP BRSS88/F aksi i, R S H X1 ) DHCP>DHCP H k.
IR CAALE “ RYWE” (System Settings) T, H 5 il H 3674 (¥) DHCP>DHCP Fh 4 (DHCP
Relay).

CAldk. D M4 T5 Z 4L | Pv4 sk B AT FI | Pv6 Hr gk B AT i .
TR LG ISV B T E 4 € TP AR DHCP H 4k bt ¥ 5 By R VAP 4. BRIMEA 60 B (1 43
B, BRI E AT 1-3600 0 HABE NG . 401 kAT DHCP IR 4% 28 2 [A) 47 4E B S 483, )
] e T B K PR I R T
fii & DHCP H kPR 5588,

DHCP H 4k iz 25 75 A& I 25 0 W o4 DHCP A 4k Sk 3 1A 25 1 DHCP Ali %5 4% . X %E DHCP R 45 4% 5 1%
TEAERC & (B AT T M4 AN TR e 4% Lo

a) fiii +, YEPEECEAT DHCP JIRS54S IP Huhik i BN 0%, ARG S E (OK).
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WAL R AL, TSR RI G . A R ] SV i) DHCP Ik d%
s U RHTIZIRSS & 2 H A X R FEINES o

b) AN DHCP 45 a4 H, SRJaik$en L a) DHCP JIR45 a5 4% .
$IE 4 1S DHCP T 4kfer,

DHCP F4kRBAE R O LigqT. ek B H M B & P i i DHCP i3k # & 21 DHCP 448, &
S B W R [B 2 4 i o

a) A+, EPEVIZAT DHCP P4 L, R )5 ST E (OK).

WURE AR AR LI24T DHCP takRRE, 3 fidniz /g5 4 2 H A M X K J0mIkR . 2,
T LU AR P DHCP 48R 55, i AN AR A IR 1

b) s AR DA, PR AR L) DHCP Ik55, AR5 miili#E (OK).
* BR 1Pv4 - £ 1Pv4 HUAIETE K e A 51 DHCP IR55 4% WUERANZEFEILLE T, )42 ZgAEAT [Pv4
HhETESR, JF HL%e )7 ORI TPv4 Hudik .

CIRBIE (LR IPv4) - M\ DHCP R4S 4% K% (50 60 P 15— AN BRI ph s ik o 4
JIZ4T DHCP P 4kACHL R Ja B A e A2 ok o Sl edsed, %) i ) LOREJLER A %
FH T TR ) B %%, R DHCP fkgsasta e T 7 — ik et 8
W CBRIA S tH#R 1L T, DHCP H 4R ARV In—ME 3 42 L Hb ik ik 1o

* B IPv6 - 5 IPv6 Huhlid K K ) DHCP IRk45 a3 GnRAIERRLIE T, W2 Z0EATf] IPv6
Hohbig sk, I B oA SR IPve skt

TS iR TF (Save).

BL & 3175 DNS

T LUKE R el B0 A Web BB VAR 2h &4 248 (DDNS) B HSURIA 237 DNS JIjgs. XLt
M55 Bl Je 25 B DNS g5 a8, LM 5 5¢ BG4 (FQDN) SRIBRFHT TP k. [Ak, H] %
WA ENLAZ U5 R SE, DNS 2Rz 4 B 4 IR 1 TP kit

{1 DDNS 17 B T 0/ A 2 Gt Hh K42 F1 e S FQDN SR8l Aft 0 IERA T 1P hhik . %0k D&
] DHCP SR HER, X — SC 2, (A BRI A& TP Huhik LU f& DNS e d54% BAT IE
T e R AT A, O HLAE S S A ik I m] AR 5 S

RIS DDNS B8 0 A ] 413 5€ (1) DDNS Bk 5 St i, BB AL T A 32 SCEIIOHR SOBTE ) 2 SCHF
Web SR FIAEf FoAts DDNS $efit i 80045 352 1K) FQDN Wi 211X 26 il 554 AL o

\}

ER BT LU W AL [ Web 1357 DDNS. 8 ANBERE B DDNS K52 IETF RFC 2136 1o X
(K5
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FHia Z |l

RGN EAER CAUET, VISR AIIETS, 7501 DDNS Mok A2 i BT LLNIRSS
St r Al fU N BAEAS o TEE IR EARIF AR B I I B DR R AR (RS (B F i
HAudE SSL BRSS R . S EALSZ AN CA L.

UK

HIE1 LR & (Device), RJh i RSEIRE (System Settings) > DDNS AR 55 (DDNS Service) #4#% .
WERCEALT “RGWHE” (System Settings) JUIfIH, 7 i H & () DDNS AR5 (DDNS Service).

UL %o DDNS BB AR, ARG RAERE . 0. O meEsis (FQDN), LUk
DNS fil: 45 %% K] FQDN TP b1k 5 o4 iy 568 (AR o 448 m] DAl 4% H B IR 7S (Show Status) #5455k
Ry HE A5 1EH AR

T2 PATUL I EEZ —:
o BOIHEPTRIBhA DNS TR A7k, 15 s + 582 DDNS BR %5 (Create DDNS Service) 14411
o BYEHIA 054 DNS HE vk, i sk by (@).

BRI, i dRZo s R (O,
IR 3 Bl 57 DNS R4Sk
o AR - RS HIHFR .

* Web KAVE i - MR Y5451 DDNS RS2 05 10 SRRSO B Z s B s i 287 . BRIAHHI PR B
otk (IPv4 F1IPv6) o #EATLAEET | Pv4 ik, IPv4 F0—4 IPv6 Hitlk. —4 IPv6 it ERH
| Pv6 it .

XFTIPv6 Hihk, EE R LA LI
o AT Rl . AN BT A Hb B B
o T B Y AV AN ORCE AN IPve Hhl, RULAESZERF, RSB H-—A1Pv6e
Hodilk.
© BRSBTS - P B AL HE B4 DNS SRS R AR o 4 mT LI DA R IRSS R L 7
* No-IP - No-IP DDNS e 45#2 £ 7, https://www.noip.com/.
* #1175 DNS - Oracle Dynamic DNS 45 #2{/L#, https://account.dyn.com/.

* Google - Google Domains K55 421, https:/domains.google.com.

* BENX URL - L34t DDNS R 5424575 . #8508 75 B 05 Web URL 7B by Nk s 42 fit 7
P ) URL CRLFEH] - 24 F1%65) . DDNS JIr 45 Vs 5¥ https:/help.dyn.com/remote-access-api/
TR AR AE .
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* BR&. %8 CIEAE X URL J5%) - KiAZ)Z DNS ST S48 e iRk S5 3R i F 6 FoE X
(IEARPIE S TR

TR
P AARE ST, WARCE @M PR/, B SIS AR 7 AT
o BEAROSTRE @ T4/, BUVESBAEATBRRT . B ZJa M @ Z AT AEAT - 7
BT LA B )
* WebURL (Hj& L URL L) - i k4% A o€ SCURLAE A RSP AR, i 5m AE1)3) 4 DNS
551 URL. URL AR A%, RS 511 A4
http(s)://username:password@provider-domain/xyz?hostname=<h>&myip=<a>

https://username:password@domain-provider/xyz?hostname=%3Ch%3E&myip=%3Ca%3E
* BOMNSE £ PREE - WRLIRSSFLAUL R h BEHH DNS sk i, R A SN L 584
FsEtk 4% . #ltn, interface.example.com. #2152 % LA R BR ]
o BRI E R LU TR
o BEANEEIERELL FEM K0, &, BVI/EtherChannel Bi L 5. VLAN. mEdlpgER: O
(VTD).
 Hfigfe > DDNS g APk #eas e M 1 o 0] LAEFE N A [ — DDNS S0t % rp A
PR S5 H A i) AT 46 11

* EHRIEIRG - A iXBAS DNS P IRIR o BRME SERE, U5 111 TP ik 5 5ot A i S
i, TR RENE . SXNER. BRI NBE S, @ n] DIRCE AR R A
() EE Y (RR —R A 3L BT o

T4 SRAE (0OK).

fic & DNS

44 Z %8 (DNS) e 5 #5 SRR EALA ERT 2 1P Hudik . DNS R 4545 (10 B 70 W) 4A 2R 40 e B R T
I FLAXEE iR 55 b I T Rl AN B 0 o S8 mT DUAE B0 58 il Jm e JE AT S e, xSl AN ey B
AP b ) — 4R 55 4% o

/b, BN EIE O E DNS. W R AR LAY F 5L T FQDN (15 Il 5], B AREEZE CLI fiy
A (i ping) WP EALA, A4 B AR ks B G B DNS .

DNS HIBCE S A58 & DNS 41, RJ57E#: 10 L& DNS.
PLUR F 8 PR A 4H T X R
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BicE DNS 2H

DNS 415 X DNS I 4548 51| M LA SCHE IR P o ST DLZE S SR A #2211 F sl i & DNS. 7
] DNS R4 2855 52 4 R 2 1k 44 (FQDN) fiitft 4y 1P Hitik, 5140 www.example.com.

SERCBEE BEE P E, BRI RY0E KLU T DNS 4

* CiscoUmbrellaDNSServerGroup - M2 A 45 R Umbrella T4 10 DNS [R5 %51 1P Hudik. 1 A
TEWIAA B B 1 IX LR S5 4%, ML e R G0 E SME—2H . B8Joi B ikt 20 v 1) 44 Pk e
MR 25 #8512, AR AT DA g 3L A 7k

* CustomDNSServerGroup - W1 A AL % BB W B HE Umbrella IR 5525, R G0RAH 00 Ik 5%
A B RO A o BT LAGg 4 A (R AT e 1k

UK

SR ERIR, W5 H R HILESE DNSH.
T2 PATLLFRAEZ

o SEOIEAL, W AR (W) H L
- WO, WA AR R (D).

BMREEA KRB S, 3 SdiZ R s s E b (O).
I3 LR R
* Z#R - DNS RS US4 K. (-E DefaultDNS Z#k: AR 4K,

* DNSIP 3t - iy X DNS 452511 IP Hihik. S5/ 5S — DNSIP bkt & 2 k428 .
S AT R R 25 Sk, 3 A i R g A (©).

FIFEROLSEU: AR LRI HN R A SRR ST A5, U 2 DRI ) A 55 2 WA 21 iy I
AL TS5 4% . e T LANCE 6 MARSF 4. (HE, DCHdE 0 ESRy 6 MRS 48
PR DA R AT 0 3 AR SS As

IR R BT - WIBM ML A4, Hh0 example.com. IR N E R 4 BRE K AL,
B serverA T /AN & serverA.example.com. & FR AN AEREL 63 A7 4F LU A ks b2 L 41

* FIRE - RGBSR RN, Fl DNS JRESHFIRIIRE, AT 0 A1 10 ez i). BRIAE
N 20 BEBCEGE T T Hn £ 1 AT DNS 4.

* #BAT - 223U R > DNS RSG5 as 2T EAEAF KA EL 1 1 R 30 Fhz ). BRI 2 B BEX
ARG IR AP, BOBIRINGT . BB OGE ] Hdl % 1 _EAEA] ) DNS 4.

PR nHBE (OK).
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AR REMNEER=0.E DNS

4 245 (DNS) IR55 8% FH KoK EHLA AT 1) 1P Hudik . A7 P RPE F T AN [A) 2R B9 & ) DN'S JIR 2% 2% %
B B R R B . B R A T 21T DNS A4k FQDN BT IR SS, fiin
U 1) P B U A FE e N VPN IR BRI i R0 e O B R IR e, B R RV vl AN Bl 1
.

WERAEH] CLI 222¢1m) 2, WIAERT R R SERC EIIR], O B B DNS g5 & . I m] LAAE B BiLas %
B R E A AN B DNS R S54% . I LRl A5 S 24 DNS iz 55 4 ERIA B

fEk ] LLEE CLI AR configure network dns servers il configure networ k dns searchdomains iy \,
SHTA DNS FCE o W R s B U AR A () DNS 41, 40855558,  HPT i s et 2576~
IRV ESIp g/ JE R

N T HE DNS o5 8% AR IR IR0 1, Ul o i A e h g, (R PRt it e AR B T8
DNS [ . ARG R, 1S5 T i i 3

W RAEETCVEREAT DNS f#tfr, 16204

* B PEL L HEER DNS s

FFiaZ |
* WifR O DNS ikgs#84l. AU, 1HSRBCE DNS 41, 5% 16 i,
o BRSO B A8 A FLAT I 2 P A A I i m sh AR B ok U7 ) DNS iR 45 2% .

UK

A& & (Device), ARG AL RFKIEE (System Settings) > DNS AR 5% 28 (DNS Server) f4% .
WmRCOAA T RFEIZE (System Settings) vifi, W) it H ¥ DNS BR %538 (DNS Server).
AR ORE DNS.

a) LEFTA s E R0 FJA ] DNS frdk. X ek £ 2 5% 0 BT A % 1 26

TR RO B/ DNS Bk 15 T AR PR DA R . B A 20T s i 2k R e
P

s AR ORNEFARMAIE LD -fEP T (OB DA L A0 BT DNS #idk.
B R A i 3, SRR ERE By, D0 [P IE AE PL F  eh

© CHERR I, (HAEFES W O o HL A& D - AEfE 0 LR DNS &gk B
AR thAR .

© CHERR I, JF LAk T2 Wik O ol 8L HIFE O - 548 E 4% 1 1A A DNS &4k, etk
ERCHR IR A, WSROy, 000 [m] 3R 28 P L P i phi

#2588 I


fptd-fdm-config-guide-720_chapter27.pdf#nameddest=unique_32

zggE |
B = ons mmscen

o BUESE TISWr 1 s BE 8 - FEi2 Wl 2L 45 10 B )R T DNS B4k, B iUt
B i AR

b) VEFE AEHEERE O A ARG 26 DNS 4B, 4 B4 W ATEAE, 35 i 83 #5780 DNS 4R
(Create New DNS Group) B # 4 w0 FAARE R e A e 0 BT &4k, 1EE#H .
o) (k. ) AN SRAE VS i) iU 4 F] FQDN M 25514, it E FQDN DNS& & .

ST FQDN X S A X LERE I, ALATILAt SR ) DNS fAEHT #0Hs ZIX LE 8 i o

* %28 AT18] - K FQDN 256} G it hy TP Huhik (%R I3, DAl A PR o ACAE Uiy i 42 1 SR
W& A ] FQDN X B0, MM XSt % o I 2 e sl PR AT 2 1) (1) e K I TR) ;. DNS 4% H
[ AAF I 8] (TTL) (-t F T8 58T TP Mok g AT ), R0k, @A 524 FQDN [PFA5R nf
e R TR . BRIAEE A 240 (4 NN o YEEIRN 1 & 65535 205t

« iTHA - DNS & Hid i CHE, @ H A DNS Hi45#53K19 1 TTL) J&, M DNS Zxk& bk i%
% HRTSFRRR A a8, MBS 4% B R g 102, A Z M 5 e e 4 N 8 2% L i AL R F 2
A R B4 DNS 46 H ol LA AEW AR TTL CGRZE 3 ), TGRS A ] b 15 & 52 b EIE K
TTL. BRIAWE N 12050 (B, TTL )5 1204k, SR H) o JHA 1 £ 65535 4
b,

d) miRTF (Save). BOLUATEEERCE, SV B B4

I3 HEIRZEON E DNS.

a) EPE AR HEE O AR ARSS 25 (1) DNS4H. G R4 VA TfE4E, 5 i 83 #5780 DNS 4
(Create New DNS Group) 7RI 241 .
b) RHHRTF (Save). WZHE i LSRN B DNS Il g5 4%

= A DNS (o] 3 5 BEHEFR

WNZFUA BRSO 2 1 ARG 5 DNS I 55 % AL DD REMH I X i S L b i 3 — 3 1, AN
RPN, WA . A e S RER AN R BTk, BRI R T A i 2 g .

%4, ping hostname 1 ping inter faceinterface _name hostname fiy 4 i ] £t 42 11 DNS IR 55 28 fif 132k
%, 1M ping system hostname T2 F &7 #14% 111 DNS R4S 2% . X A8 #8 ] DU i 4 e F2 RN eb )
IR

HEBR LA AR BN, TE IR

A IFFERE B4 1 DNS Wb 5 B, 5 208 04 B2 1 HERR DNS Wb,

K& IH 2 R
USRARAEAT S IR AL b, TS LU s HERR R 7

© GRS TR N B BRI £ M S0 DNS IS5 % X TRl # 0, 0 DA “ARfT” B
B PCYEARAERLEE O L o iF DNS I, A Bffife e .
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o W AERAEE O s e T T R, i MA AR I R O FRCE T OIP bk, Ak g
1 H 4% TP Mk

o REICVE 2 Wi 1 s BEL F B 15 ) DNS g5 d, BRI % i AT e 25 /e 80 % 2 rh 4 2T
Feit, DA RGR 208 PG AT . ARSI 1, TR DR LR B R 4
o

* PUAT ping EEAE, DAKGUE &5 0] V5 W) 551~ DNS 421 IP Hihik. Al system Fl interface JCH#
FIREF B W R ping FAEA KT, 1ER A G IO FRAS I bR G, 0] RE 5 B IR 45 28 i
InERA

o U0 ping FAERLYD, (HIRA AT O, E R AT ) SR BN . IR AR T SR R 45 R K%
I117) DNS Jit & (UDP/53). BEii &AW T HEHE RGA DNS k%525 2 A Be A4 BHAE, RIS mT RE RS
PAE A1) DNS 45 %%

o W ping FRVEREh . B HFe 2, ELUF R HI A RESS /e, 1% % R DNS JIR55 28 & 547
7E FQDN WSt #n] fe 75 2% FH AN [H] 10 AR 5525

152 AR IR

WUREAT T34 AT, AR FRIE IP M A R o bl T BEAAAE LA ) e b i RS 5 i T cHe
BOMZhRe, By i R - AL () FQDN P28 %15 o

ARG M P A5 1 DNS 15 B A ZE 7 . TS Ay, R erEA b k.
WA A AT A5 8, MR IR AR ) TP ikt o U EASHBZE A7 IR T %15 5K, LK DNS #
W R 1% 4 DNS 454 . WA DNS MR A ik, AR ) 1P Mootk 5 SLAH R (1) ML 4 — A7
G EA AT

FEAS AR — AN EAEIT MR, %8 B DNS IR 4583 € SOF B NEAE 2. ok, RG4S A5
IR A ) FQDN & BRIz . 2/, REGESTHEEERREFE BRNE T, & 4 /BE—
YO WHT, A AR %4 B I AAF I T, 30 RE AR .

i/} show dns-hosts 1 show dns fig 2 i B A Z2 /7. WL FQDN (1) 1P Hudib45 1%, wTEMEH] dns

update [host hostname] fir 4 5 il R GERIETE B o a0 RALAE H I dr & BT 48 0E B0, RG2S hls T
CERIEA

A LU clear dns[host fadn] F1 clear dns-hosts cache fir 4 I s 2% 47115 &

=IO

R LU AN IR R A M R B A . TR, W R ESE CB mRlEn, &
AT LAfE$E A (Interfaces) T b S A BRR 1) ERCEIZHE . A58 “i2W7 #2210
R, ESHEHZHE,

EHLRE A R g
o AT LIS % TP Huhl 37 Web JEE R0 SSH iE#E, il i i24% NV iC & 545 o
« RGEE L IE TP Hhb SRR GEVF T RN E e 12 T
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WRAE ] CLL %2517 5, WIFEWILE RGERC IR, v o5 T A B R0 00 OG0 G A P e 4% A B
ke G T B R R B BRAAEL

WA B, T DA G VA A T e e b . A58 W] LAFE CLI i  configure network ipv4
manual A configure network ipv6 manual 74 5 SCE BRI OC . B ERE BB LT IR, 1
1 1] configure network {ipv4|ipv6} dhcp-dp-route fir4>

Ty DUE S ik, o m] DR BRI 2% v 53— 6 & A DHCP k9543, 38k DHCP 3R HU
bbo XTRZECEG, BRI ERA S )N DHCP $RHL TP Hidik.

AR WURESCHATE R AL, WSRO, h TR S T, R RO B
(B CLD [viiale @75 EEFERL PR % . MR H AT 25 HAE RS B R 26 T ]

UK

S SiEE, RS TLERFEIRE > SEEOE.
W BN T REIKE (System Settings) T, U s H & &R0 (M anagement | nter face)

SR 2 R e S G,
WA e RG] U5 al B, DUSRECE e VE T E . B ESE B (1 VDB. B, HuERA7E .
URL) DL 75 DNS I NTP k4528 ML T BT k.
7S |P IR
 (FRHEREOEAME - IR EE PP BN IE R RS R O, TE SRR AR
Vs R h R B, WS s O, IR threat defense virtual 1345 EANSZ S0 FF.
o HEIBEEOFE AN K - W A O RS P G OE B I O, 15 IPv4 A1 TPv6 f8 5 A
Mo Can FATR) o

DHCP IP i£IR :

« AEBED (JEIREIEREZD) ERAMSFMX - W2 DHCP s @t fe b, RS s
PR OB BERURL th B MG, W2R DHCP kS5 e AR MISC, AR GE AR e Hodia 42 1 %
R R, R AR D RE R . IR TIAE threat defense virtual 4% A2 SE
fro

c AEEED (KER) ERIRFRX - REUE T E B DR B it 21 DHCP 55 a5 S It
IR OC. Wik DHCP IRS5 s AL G, R GeHs H e vy ) 4 8 1 B EhL. Bl %L
Padi D HEAT I el TR IRl BT

HIE3 ACEE MNP IPve §i4%, JFARYE T ZEACE IPv4 F1/8k IPv6 M %,
W E g B AR EE A S0 .

HGEFRZERL > DHCP, il DHCP % IPv6 H ) & T RE SR I Mk A0 R 5% o
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HIA4 (VE, ) WHEECE A IPv4 HohE, TEE % LS DHCP RS 5L.

WERAEE PEEE O EWCE DHCP RS54, AT BN 4% rp i) %% P i i) AN DHCP Jth 3R Btk ik 1A
threat defense virtual ¥ £ _EANS S FF o

a) WKk Ed B DHCP R 8 > 7.
b) A AJIRES 2 H b .

skt ARV IR S5 28 A i SR M hE 9 28 P i 3R IR TP bbb IVE ]l (IR =) .« 1% 1P HhbkvE
IS E B, TR — 7 M b, I AR FER ARG 1 IP Mok, | #E bbb sk HuhE . 5
TR TGRS kb, FHIEARERIT. 140 192.168.45.46-192.168.45.254.

PIRS iR TF (Save), MBS, AR5 REHE (OK).

BB iIXEENA

A LATE e LA
#4516 T] LAZE CLI ] configure network hostname i 4 58 Bt L4144

‘-T

9 :

ES W%E&ﬁ%ﬂ%%%%MIM% X T e S EI N T, DR AoRe 25 000 e i BE g 1KV
) o A B HPE R BB

UK

B pihiRE, REALRFIRE > £V AR

RO T “RERE” i, KA HR T ENZ (Hostname)
FE2 WMANHENS
$E3 SR E

T RS S RN T B R gt R . (U, S A S LLSE R, LME P RStk e
AL A R R A4 K

fic & M £ B 6] 1133 (NTP)

WAZNTRC B W) 25 I 1] M (NTP) e 55 s 4 REAE 2R Gt L€ SRRl NTP 5% as AEVI AR R G v B ) e 2
BT DI HT LR AP R o0 HOdEAT S . A RIS TOVEIE LS NTP, 12 NTP #bi kR o

T BE A4S RE NTPv4.
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R X}T Firepower 4100/9300, 1&57)iH it 3445 HL A% E NTP. 7F FXOS Tt & NTP.

UK

PEB1 pdngE, R R RFRIGE > B ARS 5.
WHIRCAALE “RYWE” (System Settings) T, W T 5 ik H 5% (1B 18] AR 55 (Time Services) !
i,
SIR2 £ NTP B ARSS =, AT HE B SRR IR 45 2518 A2 R R IR 45 2% o
* BLIA NTP BB AR S5 88 - tn kR Iik I, MES#51R S BonH T NTP 1IHRS 25 4 K

* AP EXHI NTP AR 28 - U0 Rk SRtk Iol, W4 AT HI 1K) NTP IR 45-24 1 56 4 B e 1 44 Bl
IPv4 5% IPv6 Mtk 4140 ntpl.example.com 5§ 10.100.10.10. % 0] LAZS I 3 4> NTP 4528,

T3 R TF (Save).

Fic & #5 7 B (8] 171 (ISA 3000)

RN TR] B (PTP) & RN ] [ 2 WS, T T-FE 2 T B0l 60 1) W 20 o )20 8 B 2 (R I . S
BEA I B 5 AT AR R EEANRRUE P o I WMCE D ORI A ) R g et i Hsad 5 1
T ARG, DU L ZER D (i 6 MIA BE T4 o

PTP ARG — N A N R GE, 5 PTP WA A1AE PTP B4 41 & . PTP W40 25 LK) e 4
TGRS I, AE PTP WA S MR AT B L % H 2% 0 LA L At 0 it % 4%

FTLURE BS80S C BB I Bl BB e AN I B 5 PTP INBPIRIZD . U ol
BERRHAE ] PTP BOABCESCIF, Wi PTP I EFTE o

BLE PTP W I, 2N B RIZITI & L Mddn's . Fik, nTRIRCEZ A PTP I, AR5
FEANE PTP 5 #4 I B e e 384 PTP B4
FiaZ /i

i 5 B AR ¥ PTP IRl B C B (K 5 53 4h, e 2R 0wl g MR 2845 11 BTA B (1) PTP I
B

PR 2 PTP L& HE#
« I REA ER ISA 3000 &4 FAATHL
* BUBFPTP AL SCHF 4L 4% PTP M B
* PTP (o] T IPv4 (4%, ANA[HIT IPv6 45,
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© WIBE LUK PO 3 SRR PTP IR, Cie 2 i th 4l 2 ML in . BRI, TR
Etherchannel # 1. Hr8 R4 1 (BVI) BT A At RE 0L EE VAN SCHF ERROAS

o BinAE D F HATE MM PTP Bl s, WISZEE VLAN 7410 Ef PTP ¥
o DAJIAAR AR F PTP Bl Wil il 3645 . PTP Jit &t UDP H #xiitg 1 319 A1 320 DL A H b IP Hbhik
224.0.1.129 bR, DRI SRV S S AT AR U T 2 SR DU 34) A 2 o

o Y PTPH B EM e O 2 [ A, a2 8T i d, - H8MEONIIA 224.0.1.129
IGMP Z MZHREH . 24 PTP e R — WM vh v O 2 iR sh i, IG5 8 FH ARG i
il & IGMP 4.

i

HIE 1 BET ) PTP N4 K35 O R

BOARCEAR A VB TR AR ALrR, (H ] DOARIATR AL A IR 1 o 0 2000 52 52 1 B T 2 1k
DU SRR, TR A6 T2 3% TGMP 21T 5 3 W A Bl B A0 HEA 7 AN ) (R TG

PAR A 20 B 1 B e iy o WIS S 2 PR AL % o Rr 0 PP B R 1 2 17 4 PR AL 6
a) MiiR&>EOTHESRREEQ.

b) TEFIERPERAMNE D, JfEh “B” 5. WiiE BridgeGroupMember, NI EE RS & T M #f
4l; HNINZJE T Al

P2 iR E, RGN RGRE > B8 BRS B .
WHR ARG E (System Settings) T A, W F fith H & (18 8] BR 5% (Time Services) Bl ] .

$IE3 ALE PTP X E:
< WRS - £ PTP B4 FRCE M4, YuFEh0-255. A S Ah g b Bl ) 3t (ks 12 10
WA R, RSB TATAT PTP AbHE,
o FHPiE R -+ EndToEndTransparent. % H A 246k PTP i& W] IN 41z T,
B, WA LLERRE LR, HIX/EA T S A E PTP IN S AR . $502% 5 Kk 2% . PTP ¢
P IE TR R M th Rl B4 X2 BRIAI PTP it & .

< O - R h RG] TSR WL ) PTP I B BT A H2 H o A AEX 284 11 15 FH PTP.

$IE 4 JHRTE.

WIES WREIEF T 2B D (RIS ), WIFFZEAH FlexConfig Jo FH 20 #5 #%
B, JER K DU IER Y IGMP 4.
TR T R B O R AL, IS FHSE U P 3R . in AR SR M 4L Rl it E L IGMP,
D)2 TR 5 2 W o
a) g >SREET N HEERE.
b) f& “mHALE” Hah KX il FlexConfig > FlexConfig ¥ % .
c) (g E F 2 RR % RN O i H 2 G B IGMP I JIT it IR0 5
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d)

DL RS0 B FE AR . EARBIH, GigabitEthernet]/2 & AEH A 3 ] PTP ({)—AN % i 4%

1o AR e B S e VA A Pk, JF HLAR B 2B i 1, i B ol 3 1 H & inter face
Al igmp T4 .

igmp A 2K NN 224.0.1.129 IGMP 41, G W &g ik ey, S #8527 42 11 ¥ 1A TP Hbhl:

multicast-routing

interface GigabitEthernetl/2
igmp join-group 224.0.1.129

WGBSR N T B 7as -

no multicast-routing
interface GigabitEthernetl/2
no igmp join-group 224.0.1.129

riali H 1Y FlexConfig 5 B%, HUEAT 548 N 2] FlexConfig 5B, 2R )5 mi iRk %E.

AR A AR 2 s TR B (U A %o

T—F Mt 4

TEH B 2 5, 0] DLIGE PTP B8 . 75 A S FI4E CLI 546 5 8F SSH il 2 ifh, R &
il show ptp T4 B, WAL K GigabitEthernet1/2 FC & T - T4% 10 i) PTP, W%t A& a] GEdn
FHR:

>

show ptp clock

PTP CLOCK INFO

>

PTP Device Type: End to End Transparent Clock
Operation mode: One Step

Clock Identity: 34:62:88:FF:FE:1:73:81

Clock Domain: 10

Number of PTP ports: 4

show ptp port

PTP PORT DATASET: GigabitEthernetl/1

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 1

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/2

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 2

PTP version: 2

Port state: Enabled

PTP PORT DATASET: GigabitEthernetl/3

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 3

PTP version: 2

Port state: Disabled

PTP PORT DATASET: GigabitEthernetl/4

Port identity: Clock Identity: 34:62:88:FF:FE:1:73:81
Port identity: Port Number: 4
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mEgmezn e ke

PTP version: 2
Port state: Disabled

B IR HTTP (X2

WR RGO 2 (W% HRaER:, nTUON S B LIS HTTP B SRS, RGO IZAHA T
PR EER:, G5 B BEAS (KER LR T B 12 SO0 0 M AR 4 1 RO Rl 37 3%

36 n] LA configure network http-proxy 476 @Prsi i CLI Hhfic & HTTP /R

UK

P11 miiRE, REAHRFERE > HTTP KB
RO T RS E (System Settings) T, T &b H T HTTP IR (HTTP Proxy)
FIR2 gl ) m AACEE, AR5 e B AR B
* HTTP R IZ - {REEAR 55 25 1) TP Huhik,
* SR - FUCEAOTUT HTTP B2 AR R4 28 5t 115
 [ERRIEESRIGIE - WIRIRSS S0 E D 75 ZOACBIE R T Sy B0, ISR FRIIET, ik
PRILRETI, BTN ]G AR S5 S IR 7 B R P & N E RS
PRI AERTE, REFASHT L.
P o SERIN H o AN TR B E AR

M TS R G U BER 5 50, IR R B B i B AR R E . 15 A LM B LUSE R
G SRR RDETI A A 1 R RT S K

BcE AR S

AT LM = RS, DB SR LT N H, 141 CDO. Cisco BN AT Cisco I /4%
FEaEMGE, ZEE S REPRSAL ISR, LA I & Bl Bk - 42 85 .

UK

TR filig®, A A LRFRE > RS,

WRCEN T RYGILE (System Settings) i, N5 s Ha = BRS (Cloud Services).

WERIE B RN, eI 2 BT E NSRS REM k. M E)E, SR RE R R s AR H 5>
=R .
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P2 MR S FEVEARE BT BN 2 IR S BOH N R D TR LRI —
* RE/CDO MP - BATLIEHI LU R AL —

* 1B Cisco FrfEltiAzE E o EMFA  ({UFR Firepower 1000. 2100, Secure Firewall 3100
) o BETLUMEH A SEMmA S SREGE M . B4, HBICDO, T & IIT A5 Es N
W&o NG, 16 WAEHAT, Eh ST EBIE N BN S 1 E IR
H)'5 . T FX0S, #rILLE A FXOS CLI I ] show chassisdetail fir & £ & brid A “Serial
(SN)” WIIEHF IS WEER, BB 4 show serial-number $EHEANE 7514, AN
BT CDO VEM . 73S T CDO i =284 3t LU CDO L G i &4
PR
iR T4 v a4 B BEARB A AGE T 8 A 8 g 8 EE .

* sk CDO s HHAth 22 4K 7 AR e 8], AR5 IR Bl T, AR SS X8 (Cloud
Services Region) I 5 E A 2548 (Registration Key). It 772:40GEH T CDO LS %

B, AR CDO TRy, SR B4 A U1 3] & B 5
CDO , %31 Wi,

IR T8 4 B B B UAGE F T B o FH iU BE B 1 iR A P o
SRR AT LS FH BRI ARSI BRI LG . BRAELL T, XEeThagkh T HIRES .
o BEEFANE- (CUBAME ] CDORY . ) sl BEREFE ) “RBEVFA]” (Smart Licensing) U1 [ JfiE
it CSSM. VMt CSSM J&, WA BTN =R

2 WURIE C N IR TR, W IR REVF AT UE A) BE T 2 — S isb b IR fEIX R
W, Wk SRS X1 (Cloud Services Region), #XJ fiiliiEft (Register). [7
L N AT R HER (Accept).

FIRI EM B MRST e, BT DR 28 Ha A Zhag. WS LT 1.
* FEZET CDO (g st B B ED) , 5 26 T
o ERRVERIRIIM LS, 527 1T
s B RIEERR 928 1T

o BUHTEM 2z R55 » 2 29 1T

JEFEZER CDO0 (R 4R & E IR AR AET0)
\)

AR AR OGEN T CDO H AL Ge e &4 BB, ANE T T 22 A Bl

B 7suE



| zzigE

s ErmnRs [

RS CDO AR M B PREM T 2 IRkss (WBEE 2 Ik55 . 25 25 U7 , Wi 217 CDO
VEME e RS, T DU i AR s T %

I RAE R BEVF AR B A E M B 2 g%, WIHE S ] CDO I 2> tH LA e A 2x WoRdE CDO i A
o SPGB O E A B NI (39) TR R A S E M R AR S . O
Jis AN CDO ZRBGEMA R, SR )5 %A AN 2 A BOPAE N, e s A~ g%, 5 25 Tt
g .

HRZEHIFHAEZEE, W20 CDO ] (http://www.cisco.com/go/cdo) Bl ¥ 1) 15 i 2884 7 ol A
YEAKFE o

FHIEZ Al
D SR A AR R w2 A A g m] PR R A P £ e

UK

SE Gig®&, Wa il RRRE > mIRS L.

WEROANL T “REWE” (System Settings) UL, N7 sl HaH = ARE (Cloud Services).

P2 piidi CDO Uifielt) IR /2R 44, MR T 2 ik & .

R R BLTH P 28

FENFBEE I, ko 2 A 0 5 RS M2 2 (8] (K #E . TS TE B

A RS R S g, w LA SRR S RS B GE T 5 R, I R B AR S R 2 R
o MR, JDRRE W ASGE ™ b, ISR AR A AT ZhRe, DU RS A5 R 45 rpofig
i (T E BB KA o

JA AR, WAkt 5 R A Ak, DU R e 26 T LA 5 R K A IR 55 (T Bk
SRS A EAMEEIRG) o IR KB I O e 2 A . AT R S A TR
s &, WSHDOHEM =55 . 2 29 .

MBS, v AT USRS P 2%

N

AR ARG EROEEERIN, AR5 RS R — BUHE N .

FHia Z |l

LRSI R4, i) mTE M. SRS, W] Cisco B REBIE BEAS (£E “HHE
VFW]” (Smart Licensing) Ul ) I MHZ B A, (e NS FEfiL$E “Cisco MM ” (Cisco Success
Network) B30, - 5# 18 i 4 A3 W25 FH A H CDO @A77 M ([ PR CDO Hh A& 48 & B B A 0D o
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\)

AR R A R T PR AL B LR AR R 2%, e e HT e LR iz

T

$IE2

REM4RIE

LI

UK

R, R RRIRE > TRSHEE.

WER O T “RGRE” (System Settings) G, Hifi i A ZBRS (Cloud Services).
st R M 2 D RE ) Ja /R R, AT LU S o 28 B O i

W DA R AR BUR R , AR SO IR SR

JA PRI, 3 B e e (K £ RO R &

BET
ATLLCR S ROR B AR B IS5 ds . B ERF R IS AT WX VT R SFifE e SR)5, AT X 2
FRI BT F I P4 e 2 1T REAE 21 1) i o
TR R RAOR R F . WA TR, sl E s, DU fREA KR
S RIESR m OXIRPT ARSI o Wicf, KT HNE RIS, B
TR BB AE T PP AT TR, T ANBGZ BRI E de s (K T2 il

* CDO "2 4o WA H A0 s TR AT AR B i <Ak

o S N A LS E RS, I E FR A R A OROR B o BRAh, R U

iR ot e AT UWive /& X

FIAZ Al

WIS 1) 2 IR ST, AR A A e A FH IR 55 o

73 [ Hu X 3@ i https://visibility.amp.cisco.com/, 7ERK B HLIXI# 1T hitps://visibility.eu.amp.cisco.com,
PLAAE APIC Hu[X 3@ i https://visibility.apjc.amp.cisco.com 1] LLZEFE 22 BN . &1 LAZE YouTube
EWE A (http:/cs.co/CTRvideos), T il FH AE I i AL fi . A OREANE R, 1S
https://www.cisco.com/c/en/us/support/security/defense-center/

products-installation-and-configuration-guides-list.html Zb$2 {1 f#) Cisco Secure Firewall Threat Defense F1
SecureX Jg Vi B 4R B AR F o

UK

Rl ®, KRR RRIRE > ZRSHEL.
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WHREEN T “RAEWE” (System Settings) G, H 5 s HaH M =BRSS (Cloud Services).

T2 A TREHREERR RN B R/ZAREN, LR 2 i i
PI3 AEEZME N, RESRREEFRERIERN N FT. W5, BT Ll ik ST 5 £ 554 1
mig Ll OX SEIE I, TR AOR I EAR AU R R RE -

o XHAEEA - IEH TAEARAT U7 il P2 S (A Ao SC A SRS o
o NR - 38 TAEAR A5 42 AL m 2P PR AR ) A AR S

o EHE -G T ORI H SRR N . PRIk IS, e T AR P AR T AT IR
i, B UROE RSO S M SOER R R IR RN L SO B R A
RIERANG, B ULAC % 4 BEFHLLL SRS R AR G o

BGHIEM = RRSS
R ASFEAR FEAT T 2545 0T I 25 PGP . 5 S MR 25 R o s B

by AR B Ve 2 I RO VM WSR TG B e IR 55 DX, S SR IDGHTE AT, R A6 FEBTE A I
R

A PR 3o A 2 BT A 2 5 i 4 REVE P M

UK

1 AR E, RESHRKRE > sIRSHE.

WP CLENT “REHE” (System Settings) T, 75 i HXT = BRSS (Cloud Services).
S22 it () TRl s M a RS .
B3 S I S BUEEM

O AR 2 MRk 55 #88 A 348, IF FLEOR JC5 8 X e 55« (B BUAE & Bomit M = i AF,
] AFDH M -

J& e R R & 57 1

JE P P 48 4 A ] AR DT o ) SRR (IR 2 7 S A S D5 R IXRAE B AR A BT A
B AR IS ] DUVEASARAS . PER AR B BN A R T B R 2 D) e R,
HE S RHSCE = wh o BT S DU 32 O B A Bt AN AR S AU

BN HI R 255047
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UK

FE1 R E (Device), Mo midi RGIRE (System Settings) > M4 447 (Web Analytics) 554 .
WRCENT “RERE” wt, Hi s H X Mg 9 (Web Analytics).
FI22 MK ST (Web Analytics) HAEM B /22 (Enable/Disable) #5544, MR ¥E 7 B i & .

Ae & URL i3 & 1EIR

RGN RS 22 AR (CST) (LR} Talos 1#54/NH (Talos)) KHL URL 2R 5 FIE 2800 PE . XS
TR TS A s P SR R AR 48 e A B AT B R AN URL. 20U ) URL BEyEVFAIIE, A REW
B IR P T

UK

TE g E, Ra R RFIRE > URL ZIEE R .

WROEA T “REGWE” (System Settings) G, HFFK K ST H 34 1 URL SEE £ (URL
Filtering Preferences)

FIR2 BCE L NI

* BRBER - SLVF R4 A A T EHURT ) URL £, XS8R - i s 2645 6
ARG 30 73 Pl AR, AN BE R Rk BRI R R, W R %
PEI, JF HAEE SRR 0, 35 € 08 % Dl RE LASRAS B K] URL $odhs .

* J@3T Cisco CSl Eif) AR %1 URL - XJ 7E A URL o 85 4 b AR5 28 50 R 2 80 16 URL, 275
M3t Cisco CST Ay LB 145 B o W A7 B BRI R) BB Y IR [P e A5 6L, UIZEARHE URL
FRAEE R ) UG A o 7500, URL K5 USRS A Zr AR5 o XoF D] P A7 B 1 7 222655 /1 URL
el PRI R, PRIk T 2,

* URL 4 73RF/E (EREFTR 4% URL Zif) Cisco CSI INT ) - 455 URL (K28 B FIE 2 A HRA8 1)
GAFRT ). AEAFIF BN, N —A> URL Ui ) 2306 SO W05 2 A4k SR a2
FEAE S MERG) URL 138, A T 445 K50 URL A5 KB LRI LK TTL % E A
2. 4. 8. 12, 24 5% 48 /M. —JHEMA CERIAD

S T LU T B4R S URL B3,

8] LUK ke € URL BOZRIAMEZS . /AR R URL HErhfii N URL, )5 midiaifE. Rgaki
e b mut LA 4R . WERERT I A AR, 15 RidiR 3 URL RSk, Rt
g Al

PR 4 R TF (Save).
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Mg & EE=E V#E 40 5 CDO
A A AP AT U, T DL B0 2 IR B BER) E0 3R CDO i {7
A\

AR CDO A LM AR 0 B A LR AT BE BB B2 . CDO I R B i B DhBE QUG T2
LAE PR B U B OB R OGE I T R A AT A B L

AT BT B T A EPL/CDO B, FERSUIHE] A B P 0/CDO BEAT A RN, R B
P ANE BLAS VS W BEEAL, S IREEAE DO AR h g U BT B TR, AR I
BROARCE VR, 1y il P S sl 2z 4 X o 3T Pl 4 LIy A8 B rh L/ CDORAT IR B BN
ACOR B A BLR VMV B AR5 i) Be . (9, AR BB N S DR ED .

DI A O/CDOJE, SRR IR AT e B A T B B A BEA%

FHIa Z Al

URR B K CRCE A my P, s o] B i By (R AT RE) Y configure
high-availability disable i W FIPERCE . FUARKS AL T, WA T B rh W w] .

UK

T R BT KEEN B R Be A B g, LA ZRAE D) HAE S 2 T IO E BT K. T 2 B
THEN B
WOHE BT i 2 BB AVE RIE AT T D REVE ATIE . AR ANBOE N KB, X 2EVF Al ek PR EF
oy Pogs RERHE RERRAH T BELES P IR BT AR

P2 (RETED RCEE MO . WS EE RO, %19 0

IR S U B G, B REAT S A Bt U ) BEAS o R P B B A L
M%E%D,WMJE% EHP VR LA

o TR EEAR U7 i) A B 1 - AR L0 Y G T B AR . BRIAIS O T, A EEE N
DHCP $2 TP Mol F I ¢ o Gt SR A48 345 M DHCP 40 81 ¢ (B, S e A K b 1 e 34 1)
%), WM OO BRI R O, I BIE BT AT MRS . W DHCP B2 2 T MG,
U A R 2 TP MRG0, IRz N e B N Bz

o T BLAR T ) IR B 1 - AR L B R A 1P ik, T OR SR BRI W B E Y
5 MAEREFERE D . WEREAEH] DHCP, WG BATAE(TRCE, A2 i\ DHCP 3k
K o

Jaym)
7

$EB3 P IRE > RRIEE > EPEE, R0 sd g4 W E &8 Ju/CDO B,
IR 4 s B d0/CDO FEHER.
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B 1: 32 FL/CD0 EARIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP Hutik, B A LLEH 1P ks M4 U 1) g
LYCDO , s &, Wi BB .0/CDO 7T NAT 2 JG B A A3 1P #ihk sk B #1144, i A
%

B 7suE
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b)

d)

W s g scoo [l

WD — A g% CEFBEFLY/CDO B @ B 325 HATn i ml (1) 1P dhht, A REAEM A&
£ 2 [AIEENT XL TLS-1.3 125 (1) A 3 .

R R 2, N &I a0 /CDO £H4&/IP ik,

15 EEH0L/CDO EMER.

DB S IR BRI R BB, S W R 7 A 4 % I A A A B Ay/CDO R e e . T
AL 37 N ARMER U TR T (A-Z. a-2z. 0-9) FIEFFR (). MID ]
T % 6 %% it 3] 4 #4.0/CDO.

¥ NAT ID.

U ID IR PRI ME—— TR R, IR TR EE B O/CDO LR e .. AL —&
W BgE TP Huhl, WL B, (H SR BIEAE SN W 6 45 16 TP Ml i, 4598 & NAT

ID. NAT ID AMFHRE 37 NMEFF. ARF AR ERET (A-Z. a-2z. 0-9) FEEFRF ().

It ID ANRE I TBAT A oAl 5 4533 W 21 4% B Hh0/CDO. NAT ID 5 IP Huhik &5 S48 1, T 3030F
BT R A IEHIR %4 SN TP Hihl/NAT ID #EAT 5 Gy AE 5, A SRy,

PS5 N EREE.

a)

b)

<)

}85E FTD £H%&.
T S A Bt bz D 3k T B3 d 0 /CDO A al3EN Vilk), Tk FQDN ¥ H 1tz .
15 DNS RS 384H.

EPEIA Al — AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, FLH 5
OpenDNS JIk 5545 -

Wy B IR AL /CDO i 848 OIE R 5E e 11, Wb B 4 B B £ 11 DNS 4528 f84f
FH 222 1) 3 150 B 10 B DNS IR 45 a8 FH T4 BV = . £5dis DNS JIR45-28 T DDNS (iR B icE)
BIE TR e A Tkng . IS RS I B T HLI A ] DNS RSS2 41,  DRA A BRI it
T I AR 4 1 213k DNS RS 28

fE EHPUL/CDO L, #idaf 1 DNS RS 2SS TS UG B 18 /765 % B RS P E . 2
A8 BB B AV A N B B0 /CDOIN:, ASHE W B AR B, I H DNS IRSS8% A4 iR F
BBCE R HIE, WIS T 6 15 SRS 2 e 25 0 7 DNS BC & 1) BB e es, Wi &
B A G E . FATE NS B E S B E ILEC K DNS & E, DUE & #Hu0/CDO Al
JEM SR B A

AL, DUCUMTERIGA M R L DNS B4 4%, BHEIH.L/CDO A &R AN DNS A4 45
IRy EIBAL/CDO e E P B T, M E & & 5 F1 DNS R4S %%

X &IBAL/CDO i EED, R O E .

R B 7 A e A A 2 B L/ CDO G, AT LUK BRLER 10 BE cOh  BRL 1 0 A 2
Ho

P (k) WURBESE TR D, JF HAZE OARANIE 1, A7 B A R i
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Nil

38

BB R4 R, BRI A RSB E N B LB . WU T AN R, A E R
FE B ) S AL E T . WUR ISR T AR I, A T B R R 4 B AR L/CDO T TS T
HEOABH ., AREEHSEHMTEZHER, ESH IESSHE .

IR EIE R TR, IS A TR B W S O ME— NS, ARG A REAE L R A LAk E A . 1S
e E R T, 2 19 UL,

CAfie) SRR T HdEE O, 15 AR INEN7S DNS (DDNS) 7%
WU TP Huhik % A 484K, DDNS fififf & # vho0y/CDO w238 52 4 B & 1044 (FQDN) F Ja b B 481 ¥ 4%
Z R > RFIEE > DDNS BRI % 514 DNS.

I SRS ARG SO B3 AR e 2 V8 N 1 B AP L/CDOZ HITAC & DDNS, - Ui B 81 5 %22 A 314 Cisco %
fEAEAR CA TR AL P 228 CAVSINIESS, DA B A8 46l LASGIE JH - HTTPS J4:4% ) DDNS
IS5 ARAEFS o M BIs 8 SRR AR i Y DynDNS JZEF2 AP BV (¥ DDNS 45 2%
(https://help.dyn.com/remote-access-api/).

fi YA BERE UG ) AR IS, ANSZHF DDNS.
mli%$E (Connect). EMHRZS XITHE B /s VI 1) 45 BE.L/CDOM S AR . £E REFEHE H10/CDO
EMMRE LRG, HEEETL/CDO, JRES NG K

G FEEEGE D) e B A FA0/CDO, 1 sl BGEEM . S, TEE RFEEEGO/CDO SEMRE
B2 G WA EEgE R 1. WORIRAE, 2R, R BRI SRR B
ERLARI A K .

WIS RFEIESO/CDO EMNRE L BJG R FFERS A4S, BRAKER 5880
BY R TS, CDO M UTHE . BB T 5 V8 B2 1%

B 2 BThiEsE

Registration Status

e ol I e TR
Successful Connec \ 1€

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

B 7suE


fptd-fdm-config-guide-720_chapter12.pdf#nameddest=unique_357
https://help.dyn.com/remote-access-api/

| zzigE

M gz s oo 143 e gEs

M E3Edh> 3¢ CDO 1)]30 3 IR FETEEE

AT DICKE 2 17 E AN 30 28 5 2 A A 140 38 o B R J I 0 A 6 TG B A o FH e 4% PR AR 1A 4% o

s AN BE AU )3 B A RS, IO TS T 2 A . R A B D 3 A4 B 2 T
TR LA B LA L IS T O R . A RN WA B DI B AR, TS N W
B P EHPL 58 CDO . 5 31 W,

A

AR D)D) B S SR RARICE, PR ARRKEBOARCE . (R, L IP Hubl A BN R

A%,

g2

7E EHi h, g% (Devices) > & E 1R (Device Management) U [im il 53 B5 <k 1 .
{8 H SSH alidz il & vy [ IEFL 2 g7 CLI. Wi SSH, 1E41J15 &1 1P #eht (fi%H:, JHd
M admin P4 (EEAG B BR AT S O Bk 48 CLI.

P4 4 5 1 ERIA ) FXOS CLI. 1 connect ftd fiy 4352 3] Jgh it CLI. SSH 21l H %151 ik
Jlr 54 CLI.

W TCLE R R FE 1P bk, EPATLL MR

o B ORE BEA P i 1B B IE HASAT 1) M 45

 BORN A BRI S50 T TP Mk RI Y OG . 48] configure network ipv4/ipvé manual iy 4 .
RAFECU AT AL T I R R N .

show managers

i

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bfl6-1lec-a737-baa2f76ef602
Registration : Completed

IR RS P, HEA T B A A
configure manager delete uuid

TR E IR B AW B, W RE T 2GS, RG2S b (FKh UUID;
12 [ show managers %) o FUMMIERAEME G H

T
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> configure manager delete
Deleting task list

Manager successfully deleted.
>

> show managers
No managers configured.

WIS HCE A B .
configure manager local
PUAE, AT LU Web i %28 4E https://management-|P-address £/ B ] JTAS 2 2% .

i

> configure manager local
Deleting task list

> show managers
Managed locally.

[ == =] 7{—1 \,1_ [ == |
fc & TLS/SSL 2818 &
SSL & B ¥ b SOV MR LS TLS RRAS RN 2 S i = F ok 3r 5 ¥ 45 1) TLS/SSL 7. BAKIM
XSG B I A AT 0] VPN SEREINT SRR A S R

HH, ERCE BN EMN RG2S E B RGO %) i M P A e 2 #5C
FEM B TLS WAS, AR5 BB 2 #0S FF H5 1% TLS IR A M BB . RGGIE PR 2 70
SCHFRIR R TLS AR BT, DL ORAE RS SO VF A B 0 P ST fi 22 4 R 4

FHIa Z Al

BOATOL T, RG] DefaultSSLCipher X 558 LA VRIS BT o I G2 b A0 35 i B A e T £
KR REVFATEIR R A7 R T H DI RE . BRI BB E BRI 20, D fRIS i REZ 1
27 g v] LLSE G HE . BT BRINH Diffie-Hellman 20 o AN 4 BRIIHANH L B A5 K IV, A5 2400 B X
LERE

g2
S milng®, R AERFEIRE > SSL RERL.

P2 FE LN IET:

o BAY - kPR X AVFIY TLS FASHIN 2 5790410 SSL % 5% % . DefaultSSLCipher X % % B [ %
A B X %854l CiscoRecommendedCipher BEH45 [ LK) A 2 U RDXT %,  LLSL it o

B 7suE



| zzigE

$IE3

mETs/ssLzEns [

r R, BARIE DU, BUEE— 0%, R T HACE IR A B SCVFR TLS MoA AN
5.

LU SvARIROIFE0 o R PN i IE il = £ e TR

* IRt DiffieHellman 28 - B TG I a5 520 (00 DH 2H. 4355 DH 411030, i 2 0 v s S48 H (1)
Diffie-Hellman #4504l . BRIMEN 14,

* R 2% DH 2B - TG0 2 n 3 SH0A DH 4. BRIAESS 19,

R HRTF (Save).

B2 & TLS/SSL AL &

T

$IE2

$IE3

PIF4

SSL # ittt 522 SUAE AN g DB B e 46 1) SSL 2] ] LUATFH (¥ 22 4243 . TLS/DTLS Hpill iR A%
M FER A G . B E&E > RFEIRE > SSL & E T AR L G L w37 SSLIERLII N 58
AT AEFEIK) TLS A AN B 8 Hhy S5 R R RE VR AT IR P F2obl o  SR A2 th VA RV 5K, I mT DL
AT AL, RV REARF G H 2K, 0 R fefl H B I 22 428 55t TLSv1.0 Al
DES-CDC-SHA . PP AN G IR, DAV REE T, ST T2 52 2R o

RGP UEZANTUE G MCHTIE SO EAT & %A ORI, A ZAEEHN R . X508

* DefaultSSLCipher - JX A& — /N ARG . & /& SSL & & 4 F ERIA GRS, H TR
HREZ (K15 7 o ] LSS S RANIERE . I RGBT R A R 235 1

* CiscoRecommendedCipher - 1X i — AN g4 m A, AN EFE e 03 i A TLS [ieA . ik
HPA e )22k, AR T S ORI 1) 2 7 i T LA UL RC R B0 o FH T3 B AN DL G ) i,
BB P Sy TGV 0 R IR P RE R K .

UK

EFEXIER, RJE M H R PIESE SSL S,
PATLL R A2
o BAVEXTR, TRl + AL

TS, R g g (D).

TGRS RE S, i Sz g s e s (O).
BRI BRRRI] (5% I TEs) .
i LR HE 00

s RERH - RIS LRG0 FRER, WERAEIER 2 Q00 )5 9 45 URRAS ol 1S 2451
Ry M BB S B 2 A GO W] RS PRI A GO AL RC . JEFE LA R L — NI
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© £F0 - NG ERE MR T 2 VR TLS UM E S &1

o K - WHEIT A TLS AR ZAY, RV P A 2 et AR i se il e . - FaEt b4
HRVFATE, XU TLSv1.0 1 DES-CBC-SHA.

o - QFEPTE TLS BiiA, (UMb —LeMX A Z R, ks “AR” /7 “457 I
Z A ZE SN o ANFER L TR T H 10 A A T HIE

* 5 - N SCHFECHT) DTLS A1 TLS RRAS,  DLRIE IR SO AS 1) it o 32 T0KE 32 2 PR 11 g
AT A B AT . AR LD T HE ) D& A ATE .

s BENX - ME A GEFF TLS AT TS I BRI IE T, FR I A I e e 8802 28 %
IR EE AR NERE. BREE XS EERINEE, HIREEERAE X
ZHTEFE T — AN, WA IAEE I, 2 850 5N R UK AR R HOoR 25

o i ERAS- FVFZE N AR S BT A V4 T TLS/SSL FEEIHd FH (f) TLS/DTLS fRA. %1 [
ES S, IEEFEE L FIRAS . *FFHAL 22 A, Bl AR A)FE, (H A AT LUK 4 T
NIIE R[5 N

 ERBERREM - & ] DA IS EE . S+ ARSI RS R AN L x AT
K FLMIER -

TR PIBURA RIS R o] A WERE S UBA, R AR iC AN G T Prik
AR PR B A ab 20N B3k 2 8 R AS o 2 T e o ) P RS

YIRS mHE (OK).

B 7suE
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