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BRI . BUATEOLT, RS REUR MR S BIA,  (HR0T Lok e & Iz A RR & 17
LAGR B AR mAS, SR PRAREEEAT IR

R ST INE, WA Z5U R AAT IT SCAE AR 2 DT 5 (X 2 6

WESE)G, RESERIRD.

pE i REEHAGE, = BN AL E (VDB). LA BRI SR, IR
i ST T M IR REAROK, DRI AR Sl a] e 2 R MG TR B 45 811K,
RN BRMG W Ta R, WEDR RS, 5 2 TP TR . RSUE S R
P8BSR o A SR LRI, ATART I R R R

WA, TEIRKOR TR E > BREFRANE > BEFRE, FFEANZRE, JFERR P L v
Ak,

#H ATV AR ZE MG R DI, A I E 205 R g (B, B , JFH
ARGME T VPR, A B MHZ B I 5 T P A VP RTIE e QR 2 A e % 0
VFALE, W BEAT HAt S 2

WA SRR LT A S R B[R] — R &8, WIS H RV PR s i AT AR . (HO, TEHRIIE
AT R B (R B A TR VAT AIE, DR #6403 P RE AL 5 ZEAE G 46 00 e 25 F X VF RTIE (1 Zh fE

1 ISA 3000 i% %

AT LIRS ISA 3000 1) SD F, K HAHEA S — 4 ISA 3000 ¥ 4. tnR%sAE SD £ FalEd RG &1,
A DL FH L D RERRAA ik 2% o TR EH M B 25 1) SD R, FFE AN BB 2% o AR5 Bl i i &y
WATIRE .

BRI DB 250, TE I B A O VR L LLZE SD R A 45177

BRI

ERVEB SIS, 20 SO FIAE “ & RIPKE " (Backup and Restore) TUIHI . &40 Bl AS AN 2 To BE 4
PRE: & L RERE 25 A 20k B B K BT, R G M o3 2 A 1100 46 0 il A AT A 380087 1) 4% 4
R, eAh, IR R IE T DIAMOAE T R, BT S SCEEER S B . DRI, SR
A BRASAD S, TR ORAT B3 A SRR B R 0 #5403 o
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AT LLIRAT DR AR LA A7 ) A«

© KESCPE RGBT ik - B SO PRV I AR, T RSO R IR (). A
Ja s U] DORZ SRS B 2 A S AAA# T

o KRR S EARBIR S - WARER R B b AT s mIA, WK KR T E R (Upload) >
MBI (BrowseFile), FFM TARSE EALSCIE. RERIATHATIRE -

)

AR ATULE A A BARRSOrE, DMES RIS L. AN, WER ARG %
A T 34>, RGORMIER e L A S, DA A% (1 SO
2R TAL o Toidk EAR A AL B B RRCAS B S ) S A

« IR & - BEWR & ‘ﬁﬁﬁi#MVﬁgﬁ()o%%EWE%WKﬂQ,WE%&E
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BT A RAGHE LA BHATERAENPIRESFE R efE BT DB SRS, IR IE
T B R G
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Ao BRAb, AT CUR R A A MRS TR (Task List) 3iE&BE (Deployment) K bnfill Ak R 405
HER.
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BEXREHEH, BEXFEEHRK
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REEFAERIE AN TG DA B E ORI S S s odsin. CEpm
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KSR RIS E A O e BRI PR BRI A N DU 5 1 b SR AT G (£
o RIBCEIAEAL LA 55 RO S AT RS R
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KABEE. KAEBER. TASHBR: SSERR (LEREED
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PRy SRBURNID, v DAL PEIXLETH .« (s R fF — AN EFREILEDR, 8o 7N
TG

HA 21ESEH

KSRGS IR E B A5G, eI DUR AR I, i LUE RGO K15
fEo HA BAERIFRRRO F0E, ERFAROELN FIZ —:

* HA BEE - AREI R4 L1 HA.
*HA B E - ARIE 24 L1 HA.
*HABEE - AREE RS LY HA.
s HAMIRE4E%S: IRETIHIAER - ARV, SAGH TEIPROEEAR ST T Mk
R, WIHERM, FHXEAAN T SRS, SNSRI T EH .
= A AMERTBERK
FHEEIRCE OS5 & & RE . SRS R A 2 Ji RS ) 3 25 L o
BRAEEAIR
AR IR OB 0 A () 3 o
ERFEFTHRIEN
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M EFE
1817 Snort 3 I}, K[| LSPUpdateServer SEAAR I F 4 7 781 0F0 2 235 AR AL IS
TR0 B R AR DU AH S VRN S o FEAR PRI 100 2000, (R0, Wil hn. MBR ek o i
FIRUUEE L 100 45, WIEE8 Cvkse it 52 3 M5 S o X3 Snort 2 BT, RAEAS Bontbd ).

EEZEHE, EFETM, EFKK
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SRS TR G SRR A B PSS TR RIS TP ik o 32 2y A0 P12 PR e T B I i
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ERMTITEZAE
4% S EUE A RGN P R BRI B, B0, B e S0 5
B L
AR T LR IR B, SRR L 515 T
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B g, Wa il g&EE > EFRERL.
T2 gl A EEEE (R ILEE) -

PR IR H I 4L, — RN R 4L, H I/ R B SR R T . fed], Ty
HAHALTHr RN, HAER BN FEARR SORFFHIH P LUBAZ A U 1P ik ]
JURUIP Ao “ R4, IXEWRAE FAEE thies B 5RO
ATUABAT LT #54F:-

© RS RRSEAN >, ATT S F AL G R B Az Ebr ] R . IRZFAF

HAT —RAI RS m ek, i, Ferems, M4, U TP Huhkas . (H SRS & F s
PRI -

s MEUREAFFEE

c ERMEERBAR S BB EE R PR A AR A AR R RS R A
Ak, SRR ATRE SR, T 2RE) Wb A B C AR . BRI B BB AL I R v S AR
AR T 2254 o

o ML g & T B MK R S AR R AN R R RS . BOAR AR L 2 FgE, HEEATLL
EREE, AREE 24 M 7R 1A AE6 AN AT, Sl BEX (Custom) AIE LA
TTha AN E: o H 15 I TRl 2 ARV .

o mlil FUS IR RERS, J0iac HBS IR R L vE & JIRSHH, MOt &z H g,
AT Ll iR RS (Filter) HE, FHHMER JEAS . BLAh, AT DLsidiad g e T 7 it Xk
JERS, BN RMIRLRER AT ARIDIEFIFITEAE R, WS RILIEFZ &S . 2 18 1.
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* FOBTINE YL A% VU2 Rl H A, DLR s ol T

KRN EE P = D YVA B )-SRV S R T SN = R AR R TN s ARIE RSP SN o 3-S50 Rl U K2 A
R —ANUERf . SEAMULEC. B, “User=admin” {74424 admin (19 7 Kk 1 944

T DS R S T DU R D7 ok i g BRI B AR RN, MR S .

R TEX e R
IERR T BN R TUE LI pERs . SRR PN e A . RGUR EOREEAT A Wik
BON I IERS, ISR S PO, BASTRINZILIESS -

REERETHEE
SRR I IE R, B LR R iy H SR B PR S S i DR E I 25 H
miig I, TiERs T BOR IO AT R AL A AR CBC B IE R TR . H0E, Ik
SORBUAT ISR A5 T it (K1
AT DO A5 HEBS NI I8 43003, 0K RUbRTR B B A A0 H B, %40 Habe T PRIZ,
I Won iy R R InEdIiERS

EERFTE
UEAh, O FTLUEN LU R A QI pEas : S 3 iERR T B W T RIER Ik R A 5T oT
2, (BTN LECE, R)GHZ Enter . A LU IELL T ICER . WHE, W TREFSEALH)

FAFME, AR u R AR AR

© BB - HARRALE T S EE A RS SRR e A IR e ) AR, (HIFEE
RUEIXFE . TREH R “EE A o ARFMRA N, ES WA
, 15 7,

s AP - KEFHERH P AR REH PR AR KRS EL: SYSTEM.
BAP - P AR FAERPE P Huhik . RG0S AP IP Hodil /& SYSTEM.

« SE4R 1D - SZARBEOE %K) UUID, 3X 02 —Fkbeas K HAS S 7455 5, fldn
8e7021b4-2ele-11e8-9¢5d-0fc002c5f931, JHE, ZH AT eSS, BFHE S HHAHENGE R
PSR ID, B4 1] REST APL @it A% GET M R 751 1D,

o KIRZIR - SARBRT R FR. X TP GRSk, SRR RRIE H L S 46 4
FR, tn, B4 % 444 InsideNetwork. XF T R G AR SEAA TR, (FEF- 2L 500 )
JUE SUIRSEAR,  SEAR SRR T SRR PR, i, B8 B iy 44 10 B AR b i
%4 “User (admin) Triggered Deployment” .

© SSAREEERL - SUREON R INRAL . XL RTIUE UH AT I AR, 101 Network Object.

DL o 25 A S SAAL) “type” {E, 7E APIExplorer HH A #5728, APT 28 AL # K
M7 R ANE I, AR ARG S A rh s AR, WIH% Enter 6
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B, PR AR T B SR A 20 X PR 7 U T BABE 2 . 2T JT AP Explorer,
A 2RI (1) FHiE SR API Explorer .

ERAT X AS K e
FERMIR S 2T IR I R AR PEAR I, AR LU M -

o FHFEIZRB R TC R ZR L A H 2 A OR KR, f#ilan, W “User =admin” Fl “User =
SYSTEM” ¥4 UL L AT — F 7 AL 1 4%

o RNAZEAIRIICEZ A AND R &R, #in, UF “Event Type = Entity Updated” F1 “User =
SYSTEM” X4 Y7 B &R e A% 2 H 2 S8 SR () 4

o AT HIRCAT . IENIZRIA T, 73 DU C B 5 1K) SOAS 7 445 H3 DL IC o

HMEMEMTIRELL ISR

R E M SR AL SRS B U ER BRI U 0 s NI E 5 32 7 1
XFEET DL o

o XFTEREARNY, O HE i AT A RISAT G S S PR TR S S A R L
o TSR, JX LIS 2 RS (R G TR G L B e R R RS T R S B A
FRAS, BT RESE XS B i A B ) A2 4K

UK

FWA SRR, AE e RS > SEREN.
FR2 g AP EZBEE (MR ILEE) .
-}JJ’:H:'/ER;3 (miio ) ﬁﬂﬁyﬁlﬁxt

o EE A - LB R AR R BIE R IUE L YE S

- ST B - M 0P AE ROl S S T S T ) QNI B . T O T AT S
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-
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< Deployment Completed: User (admin) Triggered Deployment

Summary Differences View

DEPLOYED VERSION

() Syslog Server Removed

Entity ID: 4al685d4f-311d-11e8-893d-cl548F450Fd9

syslogServerIpAddress: 192.1568.1.25
portiumber: 514
devicelnterface:

inside

) Network Object Added

Entity ID: b6dfd101-311d-11ed-893d-a302dbBbcile

) Network Object Edited

Entity ID: ddbcdde 11c-11e8-893d-5588b9285%4¢ca

value: 192.168.2.9/24

PENDING VERSION Legend:

subType: Network
value: 12.1.190.8/24
isSystemDefined: false

name: RemoteNetwork

192.168.1.8/24

zogEr |

Removed Added Edited

P S e At gt Aot ISR LSO G s m. (B« BB (MR bkt
Gl (OB o RIS AR 7S B A SR R . 7EMEARNL T, RS S S AR

AT AR bR . iR WIS B ) S AR

IFEET B AL IR e

A SRR 0 AR OB ) i B AN

UK

%’éﬂo

o ERTLUBGE A fr A B SE . R AR AL T h e X 1
Rt FAAERPIRE . 25, BnT DL EOR T 40 e & S k.

T sEM A E A EERE E L (Deploy Changes) El#7.
WHFAERF OB, RGeS IR AR e R

HIB2 KON E %% (More Options) > £ &R/3 (Discard All).

FER3 Rl AHE T I # E (OK).
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swigsnE ||

RGUK TN, BRAE S e T B SRR B A B I S . RS AR 1% H S s
OGP i

FHiIxFEE

PIR4

HTLL JSON #2040 AT S B E . T DM SR AT AR sl S o SR A s 35 i AT B
JERHACHR B4R i o

ToibR A3 NS BE A A B . IHBEA SRR G
WA ZR D SE AN D IR E A, A fE R

UK

18 % (Device), Ko & & EIE (DeviceAdministration) £ HF [ ZHELE (View Configuration).
M Ak i T B & (Download Configuration).

il 3RENE & B B (Get Device Configuration) i &6 8 SC AR .

WS Z AR T AN, B B NEEHRT— 48 SO H AR ST T E50H B
AL ST BE TR EL LA BRI ], R R TECE /N . R BT AR e H Z H &, sl e ik
[ GO, ELE S M e O AR

A S s R RT3 T O T 2B & 324 (Download the Configuration File) #4411 (59) #4314
TRA7 B T AR,

EIE RFETESE 0 BANBAE A P

TSR] LAy 265 s )l 97 080 640 P P A S A B L AR AR (HTTPS Vie)) o B8] LUK AN 55 2
A P e R VAR S5 3L admin J P S AER], BAMERT R P . iR, BOCiA R T
B BELAS V7 IR RN AH I bk

BRG] AT 2 AN W] DS SORC B A A0 e i B Pk, (BRI AN BRER XSS . 2 —
FSESECUN, rAT P RO (S O . BT BIE . B, 2N T RE S 2R AE ]I IR
BB A 5, IR B AN BRI R AT S G e T B

AL S AR P 2l WERE /N S THRIN S i BEhiEs . a2
PN, ARE SN 25 20 20 BhE A -

3BT LS g A8 CLI (Y] SSH U5 1) e B0 8 B4 AR AR AN AL o AEAL MU 1T, Bt
ASHEH P, DL T UG HA AT P, SEIUSOSEORA DT 1) o T 20 CEAS ML YA 1 05 v i 52 61
. Eradmin /7 24k, CLIA B8 FLES T 2 B AR A S ik o e AT o
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B izsems HTTPS) B AR ENDER (AAA)

A\

IR ARG A, G n] DUE R B ) AAA IRSSARAL, B SRVE P U R BB &
# 1P HuHE ) AAA JIR S5 s T G S 0 IO UEAZ ARG, SRAZ T 0 S8 70 B 1 ) o

DU 2 21 e e AN B e A8 B AP U AT CLL L D7)

LY A Parlax [=1=] L o= = 7

71 X EZFEIEES (HTTPS) A R ECE JMERIZ IR (AAA)
$E 0 LA AAA IRS5 2 HRAEX) W44 BEAS (1) HTTPS ViR BR o 3l T H AAA B 56 E A7
B AT CABRAEAN [R50 14 U il AR, A AN P #8384 1 admin 0K 7 6 5.
IXECHR ] P kA AT 0] B85 7EL APT F1 API Explorer.

T LGE I AE AAA IR 55 a5 BEEE B B BORSR AL T M G 7 1 42 (RBAC). 0 M ik 55
SRR Pk B A A, DA LA s A R B A O
HIJe {5 RADIUS Jeds ds FAERIBCE IR 5, Rn DUE T eRe 78 Ik ™, AREAT A5 BT 1]

RADIUS B R#2

BRI T A 10 ) il 25 1] (RBAC), 15 508 RADIUS JIR %5245 ERIH P IK P Bl X cisco-av-pair J&
PE GERIZZAE ISE ', 1fifE Free RADIUS HiZ @ PEHf 54 Cisco-AVPair; ik & RGPS L
IEWD o WAERD K FIERE SCILENE, SRR U e i B gs . LUR SR

ff) cisco-av-pair J& AT -
« fdm.userrole.authority.admin $& 4t 5 48 B 61 U5 0 AP « X 28 F P n] DA AT A HE admin A P )
PABRAT (1) I A #4E «

+ fdm.userrole.authority.rw $ it 5 J5 B o 388 F A7 LA AT i P v DLRAT (AT o]
1, B UGS E I E . ME—OBR G LT RS, T, fIERAK
Rty BEFZHED IR s Egs o ais.

* fdm.userrole.authority.ro 2t L BE U AU . IX L8] 7 ] LAA A AR RT G &, (HJCiRabAT
AT WER A 2 AT L 2 i iR R, FRWIBURAN AL .

UK

P AR E, RERKIKEHERGOEE > BIBimai.

WO T “RGBCE” (System Settings) GUH, H i i H s W E IR 18] (M anagement Access) .
P2 S AAA BEIEIR (AR ILE ) .
$IE3 flE HTTPS &k

« EIB/REST API BYAR 55 83 4B -6 P IS AR B FH AR 2 S BG UEYR ) RADIUS 45 a4l (T4 5
PR BT AAR BAH T P 83 % (LocalldentitySource).




| zgem

mE s oLl (ssH) A a oz (ana) I}

WHMAFAER S dvdl, BT WA AR SS 24l )T RADIUS, 075 2N REAN R4S 4%
{117 RADIUS IRE-285 %, BiXLext gnineldl CGe YRS 2B vl IBATIbERE) o« FHoR
RADIUS HI141{E S, 152 RADIUS R4 25 F14H .

s FRAARH SR RHITHBIUE (YR RADIUS) - WL FE41 T RADIUS Ij45#540, wILLHR
SE WA L5 AL admin 7 K RSB S G0l JEFELL R NI

 FENERAR S5 2R Z B - AR GEE Son AL YA A ] 4 AN E .
* TEHNERAR S5 28 2 JF - DU AMAEAN T ] SRS KU A B K I, A A A .
* WA - CRHERE. ) IAMERTA YR, PIEANGELL admin I 547345 5% .

EE WERIEIEFE A, K Bib A B 5 K Bk i Has o WER AAA JIRSS
WAL, BUERAE AAA RS EHICEIK )™, ORBBIUE fE R GTAMA -

PR 4 1R TF (Save).

BeE BUANEAE CLI (SSH) A PSR4 (AAA)

#AT LL AP RADIUS R4 2824t d s B4 CLI (¥ SSH 15 MAL IR » 3833 53 RADIUS & 43 5iiF
FZAL, 8] DL AN B 50 UF PR R BEAS R ) U7 I BLRR , 1 C /e R AR & B % Lo SR i A
K

IX e SSH AN ;A FL & i In) gt APT Al APT Explorer IR PR . -5 X SSH #ZALHIHLHIA
[A]-7- HTTPS V5 B FR AT 75 FORLH] . 182, %80] DUE & R 774 SSH A HTTPS #4211 RADIUS
P DME SR F - ar DO o A s ) R4 .
B2 SSH 5 e AR B AL T 41 (37 i) 4556 (RBAC), 7 50 8T RADIUS JIRZ5#% BRI ™, BLE
X Service-Type Jg@PE. DZAER K B Kb E e, RGeS0/ - 6k & 11 SSH Vilal . LA
N2 I Service-Type J& (A :

« EIE (6) $LLXF CLI 1 config U5 M) #ZAL. X EEH] /1 a] LIE CLI HEH BT 4.

* NASHR7R (7) BBRZ 6 LAAMRAENT 25 - Rt CLI (Y BRAS Wl Ao I L]~ ) A ] A i3
fir % (N show Air%) , T HEAa A s HE R o

£ RADIUS fii 55 & EAER BB Ja, T U e e K ™, BLdEAT SSH A B ).

\}

iR

T AEA M ANSNRIR P QI WEREIE TEE A, I IR E A TRATAHIR AU
BRo AR ] K A BRBUBU R AN RTINS TeR A HY AN RRCAS Y D (R A o AT A
Mo o ABURRAR R, ABUE SR ANIR], U F A P ) e ik 852 8 BB BT Y P I S A S
FP e RIMEE GG A A KRR 12, W SRASH AR P26 i A7 A2 A4 (ECE RS AN IERf, 3R oA A Ak Bl
G, WIRSNERIR A 6D IER, W SR D) -
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FHia Z |l
T AN R E SCRIRT P LUR $RAE, (AR AT 5 B i BT

AN OSSN, BT 2 BT (AR, ARAREIRIN G 2l H P KRR
BAT SRR, W RS N ERE UM BRI “ SV EA S 4.
TR LR S, 7

FIREH, R A EOCE K, Service-Type 52 ST P HRBUAE T 805, I P 4 i 2 50T
BAT SRR, HORE SIS DU ERBIHE R R RBBR 3 . 3 HOR S LU

hexih.

UK

1 AR E, RERKREHERGOEE > BIBimais.
RO T “RGIE” (System Settings) UL, N sl H s )& 18] (M anagement Access).

U2 Sl AAABLERIR (R R %) .
S8 3 i E SSH EREEI

BR 55834 - IR PRI AN AR E 2 S I UEJRY RADIUS k454 41 a4 FH P o e
(LocalldentitySource). A2 FHEAT HI AMER ALK RADIUS JIk 55 #54H -

WER AT RS we e, A B2 3T RADIUS BR 5 SR 4R e v B G i R4S S 2H . #0753y g
MRS 45 0 RADIUS R 4538 01 %, K IX S0t S B 20 G2 LIRSS S 4L a] LARAT e A
5% RADIUS iE4H15 B, 1555 RADIUS JIR4s 2814 .

VR, SSH RN FHAL T HIRT 2 MRS 2% WA T4l bl 2 3 MEE 2 RS 2%, &
G AR R IR S %o AL, RGNS 28 3R (8] Fl B ok ok W22 e B4 JE 17k
ERARH R RIEITHMIEIE - (R EIEFINBARS 24, W] LLFE 2 Wife] £ FH A 5 4398
KT SSH Vi), RGUGESAER A AN RS 28 2 B R A A 508 %

PR 4 R TF (Save).

Sk . Fobe o s .

S IgEESEE ARSI
VGRS > &3, 705 Y8 B B T B AU . B2 S i A T
S,
A IR 4 U, T AR LT P 2% . SRR i 44 R
BRER AT, T LA T AT T
RUAVE S TR AR, WA G THAI RT3 2 2 (1. B,
T AR Kk 20 40 BRI 2 1 Z0E 6.



fptd-fdm-config-guide-720_chapter8.pdf#nameddest=unique_198

| zgem

BAEM A RE Lasma e e ges s ]

R e B T R ANBE R K A LS 3 IR S8 s R, W (R PR B8E 5 20 Bk T
J AT BE IS TR) 45 RS O AT 2R o TR A i B HL IR, R A R T AL
BABUERN . GEER, X SSH A™, AT LUK SR E IR BUK o D

WURAT B, T LU A AR R R (O) ZbF P & R E A TS, B
SR AORSTERABUEIN B H T DAL R EE S %

ER &M HA & ERYSMERA P iR & SRR 17 B4R

U SR LA BEAS I HCE T ANAREAL, WK LS P AT LG s 31 vy m] F MR A 32 AN 26 e 60 (H
&, SRR T VAL, B ORISR T B I il B AT LR

MR EUCE R B B, RES QRS PR U AR . B, E R
SRS P A Bk b, AR e ORI R A

SUATHERRE AN o SEHC R D S 58 B e, AhER T A AT Sk B 46 T

BB U S P Ak B et o n] DA B (EE, W ETA g i s, AR
PIATIE AR A B

S B AEICL SR He R e

TEmT LLAE P O a5 B0 CLI U i) B HT ™ o IXAIK AN SR vF s el A BES T , AX fe 5 ) CLL
CLI X Tl e B AN M P AR H A H

AR IXMEAEZ AN B ERIEAHAT K BRI HA A O ME A CLIIK ™ .

UK

e T EA C EAS R R ™ 5 5% e CLIL

P BT AT A AR, A AL BRI ™ 6T LT A 4677 BT SSH 2
T 5 o

S PR R, Pl G 2 SN FXOS CLI. {#H connect ftd diy &3t @ Wit CLI.
QU IR

configure user add username {basic | config}

AT DU AN AR ) € SR P

* config- $R AL ] HCE VT AR o RSO IR T 1 P S8 4 B OURCRR, Lk HEmT LA N AT TG L i

4,

* basic - {R A T IEATTRBR . ILGOA SEVEHT P S A BB A 2

Tl

LUR 7R BPRZsIn—> 444 joecool HEATHLE VI MBI K o RSB GIN, A
Zi
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B > ey siAm Ak

> configure user add joecool config

Enter new password for user joecool: newpassword
Confirm new password for user joecool: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn Str Lock Max
admin 1000 Local Config Enabled No Never N/A Dis No N/A
joecool 1001 Local Config Enabled No Never N/A Dis No 5
R A F A PARATTAT LM configure password iy 4 B U i

PR3 (k. ) MRS BR IR R
TR LA HI LA fir & SRR AT 0
* configure user aging username max_days warn_days

BEE T # IR H o 1508 S i KATRORK, LA S B BB ) P A S s e B 80 )
TR MBI T 1 209999 Z 1), (HZE S RECA N T KRB BB IK ) I,
BRI

* configure user forcereset username
ST R O8I S e .
* configure user maxfailedlogins username number

BCEAEPUE M Z BT SOV R R IE SRS X R, BT 1 229999 2 [8]. f# 1] configure
user unlock i AR ™ o OB IRERIAMECA 5 RIESRIBCE 5

* configure user minpasswdlen username number
PR BNEI I, BENT 15 127 206,
* configure user strengthcheck username {enable | disable}
EVEE A BT R a O e > N DR S s e (L R S i S D P S N B )
M E|IAEAE ] T configure user forcereset 4, WIILEEKRSTER R & kB F 38 H .
TR A I T EAE P

FUP T RERBUE ALK 250 T R BT ZE MM R sl o oAt ) . A L R A & B R G
) EVAIL T

* configure user access username {basic | config}

SESUH IR AR

* configure user delete username

M BRAR 2 K

* configure user disable username

SEHRERIK S, AR LI ER . P Joiks sk, ERER Ik k.

* configure user enable username




| zgem

saxxnzg I

AR E IR o
* configure user password username

R P s . SR, P NS configure password iy 4 B B E LR
* configure user unlock username

SRR IRT i 4 e I 452 R ML S e B e B F) P 0K

ERBKH RS

g A, w] LAEHT A e RS
KT LA R #RE 2, @n] LAAE A reboot B shutdown #7430 5 SSH 2588 % 445 48 CLI #5451 & 3
ATIXLLAT 55,

UK

Mg &, RERTHREGE > EMEN/KE > #ik.
R C&f T “RERE” i, KA HX T ER B s/<H (Reboot/Shutdown)
s AT T AR D Re ]

* EFRE - RV RGSAT A IER, AL IER A g R, WA DL R BB . B
b, ATREA LA R AR RE SR FOB R Sl a6 LLED R IN R LAt

© KH - KRG, LLEEHIDT SO . flan, dn R AR N 2 iR ie & (i, O 1 B3
W), W COCH” R, R, AT LU T O BT TR

SRR AR TE B
R B KBRS T R G, TEERT KBRS HIN BB RS R . BOKE FILL TR
System is stopped.

It is safe to power off now.
Do you want to reboot instead? [y/N]

FUB A S EOC I R GE, ToIAAE RO AT B As B0 CLI P HuAT Hofh 1

TR A SN, A BERS DU N AE A Al e O HT, RIS RS SR T . W RAE T A 3D
SEIRZ AT B DU, W) Web 30 S5 28 nJ BE 43 TZ A 1] S ) W4 BT PEES Web RSB IIRAIR
[F] 503 Bk 404 1% .

R, RGRENGTIEMNY, RO S 404 5% . R IEW AR, BOYRSE KM T RS,
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RS HE R

PAUR R — S R G R ABEHE AR S A D RE . A OO0 Re e DR (s il 42D REAT wbe HE R (45
ISORRTEE IR IR

Ping ik DU & 1%

ping & BB Ay A, 0T T R M A5 A TR SRS LR AR S B I, I IR HE AR
IR TAE. SR, 7Ewe& BIsAT i A S ms T fe S BRI e SR A I e s ol ol e 4 . A mTl
THHTIT CLI #54i & 308 sk ¥ %% CLISRAEH] ping -

)

AR T RGO, BT UEGRI T ping HUbERE 0 U O AT IEAA K dr 4, DI A B
MRz, BN, FRGebZfehsiiid e B O s ) RN IR 55 4% AR U8 ] ping system
AT MNRIERL . W ARAEH] ping,  WUINGK 2 BE A5 8 1 it Dy ) kb, XA REAN AT 2AT [ ) 45
Ao

1EH ping I ICMP £8s il alig sz . i RIE I 4545 11 ICMP, 1] LA TCP ping (I T8
#1 ping) .

a5 0] LK TP bkl 5 4 PR 0144 (FQDN) 447 ping. X% FQDN 04T ping, k55 BB 11 6 Bk #2
FICE 1) DNS R4S 28 A0SR [B] TP Mtk 0420 3 B4 1R 10 4 JI AL E DNS R4-%%.
FBAT R E B LG E DNS s 4%, 15 dig fiy 2 Ar4k 45 2 FQDN [1) IP Hhhik.

PATR 2 ping P2 bk 1 = EEE I
BT E TR D ping Hbit

1 Ff] ping system 4.

ping system host

LA BUE TP Huhl sl 584 FR e 3844 (FQDN), 5] 41 www.example.com. AN [r] =i i Zdfi 42 O i3k
AT ping #4E, R4 ping WA BIATHEL. ping #AES ST, BB Crl+e ¥ HA 1k, 4
.

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.

64 bytes from wwwl.cisco.com (72.163.4.161): icmp seqg=1 ttl=242 time=10.6 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=2 ttl=242 time=8.13 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=3 ttl=242 time=8.51 ms
64 bytes from wwwl.cisco.com (72.163.4.161): icmp seq=4 ttl=242 time=8.40 ms
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms

>
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ping st stk isiz I}

EMEEHRR, BIEFEZO ping Hik

\}

] ping fir o MBARE ARG BREAT HR AL BHLRIEE 1o DIOIXE AR GEIE W B s 17
2o P AT 5 206 AT I

ping host
ol

S

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

iR

BT DR R AL HdE N R ORI BT s . 7R CLI A A3 B o
772 AT LI

B E SR O ping Heik

0 T R s i B R R, T ping interfaceif_name dy4-. I8 AT LUty
A g W, AN RESR E R L

ping interfaceif_name host

it :

> ping interface inside 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

£ TCP ping, @i #EIZE O ping ik

i pingtep 4. TCP ping &i% SYN H#atl, W HPRRIET SYN-ACK F L, WK
ping T1F T 2.

ping tcp [interfaceif_name] host port
TR0 7 EHUA TCP i H .

Tk PR E R 1, B ping MR, AR AT A0E ping 41 o IS ping 38 A 1
.

TCP ping & 1% SYN %840, WiR HARAIE T SYN-ACK Hiate, WHAK ping B8 T zh. #i
.

> ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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iR

BRER E A 3%

BOLFTLLR E TCP ping AN . B VHONYEHIE . 7E CLI "P A8 I BhFa 4T 2 & W I iE
T,

WA 1) HEAS TP bk A e B 2 ), m] DABR B ML th DA 2 I 45 % AT 2 5 A7 Il traceroute
(1) A D7 2 MG R H 1) H AR & 1% UDP i (0,803 [n) H bR 3% ICMPv6 [BIN: . 384T H FRofid e %
25l ICMP Time Exceeded ¥4 B\, FF 1] traceroute R 1514 1R ST MR = Hdsfu,
R TN 5, S8 R RS s R . 8T 4T CLI 45 5 805 5% 4% CLI RAY
il traceroute .

)

P

bUbuR ¢/ 7z AN (traceroute) ol I R 0L B Z 1D (tracer oute system) BREEES A P dr & o T 45 b
I ERI a4

L] T i R R R B AT REL R

ML S 152 AR

k

I R PR AR HAC B0 00 14 o o

nn msec AR GBI AR I ) (LB R BT
IN. TeiZ Vi A ICMP 4%,

'H ek Vi ICMP E L.

'P ICMP thill AN Al iAo

A EIEZE L ICMP.

?

A5 ICMP g,

1B E B B O IRER S R

1 | traceroute system 4.

traceroute system destination

FHLATLLJE IPv4/IPv6 Hihik sl e 4> P 2 5844 (FQDN), {941 www.example.com. i 41:

> traceroute system www.example.com

traceroute to www.example.com (172.163.4.161), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.213 ms 0.310 ms 0.328 ms

10.88.127.1 (10.88.127.1) 0.677 ms 0.739 ms 0.899 ms
lab-gwl.example.com (10.89.128.25) 0.638 ms 0.856 ms 0.864 ms
04-bb-gwl.example.com (10.152.240.65) 1.169 ms 1.355 ms 1.409 ms

wan-gwl.example.com (10.152.240.33) 0.712 ms 0.722 ms 0.790 ms

g W N
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wag-gwl.example.com (10.152.240.73) 13.868 ms 10.760 ms 11.187 ms
rbb-gw2.example.com (172.30.4.85) 7.202 ms 7.301 ms 7.101 ms
rbb-gwl.example.com (172.30.4.77) 8.162 ms 8.225 ms 8.373 ms
sbb-gwl.example.com (172.16.16.210) 7.396 ms 7.548 ms 7.653 ms

10 corp-gw2.example.com (172.16.16.58) 7.413 ms 7.310 ms 7.431 ms

11 dmzbb-gw2.example.com (172.16.0.78) 7.835 ms 7.705 ms 7.702 ms

12 dmzdcc-gw2.example.com (172.16.0.190) 8.126 ms 8.193 ms 11.559 ms
13 dcz05n-gwl.example.com (172.16.2.106) 11.729 ms 11.728 ms 11.939 ms
14 wwwl.example.com (172.16.4.161) 11.645 ms 7.958 ms 7.936 ms

@0 J o

e}

BT IEE ORI A
¥ F traceroute #ir 4.

traceroute destination

R R B FE TGS DNS %528, LRI LUE IPv4/IPv6 Huhik ok oe 4 IR e 144 (FQDN), fin
www.example.com. WIHEH AR E L ORLE DNS R4 2%, 15 H dig & &4 % FQDN i)
IP Huhik. 2.

> traceroute 209.165.200.225
Tracing the route to 209.165.200.225

1 10.83.194.1 0 msec 10 msec 0 msec
10.83.193.65 0 msec 0 msec 0 msec
10.88.193.101 0 msec 10 msec 0 msec
10.88.193.97 0 msec 0 msec 10 msec
10.88.239.9 0 msec 10 msec 0 msec
10.88.238.65 10 msec 10 msec 0 msec
7 172.16.7.221 70 msec 70 msec 80 msec
8 209.165.200.225 70 msec 70 msec 70 msec

o U b W N

\)

AR BTLUR SN AR A B e, TR AME traceroute YR TP M bk B %
Mo AE CLI G IR B HR7m 17 2 2wl HI Rk It

(i & E/RTERER S R L

BTG OUS BB B A 2 e B R % B s R e B, R S 3 et i ¥ o6 ) e £
AR A, RGNS ICMP AN ] B R BRI . S H Y, Sb Zi B e B I i )
25 SRS UL AN HoA 3 TR ) FlexConfig X % o

A RMSS FE TR I A TTe, ES 0 (R ASA RVIPKESRCESR#DY » MhER
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/
products-installation-and-configuration-guides-list.html.

\}

AR WA, RESEFTTL N 1 MEWRE, B SIS NER, mrfEnizidis
ARt B K TTL . 15, 8t (514 OSPF hello il tl) KiXAf TTL =
1, Rtk 2 A7 R T RS S EURANE A 2 LSRN, 1 R eI,



https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-firepower-services/products-installation-and-configuration-guides-list.html
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B sessramennt

UK

S A& > SREET N HEERE.
P2 “RMELE” HEP IR s FlexConfig > FlexConfig 3 5.
FIE3 QI TTL KX % .

a) ikt + L LA BT B

b) AXREALTR. W, Decrement_TTL.

o) TEREMRGnAEAST, AN, AERgEE.

icmp unreachable rate-limit 50 burst-size 1
policy-map global policy
class class-default
set connection decrement-ttl

d) EEUGHRRIRAAE S, S AR I G i
IE AN A4 R AR EEAN N A i LAHE A IR ) 7 RIS RE 5t 5 BEAE IR AR P 78 hiix

I BRAR A 7 45 M FlexConfig SIS ERIERT 52 CRBE L Ja BRIy, LR ANl i) o 2 301 1) o
AT CRE PO B Z R

PRI, FEA RGO RARCA -

no icmp unreachable rate-limit 50 burst-size 1
policy-map global policy

class class-default

no set connection decrement-ttl

e) MiiEMRMEN S,
PR 4 KRN 3 FlexConfig SI& .
B {E FlexConfig SME HHIE RN %

a) sl H3 ¥ FlexConfig 5 R .
b) fEAAIE S g+,
c) I&#F Decrement TTL X%, A5 AfE.

ZR 45 3 I B AR AR R ) i & B T . I UE S A BT G a4
d) HiRTF.
TS TIAE T DA S5 S s
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ntp s [

NTP & f& HE R

RO R BORIEROET, AR RUL S A SRS, SR DA (R
BRSNS R (NTP) M 95 2R R S0 4 R A T SR 00 L5 .
B BIERE I LS AR (Device) SR NTP IR B IIE B A IdRA 2 e
SO, UL R ELI IS5 B (B AR B W R R A7 COROULAE — NI D
LD T B
CEGE RERE > RARE > NTP LREE S A NTP S B, R RIE S =4
NTP J5 2, LR LUK P

o WORAE BEEE O TP Ml (FEIR & > RFIRE > BEIZEO P E X 5 NTP k55 4 2 [ 4778 P 2% it

o
o RO M OGEEHE R O, WERBOARS hi A TE AL, AT AR & > BEE 10 & B NTP
Ji 55 s (R AR e e

s WURICE T R H ORC, TS ket CLL, JHEH] ping system fir &1 5 &4 NTP
JIR 55 4 2 IR A5 A7AE P AR B A
o ok CLI, JRAEHLUR fir A 2 NTP IRk 55 4% (1R -

* show ntp- Jhfir % 78 NTP Rk 5585 (MBEAME T I vE. Ho, B i Bias Hh iIE sk
AL SRR, P BL a2 1 s BLRGEBRIRAS B K s T REA7AE A — B
HuT7 . BN CLI F2H & A bt 2

* system support ntp - L2 EH5 show ntp % BLEFRAE NTP iv4 ntpq (iZ a2 id sk 7E
NTP i) 4t W #E60IA NTP [0, 1w thm 4.

Pk “Results of ‘ntpq-pn’ 7 #4r. B, EeIRESHE BISARIWT NI -

Results of 'ntpg -pn'

remote : +216.229.0.50
refid : 129.7.1.66

st HE

t tu

when : 704

poll : 1024

reach : 377

delay : 90.455

offset : 2.954

jitter : 2.473

FEAGIH, NTP IR55as bl 1 + R VE R E L # o BLARIARL 5 * Ros 2R (K [R5
XFREAR

NTP J& & 579 #2)5 (NTPD) I SRS S5 AR P K A 01 T sl e 1, JFEE i — AN,
SR AR A I B P SE IE A OIS S R SR IR T el o RS, NTPD e EiREL 2 (f%
A IR AR AR IEIR K ) o WAIERIER . F A s g5 s 8 S 30— a4
PREANERAELS, WA b BB RIE IR . T H., IR BUN ) 5 4 2 58 1k
I bl 2 M i 57 4 B % 0 AU S I B I R SRR P, I T RE 2 7 B/ NI PR I 1)
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\}

ER W refid & .LOCL., JWIZRHINEAE— AR A N B, RS
SUAE LA H I ok e i (0] o G SR BT B (P 0 55442 .LOCL., I #4555
AR IR 208 NTP &EHhr bt CRERD) o B A IE1S, NTP
WA LOCL. iEFS, Xl NVIC & 48 /b = AN IR SS s 1 Js DR BT 7

AE RO HEFR DNS # &

WZRBCE A /DA DNS R 55 ae (I8 B A o 5 B2 IR G5 e ok m E R R R VP AT L Al e 3
B (W GeoDB~ BLNIAN VDB) Z5flRk55, AL FE A o 28 A AT AT A5 50

fic & DNS HR4sasdEm Wi, TR AEYI AT & & N5 A\ BT DNS IR 45 85110 TP hhik. Bl G ol 7Ei% &
(Device) > R%i%E (System Settings) > DNS AR 5528 (DNS Server) T iFE4T 5 M4

HE, T ML ) sk DNS H45 25 A S 18, R RES TCIEMNT 22 W e 4 (FQDN),
WA RIN R G IO I ) DNS k4545, 1575 18 LU N B ER UM TR UL a8 5733 2 3 i I DNS

i) R o
iz

P M AL
a) i SSH % 5% #% CLI.
b) i\ pingsystemwww.cisco.com. WUREESFRAFIRMLT T “RAMFN” HE, KRG ITCIEMEHT
B4, R ping BRAERRT), 0B EI#YE: DNS IEW TE. (3% Ctrl+C 45 1k ping A4 )

> ping system www.cisco.com
ping: unknown host www.cisco.com

S S E ping £ 4 TR system SCHET. system YRl 5 P HUBHHUAT ping B
18, ZEOWSFHE L DNS R4 25— 0. U5 i) www.cisco.com HJ& — AN
HINER:, BRI TR RNZAR S 25 10 B B DASRAF R Re 14 vl FOBE 7 o

PIE2 ARSI O RCE
a) UGN TR & (Device) > BREEIRE (System Settings) > &383£ 0 (Management Interface), 5
WELLF A WA T, SR G S BN B o e Gn A8 o 0 B b,
PSR ER TR
o BRI 2 R OC TP HHE 2 E A . U R R B A G, e e P R I A
o D SREORAT FBHE B L o R SG, TEIGUE R BE TP Mkl 1 AR AT O TP HhEA F T
E8
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b) KR A& (Device) > RFKI&E (System Settings) > DNS AR 5528 (DNS Server), FF¥iF /&5 iF
TR & DNS HR %5 %%

URIEAE MU G5 et 3878 T T RES AT LUE AT 9 DNS e 55 2412 i 2 2K
) WARBAT R D G, AR A P A i i

BT EE 0.0.0.0 SR BEBRIARS 1o 21K DNS iR 555 AN REAEHIER ARG HR K 0%, S5 mT RERT ZEAAM
B o XA DLEEA S hy P K

IR H DHCP SREUAMTEE L it hl Bk $¢ (£ DHCP 3REXZXIAB&H (Obtain Default
Routeusing DHCP) 1E, ERIAES H 75 B BASH AT WL, A SSH % A\ show route % iif
SETAFEIGE A T 0.0.0.0 MBS B o R T IXEAMTHE BN S, 0T Re B 2K FE M5 It o
GEH R &> #ED AEINBEOMELE. D

o WREAEANEE D AT S 1P Mkl B N DHCP SRECERIA RS B, W P& & > Bl
EC 2 BRIA S H A8 T IR AR R %

U ARICVEIE R ERIN B D7 1) DNS g5 a8, W25/ & B 500 L€ SO it e TR, AN
FREMZ R EHEOER B R GBI LE) AN, P RGEnT LA B 3 i 21X L8
%.

BEAh, SRR BAT B A B HORE AATE IR 55 2% (U A R 51 3 AN IERR KR 1 .
d) WEREE AR A AERAE S, 5 DA Bl 25 28 B OS5 A5 58 52 o

e) HFNNA ping system www.cisco.com. R ] AT SRAEAE, REEHAT R
$IE3 {r SSH «xif, A dig www.cisco.coms

« Wi dig #5/n T 3REL DNS RSS2 MmN, (HARSS 2SR ABIHAHR, IXE KA, DNS S IEAIACE ,
{H I T 1) DNS IR 4528 ¥ A73E T T FQDN (bl . AR %t NXDOMAIN IRAFE 7R Wi i w2
PLIF LT WA

> dig www.cisco.com

; <<>> DiG 9.11.4 <<>> www.clisco.com

;7 global options: +cmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 43246

;; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 78blc6b2b3ef5b689fc2£65260db9e9036a7d9fefb301943 (good)
;; QUESTION SECTION:

;www.clisco.com. IN A

;; AUTHORITY SECTION:
. 3600 IN SOA a.root-servers.net.
nstld.verisign-grs.com. 2021062901 1800 900 604800 86400

;7 Query time: 13 msec
;; SERVER: 10.163.47.11#53(10.163.47.11)
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;5 WHEN: Tue Jun 29 22:28:43 UTC 2021
;; MSG SIZE rcvd: 145

RERAR: EXMIEO T, BTN E AR DNS s ay, BRI CHER RS, L6
iR AT T AT ) FQDNG  JEK AR S ) 109 20 A5 P D3 ISP, SRR T T8 0 4% 1) DNS Jile 55 24 1) TP
fik.

o WA AN, REUKJCIEVs I DNS JIRS54%, 89T DNS k554 H i3, JoiEmps O
KR BUXFME L) o REEH T R —2,
12 4 {fi ] traceroute system DNS server_ip_address fir 41 551 DNS IR45 5% (1) % 1 .
filhn, Wik DNS 45 #%°4 10.100.10.1, %A

> traceroute system 10.100.10.1

N IE R R I AR

* BRERES S OF 218 DNS k5 as. fERXAMGEOLR, SChr EAZAEIE R DNS AR5 as i h, HAR
GEnl LLYT )iz e ds as . BRI, A ARMIEs i im) e (0, f 2R R, 2RSS 4% 0 DNS i
SREATIRAF LY o

FRIRTFTE: AIRE DN WY i R A A0 i 4% 09 K 43 2% 57 UDP/53 Jitte, X2 ] T DNS i H o
AT DLV FLAth b 45 B A0 22 1 I DNS IR G54 o IXAP ) i PSR T DRk 405 2 e MR A 1 B
1bd, JFERR RS A RE S U U o

PRI RIS —N 9 s CVE VT ), FEma S 3R s

3

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets

l * ok  *
2 * ok  *

3 * ok  *

(and so forth)

RFF: (ERXFH T, RGAFAEH R . 260 958 IP ik 44T ping system. 4 f .2 Hif
A BRI G TR IR BERE DV ROBCE, ORI B PTG A P SRS

ERER S AT LOB I LAY R 25 A AR Al AT %y, Ema i b B

> traceroute system 10.100.10.1
traceroute to 10.100.10.1 (10.100.10.1), 30 hops max, 60 byte packets
1 192.168.0.254 (192.168.0.254) 0.475 ms 0.532 ms 0.542 ms
10.88.127.1 (10.88.127.1) 0.803 ms 1.434 ms 1.443 ms
site04-lab-gwl.example.com (10.89.128.25) 1.390 ms 1.399 ms 1.435 ms

* kK

* kK

o U W N

* kK
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FRRFAF: XMEEOLT, BB e G — D AR BT R IR RGE L, DR
TR B o B, WURA AR AN BCE EAT DNS 55 4 B 1, 8 2B
WG, sOIHE A CRER S dr, A f AT DORE R B ) DNS S5 & (102 4% o

537 CPU FnRTFHER 1R

BEEFH K CPUR NI RAHAE B, IHKIGER SR> RS, KRG &K CPUR “Nir”
SIEK] . IXEeE] R EoRilE CLI 8] show cpu system F1 show memory system iy 245 145 B .

BT TF CLI #2541 5 8008 5% CLI, I8 0] DI IX ey & i At R A A B SLAh 5 S . Jl %, U 2448
FH AP A I TR SR (0 ) R, 5 28 R AR SRR (TAC) 24y, A ARG R. HhisF
LM B E Y, T8 TAC LR .

DA A2 R mT LIRS A ) — 28 2 i, JmT AAE IR Firepower J8UW Bl iy &2 2% (MUAEDN
http://www.cisco.com/c/en/us/td/docs/security/firepower/command ref/b Command Reference for Firepower

Threat_Defense.html) 4% 47 X Lo iy 4 (¥ 50 2 A4 L
* show cpu ‘W &k~ [fil CPU A I L«
* show cpu core 734l i 7n B> CPU #2048 FH G L
* show cpu detailed /R ILAAREAMZ O K A PRI CPU A IR 6L
* show memory {7~ HCHf 1~ 1 P A48 AR O

)

ER RO (ESCRIERD FESLAE cpu B memory Ay AW BT E AR D AE . X el e HAEZE
TAC 2 #irf#i .

R FKEFERAEME B BT LUER system support view-files ar 4T FF R4 H & . iHER A
BHIEARSCFR 0 (TAC) M il BN A F e iy, DU ABAT TS B S8 AR By 4 A 0 0 B 36 B A AR
AT R T S W3 K S e S D U RS NN i RS R SR T
© BHSCHFH, W N H 4RI Enter .
o BEPERAE SO, ARSI R s, ARG RGBS AL . THBEASEREAATE,
HHER XA KNG . OIS s FSHIRAN, Bl 5 18— R H T TR R R H &
* & --More-- I, MW &L T —WHERH; % Enter #NEE T MHELH. #lIAH
SRR, MR ERM, —-More-- T4 o HEK KM E EHH 21D IR EER
FEEANEE, BEMCrI+C XA AEXHBRHBS.
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W B RE H ST LUE S B I &, 48 tail-logs iy 2 1M HlE system support view-files.

PL R 7R Son i) 25 cisco/audit.log SO, 1% SO T ERER R 405

S ARJEFIH 2R H % N 1S

> system support view-files

===View Log

s===

Directory:

cisco

mojo
removed pac
setup
connector
sf

scripts
packages
removed scr
httpd
2016-10-14
2016-10-14
2016-10-11
2016-10-06

<list abbre

/ngfw/var/log

kages

ipts

18:12:04.
18:12:04.
21:32:23.
16:00:56.

viated>

([b] to go back or

[s]

Type a sub-dir name to list its contents:

514783
524783
848733
620019

Directory:
2017-02-13
2017-02-13
2017-02-09
2017-02-13
2017-02-12
2017-02-11
2017-02-09
2017-02-13

([b] to go

Type the name of the file to view

> audit.log

2017-02-09 18:59:26 - SubSystem:LOGIN, User:admin,

2017-02-13 17:59:28 - SubSystem:LOGIN, User:admin,

5371
353
326517
1018

/ngfw/var/log/cisco

22:44:42.
23:40:30.
18:14:26.
05:24:00.
08:41:00.
11:58:00.
18:12:13.
23:40:00.

back or

[s]
Type a sub-dir name to list its contents:

394907
858198
870361
682601
478103
260805
828607
240359

472
903615
0
1024338
1024338
1024218
958438
6523160

([b]

SMART STATUS sda.log
SMART STATUS sdb.log
action queue.log
brl.down.log

to select a file to view, [Ctrl+C] to exit)

cisco

audit.log

ev_stats.log.0
ev_stats.log.0.lck
ev_stats.log.l
ev_stats.log.2
ev_stats.log.3
firstboot.ngfw-onbox.log
ngfw-onbox.log

to select a file to view, [Ctrl+C] to exit)

s

to go back, [Ctrl+C] to exit)

2017-02-13 22:44:36 - SubSystem:LOGIN, User:admin, IP:10.24.111.72,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin,

2017-02-13 22:44:42 - SubSystem:LOGIN, User:admin,

B 7ae=

AR SCAFFIRE SCAE TR

IP:10.24.42.205, Message:Login successful,
IP:10.24.111.72, Message:Login successful,

Message:Login failed,
IP:10.24.111.72, Message:Login successful,

IP:10.24.111.72, Message:Unlocked account.,



| zgem
eyl |

<remaining log truncated>

B B B = HERR 32

FEARAZ IR T I, SERHER SRy (TAC) A B AT REZR G IRAC AR Gt H il B o X 2845 BT 34 1)
ATe Wi . TP, BRAREOR XL

LUR PBRRE A 21 T Al G AT R B2 St

UK

TB1 k&
SER2 AMEHIRR T, AEKEIRXHREREROE XY (R AEald—m3ef .

RGUKTHRE RS WSO BmT DU AL T, AHR AN EORAS . %S HES )5, &
TR SR At AT I 18] K T 4

PRI HiZCMES A n, AL L.
ARGURAR T 0 0T & (AR HE N BTk, RO R AR AR

A ERBNEBES

PAUR R A RMERAT, BASEEHITIOERANE . XL R A Rl R i e . et
ITIX LG AT, VS IR B B [ 2R M 2t PR I TR 55

BB B KRR

JE A 75 KB T AE e e A BB IR R B AT e RS KSR R B KRR, P i R 3
fE— Bl 1 M ENLRIERA RO, 5 —T5 i, IEWIR KBRS 2 SRR K, ARG T “ M 4in
AR B “BRIERT KA AL b SR AL B

AN Vo2 PR ORI R AN, WR T AR IR R IE4T 1% 8%, ) DUSE ey ok it
o THAAEA] A B O BB o AHS, ST LOREIZE WA 4 B4 o B R, AR R B A A
Mo AR LA T (] AT e B b i PR o) o

T HAT AL Z R B, AL 0 ] e %6 CLI B ik
LAUR B BRI 41 T A P AS A7 B8 sl S Ao FH AR st A PGS I 2 o B 5 5
A

AR R KRBTSR BRI E, PRGOS E .. (2, &8 IP b A ENLA R A
A2
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zogEr |

FHia Z |l
IR EHAR D EWIR, TRIE 2R ALy, S S KR
WSRJE ) T AT D REVE RIAIE, A 20 SEAE DL B A Fh AR EATT, RJA A REMBRAS LS LS AN D)

WO AR, BN, XSRS IH S DR e A B A TP I 4% . 1E S A H el ZE
JithTLEO

WS B CRCE A m HINE, R S v B (2RI RED i configure high-availability
disable fiy & Wiy nl I PERCE . BHARE DG T, AN e vh s ml

UK

i SSH %/ imd ] 5 &R | P #udik (3% 4z, A HAECE CLI Us ) BRI 7 446 s e 4% CLIL
%l admin B 744 .

PR IP Hobbw, 54T IR . (] B R LA, ST DLk PR B 0 B TP
HWHEE M . HIE, DLAER “FH” P#iug OAE H 1P Hhbb R CFRE H& & .

TR ICVEE B P 1P Mk, IR DUT )
o Bff DR H A P g 113 42 B IR B As AT (M I 465

© BN P S BCE T B IP IR R OG . A R BRAS T, {R & > RENRE > EEEO
bRCEBERIN SC.  (FE CLI ', {#H] configure network ipv4/ipvé manual #iy4. )

iR B DR AL P A1 B A DG AE D0 8 B2 TP btk o A PR BRAR I, AN RS Bl I AE M
Ko

BN A O IE A, I HLAE T R A 2
a) ZHAHE R, Ht A E A
AT B RS, TCVE T By kB ] configure manager delete fiv 4 m] R FE 2%

> configure manager delete

If you enabled any feature licenses, you must disable them in
Firepower Device Manager before deleting the local manager.
Otherwise, those licenses remain assigned to the device in
Cisco Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>

> show managers
No managers configured.

b) KB KA O &
configurefirewall transparent

i
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¢)

d)

a)
b)

mumises [

> configure firewall transparent

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.

B B R A B A
configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} regkey [nat_id]
o,
* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} $& & & Pt 4 10 & # bt 1
DNS F P45 IP itk (IPv4 o 1Pv6) o Wi EFE O eik Hi G0k, i H
DONTRESOLVE. i f# /il DONTRESOLVE, W72 nat_id.
* regkey &[] B B LyE A I IO ME— BRI A
* nat_id & /5 B 0 5 R AR AR TP AT R T A B - A A e . R LA B
4 DONTRESOLVE, IHJ5i Ay 4 47137
B, FELE 192.168.0.123 AME X HLAS, HMEHIN secret, WEHALL NS E

> configure manager add 192.168.0.123 secret

Manager successfully configured.

Please make note of reg key as this will be required while adding
Device in FMC.

> show managers

Host : 192.168.0.123
Registration Key HE
Registration : pending

RPC Status :

ok g ORI I .
ARHEAE R, WS & LELA )

SR 3 LB YIRS SO s AR SO RO A B, T3 T L T 34

M B TR

Vi i) U AR B4 LI, pidff FiHl G .

HT T S OB BRIC AP B 1P MU BERE M N B, P AR, T RE S R 54
P IP HuhEf¥) SSH %4z,

KB KA Ok

configurefirewall routed

i

> configure firewall routed

This will destroy the current interface configurations,
are you sure that you want to proceed? [y/N] y

The firewall mode was changed successfully.
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EN—|

A

zogEr |

d) A PGS .

configure manager local

Bl .

> configure manager local
Deleting task list

> show managers
Managed locally.

BRAE, fa0T LIS ] Web 3% 24 7E https://management-| P-address 17 B 7 JT A i &5 7 2%

IR TR, ST LR RERCE R E N BOARE . BARICEHEE R, HMERAZS N
RS T BRI E

DRG0, TR TR E RS HRIA. EERG L, BHEL
AR mIA, RIEA REHITIKE .

FHia Z |l

SR AR DD REVFRIIE, AU SGAE B i By A e, R A REMERA AT B 2s . &
W, IXAEVFRTUERS S IH 2 o s JEORHRE e AR BE & T B0 # o 1SSt Y 48 Y mT VPl

R B CRCE e I, Bt e s B s (R eI RE) =l configure high-availability
disable fir & W7 sy o] FMERCE . FARGS LR, AR e v b s o]

g2

{§H] SSH % P w41 1587 31 1P bk (1)3ZE 42, A0 A TG B CLI Vs i AL PR R H 7 44 36 5% e #% CLIL. 43l
I admin fH /1 4.
1 ] configure manager delete #iv4 7] MHIBR 5 F 2% .

> configure manager delete

If you enabled any feature licenses, you must disable them in
Device Manager before deleting the local manager.

Otherwise, those licenses remain assigned to the device in Cisco
Smart Software Manager.

Do you want to continue[yes/no] yes

Deleting task list

Manager successfully deleted.

>
> show managers
No managers configured.
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IR 3 CE A B .
configure manager local

Bt

> configure manager local
Deleting task list

> show managers
Managed locally.

A, #50T LLAE ] Web 3% 287 https://management-1P-address {7 B 4T TF A HBAS B 28 . T BTG E )5
RASPORIETE B A LB ) T

Cisco Secure Firewall 3100_t B4 #iFHk SSD

WEREA WA SSD, Ef ISR A SN T RAID. B k3% Ja shiF,  #0] LAZE CLI EAT L F AT 55
JEU BT A

o Ptk b —> SSD - 2R SSD i Hlfkbe, Rrf LI R, WAREA 4> SSD, U
TCIRAE B KGR TT et P4 FLAH R o

* MBE—A™ SSD - T RAEH WA SSD, 1] LU ER—1,
o WRINEE AN SSD - W M —4 SSD, 1] LIS NS — 4> SSD /i RAID.

A

AR EAEARMTICRE T A RAID R SSD IS IL MR A B . W e 28 22k

UK

S MERILH—4 SSD.
a) M RAID 7 SSD.

configureraid remove-secure local-disk {1|2}

remove-secure JCHE 7R A RAID HIHER SSD,  AEH] EI s i 2hfie, JFxt SSD AT & 4Kk -
R A AR RAID MBS SSD Jf PR P4 ANAE,  mTLU#H] remove K HET

5l

> configure raid remove-secure local-disk 2

b) ¥ RAID KA, HF| SSD AFEI/R{EE R,
show raid
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M RAID HlHER SSD Ji,  RHRAEME Al IRENZARZS K 0ol R S IR AN TSN A

i

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1
Read Errors: 0

B 7ae=
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Recovery Start: none
Bad Blocks:
Unacknowledged Bad Blocks:

c) MHLFEHEH SSD.
$I82 7N SSD.

a) Kt SSD WERVS N34S H Al
b) ¥ SSD ¥ hnEl RAID.

configureraid add local-disk {1|2}

H5 97 SSD [Al 2L 2 RAID AJ g its 22 ) LA/, AESEI IR By K G 58 4 E s AT . 8L ) LUFH A
2, KA R B dkst. {EH] show raid fiy % W Ras.

I R 22 r) SSD LARTAE Sy — R Gt B, IF HAME THUSIRE, ERA LT 4
configureraid add local-disk {1| 2} psid
Psid E[I7E SSD # HIFIARSE Lo 80, BT LAFDET A B RS, SSD R EF % M I8 N # RAID.
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