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* LUKK 1/2 2 LUK 1/8 253 B4t VLAN 1[4 #A L 1 o
« BRVEPERIGH - BRSO F, HEERIS BB B3P .

fic & VLAN =0
ARAAHATEL S VLAN 322 0 PUH T e BEas bl K o 850050 B0 il S 28 He L H 5 VLAN
Bl E VLAN $: 11,

\}

AR W A SEAAER E VLAN _ERAZ el 1 2 8] D)4,  HANA SEAE VLAN AL VLAN 8¢575 K
B 2 AT IR, LK VLAN 3 4R E 2. EXFMSH T, B THEE P Hidk; R 1P I
EARE 20

RS

BB A&, RE RO E s, F T VLAN.
VLAN #3R BRI VLAN #:10 . s TR o0 Sk, AF 5% VLAN KBRS #b/l M. A4
Ml 2 sl E7ERE O (Interfaces) Wil L.

$IE2 A VLAN 250 G JE4 8T VLAND 8005 Blas (F) LLEIESETH VLAN #10.
L3 HATLL P
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Add VLAN Interface D X

Name Mode Status

outside Routed v c

M
Maos

VLAN ID Do not forward to this VLAN

100

4090 1 - 4090

Description

IPvd Address » IPv6 Address Advanced

© If the DHCP server supplies an address on the same network configured statically for another
interface, this interface will be disabled. Ensure that there is no overlap between the network
addresses on this interface and the other interfaces on the device.

Type
DHCP v

Route Metric

1 Obtain Default Route using DHCP

a) WEEARR.

BH VLAN #0%, % 48 M4, FREFATLAUN/NE . #lhn inside 5% outside.

WA EAE VLAN FIELA VLAN 3B ke O 2 [T B, W VLAN 0 25K 2

pE 2 WEREA AR, ok H B B IH AR PT AR, i geX. REHER
G5 i S DHCP [ 55 4 5E 3o (HICTAMIBR 8K, BRARE 2SS R AL 2 A BRI BT AT

P, 3 PR A o A ] SRS s B30 JE T AR A 44 B 1

b) KHAER R BEE .

SR JE R e VLAN 42 FUAR I 2 AL, WS B 30 538 2k BridgeGroupMember o JEiE7E M

Mra Rl o1 1 B RCE TP Huhik .

o KrAmyeurE oy os e (@D,
d) WENT 114070 ZAF) VLANID .

B zo
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mgvanzn i

RO )G, AT M VLAN ID; VLAN ID B2 ) VLAN brid, 2 S P
D,

e) (ML) TERFEAEZEIL VLAN FEH, HA VLAN £ 0 J6vk m H AR &1 VLAN 1D,

Biltn, A —> VLAN 23R A AL B DT 7], 53— VLAN 23 Regs A EB Al ki 4, 55 =
A VLAN 7P REa I BE M 2% o SRE 2 TG U el Ak R 2%, DRI, fm] DAASE P st 11 1 g R
1BV EKIE RS BE VLAN; AV 28 T LLYT 1) SR BE R 45, (H 5002 R 26 ANRE T i bl R 2%

f) (i) WEIRRA.
AT R 2 A AL 200 NS CRFERIAERD
SEBA S IPvA dEHERETR, RS E IPv4 Hudl,
MR 7 B e R DL AT — 1R T

* DHCP - WU N M 2% o () DHCP JIR 5@ ak MUtk i e #f bk ol an SRS HC & my el HIPE, #%
AR IR I, WA 52, BN I T

« BEEIEFR - W4\ DHCP R 4525 SR HUER A IS B, I e I 8 55 30 Jn itk eh R s B g, O
AT 1 3] 255 200 ERIMEA 1.

* SRENERINEREH - /& 75 A\ DHCP JIR 55 a5 SR MUBR AR 1o S W S e PRt I, i3k 2 BRIA
fEi.

© BRAS - W RAS B IO E ol R RRLIE I, 0 TR BRI A, BN 1 TP Mk
ARG . Flhn, i FAEER L 10.100.10.0/24 W%, AT LI 10.100.10.1/24. Fi{Ri%
b1k AT 9 2% AL

WKL E T s el M, JREIR e s T M, WA EEAE R R A% TP M

B S £/ N 9 B S W AT e | RO B2 S i ) e 1| O | I SV B o W A | L

WP O, R E B MR o

iR W OBLE T DHCP IR%4%, BB FNAACE . 0] L4t ool DHCP Hihl:
o ST SRR 11 TP Mk B O AN R R, 2 S R DHCP 45 %8 ol e 37 11 1
Ko bk, A ReORAEH: k. 52 L E DHCP JIR5545

* PPPOE - 21 %L 3 i FH 561 DL WY 1 2506) 2 (PPPOE) FREU bl 15 E PRI T, S 3%
22| DSL.  HL 45 I il 0 5 5 ISP A% #z, - H ISP i PPPoE K424 1P Hubik, W nfHEFE
Bl H PPPoE. 1L IEECE mnT HVE, AR IR, W E LR

 BHAFR - SRS IR TROR ISR A A4 K
* PPPOE F & - 4R7E ISP $2 4t - 4.

* PPPOE %85 - & ISP Sk (% .

* PPP S 381 - i£#% PAP. CHAP 5 MSCHAP.

PAP 1t 5 Gy B b ik v 536 W SO P 44 RV b, IXFE IR AN 24 fTTH] CHAP IV, %% ) g ]
RN [ [challenge plus password] A1 SCH] = 44 Sk Wi W e 55 4% 5t i) . CHAP EE PAP 5%
4, HH AN HdE . MSCHAP 5 CHAP RAMHETT 224>, DA IR 55 2 FOF s 25 i AT
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TERERNELAS, AN AR CHAP —RELEAE A LU B SC 35 . MSCHAP 36 nf A s 4, LUE
MPPE 347508 In %

* PPPOE SR &1 B BE ERFE#R - 1) 3R 28 1%t 70 O BRER S . AR A1 21255 BRIAIS LT
AR BRI PLER 20 1,

* M\ PPPoE FREREKIABE H - LB LS ME AT SCHF AN PPPOE JIR 55 45 SR HUBR A% 1

* |P bbb 2RE - GEPEFNZS T PPPOE RS54 3N 1P kb, Wit A ISP 20 fL T ##4S 1P sk,

(AJ#k. ) st IPv6 fhflb ki, FFACE IPve Hidlk.

ARZS - EAERECE 4 Rtk I, R ) IPve AbFE I A BhE B A BE s b, HERERA. A
Mg g kL T2 O MAC #ihiE (B 508 EUT-64 #4380 AR k.

iR Z5H] IPve ANax AR R EATHT 2 2 IPve Hudik e & sl )n F B S i) IPve AL 3.

ik B ECE - RS IA] F ShECE L . AT A TR B R IR bR 2R I A St TPve il
%% (A F5iEA IPve 4 JRRT S LU THiZBE) , IPve TOIRA HENE B A 4 E 4 J) IPve Hiudik .
WIRAZ R P 1) TPv6 % RS AN T, T RESR 1S AR BE I TPv6 bk, JEvdiviy v e 4% ELBE ()
W28 B % 2 AR 5% o A i B i LIME 2401 EUT-64 42 11 1D 4 JEAt

AR RFC 4862 FLiE 4 oIk A A S RCE ITHCE K AN AL B b el 15 v 6L, (H BBl e
FEIXFIF 6 N A S 43 % B Al A5V R . EPRHN I RA WY R, 1A RFC 22K,

ERSHE/ATER - R AEH TORS BN E , i S B ER S 4 R TPve b A M 48 /T 2% . 1)
fn, 2001:0DB8::BA98:0:3210/48. 3% IPv6 S-HEIITEA SR, 55 1Pve Shik, 55 4 1L,

DR A HL B L B, TSRS PEACHD BERE L I A B B M bk AE A M R 2% 2 ARG I o AE
W2 # 1 L TGVA G A B i

TR BERRASH Ml UL FE8. FE9. FEA % FEB H3k, {5l fe80::20d:88ff:feee:6a82. i
R, BTSSR EUL-64 % 2 B3N B BE R At i ik o fdn,  4n 58 HoAth
e BT B 1 EUT-64 #5208, W13 40 BC 16 Bk i A b stk ] g 5 30 5 S i £ .

&M P etk - WOREHCE Tl e, el R L, WA A T
IPv6 Hidilke LR DR ] v BAE AT A6 bl n SRR VBB 26 TP M, 0 3 e oA A H)
P I I 1, L REER R B IR

I RA -2 A 888 05 o BB T LA g sl 1y, DASEAR s e T LS SRR
B . BROATEOUR, BEANRCE IPve % HE AR Il & & (ICMPve 267
134) .

W AOR B ARl ,  DAmRLE  EESREL (ICMPv6 2871 133) o %l it Sk v 5 i A LAE
RGUABNIN A%, METHLAT LASZE AZRCE, TGRSR T — 4 FUE Il 0 7 v

X T AN B P B A e A PR A IPve TSR AEATIE L (BIansN e D, RER] e Ay B
IR R

(k. D BCE ML, 5 44 T,
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wremmnrssEasn ]

e R v B I BRAEDE T TR 2R 2% . AT LG S AR e R 26 ) LN, 3R T 2

TR ALLE.

T—%#ita

* 5 VLAN I AN 24X . SIS 742X,

&M im ORCE HIENE O
TR A WAL 0 BCZE A VLAN, R IR E AN 1. BRIAEOL R, BUOKIM 172 2 RUKM 1/8
ML 1 2R IR lc 4y VLAN 1.

\}

AR Firepower 1010 ANSCREZE 46 rPEAT IR BACIN ) AL b sl e DRI, Sb 2B O/ s sl Bl 0 225 14
FEATHEE LI AN AL P IR P AR

FFi6 Z A

B VLAN 322 R IN A T35 0 B lic e N 1) VLAN DD BEA G VB2 Rbric i E . 155 E
VLAN 3201, %525 7,

i

TR g &, W5 RO PR,
AGHONIEFED (Interfaces) Wil % MR L sl HIYHE . WL O ZFR HHEALIRE .

SR bR R e b (@),
SI3 BT F R
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Ethernet1/7

Edit Physical Interface

Interface Name Mode Status

Switch Port v Q

Description

IPvd Address IPv6 Address VLAN PoE

Protected Port

Usage Type
Access Trunk
Access VLAN

. 5@ inside (Vian1)

Create new VLAN

a)
b)
¢)
d)

) E AT DB OB R O0OGHE VLAN 4 02 fr 44501
HER B N AR O

ks E ey oa s (@),

(A[E) Y IRRR.

AT Z TS 200 AT (CRUFERIGERD

$B4 il VLAN WE LU N A

a)

b)
¢)

CAIk)  rh SR P im O S EHE DURE A b L 1 e B4 2 RS 11, DRI A RT DARH A2 e il
B 55 Al VLAN L (R HAh 52 R A e L 1 2EA T 15

FELLTAROL T, S mT REARVEE B 1B AT Loy 1 A L2 (AT A RS IAD VLAN V) iIX 2247
Beblim 0 _ERBEEs EATESRVE VLAN (Y7l i T sk g s fh 2 4], S AR DR
FAERRETT. B, WRBAFEE 3 & Web s 4310 DMZ,  WIAERORE LR TGN H T2 A2 b
S e AT ELKS Web g5 SsAH bR . A AR ZR MM 2% By m DL X 3 65 P48 IR 55 e 364 T
A, RZINR, AHXEE 4% ik 55 o A . 2 1) JE i A T A

XTAERER, i AEN
XN VLAN, i) Rk UEF A VLAN 02—,

HRT DL ST ETE VLAN RIS VLAN 20, 3§ R E VLAN 8200, %525 7,

B zo



| #o
wrmmnrsstasn ]

PS5 HHE (OK).

\ _-\. RN1T] ==~ RY \Jo LU

1% Z i O B & 4 A dkim O
IFE P A T G g8 v LS 802.1 Q AnidA&Hi 2 4~ VLAN [ gk o Hp 4k 4852 RERid FbR
Wit . ARV VLAN B i i vh gk R FEAAR
Fp 2k i RS bR S B AR IC A VLAN ID, DA ASA ] UK B & 43 IE TS B L
M, BT DB A ) — N kB . a0 ASA M HR 4k R IE AR VLAN ID &, W&
MER VLAN b1ic . 1545 7E 7 — S A AL L b ko 10 1% EAT R AL VLAN,  DUEE R AR DR
AL 2 [ — VLAN,
FIaZ Al

# VLAN $2 78 I 20 Hoor e 4k i 145 VLAN ID. 32 ECE VLAN #11, 55 25 i,
pUK ]
S SHRE, RSO S .

AGHONIEFED (Interfaces) i, % MR T sl IR L PR O ZFR HBHEALIRE .

ST R Y L g (@),
S IHTOLF B
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Ethernet1/8

Edit Physical Interface

Interface Name Mode

Switch Port

Description

IPv4 Address IPv6 Address VLAN PoE

Protected Port

Usage Type

Access Trunk

Mative Trunk VLAN

Please select a VLAN

Associated VLANs

¥ Filter

3%, dmz (Vian100)

7, Inside (Vian1)

l Create new VLAN

Status

@

a) 2 BLEA N O RFR: SO VLAN 1 a4 8 1

b) B UEE NSO,
o ks o (@),
d) (e WEIRER.

—AT U IR Z W 200 TR ONLERRIERT) .

$E 4 i VLAN WE LT N2

a)  (A[R) e B ARdFam O REHE LUK I AZ N Lo 1 8¢ B0 52 R 1, D e mT ABH 1224
i 1 5[] — VLAN A 52 PRI AZ A Ui I BEAT A
FELLU G OLT, S rT REAREERT 1 B AT Ml U VAR L2 [ BEATIEAS . FEEAILAR VLAN s [ iX 2847
Heblim 0 ERBERE; ATEAVE VLAN Y7 il T ek g s fh 22 4], S AR EORE i
FAEIEETT. B, WRAAIEE 3 & Web g5 4310 DMZ,  WILE RO I 5N HI T % A2 HeblL

B zo
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b)

d)

mauixmts [

S e AT LUK Web g5 S A LR 2. A BRI Z8 AN R I 2% B m] LS 3K 3 65 W45 I 5% s b4 T
WAF, RZIRR, AHIXLE R 28 [ 55 ae A L2 W) Jeikib AT A5

X TERZEE, g,
(ATIE) WA A 4s VLAN, silifn) N7k UL FEAH VLAN (347 VLAN #0102 —.
BRIN A VLANID 4 1,
A 0 M BE — /N AN VLAN, {H &35 DA VLAN A] DU [FJ B a] BUAS TR .
T Lol 5 T #E VLAN S INHTI0 VLAN #:00. 152 WACE VLAN £, 55 25 i,

X REK VLAN, s Bbs (1) Lhigse s EZAEA VLAN #1,

MR F B AE AN VLAN, W 202 A VLAN; i ARGEAH VLAN N,
ki TR A2 MIBR VLAN bric. 4, ASER)EA VLAN brid =,

3R] DL 5 EEE VLAN SN VLAN #1053 M S VLAN #1001, 25 25 1.

PS5 MHE (OK).

BB AKX

UK 1/7 FACLK M 1/8 SZHF TP HIHER T4k Fe N\ iS5 1 25 TR LUK i L (PoE). Firepower 1010 37 ¥

IEEE 802.3af (PoE) 1 802.3at (PoE+). PoE+ fif FHHE s 2 & ILMY (LLDP) KW L2 40) . PoE+ 1

LIk 32 o v s e it 30 BTl ANAER ZEmR ALl
R, A8 e il

BRAELL N, ZELLKK 1/7 FILUKI 1/8 FJF FH PoE. i FE A28 anfel 2% F RS F PoE BA K i 4

WIESH

UK

rTR &, AR R O 2 R

RAEBINEPEIED (Interfaces) Tl 2 1FIR R o] P EE: 1, Wiz 1408, b FRES .

S8 A LUK 1/7 5% 1/8 (gt by (@),
SIE3 et POE, FRBEE LR %
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Ethernet1/8

Edit Physical Interface

Interface Name Mode Status

Switch Port v (D

Description

IPv4 Address IPv6 Address VLAN PoE

POWER OVER ETHERNET (@D

Consumption Wattage

a) EREEUARas, e (@) DUE LT R RS,
TRIAE LT, PoE 4T B HIRES.
by  CRTE) ARG T R I IR, AL,

ERUAEDL R, PoE 8 FHIE A 52 WA B A4 20 I BLECK: M H sk i 2 2 Lk % . Firepower 1010 fiff
F LLDP 3F— 2000 IE A FUE . a0 R A0 %y e FOBOTF AR A5 ] LLDP Wi, 155 AT 4000
130000 Z& FLHIAE o

P4 rLLTBE (OK).

BCE VLAN F#z %0 802.1Q H 44

Wit VLAN 810, wl— A8 O X190 2 A brid A AR VLAN ID (88 0. i —A~ak
Z A VLAN FHE O E 0% A 3IRCE N 802.1Q H4k, M1 VLAN RVFEFER e 1 i
3T, BT RASE AT ARG T 0 & rbong B B DV R, T R B A EE R O B R A

WER K R D E R B AT WL b ko O, G0 P 0 . S L b 4k 11 BoR 4 VLAN
S O . WG b O R B AS LR N 1, B A R R .

7 ) 0 PR il

B zo
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BLE VLAN T [O#0 802.1Q Hr 4% .

o BB 0 BRI EE - WA R, R R W AN B B A U
DU e AR iR PR G B A . T T 2008 R B 1, A RESe v AR i, B
DATE A DR A B ANl R iy 244 R i B . i R SOVF B R b id B e, T
LA dr 4 82 10

* Firepower 1010 - A2 # /L3t 15k VLAN #2110 EAS LR

© BARBEAEBRAL G B2 11 LI TP Mok, (HUE AT DR 5 B R R B

o [0 H  ERBT T Ak AT A B i i s TG R A

o JEPBITAE A SCRFA AR ML (DTP), PSS DA Z0UTG 4 - HbE 2 B2 (A 4 Lo 11 i 2 81 v 4k

o BETTREARE Sy BB A A b PR A ME— MAC Sk, DA AT A A28 1 A ]
(P16 MAC Huhik. 0, &8 5 T iR s MAC Huhbh AT U5 ¥l Bk4h, i+ IPve B
A R L MAC b A= . RIRRE e — MAC Huhb 43 e gs 7482 1 & SRV FHME— TPv6
BERE A b, X BRI S S A bR S P e AR T R T

UK

TR fdnig®, K5 A RO E PR,

AYERINEFED (Interfaces) T . BB 4% 5 IS EtherChannel, i 5 Ether Channel. #1
B R Eonnl R O, W AR HUEARES

FE2 PATLL T ERIEZ
* {E#20 (Interfaces) JUIE, midli i s &b (F) LLAIESHK 74 M

* {£ EtherChannel Bifi b, sSdin'sAm FaskEbs (F7), RIEEPFFED (Subinterface).
o SRR T8 O g E R (D).

WA TR AT, W A% T4 O R R A (O) S 36

S 3 pprmEhr sy onmnes (@D,
S 4 WEQBO . BRI
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Add Subinterface pe

b)

d)

Parent Interface Subinterface Name

Ethernet1/1 v engineering

Description
VLAN ID Subinterface 1D
200 200

IPv4 Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask

10.10.10.1 /24

Standby IP Address and Subnet Mask

10.10.10.2 /

EFEHEO

Status

v @

RECE O IR i i 0. QU@ rEn s, QD IEE .

WHFEORR, &L 4847,

FREFFFULIUA /NS o Bl inside B¢ outside. WA A AFK, K 2RI B AL E

pE s WL SRR, SR A REIE I IA AR A B, B Z e REHEMR
G5 ek A DHCP 95 4% 5E o (HICTEMIER 2 AR, BRARE SS IR 8 iZ A BRI BT Ay
OB, I PR A6 T A ] SRS B B0 o ek A R i 44 1

FR B E V%A -

QSR JE R e VAN B AR AL, R 1 8 B 2k BridgeGroupMember o iETERL, Tk

LEMIRRAL R e 1 LG TP bk
(ATE) BEEIEAR.

B zo



BLE VLAN T [O#0 802.1Q Hr 4% .

ATV R Z T 200 MR CAEFERIZERD .
e) WH VLANID,

fi N VLANID, A7 1 #4094 200, HTHaidiz 0 ErddEa.
f) WEFEOID.

PLEEHE AT 1 F1 4294967295 2 [A] T2 0 ID. M ID fEINEE D ID; #ilin
Ethernet1/1.100, A FAE W, A LAULHL VLANID, {HiXAZEWER. Al 7805, NIEHkE
%1% ID.

SIS il IPvA MBHEE IR, JEACE IPv4 Hudilk.
MR B P DL M AT — 3T«

* DHCP - 3N A 2% 7 i) DHCP IR 85 & ak Ok, 35 Ff ik il an RGO B s ) FH A, 3%
AR IR, i F 2, LU T

« BEEIEFR - WA\ DHCP IR 4525 3K HUER A I e I 8 15 30 Jn ke ehy R B g, O
BT 13255 Z 8], BRINEH 1.

* SRENERINEREH - /& 77 A\ DHCP JIR 55 a5 SR AUBR AR 1o S W S e Pt I, ik 2 BRIA
fEi.

o BBTS - WA HE T E bl TERERREIE I . X TIERE R N L%, BN T TP il
T MRS, flhn, R ASERE I 10.100.10.0/24 M 2%, AT LU 10.100.10.1/24 . Ffifi%
Ml b1k i A AE W9 2% FR A o

RSO T T IR, OF SR e e e I, R A A — 5 R RCE A TP

hiko e AR P LA A A P ik o S SRR B A5 H TP Stk ) S I BE A% TR A H R0 200

W D, N AR BRI .

iR WEAR G I BCE T DHCP Jed5 &, B BIZBCE . f0n] LA 4E sl B DHCP it
e ARREZ TP Mk RSO AN 5, I Z5U5E IR DHCP ik 55 2% s A B 1~ ML
BBk, A REORAF I . 152 P BCE DHCP JIRd5 &% .

* PPPOE - i1 % W4 FH - LUK B9 1) 6] 55 B (PPPOE) kB b, & REFILIR . o R 22 113
22 DSL.  HL 4 I il i 0 5 5 ISP A& #z, I H ISP {1 F PPPoE SKH&IE 1P Hubik, T nJREFE
P PPPoE. i G IEECE mnl HIVE, B ANREAEH IR, W E LR

 HBFR - IR TP TR LIS A 2R

* PPPoE F P & - 7€ ISP &4t H F 44 .

* PPPOE %85 - 455 ISP #2515

* PPP B384 - #%4% PAP. CHAP 5 MSCHAP.

PAP 7E S S iF el F2 AL B SCH 7 A4 RV hD, IXFE A2 4. AT CHAP I, 2% ) i ]
IR B 1) [challenge plus password] A1 SCH] 1 4% ki |3 il 45 %% 5. CHAP Lt PAP § %
A, AHH AN HdE . MSCHAP 5 CHAP RAMHE T 224>, PRI IR 55 2 BN s 2 A AT
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TERERNELAS, AN AR CHAP —RELEAE A LU B SC 35 . MSCHAP 36 nf A s 4, LUE
MPPE 347508 In %

* PPPOE SR &1 B BE ERFE#R - 1) 3R 28 1%t 70 O BRER S . AR A1 21255 BRIAIS LT
AR BRI PLER 20 1,

* M\ PPPoE FREREKIABE H - LB LS ME AT SCHF AN PPPOE JIR 55 45 SR HUBR A% 1

* |P bbb 2RE - GEPEFNZS T PPPOE RS54 3N 1P kb, Wit A ISP 20 fL T ##4S 1P sk,

(AJ#k. ) st IPv6 fhflb ki, FFACE IPve Hidlk.

ARZS - EAERECE 4 Rtk I, R ) IPve AbFE I A BhE B A BE s b, HERERA. A
Mg g kL T2 O MAC #ihiE (B 508 EUT-64 #4380 AR k.

iR Z5H] IPve ANax AR R EATHT 2 2 IPve Hudik e & sl )n F B S i) IPve AL 3.

ik B ECE - RS IA] F ShECE L . AT A TR B R IR bR 2R I A St TPve il
%% (A F5iEA IPve 4 JRRT S LU THiZBE) , IPve TOIRA HENE B A 4 E 4 J) IPve Hiudik .
WIRAZ R P 1) TPv6 % RS AN T, T RESR 1S AR BE I TPv6 bk, JEvdiviy v e 4% ELBE ()
W28 B % 2 AR 5% o A i B i LIME 2401 EUT-64 42 11 1D 4 JEAt

AR RFC 4862 FLiE 4 oIk A A S RCE ITHCE K AN AL B b el 15 v 6L, (H BBl e
FEIXFIF 6 N A S 43 % B Al A5V R . EPRHN I RA WY R, 1A RFC 22K,

ERSHE/ATER - R AEH TORS BN E , i S B ER S 4 R TPve b A M 48 /T 2% . 1)
fn, 2001:0DB8::BA98:0:3210/48. 3% IPv6 S-HEIITEA SR, 55 1Pve Shik, 55 4 1L,

DR A HL B L B, TSRS PEACHD BERE L I A B B M bk AE A M R 2% 2 ARG I o AE
W2 # 1 L TGVA G A B i

TR BERRASH Ml UL FE8. FE9. FEA % FEB H3k, {5l fe80::20d:88ff:feee:6a82. i
R, BTSSR EUL-64 % 2 B3N B BE R At i ik o fdn,  4n 58 HoAth
e BT B 1 EUT-64 #5208, W13 40 BC 16 Bk i A b stk ] g 5 30 5 S i £ .

&M P etk - WOREHCE Tl e, el R L, WA A T
IPv6 Hidilke LR DR ] v BAE AT A6 bl n SRR VBB 26 TP M, 0 3 e oA A H)
P I I 1, L REER R B IR

I RA -2 A 888 05 o BB T LA g sl 1y, DASEAR s e T LS SRR
B . BROATEOUR, BEANRCE IPve % HE AR Il & & (ICMPve 267
134) .

W AOR B ARl ,  DAmRLE  EESREL (ICMPv6 2871 133) o %l it Sk v 5 i A LAE
RGUABNIN A%, METHLAT LASZE AZRCE, TGRSR T — 4 FUE Il 0 7 v

X T AN B P B A e A PR A IPve TSR AEATIE L (BIansN e D, RER] e Ay B
IR R

(k. D BCE ML, 5 44 T,
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mawszn |

e R v B I BRAEDE T TR 2R 2% . AT LG S AR e R 26 ) LN, 3R T 2

FI8 fLLBE (OK).

T—%#ita
B THRDMEBEMN A Z 2K TSI E 24X

B HI8) A DNS RSO R M — AN 58 2 e 44 (FQDN), JFAC'E DDNS LLHHT DNS %5
9B e (IPv4 FTIPV6) o S RITLE E)A DNS.
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PAN R iEan o 41 T stk 0 LB E ik

AT AER#EEO?

WeBh % 10 32 H AR PRt — Pl ) i AT DL AT B LI P PR At 11, SR A T
VEul BRIl M e i D A A it . it AL T8 b B A AR e g PP AL e . 3
o RGUPEREWHCZR)G, ATLURE L BB LA, SRR sh iR L

AL, BT AR A A sl 1, DR AELA T IR 55«

o AUID 8 - WU H RGN 7 KBEERIPS (NAR B R L), w] DL HAk a2 b IDS
(NRATMARGD) o ARSI Triderh, SR A0 U5 1) 22 BRI A AR St B BT i
I B ARG PEACHNL IR 2 AN e SRS, JE0RE T LU 2 A T A A% I 2% BRI
8. fESE, FERBIUT, RGEASPATAEMTEAF R 1L L g .
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i wh ¥ O A9 PR HI
58 SR AR LA B VAT LU B
s LA OEE FH N,
© ANRER B Bh R DL N 2 AR AL
* ANBEFERE BN 1 L ICE IPv4 5L IPve Ml
o NREX BN LR AU B LT
o HERRE D B s 22 X, ARENG S I 2125 B 2 21X

o W LR sh 22 AR AN U e P b S g IO A AR P o ANREAE F AR A 1 P A e s X3
RN, WASBEAE [F) RN v 5 A P e sl A i e X

* ANEENBAN L DV E A G R RN (HTTPS = SSH)

* ANBEAE NAT U A A8 F w34 11

* ANBEh BB H LRGBS o AR AN BB K b PSS B A P e sl

* ARETEM BN D LACE DHCP R4S 3. WANBE A A shHe 1@ d B 2 id & 3K DHCP #
* NBEAER G H B RSS Ao & P pesh 1

« ANREEMsh IO R EAT TSR VPN,

py

o0

AFEH BB #Eh1E O B & A HRA

S Y N2 A e UG & E AN, A o B A & L s sl I A n] DUIE S TAE. DL R bR+
Cisco Nexus 5000 ZAAZ#AHL. WREEHEARFREMEZHL, FTHmL 58S H AR,

FORAT S, BCE SPAN (i 17 Hras) sl B 11, R lah e ISR 202w 1, AEZHAL
T M A U DR U A A A 2 A 11 1A B SPAN BB B 1

UK

SRR RIS G BN AR (SPAN BUBEA%R) i 1

switch (config) # interface Ethernetl/48
switch (config-if)# switchport monitor
switch (config-if)#

TR 2 € R DLV S 1 1

i PR 1K SPAN BUBE 53 i SCA H b 1o AERL R osfilrh, 42 PN 1

switch(config)# monitor session 1
switch (config-monitor) # source interface ethernet 1/7
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7 Threat Defense Virtual #% zh3% O &2 & VLAN .

switch (config-monitor) # source interface ethernet 1/8
switch (config-monitor) # destination interface ethernet 1/48
switch (config-monitor)# no shut

$£®B3 (Wi, ) {iH show monitor session fir & ¥l it & .

LA 7B 2 il 1 g 25t

switch# show monitor session 1 brief
session 1

type : local

state : up

source intf
rx : Ethl/7 Ethl/8
tx : Ethl/7 Ethl/8
both : Ethl/7 Ethl/8

source VSANs
destination ports : Ethl/48

Legend: f = forwarding enabled, 1 = learning enabled

SRR DB sOR HL BN B Bs A sl 1 JE e BRI LI H b 1
A DAEBATIEDE BRI G, K4k VRCEDY B RS B B DR E D i, 5 41 0L

77 Threat Defense Virtual # zh3£ O &ic & VLAN
HAEE RIS EIFTHECE T VLAN I, threat defense virtual %45 [R# s 0 A 0 LLER T/E. i

AR AT UL N1
* 1% threat defense virtual 2 I11E#Z 2| S ER IV FECE ) VLAN. A5, &SR O &
FE A, 5 41 TR UG E B O . MBS B BV G VLAN BT A R 1 EIAS .

AR A IS, Windows RZD BRI VLAN. M1 VLAN CUER: 5] 1
AP, ATRLEIT A . A, IR DWIA B, AT IR E L A . AR
URL 50, 752 v 1 I

BEEOREAHIRR

AT DI G E A B s B, FERAR R TAERS, B U Hyl B 5 CEFXHEE 4% BX
VA VLAN (%1%} threat defense virtual) Pt ' B W #5406 vP ok B P50 D MR . A 99 5 BLAE AT HedL
BRI 2% rR T B R X G RIS B, TES DL 3

o NEAE BT 1 BBl R E AT L . 5 40 TT
* & Threat Defense Virtual #5342 1 BC'E VLAN , 5 41 70
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' HHRE, R ATHEOME I EER:, 4 HE O Ether Channd,
H1E2 5T (0 2 11 5% EtherChannel H9448 47 (9).

PEPEMHTAAT I R 1 o A SRS o B VR o e sl e 11, S ATAA] 224 DX I B 1%
e, JFMMBRAE 20 1 IR AT AR mC A

S 3 kA o g (@),
PR 4 HATLL N
CEOBWR- B, W2 48 ANFR. ERERFUAN/NS .. B, monitor.
< IR - PR
o (AliE. D TRRR - BEHAEZ N 200 ANERF, HAT, AEEME R4
R VLML E IPv4 BRIPve Mk, 75 “wg” whmikrp, (AT A S MTU. 52 HIAE R 3

Ho

PS5 SE (OK).
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QU RN 3% D AN AR BRI BT O BT A BRI AR OGS R R0 AT B e A
RGN XD B TS AT H R 2% TR

* QIR 2 A DOF IR IR O WS PR E % 42 X

o BUEERE BBl 22 A DX AR DI D T 3 s R o JE,  SEORE AR SRR v B N AR SREmes L SIE it
IDS (NRAGIFRG) WidE. 155 DlECE V) inl 42 SR .

© W, sl XA SSL AR MG RN, IR T A RE SN .

Ao B S RI% ik In

FEI AR RCE MTU. BEAFRCE ., (U HE. MAC Huhl A H A i .

XF MAC it

10T LA B E A U7 ) 556 (MAC) bk >k 7 o 2R\ Hu L .
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2t i\ MAC it
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o WpEEE L - PR O B 205K 10 MAC Hibik .

* VLAN 1 (Firepower 1010) - iif5 VLAN 4% 04305 — > MAC Huhik. BT B A bl
BInT Szt )7 28 o IR AS B ME— MAC #udik, W T30l MAC Hihik. 352 D iic &
YL, 5 44 1L

* EtherChannels - %} T EtherChannel, J& T BIEZ AT HE £ QL= R — MAC Hisik. SbBhaeff
EtherChannel %J W25 N AT PR, FAMAT R B R — AN EEER; MAMIES M ER. o
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o FELO- YRR OV T 18 DA H A — AN Bk MAC Hihik. 58] AR 742 D /3 il ME— (1)
MAC Hihil. Flhn, #5288 76 ] eI MAC bk P AT Ui Rl il Bbak, 1T IPve B A b
HEFERET MAC Huhb 2R, R mE— MAC Huhik 2 Bio 25 7482 1 £ e Vel T ME— TPve BEIE A
MRl X NS B G UM A LR s SR P R AR A R T

MTU $85E JEHr B85 2% 7625 7 LUK 42 1 EAL A IR d i 61 28K /N e MTU {E A2 B LUK R K
VLAN #Fric 8 At RGO RO/ B, K MTU B8 R 1500 B, FUmi /N R 1518
FAT CEHRL) 81522 F (] VLAN) o 520 K 40X S 3L T MTU B35S 5 .

JEP B A B A SCRFIEAR MTU I (AT RFC 1191 g 3O, A P> SEHLZ 8] 1) R4 45 e 42 P
FITAT v B ml i MTU, - BUEE AT DAARHELL R A (1 A MTU

X IPv4,  WERAE TP Bl t K TR MTU, W2 (R 73 2 Wil s 2ot F BAE HARAE (7
INAE PR ER R Al T4, Mooy Fr Al RES S EUERE FRE. X IPve, S A SRVEXT Bl it 70 BL.
Blt, 1P B 0 /D RAE MTU K/NEEI, BB 7) e

X}F UDP 8¢ ICMP, RN HMNCK: MTU ZEAER, LAkEs B .

N
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MTU Bk, #EEAIE BRI . IR E T G R THEm N 2% . W20 LR ) :
o iR EAS LA MTU AHUCHD - FRATEESCR T BB gl 0 DA e 42 ) Hofh e 5 42 0 |
) MTU % A AHTR . UCHZ MTU AJ By 1b b ) 5 4 6 B A 8E 4740 Fr o
o AN E I - BRSO TR R 1522 7 CRLR S 2 2GR VLAN 4736 YLLK M
B, RN 9216 FH4. MTU Al & 4 9000 a5 i, LYY E AT, 5 R E e T4
=
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ER K MTU &0 BRI U BE 2 A7, IXAE AT RE 2 BRABIICAB I RE (Bl tnvs
BRI BB RS HE. WHAE threat defense virtual F¥F MTU 38 i 312k
M 1500 DL b, Wi B8 R R4t Wss Ol Pk, s
Brash e g ois RS, oY BRI Rz S Baf
I

B & SR IEIN
o e L I R BRI B S T K2 B 4 o U S R o 190 5 T el B e ] PRI, A
ITHE
PAUN S BRE P BOE O R o S 8h, 38 mT LLAEA) dh 2 48 sl 01 12 11 I 4 I M 1
BRI
o XPTFIBRAL, BTT DRI R 1 B E K2 B0 EEIE T, BR AT T DAD S5l i) PR 2
bb, IXSEEIANTE H] M 4% 1 (BVI).

o #ETCIIAE Firepower 1000 5% 2100 ¥ 45/ MTU. 42 ] Bl i

o EZEINANIE T Firepower 1010 A8 #A L3 1

* 7k Firepower 4100/9300 |-, #&Joikic B8 H sl . 8 FXOS 4 1R B IX LT fe.
o XD, RRERCE MTU, SR DL . ANRedd D AUH T B

RS

S| AdHEE, ATHEOME R R, T T R A R B O 52
$®2 bR D EE (@),
$IE3  NEERIED (Advanced Options).
HA R IEAL L TG T A R B T P T R P A VA B R T (RS A TR,

HF3 A A EEE A (Enablefor HA Monitoring).
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U RANEE B vl IR, P2 EIE . G RANRCE R LA AR, ] DU e T

TR OAUH &R, HERNEE.

EHEOA T EERE, ArCEREEE DR E O TN AR H . AR S 22 Wi
AT s, efn4 R IUE L,

2 A E Trustsee, 15 1EPEAE#E R £4B4R1C (Propagate Security Group Tag).

WO DIEW B . 73200, EtherChannel. VLAN. 4 HH: 8 BVI £ 11 (b4l e Ry
%) A EZER Cisco Trustsece BRIMNEWL T, HIE A4, Cisco Trustsec = Ha) A .

B MTU U KALE AL 58 O B s 4 .

RN MTU A 1500 717 . F/AMEF & NEIR TS . R A P HE RN, HixE

—NECKIIME.

TR W RAE ISA 3000 451745 BY threat defense virtual ¥ MTU 275 3] 1500 LA, D445
A . R O T e, IS B R sh e e A . o BT s HiAh Y
T, FABEMWECREZMS IR .

AR ) o BUEs SRR H B E .
BRONGE B Z 1 S 2R ) — i e L W s e d 2 Rt 5, (EL Ay b B, S m] DA il Sk ks o2 11
S . BT AR B D SCRF IS o 70 M % B e T2 /i, 1 ) 1 i
IR A AT, 25 4 L.

« SRR F B £, SFP B HNSORE & S H

 EE-EFHE (KSR . Cisco Secure Firewall 3100) &+ &M SFP LG I 2 2234 )
SFP FRH IR FE A & M ik s . B S, IFHGEGH B . wREME
o P A AR O A R S, A BRI BB R, Wk IR A .

* B E- R ERE L DR EE, BRI RS H . XK T 1000 Mbps (13805, ok g
BEE . X T SFP 21, HAETEH L BEE A 1000 Mbps INAEH] H ) 15 -

* B 2$E4E R Cisco Secure Firewall 3100) X-J-25 Gbps M H mH#: 1, i )8 A AT M 244, (FEC).
5§ EtherChannel i 72310, WAL E Ay M 244, SRJ5 A GE¥ H7 N3 EtherChannel. 1
B3 (Auto) AR % B TIOR8 8, DU I Ee 210 (NED B 7 M 48 A
o

x L ATBEMREREIA FEC

Wk 2R LR [& E ik H EKIA FEC (LLK M 1/9 | P24 5 EKIA FEC
Z1/16)

25G-SR Clause 74 FC-FEC Clause 108 RS-FEC

25G-LR Clause 74 FC-FEC Clause 108 RS-FEC

10/25G-CSR Clause 74 FC-FEC Clause 74 FC-FEC

25G-AOCxM Clause 74 FC-FEC Clause 74 FC-FEC
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W% SR Bl CIEkIA FEC (LU 1/9 | M HERER A FEC
Z1/16)

25G-CU2.5/3M SN AT

25G-CU4/5SM SN A2 S

$IE9 B IPv6EBKE.

* J2F DHCP LA3REX |Pv6 tilt L B - J2 75 7F IPv6 [ 2% A B e h i 8 “FEA ke & A
Ao MR EIEEN IPVe H BN E %7 i N Ad ] DHCPv6 3R BUR 5% kit LA A IR A i IR 2 A B
Bk,

* J2FH DHCP LAZEEY IPv6 MR B - & 7545 IPv6 % rh 2538 & Ky o b i &« oAb bk i &7
bri&o MR & A IPve H BhHCE % P v Al DHCPv6 )\ DHCPv6 $RERILAh(E &, 41 DNS i
25 as

* DAD 23R - 8 1 HUT HEZ HuhE A (DAD) [1I50%, A+ 0-600 2. BRIMER 1. ETREH
HIfCEN RS, DAD S UAEH 5k IPve Ml gmE—E, kb iegs e . W R
RO A b, WIZER: 0 EAE IPve 2dls oAb Bl . A R A ik JE 4 Rk, PR
L . 32 T A A0 sk v B SR AT S RS . X (E T N 0 AT AR A M
HEAT I (DAD) WiiFE

PR (AL, U0 TR R A B R . D BCE MAC Hilik.

ERUHEOLR, RGO A F Fpe 2 M 2645 11 (NIC) T MAC $tdik. PRItk &3 BT 1
AL AH A MAC Ml B RPT REAREG REAS 745 1 QU e ik Qi R IC L vy mT I AE
AT AL E /4 H MAC Hihiko 52 S MAC HiuhlAT BT 78 S i A% I R KR X 4 v 1) — S0k

* MAC it - SR A HHH R v s, Hob H 2 16 A7 gt fil . B, a7 Lok
MAC #i4ik 00-0C-F1-42-4C-DE #i A\ g 000C.F142.4CDE. MAC Hulib AEE¥ B A ikAr, B AE#
AN AN RE R

« & MAC tbtik - el . R = W& R AR e, 2% % & A8 R 4%, B

(¥ 3 B A T A A 2 0 MAC Sk, Dl KPR b/ 266 v s ok 1) 6 I BE 8 P 45
JREE: %18

LN SHHE (OK).
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B BRI SRR A B CT A e s i e 1, R L AT UGS BR R .
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\}
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e ENImHIE
EETH

N IHTFE 11 T B A AR FH 2 10 ) e 97 10 TG B ) s i e /N o EE:, MR 22 2 SR R A 1 L & 52
WRCE . T LR OB Bl E P AR A E S D, R4 X. NAT. VPN, . DHCP
A5 255

B P SORFIE A FA B 1 IEAS e A sk (1 1, DRI L T UGS MR 2 1
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AR IBUREASK TR 1P LRI LA E N — DM O HIR S MR E s MR, I RESsR 2 45k
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R AT RN R L, BATE UGS IOEE COIFIE IR O, AR5 PR EMIER o 2R [ h s T A
B, IR RPRIER TAE; (B2, OB Tahgi i COMBRE 1 o5 I Le Rz LR Sems, A A
RES KL B B TIER SR ) -

AR SRR O (i, R AR AT RMA #2845 , WArBl: 1 AP R
BB 2  PATTIHE: 3. ME S CNBRIZ BRI s 4. SR, 5. ATBrid; 6. Al E,
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DR EMERE 1, FRATE SR OB 2 R R 1, AR R SRR o

FER2 O
PATHE AT, BRI E I E . WORSA R AT 5, A BILLU TR

Pending Changes

€@ Some interfaces have been added to or removed from the device. Please perform an interface inventory scan before deploying
the current configuration.

a) milig®&, WEsHEOME T NEERE RO,

Interfaces

Connected

Enabled 3 of 13

View All Interfaces >

b) AdEHE O EREE =),
o) RO, RESTHBE.

Scan Interfaces X

@ Interface scan completed.

Added (3) Removed (0]

unnamed

Port-channel2

unnamed

Port-channe

unnamed
Ethernet1/5

FfiE, CMEREE D BosrE 0 i b, RS AT

4 Interfaces

@ Interface could not be reached. You

must remove this interface from all
policies.

> A\ Ethernet1/2

#0 W
|
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SIR3 EIA R TR
a) AR, IP bk EEhd & i .

DR AR IR DU TP SRR AN AL B, D) 5l 7 A8 R0 44 AT TP 1t ik B i 2 1 4
M, BRI BT B A X i

b) MdIHELON “iITB” K.

%0
Migrate

SR FE SR IH RS 22 5 | A2 1 A P G L e v R R 1
c) MWIEBE: IR TIEFFE .

outside (GigabitEthernet0/0)
Migrate Interface

A The only way to undo an interface migration is to discard all pending changes

Migrate to:

@ diagnostic (Management0/0)

@ inside (GigabitEthernet0/1) - y MIGRATE

@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemnet0/4) -

Create new Subinterface

d) — Y EH R AEHED (Interfaces) T . ok i S b i BER:

o task tom IjI ate an interface was created. b

Open the task list.

o) KAEMESIIR, LIHGREIHE M.

B zo
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Task List X
Delete all finished tasks

1 failures

| #o

7 completed

8 total 0 running

Start
Time EndTime Status Actions

Name
Config migration from source interface outside to 06 Jun 06 Jun
2019 2019 @ Migration is

destination interface outside_2
12:37 12:37  successful
PM PM

f) W R, &0 LAYE API Explorer 125 & Al

BT IT API Explorer, riihi 8 2B T4 ( ©) JFi%$H APl Explorer
/jobs/interfacemigrations, 4R/ i gk ! .

. EFEIEDO > GET

T4 ENE.
R AL B2 5 I OB  RIRCE R 7, AEXAMEDLR, BOReE 2 LU

Pending Changes

) Interfaces

SRS MERPAE MR D, RJEHAT AL
B IR SR R AN AL 1) UM B 1

FER6 EOFENE, DOANRCE P MBI O,

P> - -

%518 Cisco Secure Firewall 3100 &4 ¥ 4% &t
WRAE B IRFT TFB K B% 2 i 222 P g iie, T TR ATAT T84, g Asidde 208 F T nl 4 A
AR FEELENIIR R 5 )5 5 M s i 228, 15 S UL TR .

o & 57 3z im 0

SEAT LA AR 40GB B i (09 L S 10GB 49 320 o SRR A 41 4o B 000 50580 0 N 3 11 o 43
v ] DR AT ] Ho A A 38 UL R o O — #4835 75 03] EtherChannel.
BT M, A B BT IR B e R IR S B

#0 B
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FHia Z |l
o BBIE I R SCRFI ) SCH B o AT OQTEANE S, TR S PR 20t me
© ZAE AR RO E AT . EAREAT T4 11 58U T EtherChannel.
© JSEBLETIE, Jovkdr A4 R T B R R ] A

B2

Mg, W5 O PR
ARGERNEFHER (Interfaces) Ui, #HFIR B n] AR O PR 448K MU ARIRZ o

TN 40GB B =4 RSt 10GB o 1, 3 s i e A $Ra Bslbs ()

ATV TEHEF ¥ #87E (OK) o WIRILLIEAEM, Ba 21— MR . B IUEM AT T
IS, SRIEA e FA 3. Blhn, fEn] LU RS I E DU AN R B H .

B, EHRHH Ethernet2/1 40GB #2110, AR 742 1 84571508 Ethernet2/1/1. Ethernet2/1/2.+
Ethernet2/1/3 F1 Ethernet2/1/4 .

R OET L, WFRs 0 R L o AT 1) ks 2 A SR PR A 4 S TR
AV
SER PN I, b DA A e ()

RIS TEHE ) #3E (OK). WA AL rom HIEAEM I, Bk A2 &R 8. Buitk
AT I 220, AR5 A RE B ER I . B, ] DUT A e B DU AN R

T b 0 FOB NN AZAR IR P A1 3 1

T4 ENE.

Y8 0 ) £ AR AR

FAEIAR A B Ja K WS BRI 2 KB, AT LR 23R A BB B 2 R A 30

UK

SRR MR 2 bR B 2R P A

X R E, TR 6 B R AR

SRR 2 PRSI K TS R SO RS, X Tl A, IR RS ek, RIEAE ST B

AT R IR AR )

$IB3 Nd& & (Device), RJn AdiiED (Interfaces) % rh [ EFHIED (View All Interfaces) HE
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G R AT A
B 3 FEHTEOAMH

Interface Scan
Detect network
module interfaces.
Interface Scan @)

T4 il O (Interface Scan) , A HIHT 1 R 5 R bR 41 5 LSBT L1

SRR DR, RA RERRE .
B 4830

Scan Interfaces

@ Interface scan completed

Removed
|J-I“II 1a n‘.lea
J_nna I'I'\v.[-l]
.Jlnna rr.len

unnamed

SIS EEOEIEE, b (@ ) Ll m gk,
& 5: /3 A M &Rt

Cisco Secure Firewall 3120 Threat Defense @
AGMT 23 215 27

5 BEEE 0000 S804
Pe®E cooo, cooo:
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