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You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ***xkxkkk*

Confirm new password: **k*kxkkx

You must configure the network to continue.

You must configure at least one of IPv4 or IPv6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

WIR A (BTN B IP Mkl S SR s

A === '—:| A A | ===
ERIRE RS AAEEE
UM R A AT, RO A R 0 S S R
R PR e G 806 DAV D 0 TR0

\)

R Firepower 4100/9300 1 ISA 3000 A Hpaeéinl , KX mAEAE H T1X L0 5 . %] Firepower
4100/9300, MMLAAFZZ IS I, BCETAVIGICE . X T ISA3000, 7K G2 1R AR BRI S
Ho

FHiaZ |l

B OROR Bt FERR B W G e (BT BT AR R 2 o th %) o X TG, MO T e
J T 1) LI P (R 19 S o O T 5t rh Lo 28, T e T s . (TSI B8 AL S BRI “ AR
B GESEERE D, 59 TUNMBHT WA BCE 2 ATIBOARCE, » 5 22 70

| i :PNEI |


fptd-fdm-config-guide-720_chapter10.pdf#nameddest=unique_30

FERAAT |
B srsEnssrmsrs

R, WEBITF RS REH TR RS NS He . B3, nlDOERRIE HE 0. X
T threat defense virtual, F IR ERE RSP IP Hibik,

(threat defense virtual f4b, ZIFE BN B IP MBEERE R HBMN . ) EHE OANT EELBIMYE .
AW N, RGUHIER D) M SR GEE NSO, SRINAR S ] BN S dE
DA ILAR R T o an SEACS F SR ) 5 B 8%, )] DAFE SE ORI AR L e, R B T e 4 30 Y 488 -
B L ) A R O

BAETCEV W BON TP bR PR CE A O MRS, 1ES W (%) 78 CLI A 5T s BRI 4%
WHE, %18 L.

UK

P TS E B
a) BUEEERAE CLI M HHTHIGARC S, 5 1E https//ip-addressh 4T JF WA RS , bk A LU R
Tz —

s SEE I N, WAL . https://192.168.95.1.
* (threat defense virtual A 5RH| R WHRE CERERE FEHE I https//192.168.45.45,
o (A AR S WURE CIER R HEL L https://dhep_client_ip
b) A4 admin &5k, BRI HL RSN Admin123. 75 AWS L, BRARGAERIUG 32 Y] IRl

M P A (GRFERER >BRPEIE w RS, 70 threat defense virtual [ BRI\ 3 57
WA AWS S ID. S

P2 WAL HUCFR AL, M HERE T CLL 22T, RGN BIEEIF R “mE& M)Vl i)
B DA e B O

AKX PR, A Regkat.
IR 3 NAMERE R B OGS LU R IR, AR5 ST —2 (Next).
EE M F—% (Next) &, RBCERRE DI wA T LK w40 “outside” , FFARIN
F| “outside_zone” ZA[X . TEHALRIE 1B EHERI TG IR
ShEREE O

s BLE IPv4 - ANEHE 1) TPv4 Hudik . AT LU A DHCP, 0 A] LT3 NHA IP Huhk. T RIS
R Ko Sah, WA LlikFx, AECE IPv4 Hidk. A&l # A 7 E @k DHCP, #5A
BEAE BRI A P B A [R5 BB TP bt GE S R TR0 TR 2 R EARC B, 5 22
O o BICEATH 24 ) S0 E PPPoB. W A% &2 DSL.  HL A5 il gt 1 45 55 ISP LA
HEHz, JF H ISP A H] PPPoE K424t IP Hutil, JIn] §E 75 2248 FH] PPPoE. & n] DALE 5¢ i) 3 5 lid B
PPPoE. 1HZ: [l EWHEFE .

* BLE 1 pv6 - AhFEE 1K) Ipve Hudil v LLf# ) DHCP, 0] DLF-ahfi N4 IP bk, Argimim >,
FAh, el PLkRER, ANECE IPve Ml

EIBEO

B &R


fptd-fdm-config-guide-720_chapter11.pdf#nameddest=unique_31

| ERAIT

mekmmsmizEna e enzsan |

* DNS AR$88 - KA HHIET) DNS IR%4%. A DNS R4 83 (1A sk 2 AN bk DUgE AT 28K
2RIAE A OpenDNS 24 3L DNS 25 425 45 M DHCP 25 453K 1T (1) DNS JIR%%- 5%t LA oot -
BOT AR BRI, 1% i OpenDNS (Use OpenDNS) LK & 3& 1 TP Hihk 2 A\ 7
Bto 1817 ISP 1] Re 4 LRI FHHr 2 (1) DNS 8548 . an RAELE 5¢ i) T )5 I JG23E1T DNS
AT, 5SRO B LI HERR DNS ki o

s BAAIREM R - RGE B EHLA .

T4 WERGNBE, R5mdi T—25 (Next).

« B X - PRGN X
« NTP BB 5 38 - Ve F00 Bk IA NTP JR4 28, STl NTP R4 2 Hbd-. o] LI %
MGG BRI 1

TS RGN E R BEVFATIE.

$IE6

SUA FATRIREVE TN Pt A RESIORS PRGSO VERTUE . ), o BT 0990 KA A5 v
AT, LA R B L

S IR A ARV A BT, 8 B T S S O R R PP BB A B,
JEAF AN BB . TR AU T, R S AR T B R 5 R R 92 o
$E BSOS MR T X

WERBEEAREE M e 2%, THIERVPASBECIE T, PP HIIE 00 K o 5 A8 LUETE M e 26 R 3R MU fiE
VPATIE, 3§ midiiR &, AR i B BEVFRTIE (Smart Licenses) 4P K1#E#%

Mt FERL (Finish).

T—5 Mt 4

o I SR AT VE AR o (D RE (1 AnRE T2 A URL 1 98 . ARSI G A F D
TR PR IVFANIE . 155 B i H s ATV mlHiE

o KA EE 1L FOERBIANF M 2O RO IR . A ORI B D E R, SN T
R

o WS RE IR A A%, JF HARE L NS E T I CLI 20, W FT IR T SSH IEFE 1 N 56
B, ES MBS Y 5%,

s ARG, T A 5. SRS U A 541

N R ARFRENSMERHE O BY IP Hthib iz B 4 7

BRIV AL BG5S Tpvd Hbhik o b DG i3 47 4 8 46 18 8 1) 3 B 2%
bk, fEBE S AT LAEEAT S

i :PNEI |


fptd-fdm-config-guide-720_chapter27.pdf#nameddest=unique_32
fptd-fdm-config-guide-720_chapter3.pdf#nameddest=unique_33
fptd-fdm-config-guide-720_chapter2.pdf#nameddest=unique_34
fptd-fdm-config-guide-720_chapter2.pdf#nameddest=unique_34
fptd-fdm-config-guide-720_chapter11.pdf#nameddest=unique_35
fptd-fdm-config-guide-720_chapter26.pdf#nameddest=unique_12
fptd-fdm-config-guide-720_chapter2.pdf#nameddest=unique_36

FERAAT |

B :oonmssrannies

T

$IR2

SIE3

BRIAFKT A TP My I w] B 5 3 12 BB a5 IO IAB R 5 0 o U SRAEAI B4 11 1A ] DHCP MCELER R fik 55
Seftt g (ISP) AbFREhE, JEILARIt. 748 ISP {3 ] 55 P I 2 AH [ 1) 3 AR D ekt el T A4
P OB I T 1R — 7~ P gk, DIHTEIRAE M 1 _EECE R A ISP A b S ik

U0 PR A TP HhhE 5 AR 1 DHCP 324t (bl A £E vhas, B2 oK A4 1 s S A B
UP, {H¥H IPv4 Hitik.

FEIXFPIGOL T, BB PRI SE MG RGO L E A BN NAT, 5 ) LR A S Fin i
B NI NI R S H AT
FiaZ |l

WA ISPYEBERL A IE A o B T I X BRI AM A 1 LB, (L AR AT A S TSP,
TR AR

UK

g, AR5 s EORME T e

Bt GRS e P D LU AR h, RJE g bR (@),

1E IPvA bR, S AME— TR _E ik, B4 192.168.2.1/24 1% 192.168.46.1/24. 151+
=, B PR 192.168.45.45/24, RIS %M .

WS O A5 DHCP RS S8 4E NS 4% FiadT, IBAIemT LIk B DHCP. {HJE, T 5CAJidE A itk
FEOEX DHCP BRES 8841+ fichifBR, MR DHCP Ak45 4% .

fEA AR O E X DHCP BRSZ 88 X b, sl A8 K DHCP it 5 O 77 9 Al (sl
192.168.2.5-192.168.2.254) .

sl RRE, D7 H .

s SR P BB 4 LA B

il SZBIERE

PRESE UG, JERRIE N B AN TR ©AF A TP Mkl e A5 PN 9 2% ) 2 7 S eI e 77 3
PR TLIPR R B Ah_E 357 0 2%

BITHIE R EZRTRIEGABCE

FEAL A BEAS (B BEAR) X BB ) BE A AT AN A IC B2 T, BRI BL R ERIA

XFVFZ RS, el EABOE B PR T OT B e BES, lF TH L EmAR IR AT
JHA B 1 Fse U DHCP RS54 A THEA SR AL IP Mokl 5035, nT OB P H NG N HE 11, I
iid DHCP REGhE . (H2, LS HATA R M BOABC EAVE BEEOR . ARG R, WS T
o

B &R



| ERAIT
sirmggEzanaiirs ]

\)

ER AR SPAT R ERE AT, PTRMEM CLLRE ( (Wik) 78 CLI h I B E% 0, 5 18
U FlC BT B

AR EIRE
wE EKIA =& Al XA EC B #A 8] S e ?

Admin F] /1158 . Adminl23 o WM ERIN Y o

Firepower 4100/9300: #3518 15 4 i
WE M,

AWS: BRARREAEAI AR 25 393 1wl A
i (BREMER>RPEE EX
BRINERS, IBCAE ) AWS SE4]
ID,

EHLIP HhhL. B3 DHCP 3k . i
Threat Defense Virtual192.168.45.45 X}F Firepower 4100/9300: %+

Firepower 4100/9300: BB & | &
BOE B IP Mkt

e W LHOMRRE L, A AN Ak | 1
A B . L F T | \

X / :
SEIE A . R A R fg?m“w”wO%m it
DHCP 4 25 (2%, 8 00 :
*.

Firepower 4100/9300: #3518 15 % Ff
B PG TP ik

ISA 3000: 192.168.45.1,

Threat Defense Virtual: 192.168.45.1

BB DNS 4528 OpenDNS /A3t DNS IR 45 %%, IPv4: by
208.67.220.220 F1 208.67.222.222;
IPv6: 2620:119:35::35. Z 4 AV
M DHCP 3EHU¥) DNS 4545 -

Firepower 4100/9300: 5 & 1% 5 I}
TE DNS e 5548 o

| i :PNEI |



B :oonmssrannies

FERAAT |

wE

1NN

BREXIAECEHA 8 e ?

N EEE 1P Hidik .

192.168.95.1/24

Firepower 4100/9300: A T & $d 42
.

ISA3000: BVIIIP Hul AT & . BVIL
AFERTA N A AN O,

Threat Defense Virtual: 192.168.45.1/24

=
=
i

o

W &8 7 ) DHCP HiRS5 45

FENFRED Fig4T, bkl
192.168.95.5 - 192.168.95.254.
Firepower 4100/9300: A3 F§ DHCP i)
54

ISA 3000: A Ji ] DHCP fli%s 4

Threat Defense Virtual: PN #1422 11 _F b
kb A 192.168.45.46 - 192.168.45.254,

% s DHCP F BB E . (A3
Fic & o0 2% ) AR ik WINS 1 DNS JilR4s
sk, D

TEAMBE D EJR

M, HE TS F A AN Bz
IR (502 IPv4 Hiull, T2
DHCP fR45-%% H 3 fid & .

ANEREE L 1P Hbdik .

IPv4: ik DHCP M HEERI AR 5542 {1 e
(ISP) Y i % HH 2% 3R HL

IPv6: HBNEHE .

Firepower 4100/9300: A Tific & Hd 4%
(N

ISA3000: BVIIIP #ihik RFiflicE . BVIL
AFEPTE WA 1 .

=)
o

EMREBSHEOAED

FEIUATC B I IF) AN BELE PEAN R PR A B4 RSN 02 1 o A5 AR B S e 20D, 4
DHCP ¥ . AU RBFAL PR — N4 1, SR A BER L RC BN AR A e 1

BN B DI &

ShERIZEDO

AEEDO

Firepower 1010

Dy NCEANR

VLANI1 CELFEERAMIEE 1AM prf HiAth
ML 1) SN EER KRR .

Firepower 1120, 1140 F1 1150

PURME O 1/1

PUKME O 172

Firepower 2100 4]

Dy NCEARRI

PIKIHE I 1/2

B &R



| ERAIT
sirmegErEnes

R B D% ShNEREED MER#EEC

Secure Firewall 3100 %41 UKL 1/1 LUK 1/2

Firepower 4100 % 5| A PC AR 1 AP AR 1

Firepower 9300 1% ES TN RAC iz N ES TN RAC iz N

Threat Defense Virtual GigabitEthernet0/0 GigabitEthernet0/1

ISA 3000 GigabitEthernet1/1 A1 GigabitEthernet1/3 | GigabitEthernet1/2 I GigabitEthernetl/4

GigabitEthernet1/1 (outsidel) F1 1/2
(insidel) LA & GigabitEthernet1/3
(outside2) A1 1/4 (inside2) ({VAFELTAY
5 E A A 5 BT

P RN 132002 BVIT B —

\
o

HITVIRIREZREHEE

FESE IR 27 T A m%ﬁﬂﬁ@@%u?mﬁ RIS E B A O AR I
B AT A TR At B T 52 S WHIRUEAEAT “Bas” WoE, WURENIARFSERT R, X
FCHEAT i

\}

E®E Firepower 4100/9300 F1 ISA 3000 A SCHFAE M T o Xf T Firepower 4100/9300, MBUAHHIE E #H &
i, WEFTHYIGECE . X1 ISA 3000, 76K BRI R R ER AL & o

BE il =s E1X. BRABEINLE
Admin /15505, TS5 N AT AT 5 B o B,
P IP HuhlE. Wik DHCP 3RHL. ERIAME.

Threat Defense Virtual: 192.168.45.45

Firepower 4100/9300: i35 & %5 15 2% I 15 B 1) 8 B 1P Ml
B W LB 1. R AN R 1 2 RON S AT B I | BRI
o BB OCAOOE T ORI s it i o A SR A I Bk 1
DHCP JIg %5 #5 I BRIA R G, UM T i M %
Firepower4100/9300: 55 & 15 2% I 15 L 1 99 OC TP Ml
ISA 3000: 192.168.45.1

Threat Defense Virtual: 192.168.45.1

| i :PNEI |



B srmsesErrems

FERAAT |

wE

(=1

2X. BRXBEIANEE

TR 1) DNS R4 2%,

OpenDNS A3t DNS JIR454%, IPv4: 208.67.220.220 Fll
208.67.222.222; IPv6: 2620:119:35::35, B H N IRATAT 4
. ZGMAE N DHCP 3KH DNS R4 %%

Firepower4100/9300: 5812 45 5 2 I 50 EL 1) DNS IR 5545

EELENA .

firepower BRI FRATAT (5 L o
Firepower 4100/9300: i 1% 45 5 £ I BB 1 FHL 4

T H e AT B )

Bz 1 BT 0] B1) 2 B0 I o 4 ek Y S 1 3B FT HTTPS
Vilel. ANFVF SSH 4. A IPv4 Fl IPv6 &z,

Firepower4100/9300: A fr[$dfei 2 1 AL BRIE B U7 [ AL o
ISA 3000: ATA Hdi 42 113 JEBRIGE FR U 1) L) o

Threat Defense Virtual: AT 24 42 35 o BRI EE U5 [n) B
.,

RGN A

TSP DXAT NTP JIR 5525 -
Firepower 4100/9300: FR Gt [0 4k 7 [ HLAH -

ISA 3000: B} NTP lx%5+#5: 0.sourcefire.pool.ntp.org.
1.sourcefire.pool.ntp.org. 2.sourcefire.pool.ntp.org.

BREVF AT

VENH I BEAVE T UE B O VEAL 3], DA £ HE
AT BVFRTUE . s 3 I EA], 1 28 REVF AT BT .

AR TP ik,

192.168.95.1/24
Firepower 4100/9300: A FiUpC & £ 42 11

ISA 3000: JG. WA1F3hE BVIL IP Hilik.
Threat Defense Virtual: 192.168.45.1/24

W% F i ) DHCP iR %%
5o

EN TR FIg4T, Hihbih 192.168.95.5-192.168.95.254,
Firepower 4100/9300: A )4 | DHCP JIR%5 %% .
ISA 3000: i H DHCP IR452%.

Threat Defense Virtual: P84 1 _E bR 192.168.45.46
-192.168.45.254.

NN

%% i i) DHCP H S
Ho (HBIEE NE it
WINS FiI DNS JIlk 45 2 (r) 1
fik. )

U R A ] DHCP SKERHUANHE 1 1Pv4 MLk,  WZEAR EHE 1
R

AT HFRA S HE, WZEH DHCP HEIRLE «

B3, HE TR .

B &R



| ERAIT

sirmegErEnes

w"E A& 2. BRAIHBIARE
By R . * Firepower 1010 - 742 1 Ethernet1/1 2 LR KBS % | BRIAE .

Mo P St D R HIRAS bl 11, HLE P
I VLANT 18700 R LURE 28 3 AT H L A\ X 28
g 1, AN FRHE 11 DHCP iR 45 #5% RI dik o

* Firepower 4100/9300 - i3 SoAh £ 42 1135 U8 H .

* ISA 3000 - T fi Fm sz L3y U n H, HZ R — A4l
BVII [f]—#B4> . GigabitEthernetl/1 F11/3 J& 4N,
GigabitEthernet1/2 F11/4 #5/& N &85 1
GigabitEthernet1/1 (outsidel) 1 1/2 (insidel) UL X
GigabitEthernet1/3 (outside2) I 1/4 (inside2) (fNIAEYG4F
RS A A A5 X

o P AU 5 - SRR Py P 11— RS 4%
Ho Fry HAbEoda 32 1 A8

AN LR DR TP il

FE T B SR ER A MR [ o 35 2200 T WA 4 B 2 W
PRIABCE . 55 22 UL,

ik DHCP M1 IPv6 H )L E IR IP ik, sl 2 4m A i
Auhk (IPv4. 1Pv6 B ).

Firepower 4100/9300: A< Tt & Zdi 11
ISA 3000: JG. WFahikE BVILIP Mtk

e EBOAE.
Tk e

AR o

WIS AN A& 12 R A TPv4 B IPve Huhl, W&k
IPv4/1Pv6 Pt B AN (P R A BRI BS B, F8 1R 8 i bk 2 Y
SE XM G, Sk EE DHCP, W DHCP R 4% %8 SR BUER A
% o

AN, AR AR bk Mgkt %, Bk IPv4
B1%E 0.0.0.0/0, &y IPv6 B1)E ::/0,

(SE

LA

inside_zone, 7% % . Xt T Firepower4100/9300, 7%
BRI R e 4 X .

outside zone, & AMBREEI . Xf T Firepower 4100/9300,
TS T PR DS N A e A

(AT A SR e DO AR i el i 1, el LA SO X
B .

Faae

i :PNEI |



FERAAT |

B e=nxzs

wE

(=1 2X. BRXBEIANEE

i ) 1 SRS

{5 4T M inside_zone F] outside _zone 2 [A] T Vit AL . 1 | B
RO A0 L IR T U B NI 248 A R4S, I e i/pix L
HERGR AR, R TR A .

XA HAb &, BRERAE R L. SXFERT BT 1A Ak
(AT AT J7 ek N R 8%

Firepower 4100/9300: & FiC B 1 i) KU o

ISA 3000: {51T:M inside zone F outside zone [NFTH I EIT
KA, PLRAEAE M outside zone | inside_zone [ T 3 ¥ & 1)
F. i szbHb . Bk AT (51T inside_zone Al
outside_zone {4 11 2[RI FT A Vit & AR I o I A 75 TG 7 4G
A DS P 1935 ) vl 118 7 S e 8

NAT

FE B2 PAT B OTKE A A A0 T IATAT TPv4 Ji et (9 | Bt
Hi b4 4 Ky AR 1 TP Mk b3 1

WA YL RRGR K PAT U], AoifFid il 32 1 3BT HTTPS
Viin), FEIEE B R D T . XA BIR
1E NAT P, (HU &4 CLI 1 A show nat £74, e
FHE.

Firepower 4100/9300: A Fiific & NAT.

ISA 3000: ATt & NAT.

Ao EE

KER

PAUR A A B e I AT 7

BLEIRE

T OCE R WA AR, RIUKE I ke R B R E A RS . RO S, A LT
Dy R G A T B A B AL 4 L

WURAE LS B0 H , 7R R SO R B [ W BC 8 77 %6 . LT AT A 0 P LR
RS R R E U (Profile).

W

UK

TR AR &R ERE.

B &R



| ERAIT
rags |

PR EDM b 7R T B IPIRES, BRI TR O DL OB . (SRt CUC B A i 4Rk
FoE. ARWEAEE, WSHERRIRSMEEIRE , 5 34 10,

WG LT 2 S BAHRCA . VDB (RGN D) RRAS B2 A AR R B i 597 1)
M. BEIXHEOE BoRm T ITERAS, W E IR WS e IvE GRRSes) . &
EEAREMPRES, ARG 2B, WA UG B aE MHE R K s i 2 BB E 2 IR S5

KGR T s mT LASC B AR e 0 4. R4 A C 40 22 LUK PR S IE B PP T A
PR 2 g AR R R O Y AT R AT
T A AP
< EO - B TEBEZON, 2ONECEN NI D, SR,
© BEER - B E . AUE CBOARS BT IRAEEIIRCE, AT RERT B th o WS .

o ST - ELALE . AR B R, LRGN T IR TR LT, TR
EOE WO TR, DU CRAEITIAT BB R P 0T 534h, Wil AR T 3E I oH RSB 2 i 1 4
BB, AT LAUS Rl e T o TR B SR AR G A

* RFIRE - AU M RE . ARRERAAEYIN R E RGN ACE AR E, RN i
S RERE .

BREVFANE - s RGVFIER PR 22T 2 I VFATIE, A BEfEHIZ R G, HELb)
RET EAUMNIVFATIE. 1621 RGBT

EMFIRE - S0 RAME SR ICRT & 0. WSS IKE RS
BOBEHERR - NSRS R O R EOR AR s HERR SO o 165 2 B B 3 e R ST

Sk E) VPN - AN 804 g e R B o6 1) Kt e [ KU T P 48 (VPN) 4. 1 28 B B i )
VPN.

AR T8 VPN - Fe VA7 ) i 12542 21 PN 37 9 4% O A2 U i) R L5 I (VPN) iC B . 55 W
BILFEV ] VPN,

SR BCE - {7 FlexConfig 1 Smart CLI At & FH e FEAS TLIERC & I ThfE. 5 2 2L
B

CIRFEE - AA ST HEERIA . 1ES 0§ S A T R
PRI S K AREAL L LS B

TR B B, WA 2B, WS REE TS, 531 0

T—5H#tta
(S AR, O RGBS AN . S3Ah, T LA R B A T T

i :PNEI |


fptd-fdm-config-guide-720_chapter10.pdf#nameddest=unique_41
fptd-fdm-config-guide-720_chapter26.pdf#nameddest=unique_42
fptd-fdm-config-guide-720_chapter11.pdf#nameddest=unique_35
fptd-fdm-config-guide-720_chapter27.pdf#nameddest=unique_44
fptd-fdm-config-guide-720_chapter26.pdf#nameddest=unique_45
fptd-fdm-config-guide-720_chapter3.pdf#nameddest=unique_46
fptd-fdm-config-guide-720_chapter27.pdf#nameddest=unique_47
fptd-fdm-config-guide-720_chapter27.pdf#nameddest=unique_48
fptd-fdm-config-guide-720_chapter24.pdf#nameddest=unique_49
fptd-fdm-config-guide-720_chapter24.pdf#nameddest=unique_49
fptd-fdm-config-guide-720_chapter25.pdf#nameddest=unique_50
fptd-fdm-config-guide-720_chapter25.pdf#nameddest=unique_50
fptd-fdm-config-guide-720_appendix1.pdf#nameddest=unique_51
fptd-fdm-config-guide-720_appendix1.pdf#nameddest=unique_51
fptd-fdm-config-guide-720_chapter27.pdf#nameddest=unique_52

FERAAT |
B eszosw

Bo B R 2R
P12 R S50 T % P W IR 28 50 N A

UK

P11 pidi kg (Policies).
“o A EmE” (Security Policies) U [H] ik 7 il ik 5 48 ST H2 10 5 NI R DA S 2 4 SRS 1T I FH U
W2 RIS AR A TR E
AR IR LA V7 M A, (HR] BEAN T AL SR SR R . DUT A2 SRS J 2L
* SSL fi#% (SSL Decryption) - WA A N2 &4 (WIWTHTTPS) & BAAEANR . R4S,
A ZRU 3 ¥z . A SSL Al SR ff o T3 LR % MIE B . R ARG, S IHLE B
B, TESRIACE SSL RS Hn .
o B - WERED N3 305 &N P AR SCHG, SO FH P 5O P A R B A I g ), i
A B 03 SREME A 22 5 &5 s U TP Mol G I 7 o T 2 B0 E 5 00 s
o REEEE - AR RE RIS P Z vt ke TP Mk s URL s, FHAE CURS =k AU
FEY7 )42 1 SR A G 75 7% B Ik bl 5, JURHR I B TEEr 1) C A i T URL R, w] Al
A RERH LA R SIS A B o AR R BEUR, TG 50 Ik G e R S AN I ) ok L L 27 2 v (1 T
H. SIS 2R 6.

* NAT C(Z5 b ) - 1] NAT SRIEHE A B 1P Mkl #46 J Sh s ml it hi ik . 52 &
NAT,

« 7ialEH] (Access Control) - i F Ui In] 42 ) SEms o 52 X 4% 1 SR VIR IE RS . 18] DA% 24 X4, TP
kb, BRI SR N URL. P B AT i . Rk AT LA 5 e 42 00 00 ke o F
MNIZ SRS RSO CEREHAE) NG 0TSS5t URL 108, 52 W0 & Vi i) 42 ) S .

* AR (Intrusion) - {ff FI AR SEMEAI A0 b o BIASEALE P Uy Tn) 42 R0 S TN AR S, ATl
CAGw A AR S, DR FE IR T s TR S8 R o 372 [ AR s

FE3 rllE A IERE (Deploy) 424 AT B k.

SR Rk, Tl 2B WSHEES, 531 0.

BRI TR

ST LLAE SR U 06 AN R A ] A SCAR R, IR B ZE iR I I H - e e b
TA R KL H B2 g, ETiREIC AT

B &R


fptd-fdm-config-guide-720_chapter18.pdf#nameddest=unique_55
fptd-fdm-config-guide-720_chapter19.pdf#nameddest=unique_56
fptd-fdm-config-guide-720_chapter20.pdf#nameddest=unique_57
fptd-fdm-config-guide-720_chapter23.pdf#nameddest=unique_58
fptd-fdm-config-guide-720_chapter23.pdf#nameddest=unique_58
fptd-fdm-config-guide-720_chapter21.pdf#nameddest=unique_59
fptd-fdm-config-guide-720_chapter22.pdf#nameddest=unique_60

| ERAIT

mezy ]

FEAEATSR R VISR (BRAAZ SRS BOR G A H Z UM G 10 T3 RO AR IR AERR R 7B,
N EERN P, SRJE4% Enter.

B4 0] DU T R 6 G AT AT 5845, HLol DR B4 7457 d o S8 n] DU 2 5 * /R TR AT,
VCHCEAN AN PR o IEAMANLL T2, B R ERF R AR R/ 2~ {1 <>%. LU F4HF
B 20 #&e

FAFER AT LU B AR RN o i, T RUR N TP Mkl I 4 20 B A4S 52 2 Ik ) o0 2% 56 5 a4
SEJn, R ZAEA M x 5l g ds .

GIEETS

L T SRS A N, S OSSR B A T O R A

1 AT HEMG

2. HE M

ER bR, AT AT — AR T S, TS AEEAT AL S RIS R IBAT ks, fERKE
BHHLR, AATE A . HE, a0, REEEHNHBAEE, X il

(KIP s b . BeAh, A7 LS R SR Sl 518, R R & Barlia. Dk, SRS+
Wi KK AR /N, T DL S 38 T

\}

AR WUREEAEAL R, AR el Z B R0 e i P B PR AL AP S 20 B8 150 [V et L i Bk a1 T T
AN 8 AT ARCAS o IOR h i, LR VR ERE 52 1k

SERCEHAT NS R, VS H I LU R R e A TR BB
A

b

i

D AN 5 | 5 oy T DR ) R A RS, B AN G B R | A I O 0D T DB
i IR, U O A B R B . AT DG EEELHT A SN 0 S A VEARAE S, T 2B S A AR
GRS B E S, 5 32 U,

g2

P s Mot EAERE B e (Deploy Changes) s
FARWENES, RESHRE SRR,

“RPACER S T SR C L 1 B ROAS L AR A PR B M TR (R LA R e XSRS T T I R
R HHER . A INBEAR K0 A RRER S IR, TE S B E i .

i :PNEI |



FERAAT |
B :xemsizspnmasy

UIESHIE &S Y Sl el 1R S IR R SE PSS A sk P 8 e S E LB e g e B2t
Ko WERIEI TR I R 0, TR NZAGHE, S84 S 47 10 S SO 2 i L

IR EbR AR mse s, A LR BAR B B AN A AT ). 1 A s R
B D S SR AR, el B RR RT U ) © 20 e i i S B A R R T

P2 W RGBT S B R, T LA ST RN ERE (Deploy Now) 7RI s4E k.
T LU R B8 IEE AT . T DG 1, s e . W RIS e i e b G B 11, A
WAL BTSSR HER AR R W& DR TRRE, Wl HERER
$1i2F (Deployment History) Hi4 A & 45 5 .

B, EHAE R DARAT LT #A4F

« el fr % (Namethe Job) - BB kv 44, i 5 i SLENERZE (Deploy Now) #2411 F (1 4
ik, SRiGEEAERE4E 42 (Namethe Deployment Job). i AN —N4FK, R didiERE
(Deploy). 2 Fkbs o3& [FAE ML — B R 7E B AZ RIS 38 g il s, BEfE s a k.

Biltn, mFKAE 44 “DMZ Interface Configuration” , EINIFIHEE R # i 44°4 “Deployment
Completed: DMZ Interface Configuration” . I4h, 7ESHEBVENAHICH) “4E4 CIFMR” i “AT:
KOG HT, AR A RRR RS A4 FR

* SR STEEERE (Force a full deployment) - 0 S 3] [ i A5 B ol R G030 8 SE 3l 1AM
O, Al LS SLENERE (Deploy Now) 1241 ) R sk, SRJE1EFR T2 ERE (Apply
Full Deployment). 5E%&& o5 T E0A S W, PURCL TR A ZEAT HRAE, SRJ5 A fig i &R
£ (Deploy).

* JF E 4 (Discard Changes) - Z T A AR B 00, KX ST B % 1R (More Options) >
SERHF (Discard All)e R ESRIEHEATHIIN .

+ EHI 4 (Copy Changes) - ¥ 51 2051 38 52 I B B Wik, 1 K IR s B % 121 (M ore Options) >
S #2544 (Copy to Clipboard). 1245 SANELE 500 Tk, E5A W .

* T#E L (Download Changes) - ZELUSCHF LA FEGE A&, iHKIRE R ZIEI (More
Options) > LASC AR T3 (Download as Text). REUKH vk A ORI 2 TAFSE . SCIERA]
YAML 6 30e AR IEEAT L 1130 YAML #% A gnitds, ol LUEHI SCA i as &5 .

Sl G EERMEEEN
PENBBICE TR, L (R A0 & T B R 5
A

iE

el

FERREIN, PR R AT RE o REUD B EUR ORI TR T Tidh, 2 L fe B e 2 A 5 |
Eie Y = b BB e Pt ol TRk = il B g B e i

B &R |



| ERAIT
ssnarrnsnnszEy ]

gk

RE
O3 BRSO LR R SR 5 1, ks SRR A R G DA O RS s I |
o JA H AR SSL fift %5 S o
s WA EZ A D (AR TR B MTU.
o FEV )R R0 LA 0 sl B SO S o
* VDB LR
o R B W R PR E

Ilk%

IEAh, A Snort HERR ﬁdﬂﬁ%iiLﬁm,mﬁﬁﬁT EEFIER . T LAl
show asp inspect-dp snort @4, 2 Snort *4Hif¥ CPU i f .

R R B A

T SR T AR B VDB, WA S, A TSRS . B T e S E
RSN G5 Fa N SR RIS, TR IR e OR R 1Y A SR k. R
e RGECE ) ABIARE TR, WIARGORAE T K88 SN N S, RIS I 5 5 v i 2 T e
2.
REEH

FANEHT A B AR GRS S U R SRR AN T, AN S | R R B R T
@%ﬁ%@ﬁ% TiALEEAS . I £l (VDB) SO0 SR . iR, AiE ik
%Eﬁ%%TﬁW%ESmnﬁﬁﬁm

sRH AT B EREEE L

TERZHEOLT, BN ES. 2, WHLE, RKREKEHNNEMCE, XiEs
RSP T LUR R SRR AT SE B A 1 — S B

o T 2 A IR 5 b S

o AR HROR B3 SR 1 T2

* BRI HE %2 EtherChannel.

o MR LUK 194 38 1

* 1514 EtherChannel (¥ 7245 115G Hk o

o WHRRIC S rh AR AR o B, IR 0 e s O A5 1 22 4 X sl e 11

'Eﬁﬁ?ﬂm@ﬂg%%%ﬂa&mgﬁ%,ﬁM%%*%%K@@W%ﬁ%H%O%%Wﬁ
SO RGPAT A S lﬁ&ﬁ%iﬁ%ﬂuwmﬂw&M@N%iﬁ%Mﬁo@Mu
T%%?tAﬂw&mgﬁ%¢@Aﬁém TR AT R [

| i :PNEI |



FERAAT |
B =szonsnegmss

g%?itm'iklu\fn fi'iklb\
CUETHE” BAER A T EEAL R S b b 2k e e . BT T “W AT, IE IR

R P EE R KB AR % AR PR AR g Bl s AEZ R By, AN SRR E2E . A
MR LU R IH

)

AR RS CERE DRSS R B4 R THE0 (Interfaces) U ATES$E (Monitoring) > R4t

(System) F A
EORE

B bR s e 1 By el A A I TP Mk, 8 IR IR S . TP Mk n] F S e, B rT DA
DHCP . B Bbn s TR L 1 (BVI) () B4 SRl g2 51 % .

P 11 3 VAE T LT B AR «
o Gt - MO CBRCEME N, SR IZITIRE
VSRR ARP N

o BEO/ZLE - O CRCENUR T, (HEER P R O 2iER g, WIIRAR R AR
FE. WURZE DORER AT, IR FUIIR 2 o

AR SR 4% % %
B T AE LR S0P R IER B AN (BB NP 3 0 2% s 1

o WERIZS - OR 400 “ IR R 1 s N 2% R 1 o A S A B 4, AN B AT
WERR A A AL DO “AEE” WA SRR 1 b ic 2 P9 o 11

o SNSRI ZS - AOR 44 0 “HNER” R I R AN 2 i 1 o TR IR A A, A PO TR
57 WA SR ATART Sy 13 A 0 11

EIRIRERTS

Kb s e 15 0 B PR O L T 0%, DNS 554 NTP 5@ M REVF AT, LA SR E R 7 1E
WisAT.

RO FORZ I RE OIS HAs T IEH, KEOF R E SR IERIETT. G, RIGVEIER R4,
JU) DNS HE 7R K . 4 Bl bR s R D EER BT A TEA(E R .

WA, LD R AR R AN
o S ORI OG- IIGE R REIRE > E1EED.
* DNS JIRg54% - IKIXIEFE R FIRE > DNS fRF =% -
* NTP %548 - KUGEPERFIRE > NTP. 511 S HINTP i .

B &R |


fptd-fdm-config-guide-720_chapter27.pdf#nameddest=unique_64

| ERAIT

sergrsns i

© BREVFAIIIE - midy “RREVFRE” AU N EBBRE L.

ERERGESIRTS

$IR2

RGULS WAL HALS S5 AT (25 P fl, ks 2 M BT & Bl it e 508 . T A A IX 4t
RS MFIR LIRS, DA RGUE S5 15 I 5 1o

RSS9 NG R RGAT S FIER B AR5 IRES . FRZH S T’E > REEE > WZAE T,
S Pean i R B, 88 H SRR S5 IR AT 55 45 R s S i, AT 55 910K
REEHAEEIFN DA H . MAh, BEEERL A% H G 4 H AR A R S A PR

i

m R P RS SR (Task List) 1441 .

PRI AT 53R, Hop R RGUE S5 PR ATEANE E
PEGAESTIRAS .

B @ R e TR T st X = R U O /(1 S E e N 1 7 e o | 1 B s
VA IR B TP My bk TGV 1) TR Bl o 0 TAT 45 U0 B i i tH R 8 ), 465 mT R i B0 R SR,
ARIZFFHL (TAC).

B ST 25 9136 AT LA AT LT $ 4 -
* A BTN (Success) Bk (Failures) #4H, A XSRS IES 2% .
o SRS MR ERE (©), IR DR,
o AR BT A ST AL EY1E S (Remove All Completed Tasks) AJ V5 45 O 45 R IT AT AT- 4% 1151 4 .

£ CLI =l & Mai=Ffn il B &

JEP AR VA ELRE—N ] T A RO HE R 1R i AT AT (CLD. SR T LAFTIF SSH 2316 Uy ] Jir
ARG A, (AW DLE SA S BIES chT JF CLI £kl S H Hiar 4, it show i 4 LA J%
ping. traceroute fll packet-tracer . WIRHATE I AR, &0 Ll failover . reboot 1 shutdown

SN
T2 o

A TUHFE B E) 53— D TR, 7T RUE CLI G REFHTIPIRGS, IFRCENMEIRE. B, 18
FE BT A B 2 e, AT RAAE CLL %) & T ping Sk /2 75 T LAs ) H BRI 4% o

CLI £ 40 LA ) BB 4 CLI. AfeAli ] CLI &l & HE NS CLI. &5, FXOS CLI
(ZEF ] FXOS i85 1) o dn JE 52t A oA CLI X, 35 4# ] SSH.

i :PNEI |



FERAAT |
B crcunsaupnums

AR VARG B, WS 5 AR} Firepower i ffifir©27%,  https://www.cisco.com/c/en/us/td/
docs/security/firepower/command ref/b Command Reference for Firepower Threat Defense.html.

%
* LB CLLFHI 6 4% ping, {AASHF ping system %

* RS2 v MR 2 Nkt Ao PRk, WRIHAR A ka4 (B, {8 RESTAPD , &
A RE T B Hofh a2 78 UG A BEM N 2o WUER I ) SURE S A7 7E, WA SSH 1%, 1k
CLI #8146,

s A SR OB WG ERIR PG B . G0 RAE W& S FLES o O E AT, WASTE
A A B TR SR g . BN, W RS, EANEEZ S, %
HHANZ 7R 7E show route % H o

UK

TR Rl MU B CLIEH & K s,

P2 BRI AL, RJG1% Enter .

A7 4 TR K LB, VTR I R S BT OB, . R
HEAHIR 4 (40 showperfstats) , W4 DL, W RIVEOVALEE, BT i %
{5 SSH % PS4SR CLIFEHI

PAR A St er A i o R — 248

* $i Tab B, {ESEANIRS TSN RGia A4z, BLAh, DRI A% Tab 8, RGBS rhal
IS %, Tab WIS =0 Y. =22 )h, dEMMGLSHRFPWELHE.

* $% Ctrl+C 7] LU 1L 24T
o BRANE I, ST AT EAE, AR R TR E .
cpiERF B we B BEDROCERgEN O .

o HEGEESE, LbrEORR ED g, BE AT IS, A K e g b
k. EEER, EatEssEan & .

o SEIFHESNAZE Y BRSO, ARJEE Cel+C B H S B B R .
s cu (B gL BT,
cibgsss—an D B, BB RIS A T T A AR TR -

PR3 SEHUn, AR RHEEHG LRI W2 exit dir % .

B &R


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| EAAIT
Rt waams aresTArl [l

JUE T8 5 WA BB I ARUE AT B8 AIE 06 CLI I IR, (BAE I FE bl G, sSzbr B MR TG &
3% CLIL,

ERHE A & ETEES 0 REST API
TEAHE S B R we8 W A i, T DU e & #1288 A gl 48 REST API Pt & e %o SEFr I,
WA TESS fF ] REST API Bl & % 4% .
{HIH &, REST API A2t R & & B B a2 L oh R 2 M HA ThRE . [RItk, X FATRAT 44 €
MIThee, #alLI{#iF] REST API it Bl WA B HBEEN ENAGRERHKE.
W ALE T AF REST API Rl . {HAE & & ISP AT I ThEE W B, T WA S HEBRE LR
Thie (B FEYs R VPND N, Z B i Rea i imoy . IR APL & & o] et iE oG BT AN,
HHAFZIENT, B WA SR AN A E S PR W E R APL 5. XFFAF
o] 45 B ThEe, MIGUEFTVE R 2w AR
— S, NSRS e ThEE RN R Wi B 2s Fl REST APL. AHJe, BoE W&, NMP
Hrpik Moy, B ESETIIRE .

A U APT Explorer £1 5 f24K API J5ik. fidh “SHZIEI” #4401 (¢ ) FHi%E$E API Explorer,

| i :PNEI |



:3:PNE |
. EIAHE A i & &2 EE 71 REST API

B &R



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



