B1ESCE. Firewall Threat DefenseB{EF A ZE
{51

PLUR A T s a] BEA 20T Bl KBS B4 BEA%, Jl3d Firewall Threat Defense ¢ /i f)— 444 AT
%o IXBAFFH EHIMBOE B O R A BCE M S, JFORE T RIaECE . R T WG E,
TZRENE AT IX S8R o) 1 A = s A ik

o WHATAERT KGR & A OB & B 1 0L

o WARN T RIS M i i, 25 6 L

o el L gy, EB 13 T

o W B A, BB 17 T

o o] sl i $E A2 AR Semg (URL i 38) , 55 20 10

o W EHIN AR, 25 25 1T

o WA, B 28 1T

o WP PR s B , 55 33 T

s HZoRH, 238 1L

AR AR R R SRS LR ER&
SERCRE 3R, BN IR TAE, JFCEE RO A S
o A CURI Y B2 11 o LA B 12 D R i
* (Firepower 4100/9300) 7 Fil it & 34k % 1

* (ISA 3000) PRI E 2 AW EE ORI 2 NMMEED . Bk s, HET3EE BVILIP it
i 8

* (BR Firepower 4100/9300 4b) P &M% (1) 22 4 X 4k .

* (B Firepower 4100/9300 41> 54T FrAa P W9 240 G & 1R 07 BRI . X+ ISA 3000, f77E fuiF
NP8 80 /08 180 A7 4 A B A A7 380 PR 8 ) B A7 9 R 7 T )

*  (B& Firepower 4100/9300 & ISA 3000 4h) #2111 NAT AU, FHFB AT P 3 B 2 i B4 e 5]
AN TP Mk b .

B{ESE: Firewall Threat Defensetd (s F =51
I



BIEXH: Firewall Threat DefensetfE RS |
B sweaposssems rRERs

* (% Firepower 4100/9300 /% ISA 3000 4> £ P4 M4z 1 iz 47 ) DHCP %5 %%

PRMEE T n] e SEAC B b RE . 3 s uliin B AL (7). IRIUCA SRR D BRIK VR

=
—
° O\
58

TR EFRE, R ERFIEAhNESERE.

AT EAREAERI PTEVE AR (IPS  BRHAFRI#, URL) , nlifRH (Enable). AR et
HE M B, ST A BT ) RA VPN VERIE . WRANE A 15 f 2 ANV ANE, 5 5 0 i vF

AIER SR .
R AR, ATRLAZ AT %384 . R E MR &, IFHL R BI AT B AE . T AEVRAL R/ AT
UERYRTEATEE N -

P2 R T RO, ERRE, SAdHEOR PR, AR 0RO,

* X}F Firepower 4100/9300, AXHTATE#: AT AR 1P Hhblalze A XA E, Fik, &%
2 et RO G B A P AT Bz

* H1T ISA 3000 FSGHCE 15 FrAT Bt % D IOBF 2L, DAIMOAN T B0 B I 2 1, HE, 20
FEICE BVIIP itk e WUERBEAR I ZIANTAL, T LG HEE AT i, BRSO B 1 . 4R
Jeis P RICREI R T C B AR 80 A 199 2%

F T AR AT, mT AR LA 1G] S Do A A s T B ) DR 8, B B SR P IR A A T
* %} Firepower 1010 Fl Cisco Secure Firewall 1210/1220, [ Ethernetl/1 (4B LAAME A2 0
By gy VLANT AR (17 I B aCAS e p Loty 11 o AT LUCKSAS b Loty 1 58 25Ok 77 K Bty 115 8
B VLAN $210, IR J o Bl Az bl 115 B0 E h 405X A8 S bty 1

SRR (R (@), S IP AL AL B R

DA -l — N LS E A “BR X7 (DMZ), FTLLRE AT A TF U5 i %8 (1 Web k5545 ) A
Zkrh ., SERUR S dHRTE (Save).

. &£ Firewall Threat Defense (% F =5l



| ®mfEs: Firewall Threat Defensef1s 3 %5

smEp g eers rescs ]

Edit Physical Interface

Interface Name Mode Status

dmz Routed v Q
L

Description

IPv4 Address IPvE Address Advanced Options

Type

Static v

IP Address and Subnet Mask

192.168.6.1 / 24

FER3 WERCRCERZ L, TR, R MH X EEREXE,

R i 2 G0 4 B BT DIk o RS VAR 2 TN DX, DR s AR R 2 4 Dt AN e 1ok
WO o OB B VN AN RER FOBE X I, DR 2 Gl B B SO B & 2 5,
AT R DA R

LA 7- B s il 4 DMZ $2 LR B DMZ [X k.

Add Security Zone

MName

dmz-zone

Description

Mode

@ Routed O Passive

Interfaces

+

@ dmz

4 WA E N S8 ] DHCP W45 3R ELIP Huhik, A FOg &, ARG ARSI E >DHCP
BR%2e. k4 DHCP BR&Z Bkl k.
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#,

DU 76 B =t ARl 76 inside2 5101 (HbtEM R 192.168.4.50-192.168.4.240) %' DHCP IR4%-5%.

Add Server

Enabled DHCP Server o

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

g, NERGIBERATNEREE, JFACEAR .

BRI H 30 A8 1AL T AR R 1 2 AN B9 R ISP #6128 . BRI IPv4 % thi& T any-ipv4
(0.0.0.0/0), T ERINIK IPV6 % H13E FH T+ any-ipv6 (::0/0). A BIFAE FH A EEAS TP RRCAS B % o fn SR
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Protocol

@ 1Pva O Ipve

Gateway

isp-gateway

Interface

outside

Metric

1

Metworks

r[_.:l any-ipvd
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FIR6 LFERRE (Policies), J 2y 4% c E 2 4 TG .

B 22 ) BB SV I AN XS TR AE SR LSl IR T 4 1 3t g 0 B4 1 OO
A T RS e (NAT). RUAERCE 18 11, dn SRR FLAs I 2 P A D on ey, g Tl 42 il R )
B BB XL

H2, WA 2 AW, WG B 40 U5 ) P2 IR FEVE A D2 TR A s i At
A, R EEIOK S VIR LU X IR 8] (R o I S i EHEAT (1 R AT PR S 1 B

BEAN, YA A S LIS AR5, IFXd NAT A I ST RS 40 e, LS B 0T 3
FOGE L. S65TT DA R LA 0

* SSL f# % (SSL Decryption) - 4 FE A A N EH: (FIWTHTTPS) R AENR . BRIKI4E,
V| WAZ il B4 o AT SSL % S Aff o 75 TR e . RARK GG, S E R

R

* 4 (Identity) - 1R EORE R 2053 55 2T AN SISO TP ST ™ 28 i 57 53 473 b 19 4%
Vi), S S 2 B g s U TP M hESRIR (K

* REEHE - (] AR BE SRS P 5 57 0E HH % 5 TP Mk ol URL (10344, LIk LRSS R s
AE V7 1) P T SR v A0 T 5 PR 2t o SRR ST S B ) A ik ATURL Y, vl i 2
R RERLIE ARSI AN A B AR REUR, T i e ot e SRS SRS o ) i L 1 =271 v (1 33
H o

o NAT (WIZHbhE#E) - fHH NAT SEREAE P9 58 TP Hhhb #6485 ok S nT 4%t Hhk

* 7ia3EH] (Access Control) - i F Ui Inl 42 ) S mS A o2 I 2% SR VP IER: . B8] DA e 4 X 8. TP
bk PR3 BT N URL. FH P i 4Lkl oo 580 vl LA D7 1l 42 SR 000 >k 12
MNAZ MG RIS CRRARE) Hg . A8 SR ms St URL 98

* N2 (Intrusion) - A& FH AR S A DU U mUMr o RIS HI Uy T 428 S0 00 I NAR S, A7)
UG 4 A S, DAUE R Y AR R S A AR R o

DL 78] S 7 ] 577 v 42 1 S s of AR VP 9 IX 3855 DMZ X382 ) (i oo Aol , AT It
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Add Access Rule

2 pae Inside_DMZ

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION

Zones + Networks +  Pons *  Zones

g inside_zone B dmz-zone
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I AR % P I & .
M BB ERRE.
M GRS F A B + $ 8, U DLESR AT 80 G 4 56T .
FEATREI T, FABOR BB P E AT & 47 5640 .
RN BFR, LR RN, 401 Require_Authentication.
ER/IBRRIEIR b, R EAWE, B &N AR 4 A
AT DI 4 75 0K 12 SR B A B AR R R . (B, ES S KU (GEH T HTTP i &,
R AEHTTP = S5 Y5/ H bR AR VS E AT, B 00 kg B TG B, ESRECE S
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WTR1E, IHEREHNBHIEIE.
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TEAE o
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M), (B2 B F - SSL M 28 K8 ) A 15
o BREESIUED - EFEAE T80 S BRI S AE2S F P i NERAIE 15 . S mT DUEPE e X H 2
% DefaultInternalCertificate, 1] LA i oh 811 Fi B R ERIEF JF _EALLE B3 W 4% CAS AT I UE
1.
WRA A AL RS CSETIET, W2 %k 15 .
s EEMEENG - EFENIFEAOREEME e EV LML S, ZE% 0N HETS 505
UETE SR B SR BIPIZE 1] P o TR B AAAE, 15 e B EFTM L.
FQDN A2 NT ¥ 4 B0 2 — 1) 1P Huhk . 3@ 8 H FQDN, #&0] LICA 2 s 1R
(19 30 S BOAE /B uE D, ATk S FH 7 AE Ak 5 ) 21 TP ik e BN 32 A5 AT
ES ] DUAEUE 5 A8 3 2 15 4 FR (SAN) 2 FQDN. il it 4F FQDN 2% 4~ FQDN.,

B SRS A RN SRR P P AT T3 SR Bk, (HEOR TR E TEE 17 FQDN, AT 44 T e
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h)

)

o G0 - BRI 0 . BRI 1A 885 (TCP). i HEA & 7 Hoddsms 11, W32 11025
1E 1025-65535 (KT E W .

c BEEZEZUED - EFENTE CA LT, DA FH 5548 44 00 15 S it fifd 2 (1 U o 4 ] DA
FHTE X B NGFW-Default-Internal CA 1iF 15 CERIAET) , 0w DUE FH A g AL FIIETS .
W CUE T, WS eI B AE CA B TAIE . (MW H ] SSL RS SRS, R4t
A oPOREIR IR B D
T S A AE 2 i ) W 2 2 R 1, i%ﬁ%?%‘a%ﬂ%ﬂ(%%ﬁ%ﬂ%ﬂzm A RWHA LGRS
M5B, TES &0 VA SR . J3iE S A e A4 N N 4 CA IE1,

i
“ B SRR IC L R AERLAE B AR s

Identity Policy Configuration

Identity Policy

ACTIVE AUTHENTICATION
Server Certificate

DefaultinternalCertificate bl

Redirect to Host Name

CaptivePortal V

Port

885

SSL Decryption
Decrypt Re-Sign Certificate

NGFW-Default-InternalCA

:

@ Download the selected cartificate. @ Install it on all client machines for all
browsears. Read detailed instructions [

I you do not install the certificate, users will see wamings for untrusted HTTPS
connections.

CANCEL

RAHRTFLAORAE 18 S IR B E .
“EBEHIRUE” IR R RAE “BRAET WE T,
FEENFGIIEILETF L, L HTTP 7.
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BEIETT A VF VIR A H S RSS2 42007 B B S5 2 A (0 S IRAE MY, S & NTLM, 4R )5 & HTTP
FEARIAE

pEsY E2

WU E AL E F m 2 44 FQDN, HTTP Basic. HTTP Wi 3 5T [ Al NTLM S5 5631 )7 V543
A A O TP koK F P 35 1) B 5 265117 o (BT HTTP Whig, M A 5e 4 e
DNS # 7K firewall-hostname. AD-domain-name 547 B 32 ] . WHR AR EE R I EH 2
FQDN {45 NAdiF HTTP PRy, i 0625 5 5T DNS 55 #e LUK I 44 BRI B 48 T3 3 364 T 123
SRR A AR O TP Huhik . I, R TCIEEATEE I, R R IEIE AT B IR .
AWB IR AR E E R EI EHL B FQDN LU LRAT A — 2, MG KSR S 4 50 U 773,
FICVE BT B DNS HR45 4%, i e B A A S0 3030 T ik

XT AD BHRIR, 1 R B ET S .
WERAE ORI R 55 e x5, Ak b e il i B R 55 s 12D 0K
HSLURPBL RA b fzE
© BFR - H AT
© HB - RS AL, Active Directory A& ME—SCHRFIZEAL, T LATGVL S b7 BL

s BRAEPZ. BRED - NP bR A A, 2 B0 in SRR P SRR
AR . X T Active Directory, HH P AT S8 S AR . ] LAt s e A -
F P 4 2058 5 AR E ;. B,  Administrator@example.com  (ifj ANMYXAX /2 Administrator) o
ERE
F G # IS B K 1dap-login-dn 1 1dap-login-password. 51|41, Administrator@example.com
Wit /) ecn=adminisntrator. cn=users. dc=example. dc=com. 1HVEE:, cn=users ZHZ& &

BEHE R — 80, DI IAE A T4 “users” SCAFITT HCE AR I .

3

£ DN - H T sl A i H - Fgi A5 S B s, BUH R FZL i & 364820, i
dc=example,dc=com. 7 KAKIENE DN 115 S, ESHHE H kIR IR A o

« AD FEi8i - W& Active Directory 56 4P E K4 . %11 example.com.

EHANP A - F RS T P stk A RN 77 sGE BRI IR S5 4%, o2
AT, AR 1P Hihk.

im0 - T 5 RS2 E 1 5. BRIAME N 389, W% £ LDAPS /5 4 N Jyid, il
FH 1 636

PR - AN R T PR G R, TR 5k STARTTLS 8 LDAPS. %
GBI Te, WU LU SO R P RS S .

* STARTTLSK 2 Wi s Jrids, FHAEHT H SR M55 & SC R de i Jridk . A8 3 11 389
U SRR U] I RE VT ) VPN, AN SRR IR T

* LDAPS 75 %51 SSL ) LDAP. {4 1 636,

o ZIS1TAY CAES - G REFINE L, 1 _LAREBMR NI (CA) UE MEAE RGN H
SRS e 2 10 JE 2 AT R . W AR B FHUE DI T S 50U, WRET P i IR 25 48 44 7R
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DA R4S 28 FEHLAS/IP HudEUC IS . i, G SR 10.10.10.250 4524 1P ik, {HiEPBH
bk ad.example.com, MJIZERE RN .

i
B, FEEIR T Wk ad.example.com IS5 #% B AR %R . F3OH example.com, H
K 74 0 Administrator@ad.example.com. JTA3 F 7 F4145 B0 TR R4 (DN)

ou=user,dc=example,dc=com [¥J |~ J5 .

MName Type

AD

Directory Usemame Directory Password

Administrator@ad.example.com

Base DN AD Primary Domain

ou=user,dc=example,dc=com example.com

DIRECTORY SERVER CONFIGURATION
B ad.example.com:389
Hostname / IP Address Port

ad.example.com 389

Encryption Trusted CA certificate

NONE v

k) T AD BHRIR, USRNG5
TR BB T LT A2

Order Title AD Identity Source Action
1 v Require_Authentication AD ~ a Active Auth v
Source [ Destination Active authentication
Type ACTIVE AUTHENTICATION
HTTP Negotiate e For HTTP connections only, pre

specified identity source to obt
connections, even non-HTTP, f

FalBack a cuest @)
) il LA I,
WREEG A B, vTUUERIERE EPRIAE A — R A, RN E . 7
JFRIEAT B SO AS AL LSRR o8 EIRCE S, bR B k. DAtk ST AT — 4
AHRH N, ARG HIBEEA], XA S RIS ERCE T80 e s . 5058 8 okfe
AR 10 5 D SR AT
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HPR2 f Inside Outside Rule 1 fr) IR _F A5 S SCh 5217 -

Inside_Outside_Rule V7 il KLU GBI A FEAER . (H i T AR ZEAERAR, FrEERETLRC AR AS
EBRDI TP Mk 2 AN BB A, RGTE T2 G0 E (BN D 5L
FAE AR IZ N S SO RVFAERZAFAEIE, REa el .

iR
(ISA 3000, ) EE# L4 Outside Inside Rule. Inside Inside Rule FiI Outside Outside Rule M “fi5
/fE” %E&ﬂ\j {{fB_‘l/ s o

a) i AREE (Policies) il I [1)ifzial#=Hl (Access Control).

b) K AR EIFAE Inside_Outside_Rule 1747 Ul K#RAE ST 4 WongmdR AN ER BIAR, SR)5 midi gt
el b (@) LIFT IR

o) TERRME MiEFERF.

Order Title Action

1 v Inside_0Outside_Rule

d) miE LLORAF
HR3 T EOA A R H &SR,

PRI L 7 5 8 R H 35l S U 1) 28 S0 0 UL e ()42 ()45 . Inside_Outside Rule #i
A S, BB AR EEICx. Bk, #HmR{ L R Inside Outside Rule [F{5 &, T
AN WA AT B AN DT I 1) 3 42

a) kU I 4% T SR DO B R AR (A A

Default Action ACCESS CONTROL: @) BLOCK v

b) IEFFIEEE HEIRIE > IR IR RET
¢) RiifE.

SR 4 WERIAEEE (VDB) DRl

RN @A AT VDB T, Horb ERE w0 B A B S 1 ARSI B o 185 1 5 S BB VDB
Ol LAT3) FaEE, al DL E Mg, UL NS BEFEAE T s E iRl BIATES T,
VDB HHiAb T2 PR, BT DA 75 BoR B it >k 3K HL VDB 3 57 o

a) Mg
b) sidy “HH AT EEEE.
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Updates

View Configuration >

¢) i VDB AT HEE.

il

VDB o

Configure
Set recurring VDB updates

UPDATE NOW

d) & PRI
EFEA LM X K IN THNUA 306, TR RGHE NECEH A & AT HE . SR i
DT LPATREERAE . BRI, B AT MIORAT L R A S22 AT AT TiC 2 B KL

B, CLUR RIS ER R H EA4 12:00 (FH 24 /ANSHEIZE R B H—IX VDB.

Set recurring VDB Update

Frequency

Weekly

Days of Week Time

P oo B oo

e) MiifRTE.

ez LR NA I I
a) i AT AR I ARE A AR

&
u.
b) R ENERE H4H
EATDLAEAF BB e, WA UL, M)A R B 55 9 R B B8 I sl %

T—3Mtt4
X, AP ASOR A N TR s P AN (R ORAE R o 0T AP A 245 2 A A7 AEAN
S, TR B K7 AR BR AN T e 32 f) gk
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R BT AR AR RS A AR B, 8T 28— AN A7 RS AR A SO SR
TiAh, R X AT BE A I VF AT E.

R B IR URL R A OCAE B, W22 sicjiti URL 1L €.

4n1a] PR LE B By

MRS AR SRS AN 2V el R AT RS AR R B AR S8 (IPS) i . AR SRS W] 734
WIZUm i, AR OB UG A A RSN S IR AR MR P I B VL C, R GURE 370
%, B ER

KPP ARG, A i Mg TR P R A AE AR o TEIRE AR SR S U5 ) 22 R AR SC I,
RORAELVRARSL: AT S U7 PN A IR 2 i, 5 SC AR A AR SR Rl i i

T HRENS S IR U A RN PG B AR SRS o 0 T BN R AR B BRLE St (K, RGNS AT R
G35, WRERIASR AT SRV, R LUK A AR SRS INC B0 BRI SR A 1) — 38 20

XN HENE 1 SR Talos B e/ (Talos) BEbt, JLBE T AR ATRAL LS KU R A e 2 v
o WARLAEH] Snort 3 ARG %, MW LIRS Talos MG B B CLA B E SCHM .

B TR RVFIRI B AL AENAZ Z A1, S0 a] LI 2 4 80 BE SR M SR TS BEL 1 T A7 A% 3 ZE il
kHEEMAR IP bk, sifE%E 244 R URL I E .

HB1 MR E T, 36 EHIPS YFATiE.

AR ] TPS VERTIEA BEAE I AR S 55 2 A BE . WU SRR A AT (R A2 VRAS VTR, 58 iy
FERIVPAS ARCAS o IR R e MEBe 6, LA 2000 S A ARV ATE, DR LA IN 214 AE Cisco.com %
RERIHAS BLAR IR ™

a) M.
b) sidhi “RREVFAIIE” AT HEEEE.

Smart License

View Conflguration >

©) AidilPSZthEH (Enable).

ARG SRV RIUEE N B, s AH R VPG VERTIE . AN FR R VERTUEC A, Ha%
%ﬂ){%a&j\jﬁﬁ—\‘ “%ﬂ\j ”

TR 2 BN AU ) UL FE AR SR

B{ESE: Firewall Threat Defensetd (s F =51
I



BIEXH: Firewall Threat DefensetfE RS |

B wmmitsm

$IE3

Aiff 5 WS LR D) 0 58 A I I i . ARG, BAT T AR A N 21 Inside_Outside Rule
.

a) fEEFRHH T REE .
AR R G i [a) 422 ) SR o
b) ¥ Bl bR FE Inside_Outside Rule 1747 M [F3RAE 5 oS E Bon iR AR bR, AR5 fithdn i

Bl s (@) LLT IR %I .
o) LM AREIHRIEL B R, WHHAT ISR

Order Title Action

1 v Inside_Outside_Rule

d) M ARERELI

e) Ml NRREEIF ST HIZLLI, AR A LEFENAR SRS
T RZHMS,, EIER AL T E R SRR . TR Ot RN REIE, A
Bk, A es EZHE R ZARRE. WREEEEF R RE, TUIRHEERERAETR
£ LUBOE RS

IR T RO 2, WA R AT BRI . SR RAR I SRS S0 FEA0 0 2 S A Bt
()22 4k, A7 AT REXT R AT B K S o

Edit Access Rule

Order Title Action
1 o Inside_Outside_Rule Allow v
Source/Destination Applications URLs Users Intrusion Policy Fili

INTRUSION POLICY

«@©

LEVEL OF INTRUSION POLICY
Balanced Security and Connectivity v

BALANCED SECURITY AND CONNECTIMTY

This policy is designed to balance overall network performance with network infrastructure
security. This policy is appropriate for most networks. Select this policy for most situations
where you want to apply intrusion prevention.

) R E LLRAF
(Fik. ) FerIsRmEE > AR, siiifeBbe, SRJIa 0 AR SIS E R 40 H S 5545 o
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ANAZ A 25 ) 42 AU G 252 0 R 50 H RS I 55 4% o

SR A BOE NI E % ) SRl

KTk 5 WA NN e 128 ST, AR SRS AT NS T 300 R R 2 5 I 5 . Y
SE OB B . S mT LT3 MR, e DABEEE R Rl LU ERRE A4 T
BEE TR BOAEOUR, Bl 8 A TAEAPIRES, T DU T SR A SR EBCE B ik A -

a) iR,
b) sy “HH AHINEEEE.

Updates

View Conflguration >

o) s “HN” AhEE.

Rule

Conflgure
Set recurring Rule updates

UPDATE NOW

d) & PRI

IEFEA LM K (KN TH R . 38N, TR ARGHE MECERR & ABIAT . Samsr
i EPAT IR NI, BB O AT A ORAT,  (H R P82 A i L B

B, PLR VRIS AERE R R — B4 12:00 CBEH 24 /NIHRIER RV BT — VO I B8 26

Set recurring Rule Update

Frequency

Weekly

Days of Week Time

e) MtifRTF.
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FIRE NUE LA BRI T 2% 77 BRI, i SRS RIS

M 2 4 e LR I T g i LB i, O ARG A A TR s SR, LR
BEANERE T B BT RO IR 22 R Re ml 3 SRR E AN SRR, T R GE R B 2 I [k Ak B

WL

EIANI- N

a)
b)
c)

d)
e)
f)

g)

h)

i)

TERL IR .
g, R hERATNERLE.

ik A RE YR AL P I SLRD SE A

SEAh, RRECE B EE . BRAEOL N, SNERE S K2 HIN L, Hinf e, L
BEARAIR .

RTTREE, W5 E R & RN,

Rt BRAREEEE (WERMARE LR

FEMEZIEIR b, B/ ZFFPIR T+, FRE S MEIRIEIR BT ] Bl
SEII T L, TR B .

AR B M AAEAETIR AR, WERTEEI. N BRI WER I R TR A7
15, TR B TP kA ELIER P 2 0] A7 AE R AR

T B AN E Yo

WERIEFNTEAAETADA R TP Huhik, W DMKy +> M RT R, SN & X Le ik (s 5. 18
AL 812 e T 1) €1 2 37 090 28 3 SR 7 RIS I L83 52

st URL SRR, SRR KU BLIE/ R SRR K + > URL R, JEFEITT URL . siddif
TE LR FLR I 205 8

LM FIRIRAL, ERTLLK F O URL S RASINEZS IR, BRI s AN AR R Al
Wi +> URL &R %] LUl s SRR R I B URL X RAIIFTA % .

mrA R bR, IR EERH ERIER, DI REYS ) ILRC ISR E g B ne it A
iRE, RO

W AREAN R RDER H SR, BOR AT Bl R VAl S (1 R DU A BP0 . W R ST A1
RGN SRS as, BUERIAT ISR a5, DMIORE S A I A a2 ik 55 8 1.

=

2

Logging Settings

CONNECTION EVENTS LOGGING D

Mt 22, Rn] AEREANIE IR (AR BELE IR s i 46 50 URL X5, G HLIES R Sh

AREIEFRAGEEIER “SVE” JI3. EALEBISNIZR. R oha2 b i ik o URL 4
DUERLIES IR, RGE VR iz o URL R4 A 38 21 Uy 1) 42 1 SR o Sl 13X Ak s 5K, )
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CABH LB, A SR 0 A T i ) e b o il Lo, ] DAAE PR A SRR i L, AN
ity SRR R, XSRS iUy R R S (IR ERCED T, P,
AR T B, XA A AR A A TR gl U A B

G OE Ral F U] (5 301U R T I o e e e 1 7 o = A Y < P AT B = ey T
Yo E7, DL A T EAE RN AE SR N ik 5 URL .

FER6 NN
a) s AT BRI ARE A AR

b) ridisZBENERE H44
BT USER R e, R DA B, A Ja PR B A 55 81 3R i g s i %

T—F Mt 4

IR CVUINERT AR, X M B R SN I8 Won BGh 2 H AP A e B . ]
DAPPAS I LA EORAFE , TR S2 10 i 20 2 2 e PRI I, O 15 i 2 P IS P 1 AR SR 2

5l

XA, BT “ U5 a1 ST il i b A SR A I Ol o Rl DAE S AR 4%
HEG LR RER. R R PA RIMAE R B B, B AR AR 2 i AL

anfarpE Lt R E R

PP AW T i A 28 i ELIEC P 3l i s AR5 73 (R ) iy e R A i U o RV 52 45 4
(Kypd i, ton] REESZ R, AR AEAZ Il 0 ] T 52 % A I B . TR BE R ok AN
RIS G o XEER ZR e S B ATHRAT S JavaSeript, )7 2555 SZEGL 1 9 3l 2o b
ANIMBIEFFLE IR S BRI ZatERRE, BNERERFDIRG, A GEHIGTER.

A7 FH S SRS AT DU FH S S A B AR R R R A a4, A W] LU F SR SRS R AT ST il LA
SCVFE RS E SRR P SO, A B SO o A ol
é

R R AEB 8 FH Cisco Secure Malware Analytics 7 oA P 2% 0 i HP RS I 24 RS 2 SR AR R AL B . 7 3
BRIV 3E B HIBEM, LU 1) Cisco Secure Malware Analytics 7 J48 20 mt il . 4544

BIFFA S SR, EOBAE % SCEI) SHA-256 HI5{iE K 25 i) Cisco Secure Malware Analytics 2

PR E . PREALE T LUEIER . BERAFSRM QAW o Rk
JEH% Cisco Secure Malware Analytics 2, 4L & Jy AR,

A SO SR 55 U Bl BRI ORI, S AE T UR ARG AR AR AT 5 Ul il RO 2% PF )
I, S S AR A P AT SO

R HRENS L IR U 1A LU PR B SO SRS o 0 T BN R AR B BRLE St (KR, RGN AT R

0

B{ESE: Firewall Threat Defensetd (s F =51
I



B vamrEsns

et

BIEXH: Firewall Threat DefensetfE RS |

T WRNARFH], U RSP EAPS VAT iE.

Nl

8

B AR SRS BTt (TIPS VF AT IEZ A, R A Z00UR S R AE B AV I A RE A SCPF Sk o 2R AE Y
B P AR VRS VR ATE, 58 FRZVF PR PP A ARAS o R M e, WA 20 S P o5 (R FTIE
IR eI IR AE Cisco.com KR BEER A& B A K

a) miliig&.
b) sili “HREVFAIE” AN ERERE.

Smart License

View Conflguration >

o) WERMARBH, EEEEIREBEA Y B (Enable), WRCZLFH], WAEIPSAH b
ARG RZVF RN RIS R, oBaE AR KPP VR A IR NAR R VFRRIEC A, HA%
HIRE SO s “28H7

BT AN E 2 AUy 1) AW DU % SO SHEmes

iff 2 MR LS R U] G458 B A A % B R . AEA R, FRATT K SO ARSI i 21
Inside Outside Rule H'.

a) fETAC A R R
DR ARG 7 7 18 F 3l SRS
b) K BUbR B £ Inside_Outside Rule 1747 M (R4R4E FLooh% LK Wos g AN ER BIbR, SR 5 w48

ks (@) LT TFZ .
o) I ARSI PR R, I HEAT I P

Order Title Action

1 v Inside_Outside_Rule

d) RS RREIETR .

e) il AL I SO
TSI FEEP N R IE T BB sl FMITEER, 110K Z A S AT AT S
Ji ¥4 ) Cisco Secure Malware Analytics 25 Al € SCHEACE, (HAPATHIE. R EREEE
SCHEPEA I T2, T s ke W SO PR, U7 U R, RS T AT S B 1 E S
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A5 FH At SR ms At m] DARH L S R AE o X LGSR FE R SRS ), AT BH AL A% Microsoft Office (B%
Office) FIPDF kY. Wit iii, BT PSR, IR e n] BHL b FH 7 ) LAt 9 2 360X
SRS W HRCAITF AR TER, 0] DLEFRIX LE RN

XFARY], HIEFEERAEERYE.

- Editing Rule Inside_Outside_Rule (2]

Name | Inside_Outside_Rule n | B Logging: ON B Time Range: | None | Rule Enabled: -:)
‘ Select Variable Set v R File Policy ‘ Block Malware All ‘
4 ¥

All Zones Networks Ports Applications Users URLs Dynamic Attributes VLAN Tags

Edit Access Rule
Order Title Action
1 W Inside_Outside_Rule
Source/Destination Applications URLs Users Intrusion Policy File policy
SELECT THE FILE POLICY [y CONTR(
Use file pol
Malware Pr
Block Malware All 4 policies 10 |
regardless

Query the AMP cloud to determine if files traversing your network contain
malware, then block files that represent threats.
) il BRRRRGEIR, Il e ik “SOrhd” N B A .

BOATEOL R, JoR IR sing, SO HE sy e B BRI H il 463k
P R TR P PR SRR AR R

FILE EVENTS

Log Files

g) mihE LLRAT B
ez RN T
a) s P A AR E e AR

@
R
L
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B wasienzsEmRzs ORLEE

b) s BIERE 14 HL .
BT USER B e, W ARG R, A Jn PR B A 55 81 3R B g s i %

T—5Htta

DR ORI AEAT SO B R, X I P TR S BT 4R W SO SO A e
IR AR e T ADPAGIXSEA5 L, DUR 78 f5 1) I 28 A SO A B T 75 5 5 22 22 A Py 4 e o

g S re Al i (E SR A% (URL 33D

TR 28 ] BEBEAT R4 S AP SR o RT3 S A P RO vl [X 0 3 5 S T AE AL A I I 235 B A AN
WS IXSEHS IR CUE TR SO0, SRR TARRCR, @ RiktsE (pl, 4en
AREO TAEA D LR BARTE S Web 9450 i

T LU T URL L 80K E SCU7 1) SN (K W] 1252 1 SRes o S8 mT A -8R0 (Blnig i) da,
RRFERUIC 3 U N FHLLE A REAS AR Rt o X F-IOMVEIE, R m DL S B AR VR B BLLLE PRyl e (1A
AHEE o AR 20 S A BN 2 4145 9 URL, 2 i fLE .

A5 2 TR 25 B i o T A SR G @RV B . e V] RIE RGO e U R M 2 i . IR
b T SR U R e 2 AN 50T OCB URL LUAZCEILA URL [R5 28 SR AR 4 5L DLt T LA if
TRAR G BB {5 ORI IE T KK URL. AUR 4l CWsB R AT BB rr . 13 25 A
2Nt (1Rt R AT R PR T P T L S S R P08 SRS ()l P P

PAURREFP A4 T AnAer A FH URL I 8 St ] 452 A P S o AEAS, FRAT DR BHL 1 S 8 28 0 PR A Ao 4
B R ATAE RS (R4S WY 3 A 43 25355 1 badsite.example.com.

WER BR AT BEERAE, 38 URL VFATHIE

HAJGH URL VFrfiiE, A REfEH URL ZRAIFVEZME R, A G ARG R i
AT R VA AR, R e PR A . R Ey R A, DDA 2 S BT R A T
WE, IR INBELE Cisco.com 5 HE# 14 FLERIK 7

a) A&
b) Hidi “BRESFTUE” AP EERE.

Smart License

View Configuration >
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Nil

B

smmsiemEEmgn Lz |

¢) i URL 41+ /B H (Enable).
RGN U M RIS K, s A N VA VA e . 2N SR s aTiE 2 a i, Hi%
HI SO R “25H7 .
@7 URL i 3E 5 a2 h e )
a5 ] RE AR AL A FH 7 U7 [ (R A 2R, TS pEL AR . ZEEAS 00 R, Sl o rT a2 928 5) (i
SR B RVFERVERIEN . T R I BT Web 82 LA E URL 2158 T80, B2 4
ft LAAR R s, R S BRI B
fHIE, ATREfAAE R OB URL 285 o BH b S B 25 bl A TR, BT LA S 3 A AR BH 1 -2 51
ERERAE L, AN P& B2 BH AL 20
a)  FEASERA N R
AR R G i il I SR
b) AU+ ARSI,
c)  MCEMUT by,
o NG - SR K BroRE IS I 280 07 v 425 1 SRS AR R o H, S 0h 200K b B U FCAE 75 45 A [R5/
H ) S At AR AT 2 /0 (), B MRZHNRE TR VLS (— AN UE AL
— RN, BZROU R A R P UCEC I S — D o R TZE,  FRATTREAE R S ) as
A% e 1) G 1) Inside_Outside Rule AH[H (O35 H . AT et Ot 8 7 HAb ) .
g T B R B M U R RCR, R R B E R e ), DAR PRI o g SR
EFHAER: . T IoRG], R VR .
o FRER - A ZMNFE N E AR, i Block Web_Sites.

© #R4E - GEFEMRLE.

Order Title Action

1 v Block_Web_Sites @ Block v

d) 7ER/BREIR E, S+ DETITIR > X8, SR)51%$F inside_zone,  FAE X 00 B AHE - p it
WE.
AR ZAF 15 S BEAR I o ety + 4T IF—AN/NRHEHE, W i S EER I I H .« T B s
HEATH, sl Sk R PO I GEPA R RPTIET ) o ®FEIH G, il
W LA ReR EA TS IR s b, SR TR I H IR ASRER T H 78 N 2 Sk
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B vaserEsERgs RS

2

h)

Source/Destination Applications URLs Ust
SOURCE
Zones +  Networks ¥

¥ Filter

a outside_zone

Create New Security Zone CANCEL “

TR 77, 4 B R > X8k outside_zone.

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones +  Networks +  Pons +  Zones +
8 inside_zone B outside_zone

sy URL 5+

RATTZER I +, AR5 PR EE5E 42 B 3 B 2 o

FEARGIR, WEREPRAE T R 2. B Rl Rl R AZ R 2% . 0] eI Ay B BH L H A
e IR B ENIE EEH AR 2h A EARE IO, TEERRE URL FBUMA URL, ARG il
B, RO 2 W E il S R ki o

URLs Users o Intrusion Polic:y0 File policye Logging

CATEGORIES *
-;3 Botnets Reputation: Risk Any e
Malicious Sites Reputation: Risk Any ~
}'5 Malware Sites Reputation: Risk Any e
Social Metworking Reputation: Risk Any ~

LIRS CHLAT LS AR U SR L, RTINS A, U T
T, RIS BIR B miali B B A7 B O 1A
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smsmemazemgn oLz [l

Social Networking Reputation: Untrusted-Questionable ~

Questiona... Untrusted

ANY o

0 If you change the rule action, the reputation
range you have selected might flip to the
opposite range.

Include Sites with Unknown Reputation

R 2T O 22 MR 7R 2 ARVl i, A D2 SR Rl e AERXFME LT, RSBHIEEEE T
CHIBE” RN CARAFAL” TOHAR A I PRIk, BT R A% RS U ) KURS AL R T AR AL
P35 o

B REERMBISE S IEDL WA ARG 21 URL AR5 2 ILHC I o ot i 3
ARVEGL, I Hah fl 72 AT e 2 oht T At s BRI T R S sl e VA 1 5

AR, n] ARG PR B LB SOV AR RS 2R A R E 2 1
i) AFONFIR M URL FIRSSIA +.

J) AEFRHTEHER A, A G ET URL BE
k) EAFA URL £ A badsiteexample.com, 2R iidif & BN 4

AT DO IZA B 46 € 5 URL MR RR, AT LU R E AR AR 4T URL, 2085
URL FIPRSCER 7Y, HASInR 55 2% 4 5K o

New URL Object

Name

badsite example.com

Description

URL

badsite example.com

D EFZHONER, RA R ERE.
E G 4 SR IS Do 5, BIR] D7 EHER 200 SR B SR e Bt R Bahig .
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Order Title Action
1 ot Block_Web_Sites

e . . O : i :
Source/Destination URLs Users Intrusion Policy File policy Logging
URLS CATEGORIES
gf‘-? badsite example_ com E Botnets Reputation: Risk Any

E Malicious Sites
E Malware Sites

Social Networking

Reputation: Risk Any

Reputation: Risk Any

Reputation: Questionable

SIE3

IR 4

m) g BRRIRREIR, R IRIEPHERE B RIRE > SR AMERAT.
A A I H R0 %A R G 2545 RAd N Web 42 TR AIE R ST
n) s E URAEIZH
(A3E. ) W& URL T JERI LD,

FEJ53 1 URL VFRTHIERS, R Geex A8 i T Web BB A 0. REUEE 30 Pl fr— T,
AN Bl 3 AR BB ke SRS - BER J AANAR B, W] RASC LIS R

a) Miliig&.
b) KXALRGEIRE > RHEIRE > URL FIRERW.
¢) ft£ URL EifjiR I, WL Kt #HEEF Cisco &.

U 22 e 1K URL Bdls PR A BEAT 0l )90, Cisco o AT e AT 038 miR IR Z, ST
JE) AR B I T ATE A Y 52 URL 33K o X6 DA P9 A PR AT 22 20/ URL Bl 2 (19 i AR e M
o PRI

B, 1T LK 7 4 B AR HHR i B Cisco 2
d) EPEEFLN URL E72EFE, il 24 N
e) MiifRTFE.
SIS B
a) SR AR I b

b) sl BNERE H44
T ASER B e, e DA R, A Jn PR B A 55 81 3R AT 2 g s i
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BRI, M BGRARANEAE N IT 46 s URL I 538 Sl Z AP E R AN OGS R o SmT LLVRAl LA S
AR 5 S5 1¥) URL G 82 5 FoaX BENRF A S AT IR0t 5, 30 2 JR T B0 i 200 IR A5 2

T RS SEI RN, TR T Wk 0 23 AN B BEL LB s F) 75 )

an{rI 4= Rz A B9 (3 A

Web Ll A AMEAS AT N CEIRAFE TR RSN P 6, 38248 Web PIrisU AFME H Al X 2%
HE AR D s R 6 .

Firewall Threat Defenseif i #6 & ZE 44 2 AE FH RO N FH o XA R o] 5 A F 5 N A ) Fas kil e, g
AN FUREFXTREE (1) TCP/UDP ity o PRI, BT AR [R) (it 11, 8w DAE 6 b BH 1 R e v 38
Web HIR

BART] DI ZE e BE g e N, (HA R RIS T2 . 2B5). Frid. RS EE &SRB A
B fgdn, AT PAREE— 2507 M) EE IR, R R BE L B b 45 AH S MR A g v UG Y FH
R P2 R B N R — A, RESHIEASTE,

JORF2 I R SR 2O FE (VDB) S S S s i At S A U8 o DRI, BEL b v XU Y
IR ] 15 Bl 208 N v, T e 75 18 -3 SR R

FEBCAE IS0 b, BT P IR - BB 2 32 PR IR 20 (AT AT S ]

FHia Z |l

LA P S B2 s O 58 A T S A RN T RSS2 3, 20 6 e A S0 40 T ey
W AL G S BT BAAE N TR b 0 A I S5 e e 1 RS B A £ 1 FH 24 B f ik
TR IR . 5380, ZAE T RBIENH T T 22 HF VDB B8, FAMEHAFER . #5%
WEE W VDB, DME W IEA UMY .

Qs KL T AR U7 T 3 A A
a) (RS A TR .
TOR R G o i Bl ) SR

b) sl + A .
c)  BCEMUF. bR,

o W - BRUAKS HOA IS 80 05 ) 2 SRS (AR o (HE s S8 ZB0RE L R U TS A 5 A [R]85/

FL S A A AR AT 2/ CEDD TR iR SRAT UL RS (AN IR AL
AR, BIZ RN E AR R R DLRC R 2 — 2D o Xz, BAPRAE ] S an
B E B Y] 652 (1) Inside_Outside Rule AH KU/ H ). BmTREH DL BIEE 1AM .
T B K BRBEHBR s ) P TR, doe 2 )R BB E RN, DL PR PRI s SEVFIL
TFHAER ATl THIERE LR Y .
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d)

e)

g)

* BRRR - LU € — N R LA FR, 4911 Block_Anonymizers.
 $R1E - EFERR L.

Order Title Action

] v Block_Anonymizers @ Block

FEIRIBRETR b, midy + DUTOTIR > X3, SR)5 154 inside_zone,  FRAERX I ITHEH mi il
HE.

Source/Destination Applications URLs Ust
SOURCE
Zones + | Networks +

¥ Filter

ﬂ outside_zone

Create New Secunty Zone CANCEL “

TR RI 77, 4 B R > Xk outside_zone.

Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones +  Networks +  Pors + Zones +

8 inside_zone B outside_zone

i BRI .

EEXT R A iy +, AR e e 3 R R A S F 1) = R T IR B

BART USRI N AT JEaR 0 5, HAESAR N “ N L uE S 7 SRRk Fed], Hb A
FACVT AT P iR 2 450, FRIEFRRAZ AT - I IEAS X 5 BRARD SAA R 5 A
W, A AR e 2L e X A e N R S 4 PR A A S i

FEIEFEARATIT, X UAERR AR “ N F R HE s A B A AR o 488 200 5 XA DRSS
J I LR ] o

FREFRLTIR. Bl ErTaeam LR S PrA N (HE, BEACES 2,
TEPT H¢JH04 KUS AR =200 o 1 K 2 A AR B A2 N ] o 33 AR 22 I TR) PR A o 2
DA WG B T AF S S e P o TR, IXMR41 3R ] BEREAS /X VDB SE B 424k .
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FEAGIH, N “5H)” JIRAPIESE “EXRRPAE

Filter Applications @  RESET FILTER

Risks Cateqories 1 selected » Tags Any selected

Any > Y Search Categories T Search Tags
Business Relevance Q Anomymizer proxy = displays ads =
Any 4 mabile application mot work related
VolP high bandwidth
Types _ - g
web services provider file sharing/ransfer
Any W E-COMMante share media
- -

Filter the list of applications

33 Applications
T
Application Description
ASProwy ASProxy open-source web prowxy
After School Anonymous messaging 8pp.
Avocent Registered with LANA on port 1078 wepfudp.
N Avoidr Web based proxy compatible with many popular social networking sites.

hy  7E “rgad P R R AR
“RLF JEIR AR IO s %0 P .

Source/Destination Applications URLs Users Intrusion Policy

APPLICATIONS SAVEASFILTER +

¥ Categories: anonymizer/proxy

) A BRRIEREIR, R IKUGEFER BRIRE > EE IR TNERAT .
25 Y H S S IEI R A BE RIS SRR BEL L b AT T E A DG B4R
P Rk E DURAAZ .

T2 BN ERE
a) s AT BRI ARE e AR

&
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b) s BIERE 14 HL .
BT USER B e, W ARG R, A Jn PR B A 55 81 3R B g s i %

PR3 sl EEEIFEA SR

e, ST RESAEM DR T A 2 “ N7 M Zods. HIA/EE®/ERIF T
FLIE I AT A ST 25 57 R N

BN, 3dR] LAAE Web S22 il TR _E i e B FH IR AHOGAE U2 o RE AR A TR S 7 5 B BSURH R AR 45 R
BUE R T 500 SRS I EOR SRR, A7 NS DXL I, SR e g N 5 22l
B AR

AT 7 AN Y

MRS AN D, WA DU HOE R R A B (A gD b HA 1 R B IR S .
ININT M AE R IRAR 2 o XTI =6, FRATDREALEE DT S #3755
o TWZNIMELS, LT M 192.168.2.0/24.,

< AZME R DA R AL 192.168.2.1. fEAGI T, AT BRE (. 5y Pk T2 i
MEELME O, I M0,

o B8 H DHCP 4 P& i T AR sk 42 ghdbhl, A Atk 192.168.2.2 - 192.168.2.254.
o FUVF 517 ) FLAh P 35 9 258 FN A R0 8% o A 22 50 X 485 PRt deoks A B NAT SRIC JEHbhE.

N\

AR WORBIBCE ARAE KR A PR —
P IER, AR5 HRAT IS B R

ok

B0 WRE Z TS PISFAL R, WA 2001 S FE R

FHia Z |l
K 0 2 R 2 ) BRI BT T R PR 1 AN AT b Lo

UK

B EEEA,
a) MRS, AGHEORME R, AR5 AT DR DA RN SIE,
b) K EUBRR S A B LT AT I KR S TS L7, AR sl b (@),
o) FlEFEABEE.
« BER-LOLFR. EARIF Y inside_2.
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d)

< B - PR
RTS - SERIRAS TR iz
o |Pv4 BERIEE T - F 0 R B L FERTS, REHIA 192.168.2.1/24.,

Edit Physical Interface

Interface Name Meode Status

inside_2 Routed . O
Learn M

Description

IPvd Address IPv6 Address Advanced Options

Type

Static <7

IP Address and Subnet Mask

192.168.2.1 f 24

RdHRTF
e B A 57 ST (012 LIRS ARG L (1 TP Sk

GigabitEthernet1/5 inside_2 Q Routed 192.168.2.1

P2 BRI OECE DHCP JIR5545 -

a)
b)

¢)

d)
e)

AR &E.
L RKIEE > DHCP BRE& 2.
#i DHCP BR& 510,

e YE I |

FRYIH T A A DHCP RS 4% . AT ERABCE, Z)R 3 W L ) —/> DHCP ik

55 o

MRS BT+
P B Ak 55 o R 1 o

* 3R DHCP BR %88 - niahilb T o0 /A 55 25 -
« B0 - PRI Ut DHCP IR T I #E H o AEAMGI T, 2B+ inside_2.

o Hbdibith - AR5 a2 ] LU 2% rR R A R AL (K ik . BN 192.168.2.2-192.168.2.254 . FfR AR LA
K28l ((0). FE I HbaE (1) B 3B HbAE (255). YAk, 0t R £ v AR AT AT VA% T A P
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B vasmrm

ML, PRI S I AR R SESE, T LA M T Sk R
AL .

Add Server

Enabled DHCP Server ‘)

Interface

inside_2

Address Pool

192.168.2.2-192.168.2.254

192.1 45.254
) sidi R0,
it INTERFACE ENABLED DHCP SERVER ADDRESS POOL
1 inside Enabled 192.168.1.5-192.168.1.254
2 inside_2 Enabled 192.168.2.2-192.168.2.254

TR 3 RRZAE LA BN R 24X

LR D LS 50, 2L AR T 24X . TR 2 DX g . P, AR P i
IR R I, 2% B 2l S KON T4 1 R SR

a) fELP AR R.

b) MR HAXHEFRERX.

¢) ¥4 EUbRE I LE inside_zone X GATA MMM M TTHs 107, K5 st i bx (@),

d) silEO T+, W inside 2 %1, RJn sl PR HIFBE -

Interfaces
+

inside

inside_2

e) MiifRTE.
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Security Zones

3 objects
L NAME MODE INTERFACES
1 inside_zone Routed inside, inside_2
2 outside_zone Routed outside

SRA QU I SUVEAE A BRI 2% 2 18] A S e ) U7 ) 42 R o

AE A SRVHT T D Z I . AREIE S R RO, A REAR VDT T B . ME— Bl St
s, SEVFUS RN BN B T AR . EARGI, FRATMBGE R OR B T 096 20 ) 3 E B AR L
BRIARAE . DL, BRI SN, DUSR VBRI A3 . 2R C e B R L,
THPbIL L B

a)

b)
¢)

d)

FE LS R R
DR R G o i B4R S

st + A ETA .
BB MUY FREMIR AT o

o WU - ERVCKEHTRL IS I 280 Uy 1] 42 R SR s A AR R o AELE s b ZB0RE L U JBCAE A 5 AR R H
1 S A A A AR Z /T (R R NZANRS oA L E NS LR 4%
RN, BIZ A E AR AP UL R 2 — 2D o X T, BRATTREAE I U/ H
(K57 250, B ART LORFZ AN n 2051 & 1 AR .

o FRER - AR E MR XA FR, 140 Allow_Inside_Insides
 BRAE - IEHERIF.

Order Title Action

4 v Allow_Inside_Inside

FEIRIBRETR b, midy + DIATOTIR > X8, SR)51E$F inside_zone, FEAEX O T AE H o o 4
E.
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Source/Destination Applications URLs Ust
SOURCE
Zones +  Networks +

ﬁ outside_zone

it
Ut CANCEL

e) IZMUMHIEIMTIE, A BRI > XigiEF inside_zone,
LA NINE DA PN, DU PR H bR A — X

Source/Destination Applications URLs Users Intrusion Policy File policy Logging

SOURCE DESTINATION

Zones +  Newworks +  Pons +  Zones +

8 inside_zone g inside_zone

) (Aik. ) RENMZAEEBRAR

RN R DAL T 2ASAEX I, (E Il 2ok B IO UL B 4% . BRI, TP AT REAN G
SR A I 24 5 Wi-Fi R R ity N R 2 S BRI, JRT B AR ST P 0 10 0% 2 TR PR O o v
AN AR AT

T EHRAT LU B AE
© M NREEELLIR, ARG, IR P A ER” 5k,
o RTSCHREREIR, ARIRIERE BRI RRAE H

g) i BRREREIR, RJEKUGEFERE BRI > ER RS RET .

SR HEIES, A RS G iz AT A R B . H S s s in
StE S, JFe BRI ER BT ISE.

h) mdiE LLORAFIZ M o
FERS AT OB 1 e ST R SEms

TEB %4 08 N2 inside_zone 24 431X, inside zone FATA AT HEWsHs B SN H 28T M. {HIZ,
AL ()RS A A ) SR, A DR A ot I AT ] T A SRS o

MR CTERAIARCE, BRI R LN S

* I1E)4=H) - Inside_Outside_Rule N FoVF# 5~ W A1 A1 S 9 2% 2 ) (R AT U i SRS 4 L i o e
HEBIPAT T84, ZEIGIE AR BN NS E AR o 520 — 2RI S VF BT W4 4 R A0 5
W 208 2 ) RS LS R, A DU R JC U7 1) FLIBK Y s EC A M R Y 25

. &£ Firewall Threat Defense (% F =5l



| ®mfEs: Firewall Threat Defensef1s 3 %5

s srng targ |

* NAT - InsideOutsideNATrule i& JH T1& £ 4 afie LA 1, FEAN D PAT. R4 H

TUERI, 0 AAHT X 255 A A5 AT I 4% R O v 2 g TP St kb kg 03 10 TP Mokl b Fé i — iy 11
TR A A 28 A VI A N T T T 32 11 B8 insidezone % L1 (RN, AT A s S S7 B 1)t —
SR

o SR - BABGARI S0 5R0g o (HUZ, 0 R HE RO T A A8 S BIPRAT T 484, W PTRE A 5 22
XTI 2% HEAT S 3 U6 IE K D347 SRS W SRBEAT TG IR S 43 SRS, (ELAS B RO I 246 (1 ) A 6L
VLRI A

TER6 NN

a) Rl A ERE R K bR,

b) i LBRNARE f4H .
T USSR e, A DAl R RE, R e PR AT 55 81 3R i il 2 g S %

T—F Mt 4

BVHT 5~ 9 B At 77 48] DHCP 3RHU TP Muhik, DL A7 Al e A P 8 g 55 0 1 0
2% o Al TP TSN 0T A A5 PG P 2% A8 I 0

SN Bh R FE M 4% ERYIR S

Firewall Threat Defense % il & 3 35 8 T8I B KBS IPS (NRBIHI ARG ok fh. BARIIZ L)
AE Pt EB N ORI, 3 AT B AIE R Wy o

{2, ] DIAEg B N8 R, ke b sz s ac Lo 1 b . X 3 2
TR H 1, DUEAE ] AR a5 38 o 8B KBS 2 ar AR i % . [ BhERE, &al Ll
WEFEM 2 E P P S YE ) URL 2851, 454,

BRG] TR s F K, EAR R AR A A, A$ e e B i (K 55
Flan DS (NZKL RS, WP o GnT DU I Resh B I AN 3B Kbt i 1, LA3R
PP VIR S5 A5

LU R R A 20 U e 4 50 748 28 AR Gk 20 M e AT AR ) A e L 1 4% 33 PR o

\)

xR

Ao )3E P T84 Firewall Threat Defense & #5. #XIE 0] LLX} Firewall Threat Defense Virtual 4§ #% )
B, EMNKEEREAFRR. FRENEE, 15204 Firewall Threat Defense Virtual #%3)4% 7 ic &
VLAN. 70, MR H:&EH Firewall Threat Defense Virtual.

BIEFEE: Firewall Threat Defenset{E A6 [


fptd-fdm-config-guide-10-0_chapter12.pdf#nameddest=unique_81
fptd-fdm-config-guide-10-0_chapter12.pdf#nameddest=unique_81

B veosaseRs rore

FHIEZ Al
SR FRAEOE 18 CIER A BN A B 1

BRI N SRS . a Ty

) A B B ) BRI RSB

BIEXH: Firewall Threat DefensetfE RS |

R
o

e AR B BB R T BIMEAER S A rh, A 204
SRENS I I P LV AT T B Kb e & B g (Cnldlid

oS BB CAESR B (Policies) > AR (Intrusion) STy A2 SR A T R S8 H &

¥

PLR 781 4 Cisco Nexus 5000 5 5148 ML (1P N U5 11152 B SPAN Jig 11

AZHH L 1 HE B SPAN (A i I 73 Ares ) i 11, JF D 5 0 B A7 4 1

Eoih WREAEH]

AR EAZHL, s (2wl e A BT A .

switch(config)# interface Ethernet

switch (config-if)# switchport moni

switch (config-if)# exit

switch(config)# monitor session 1
( source int
( source int
( destinatio
(

no shut

switch (config-monitor) #
switch (config-monitor) #
switch (config-monitor) #
switch (config-monitor) #

A -

switch# show monitor session 1 bri
session 1
type
state
source intf
rx
tx
both
source VSANs
destination ports

: local
:oup

: Ethl/7
: Ethl/7
: Ethl/7

: Ethl1/48

Legend: f forwarding enabled, 1

1/48
tor

erface ethernet 1/7
erface ethernet 1/8
n interface ethernet 1/48

ef

Ethl/8
Ethl/8
Ethl/8

learning enabled

¥ Firewall Threat Defensef# HZE FA # AL SPAN ¥ 1 o
I Uf % FE Firewall Threat Defense i % F >4 5y ARAEH (P 11 o ARPE /S FIASHAMLBCE, K

HERERAL

HAURILLIKI 17480 X2 AR 2 10 10 HARFE .

¥ Firewall Threat Defensedsz I Bt & A sh X,

a) MANEE, RSB OME P, 7155 05 Ether Channels.
b) e B ) FE % 1 5% EtherChannel [gi4i Elbx (©).

IR AT IR R A

Fe AL BB O Bl 11, it 25 AT AT 22 4 X rh Il B

AR, JFIBRAE T 1285 1 1R P A Al
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o Ay i (D),

d) AT FHLE
OB - AR, B 48 ANFIE, FREFRRASUNNS. B, monitor.
R - AR,

Interface Name Mode Status

monitor Passive b2 Q

e) MiiHE.
PB4 B ORIE S A X .
a) WK, REMNHRXTEERERX.
b) s + $Hl.
o) HIANMZMBFAVIE (5 & A TIETD . fll, passive zone.
d) WFFARR, IHEFEE.
e) miili+, RIFIEBBEE.

Name

passive_zone

Description

Mode
(O Routed (®) Passive

Interfaces

@ monitor

f) AEE.
PRSP 2 A B E A B AN S R R .

)5 P R D) 5 AT S T ke T A AR A R . B, WIS B0 REEECE N IDS (ORI &
45, FEAE /AN N2 SIS VRN o R AR A URL 2R R, FHEE b —AA
7 URL ZE50 FEYE (R )

SEn] DLGEEBE I E AR, DA E RGEA AT B s B d e O L MR B . X RS s T A
FHIE, BROAE g a8 1, (HERSE EHE B R 404 ] 3B N 2% L I & .
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DA S FH G0 2805 I 42 RN F) S i . SRS RN IE ] T alesh i . ikl sh e 42 X Ak
N BT SR (Rt DX

o TR Y, 5 13 0T
NI ¢ /G Lo WA

o L] S ] B2 A A SR (URL ki) 5 58 20 T
o Wpfg i N A R, A 25 0T

DU 1R G52 Y 4% SRV ISR N2 FIT N S I e B URL SR Hedhs

a)  KUUEFEEREE > i aEiEl.

b) A+ INIARVFRTA TR EN R R S 1R

o) IEFELAENBINGY . R L ER N TE B, (AR Z S, WSO A B G,
T A X R PRI Y A, DUEAL 6 21 0% 5482 1 U AN UL X Lo R0

d) AN FR, U Passive | DS.

e) XEBRIEEPERIF.

0 ER/BfREIR L, EREGE > R N shX o ANERCE EIR AT AR

FEVEAL IS ATING, - BB B R U «

Order Title Action
1 v Passive_IDS Bl Allow v
Source/Destination Applications URLs @ Users © Intrusion Policy L
SOURCE
Zones + Networks + Ports +

ﬂ passive_zone

g)  RITARREGEIR, RKIFHIESIRITH, AT EREFEE N RN CRBCR RIS Y
M RZHME) .

INTRUSION POLICY

«@©

LEVEL OF INTRUSION POLICY

Balanced Security and Connectivity v

hy  midT HERIRRIENR, JFEHFEERE Ry H LRI,
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SELECT LOG ACTION

(J At Beginning and End of Connection
@ At End of Connection

O Ne Connection Logging

) REE.

§) Al AINESR ARG TR BRI LA E T HTTP 185K (1) URL FI2R5 140
TR IR, T DL AR H A URL 85052 A& B g mtE e, RGN
TEZ /DA —/MRE URL FE 41 (1 U7 il 42 RN I 2 URL 2851

k) ERELMEA RN . XA nDE U BCE AE b AN (Passive IDS) F 7. i SRR I A
ZH GEHF A RE JEIH, T 7Kz A2 U A G 2 ) o

) BG4 FR, 1 Determine URL_Category.

m) ERIEEPE R,
B, PTLAERERRLE . IR R AT LS BRI H

n)  ERIBERETR L, PR > BN A EIRCE R _E A oy e .

Crder Title Action
1 v Determine_URL_Category
Source/Destination Applications URLs @ Users @ Intrusion Policy L
SOURCE
Zones + Networks + Ports +

ﬁ passive_zone
0) MilTURL &I, sMHZERFRE AW+, RIGIEFAEMZN. fih, HRIESTAMLEE,
B, ATRLEREEYON, SR EGAME AR .
CATEGORIES

Search Engines and Portals Reputation: Risk Any -
p)  AENERERBGENR, FEPIEI T, JREFEEA S AR ] AR S0

qQ A BRERIERER, JFERAEERE R H DI .

HE, WURGEEREBRIE B, AR TR RES . TR R A = BATEL,
AR E BT AR IR H & H

1 RE.
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CAIE D e A 22 4 5
ROLFTLARC B LT 25, TR EA DR (1 5 -

o Sn - AR L. T LUAE B 0 SR TR RC BB, A DR U 5 TP Bl SRR T .
WeBh 1 VSt B 0 SRS PR o g DA % e 0 St 43 SR (R R RE AT TR % SR RN T i 5
I Z8 e, 55 6 BUITIR A S R A

o REEEE - LA R IP HuhEAT URL. A CHENE R, WS Wi BHb s, 25 13 T,
iR
sl O BRI i X o o ik ), Rk SSL s RN IC R, ANe N TR s 4%
1,
RN
a) M AR ERE B bR .

b) A I ENERE 14
BT LSRR B e i, Wl LS RRE, RS R 45 R el 8 ) il k.
A FH WS 3 3 BT AR 20 BTk 38N X 4% P o s RN sl U 28 28 o G SR 188 2 22 1L Firewall Threat Defense i’

#H BB BRI EAER, WEBE B, DMERRT DURC B T M P M g S (Bl KBS R4 1 32
B HE

B TSP 7R B2 Ak, SRR A e 25 I T e U Af s I BC B S AT AR N IR 7
7lEess

paREAL]
o WAL H] TrustSec 2242 bric F25] P 2% U 1)
W & itk 3E 3% (NAT)
| Pv4 thit g NAT
o FRALXT A Web 45 #8 1UT AR G4 3l NAT)
* FTP. HTTP Ml SMTP (¥ 5Nkl CHAT G R4 1055 45 A 3 NAT)
o B H AR (3haT-3)) PAT)
o B4R DA H bRt R D S (3ATF8) PAT)
* DNS [M5& . A L) DNS Jlgs 4%
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* DNS [ 5. EHLHLE [ DNS 4 2%
o {50 VPN s # % NAT
| Pv6 Hitik B9 NAT
* NAT64/46 7xf5il:  P93E TPv6 445 414 TPv4 HL I M
* NAT64/46 /il A5 40 IPv4 FLIE AT DNS S48 P90 IPv6 945
* NAT66 7 fiil: I 46 [ (1 7 25 A A
* NAT66 7= : i 1 IPv6 % 1 PAT

* DNS 64 [R5 154

iR E E LT - M 4% (RA VPN)
* WIfa 5t RADIUS #2850 4
* Wil it | Duo LDAP Jit B WA 25 5 4 BiiE
o WHATAEANEE L F O R VT I VPN F P S B U7 AR (R I 7120
o WAl R IERR I 1) VPN AE AN R Zs E R H SR IRSS 4%
o ffer i 4155 RA VPN V5 1)
o DgURT S AN ] FEAA R E 25 1 0 A S I 25 EAT RA VPN 15 i)
* il [ 32 X Secure Client FEIbR AR
b 2 B8 AL E A 4% (VPN)
o {5 ] VPN JEEHR 0 NAT
o WATEANERE A AN ) VPN AR BE IR T IR (R )
o QAT G AT VPN DRAPR 8 224 DL R4 0 0 45 3t
SSL/TLS i@
« Bl A EH 1AL IR ) SSL/TLS JiiAs
FlexConfig 3R &
o ey 5 AN BROA 4 R R
o IS FlexConfig B4
o QU] i FH R A
FEHLB%
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