IRFTEN

B A Az TR LI ek b, S804 T E B o R s Ak R B4 o mT A T MAc £
S % & B .

DL 2 8 B A P A s i Py 225K, DU A dn o] e B RE MDA #8 A HL 5 Firewall Threat Defense £
M5

o KT mAEN , 510

s mAENFERE , B 10w

s A HAEN , 52 0

o WEIENMBCER , Heul

o WA, 55 10 50

W T SPsgeam
9E:.F I}ILKL%E.I)I-I\IJ
S AT DARC S 3 550 RSB AT R RN 38 T k3% 2018 H Google IR A2 1 (gRPC) WA FHE i) 41
TN AESS . ARG, 1l n] DI FE M AR 2 R I e 4%, IR 518K B & SCEB IR g 7 4

VA% 53 USCAE 38 2 IR (R B2 FH WU TLS (mTLS) S BiF AR sc 4> A 5 IR AR 28 A il
T AR ) i AR 55 3 5 0, XA R s BEAT I o et Bl 1) JE I AR 25 4 A RE (HR A
)

sE—Lomie o
/JILKE—E/DI\IJ j:EI |:=Il'j
M B AL S B, 1 420 DU HEN -
o BBl 1Pv4 Mk,

* JHiPRIESS 24, Firewall Threat Defense -8 A1 P s Bt I RIE P 1 £ [R]—UE B AR A LI
(CA) %% . 4 Firewall Threat Defense ¥ @il i 4 22 UEF5 (8 A Firewall Threat Defense
Web JIRGF 28 LB UL, IF F @ NS A 20 e+ .

* 53 Firewall Threat Defense 18 X BEERL R DMEENAR S . H— MRS T 2 & Firewall
Threat Defense %% o
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o 0P TRCE N ] PR B \éW”’ié&%iﬁiﬂ?ﬁﬂﬁmﬂéiﬁuLW TR E A N TH]
B R 2 5 B ﬁﬂ%ﬁﬁﬁ" GT LIORE T e 26 M B e 26 T 2 A AR AN ] PR RE DI AC B 435 o

* Firewall Threat Defense #5487 F LA Sy I EAT I AL Sau 2 1) -
« PlfEE: 9276 (JEF HTTP)
 HdfE{EiE: 8087 (JET HTTP)
* Ui 9273 F11 9276 F T2 Wi
o 0T A 5 AR, 8T LU R Firewall Threat Defense API M5 (135 W S22 ic & Firewall Threat
Defense % %% :
* /object/internalcertificates
* /object/externalcacertificates
* /object/networks

* /devicesettings/default/telemetrystreamingconfig

B R EViE

BB T EMNEESS S, BIATECE Firewall Threat Defense % 45 5 38 R 45 28 2 (A (R34 4% . AL B 2
%5, Firewall Threat Defense % %< H BN SR ER: T, KBRS K IR B8

FHiaZ |l
il DR U SR A2 BB IR 2 5 5 6 TP ITIB I 2K

S RHEMNKR > IER, R)5 A0 +> RIMMAERIER, 4% Firewall Threat Defense % #5 JH T- 224l (5 1K) %
FrmiE . AREANE R, 5SS _EAL P UE A A CA IE .

SIR2 EBEMR > IER, Rk +> RINFE(E CAMEB, 4% Firewall Threat Defense 1% £ T 56 IF UL
LRGN CA . ﬁ?%l$élﬂ'fm S, WS ARSI CA R

LIB3 PG > ML, RIGEEE+, QI Thr RIS 5. AR5 R, SR E
IR 28 o) G R

AL PSR 2 1) TPvA LG AN 5, B A S R A S8 2 e 3844 (A telemetry.domain.com)
) FQDN X} % . FQDN WZiREMEHT J IPv4 ik, HIEAZECE DNS LU E A fEHT 25K

TR A FRINPLEXS B 1D,

a) MEZIEI © $44llF k£ APl Explorer L] API HUff .
b) 7E NetworkObject T, EF: GET /object/networks.
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o) ESEIHNLIRTBUT, AN RAFRIATIEIE. B0, W SRR K R 20 GO

d)

TelemetryCollector, i JE2% Ay«

name: TelemetryCollector

)% GET /object/networks #7rJiKHH, it o

AR, BRI 200 i SRS KA R SO S AESC, WrR s, k3 id 45 B IRl s AR

ZEAIF, id {HA 79ee2ead-76b7-11ef-9515-f5034b7d9531.

{
"items": [
{
"version": "p4gjmgtgnS5cbe",
"name": "TelemetryCollector",
"description": null,
"subType": "HOST",
"value": "10.1.1.1",
"isSystemDefined": false,
"dnsResolution": "IPV4 AND IPV6",
"id": "79ee2ea9-76b7-11ef-9515-£5b34b7d9531",
"type": "networkobject",
"links": {
"self":

"https://ftdl.domain.com/api/fdm/v6/object/networks/79ee2ead-76b7-11ef-9515-f5034b7d9531"

}
}

HYRS FREA AIES XS B 1D,

a)
b)

¢)
d)

7t API Explorer [{IIEF F, %+ GET /object/internalcertificates.

e T B e P A Akt . N, # Firewall Threat Defense ¢ #% [ N 55 iE+5 44 4 FTDI1Cert,

Mt yE 2 A«
name:FTD1Cert

#3131 GET /object/internalcertificates #i7> iCi, siidiit .

AR, BRI 200 RS A A R SRR ZRAES, IR Fis. k3 id 45 H Il s

LEAAEF, id ik d874dfa3-7423-11ef-b3a0-09429aedc3d3.

{

"items": [
{
"version": "gr573izgdsj2o",
"name": "FTD1lCert",

ATTRIBUTES REMOVED

"id": "d874dfa3-7423-1lef-b3a0-09429%aedc3d3",

"type": "internalcertificate",
"links": {
"self":

"https://ftdl.domain.com/api/fdm/v6/cbject/internalcertificates/d874dfa3-7423-11ef-b3a0-09429%aedc3d3"

}
}
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PIR6 FRUUZE/T CA IE X4 ID.
a) & API Explorer [FJIER F, 1EF#f GET /object/externalcacertificates .

b) {EFEFB U B AR g, B, AT RENSUEE SN2 5 CA IR 44 8 TelemetryCollectorCert,
WIS yE2E A«

name:TelemetryCollectorCert

c) ¥&#h%| GET /object/externalcacertificates i1 7 )i, ik
d) FAIEM, BRI 200 mN AL &R SRR IESC, R FR. $3]id 4 B 3l .
EAHIF, id 15k c3d925b4-7423-11ef-b3a0-bf815c0136ac.

{

"items": [
{
"version": "fkry47nobvcnu",
"name": "TelemetryCollectorCert",

ATTRIBUTES REMOVED

"id": "c3d925b4-7423-11lef-b3a0-b£f815c0136ac”,

"type": "externalcacertificate",
"links": {
"self":

"https://ftdl.domain.com/api/fdm/v6/cbject/externalcacertificates/c3d925b4-7423-11ef-b3a0-bf815c0136ac"

}

SI8 7 f ' Firewall Threat Defense ¥ #5-5 7& M HE 2% 2 TR ()% 82

a) 1t API Explorer [f] TelemetryStreamingConfig ~, i%$# POST
/devicesettingsg/default/telemetrystreamingconfig.

b) {ESE>EST R B S HE N LU MR GG I RBE A7) o B & - B SCUL
PR N BT o <> i BT T B AR b, AR OREF I . G255 BG5S B 5 R {} AL
BRKEE,

{
"name": “<a unique name for the gRPC streaming config API>",
"connectionMode": "DIAL OUT",
"port": "<port on which the collector is waiting for connections from the
Threat Defense device, 1-65535. Check the collector configuration
for the right value.>",
"targetHost": {
"name": "<name of the network object that identifies the telemetry collector host>",

"id": "<ID of the network object>",

"type": "networkobject"
}I
"clientCertificate": {
"name": "<The name of the internal certificate that identifies the Threat Defense
device>",
"id": "<ID of the internal certificate object.>",
"type": internalcertificate
}
"caCertificate": {
"name": "<The name of the trusted CA certificate for the telemetry collector>",
"id": "<ID of the trusted CA certificate>",
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"type": "externalcacertificate"
} 4
"type": "telemetrystreamingconfig"
}
il
MRIEATAE T Fros s tifE, LR IES . da: AR DA s bR YE, fm)
it B
{
"name": "YourCompanyTelemetry",
"connectionMode": "DIAL OUT",

"port": 50051,
"targetHost": {

"name": "TelemetryCollector",
"id": "79ee2ea9-76b7-11ef-9515-£f5b34b7d9531",
"type": "networkobject"
}I
"clientCertificate": {
"name": "FTDlCert",
"id": "d874dfa3-7423-11ef-b3a0-0942%aedc3d3",
"type": "internalcertificate"
}I
"caCertificate": {
"name": "TelemetryCollectorCert",
"id": "c3d925b4-7423-11lef-b3a0-b£f815c0136ac",
"type": "externalcacertificate"
}I
"type": "telemetrystreamingconfig"

}

¢) RENFNZHIRHS, mditA.
d) AW A 2000 5 E BIIABAS, W IR . BRI 1E SO SRR A 7

"version": "jfwud76cue32n",
"name": "YourCompanyTelemetry",
"connectionMode": "DIAL OUT",
"port": 50051,

"targetHost": {

"version": "p4gjmgtgn5cbe",
"name": "TelemetryCollector",
"id": "79ee2ea9-76b7-11ef-9515-£f5p34b7d9531",
"type": "networkobject"
}!
"clientCertificate": ({
"version": "gr573izgdsj2o",
"name": "FTDlCert",
"id": "d874dfa3-7423-11lef-b3a0-0942%aedc3d3",
"type": "internalcertificate"
}!
"caCertificate": {
"version": "fkry47nobvcnu",
"name": "TelemetryCollectorCert",
"id": "c3d925b4-7423-11lef-b3a0-bf815c0136ac",
"type": "externalcacertificate"

}7
"id": "b6dc6f28-76cl-11ef-9515-8££976794£92",

"type": "telemetrystreamingconfig",
"links": {
"self":
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"https://ftdl.darain.caw/api/faw/ve/devicesettings/default/telaretrystreamingoonfig/bedc6£28-76c1-11ef-9515-8££976794£92"

}
}

T—%#Mita
A7 R T g R A% e A LR AR, WS LA R
R ARG SRS » 56 10 1T

o R MRS A R R, 5 12 0T

MLEZ v — O
WEIENITESE
T FATIRAEE NSRS (IS ™ g HI T &) 1M\ Firewall Threat Defense 15 £ Ui Ml £

i ICEMEE, HUAREXMTRER, DIEEHRMISgET K. DUt B miscseds . it
grip A M Firewall Threat Defense ¥ #5127 [ Telegraph ZH 4t £ (U AH S A A B .

UK

W W ORI RN W 2 . RIS 4, 28 6 0l R A tH 2Kk,

WX 2 M ENA A FIY Proto a2 S, 55 7 01 P UG IC B UE e

HIE 3 AR DI B e R2US I Y. Firewall Threat Defense ¥ 4% _F347 1) Telegraph % /1 3iiii& >R, iFirewall
Threat Defense ¥ & 5@ MIWCAE s 2 WSS , 55 8 U4,

AN = 0o 1l

EM e
* AT LLE Windows. Mac. Linux 8§ Unix IR %525 _Fis 1718 % F iy«
o LA ERE DI AR S 223 Goo A Go JlRAh 1.20.

o M E 2 A0 BAT TPv4 Hidik, I H 54# F1'E1¥) Firewall Threat Defense ¥ £ 2 [H] 74 T 2 ok il
AT IR . G &R E %%, Firewall Threat Defense % £526F 5 b H R — V0% R:.

o SEBIMAAE B b 11 W W i 1120 AT R K TCP St 1 (1-65535),  H A HoAth 38 5
o« NSRS IR ZIED . RS2 & IR CA TP LA T LA R 4%

* R4 #e 34 root/grpe-certs/keys/server.key

* R4 #UEF: /root/grpe-certs/keys/server.crt

* CAiEf5: /root/grpe-certs/keys/ca.crt
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CSEASRLNT, GO EB RIS S RN, AR L. T EIE AL
B PR A

* JH SVl H Prometheus IS 8] 7 71A% 200 R0 P s 0 20 RE Ab B IE A% X
o ANSCFFLLUNIEMEESS: https://github.com/CiscoSE/grpe_collector.

JE M £ 88 £ AY Proto E X
Firewall Threat Defense 15 45 % H Pp 30 2% i X KA IEHH o BB AR A% 1 1) proto & WAL LAF N

2;

syntax = "proto3";

// Update the go package option to a local package path
option go package = "grpcstreaming/grpc streaming proto";

package proto;
service GrpcStreamingService {
rpc DataStream (stream DataResponse) returns (stream DataRequest);
rpc ControlStream (stream ControlResponse) returns (stream ControlRequest);
}
message ControlResponse {
string version = 1;
string ftd uuid = 2;
string hostname = 3;
bool init streaming = 4;
repeated string capabilities = 5; // ['metric streaming']
// cancel stream acknowledgement
bool ack = 6;
}
message ControlRequest {
string version = 1;
int64 interval = 2;
repeated string metric subscriptions = 3;
// cancel stream
StreamCancellationMessage cancellation message = 4;
}
message DataResponse {
string ftd uuid = 1;
repeated Metric metrics = 2;
}
message DataRequest {
bool ack = 1;
}
message StreamCancellationMessage {
string collector uuid = 1;
bool cancel stream = 2;
}
message Tag {
string key = 1;
string value = 2;
}
message Metric {
int64 timestamp = 1;
string metricFamily = 2;
double value = 3;
repeated Tag tags = 4;
string metricType = 5; //Counter | Gauge
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Firewall Threat Defense 1% &% 512U E 25 Z [B)BYIB 1S
KPP NI, Firewall Threat Defense ¥ #2 W BB AE 48 A% — A gRPC 153K, A &HR
initial_request=True [J44 34 & AT, %KL~ EHLY)RE, Bl “metric_streaming”

TEMSCEESS T B A&, kv B3 T N, ,EErh@%W%%‘%Yﬁ%ﬁﬂ%qﬁﬁiﬁﬁE‘JHTI[‘FﬂI\Fﬂﬁ%o
BRI 78 Firewall Threat Defense 15 45 W [a] W AR s A 16 3 Ul 8 0 TR, S A 1 4380 (60 #2)
B 24 /NN o SRIFERINK)G, RS RIE—HYIGEIEE, %Fulﬁimﬁﬁﬁiv\ﬁﬂmuo

PUF M FIEE I RPC ik:

* —JC RPC (¥4 E) , M Firewall Threat Defense ¥ % L[ Telegraf 24114 &%, H T & wifh
i o

rpc ConfigureMetricStreaming (TelegrafControlMessage) 3% [F] (CollectorControlMessage);

* it RPC (H#EIHE) , FFAE Firewall Threat Defense 13 7% 11 Telegraf F13 W45 2% 2 0] S
FRAR A 1A 7] I A% i o

rpc BiDirectionalMetricStreaming (stream TelegrafDataMessage) 1% [F] (stream CollectorDataMessage);

PR Fo AR A 2 T IR RIS A Y N BE S il L, LSR8 I UR L B B 4 (K R

Telegraf ITHEE (3EHIBE)

Telegraf 4371 & 1 Firewall Threat Defense ¥ & 1] Telegraf 410F K AL WSS, FT 0 shfabrinifk
. A E R E A true 1 init_request bRk o

message TelegrafControlMessage {
// Indicates the proto version used by the FTD device. First version will be 1.0
string version;

// Indicates the device id of the sender
string device uuid;

// Indicates the device hostname of the sender
string hostname;

//list of strings indicating the capabilities of FTID. This will be “metric streaming”
repeated string capabilities;

// Flag to initiate a collector response for configuring telemetry streaming
bool init streaming = 1;

}

WERIEHIHR (ZHRIE)

WS A PE I SIS AR 3 0T Telegraf YEMHITH BRI WA, H1C 4R 45 50X % Firewall Threat Defense B %
Hrh SIS 8, RIS, JEl o 1 238 (60 B0 % 24 /NI FEARIT P Z4LAF
] ik

message CollectorControlMessage {

// Indicates the proto version used by the target. Current version supported is 1.0
string version;

// Time interval at which the FTD device should send metric batches

. ;&?E I}IL. IF[ lJ
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int64 interval = 1;
// Set of metric families to subscribe to, the default value is the only supported value.
// Default: "all"

repeated string metricSubscriptions = 2;

}

uu,ER Iél IJ='J 2 ( :} %IJ L__l_

T B THUH Firewall Threat Defense ¥ % 5 @ M A4 2 ] (1) CATRE ML . Firewall Threat
Defense £ BUSCAEAA nI AEPs I TE AT R . BUHTE SRR 2RI ACK T3 . BUH 58
Ji» Firewall Threat Defense W &5 5 /P EIERERS, HRRESEZ I mAmEk. Bk
ALl AL, A #F MR Firewall Threat Defense ¥# bR AL 4L & o

message StreamCancellationMessage {
// Indicates the proto version used by the FTD device. First version will be 1.0
string version;

// Indicates the device id of the sender
string device uuid;

// This flag indicates that the cancel request is true
bool cancel request;

}

Telegraf £{1E;E 2 (FUEBIE)

Telegraf £ 441 5175 M Firewall Threat Defense 15 £ k1% FIM A28 (1) —Hbdadn . HA 5 440 metrics
MEE B, W& %% Metric 1 E

message TelegrafDataMessage {
// Batch of metrics sent by Telegraf
repeated Metric metrics = 1;

ERHR (HREEB

RENEAR 2N RGE S (B0, CPU. WAE BERHEHITEOLEE) IR Tats, IXEefabras
M Firewall Threat Defense ¥ 1% i 21 % ) e 52 25 CLREAT IS5 R0 Mo b Bt e =0l b i3 S )
Fabrid BoE Mo

DA 2 2 B I Bcdhs O b R s

METRIC=timestamp:1718257445000

metricFamily:"cpu" value:0.7 tags:{key:"cpu" wvalue:"CPU))"} tags:{key:"description"
value:"cpu utilisation"} tags:{key:"process" value:"lina"} tags:{key:"rcpu"
value:"x86 cpul"} tags:{key:"uuid" value:"7ebl9498-2519-11lef-a8dd-b74b4d43a7e7"}
metricType:"Gauge"

FEbRi ST A5 BUR 7B
* I Cint64 IR — IR RIBI DI E],  LAZETOm 2R .

s fabsi CFAF R metricFamily) — 0 E ) KRG AU, F1UW “cpu” « “memory”
“disk” .« “interface” -

*fH OUURSBEAED — Rbni . XA RIMREIGR THabnde . i, CPU FIAIZR 11 73 Lo
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s bl CEEMFRC) — A RRARi A B R SUE B B MR #2 —ANEE T, Hh s fiik
PEARZE (Bl “cpu” « “process” . “interface” ) , EFEHLEFETELNEE (Bl “CPUO” |
“lina” . “GigabitEthernet0/0” ) -

o FeFR2EAY (P47 E metricType) — FabrI M. ' vl LLEBER ) RERT “T1 88 ”  (Blan k2
AR SO, W] DURRREE e i () S5 “ThEgs” (Bl CPUfEHI%R) .

WERBFEHER EERE)

W 2 H i Y S0 I #E 28 /¢ [F] Firewall Threat Defense %45, LAfiiAIL F] TelegrafDataMessage. 1
AR E N true ) ACK bra&, FTommpahizik .

message CollectorDataMessage {
// ACK for every metric batch
bool ack = 1;

& i 37T 5 P HE B

AT S 23 0 R A A T Wb o

MEEMRARS RS
PRI, BRSOS5BS % TSR I T
o LA S A1)

o
i

B 1 £ API Explorer H1, it A\ TelemetryStreamingConfig, %+t GET
/oper ational/telemetrystreamingstatuses.

P2 Sl
FIE3 W NACHS A 200, 75K N 1E SCH R ZS A .
FRAE A R [ 2 4b T CONNECTED R A HIEH 130 S .
WIHLRA A DISCONNECTED, i 25 4 4 i 11 5 Aff 2 ] BB 1) 7

i, DU N R RS IR . BRSO B R TSR A TP bk AN R U R 1T B
VOB o X AR AT BEFR /R4 TSR 0 FHE. R, BR AR, JRaE A RS a8l

KA R A B
"items": [
{
"state": "DISCONNECTED",
"errors": [
{
"errorType": "StreamingErrors",
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RIS

"errorMessage": "2024-09-30 19:20:33.575156378 +0000 UTC m=+308552.647839001 :

rpc error: code = Unavailable desc = connection error: desc = \"transport: Error while
dialing: dial tcp 10.1.1.1:50051: i/o timeout\"",

"errorCount": 3857,

"type": "telemetryerror"

}

B 1/O ABIE AP 55— A AR “TRIENEE” , IXFRMEEL Firewall Threat Defense 13 %%
JiC ' HP A7 AE I E ) R

AR VR TEAE R, WS FPIRESH RS . 28 11 3.

AENFAL RIS AFAE R R, BRIRSTIRE 2 CIERGE & CWT, BENEHRRIRSE B i 2
FR9 i) FEUAR G OB DR R o BRI JE S A A R DR A I TR A DR AR S A

WHERUNT
FIEEEIR (K5 0)

SHORMMSS PR R . FPRRFRLE, TR IMBHE A S R
AgtEiR (KE51-10)

XSS R A ORI B B B UUID. X A S I R C B AR . 37 T I
ZMXEIR (KA 11-20)

KR GIRAR RO IX A G, IR FRE L) B AT RS, IR IR AR SR
SHIIEERIR (K55 21-30)

KA R IRAE PATAE I e PP A I 5 AR e 15 1)

Blhn, G AAET Ok, AT B AR AT ORI ECE S RS . TR ORI A IR R —
UES MU HURIRE A o

TAEEIR ({0 31-40)
IX LA R 5 Firewall Threat Defense 15275 Al M AR 25 2 0] R ¢ W) n] RE AL FEES 1R 1) TP
Hodil A 5, 5k DNS @7 i) 8. AT ] B L5 1% i e i 6.
PIHMTER, WRETT S A T R W B A DX % R R ER ), % /DN Jr) g ] fig
WILEAEET I PR AL, i, 5 i0) Eehi% B DN'S R4S o8 A A b

TS EEIR (XFD 41-50)
X B 5 R A b 3 [ (R AR R R A G . I, R IR P IUAS B ) (R RE A A I el
TTE E MRS, AN Firewall Threat Defense % %% . iy a, Bl PLIXEeEE %, RS
RSTTREDY N “CIERE” o B, s RIBEMRE R (30 #) , i s MEN 14>
B, RS R A DL R R

"state": "CONNECTED",
"errors": [
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56k

Sl

=

"errorType": "InvalidArgumentErrors",

"errorMessage": "2024-09-30 19:20:33.575156378 +0000 UTC m=+308552.647839001
: Possible proto version mismatch or invalid streaming interval - client=192.168.97.90,
proto version=0.0.1, streaming interval=30s",

"type": "telemetryerror"

}
1,

Mg R R BT EIEBIHE

I TE BB B2 2% IEAE 2R H Firewall Threat Defense %45 115 B o N BEAERE TN 2845 & F
FIAH e BRI E s .

2024/08/19 11:08:58 D! [grpc_client] Streaming interval set to=1m0Os

2024/08/19 11:08:58 D! [grpc_client] Starting listener, attempting to listen at address=:50051
over tcp

2024/08/19 11:08:58 D! [grpc _client] CERT PATH: /root/grpc-certs/keys

2024/08/19 11:08:58 D! FTD signalling listener running on port=8087

2024/08/19 11:08:58 D! [grpc_client] Collector server started at port=50051

2024/08/19 11:09:24 D! [grpc client] DataStream RPC invoked

2024/08/19 11:09:24 D! [grpc_client] ControlStream RPC invoked

2024/08/19 11:09:24 D! [grpc _client] Receiving metrics from

device=firepower-7eb19498-2519-11lef-a8dd-b74b4d43a7e7

2024/08/19 11:09:24 D! [grpc_client] ControlStream - received done signal

2024/08/19 11:09:24 D! [grpc_client] RPC

context=&{device:firepower-7eb19498-2519-11ef-a8dd-b74b4d43a7e7 controlStream:0xc000024120
dataStream:0xc000096020}

2024/08/19 11:14:24 D! [grpc _client] info - received metric batch of count=479 from

device=firepower-7eb19498-2519-11lef-a8dd-b74b4d43a7e7

2024/08/19 11:14:24 D! [grpc_client] METRIC=timestamp:1718257445000 metricFamily:"interface"
value:35386 tags:{key:"duplex mode" wvalue:"FULL"} tags:{key:"interface"

value:"GigabitEthernet0/0"} tags:{key:"interface description”} tags:{key:"interface name"
value:"inside interface"} tags:{key:"interface type" value:"GigabitEthernet"}

tags:{key:"mac address" wvalue:"0050.5683.0a21"} tags:{key:"uuid"

value:"7ebl19498-2519-11ef-a8dd-b74b4d43a7e7"} tags:{key:"description" wvalue:"input packets"}
metricType:"Counter"
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