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o (JEHPAT. ) EAF ] HbrZE DO RGHbE, FEFHED ., B0 Akse HARR Hbrk 1,
ZE O ARG E TR R O . ARG PAT H T IPv6.

o S HbRE: sk LA BN i hE, TR IR I HT R 6 2 1) E LR A R

o 8275 NAT - LRIz —:

o SRl TS IERE O S W MR R R 20 B, o0 B T DL AL
YO R e JEH, AR RO (RS R SR, DAEREAT — X — . AR
M7, Mk HcE ] IASIG .

o CHAGH DS E AR O NAT. ) BEH H A O ht, iEfEQ. HiE
VR EARIG HARRE LT, 2% ARSI 38 11 o A0 T C B LA i ) A 40 i
BEEL NAT: P/ B4k 22 1 iy b bk F0AR ) s 105 . ORREREE 1L PAT 1Y
T IPv6.

© B3 NAT - 5 AR IR R Go B, BT LAk 8N A 58 AR TR I At 51 .

Mtz (NAT) [



B =svarEn

=% NAT E 1

Rtk 5E % (NAT) |

[ 4& B ARt ik

(N H%Eﬁﬂmmw%ﬁ% WRACRE LR A, TR F IR A A ] 0K B Tt e e
RARE B br H pddl, w7 RLA i e B A e e U D S TR 5 4 NAT H Tzt

T ARG PR32 O DUME 5t dn H PR EE TR 1 ORBE “AEAT” ) o ARG FEILIETR, IR 24200
F A TSI H B HARXT G B0 H A H bR bk St i 1 % 5 )i A% 1 NAT, 1518 4%
PEET, I H ) H AR i B HEE 1 s R

iR B iRt

5 A TR B A AT 1) H AR Ik (R I 230 G s . N R IR BARIE R T — 0%,
A DU VAT R A0 B NAT (EERAHD

s LIAEH 0 52 e BR e S A VE A B M &g X% AR 25 R, 1S5 FQDN H Atk
n, %11 .
FRigiREimO. #EEMREO. REBirmO. ERE/ERED
hy DU R 80 i TR SO 0 e YRR E AR RSSO 5o SRT LU i 1, BRI RE IRl — X 5
DUEAE VAT 48ty 11 R0 00 B A R BBUBR 82 3 B R 5% o FE TC B A 45 I 1 A8 DA D«
o (BIANAT B PAT. ) AREXS R IATRIR O M5 E 80iR G OV 8. fnT DL H b i
AT e

 NAT V32 FF TCP 58 UDP. #& #inis T1IF, 175 A4 S b A0 it 55 R 4556 % R I BRI TRD (TRl
TCP (7] UDP) o XTS5 4> NAT, #A] LUK R — 6k 5 FH T 52 B i RIS i 11

FERCE NAT I, 7T DAESRIEI PR E LA IRSS (k. T IX L J@ M2 rT kg
TR S5 I A0 AT I

i 5 AN LA R DNS [ &

SETT R DNS N H 1) TP Muhik o 6) T MRS B2 DAL S 21 s b L1117 DNS 11452, Hubk (1Pv4 A
B IPV6 AAAA) 0552 NILIHIE 5 Jy SERRf . A, % A S B 4% 4 2 w52 111K DN'S
M4, Zids s NSEPRE S M. R THEe 0, 1 NAT64/46 #ik (H &

FSTE A R AAAA LR ) TR BRI A PE4IE R, 1ESHEH NAT =
DNS #riffFImi s , 25 73 Tl. WERAEERS NAT MU R8T o I FE#e,  UHEIE T00AR AT o

REFEEO PAT (BREO)  (XEI7S NAT. )

O EC A RS M hE S, R H AR I TP AR %0 s (B PAT BB o 40
TR FEAE I AL B H e I, e A v e AR CRC & 746 ) PAT e B4R 4 #e i
foHhl, NIRRT A BRARF ILIE T T IPve P4% .

TEBFEOLFERRIE ARP ({XE7 NAT. )

SR TP Mtk (A NSt AU AR AR ARP . 0 SR g R 4 A [ PR R 26 v g bk, DR 5
SAEIACEE ARP SR P25 WU HUhE AT ] ARP 15K, 428 LA kil H A . 1t
fip Ry ST AT AR 1, DO B AR AR S P (0GR AT 2, T LAIZEHIACEE ARP,

B Rk ientiER (NAT)



| Mgkttt (NAT)
Y LCE |

FEMAE LN e 2 DR AE_ BT i A% L RATIERS S e JEH, X T B0 NAT, SR AET 2
ARP ], T HAERLERE DU, et o4 )

EREARITIRRER ((NESSM NAT. (NEHEER. )

U SR S D 05 b R A 0 b 456 ] S N B PRI VR b 0, AT LR I
i, DM R GEAR H Hh 3 M0 AS S A FH AE NAT R0 5 1 e ke B bsgz .

%35 IPv6 X 2%

M TFEAEAL IPV6 MLV IPv4 2% 2 (AR e i, 75 B NAT 7EH RS 2 (Al AT 46 . BJ)
{EPINERIE IPvO P Z%, 145t ] e 75 B A5 I 485 ik Py 0 a1 o

X 1Pv6 (&%, SERT LIE ] DL #4257

* NAT64. NAT46 - K IPv6 Zidli Gkl IPv4 i, 2 IMR. BFEE T R FE, —
FIF 1Pv6 [5] IPv4 %L, 55— T IPv4 1) IPv6 %6 H . EARMTT LUE F #— T-3)) NAT #)
M 5E AT 55, (HWIE DNS R4 #500 TAMHR ML, NN R 2L EE DNS WM. HFEfRE T
HARR LR, TCVEAE T3 NAT MU 5 ) DNS E5, Bt LA B P4 [ 30 NAT SE.

N

ER NAT46 (SR AL

* NAT66 - ¥ IPv6 et it 3 K AN [E 1K) TPv6 Mtk o FRATTEE U FH#S NAT. LA LUE ) NAT
of, PAT, {HHF IPv6 Ml KEftRy, AN B E FH3)4 NAT,

)

R NAT64 Fll NAT 46 AT AFEFRAERS tHEE 11 A . NAT66 W 7E 5 b R AR AL Rk b B2 11 FAEH

NAT64/46: 1% IPv6 Hhitit3E3a 4 IPv4 Hhiit

MM IPve ML EANAN TPv4 WEEI, #T5 206 IPve Ml 40y 1Pv4 Mk, KR & M Ipv4 iR
[0 IPv6. 1487 B AN dikvth, —> TPv4 Hulikit F T 4052 TPv4 P& ) TPve Hihik, 55— IPv6
Hudikvh - F48 52 1Pve M 2% p 1) 1Pv4 bk

« NAT64 FLI ) TPv4 Huhibyth— e /N, 383 Al BERAT A2 05 f ik 55 TPve 2 7 ity M ik — 5 — Wi
LEhA& s A NAT ML, 3025 PAT ] LUSE 28 5 i A vl BE R K TPv6 &0 i ik 75 22

* NAT46 LN E) IPv6 bkt n] DASE T 5K T ZE L 1) TPv4 HihE%L . X RVFREAS TPv4 Huhk s 21
ANFIP) IPV6 ikt . NAT46 N SZRFFHASHUS, BRI RE 2025 PAT.

T S A, — N T IPve 4%, — M T HAR IPv4 4%, ARG LU — T30

NAT B 5E AT 55, (H 415 DNS R4S a7 TAMRN %S, Wn] e 2285 DNS W, fHF7EfR
T HWHIED T, JCIRET-50 NAT FUU 5 ) DNS 5, J DU i G e A H 3l NAT BE) .

& A5 5% (NAT)
|



Rtk 5E % (NAT) |
B natesss . pain PG sk 55088 1Pvs EEER

NAT64/46 71<{51: AZR IPv6 M £& 5 MER IPvd B EEK

PAUR & — AR S 0 om ], B A RS IPv6 1 iR I 2%, HLA A BN 2% 30 T IC I FR) 3
Fetih 1Pva. ORBIMEGE #J0 DNS S, DUE W] AR 40T 5 NAT B - 30T NAT64 A1 NAT46
et

(=

Web server

| 2081852002257

outside
IPvé | 200.165.201.1/27
@-
2001:dbS: 100 — 208.165.201.1 Pl
200.185.200 225 — 2001-db3-01AGCEE1 E
inside
1P 2001:db%:: 185

E Inside client

2001:db3::100

—_—

EABI T, FEBYANERE 1 1P ki, A8 3h A3 1 PAT #4 N # IPve PRk TPv4. Kol IPv4
VR E A 2001:db8::/96 PILE HR (Pl FIAFAE Y3 X 45 AL o

UK

HIB1 QI T N IPve ML M85
a) EPIR.
b) MHZPIELEMLEE, K5 +.
c) LS IPv6 M%K%,

HMgE R ar g (BN, inside v6) , EFEMILE, SRJH AR L5k 2001:db8::/96.

B Rk ientiER (NAT)



| mdithtiti (NAT)
NAT64/26 =5 PaB IPve e 550 1pva B I}

Add Network Object

Name

inside_v6

Description

Type
@ Network ( - Host

MNetwork

2001:DB8::/96

d) MM E.

HIR2 A1 T-5) NAT MU LUK IPve W26 TPv4 JEFR KGR AL,
a) MKIEFERRE > NAT .
b) Al + e
c) FLELLFEME:

* ¥RRI = PAT64Rule (ERAEIEFEIHADAFRD

* CIEMNA T = F3h NAT,

- LF = B 5h NAT L Z &l

© KA = ;.

< RIEO = W

- BARED = SN

« RIAEIEEIRMIE = inside v6 &N %,

SRR REIR GIRAE = B 0. BEEETUE I H bRE: D IPv4 HbHEAE N PAT Hihiks
* JRIAEEE 8 BARHIE = inside v6 MZEXTH .

* BIRF R € B Frtbit = any-ipv4 PIA 0TS,

| Mtz (NAT) [



Rtk 5E % (NAT) |
B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

Title Create Rule for Status

PATG4Rule I NAT c

Placement Type
Before Auto NAT Rules d Dynamic d
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside N outside by o
Source Address Source Port Source Address Source Port
inside_v6 v b Interface b : v
Destination Address Destination Port Destination Address Destination Port
inside _v6 o ~ any-ipvd 5 r 5

d)y HEHHE.

A IR U ISE, AN 422 1 _E AR 2001:db8::/96 1~ W4T [ia) 405l 432 11 R)ATART 0 007 42 52 A FH
e 11 1Pva HuhEUEAT ) NAT64 PAT 4. A, AN 4% HR (AT 4] TPv4 suhb 2152k Py B4z 10, #
B R N2 TPv4 bk 7 7 ek 2001:db8::/96 B 2% Hh i — ANk

NAT64/46 7=f5]: €2 5MER IPvA B EX M A0 DNS 535 B HER IPv6 (X 4%

AN RG] AR 2 SRR IPve, (HAMEIR M _E A — S T BTl B IR S5 SR
IPv4.,

B Rk ientiER (NAT)



| mdithtiti (NAT)

209.165.200.225 — 2001:db&:D1AL:CEE

NAT64/46 {51 €12 5745 IPva EELR A0 ONS #53e0 P05 1Pve % [l

Web server
209.165.200.225/27

A

=
1. =" DNS server
- . 208.165.202.129/27

oﬁtside
IPv4 209165201 1727

[Em—

209.165.202.129 — 2001:DB8::D1A5:CAB1

@ | DNS: www . example.com
2001-db&-100 — 209.165.201 1 V) w A 209.165.200.225 — AAAA 2001:db8:D1AL.CEEN

209.165.201.1 — 2001-db8:-100
inside
IPv6 2001 db3-1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
/ \ 2001:db8::100
——

FEAG T, A5 B AN BE G TP Mk, 8 3h 4% 0 PAT 5 N5 IPve MILR 4l TPva . K4S TPv4
TR AL M 2001:db8::/96 ML R bR,  FRVFLE TN 4% AR X NAT46 BEIJE H DNS
5, AN DNS AR5 A5 RIR T LI A (IPv4) il AAAA (IPv6) idsk, HubiEtAE IPv4
HE#E 4 1Pv6 Mk,

MR IPv6 M2 LA 2001:DBS::100 1% 7 i 22 i F1 FF www.example.com B, [ Web 153K 1)
SRR

1. &t LA ik Sk 2001:DB8::D1A5:CA81 (£ DNS 4528 A& 3% DNS sk« NAT F %k

DNS i 3R o YR H R 8EA T LT 3 .
* 2001:DB8::100 %44 209.165.201.1 L AME—3fi 1 (NAT64 #2211 PAT $E0). )

* 2001:DB8::D1A5:CAS81 ¥ #:4 209.165.202.129 (NAT46 ¥, ) D1A5:CA81 &
209.165.202.129 [ IPv6 X M4, D

2. DNS HR%5 8% LL A e TR, F5 H www.example.com 7 209.165.200.225. NAT46 ¥ (2

JAH DNS B 4 A0 i34 IPve M N AAAA LT, FH1E AAAA iE3% T4 209.165.200.225
45 2001:db8:D1AS:C8EL. I4h, DNS Wiy 5 (1 kb A1 H bk S 5 e

* 209.165.202.129 %44 2001:DB8::D1A5:CA81

*209.165.201.1 #4524 2001:db8::100
IPv6 % )7 Ui IL7E AT Web 4545 141 TP bk, T/ {7 T 2001:db8:D1AS:C8E1 ] www.example.com
K HTTP k.  (D1A5:C8E1 & 209.165.200.225 [ IPv6 % Ni#). ) HTTP ik o isiFi H (1
HEAT 46 -

* 2001:DB8::100 #1424 209.156.101.54 F[¥ME—im 11 (NAT64 #2211 PAT ¥4, )

Mtz (NAT) [



Rtk 5E % (NAT) |
B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

* 2001:db8:D1AS5:C8E1 # 4t 24 209.165.200.225 (NAT46 . >

LAUR B BERE A 21 T dn e e B e 7s 1 o

UK

LI Qe L IPve ISR TPv4 25 1F) I 25 60 %2
a) LR,
b) MHZPIEPEMLE, KRGt +.
c) L IPv6 M5,

FM R G4 (B, inside v6) , MEFEMIYE, SRJGHIA ML L 2001:db8::/96.

Add Network Object

Name

inside_v6

Description

Type
@ Network () Host

MNetwork

2001:DB8::/96

d) AiliMaE.
e) M + I AN 1Pv4 %%,

FM X G4 (N, outside v4 any) , EFERILE, SR)5HI A ML HIE 0.0.0.0/0,

B Rk ientiER (NAT)



| mdithtiti (NAT)
NAT64/46 {51 12 5MES IPva ELECRI0 DNS #5309t 1Pve Mz [l

Add Network Object

MName

outside_v4_any

Description

Type
@) Network () Host

Network

0.0.0.0/0

PIR2 N IPv6 LR ICE NAT64 3l PAT LU
a) IKIKILEFEREE > NAT.
b) i + #H.
c) Mo LLR @

* FRRL = PAT64Rule (ERAEIEFEI HAD AT

- BIEMN AT = B3 NAT.

« HB =F)a.

< BED = WS

- BARIEO = 4.

* JRIAHIE = inside v6 MIZEXT 4.

« SEIREHYMENE = B0 . SLIRIIURE A H A 10 IPv4 S/ PAT Hihl.

I w2t aE i (NAT) ]



Pt 45 (NAT) |

B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

Add NAT Rule

Title Create Rule for Status

PAT64Rule Auto NAT o O

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Automatically placed in Auto NAT rules D\fnamic w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside ot outside
Original Address Original Port Translated Address Translated Port
inside_v6 hd Any ~ Interface hd Any
d) rUHHE.

{F e, PS4z 1 L) 2001:db8::/96 W4 AL ) A1 42 1 AT ART 37 et 45 42 5243 FH A3
¥ 1Pv4 HuhEHEAT ) NAT64 PAT #:4k,

I3 AN IPv4 W45 N0 E B AS NAT46 KL,
a) Aili + $HL.

* #RRE = NAT46Rule (UL HABA TR .

* BIEMMAF = A3) NAT.

« KA =,

« B0 = 4N,

- BARED = WIS

« RiEHAE = outside v4_any L4

« 3R R RYHLE = inside v6 PIZEXT G,

s EBRPIETUEI R, EPeEE#H 5 MM TEA DNSEE.

Bl PskbisEis (NAT)



| Mgt (NAT)

NATG6: 45 IPV6 et 54 o fts 1Pve st I}

Add NAT Rule '

Title Create Rule for Status

NAT46Rule Auto NAT ~ e

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
1 Auto NAT rule Static b
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside v inside
Original Address Original Port Translated Address Translated Port
outside_vd_any b b inside_v6 hd
==
MtHBE -

A FH U, AR3E8 X 2% v B4R TPv4 Mkl B0E Py de 11, #RR A i N\ X IPv4 Mk 5 v 8% 4
4 2001:db8::/96 &l — ANtk AR, DNS IR M A (IPv4) T84l AAAA (IPv6) it 3%,
bbbt M\ 1Pv4 Hhhik3E 44 1Pve Hhik.

NAT66: 1% IPv6 itk 4% 35 4 E /b IPv6 Mt

AN IPV6 LG HEN T — AN IPv6 IR, 4] DUKs ik 3 4 ok 235 W9 48 IR AS[R] IPv6 bk, 3%
AT #A NAT. S8 0] LU NAT 8% PAT, {H T IPve Hihik KEAEN, BRIl 34

NAT,

DR AN TEAEAN R (Kt ik R 2 T e e, BT AR 22— AN F— ) NAT66 S . 16 H] H 3 NAT
AR O IX SRR, (U, WERAR SR VRR PR, fn] DU T3 NAT K NAT
W A i) o

NAT66 7= 15: X4 (6] B ER7SEE 1%

f&0T LU F 8 NAT 76 1Pv6 Hiuhibjth 2 (ARG E i 3. LR 9] 5 B Wifarks 2001:db8:122:2091::/96
%) 8% T () P S R A 3 Tk 2001:db8:122:2999::/96 W 2% vh [#y AR Hu bl

Mtz (NAT) [



Rtk 5E % (NAT) |
B nates o1 mia s

S
= |

= |
IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96
A

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

L

Inside client
\ 2001:db8:122:2091::121
—

F

R MORGIRE, PR R BVD, TEBRMER B WP BVE, S
A Bl ST LI

S O e XNHE IPve ML FIAMEE IPve NAT 45 1) I 45 % %2
a) EHFEWNR.
b) MHEFEIEPEMLE, R+
c) E XN IPVE FIL,

MM S (B, inside v6) , IEFEMILE, ARJGHIA ML HLEE 2001:db8:122:2091::/96,

Bl PskbisEis (NAT) |



| Mgt (NAT)

NATss = f5l: Mesimmgsitin [

Add Network Object

MName

inside_vb

Description

Type
@ Network C) Host

Network

2001:db8:122:2091::/96

d) MM E.
e) Mt + I XA IPv6 NAT W45,

JMLEN G4 (B, outside nat v6) , IEFERILE, SRISHIA ML HEE2001:db8:122:2999::/96,

Add Network Object

Name

outside_nat_vb

Description

Type
@ Network I:j Host

Network

2001:db8:122:2999::/96

FIR2 N PR IPv6 ML IE B ER A NAT HL .
a) MKIKIEPEREE > NAT .
b) Alili + %4
c) BlELLFEE:

* ¥RER = NAT66Rule (aIEEFERHABZFR)
« SIEMN AT = B3) NAT.

A e (NAT)
|



Pt 45 (NAT) |

B vaves w5l e ipve sE0 PAT

< BIEO = W

- BAREO = 4.

o [REAHIE = inside v6 MZEXT% .

o B E B9 E = outside nat v6 NS,

Add NAT Rule

Title Create Rule for Status

NATE6Rule Auto NAT v ‘)

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static b

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside it outside

Original Address Original Port Translated Address Translated Port
inside_v6 v A outside_nat_v6 hd Any

d) mh#E.

A BRI, AN B4 11 11 2001:db8:122:2091::/96 - W | AR89 L1 [RARA] i S H S A i A
NAT66 3 2001:db8:122:2999::/96 M 2% - [y ik,

NAT66 7~15: 7&] 2 IPv6 3% 1 PAT
SEJiE NAT66 H— AN ] 5L 5 12 20 P S Hb Rk Bh 245 4 Bl 45 A1 42 11 TPve kb b AN [ i 11

AN, TovEi IS Bk RE B FEAR A I 111 IPve Hudik I E 4 1 PAT. Ak, ZEAEH [A)— M %5
A28 I U AEAE A 325 PAT it

Bl PskbisEis (NAT)



| mkstutizin (NAT)
naTe6 7= &2 1Pve sz PAT I}

==
IPvE web senver

outside
IPve 2001:db8:122:201b::1/36

2001:db8:122:2091::121 — 2001:db8:122:201b::2

inside
1PV 2001:db8:122:2091::11/98

E Inside client
¥ . 2001:db3:122:2091:121

N

B MORBIRGE, NN R BV, TRFRES I . IR A 2BV H
AN B3

B2

S 6T X NHEE IPv6 M2 F1 TPv6 PAT Hiik (1) % 2% 6 4
a) IR,
b) MHEPIEFEME, KRG md +.
c) XN IPve M4 .

KM G4 (B, inside v6) , EFEMILE, ARJEHIA ML HIEE 2001:db8:122:2091::/96.

| Mtz (NAT) [



Pt 45 (NAT) |

B vaves w5l e ipve sE0 PAT

Add Network Object

MName

inside_vb

Description

Type
@ Network C; Host

Network

2001:db8:122:2091::/96

d) MM E.
e) Mith + I AN IPv6 PAT kil

JM LI G4 (Flan, ipve pat) , EFEEM, REHIAEHUHEE 2001:db8:122:201b::2,

Add Network Object

Mame

ipv6_pat

Description

Type
:__) Network @ Host

Host

2001:dbB8:122:201b::2

FIE2 g AR IPv6 N4 HC B 574 PAT AL,
a) MKIKIEPEREE > NAT .
b) Alili + %4
c) MlELLFEE:

* ¥RER = PAT66Rule (&R HALLZFR)
* SIEMN AT = B3) NAT.

Bl PskbisEis (NAT)



| Mgt (NAT)

e |

o KB = A,
< BEO = WL
- BFREED = ShT.
* [RIAHRAE = inside_v6 MILEXT 4
* Bk R RV L = ipv6_pat 45X 4

Add NAT Rule :

Title Create Rule for Status

PAT66Rule Auto NAT > ()

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
in Auto NAT rules Dynamic w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside 1o outside

Original Address Original Port Translated Address Translated Port
inside_v6 i Any ' ipv6_pat Ve Any

d) miiE.

A DRI, AP ER3E 11 _E1# 2001:db8:122:2091::/96 F W 2| 4R35 32 L [FAT [ i Fe #l = 4 2h &
PAT66 41 2001:db8:122:201b::2 L3 .

H54= NAT

BN} NAT 3 T W g T eSS, 1547 JT CLI #5416 B8 s i 46 CLI i LU ay 4.

* show nat {75 NAT RUUAIEES KON iy o ob K. 307 A SCHE 7 0] F T 7R NAT i93AR i
D

« show xlate ‘27 a4k TG sk A 1 S2Fr NAT #46,

4t 54 (NAT)
|



B v s

Rtk 5E % (NAT) |

* clear xlate FLVFIHERALT3E SRS NAT &4, WS s8 ol NAT BN, 48] fe 7 2R 3011
e, DRI Bk S F IH P ekl B RERSE . TRV RGO I B e,
FER P N — UGS S A o & P i B e 4. (IS TJCTALE CLIEEH & R ki 4. D

NAT 7451

DU FE A T 7E Threat Defense 75 _FHEE NAT 7=l

IR AT A ER Web AR 2B HYIA E1HBR (33275 B 51 NAT)

LAR 78 A #8 Web i 55 8 h AT &5 NAT . St hibAr T % Ak 2% L,

LA NAT, DUE EHLREDS 75 [ € suhb A 2] Web Ji 55 ds AU i

\)

B A Ik e i 1. &

ER O MORBMEGE, W AR ML (BVI), i AR e
Web 5548 420 i B AR A 4% 2 B2 11, 9121 insidel 3.

o WIREREEOE BVI, iEEPE

13: T [2) W ED Web AR 55 2% BUFRZS NAT

E! 209.165.201.12

N

J/- )
( Outside )

g et |
209.165.201.1

Undo Translation

Security
10.1.2.27 — 209.165.201.10

> Appliance

il myWebServ
2?10.12.27

UK

BB A URSS48 FAA R A IL ML) 0 28 0 5
a) LR,

B Rk ientiER (NAT)



| Mgt (NAT)

IR {3 P28 Web AR SeoiiaieiR (esaEaNAD ]

b) MHZFEFEME, RE5ET+.
c) &N Web R&-#HIFAS Hudik.

Ty MRt i 44 (B, WebServerPrivate), EFEEML, RJaHA LR EALIP Hidk 10.1.2.27,

New Network Object

Name

WebServerPrivate

Description

Type

() Nework @ Host

Host

10.1.2.27

d) SSEERE.
e) At + IFE XA Ik,

HMEI G Adr s (a0, WebServerPublic), EHFEM, RFHASLEF EHIHHE209.165.201.10,

New Network Object

Mame

WebServerPublic

Description

Type
(O Nework (@ Host

Haost

209.165.201.10

) HEdHEE.

FIB2 AL N R A NAT,
a) MKUUEFEREL > NAT,

A e (NAT)
|
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B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

b) s + 1%L
¢) BCELL NPt

* FRER = WebServer (EUIEEFEM)HARALFR)
* GIZMNAF = A3) NAT.

B0 = .

« BfREEO =SS

* RiaHbHE = WebServerPrivate 4551 4

* 3535 B9 LE = WebServerPublic 48X % .

Add NAT Rule

Title Create Rule for

WebServer Auto NAT v ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address of
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Onginal Packet Translated Packet
Source Interface Destination Interface
inside et outside
Onginal Addrass Onginal Port Translated Addrass Translated Port
WebServerPrivat v Any » WebServerPublic v Any

d) mi#E.

FTP. HTTP #0 SMTP eY &bt (BB umO%%#RAVFRZS B 31 NAT)

DL S FF VL4 (P RS NAT /A~ i #2H F Uj i) FTP. HTTP A1 SMTP $&fit s —Hbhk, s2fs L,
IX VR S5 B AL SR 2% AR W 2%, (B TR RG2S, AT LAFE 2 K ity 1 #50 U P 5 4 NAT,
TSR {ef P ] LS TP bk FNAS ] 11

Bl PskbisEis (NAT)
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FIP. HTTP 71 SMTP Byza it (BA#NssmaasamnnaD [

Y

ER ORI P IR R B AL IR R th e 11, P RS AR RIS L. L A I N
P AR 22 L1 (BVI), I LIRSS #5152 2 5 ph (1) IR A B R 42 1, 15 I x AR, BN IR 55
PGP E R RO . BN, 2R T AELL insidel 2. insidel 3 Fllinsidel 4 1Mi-IF inside 11 b 5%
.

[ 14: STHrih QIR AYERZS NAT

. 1
Undo Translation @tsff/

209.165.201.3:21 > 10.1.2.27
Undo Translation
: 209.165.201.3:25 —> 10.1.2.29

Undo Translation
209.165.201.3:80 — 10.1.2.28

SMTP server
10.1.2.29

HTTP server
10.1.2.28

L1 N FTP S5 # i 485 5o
a) EEWNR.

b) MHFEPIEFEMEE, R0 +.
c) MM a4 (lhn, FTPserver) , EFEEM, SRJ5H N FTP RS 25 )52k IP ikl 10.1.2.27.

I Mtz (NAT) [



Pt 45 (NAT) |

B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

New Network Object

Name

FTPServer

Description

Type

() Nework (®) Host

Host
10.1.2.27
d) sEHRE.
PR 2 Oy HTTP MR A G M 2651 %
a) M+,

b) ML G4 (B, HTTPserver), EFEEML, RJGHIALERENMHAE 10.1.2.28.

New Network Object

MName

HTTPServer

Description

Type

o x
() Network @ Host

Haost

10.1.2.2§|

¢) MdiFBE.

SIE3 Jy SMTP 5525 B4 M 284 %
a) i+,
b) AWK G4 (B, SMTPserver), MEFFEM, AR5 LFR EHHHE 10.1.2.29.

Bl PskbisEis (NAT)
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FTP. HTTP 71 SMTP By Mttt (RO HREETS A3 NAD .

New Network Object

Name

SMTPServer

Description

Type

() Newwork (@) Host

Host

10.1.2.29
c) MiiHAE.
LA IHT =B IRESRAIL 1P kG N5 .
a) M+,

b) WX GATS (I, ServerPubliclP), IEHEEM, ARG HIASZE 1 HIHbE 209.165.201.3.

New Network Object

Mame

ServerPubliclP

Description

Type

l:::' Metwork @ Host

Haost

209.165.201.3

¢) Rii#E.

WIRS b FTP IR45as o B 2 A iy #1535 NAT, J0K FTP o B 21 [ 5 .
a) MKIKIEFERES > NAT .
b) slili + .
c) MU LR JEE:

4t 54 (NAT)
|



Pt 45 (NAT) |

FTP. HTTP #1 SMTP By Mt (B Gk 45 A0ER7S B 5 NAT)

* FREL = FTPServer (BREIEFERIHANAZFRD ©
* SN AF = A5 NAT.

RO = A

« BAREO = 41

* RiEHbE = FTPserver W44 %1%

* S5 5 BYHELE = ServerPublicIP M 4451 %

« A% O = FTP i X% .

* $EIRR B9 O = FTP i X % .

Add NAT Rule

Title Create Rule for

FTPServer Auto NAT G Q

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static o
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside M outside
Oniginal Address Crniginal Port Translated Address Translared Port
FTPServer ™ FTP < ServerPubliclP v FTP

d) miifazE.

IR 6 4 HTTP RS S5 lC S S Frim I FL B K04 NAT, IR HTTP iy b 2 5 & .
a) ;i + i
b) MCE LB

* FRER = HTTPServer (E{EEFEN) HABLZFR) -
* GIEMMAF = A3 NAT.
o KA = EAs

Bl PskbisEis (NAT)
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FTP. HTTP 1 SMTP to2a st (RassnssmassamNaD [l

< BEO = A

 BAREEO = 4.

* FRiAHIE = HTTPserver 4551 % .

* $53% 5 B9 LE = ServerPublicIP M4 %1%
- JRYEIH O = HTTP 3 14 %

* 335 REE O = HTTP i L6 4.

Add NAT Rule -

Title Create Rule for

HTTPServer Auto NAT w D

Auto NAT rules ranslate a specified host or network address regardless of its appearance as the source or destination address o
packet These rules are automatically ordered and placed in the Auto NAT section

Placement Type
Automatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside e outside
Oniginal Address Original Port Translated Address Translated Port
HTTPServer v HTTP v ServerPubliclP v HTTP

c) MTiHARE.

FIRT Ty SMTP Ji 55 S Be B S o I 4K S NAT,  JEKs SMTP i B 236 H & .
a) sl + 1%HL.
b) FCE LT

* ¥RRE = SMTPServer (BUEEFEIILABLATR) -
* GIZEMNATF = A5 NAT.

< RIEO = A

- BARED = SN

* RiEHbHE = SMTPserver 455 4,

A e (NAT)
|
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B ssmaiEms hsFHean

o B3RS RYHE = ServerPublicIP P48 %1% .
* [R#A5% O = SMTP % X% .

« B4R E AR O = SMTP ¥ 65 .

Add NAT Rule

Title Create Rule for

SMTPServer Auto NAT - @@

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address o
packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Automatically placed in Auto NAT rules Static v

Packet Translation Advanced Options
Onginal Packet Translated Packet
Source Interface Destination Interface

inside b outside
Onginal Address Onginal Port Translated Address Translated Port

SMTPServer N SMTP N ServerPubliclP v~ SMTP

c) RiiHE.

A BirmE (3175530 PAT)

FE R 10.1.2.0/24 2% I — G EHLEEV R S AR RIIRS %5 M EHLUT AL T 209.165.201.11
(IR GG SIS, SIZm s HE A 5 4 209.165.202.129:porte 4 ML 18] 67 T~ 209.165.200.225 R 25 25 5
S PR bR e 3 209.165.202.130:port

N\

ER MORBIMER B F R R AL IR RS B 1, IR RSB R A L. T AR IR P
P2 IARZHEZ L1 (BVI), I H RS #5 74B2 B Sl ) MR LR R B2 1, IR FAR R R, RN IS5
PER I e R R . B, AT RELA insidel 2 Al insidel 3 17 dF inside 7 A .

B ka5 (NAT)
I
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wpEEETS @sFaraD [

[ 15: R FFE Btk #9F 50 NAT

Server 1 Server 2
209.165.201.11 209.165.200.225

N
0

-

_

209.165.201.0/27 209.165.200.224/27

Translation
10.1.2.27—> 209.165.202.130

Translation
10.1.2.27—> 209.165.202.129

Packet
Dest. Address:
209.165.201.11

Dest. Address:
209.165.200.225

r‘—;li
i

FIE A g P 0 2% A 4 X 2 5 2
a) EEWNR.
b) MHZHIEPEMLE, KRGt +.
c) MM Gans (B4, mylnsideNetwork), EFEMLE, R J5%HINSLER ML 10.1.2.0/24.

New Network Object

Name

mylnsideNetwork

Description

Type

@ Network (:} Host

Network

10.1.2.0/24

A e (NAT)
|



Pt 45 (NAT) |

B ssmaiEms hsFHean

d) AifRE.
SIE2 ) DMZ 4% 1 BT 5,
a) M+,

b) AMLX G4 (B, DMZnetworkl), EPEM4E, SRJEHIA M Zihk 209.165.201.0/27 (1M
HERD 2 255.255.255.224)

New Network Object

Name

DMZnetwork1

Description

Type

@ Network |':;'| Host

MNetwork

209.165.201.0/27

c) MHHARE.

$I23 ) DMZ M4% 1 1) PAT il 6 3 k2% 6k 52
a) M+,
b) AWK G4 (B, PATaddressl), EFFFEM, R)5k A LML 209.165.202.129.

New Network Object

Name

PATaddress1

Description

Type

C) MNetwork @ Host

Host

209.165.202.129

¢) Rii#E.

Bl PskbisEis (NAT)
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wpEEETS @sFaraD [

SIE4 ) DMZ 4% 2 B &%,
a) M+,

b) AMZEX G4 (W, DMZnetwork2), iLHEMILE, RS4RI L5 HE 209.165.200.224/27 (
WALk 255.255.255.224)

New Network Object

MName

DMZnetwork2

Descrption

Type
@ Metwork O Host

Network

209.165.200.224/27

c) MiiHAE.

SIS S DMZ P45 2 (] PAT ik 678 2% % 52
a) R +.
b) AMLEXT G4 (B, PATaddress2), EFFEHM, R)5H A LI 209.165.202.130.

New Network Object

MName

PATaddress?2

Description

Type

(_/. MNetwork @ Host

Host

209.165.202.130

A e (NAT)
|
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B ssmaiEms hsFHean

c) MiiHAE.

$IE6 K DMZ W% 1 il &5 T3) PAT,
a) WRIGEFERREG > NAT
b) sl + A
c) M LR JE k.

* Frfll = DMZNetworkl (EUREIEPEILAMAFT .
* BN A F = T3 NAT.

< EA =GR,

« BEEO = M.

« BfriEO = dmz.

* R4 HE = myInsideNetwork M 4% X%

* 454 AR LE = PATaddress1 P45 %1 % .

* R4 BRE = DMZnetwork 1 P44 % .

« 353t 5 B9 B ARttt = DMZnetwork1 48554 .

TR SR H bRl DR S0 4 Jstde H Am sk A i 6 H Bt ik 2 AR D1
Hudik, AN R JCHC 5 NAT . 57 3 1 - BB

B Rk ientiER (NAT)
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wpEEETS @sFaraD [

Add NAT Rule

Title Create Rule for

DMZNetwaork1 Manual NAT ~ ‘:)

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and pon
translation are optional. You can place manual NAT rules either before or after Auto NAT rules and insert the rules at a specific loc

Placement Type
Before Auto NAT Rules w Dynamic W
Packet Translation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside ¥ dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any 4 PATaddress1 A Any
Destination Address Destination Port Destination Address Destination Pon
DMZnetwork1 v Any A DMZnetwork1 M Any

d) SEHERE.

$IB 7 Jy DMZ M 2% 2 il B3 A& T4 PAT.
a) s+ 1A
b) FE L)@

* ¥RRE = DMZNetwork2 (ECRELELEMHABAFR) .
* SN AF = T3 NAT.

« BEO = N

- B#r##EQ = dmz.

« [R4&IRHELE = myInsideNetwork M4 %1% .

* SRR RYIR b = PATaddress2 44 X1 % .

* B35 BFRitiE = DMZnetwork2 4% 4.

* 35155 B9 B ARt = DMZnetwork2 M4 %1%

Mtz (NAT) [
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B zeEeseumznms @5FsPaD

Add NAT Rule '

Title Create Rule for

DMZNetwork?2 Manual NAT v ()

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and pon
wranslation are optional. You can place manual MAT rules either before or after Auto NAT rules and insernt the rules at a specific lo

Placemant Type
Before Auto NAT Rules v Dynamic W
Packet Translation Advanced Options
Original Packet Translated Packet
Source Inerface Destination Imerface
inside e dmz
Source Address Source Port Source Address Source Port
mylnsideNetwork v Any ™ PATaddress2 i Any
Destination Address Destination Porn Destination Address Destnation Port
DMZnetwork?2 L Any b DMZnetwork2 b4 Any

c) MiiHAE.

ey A B irteit Foim O 7 (3h75F 30 PAT)

] S s Y LR bR 1 E RS . 10.1.2.0/24 4% L LIRS DR Ay 9 4% JIK 25 F Telnet 4%
ViR A E ML M EHLIEAT Telnet RS Vs M R S5 25 0, SEPRHbbERE 454 209.165.202.129:port. 4
FHUEAT W 2 e 55 U7 Il AR R IR 25 A I, LSl be 4 #8624 209.165.202.130:port.

\)

AR ORGSR R D E R R A WAL bR RS O, P IR BE R RIAS W L. W R SR O
MMFALEE 1 (BVI) 1M iR 55 a4 B WAL R o382 11, VIR BRI 5 2 I Fe B AR Rk i e 11 . 1)
i, ZFN AT RELL insidel 2 17 AF inside 1 A V4%

B ka5 (NAT)
I
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G TE e R T N |

[ 16: B R B #xim OB F 50 NAT

Web and Telnet server:
209.165.201.11

Translation Translation
10.1.2.27:80— 209.165.202.129 10.1.2.27:23 —»209.165.202.130

10.1.2.0/24

Telnet Packet
Dest. Address:
209.165.201.11:23

Web Packet
Dest. Address:
209.165.201.11:80

g2

ST g P A 2% ) 4 X 4 % 2
a) EEWNR.
b) MHZPIEFEMLE, KRG et +.
c) MM G and (i, mylnsideNetwork), EFEMLE, R 5% SLER M1k 10.1.2.0/24.

New Network Object

Name

mylnsideMetwork

Description

Type

@ Network "", Host

Network

10.1.2.0/24

A e (NAT)
|
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B zeEeseumznms @5FsPaD

d) mlHRE-
LI 2 4 Telnet/Web [ 45 25 Gl 2 P 28 5 %2
a) R+

b) HRLXIGATS (I, TelnetWebServer), MEFRIEML, 4R J5HIA bR LML 209.165.201.11.

New Network Object

Mame

TelnetWebServer

Descrnption

Type

() Newwork (@) Host

Host

209.165.201.11

c) MiiHAE.
S8 3 fii [ Telnet I 4 PAT Huhi-61) 58 M 28 561 % .
a) M+,

b) At S dr 4 (i, PATaddressl), MEHFEM, AKJSHA ML 209.165.202.129.

New Network Object

MName

PATaddress1

Description

Type

() Newwork (@) Host

Host

209.165.202.129

c) MHARE.

Bl PskbisEis (NAT)
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G TE e R T N |

FIB 4 [ HTTP I 4 PAT Huhib i g M 48 55 %
a) R+
b) KM G4 (U, PATaddress2), EFEEM, ARJEHA EHLHAE 209.165.202.130,

New Network Object

MName

PATaddress2

Descrption

Type

() Network (®) Host

Host

209.165.202.130

c) MiHRE.
HIES Jy Telnet Vi 0 G178 5) A F-5) PAT.
a) KIKIEFREEE > NAT,
b) A + 4L,
c) MEUITEM:

* #RRE = TelnetServer (EIEIEREMHLAMZTR) .
* G AF = T-3) NAT.

« EA =,

< BEEO = W,

+ B#r#EQ = dmz.

* [Fi5IRHIE = myInsideNetwork P%% X142

* 351 f5 AYiE L = PATaddress1 FIZXT 4.

* [R4A BARHE = TelnetWebServer 485§ % .

« 454 f5 B B AR bHE = TelnetWebServer %4451 % .
* R BHrim O = TELNET 3 0 4.

« #R R R BARiR O = TELNET i %% .

e

I Mtz (NAT) [
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HinE Bir it Fm OmM S (175F 30 PAT)

T AN TG S e F bRt b i 11, DAL o S e Oy s F At IR 1) H AR ik
AR, AR Ji i 1 AN A48 (10030 14 AR R PR3 11, AT D AT TG 2 5% 473 NAT

Add NAT Rule ;

Trtle Create Rule for

TelnetServer Manual NAT o O

Manual NAT rules allow the translation of the source as well as the destination address of a network packet. Destination and port
wanslation are optional. You can place manual MAT rules either before or after Auto NAT rules and inzen the rules at a specific loc

Placement Type
Before Auto NAT Rules w Dynamic v
Packet Tranzlation Advanced Options
Original Packet Translated Packet
Source Interface Destination Interface
inside s 4 dmz
Source Address Source Port Source Address Source Port
mylinsideNetwork v Any v PATaddress1 W Any
Destination Address Destination Port Destination Address Destination Port
TelnetWebServe v TELNET e TelnetWebServe v TELNET

d) SEHRE.

HIE6 N Web Vi 1) 61l 575 F-5)) PAT.
a) s + %4
b) M 'E LA JE M

* FRRE = WebServer (SUEIEFIILALLTO
* BIZMMAF = F3) NAT.

< £ =R,

RO = W

* BfF#EM = dmz.

* [RAEHIE = mylnsideNetwork FZ% %%,

* $E4 5 BOR H3E = PATaddress2 48 %) % .

* R 4A BARiLE = TelnetWebServer 485§ % .

Bl PskbisEis (NAT)
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e NaT 25 DNs s ]

o £ E Y B iRtbiE = TelnetWebServer P45 5 % .
s B4 BHREE O = HTTP S 6%,
8RR BARim O = HTTP s 6%,

Add NAT Rule

Trtle Create Rule for

WebServer Manual NAT - @

Manual MAT rules allow the ranslation of the source as well as the destnaton address of a network packetr. Destination and port
tranzlation are optional. You can place manual NAT rules either before or after Auto NAT rules and insernt the rules at a specific lod

Placement Type

Before Auto NAT Rules v Dynamic v

Packet T

et Translation Advanced Options

Original Packet Translated Packet

Source Interface Destnation Interface
inside . dmz

Source Address Source Port Source Address Source Port
mylnsideNetwork v v PATaddress2 v

Destination Address Destination Port Destination Address Destination Port
TelnetWebServe v HTTP v TelnetWebServe ~ HTTP

=
¢) Milif7E.

£ NAT =& DNS ZifFnlm [y

] BT B E Firewall Threat Defense LS IR DNS W2, J5 8 HUCHES NAT Fic & i bk B 4 v 2 vp
Fodbil . BB ARSI, AT LA E DNS &£1. DNS & iti# A “DNS Doctoring” -

Iy RE AT LS JUAC NAT KUK DNS #E i f R 2 b il (flan, & A - IPv4 19 A idsks i@H T
IPV6 1) AAAA 3% B, JEH T DNS &) PTR id3%) o X MBS 82 1 28t ) 7] HoAth
FEO I DNS WA, il NMUFHEYE B S o0 SEhRfE. AR, X AT 82 128 R e B2 11 %) DNS
N, sy NSERRERE RS WU EUIBEEH T NAT44. NAT 66. NAT46 Fll NAT64.

PLR 2 TR A NAT #E00) L& DNS 55 1 LR 32 245

« JEI 4 NAT64 8%, NAT46, Ff: H DNS HRE-#A7 TAM M 4% . B THE3ET DNS 5 PL92EL DNS
At GEHT IPv4) FiI AAAA ICE% GEFT IPve) Il fhEEHe,

4t 54 (NAT)
|



Rtk 5E % (NAT) |
B onsesmsien

* DNS 55 SRAESNEE, ) st NI, JF FLA )™ s A D 16— 2856 4 B Jul A4 b A 81 At A 98
Hlo

* DNS 55 & £E A BT DAL A TP M REAT W N, e/ B AN, JF LA™ s i 47 1) A BSR4 10
IR 55 s 1) 56 4 IR E 34

DNS EEFRHI
PLT 72 DNS 55 [ S 2B R

* DNS FEE5AGEH T PAT, KA 2 4 PAT MUNEH TR A B0 AAAA C3, 1248 H 1F) PAT
FUASHA 5 o

< WNREECE T TS NAT MU, 4455 T H O HhE sk, ASAEflc & DNS Bik. 243 H A
5 B, XN AT RES A AN AL A R e 4. DR, KRR AR UTEC DNS N2 H 1) 1P ki
IERPI IR NAT FUAHDEEC; DNS N2 AL S CHANJa it/ B Ax bk 20567 T4 78 DNS 1
RIEE A IR

o BEE S DNS AR, 205505 FH ARG NAT #E00) S I T DNS NAT 5 [#) DNS MR 2.
RGN, J T DNS NAT B 5[] DNS ffr a4 /N, BRI el i 07 58 o A il & .

* S¢Pr b, DNS ES5E xlate 45 HiAE NAT HUN_Eogp. PRIk,  dn A i ) sh AU K xlate,
MIABEIEHCNTES . B NAT B2 A R ) 2

* DNS E'5ANEHS DNS & EHHEE (BAEE R 5 .
DU 3L T NAT U DNS 55 {1741

DNS 64 [@ £ &4

B BIRANE IPv4 W45 ) FTP 45 %5 F1 DNS RS54 RG0A 1 [0 AMB AR 55 2 A FR A e i . 7EIX
FEULR, 430 IPve H 7 M DNS R4S 231K fip.cisco.com [IHidE, DNS AR 4% #3 LL S br il
209.165.200.225 1E N MR

H T 14875 B N 3 T A8 fip.cisco.com fRBHB3IE (2001:DB8::D1A5:C8E1, Lt D1A5:C8El /&
209.165.200.225 [¥) IPv6 SFN4)) , B TEEACE DNS [FIE &S LS TH AR . ARfiEaEmE
] DNS JR45 23 10 A NAT S400fTH ) 9355 IPve “EHLI PAT KL .

B Rk ientiER (NAT)
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DNS Reply
209.165.200.225

onses mEiz [l

ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:
209.165.201.15 2001:DB8::D1A5:C8E1

Static Translation on Inside to:
FTP Request
_/l\ 209.165.200.225
IPv4 Internet

2001:DB8::D1A5:CO0F El!
Dest Addr. Translation

2001:DB8::D1A5:C8E1—> 209.165.200.225

_—

Security Device %

IIM

DNS Reply Modification
209.165.200.225—> 2001:DB8::D1A5:C8E1

\}

IPv6 Net

FTP Request
2001:DB8::D1A5:C8E1

-

. i

P
User:

DNS Reply
2001:DB8::D1A5:C8E1
2001:DB8::1

PAT Translation on Outside to:
209.165.200.230

P

a)
b)
c)

URBIGE, P R BRI (BVD),  TEhsHE s e 1. WAy e - BVIL 2
AN AR

R1 4 FTP JIR554%. DNS Jled5s WHBRI45H1 PAT Tl 62 255 4

IR
MHSRPIEFEMEE, Rn i +.
& CIEBR FTP g5 s Huhik .

MBI Gt (Flan, fip server), EHREM, REHA LS FEHL IP Hihk 209.165.200.225.

Mtz (NAT) [
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B onsemsisn

Add Network Object

Name

ftp_server

Description

Type
(O Network (@) Host
Host

209.165.200.225

d) AEHHE.
e)  Aiddi + JFE X DNS RS 23Sz pr i hl .

MBI Gan s (Flan, dns server), EFEHL, ARSI THLHHE 209.165.201.15.

Add Network Object

MName

dns_server

Description

Type
L:; Network @ Hast

Host

209.165.201.15

)  AEHHE.
g) A + JFE LN IPY6 4%,

KM R ar 4 (I, inside_v6) , EFEMLE, IRJSHIA ML HE 2001:DBS::/96.

Bl PskbisEis (NAT)
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onses msiz [

Add Network Object

Name

inside_wv6

Description

Type
@ Network () Host

Network

2001:DB8::/96

h)y  fihE.
i) Hlh + IEN N IPve RI4% e X IPv4 PAT il

MBI G (Flan, ipva pat) , HEEEH, RSN EHHEE 209.165.200.230.

Add Network Object

Name

ipvd_pat

Description

Type
'C:' Network @ Host
Host

209.165.200.230

i) mihE.
HIE2 Jy FTP RS 230 & 7 DNS 55010 A NAT F .
a) RIIEFREEE > NAT,
b) sl + L.
¢) MELLFEME:

* ¥RER = FTPServer (BRIEIEFEAIHABZFR)

A e (NAT)
|
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B onsemsisn

- SIEMNATF = H3) NAT.

< BEIEO = AN

- BAREO = Wi

* [RIAHbLE = fip_server P44 .

IR E RIHIE = inside v6 4N Gt B T7EHF IPv4 540 1Pve Mkl Al 1Pv4 ik Al
vk, R R G0F 209.165.200.225 ##4 IPve A5 D1AS:C8EL,  Jf#s N M 2% 1 4% L3R EX
SEHNE 2001:DBS::D1A5:C8El,

c FESREBULEIR A, EHERSHAN A DNSEE.

Add NAT Rule :

Title Create Rule for Status

FTPServer Auto NAT > o

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside v inside

Original Address Qriginal Port Translated Address Translated Port
ftp_server b Any b inside_vb b Any

d) sihEE.

IR 3 4y DNS RS A5 H0 E ifA NAT B,
a) MRIEFERREE > NAT,
b) s + .
c) FLELLFEME:

* ¥R = DNSServer (B{IEEF LML)
« GIEHMNAF = H3) NAT.

Bl PskbisEis (NAT)



| Mgt (NAT)

onses msiz [

© FB =i,

* BEO =AM

- BFREED = A,

* [RIAHRE = dns_server MZE X 4.

* BRI E B9HELE = inside v6 MG, I TN IPv4 F 4 1Pve Hitibi AT 1Pv4 fik AHbik
ik, IR GEH 209.165.201.15 #5450k IPv6 X451 D1AS:COOF,  FF¥% NP9 2% Hir 25 LASR L
sEdHibl 2001:DBS::D1A5:C90F .

Add NAT Rule

Title Create Rule for Status

DNSServer Auto NAT <. O

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automnatically placed in Auto NAT rules Static v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
outside hod inside
Original Address Original Port Translated Address Translated Port
dns_server b Any b inside_vb b Any
—
d) rilifAzE-

FHEEA4 Jy B IPv6 N4 Hc B 57 PAT AL,
a) MKIKIEFERRE > NAT .
b) mid + L
c) FLELATEME:

* ¥RRE = PAT64Rule (fEIEFEMHABZFR .
* BIEMNAF = H3) NAT.

« EE =&,

< BEEO = M.

A e (NAT)
|



Pt 45 (NAT) |

B ons e, shamsEn e NS RS 3

DNS [El £ 1224

« Bir¥EDO =58,
* [REAHEE = inside v6 MZEXT .
o FEin S RO = ipv4 pat PEEXT 5.

Add NAT Rule :

Title Create Rule for Status

PAT64Rule Auto NAT - ()

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
n Auto NAT rules Dynamic W
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface
inside e outside
Original Address Original Port Translated Address Translated Port
inside_vB " Any o ipv4_pat e Any
-
d) riHE.

SMERYE O _E /Y DNS AR %525
B R T AN EE 115 1) 1) DNS Jl4s#% . IRS548 fip.cisco.com 7E L 1 Lo K5 NAT e & 4K
fip.cisco.com SBrHLAE (10.1.3.14) FhAEEH A AE MBI ZE L] WL W Ha ik (209.165.201.10).

TEXFRIEHLT, BEAE b FR AR _F 5 H] DNS RIS A&, DA FH SE s Hbtk 15 7] fip.cisco.com ¥ 4
AT LR H DNS IR 45 #5152 bRk, A A2 s il

YN ENLR LN fip.cisco.com [FI ML) DNS & KIN, DNS JiR 55 #K5 LLR IR ik (209.165.201.10)
YENMISE . RGBS 25 AN, JE4% DNS [R5 rh (i s ik 6 46 4 10.1.3.140 WA 5
DNS [ &8, WA B L2k i i & 3% $1) 209.165.201.10, 11 AN F& A7 [ ftp.cisco.com.

Bl PskbisEis (NAT)



| Mgt (NAT)

ons mg s, sz asons sz I

DNS Server

Security
Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

{d
User ftp.cisco.com
10.1.3.14
Static Translation
on Qutside to:
209.165.201.10

®

FTP Request
10.1.3.14
)

R ORI, P CRRFIRALE (T (BVD), RFRER B . W0 P iHE D2 BVL, ST
A B A RN

oiE

IR b FTP [IRG5as G M 45 00 % .
a) EHEFR.
b) MHZPIELEMLE, AR5 +.
¢) &N SZfr FTP RSS2k

HM g R A4 (B, ftp_server) , MEFEEML, ARSSHNASLER AL IP Mkl 10.1.3.14,

4t 54 (NAT)
|



Pt 45 (NAT) |

B ons e, shamsEn e NS RS 3

Add Network Object

Name

ftp_server

Description

Type
L:;' Network @ Host

Host

10.1.3.14

d)y HEHE.
e) A+, SRJGE X FTP RSS2 K)o i hk .

J MBI G w4 (B, ftp server outside) , EFEEML, RSk LHHAE 209.165.201.10.

Add Network Object

Name

ftp_server_outside

Description

Type
l:_:l Network @ Host

Host

209.165.201.10

FIE2 O FTP A4S 450 B 4 DNS 1B 2 ¥ & NAT S .
a) MKIIEFRRRE > NAT .,
b) Al + s
c) FLE LT EE:

* ¥RER = FTPServer (aRIEIEFEAHABZFR)
 SIEMMAF = 53l NAT.

Bl PskbisEis (NAT)



| Mgt (NAT)

ons mg s, =M% aons s

< RO = A,

- Bir#EDO =58,

« JRIAHBIE = fip_server MAXT 4.

* SRR RYHLE = fip_server outside 44X .

* AERPIRBUET R, RS AN AR DNSEE.

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT w O

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
inside e outside

Original Address Original Port Translated Address Translated Port
ftp_server hd Any hd ftp_server_outside v Any

d) rUHHE.

DNS [l Z 1224, EH M4 LR DNS AR 5527

N RANE R LS L) FTP RS 45 A1 DNS R4 8% REAH H M AMT RS S5 S0 R R
DR, 24N 7 A DNS iR 4525175 3K fip.cisco.com bl , DNS R 45 #845 DL sk frithdik 209.165.20.10
VAW o TS S BB P A8 fip.cisco.com MRS B3R (10.1.2.56), [R5 2L & DNS [
Bk LT A i 4

4t 54 (NAT)
|



Pt 45 (NAT) |

B onsEsen. FHRs o DNS RS S

ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

Dest Addr. Translation
10.1.2.56 —>» 209.165.201.10

Security Fenl
Appliance O\

DNS Reply Modification
209.165.201.10 > 10.1.2.56

FTP Request
10.1.2.56

N

R BORBIE, WREOR RPN BVD, TORGRER fBE 0. RN LBV EH
AN S AR,

W1 b FTP [RS5as G M 48 0 4 .
a) LR,
b) MHZFPIELEMLEE, KRG +.
¢) &N SFr FTP RSS2k

HMEEN G g (BN, fip_server), MEFEEM, RJFHIAL PR AL IP Hikik 209.165.201.10.

B ka5 (NAT)
I



W & 141k F5 4% (NAT)

d)

$HI2 Jy FTP RS 23 FC & 7 DNS 1550 A NAT # .

a)
b)
©)

Add Network Object

MName

ftp_server

Description

Type
(-::I Network @ Host

Host

209.165.201.10

R HE .

sl +, ARG E SCFTP g5 s 4 f i il o

ons mg s, =M% aons s

AW G (Flhn, fip server translated) , EFFEHM, AREHATEHLHHE 10.1.2.56.

Add Network Object

Name

ftp_server_translated

Description

Type
:_:l Network @ Host

Host

10.1.2.56

WRIGEFESERG > NAT o
rili + 4% .
Fic & LA @k«

* ¥RER = FTPServer (aRIEIEFEAIHABZFR
 SIEMMAF = B3l NAT.

Mtz (NAT) [



Pt 45 (NAT) |

B onsEsen. FHRs o DNS RS S

« KB = .

« BEEO = 4N,

- BirEO = W,

* [REEHE = fip_server LS XA

o B BYE = ftp server translated FIZ% X%

* FERPIRTLTR T, LEHERS RN A DNSEE.

Add NAT Rule

Title Create Rule for Status

FTPServer Auto NAT v c

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or
destination address of a packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type
Automatically placed in Auto NAT rules Static w

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface
outside i insicle

Original Address Original Port Translated Address Translated Port
ftp_server b Any s ftp_server_transla v Any

d) SSERRRE.

Bl PskbisEis (NAT)
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