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o BOAEARSS A a0 . v URT TP bk, WiRAEH EALA, BAE R A E B L E T
DNS. #JE{E RADIUS R55#% Bl 734, (HARAE W &0 E s U e dE .

o QEARMRATIIR M, ] BE R AL 1) RADIUS R%5 A5 S B . 15221 CLI #4616
o SSH 2 X Ik 55 25 AT ping #AF, KA 5] LAV; il IR 55 45 .

o WERAMB G M IUE —EATE TAE, 251k T TAE, %8RGS BT A RS2 I40 T 5 2t
T PRITS o Q0 R TC B PR A 0 B0 AIE, R4 N IR BT RADIUS 4538 # R AR Wiy, 253
B[] A& RGAE PR IR AR IE B 3 — IR GS 88 Z AT SR BBl . LS B R) P 2 50 FH A 3t B3 470 56
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1EXHZH K S T HTTS Vi) o

* W SSH AN S A RiExd— & HU @ M, 0 55— #r HP ANE, 15 PP RADIUS iRk 55 s
BRI 52 L Service-Type J&TE . BEJEMETRER IEGINCE . @ PESCR AN IE AR BE LE
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S 19 Br 3551 2 (ISE)

T LK JBRNS  iR 55-5 1% (ISE) BX ISE #:3)) & & #: 4% (ISE-PIC) 1 5 Firewall Threat Defense i
RAEER, LA ISE/ISE-PIC HHAT#: 5 5 4y Bk o
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A K Cisco ISE/ISE-PIC 25 H,, 1S CORMSH Ik ss 5 B4R ) (https:/www.cisco.com/
c/en/us/support/security/identity-services-engine/tsd-products-support-series-home.html) F1 ¢ & #3 i 4551
W) G IERR (1SE-PIC) ZHE B L FR 1) (https://www.cisco.com/c/en/us/support/security/
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BFEEAT 802.1x X f B S IF . an SEAd ] 802.1x T-3h& %, WK ISE A B AN IR4E 802.1x T3
Gk CRERHFD o XFE, AU RGEMRE IR Sk
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SFe DRI, AT ST P A AR R U v AN 25 4 P
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T SR 045 5 (ISE) BUER S 3 1045 5 | 30 5 3 B (ISE PIC) 1F AW sh SHn i, 16
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FHiaZ |l
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&) FRJAIE 5
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PIE3 WAL EE:
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. j};’s (Status) - s o JT 2 LU T BRZE IR G 250 G, SEANRERS ISE FHAE S 40 BE 00 1 B4y
* AR - MBI B
s EFREMNANP MU - 2% pxGrid ISE k5523 19 LA 5L IP Hilik. AR E Pve Hidik, FRAE
WA IR ISE FRUAS SCHF IPV6.

« SEBNYS S E ML/ P itk (Secondary Node Hostname/| P Address) - 11 545 4 & 4 B ISE iR 45 %8
DLSEFR s o] F Ak, 0 Al s hn s B 3 & £ 4142/ P #idik (Add Secondary NodeHostname!l P Address)
I N i) pxGrid ISE k454 1) 1142 8¢ TP ik

* pxGrid BR55 3% CAIER - ZAF5AE1) pxGrid HELLIEFMURHUAUETS o 0 502200 45 = LR 1L
pxGrid 980, WIS R ARAE S 20 et [l e P AR UL 252

* MNT BR55288 CAEH - PUATHLE T EN ISEUE-P 152 F AT FE B AUR HUUE T . Wi MNT
CHRE PR HERR ) IRSS B AN AR IR 45 2%, BEAIE PO vT BB pxGrid /IR 45 #8AIE TOAH ] o Qn R
BAHE R B MNT 7 5, WP/ 2 (PRI D DA 200 i ] — U A A LA 252
o BRES2BUEP - J4ER: ISE 8P UTHEE R4, Firewall Threat Defense i #5401 [a] ISE $2 4L 11 N 3555
BIUET
* JTH - PN AT FWBAS ISE pxGrid F /8. 11 H 36 SR A 10K T 35 1% 3 U S I s
s SIEBRE - LRI N SEE R, B S1E SGT Mg . BRIAEULT,
BRI EL T A o i SRR B P B 4 DAAE 2 4 SR mes wp A O M 42 2 o T AR Hp s e
KAk, DU 3 I R I3
« SXP £/ - A IEGEEA “SGT 2 1P” Muhbms. an 2L T2 24 bnid (SGT) 45 Vi In)
PRI, IEERR I

* | SE W45 iE 2% - B E HI KRG ISE 17 AR Gl ity OBl O T el v s o S SRR AR 45 0L v 2%,
ISE 2 (XA & W 45 L4755 e s R . ity +, SEFERR IR MR 5, ARG i i
Eo MAEHFLEENER, rdtIEHFHMLE (Create New Network). UFELE IPv4 28015 .

FRA SR (Test) #2581, Kk RS0 5 w] LLER S ISE IkR55 45

WERIMBURIG, 33 i EH HA& (SeeLogs) #E4% T WAEAN VAT RIS R . B, LUMHRERRSL
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trying to test connection to host=10.88.127.142:ip=10.88.127.142:port=5222

TS RFE RIS

T—5Htta

lie'E ISE J&, JAH G4y okens, FeEwish S miur M), JEsEncs . R, %aZif: ) ISE/SE PIC
FEREZ WA AT I T . WIS E ISE/ISE PIC AT, LTI H .

ISE/ISE-PIC &1 /E & FEHERR

ISE/ISE-PIC %3
R AEE 2 ISE B¢ ISE-PIC ME82 10, 1AL AT DL T I
* WA AT ISE 1) pxGrid S WL DhRE, A 8K ISE 55 Firewall Threat Defense i £ B )5 i o
* 1t ISE /IR %5 %% 5 Firewall Threat Defense ¥ & I L IEREZ W, U2 F-Z)7E ISE ki
Ui o
B, e UAEISE P E HI B s Rt M P, HAREEIE S GRS 00 IR 55 5 195 P D1 HR )
WA S R P R AN S AR B

* Firewall Threat DefenseiX £ (R55%%) UE1 42045 clientAuth §7 I HVEE, FUARE S
{TA Y e A VE . R WE T clientAuth ¥ 5 ARVE, WAIUEFAREZHHE, 5
WE BT A . ] 55 kB % &8 A BT B 254 B E T i X e R,

* ISE ARk %5 2% L1/ [a] 24200 5 Firewall Threat Defense [ [ [E] [R5 o W& ANFZD, RS Res
LA $0 A I 1] () B i AT FH e

ISE/ISE-PIC i F#51
R AEE 2 ISE 8% ISE-PIC #7514 FH - Bt 1)@, 15y DR 00

* RGNS ILH S W9 AR AL D ) ISE P BB, s MIRSS At R LAOSAE 2. ISE A
JUORILRE B AR d s R AR R, i HAE RS HUT R3rh s iR B L5 3 (AR G
15 BZHT, WEEA S SR el .

* ANHEXTHH LDAP. RADIUS 8% RSA $8( 5 il #8 2T 5 43 50 UE ¥ ISE P $AT H - il
o REAWE] ISE Vi iss F i H - B
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10 LUK 22 AW S5 AR 01 5 2.0 (SAML 2.0) 45 S C H M FE U i) VPN 2 FN #6045 BEAR FH 7 i o
FB 3 (SSO) G B iEYR . SAML B TAEE T OUHGE GO R AR F [1dP] ARSI 4L [SPD &2
B AT 45 5 43 56 UE A2 BUEHE ) TF ISR U

BcE SAML AR 5525

0] LUB 22 A W 5 AR 015 5 2.0 (SAML 2.0) Il 45 S0 B A e FE U 0] VPN 2 A 442 FEA% P ) o
U S (SSO) BHAKEY . %1, Duo A K¢ (DAG) J& SAML JIR%5 %8

Y848 T SAML JIR 2% 284F J S GAIE 7 VERE, SAML IRSs 28 76 24 5 i fe AL (IdP), 1fij Firewall
Threat Defense B4 78 24 R4 AL (SP).

XFT RA VPN, SrT UM H] SAML e 55 @45 0 1 2 Ay i, (HASRERC B4 ) 5 e, A
REAC B MR

BT EEAS B ok, WAL S SAML JIR 458 LLSCRFE H Vi In) < (CAC), AT PLZEEH SAML Ik %%
PRI % R B ok
FiaZ /i

M SAML 55 % 5 R AR P SRICCL R A B A RmT e, 35 DA XML SCFE R 8O E R, UME
LRV N

* SLK ID URL, H A4 SAML 55 & s i .
* %k URL.
* 14 URL.
© SRR TAE S
WA SAML JE A ZAVRIAIE, RGBS AN RUE. Hl, W5 SAML 5 RA VPN

i, JFA Cisco 215K R MESL It 2 AME, WIS AEATZR M RN AL o R 42 A il
AME, TR SAML J 5% as 45 RC B0 D3 B R AR I PSR A AME

UK

P PATLL ML TR AERI il 4651 “SAML R4 %% (SAML Servers) L[] :
PR, REMNHETIEFEZRIE.
s ROk SZ & > =28 VPN > SAML BRSS 5.

T2 PATLLFRAEZ
© AR, EIKRR T +> SAML BR$ 3.
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- BORERANG, AT g g E b (@),

BRSO %, 38 S g s bx (0).
SIE3 BELUTEMN

« BER - MR

« R - TR AT IR

* BMEMEIZERF (IDP) 24K 1D URL - X & H T4 e s XML T URL (oA XML i
B SAML & & B i i [\ i sk ) o 4748 SAML R4S 8877 PR 2 NS4k ID, 48Rk 2k ok
P& URL. It URL 25404 4 2 128 N5, ARG https://. 140
https://191.168.2.21/dag/saml2/idp/metadata.php.
R
WS LI XML SCFE AN SAML R 45 2% F 35 &, 18 At A XML B FE (Populatefrom XML

file) FFEF % 3. v LA XML SO R I 78 17 By DL JB 3R URL (Sign-In URL) F B4 12 {72
FiE$ (Identity Provider Certificate).

ZR URL - H T8 3 S 48R 7 SAML JIR%S#51 URL. b URL 204 T 4-500 N4 2
i), AAEHY . FeVFE F htp:/ A1 https:/o 5101 https://191.168.2.21/dag/saml2/idp/SSOService.php.

FEH URL - T4 S (4R 14757 SAML I 9543 1) URL. 3 URL 442541 4-500 4> 5-45 2 [f],
BAEMN . SRVHEH] http:// A1 https:/. 510
https://191.168.2.21/dag/saml2/idp/SingleLogoutService.php.

BR 512 R UER - T Firewall Threat Defense 1 2 [N UE TS . BRARS LT, B BAEHIRIA
W= B WAE, e PUERZIE 1 . 8] LME N & 1) DefaultInternalCertificate,
A R FT R ERES 7 B A AR TS, SAML IR 5538 & I $e (1R 7 IS AT e S, A
AT BE T 20K AL EALR 2] SAML IRS548 o A WM EARUEF s AILA 7 208 5 RG-S L e 1)
EAERAME R, 152 SAML RS54 3.

BMRHIZFIES - SAML RSB SRR P2 51T CA IET5. M SAML IR5-4% F &bk
oo WEMK 4L, AR EBFEZEET CAER LR FfE.

BRER - NGRS & ¥« w28, S0, EEEU N —
LI R WSS BRI : SHAL. SHA256. SHA384. SHAS12.

TEKHBAT - SAML Wr 5 HATA 2 (R B FH P b 207 AT 285t TR) B3 P 58 Jl o i 8 sl sk o 4T
DLAE & R IS IS (RE CLARD A A7) DA SO 8T TR B o SR ) W B ) T B 5 1)
NotOnOrAfter 511, R E0K Z0& K8 3 & I A, I H NotOnOrAfter /4K A28 JulHh
1-7200 70 BRIAE A 300 £

o Itk SAML BHEMIZF (IDP) L F NEBM LR L - SAML JIRS5 4 5 AE N Bl 2% _E38 AT, TANE
LESZARY R AMIBIZAT o

« B RFHEKENT IDP FHIIE - PePE e il A 1) 78 SO SR N SR EAT 5 03 B
MANE L SAML ik 55 4% FOBH AL A BLAT I S i 2x i o BRIAE DL, kI s 1
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FEA piilr BRAE JFNANEH]ICE RBAC SBUA (.
* BIAR PR AT BSEAUR (. Canl ol b i B BeE e o
* HA BB IE-SAML JiRk 55 52 I i) RBAC $BUM (i1 7 J ik

* ABBRGT- TR0, BACKAE SAML I Sk AR & P s (747 5, %745 B
5% RS

o TR B0 BT A 5 R S A S U AR I

« INZEIE R (Cryptographic Admin) - A AL E 5 &AL ThRE (BIINE . il 28 S mE i
D R AT REr HEEARR .

« HEIE R (Audit Admin) - 7] DL P 8 Sk D7 e s AT 1 H & IR PAT 57 A% AR S B 1)
e G E D RE ) AR

< AZE-J Al B AT R A a ASRAT IO AEAT A, (R ) DAGR R AT B B i ) B A1
ETIEPIT R R G, O T QIR &0 A 97 8% H S RLS T kA
Bl K A e & L HL P il

« K- LA A VAN ACE, HAREREAT AT AR T O, A R
SRR TR Z BLR A

FIBS NHE.

T—5H#tta
W T R % R (Request Signature) KANFEILS, 7 T4 B4 B 465 SAML %%

o NEETIR D, ARG A T8 (Download) (59) #5l, SRJG1#-AE XML XCfF. KRG, &%
SAML 4525 9F FARME B ARFEAE R, ES 0 SAML $ 457 STRY .

DR AR R 55 A AT YA A PR oK, (VA IE W AR, T IRIE SAML iRk 554 AL o

* T3 SAML IdP JF56 UF 44 5 #L4% SAML W W AT F /75 O E AR B o (N4«
https://<FDM_URL>/api/fdm/latest/fdm/token

* WARAE SAML RSS20 G ] 12844, Tl ORR B L gs A JLIES B33 SAML v,
SRR HIIE . AR B BT XML SCPERY Soff il -Bsin 2] SAML e d5as . & thn] Lldd
FDM API KAG R % & 45 BLAFIE 15 https://<FDM_URL>/saml/metadata

[ |
TACACS+ AR 5528 #04H
B A UE ] TACACS+ AR 45250 W 44 B BLAS 10 HTTPS AT S I IE . ZAFE K .
DL A 2 Wi fid & TACACS+ RSS2 M2, DMEE AT H T S Fr i Ih R
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TACACS+ 5 Fg F11 PR

 f§iFH TLS jn%5 5 TACACS+ RS #eFE R, TLS 1.3 BB A . ok, BE A
ATIUE & 2 A5 AT CA IE BT T 505 TACACS+ JIRS5 4% 1% #

© RGASCHF T B Z i N UK TACACS+ FU'E o Il BESRAE T YOG S B 58 i, 22
SRAG A — X MEBG UERY sl ] b L I F 2R T

.

Mt B B TACACS+ IR 2341 R), DAULERERCE, SRG A 680 HTTPS & # i ) e ¥ IR 45 2%
o ERCEEHUT W E G, DI UGS A G Z %S 5 ] TACACS+.

Bic E TACACS+ R 55 =3

TACACS+ R4 #8424t AAA (HEAE. BRI RS . @48 TACACS+ IR4- 280 H
HEAT BRI UF AIFZARL, ) AT A0 U 4585 TR e v A P I BB R 45 2%

NS TACACS+ JIRF5as QI G, 158 TACACS+ JIR g5 s 41 UL AN B3 415 5 IR 5545 o

FHIa Z Al

WA TLS I iE4:, WERIE R e BAAEREI0IE TACACS+ kS #3152 H5 1T CA IE 1.
WER AR 20, T PREUF 20 TACACS+ R4 25 2 (51T CAE 1. WS FAEZASAEH CAUET,

UK

SRR, RENH R EESHIE.
2 PUTLLF AL —
. RIS, il + > TACACSH FRS.
o B R, Ton g g (D).

TR AR IR, 3 e i G g e b (O,
PR3 WELLT R
© BER - XWRIGAIR. XA B RS54SO E AR T Y VLR
* YRR - XA
O — EEN TUIRRSS AR AR .

* BRZ A AR | P ML - k5535 156 2B e L4 (FQDN) B IP Hihik. fi4: tacacs.example.com
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* im0 — AT TACACS+ G I UERIFZBLH TCP i 1. BRIAGG 14 49,
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A3 TLS W20 114 3000 15 4% S5 TACACS+ R4 #8450 FH o 11, FERf {78 1 A I 2 AH )
3 15

o BBET - ARG R KL R T RS a8 2 0T SR IR S 2 N I, ek 1-300 #b 22 [R]85 . 2R
INMER 10 Fb

e BREEEZEA — (Wi, {UPRIE TLS. ) HT-7E Firewall Threat Defense 1% £ 5 TACACS+ k45 5%
2[R F MDS YR I 50 s it e 2 8] . % AT R b2l S TACACS+ k%548 BRCE 7R/ —
o MBRAREZH, HIEIPEASHNE . WHRACE T TLS, MEHE B 20,
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B RS ZA5FF) TACACS+ R34 . BT LUE SRR € 1 TACACS+ & 28k,
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PRI UE P g UE D LA £ BEAT 5 A3 56T

« S| BFRIRTT — SRR T-7E TLS P i 0] 56 1UE TACACS+ IR 251 S 4o X — B4
BB T PRAIE T 5 TACACS IR4s 25 10 7L HA B 4 AHUCHC , AT EAL S T TACACS+ H /™ 44
P 2 AP RO e A REE . I — AR S RS S UE T AHDCAL . PC & DL SRl

BB — RS AL B 19l FH A FR (CN)o

o ARG — WIS RS AL #3252 FK (SAN) §7 e F ) DNS 44 #R UL LT DNS EAL

4.
* BRFiER — 1k service.protocol.domain RS54 8K, 205 IR S5 4R UETS SAN 4 ()
SRV #AFRILAL .

© J—BFIRARIRFF — LA RS54 25 28K (SAN) 97 J& (¥ URT ILHC Y URI.

FES rLLE.
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TACACS+ R MHUE—AN 8L TACACS+ RSN F . A RS 23 DAL 2510 . X
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7% o
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s FAE S, i Aidi > TACACSH BR824,

« BGERAHG, i disn g g b (@),

BMREEA KD IS, 3 S dnZ g s E b (O).
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AR
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ks SR BB AN P A AE A P 5 h s 0 MGMT HI P

| s%nE B



s#iE |
fie B Ak it A
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